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Abst r act

The Stream Control Transni ssion Protocol (SCTP) is a nessage oriented
transport protocol supporting arbitrarily |arge user nessages. This
docunent adds a new chunk to SCTP for carrying payload data. This
all ows a sender to interleave different user nessages that would
otherwi se result in head of Iine blocking at the sender. The

i nterleaving of user nessages is required for WbRTC Dat achannel s.

Whenever an SCTP sender is allowed to send user data, it may choose
frommultiple outgoing SCTP streams. Miltiple ways for performn ng
this selection, called stream schedulers, are defined in this
docunent. A stream schedul er can choose to either inplenent, or not
i mpl enment, user nessage interl eaving.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 5, 2018.
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1. Introduction

1.1. Overview

When SCTP [ RFC4960] was initially designed it was mainly envisioned
for the transport of small signaling nessages. Late in the design
stage it was decided to add support for fragnentation and reassenbly
of larger nessages with the thought that soneday Session Initiation
Protocol (SIP) [RFC3261] style signaling nessages may al so need to
use SCTP and a single Maxi mum Transm ssion Unit (MIU) sized nmessage
woul d be too small. Unfortunately this design decision, though valid
at the tine, did not account for other applications that m ght send

| arge nessages over SCTP. The sending of such | arge nessages over
SCTP as specified in [ RFC4960] can result in a form of sender side
head of line blocking (e.g., when the transm ssion of a message is

bl ocked from transm ssion because the sender has started the

transm ssion of another, possibly large, nmessage). This head of line
bl ocking is caused by the use of the Transm ssion Sequence Nunber
(TSN) for three different purposes:

1. As an identifier for DATA chunks to provide a reliable transfer.

2. As an identifier for the sequence of fragnments to all ow
reassenbl y.

3. As a sequence nunber allowing up to 2**16 - 1 Stream Sequence
Nunbers (SSNs) out st andi ng.

The protocol requires all fragments of a user message to have
consecutive TSNs. This docunent allows an SCTP sender to interleave
di fferent user nessages.

Thi s docunent al so defines several stream schedulers for general SCTP
associations allowing different relative streamtreatnents. The
stream schedul ers may behave differently dependi ng on whet her user
message i nterl eaving has been negotiated for the association or not.

Figure 1 illustrates the behaviour of a round robin stream schedul er
usi ng DATA chunks when three streams with the Streamldentifiers
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(SIDs) 0, 1, and 2 are used. Each queue for SID O and SID 2 contains
a single user nessage requiring three chunks, the queue for SID 1
contains three user messages each requiring a single chunk. It is
shown how these user nessages are encapsulated in chunk using TSN 0
to TSN 8. Please note that the use of such a scheduler inplies late
TSN assignnent but it can be used with an [ RFC4960] conpli ant

i mpl enmentation that does not support user message interleaving. Late
TSN assi gnment neans that the sender generates chunks from user
messages and assigns the TSN as | ate as possible in the process of
sendi ng the user nessages.
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Figure 1: Round Robin Schedul er w thout User Message |nterl eaving

Thi s docunent describes a new chunk carrying payl oad data call ed

| - DATA. This chunk incorporates the properties of the current SCTP
DATA chunk, all the flags and fields except the Stream Sequence
Nunmber (SSN), but also adds two new fields in its chunk header, the
Fragnment Sequence Nunmber (FSN) and the Message Identifier (MD). The
FSN is only used for reassenbling all fragnents having the same M D
and ordering property. The TSN is only used for the reliable
transfer in conbination with Selective Acknow edgment (SACK) chunks.

In addition, the MDis also used for ensuring ordered delivery
i nstead of using the stream sequence nunber (The |-DATA chunk omts a
SSN.).

Figure 2 illustrates the behaviour of an interleaving round robin
stream schedul er using |-DATA chunks.
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Fi gure 2: Round Robin Scheduler with User Message |Interl eaving

The support of the |-DATA chunk is negotiated during the association
setup using the Supported Extensions Paraneter as defined in

[ RFC5061]. If |-DATA support has been negotiated for an association
| - DATA chunks are used for all user-nessages. DATA chunks are not
permitted when |-DATA support has been negotiated. It should be
noted that an SCTP inpl enmentation supporting |-DATA chunks needs to
al | ow the coexi stence of associations using DATA chunks and
associ ati ons using |-DATA chunks.

In Section 2 this docunent specifies the user nessage interleaving by
defining the |I-DATA chunk, the procedures to use it and its
interactions with other SCTP extensions. Miltiple stream schedul ers
are defined in Section 3 followed in Section 4 by describing an
extension to the socket APl for using what is specified in this
docunent .

1.2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. User Message Interleaving
The protocol nechanisns described in this docunment allow the
interleaving of user messages sent on different streans. They do not

support the interleaving of multiple nessages (ordered or unordered)
sent on the sane stream
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The interleaving of user nmessages is required for WbRTC Dat achannel s
as specified in [I-D.ietf-rtcweb-data-channel].

An SCTP i npl enentati on supporting user nessage interleaving is

REQUI RED t o support the coexistence of associations using DATA chunks
and associ ations using |-DATA chunks. |f an SCTP inpl ementation
supports user nessage interleaving and the Partial Reliability

ext ensi on described in [RFC3758] or the Stream Reconfiguration

Ext ensi on described in [ RFC6525], it is REQURED to inplenent the
correspondi ng changes specified in Section 2.3.

2.1. The |-DATA Chunk Supporting User Message Interleaving

The followi ng Figure 3 shows the new I -DATA chunk all ow ng user
message i nterl eaving.

0 1 2 3
01234567890123456789012345678901
B S L S S S S it i St I SR SR S &
Type = 64 | Res |I1|U B|E Length = Variable |
B T i S S I el s S P S S S S S S N e S
TSN [
T e S S S S O S DU U DUp S DU SRS
Stream I dentifier | Reserved |
T S s S S S S it i S I SR SR S o
Message |l dentifier |
B T i S S I el s S P S S S S S S N e S
Payl oad Protocol ldentifier / Fragnent Sequence Nunber [
N e I S s S S S S

User Data

STttt — +— +— 4

\
/
\
+

B i i S Tk sl o S S S S S i S S S i e o
Fi gure 3: |-DATA chunk fornmat

The only differences between the |-DATA chunk in Figure 3 and the
DATA chunk defined in [RFC4960] and [ RFC7053] are the addition of the
new Message ldentifier (MD) and the new Fragnent Sequence Nunber
(FSN) and the renoval of the Stream Sequence Nunmber (SSN). The

Payl oad Protocol ldentifier (PPID) already defined for DATA chunks in
[ RFC4960] and the new FSN are stored at the sane |ocation of the
packet using the B bit to deternine which value is stored at the

| ocation. The length of the |-DATA chunk header is 20 bytes, which
is 4 bytes nore than the | ength of the DATA chunk header defined in

[ RFC4960] and [ RFC7053].

The old fields are:
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Res: 4 bits
These bits are reserved. They MJST be set to 0 by the sender and
MUST be ignored by the receiver

I bit: 1 bit
The (I)mediate Bit, if set, indicates that the recei ver SHOULD
NOT del ay the sending of the correspondi ng SACK chunk. Same as
the | bit for DATA chunks as specified in [ RFC7053].

Ubit: 1 bit
The (Uynordered bit, if set, indicates the user nessage is
unordered. Sanme as the U bit for DATA chunks as specified in
[ RFC4960] .

Bbit: 1 bit
The (B)eginning fragnent bit, if set, indicates the first fragnent
of a user nessage. Sane as the B bit for DATA chunks as specified
in [ RFC4960] .

Ebit: 1 bit
The (E)nding fragment bit, if set, indicates the |ast fragnent of
a user nessage. Sane as the E bit for DATA chunks as specified in
[ RFC4960] .

Length: 16 bits (unsigned integer)
This field indicates the length of the DATA chunk in bytes from
the beginning of the type field to the end of the User Data field
excluding any padding. Simlar to the Length for DATA chunks as
specified in [ RFC4960] .

TSN: 32 bits (unsigned integer)
This value represents the TSN for this |-DATA chunk. Same as the
TSN for DATA chunks as specified in [ RFC4960].

Stream ldentifier: 16 bits (unsigned integer)
Identifies the streamto which the user data belongs. Sane as the
Stream I dentifier for DATA chunks as specified in [ RFC4960].

The new fields are:

Reserved: 16 bits (unsigned integer)
This field is reserved. It MJST be set to 0 by the sender and
MUST be ignored by the receiver

Message ldentifier (MD): 32 bits (unsigned integer)
The MDis the same for all fragnents of a user nessage, it is
used to determ ne which fragnents (enunerated by the FSN) bel ong
to the same user message. For ordered user nessages, the MDis
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2

2

al so used by the SCTP receiver to deliver the user messages in the
correct order to the upper layer (simlar to the SSN of the DATA
chunk defined in [ RFC4960]). The sender uses for each outgoing
streamtwo counters, one for ordered nessages, one for unordered
messages. All of these counters are independent and initially O.
They are increnented by 1 for each user nessage. Please note that
the serial nunber arithnetic defined in [RFC1982] using
SERIAL_BITS = 32 applies. Therefore, the sender MJUST NOT have
more than 2**31 - 1 ordered nessages for each outgoing streamin
flight and MUST NOT have nore than 2**31 - 1 unordered nessages
for each outgoing streamin flight. A nessage is considered in
flight, if at least on of its |-DATA chunks is not acknow edged in
a non-renegable way (i.e. not acknow edged by the cumrul ative TSN
Ack). Please note that the MDis in "network byte order", a.k.a.
Bi g Endi an.

Payl oad Protocol ldentifier (PPID) / Fragment Sequence Nunber (FSN)
32 bits (unsigned integer)

If the B bit is set, this field contains the PPID of the user
message. Note that in this case, this field is not touched by an
SCTP i npl enentation; therefore, its byte order is not necessarily
in network byte order. The upper layer is responsible for any
byte order conversions to this field, simlar to the PPID of DATA
chunks. In this case the FSNis inplicitly considered to be O.

If the B bit is not set, this field contains the FSN. The FSN is
used to enunerate all fragments of a single user nessage, starting
fromO and increnented by 1. The last fragment of a nessage MJST
have the E bit set. Note that the FSN MAY wap conpletely
multiple tines allowing arbitrarily |arge user nmessages. For the
FSN the serial nunmber arithmetic defined in [ RFC1982] applies with
SERIAL_BITS = 32. Therefore, a sender MJST NOT have nore than
2**31 - 1 fragments of a single user nessage in flight. A
fragment is considered in flight, if it is not acknow edged in a
non-renegabl e way. Please note that the FSNis in "network byte
order", a.k.a. Big Endian.

Pr ocedures

Thi s subsection describes how the support of the |-DATA chunk is
negoti ated and how the |-DATA chunk is used by the sender and
receiver.

The handling of the |I bit for the |-DATA chunk corresponds to the
handling of the | bit for the DATA chunk described in [ RFC7053].
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2.2.1. Negotiation

An SCTP end point indicates user nmessage interleaving support by
listing the |-DATA Chunk within the Supported Extensions Paraneter as
defined in [ RFC5061]. User nessage interl eaving has been negoti ated
for an association if both end points have indicated |-DATA support.

I f user nessage interleaving support has been negotiated for an
associ ation, |-DATA chunks MJST be used for all user nessages and
DATA- chunks MUST NOT be used. |If user nessage interleaving support
has not been negotiated for an association, DATA chunks MJST be used
for all user nessages and |-DATA chunks MJUST NOT be used.

An end point inplenmenting the socket APl specified in [ RFC6458] MJST
NOT i ndi cate user nessage interleaving support unless the user has
requested its use (e.g. via the socket APl, see Section 4.3). This
constraint is nade since the usage of this chunk requires that the
application is capable of handling interleaved nessages upon
reception within an association. This is not the default choice
within the socket APl (see the SCTP_FRAGVENT | NTERLEAVE socket option
in Section 8.1.20 of [RFC6458]) thus the user MJST indicate to the
SCTP i npl enentation its support for receiving conpletely interleaved
nmessages.

Note that stacks that do not inplenent [ RFC6458] may use ot her

met hods to indicate interl eaved nmessage support and thus indicate the
support of user nessage interleaving. The crucial point is that the
SCTP stack MJST know that the application can handle interleaved
messages before indicating the |-DATA support.

2.2.2. Sender Side Considerations

The sender side usage of the |-DATA chunk is quite sinple. Instead
of using the TSN for fragnmentation purposes, the sender uses the new
FSN field to indicate which fragnment nunber is being sent. The first
fragment MUST have the B bit set. The last fragment MJST have the E
bit set. Al other fragnments MJST NOT have the B bit or E bit set.
Al'l other properties of the existing SCTP DATA chunk also apply to
the | -DATA chunk, i.e. congestion control as well as receiver w ndow
conditions MJST be observed as defined in [ RFC4960].

Note that the usage of this chunk inplies the |ate assignnent of the
actual TSN to any chunk being sent. Each |-DATA chunk uses a single
TSN. This way nessages from other streans may be interleaved with
the fragnented nessage. Please note that this is the only form of

i nterleaving support. For exanple, it is not possible to interleave
mul tiple ordered or unordered user nessages fromthe same stream
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The sender MUST NOT process (nove user data into |-DATA chunks and
assign a TSN to it) nore than one user nessage in any given stream at
any tine. At any time, a sender MAY process nultiple user nmessages,
each of themon different streans.

The sender MJST assign TSNs to |-DATA chunks in a way that the

recei ver can make progress. One way to achieve this is to assign a
higher TSN to the later fragnents of a user message and send out the
| - DATA chunks such that the TSNs are in sequence.

2.2.3. Receiver Side Considerations

Upon reception of an SCTP packet containing an |-DATA chunk whose
user nmessage needs to be reassenbl ed, the receiver MIST first use the
SIDto identify the stream consider the Ubit to determne if it is
part of an ordered or unordered nessage, find the user nessage
identified by the MD and finally use the FSN for reassenbly of the
nmessage and not the TSN. The receiver MIST NOT nmake any assunption
about the TSN assignnments of the sender. Note that a non-fragmented
message is indicated by the fact that both the E and B bits are set.
A nmessage (either ordered or unordered) may be identified as being
fragmented whose E and B bits are not both set.

I f |-DATA support has been negotiated for an association, the
reception of a DATA chunk is a violation of the above rules and
therefore the receiver of the DATA chunk MJST abort the association
by sendi ng an ABORT chunk. The ABORT chunk MAY include the ’'Protoco
Violation error cause. The sane applies if |-DATA support has not
been negotiated for an association and an |-DATA chunk is received.

2.3. Interaction with other SCTP Extensions

The usage of the |-DATA chunk mght interfere with other SCTP
extensions. Future SCTP extensi ons MJST describe if and how t hey
interfere with the usage of |-DATA chunks. For the SCTP extensions
al ready defined when this docunent was published, the details are
given in the follow ng subsections.

2.3.1. SCTP Partial Reliability Extension

When the SCTP extension defined in [ RFC3758] is used in conbination
with the user nessage interleaving extension, the new |- FORWARD- TSN
chunk MUST be used instead of the FORWARD- TSN chunk. The difference
bet ween the FORWARD- TSN and the | -FORWARD- TSN chunk is that the
16-bit Stream Sequence Nunber (SSN) has been replaced by the 32-bit
Message ldentifier (MD) and the | argest skipped MD can also be
provi ded for unordered nessages. Therefore, the principle applied to
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ordered nessage when usi ng FORWARD- TSN chunks is applied to ordered
and unordered nessages when using |-FORWARD- TSN chunks.

0 1 2 3
01234567890123456789012345678901
B Rt E e s s i o o T T T T T T T T T At S S SR SR S S s S
Type = 194 | Flags = 00 | Length = Variable |
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| Ne
B o I e e e s i i S i o
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B E e r e s i s i o T T s S S S S 2
| Message Identifier |
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/
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0x
+- - +-
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i e i e S SRR LR S S S e e

\
/
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T e i e e o e e i s i ik i R TR SR
Message |l dentifier |

B T s T S i S S S i (T S I S S S o S i

Fi gure 4: |-FORWARD- TSN chunk for nat
The old fields are:

Fl ags: 8-bits (unsigned integer)
These bits are reserved. They MJST be set to 0 by the sender and
MUST be ignored by the receiver. Sane as the Flags for FORWARD
TSN chunks as specified in [ RFC3758].

Length: 16-bits (unsigned integer)
This field holds the length of the chunk. Sinmilar to the Length
for FORWARD TSN chunks as specified in [ RFC3758].

New Cumul ative TSN. 32-bits (unsigned integer)
This indicates the new cunmulative TSN to the data receiver. Sane
as the New Curul ative TSN for FORWARD TSN chunks as specified in
[ RFC3758] .

The new fields are:

Stream |l dentifier (SID): 16-bits (unsigned integer)
This field holds the stream nunber this entry refers to.

Reserved: 15 bits

This field is reserved. It MJST be set to 0 by the sender and
MUST be ignored by the receiver.
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Ubit: 1 bit
The U bit specifies if the Message ldentifier of this entry refers
to unordered nessages (U bit is set) or ordered nessages (U bit is
not set).

Message ldentifier (MD): 32 bits (unsigned integer)
This field holds the | argest Message ldentifier for ordered or
unor dered nessages indicated by the U bit that was skipped for the
stream specified by the Streamldentifier. For ordered nessages
this is simlar to the FORWARD- TSN chunk, just replacing the
16-bit SSN by the 32-bit MD.

Support for the |I-FORWARD- TSN chunk is negotiated during the SCTP
associ ation setup via the Supported Extensions Paraneter as defined
in [RFC5061]. Only if both end points indicated their support of
user nessage interleaving and the |-FORWARD- TSN chunk, the parti al
reliability extension is negotiated and can be used in conbination
with user nmessage interleaving.

The FORWARD- TSN chunk MJST be used in conbination with the DATA chunk
and MJUST NOT be used in conbination with the |-DATA chunk. The |-
FORWARD- TSN chunk MJST be used in conbination with the |-DATA chunk
and MUST NOT be used in conbination with the DATA chunk.

I f |-FORWARD- TSN support has been negotiated for an association, the
reception of a FORWARD- TSN chunk is a violation of the above rules
and therefore the receiver of the FORWARD- TSN chunk MJST abort the
associ ation by sending an ABORT chunk. The ABORT chunk MAY i ncl ude
the 'Protocol Violation error cause. The sane applies if |-FORWARD
TSN support has not been negotiated for an association and a FORWARD-
TSN chunk is received.

2.3.2. SCTP Stream Reconfi guration Extension

When an associ ation resets the SSN using the SCTP extension defined
in [ RFC6525], the two counters (one for the ordered nessages, one for
t he unordered nessages) used for the MDs MIST be reset to O.

Si nce nost schedul ers, especially all schedul ers supporting user
message interleaving, require late TSN assignnent, it should be noted
that the inplenentation of [ RFC6525] needs to handl e this.

3. Stream Schedul ers
This section defines several stream schedulers. The stream
schedul ers may behave differently dependi ng on whet her user nessage

i nterl eaving has been negotiated for the association or not. An
i mpl ementati on MAY inplenent any subset of them |If the
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i mpl ementation is used for WbRTC Dat achannel s as specified in
[I-D.ietf-rtcweb-data-channel] it MJST inpl enent the Wighted Fair
Queuei ng Schedul er defined in Section 3.6.

The sel ection of the stream scheduler is done at the sender side.
There is no nmechani sm provided for signalling the stream schedul er
being used to the receiver side or even let the receiver side

i nfl uence the selection of the stream schedul er used at the sender
si de.

3.1. First Cone First Served Schedul er (SCTP_SS FCFS)

The sinple first-come, first-served schedul er of user nessages is

used. It just passes through the nmessages in the order in which they
have been delivered by the application. No nodification of the order
is done at all. The usage of user nessage interleaving does not

af fect the sending of the chunks, except that |-DATA chunks are used
i nst ead of DATA chunks.

3.2. Round Robin Schedul er (SCTP_SS RR)

When not using user nessage interleaving, this schedul er provides a
fair scheduling based on the nunber of user nessages by cycling
around non-enpty stream queues. Wen using user nessage
interleaving, this schedul er provides a fair scheduling based on the
nunber of 1-DATA chunks by cycling around non-enpty stream queues.

3.3. Round Robi n Schedul er per Packet (SCTP_SS RR PKT)

This is a round-robin schedul er, which only switches streans when
starting to fill a new packet. It bundles only DATA or |-DATA chunks
referring to the same streamin a packet. This scheduler mininzes
head- of -1i ne bl ocki ng when a packet is |ost because only a single
streamis affected.

3.4. Priority Based Schedul er (SCTP_SS PRI O

Schedul i ng of user nessages with strict priorities is used. The
priority is configurable per outgoing SCTP stream Streans having a
hi gher priority will be scheduled first and when nultiple streans
have the sane priority, the scheduling between themis inplenentation
dependent. When using user nessage interleaving, the sending of
large lower priority user nmessages will not delay the sending of

hi gher priority user messages.
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3.5. Fair Capacity Schedul er (SCTP_SS FC)

A fair capacity distribution between the streans is used. This
schedul er considers the |l engths of the nessages of each stream and
schedul es themin a specific way to maintain an equal capacity for
all streams. The details are inplementation dependent. Using user
message interleaving allows for a better realization of the fair
capacity usage.

3.6. Weighted Fair Queueing Schedul er (SCTP_SS WQ

A weighted fair queueing schedul er between the streams is used. The
wei ght is configurable per outgoing SCTP stream This schedul er
considers the | engths of the nmessages of each stream and schedul es
themin a specific way to use the capacity according to the given
weights. |If the weight of stream Sl is n tines the weight of stream
S2, the schedul er should assign to stream S1 n tines the capacity it
assigns to stream S2. The details are inplenmentation dependent.
Usi ng user nessage interleaving allows for a better realization of
the capacity usage according to the given weights.

This scheduler in conbination with user nessage interleaving is used
for WebRTC Dat achannel s as specified in
[I-D.ietf-rtcweb-data-channel]

4. Socket APl Considerations

This section describes how the socket APl defined in [ RFC6458] is
extended to allow applications to use the extension described in this
docunent .

Pl ease note that this section is informational only.
4.1. Exposure of the Stream Sequence Nunber (SSN)

The socket APl defined in [ RFC6458] defines several structures in

whi ch the SSN of a received user nessage is exposed to the

application. The list of these structures includes:

struct sctp_sndrcvinfo
Specified in Section 5.3.2 SCTP Header Infornmation Structure
(SCTP_SNDRCV) of [RFC6458] and marked as deprecat ed.

struct sctp_extrcvinfo
Specified in Section 5.3.3 Extended SCTP Header Information
Structure (SCTP_EXTRCV) of [ RFC6458] and marked as deprecat ed.

struct sctp_rcvinfo
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4.

4.

2

3.

. 3.

Specified in Section 5.3.5 SCTP Receive Information Structure
(SCTP_RCVI NFO of [ RFC6458].

If user nessage interleaving is used, the lower order 16 bits of the
M D are used as the SSN when filling out these structures.

SCTP_ASSOC_CHANGE Noti fi cati on

When an SCTP_ASSOC CHANGE notification (specified in Section 6.1.1 of
[ RFC6458]) is delivered indicating a sac_state of SCTP_COWM UP or
SCTP_RESTART for an SCTP associ ati on where both peers support the

| - DATA chunk, SCTP_ASSOC SUPPORTS | NTERLEAVI NG should be listed in
the sac_info field.

Socket Options
S S e e +
| option name | data type | get | set |
N ' e e e +
| SCTP_I NTERLEAVI NG_SUPPORTED | struct sctp_assoc_value | X | X |
| SCTP_STREAM SCHEDULER | struct sctp_assoc_value | X | X |
| SCTP_STREAM SCHEDULER VALUE | struct | X | X |
| | sctp_streamval ue | | |
T YT N N +

1. Enable or Disable the Support of User Message Interl eaving
( SCTP_I NTERLEAVI NG_SUPPORTED)

This socket option allows the enabling or disabling of the

negoti ati on of user nessage interleaving support for future

associ ations. For existing associations it allows to query whether
user nessage interleaving support was negotiated or not on a
particul ar associ ati on.

This socket option uses | PPROTO SCTP as its |level and

SCTP_I NTERLEAVI NG_SUPPORTED as its nane. |t can be used with
get sockopt () and setsockopt(). The socket option value uses the
followi ng structure defined in [ RFC6458]:

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
uint32_t assoc_val ue;

}

assoc_id: This paranmeter is ignored for one-to-one style sockets.
For one-to-many style sockets, this paraneter indicates upon which
association the user is perform ng an action. The special
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sctp_assoc_t SCTP_FUTURE_ASSOC can al so be used, it is an error to
use SCTP_{ CURRENT| ALL} ASSOC i n assoc_i d.

assoc_value: A non-zero val ue encodes the enabling of user nessage
i nterl eaving whereas a val ue of 0 encodes the disabling of user
nmessage i nterl eaving.

sctp_opt_info() needs to be extended to support
SCTP_I NTERLEAVI NG_SUPPORTED.

An application using user nessage interleaving should al so set the
fragment interleave level to 2 by using the SCTP_FRAGVENT_| NTERLEAVE
socket option specified in Section 8.1.20 of [RFC6458]. This allows
the interleaving of user nmessages fromdifferent streans. Pl ease
note that it does not allow the interleaving of user nessages
(ordered or unordered) on the sane stream Failure to set this
option can possibly lead to application deadl ock. Sone

i mpl ementations might therefore put sone restrictions on setting
combi nations of these values. Setting the interleaving level to at

| east 2 before enabling the negotiation of user message interleaving
should work on all platfornms. Since the default fragment interleave
I evel is not 2, user nessage interleaving is disabled per default.

4.3.2. Cet or Set the Stream Schedul er (SCTP_STREAM SCHEDULER)

A stream schedul er can be selected with the SCTP_STREAM SCHEDULER
option for setsockopt(). The struct sctp_assoc_value is used to
specify the association for which the schedul er should be changed and
the val ue of the desired algorithm

The definition of struct sctp_assoc_value is the same as in
[ RFC6458] :

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
uint32_t assoc_val ue;

}

assoc_id: Holds the identifier for the association of which the
schedul er shoul d be changed. The specia
SCTP_{ FUTURE| CURRENT| ALL} ASSCC can al so be used. This paraneter
is ignored for one-to-one style sockets.

assoc_value: This specifies which scheduler is used. The follow ng
constants can be used:

SCTP_SS DEFAULT: The default schedul er used by the SCTP
i mpl ementation. Typical values are SCTP_SS _FCFS or SCTP_SS_RR
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SCTP_SS FCFS: Use the schedul er specified in Section 3.1
SCTP_SS RR:  Use the schedul er specified in Section 3.2
SCTP_SS RR PKT: Use the schedul er specified in Section 3.3.

SCTP_SS PRIO Use the schedul er specified in Section 3.4. The
priority can be assigned with the sctp_streamval ue struct.
The hi gher the assigned value, the lower the priority, that is
the default value 0 is the highest priority and therefore the
default scheduling will be used if no priorities have been
assi gned.

SCTP_SS FB: Use the schedul er specified in Section 3.5.

SCTP_SS WFQ Use the schedul er specified in Section 3.6. The
wei ght can be assigned with the sctp_streamval ue struct.

sctp_opt_info() needs to be extended to support
SCTP_STREAM SCHEDULER.

4,3.3. Get or Set the Stream Schedul er Paraneter
( SCTP_STREAM SCHEDULER VALUE)

Sone schedul ers require additional information to be set for
i ndi vi dual streams as shown in the follow ng table:

S S +
| nare | per streaminfo |
o e e e oo - o e e e oo - +
| SCTP_SS _DEFAULT | n/ a |
| SCTP_SS FCFS | no |
| SCTP_SS RR | no |
| SCTP_SS RR PKT | no |
| SCTP_SS PRI O | yes |
| SCTP_SS FB | no |
| SCTP_SS WFQ | yes |
) ) +

This is achieved with the SCTP_STREAM SCHEDULER VALUE option and the
correspondi ng struct sctp_streamvalue. The definition of struct
sctp_streamvalue is as foll ows:

struct sctp_streamval ue {
sctp_assoc_t assoc_i d;
uintlé t stream.id;
uintl1l6 t streamval ue;

}
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assoc_id: Holds the identifier for the association of which the
schedul er shoul d be changed. The specia
SCTP_{ FUTURE| CURRENT| ALL} _ASSCC can al so be used. This paraneter
is ignored for one-to-one style sockets.

streamid: Holds the streamid of the streamfor which additiona
i nformati on has to be provided.

streamval ue: The neaning of this field depends on the schedul er
specified. 1t is ignored when the schedul er does not need
addi tional information.

sctp_opt_info() needs to be extended to support
SCTP_STREAM SCHEDULER_ VALUE.

4.4, Explicit EOR Marking
Using explicit End of Record (EOR) nmarking for an SCTP associ ation
supporting user nmessage interleaving allows the user to interl eave
the sendi ng of user nmessages on different streans.

5. | ANA Consi derati ons
[ NOTE to RFC- Editor:

"RFCXXXX" is to be replaced by the RFC nunmber you assign this
docunent .

]
[ NOTE to RFC-Editor:

The suggested val ues for the chunk types and the chunk flags are
tentative and to be confirnmed by | ANA

]

Thi s docunment (RFCXXXX) is the reference for all registrations
described in this section.

Two new chunk types have to be assigned by | ANA
5.1. |-DATA Chunk
| ANA shoul d assign the chunk type for this chunk fromthe pool of

chunks with the upper two bits set to '01'. This requires an
additional line in the "Chunk Types" registry for SCTP:
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[ o m e e e oo +
| I'D Value | Chunk Type | Reference

Fom e - o mm e e e e e e e e e e e e e e e e e e e e e e Fom e e e e - - +
| 64 | Payl oad Data supporting Interleaving | [ RFCXXXX] |
I | (I-DATA) I I
(R o o e e e oo oo +

The registration table as defined in [ RFC6096] for the chunk flags of
this chunk type is initially given by the follow ng tabl e:

o e e o - o e e e e o - R +
| Chunk Flag Value | Chunk Flag Name | Reference

o e e o - o e e e e oo - R +
| 0x01 | E bit | [ RFCXXXX] |
| 0x02 | B bit | [ RFCXXXX] |
| 0x04 | Ubit | [ RFCXXXX] |
| 0x08 | I bit | [ RFCXXXX] |
| 0x10 | Unassigned | [
| 0x20 | Unassigned | [
| 0x40 | Unassigned | |
| 0x80 | Unassigned | |
e e e e oo oo S [ S +

5.2. |-FORWARD- TSN Chunk

I ANA shoul d assign the chunk type for this chunk fromthe pool of
chunks with the upper two bits set to '11'. This requires an
additional line in the "Chunk Types" registry for SCTP:

[ RS o e oo Fom e e oo - +
| I'D Value | Chunk Type | Reference

Fomm e e e o - B B +
| 194 | 1-FORWARD- TSN | [ RFCXXXX] |
Fom e o - Fom e e e oo [ S +

The registration table as defined in [ RFC6096] for the chunk flags of
this chunk type is initially enmpty.

6. Security Considerations

Thi s docunent does not add any additional security considerations in
addition to the ones given in [ RFC4960] and [ RFC6458].

It should be noted that the application has to consent that it is
willing to do the nore conpl ex reassenbly support required for user
message interleaving. Wen doing so, an application has to provide a
reassenbly buffer for each inconing stream It has to protect itself
agai nst these buffers taking too many resources. |f user nessage

Stewart, et al. Expires March 5, 2018 [ Page 19]



Internet-Draft Stream Schedul ers and the |-DATA Chunk Sept enber 2017

8.

8.

interleaving is not used, only a single reassenbly buffer needs to be
provi ded for each association. But the application has to protect
itself for excessive resource usages there too.
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