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Abstract

The Stream Control Transnission Protocol (SCTP) is a transport
protocol originally defined to run on top of the network protocols

I Pv4 or 1 Pv6. This docunent specifies how SCTP can be used on top of
the Dat agram Transport Layer Security (DTLS) protocol. Using the
encapsul ati on net hod described in this docunent, SCTP is unaware of
the protocols being used bel ow DTLS; hence explicit |P addresses
cannot be used in the SCTP control chunks. As a consequence, the
SCTP associ ations carried over DTLS can only be single honed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Overview

The Stream Control Transm ssion Protocol (SCTP) as defined in

[ RFC4960] is a transport protocol running on top of the network
protocols | Pv4 [ RFCO791] or |Pv6 [RFC2460]. This document specifies
how SCTP is used on top of the Datagram Transport Layer Security
(DTLS) protocol. DTLS 1.0 is defined in [RFC4347] and the | atest
versi on when this RFC was published, DILS 1.2, is defined in

[ RFC6347]. This encapsulation is used for exanple within the WebRTC
protocol suite (see [I-D.ietf-rtcweb-overview] for an overview) for
transporting non- SRTP data between browsers. The architecture of
this stack is described in [I-D.ietf-rtcweb-data-channel].

[ NOTE to RFC- Editor:
Pl ease ensure that the authors double check the above statenent

about DTLS 1.2 during AUTH48 and t hen renove this note before
publi cati on.
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Figure 1: Basic stack diagram

Thi s encapsul ati on of SCTP over DTLS over UDP or | CE/ UDP (see

[ RFC5245]) can provide a NAT traversal solution in addition to
confidentiality, source authentication, and integrity protected
transfers. Please note that using |ICE does not necessarily inply
that a different packet format is used on the wre.

Pl ease note that the procedures defined in [RFC6951] for dealing with
the UDP port nunbers do not apply here. Wen using the encapsul ation
defined in this docunent, SCTP is unaware about the protocols used
bel ow DTLS

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Encapsul ation and Decapsul ati on Procedure

When an SCTP packet is provided to the DILS |ayer, the conpl ete SCTP
packet, consisting of the SCTP common header and a nunber of SCTP
chunks, is handled as the payl oad of the application |ayer protoco

of DTLS. Wen the DILS | ayer has processed a DTLS record contai ni ng
a nmessage of the application |layer protocol, the payload is passed to
the SCTP | ayer. The SCTP | ayer expects an SCTP common header

foll owed by a nunber of SCTP chunks.

4. CGeneral Considerations

An i npl enentation of SCTP over DTLS MJST inplenent and use a path
maxi mum transm ssion unit (MIU) discovery nmethod that functions
without ICVMP to provide SCTP/DTLS with an MIU estinmate. An

i mpl erent ati on of "Packetization Layer Path MIU Di scovery" [RFC4821]
either in SCTP or DTLS i s RECOVMENDED

The path MrU discovery is perforned by SCTP when SCTP over DTLS is

used for data channels (see Section 5 of
[I-D.ietf-rtcweb-data-channel]).
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5. DTLS Consi derati ons

The DTLS i npl enent ati on MJUST support DTLS 1.0 [ RFC4347] and SHOULD
support the nost recently published version of DTLS, which was DTLS
1.2 [RFC6347] when this RFC was published. In the absence of a
revision to this docunment, the latter requirenment applies to al
future versions of DTLS when they are published as RFCs. This
docunent will only be revised if a revision to DILS or SCTP nmakes a
revision to the encapsul ati on necessary.

[ NOTE to RFC-Editor:

Pl ease ensure that the authors double check the above statenment
about DTLS 1.2 during AUTH48 and then renove this note before
publi cati on.

]

SCTP perfornms segnentation and reassenbly based on the path MIU
Therefore the DTLS [ ayer MJUST NOT use any conpression al gorithm

The DTLS MUJST support sendi ng nessages |arger than the current path
MIU. This might result in sending I P level fragnented nessages.

If path MIU di scovery is performed by the DTLS | ayer, the nethod
described in [RFC4821] MJST be used. For probe packets, the
ext ensi on defined in [ RFC6520] MJST be used.

If path MIU discovery is perforned by the SCTP | ayer and | Pv4 is used
as the network | ayer protocol, the DILS inplenmentati on SHOULD al | ow
the DTLS user to enforce that the corresponding | Pv4 packet is sent
with the Don't Fragnent (DF) bit set. |If controlling the DF bit is
not possible, for exanple due to inplenentation restrictions, a safe
value for the path MIU has to be used by the SCTP stack. It is
RECOMVENDED t hat the safe val ue does not exceed 1200 bytes. Pl ease
note that [RFC1122] only requires end hosts to be able to reassenble
fragmented | P packets up to 576 bytes in |ength.

The DTLS i npl enentati on SHOULD al | ow the DTLS user to set the
Differentiated services code point (DSCP) used for |P packets being
sent (see [RFC2474]). This requires the DTLS inpl enentation to pass
the value through and the lower layer to allow setting this val ue.

If the lower |ayer does not support setting the DSCP, then the DTLS
user will end up with the default val ue used by protocol stack

Pl ease note that only a single DSCP val ue can be used for all packets
bel onging to the sane SCTP associ ation
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Using explicit congestion notifications (ECN) in SCTP requires the
DTLS | ayer to pass the ECN bits through and its | ower |ayer to expose
access to them for sent and received packets (see [RFC3168]). The

i npl ementation of DILS and its lower |ayer have to provide this
support. If this is not possible, for exanple due to inplenentation
restrictions, ECN can’t be used by SCTP.

6. SCTP Consi derations

This section describes the usage of the base protocol and the
applicability of various SCTP extensions.

6.1. Base Protoco

Thi s docunment uses SCTP [ RFC4960] with the followi ng restrictions,
which are required to reflect that the lower layer is DILS instead of
| Pv4 and I Pv6 and that SCTP does not deal with the |P addresses or
the transport protocol used bel ow DTLS

0o A DTLS connecti on MJST be established before an SCTP associ ati on
can be set up.

o0 Miltiple SCTP associ ations MAY be multipl exed over a single DILS
connection. The SCTP port nunbers are used for nultiplexing and
demul ti pl exi ng the SCTP associ ations carried over a single DILS
connecti on.

o0 Al SCTP associations are single-honed, because DILS does not
expose any address nanagenent to its upper layer. Therefore it is
RECOMVENDED to set the SCTP paranmeter path.max.retrans to
associ ati on. max. retrans.

o The INIT and I NIl T- ACK chunk MJST NOT contain any |Pv4 Address or
| Pv6 Address paraneters. The INIT chunk MJUST NOT contain the
Supported Address Types paraneter.

o The inplenentation MUST NOT rely on processing | CVMP or | CVMPV6
packets, since the SCTP layer nost likely is unable to access the
SCTP conmon header in the plain text of the packet, which
triggered the sending of the ICWP or | CVMPv6 packet. This applies
in particular to path MIU di scovery when perfornmed by SCTP.

o If the SCTP layer is notified about a path change by its | ower
| ayers, SCTP SHOULD retest the Path MIU and reset the congestion
state to the initial state. The w ndow based congestion contro
met hod specified in [ RFC4960], resets the congestion w ndow and
slow start threshold to their initial val ues.

Tuexen, et al. Expires July 28, 2015 [ Page 5]



Internet-Draft SCTP over DTLS January 2015

6. 2. Paddi ng Extension
When the SCTP | ayer perforns path MIU di scovery as specified in
[ RFC4821], the paddi ng extension defined in [ RFC4820] MJST be
supported and used for probe packets (HEARTBEAT chunks bundled with
PADDI NG chunks [ RFC4820]).

6.3. Dynanic Address Reconfiguration Extension

If the dynam c address reconfiguration extension defined in [ RFC5061]
is used, ASCONF chunks MJUST use w | dcard addresses only.

6.4. SCTP Aut hentication Extension

The SCTP aut henticati on extension defined in [ RFC4895] can be used
with DTLS encapsul ation, but does not provide any additional benefit.

6.5. Partial Reliability Extension
Partial reliability as defined in [ RFC3758] can be used in
combi nation with DILS encapsulation. 1t is also possible to use

addi ti onal PR-SCTP policies, for exanple the ones defined in
[I-D.ietf-tsvwg-sctp-prpolicies].

6.6. Stream Reset Extension
The SCTP streamreset extension defined in [RFC6525] can be used with
DTLS encapsulation. 1t is used to reset SCIP streanms and add SCTP
streans during the lifetine of the SCTP associ ation

6.7. Interleaving of Large User Messages
SCTP as defined in [ RFC4960] does not support the interleaving of
| arge user nessages that need to be fragnmented and reassenbl ed by the
SCTP | ayer. The protocol extension defined in
[I-D.ietf-tsvwg-sctp-ndata] overcones this linmitation and can be used
wi th DTLS encapsul ati on.

7. | ANA Consi derations
This docunent requires no actions from | ANA

8. Security Considerations
Security considerations for DILS are specified in [ RFC4347] and for

SCTP in [ RFC4960], [RFC3758], and [RRFC6525]. The conbination of SCTP
and DTLS introduces no new security considerations.
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10.

10.

SCTP shoul d not process the | P addresses used for the underlying
communi cati on since DTLS provides no guarantees about them

It should be noted that the inability to process |ICVP or | CVWPV6
messages does not add any security issue. Wen SCTP is carried over
a connection-less |ower layer like IPv4, IPv6, or UDP, processing of
these messages is required to protect other nodes not supporting
SCTP. Since DTLS provides a connection-oriented | ower |layer, this
kind of protection is not necessary.
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