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Abstract
Transport protocols are extended through the use of transport header
options. This docunent experinentally extends UDP by indicating the
| ocation, syntax, and semantics for UDP transport |ayer options.
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1. Introduction

Transport protocols use options as a way to extend their
capabilities. TCP [ RFC793], SCTP [RFC4960], and DCCP [ RFC4340]

i ncl ude space for these options but UDP [ RFC768] currently does not.
Thi s docunment defines an experinmental extension to UDP that provides
space for transport options including their generic syntax and
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semantics for their use in UDP's stateless, unreliable nessage
pr ot ocol

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lowercase uses of these words are not to be
interpreted as carrying significance described in RFC 2119.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a statenent using the key words |listed above. This
convention aids reviewers in quickly identifying or finding the
portions of this RFC covered by these key words.

3. Background

Many protocols include a default header and an area for header
options. These options enable the protocol to be extended for use in
particul ar environnents or in ways unforeseen by the origina

desi gners. Exanples include TCP's Maxi num Segrment Size, W ndow
Scal e, Tinmestanp, and Authentication Options

[ RFC793] [ RFC5925] [ RFC7323] .

These options are used both in stateful (connection-oriented, e.gqg.
TCP [ RFC793], SCTP [ RFC4960], DCCP [ RFC4340]) and statel ess
(connectionless, e.g., IPv4 [RFC791], |Pv6 [ RFC2460] protocols. In
stateful protocols they can help extend the way in which state is
managed. In stateless protocols their effect is often limted to

i ndi vi dual packets, but they can have an aggregate effect on a
sequence as well. One exanple of such uses is Substrate Protocol for
User Datagranms (SPUD) [Tr15], and this docunent is intended to
provi de an out-of-band option area as an alternative to the in-band
mechani sm currently proposed [Hi 15].

UDP is one of the nost popul ar protocols that |acks space for
options [RFC768]. The UDP header was intended to be a m ni nal
addition to IP, providing only ports and a data checksum for
protection. This docunment experinentally extends UDP to provide a
trailer area for options |ocated after the UDP data payl oad.
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4. The UDP Option Area

The UDP transport header includes demnultiplexing and service
identification (port nunbers), a checksum and a field that

i ndi cates the UDP datagram | ength (including UDP header). The UDP
Length length field is typically redundant with the size of the
maxi mum space availabl e as a transport protocol payload (see al so
di scussion in Section 9).

For I Pv4, IP Total Length field indicates the total |IP datagram

I ength (including IP header), and the size of the IP options is
indicated in the I P header (in 4-byte words) as the "lInternet Header
Length" (IHL), as shown in Figure 1 [RFC791]. As a result, the
typical (and |l argest valid) value for UDP Length is:

UDP_Length = I Pv4 _Total Length - IPv4_ IHL * 4

For I Pv6, the I P Payload Length field indicates the datagram after
t he base | Pv6 header, which includes the | Pv6 extension headers and
space avail able for the transport protocol, as shown in Figure 2

[ RFC2460]. Note that the Next HDR field in IPv6 m ght not indicate
UDP (i.e., 17), e.g., when intervening |IP extension headers are
present. For |Pv6, the | engths of any additional |IP extensions are
i ndi cated within each extension [ RFC2460], so the typical (and

| argest valid) value for UDP Length is:

UDP_Length = | Pv6_Payl oad_Length - sum(extensi on header |engths)

In both cases, the space available for the UDP transport protoco
data unit is indicated by IP, either conpletely in the base header
(for 1Pv4) or adding information in the extensions (for IPv6). In
either case, this docunent will refer to this avail able space as the
"I P transport payl oad".
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As

i T e o o s T e e et e ok o Sl e
| Version| [IHL |Type of Service| Total Length |
B i S S T s i S T st i S S S S S S S S i
[ I dentification | Fl ags| Fragnent O f set
B T e b i i e e o S SHI SR N S
| Tine to Live | Proto=17 (UDP)| Header Checksum |
T T e e e e i i T S e R e e h o o
| Sour ce Address |
B i S S T s i S T st i S S S S S S S S i
[ Destination Address [
T T e b i i e e s . S I SR S
zero or nore | P Options (using space as indicated by |HL)
i T e o o s S e e o o R R R S

| UDP Source Port | UDP Destination Port |
B i S S T s i S T st i S S S S S S S S i
[ UDP Length [ UDP Checksum [

B i i S S i I e i S S R L e e e e
Figure 1 | Pv4 datagramwith UDP transport payl oad

B S S I T S S e e S S T S S S S i i S S

| Version| Traffic Cass | FI ow Label [
B i i S S i I e i S S R L e e e e
| Payl oad Length | Next Hdr | Hop Limt

B e o i T o S e i T e e e S i s ot o S R TR S
i.. Source Address (128 bits) |
:l-.— :l-— B e ks T o e ek i i S S e e e

Destination Address (128 bits) [
+- :I-— B e i i o S e S I i i s it T o T R S T S i TR S

zero or nore | P Extension headers (each indicating size)
B i i S S i I e i S S R L e e e e

| UDP Source Port | UDP Destination Port |
T i S T iy S S S S S
| UDP Length | UDP Checksum |

B i S S T s i S T st i S S S S S S S S i
Figure 2 I Pv6 datagramwith UDP transport payl oad

a result of this redundancy, there is an opportunity to use the

UDP Length field as a way to break up the IP transport payload into
two areas - that intended as UDP user data and an additiona
"surplus area" (as shown in Figure 3).
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| P transport payl oad

UDP Length
Figure 3 I P transport payload vs. UDP Length

In nost cases, the IP transport payload and UDP Length point to the
sane | ocation, indicating that there is no surplus area. It is
important to note that this is not a requirenent of UDP [ RFC768]
(discussed further in Section 9). UDP-Lite used the difference in
these pointers to indicate the partial coverage of the UDP Checksum
such that the UDP user data, UDP header, and UDP pseudoheader (a
subset of the | P header) are covered by the UDP checksum but
additional user data in the surplus area is not covered [ RFC3828].
Thi s docunment uses the surplus area for UDP transport options.

The UDP option area is thus defined as the | ocation between the end
of the UDP payload and the end of the IP datagramas a trailing
options area. This area can occur at any valid byte offset, i.e., it
need not be 16-bit or 32-bit aligned. In effect, this docunent
redefines the UDP "Length" field as a "trailer offset".

UDP options are defined using a TLV (type, length, and optiona

val ue) syntax simlar to that of TCP [ RFC793]. They are typically a
m ni num of two bytes in length as shown in Figure 4, excepting only
the one byte options "No Operation" (NOP) and "End of Options List"
(EQL) described bel ow.

Figure 4 UDP option default fornmat
>> UDP options MAY occur at any UDP | ength offset.
>> The UDP |l ength MJUST be at least as |arge as the UDP header (8)
and no larger than the I P transport payl oad. Values outside this
range MJUST be silently discarded as invalid and | ogged where rate-
limting permts.
O hers have considered using values of the UDP Length that is |arger
than the I P transport payl oad as an additional type of signal. Using
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a value snaller than the I P transport payload is expected to be
backward conpatible with existing UDP inplenentations, i.e., to
deliver the UDP Length of user data to the application and silently
ignore the additional surplus area data. Using a value larger than
the I P transport payl oad woul d either be considered mal forned (and
be silently dropped) or could cause buffer overruns, and so is not
considered silently and safely backward conpatible. Its use is thus
out of scope for the extension described in this docunent.

>> UDP options MUST be interpreted in the order in which they occur
in the UDP option area.

5. UDP Options

The followi ng UDP options are currently defined:

0* - End of Options List (EQL)

1* - No operation (NOP)

2* 2 Option checksum ( OCS)

3 4 Al ternate checksum (ACS)

4 4 Lite (LITE)

5 4 Maxi mum segnent size (MSS)

6 10 Ti mestanps (Tl ME)

7 12 Fragnment ati on (FRAG

8 (varies) Authentication and Encryption (AE)
9-126 (varies) UNASSI GNED (assignable by | ANA)
127- 253 RESERVED

254 N( >=4) RFC 3692-styl e experinents (EXP)
255 RESERVED

These options are defined in the foll ow ng subsecti ons.

>> An endpoi nt supporting UDP options MJST support those nmarked with
a "*" above: EOL, NOP, and CCS

[ QUESTI ON: Shoul d we extend these, e.g., through #77]

>> Al other options (without a "*") MAY be inplenented, and their
use SHOULD be deternined either out-of-band or negoti at ed.

>> Receivers MJST silently ignore unknown options. That includes
options whose | ength does not indicate the specified val ue.
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Recei vers cannot treat unexpected option lengths as invalid, as this
woul d unnecessarily limt future revision of options (e.g., defining
a new ACS that is defined by having a different |ength).

>> Option | engths MUST NOT exceed the IP I ength of the packet. If
this occurs, the packet MJUST be treated as mal fornmed and dropped,
and the event MAY be | ogged for diagnostics (logging SHOULD be rate
limted).

>> Required options MJST cone before other options. Each required
option MJST NOT occur nore than once (if they are repeated in a
received segnent, all except the first MJST be silently ignored).

The requirenent that required options cone before others is intended
to allow for endpoints to inplenment DCS protection, as discussed
further in Section 12.

5.1. End of Options List (EQL)

The End of Options List (EOL) option indicates that there are no
nmore options. It is used to indicate the end of the Iist of options
wi t hout needing to pad the options to fill all avail able option
space.

Figure 5 UDP EQOL option fornat

>> \When the UDP options do not consunme the entire option area, the
| ast non-NOP option SHOULD be EOL (vs. filling the entire option
area with NOP val ues).

>> Al bytes after EOL MUST be ignored by UDP option processing. As
a result, there can only ever be one EOL option (even if other bytes
were zero, they are ignored).

5.2. No Operation (NOP)
The No Operation (NOP) option is a one byte placeholder, intended to

be used as padding, e.g., to align nulti-byte options along 16-bit
or 32-bit boundari es.
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Figure 6 UDP NOP option fornat

>> | f options |longer than one byte are used, NOP options SHOULD be
used at the beginning of the UDP options area to achi eve alignnent
as would be nore efficient for active (i.e., non-NOP) options.

>> Segnments SHOULD NOT use nore than three consecutive NOPs. NOPs
are intended to assig with alignnment, not other padding or fill.

[ NOTE: Tom Her bert suggested we declare "nore than 3 consecutive
NOPs" a fatal error to reduce the potential of using NOPs as a DOS
attack, but I MO there are other equivalent ways (e.g., using
RESERVED or ot her UNASSI GNED val ues) and the "no nore than 3"
creates its own DOS vul nerability)

5.3. Option Checksum ( OCS)

The Option Checksum (OCS) is an 8-bit ones-conpl enent sum (Ones8)
that covers all of the UDP options. OCS is 8-bits to allow the
entire option to occupy a total of 16 bits.

OCS can be cal cul ated by conputing the 16-bit ones-conpl ement sum
and "folding over" the result (using carry w aparound). Note that
OCS is direct, i.e., it is not negated or adjusted if zero (unlike
the Internet checksumas used in | Pv4, TCP, and UDP headers). OCS
protects the option area fromerrors in a sinilar way that the UDP
checksum protects the UDP user data.

Fi gure 7 UDP OCS option fornmat

>> \When present, the option checksum SHOULD occur as early as
possi bl e, preferably preceded by only NOP options for alignnent and
the LITE option if present.

OCS covers the entire UDP option, including the Lite option as

formatted before swapping for transmi ssion (or, equivalently, after
the swap after reception).
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>> |f the option checksumfails, all options MJST be ignored and any
trailing surplus data (and Lite data, if used) silently discarded.

>> UDP data that is validated by a correct UDP checksum MJST be
delivered to the application layer, even if the UDP option checksum
fails, unless the endpoints have negotiated otherwise for this
segnent’ s socket pair.

5.4. Alternate Checksum ( ACS)

The Alternate Checksum (ACS) is a 16-bit CRC of the UDP payl oad only
(excluding the | P pseudoheader, UDP header, and UDP options). It
does not include the | P pseudoheader or UDP header, and so need not
be updated by NATs when | P addresses or UDP ports are rewitten. Its
purpose is to detect errors that the UDP checksum mi ght not detect.
CRC-CCI TT (pol ynom al x716 + x~12 + x5 + x or polynom al 0x1021)
has been chosen because of its ubiquity and use in other packet
protocol s, such as X 25, HDLC, and Bl uet oot h.

[ S, [ S, [ S, [ S, +
| Kind=3 | Len=4 | CRC16sum |
[ S [ S [ S [ S +

Fi gure 8 UDP ACS option fornmat
5.5. Lite (LITE)

The Lite option (LITE) is intended to provide equival ent capability
to the UDP Lite transport protocol [RFC3828]. UDP Lite allows the
UDP checksumto cover only a prefix of the UDP data payload, to
protect critical information (e.g., application headers) but allow
potentially erroneous data to be passed to the user. This feature
hel ps protect application headers but allows for application data
errors. Sone applications are inpacted nore by a | ack of data than
errors in data, e.g., voice and video

>> When LITE is active, it MJST conme first in the UDP options I|ist.
LITE is intended to support the sane APl as for UDP Lite to all ow
applications to send and receive data that has a marker indicating
the portion protected by the UDP checksum and the portion not
protected by the UDP checksum

LITE includes a 2-byte offset that indicates the length of the
portion of the UDP data that is not covered by the UDP checksum
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oo oo oo oo +
| Kind=5 ] Len=4 | O f set |
Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - +

Figure 9 UDP LI TE option fornat
At the sender, the option is formed using the follow ng steps:

1. Create a LITE option, ordered as the first UDP option (Figure
10) .

2. Calculate the location of the start of the options as an absol ute
of fset fromthe start of the UDP header and place that length in
the last two bytes of the LITE option

3. Swap all four bytes of the LITE option with the first 4 bytes of
the LITE data area (Figure 11).

[ B T B T o +
| UDP Hdr | wuser data | LITE data | LITE] other opts
E S [ [ S +
Qe mmmmmmeceeceeaaaaaaa >
UDP Length

Fi gure 10 LI TE option formation - LITE goes first

Fomm e - S S e e e e oo oo +
| UDP Hdr | wuser data | LITE data | LITE] other opts
TR o o o e e e o - +
NNNN NNNN
I I
S +

Figure 11 Bef ore sending swap LI TE option and front of LITE data
The resulting packet has the format shown in Figure 12. Note that

the UDP | ength now points to the LITE option, and the LITE option
points to the start of the option area.
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o e e R LT L TR +
| UDP Hdr | wuser data | LITE] LITE data |Ldat| other opts |
Fomm e o S S Fom e e e e e +
Qo e e e e e e oo > [ N

UDP Length S +

Figure 12 Lite option as sent

A |l egacy endpoint receiving this packet will discard the LITE option
and everything that follows, including the lite data and renai nder
of the UDP options. The UDP checksumwill protect only the user
data, not the LITE option or lite data.

Recei vi ng endpoi nts capabl e of processing UDP options will do the
fol | owi ng:

1. Process options as usual. This will start at the LITE option

2. Wen the LITE option is encountered, record its location as the
start of the LITE data area and swap the four bytes there with
the four bytes at the location indicated inside the LITE option
which indicates the start of all of the options, including the
LI TE one (one past the end of the lite data area). This restores
the format of the option as per Figure 10.

3. Continue processing the remai nder of the options, which are now
in the format shown in Figure 11

The purpose of this swap is to support the equivalent of UDP Lite
operation together with other UDP options wi thout requiring the
entire LITE data area to be nmoved after the UDP option area

5.6. Maxi mum Segnent Size (MS)

The Maxi mum Segment Size (MSS, Kind = 3) is a 16-bit indicator of
the | argest UDP segnent that can be received. As with the TCP MSS
option [RFC793], the size indicated is the I P |ayer MIU decreased by
the fixed I P and UDP headers only [ RFC6691]. The space needed for IP
and UDP options need to be adjusted by the sender when using the

val ue indicated. The value transnmitted is based on EMTU R the

| argest | P datagramthat can be received (i.e., reassenbled at the
receiver) [RFC1122].
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oo oo oo oo +
| Kind=5 ] Len=4 | MBS si ze |
Fom e e e - - Fom e e e - - Fom e e e - - Fom e e e - - +

Fi gure 13 UDP MSS option fornat

The UDP MSS option MAY be used for path MIU di scovery

[ RFC1191]) [ RFC1981], but this may be difficult because of known

i ssues with I CWP bl ocking [ RFC2923] as well as UDP | acking automatic
retransmission. It is nore likely to be useful when coupled with IP
source fragnmentation to linmt the largest reassenbl ed UDP nessage,
e.g., when EMTU R is larger than the required mininmuns (576 for |Pv4
[ RFC791] and 1500 for |Pv6 [RFC2460]).

5.7. Timestanps (Tl ME)

The UDP Tinmestanp option (TIME) exchanges two four-byte tinestanp
fields. It serves a simlar purpose to TCP s TS option [ RFC7323],
enabling UDP to estimate the round trip tinme (RTT) between hosts.
For UDP, this RTT can be useful for establishing UDP fragnent
reassenbly timeouts or transport-layer rate-limting [ RFC3085].

1 byte 1 byte 4 bytes 4 bytes
Figure 14 UDP TI ME option fornmat

TS Value (TSval) and TS Echo (TSecr) are used in a simlar manner to
the TCP TS option [RFC7323]. A host using the Tinmestanp option sets
TS Val ue on all UDP segnents issued. Received TSval values are
provided to the application, which passes this value as TSecr on UDP
nessages sent in response to such a nmessage

>> UDP MAY use an RTT estinmate based on nonzero Tinestanp val ues as
a hint for fragnmentation reassenbly, rate linmting, or other
mechani snms that benefit from such an estinmate.

>> UDP SHOULD nmake this RTT estimate avail able to the user
appl i cation.

5.8. Fragnentation (FRAG
The Fragnentation option (FRAG supports UDP fragnmentation and

reassenbly, which can be used to transfer UDP nessages |arger than
limted by the IP receive MU (EMIU R [ RFC1122]). It is typically
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used with the UDP MSS option to enable nore efficient use of |arge
messages, both at the UDP and IP |ayers. FRAG is designed simlar to
the 1 Pv6 Fragnentation Header [RFC2460], except that the UDP vari ant
uses a 16-bit O fset neasured in bytes, rather than IPv6’'s 13-bit
Fragnment Offset nmeasured in 8-byte units. This UDP variant avoids
creating reserved fields.

[ S, [ S, [ S, [ S, +
| Kind=8 | Len=8 | Frag. Ofset |
[ S [ S [ S [ S +
| I dentification |
o m e e oo o m e e oo o m e e oo o m e e oo +

Fi gure 15 UDP non-terni nal FRAG option format

The FRAG option also lacks a "nore" bit, zeroed for the ternina
fragment of a set. This is possible because the term nal FRAG option
is indicated as a |longer, 12-byte variant, which includes an

I nternet checksum over the reassenbl ed payl oad (onitting the IP
pseudoheader and UDP header, as well as UDP options), as shown in

Fi gure 16.

>> The reassenbly checksum SHOULD be used, but MAY be unused in the
sane situations when the UDP checksumis unused (e.g., for transit
tunnel s or applications that have their own integrity checks

[ RFC2460]), and by the sane nechanism (set the field to 0x0000).

Hom e e oo - Hom e e oo - Hom e e oo - Hom e e oo - +
| Kind=8 | Len=12 | Frag. O fset |
o m e e oo o m e e oo o m e e oo o m e e oo +
[ Identification [
Fomm e - - Fomm e - - Fomm e - - Fomm e - - +
| Checksum |

Hom e e oo - Hom e e oo - +

Fi gure 16 UDP term nal FRAG option fornmat

The Fragnent Offset is 16 bits and indicates the |ocation of the UDP
payl oad fragnent in bytes fromthe beginning of the origina
unfragnment ed payl oad. The Len field indicates whether there are nore
fragments (Len=8) or no nore fragments (Len=12).

>> The Ildentification field is a 32-bit value that MJST be uni que
over the expected fragnent reassenbly tinmeout.

>> The Identification field SHOULD be generated in a nmanner simlar
to that of the |Pv6 Fragnent | D [ RFC2460].
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>> UDP fragnents MJST NOT overl ap.

FRAG needs to be used with extreme care because it will present
i ncorrect datagram boundaries to a | egacy receiver, unless encoded
as LI TE data (see Section 5.8.1).

>> A host SHOULD i ndi cate FRAG support by transnmitting an

unf ragnment ed dat agram usi ng the Fragnentation option (e.g., wth
O fset zero and length 12, i.e., including the checksum area),
except when encoded as LITE.

>> A host MJST NOT transnit a UDP fragnent before receiving recent
confirmation fromthe renote host, except when FRAG is encoded as
LI TE.

UDP fragnentation relies on a fragnent expiration tiner, which can
be preset or could use a val ue conputed using the UDP Ti nestanp
option.

>> The default UDP reassenbly SHOULD be no nore than 2 m nutes.

I mpl enenters are advised to linmt the space available for UDP
reassenbl y.

>> UDP reassenbly space SHOULD be linited to reduce the inpact of
DOS attacks on resource use.

>> UDP reassenbly space limts SHOULD NOT be inplenented as an
aggregate, to avoid cross-socketpair DOS attacks.

>> | ndi vidual UDP fragments MJUST NOT be forwarded to the user. The
reassenbl ed datagramis received only after conplete reassenbly,
checksum val i dation, and continued processing of the remaining
options.

Any additional UDP options would follow the FRAG option in the fina
fragment, and would be included in the reassenbl ed packet.
Processi ng of those options would comrence after reassenbly.

>> UDP options MUST NOT follow the FRAG header in non-ternina
fragments. Any data follow ng the FRAG header in non-ternina
fragments MJUST be silently dropped. Al other options that apply to
a reassenbl ed packet MJUST follow t he FRAG header in the ternina
fragment.
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5.8.1. Coupling FRAGwith LITE

FRAG can be coupled with LITE to avoid inpacting | egacy receivers.
Each fragnent is sent as LI TE un-checksummed data, where each UDP
packet contains no | egacy-conpati bl e data. Legacy receivers
interpret these as zero-payl oad packets, which would not affect the
recei ver unless the presence of the packet itself were a signal. The
header of such a packet woul d appear as shown in Figure 17 and

Fi gure 18.

R R S R R +
| UDP Hdr | Li t eFrag | LI TE] FRAG
S — S e
S, > AAAA ANAN

Fi gure 17 Preparing FRAG as Lite data

[ B T +----+

| UDP Hdr |LITE|LiteFrag | FRAG

E S [ +--- -+
Cmmmmmms > | N

Fi gure 18 Lite option before transm ssion

When a packet is reassenbled, it appears as a conplete LITE data
regi on. The UDP header of the reassenbl ed packet is adjusted
accordingly, so that the reassenbl ed regi on now appears as
conventional UDP user data, and processing of the UDP options
continues, as with the non-LITE FRAG vari ant.

5.9. Authentication and Encryption (AE)

The Aut hentication and Encryption option (AE) is intended to all ow
UDP to provide a simlar type of authentication as the TCP

Aut hentication Option (TCP-AO [RFC5925]. It uses the same format as
specified for TCP-AQ, except that it uses a Kind of 8. UDP-AO
supports NAT traversal in a sinilar manner as TCP- AO [ RFC6978]. UDP-
AO can al so be extended to provide a similar encryption capability
as TCP-AOENC, in a simlar manner [Tol7ao]. For these reasons, the
option is known as UDP- AE.
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Li ke TCP-AQ, UDP-AE is not negotiated in-band. Its use assumes both
endpoi nts have popul ated Master Key Tuples (MKTs), used to exclude
non-protected traffic.

TCP- AO generates unique traffic keys froma hash of TCP connection
paraneters. UDP | acks a three-way handshake to coordinate
connection-specific values, such as TCP’ s Initial Sequence Numbers
(I'SNs) [RFC793], thus UDP-AE s Key Derivation Function (KDF) uses
zeroes as the value for both I SNs. This neans that the UDP-AE reuses
keys when socket pairs are reused, unlike TCP-AQ

5.10. Experinmental (EXP)
The Experinmental option (EXP) is reserved for experinments [ RFC3692].
Only one such value is reserved because experinents are expected to
use an Experinental ID (ExIDs) to differentiate concurrent use for
di fferent purposes, using UDP ExIDs registered with | ANA accordi ng
to the approach devel oped for TCP experinental options [ RFC6994].
>> The |l ength of the experinmental option MJST be at least 4 to
account for the Kind, Length, and the mininmm 16-bit UDP ExID
identifier (simlar to TCP Exl Ds [ RFC6994]).

6. UDP APl Extensions
UDP currently specifies an application programrer interface (API),
summari zed as follows (with Unix-style command as an exanpl e)
[ RFC768] :
0 Method to create new receive ports

o E.g., bind(handl e, recvaddr(optional), recvport)

0 Receive, which returns data octets, source port, and source
addr ess

o E.g., recvfromhandl e, srcaddr, srcport, data)

o Send, which specifies data, source and destination addresses, and
source and destination ports

o E.g., sendto(handl e, destaddr, destport, data)

This APl is extended to support options as follows:
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0 Extend the nethod to create receive ports to include receive
options that are required. Datagrans not containing these
required options MIST be silently dropped and MAY be | ogged.

0 Extend the receive function to indicate the options and their
paraneters as received with the correspondi ng recei ved dat agram

0 Extend the send function to indicate the options to be added to
the correspondi ng sent datagram

Exanpl es of APl instances for Linux and FreeBSD are provided in
Appendi x A, to encourage uniformcross-platforminpl enentations.

7. Whose options are these?

UDP options are indicated in an area of the |IP payload that is not
used by UDP. That area is really part of the |IP payload, not the UDP
payl oad, and as such, it mght be tenpting to consider whether this
is a generally useful approach to extending IP

Unfortunately, the surplus area exists only for transports that
include their own transport |ayer payload length indicator. TCP and
SCTP i ncl ude header length fields that already provide space for
transport options by indicating the total |ength of the header area,
such that the entire remaining area indicated in the network | ayer
(IP) is transport payload. UDP-Lite already uses the UDP Length
field to indicate the boundary between data covered by the transport
checksum and data not covered, and so there is no renmining area
where the length of the UDP-Lite payl oad as a whol e can be indicated
[ RFC3828] .

UDP options are intended for use only by the transport endpoints.
They are no nore (or |ess) appropriate to be nodified in-transit
than any other portion of the transport datagram

UDP options are transport options. Generally, transport datagrans
are not intended to be nodified in-transit. However, the UDP option
mechani sm provi des no specific protection against in-transit
nmodi fi cation of the UDP header, UDP payl oad, or UDP option area,
except as provided by the options selected (e.g., COCS, ACS, or AE)

8. UDP options vs. UDP-Lite
UDP-Lite provides partial checksum coverage, so that packets with

errors in sone | ocations can be delivered to the user [RFC3828]. It
uses a different transport protocol nunber (136) than UDP (17) to
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interpret the UDP Length field as the prefix covered by the UDP
checksum

UDP (protocol 17) already defines the UDP Length field as the linmt
of the UDP checksum but by default also limts the data provided to
the application as that which precedes the UDP Length. A goal of
UDP-Lite is to deliver data beyond UDP Length as a default, which is
why a separate transport protocol nunber was required

UDP options do not need a separate transport protocol nunber because
the data beyond the UDP Length offset (surplus data) is not provided
to the application by default. That data is interpreted exclusively

within the UDP transport |ayer.

UDP options support a simlar service to UDP-Lite by term nating the
UDP options with an EOL option. The additional data not covered by
the UDP checksum follows that ECL option, and is passed to the user
separately. The difference is that UDP-Lite provides the un-
checksumred user data to the application by default, whereas UDP
options can provide the sanme capability only for endpoints that are
negotiated in advance (i.e., by default, UDP options would silently
di scard this non-checksummed data). Additionally, in UDP-Lite the
checksunmmed and non-checksummed payl oad conponents are adjacent,
whereas in UDP options they are separated by the option area -
which, minimlly, nust consist of at |east one ECL option

UDP- Lite cannot support UDP options, either as proposed here or in
any other form because the entire payload of the UDP packet is

al ready defined as user data and there is no additional field in
which to indicate a separate area for options. The UDP Length field
in UDP-Lite is already used to indicate the boundary between user
data covered by the checksum and user data not covered

9. Interactions with Legacy Devices

It has al ways been permissible for the UDP Length to be inconsistent
with the I P transport payl oad | ength [ RFC768]. Such inconsistency
has been utilized in UDP-Lite using a different transport nunber.
There are no known systens that use this inconsistency for UDP
[RFC3828]. It is possible that such use might interact with UDP
options, i.e., where | egacy systens m ght generate UDP datagrans
that appear to have UDP options. The UDP OCS provi des protection
agai nst such events and is stronger than a static "nagi c nunber".

UDP options have been tested as interoperable with Linux, Max OS-X
and W ndows Cygwi n, and worked through NAT devices. These systens
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successfully delivered only the user data indicated by the UDP
Length field and silently discarded the surplus area.

One reported enbedded device passes the entire |P datagramto the
UDP application layer. Although this feature could enable
application-layer UDP option processing, it would require that
conventional UDP user applications exam ne only the UDP payl oad.
This feature is also inconsistent with the UDP application interface
[ RFC768] [RFC1122].

It has been reported that Alcatel-Lucent’s "Brick" Intrusion
Detecti on System has a default configuration that interprets

i nconsi stenci es between UDP Length and I P Length as an attack to be
reported. Note that other firewall systens, e.g., CheckPoint, use a
default "relaxed UDP length verification" to avoid falsely
interpreting this inconsistency as an attack

(TBD: test with UDP checksum of fl oad and UDP fragnentation offl oad)
10. Options in a Stateless, Unreliable Transport Protoco

There are two ways to interpret options for a statel ess, unreliable

protocol -- an option is either local to the nessage or intended to

affect a stream of nessages in a soft-state manner. Either

interpretation is valid for defined UDP options.

It is inmpossible to know i n advance whet her an endpoi nt supports a
UDP opti on.

>> UDP options MIUST allow for silent failure on first receipt.

>> UDP options that rely on soft-state exchange MJUST all ow for
message reordering and | oss.

>> A UDP option MJST be silently optional until confirned by
exchange with an endpoint.

The above requirements prevent using any option that cannot be
safely ignored unless that capability has been negotiated with an
endpoi nt in advance for a socket pair. Legacy systens would need to
be able to interpret the transport payload fragnments as individua
transport datagrans.

11. UDP Option State Caching

Sone TCP connection paraneters, stored in the TCP Control Bl ock, can
be usefully shared either anong concurrent connections or between
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connections in sequence, known as TCP Sharing [ RFC2140][ Tol7chb].

Al t hough UDP is statel ess, sone of the options proposed herein may
have sim |l ar benefit in being shared or cached. W call this UCB
Sharing, or UDP Control Block Sharing, by anal ogy.

[ TBD: extend this section to indicate which options MAY vs. MJST NOT
be shared and how, e.g., along the lines of Tol7cb]

Updates to RFC 768
Thi s docunent updates RFC 768 as foll ows:

o This docunent defines the nmeaning of the |IP payload area beyond
the UDP length but within the I P | ength.

0 This docunent extends the UDP APl to support the use of options.
12. Security Considerations

The use of UDP packets with inconsistent |P and UDP Length fields
has the potential to trigger a buffer overflow error if not properly
handl ed, e.g., if space is allocated based on the smaller field and
copying is based on the larger. However, there have been no reports
of such vulnerability and it would rely on inconsistent use of the
two fields for nmenory allocation and copyi ng.

UDP options are not covered by DTLS (datagramtransport-|ayer
security). Despite the nane, neither TLS [ RFC5246] (transport |ayer
security, for TCP) nor DTLS [ RFC6347] (TLS for UDP) protect the
transport layer. Both operate as a shimlayer solely on the payl oad
of transport packets, protecting only their contents. Just as TLS
does not protect the TCP header or its options, DILS does not
protect the UDP header or the new options introduced by this
docunent. Transport security is provided in TCP by the TCP

Aut hentication Option (TCP-AO [ RFC5925]) or in UDP by the

Aut henti cati on Extension option (Section 5.9). Transport headers are
al so protected as payl oad when using | P security (IPsec) [RFC4301].

UDP options use the TLV syntax simlar to that of TCP. This syntax
is known to require serial processing and nmay pose a DCS risk, e.qg.
if an attacker adds | arge nunbers of unknown options that nust be
parsed in their entirety. Inplenentations concerned with the
potential for this vulnerability MAY inplenment only the required
options and MAY also limt NOPs (e.g., no nore than three
consecutive NOPs or sone total nunber that m ght occur between the
required options, if all are present). Because the required options
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13.

14.

14.

14.

cone first and at nost once each (and all later duplicates silently
ignored), this limts the DOS inpact.

| ANA Consi der ati ons

Upon publication, IANA is hereby requested to create a new registry
for UDP Option Kind nunbers, sinmilar to that for TCP Option Kinds.
Initial values of this registry are as listed in Section 5.
Additional values in this registry are to be assigned by | ESG
Approval or Standards Action [ RFC5226].

Upon publication, IANA is hereby requested to create a new registry
for UDP Experimental Option Experiment ldentifiers (UDP ExlDs) for
use in a simlar manner as TCP ExlI Ds [RFC6994]. This registry is
initially enpty. Values in this registry are to be assigned by | ANA
using first-conme, first-served (FCFS) rul es [ RFC5226].
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The following information is provided to encourage interoperable API
i mpl enent ati ons.

ons avail abl e

ncl ude
ncl ude

CCs
ACS
LI TE

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

MBS
TI ME
FRAG
AE

System | evel variables (sysctl):
Narme def aul t meani ng
net. i pv4. udp_opt 0 UDP opti
net.ipv4. udp_opt _ocs 1 Def aul t
net.i pv4. udp_opt _acs 0 Def aul t
net.ipv4.udp_opt_lite O Def aul t
net.i pv4. udp_opt _nss 0 Def aul t
net.ipv4.udp_opt _time O Def aul t
net.ipv4.udp_opt frag O Def aul t
net.ipv4. udp_opt _ae 0 Def aul t

Socket options (sockopt),

meani ng

cached for outgoi ng datagrans:

UDP_OPT_ACS
UDP_OPT LI TE
UDP_OPT_MBS
UDP_OPT_TI ME
UDP_OPT_FRAG
UDP_OPT_AE

CCS option
ACS option
LI TE option
MBS option
TI ME option
FRAG opti on
AE option

Enabl e
Enabl e
Enabl e
Enabl e
Enabl e
Enabl e

Send/ sendt o paraneters:

(TBD - currently using cached paraneters)

Connection paraneters (per-socketpair cached state,

Initial val ue

options (at all)

part

UCB) :

opt s_enabl ed
ocs_enabl ed

net. i pv4. udp_opt
net.ipv4. udp_opt _ocs

The followi ng option is included for debuggi ng purposes,
NOT be enabl ed ot herwi se.

System vari abl es

Touch

Expi res Novenber

16, 2017

and MUST

[ Page 26]



Internet-Draft Transport Options for UDP May 2017

net.i pv4. udp_opt _junk 0

System | evel variables (sysctl):

net.ipv4.udp_opt _junk O Default use of junk

Socket options (sockopt):

Narme par ans nmeani ng

UDP_JUNK - Enabl e UDP junk option
UDP_JUNK_VAL fillval Value to use as junk fill
UDP_JUNK LEN 1length Length of junk payload in bytes

Connection paraneters (per-socketpair cached state, part UCB):

Nane Initial val ue

junk_enabl ed net.ipv4.udp_opt junk
j unk_val ue 0xABCD
junk_len 4
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