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Abstract

This draft describes extending Virtual eXtensible Local Area Network
(VXLAN), via changes to the VXLAN header, with three new
capabilities: support for multi-protocol encapsul ation, operations,
adm ni stration and managenent (QAM signaling and explicit

ver si oni ng.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Novenber 2, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Virtual eXtensible Local Area Network VXLAN [ RFC7348] defines an
encapsul ati on fornmat that encapsul ates Ethernet franes in an outer
UDP/ | P transport. As data centers evolve, the need to carry other
protocol s encapsulated in an | P packet is required, as well as the
need to provide increased visibility and di agnostic capabilities
within the overlay. The VXLAN header does not specify the protocol
bei ng encapsul ated and therefore is currently limted to

encapsul ating only Ethernet frame payl oad, nor does it provide the
ability to define OAM protocols. |In addition, [RFC6335] requires
that new transports not use transport |ayer port nunbers to identify
tunnel payload, rather it encourages encapsul ations to use their own
identifiers for this purpose. VXLAN GPE is intended to extend the
exi sting VXLAN protocol to provide protocol typing, OAM and

versi oning capabilities.

The Version and OAM bits are introduced in Section 3, and the choice
of location for these fields is driven by mininizing the inmpact on
exi sting depl oyed hardware.

In order to facilitate deploynents of VXLAN GPE with hardware
currently deployed to support VXLAN, changes from|egacy VXLAN have
been kept to a minimum Section 5 provides a detail ed di scussion
about how VXLAN GPE addresses the requirenment for backward
compatibility with VXLAN
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2

VXLAN Wt hout Protocol Extension

VXLAN provides a nmethod of creating nmulti-tenant overlay networks by
encapsul ati ng packets in I P/UDP along with a header containing a
network identifier which is used to isolate tenant traffic in each
overlay network fromeach other. This allows the overlay networks to
run over an existing | P network.

Through this encapsul ati on, VXLAN creates statel ess tunnels between
VXLAN Tunnel End Points (VTEPs) which are responsible for adding/
renovi ng the | P/ UDP/ VXLAN headers and providing tenant traffic

i sol ati on based on the VXLAN Network ldentifier (VNI). Tenant
systens are unaware that their networking service is being provided
by an overl ay.

When encapsul ati ng packets, a VTEP nust know the | P address of the
proper renote VIEP at the far end of the tunnel that can deliver the
i nner packet to the Tenant System corresponding to the inner
destination address. In the case of tenant nulticast or broadcast,
the outer I P address may be an I P nulticast group address, or the
VTEP may replicate the packet and send it to all known VTEPs. |If
multicast is used in the underlay network to send encapsul at ed
packets to renote VTEPs, Any Source Multicast is used and each VTEP
serving a particular VNI nust performa (*, G join to the sane group
| P address.

Inner to outer address mapping can be determined in two ways. One is
source based learning in the data plane, and the other is
distribution via a control plane.

Sour ce based | earning requires a receiving VIEP to create an inner to
out er address nmapping by gleaning the information fromthe received
packets by correlating the inner source address to the outer source

| P address. Wen a mappi ng does not exist, a VIEP forwards the
packets to all renote VTEPs participating in the VNI by using IP
nmulticast in the I P underlay network. Each VTEP nust be configured
with the IP nmulticast address to use for each VNI. How this occurs
is out of scope.

The control plane used to distribute inner to outer mappings is also
out of scope. It could use a centralized authority or be
di stributed, or use a hybrid.

The VXLAN Network ldentifier (VN) provides scoping for the addresses
in the header of the encapsulated PDU. |f the encapsul ated packet is
an Ethernet frame, this nmeans the Ethernet MAC addresses are only
unique within a given VNI and may overlap with MAC addresses within a
different VNI. |f the encapsul ated packet is an |IP packet, this
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means the | P addresses are only unique within that VN .

0 1 2 3
01234567890123456789012345678901

i T e o o s T e e et e ok o Sl e
|IRRRRRIRRR Reserved |
B i S S T s i S T st i S S S S S S S S i
[ VXLAN Network ldentifier (VNI) | Reserved [
+

T A T SEp S S S S S

Figure 1: VXLAN Header
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3. Generic Protocol Extension for VXLAN (VXLAN GPE)

3.1. VXLAN GPE Header

0 1 2 3

01234567890123456789012345678901
B T i S S I el s S P S S S S S S N e S
RR Ver|I|PIRQ Reserved | Next Protocol |
B e i i S e S i e S T S R S e o o T S s

+
I
+-
| VXLAN Network ldentifier (VNI) | Reserved |
B e o i T o S e i T e e e S i s ot o S R TR S

Fi gure 2: VXLAN GPE Header

Flags (8 bits): The first 8 bits of the header are the flag field.
The bits designated "R' above are reserved flags. These MJIST be
set to zero on transnission and ignored on receipt.

Version (Ver): Indicates VXLAN GPE protocol version. The initia
version is 0. |If a receiver does not support the version
indicated it MJST drop the packet.

Instance Bit (I bit): The I bit MJST be set to indicate a valid VN .

Next Protocol Bit (P bit): The P bit is set to indicate that the
Next Protocol field is present.

OAM Flag Bit (Obit): The Obit is set to indicate that the packet
is an OAM packet .

Next Protocol: This 8 bit field indicates the protocol header
i medi ately followi ng the VXLAN GPE header

VNI: This 24 bit field identifies the VXLAN overlay network the

i nner packet belongs to. Inner packets belonging to different
VNI's cannot conmuni cate with each other (unless explicitly allowed
by policy).

Reserved: Reserved fields MJST be set to zero on transm ssion and
i gnored on receipt.
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3.

3.

3.

2

3.

Multi Protocol Support

This draft defines the follow ng two changes to the VXLAN header in
order to support nulti-protocol encapsulation

PBit: Flag bit 5 is defined as the Next Protocol bit. The P bit
MUST be set to 1 to indicate the presence of the 8 bit next
protocol field. When P=1, the destination UDP port MJST be 4790.

P = 0 indicates that the payload MJST conformto VXLAN as defi ned
in [RFC7348], including destination UDP port.

Flag bit 5 was chosen as the P bit because this flag bit is
currently reserved in VXLAN.

Next Protocol Field: The lower 8 bits of the first word are used to
carry a next protocol. This next protocol field contains the
protocol of the encapsul ated payl oad packet. A new protoco
registry will be requested from | ANA, see section 9. 2.

This draft defines the follow ng Next Protocol values:

0x1 : I1Pv4

0x2 : I Pv6

0x3 : Ethernet

0x4 : Network Service Header [ NSH]

OAM Support

Flag bit 7 is defined as the Obit. Wen the Obit is set to 1, the
packet is an OAM packet and OAM processi ng MJUST occur. O her header
fields including Next Protocol MJST adhere to the definitions in
section 3. The OAM protocol details are out of scope for this
docunent. As with the P-bit, bit 7 is currently a reserved flag in
VXLAN.

4. Version Bits

VXLAN GPE bits 2 and 3 are defined as version bits. These bits are
reserved in VXLAN. The version field is used to ensure backward
compatibility going forward with future VXLAN GPE updat es

The initial version for VXLAN GPE is O.
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4.

Qut er Encapsul ations

In addition to the VXLAN GPE header, the packet is further
encapsul ated in UDP and IP. Data centers based on Ethernet, will
then send this | P packet over Ethernet.

Qut er UDP Header:

Destination UDP Port: | ANA has assigned the value 4790 for the VXLAN
GPE UDP port. This well-known destination port is used when sending
VXLAN GPE encapsul at ed packets.

Source UDP Port: The source UDP port is used as entropy for devices
forwardi ng encapsul at ed packets across the underlay (ECWP for IP
routers, or load splitting for |ink aggregation by bridges). Tenant
traffic fl ows should all use the same source UDP port to |ower the
chances of packet reordering by the underlay for a given flow It is
recomended for VTEPs to generate this port nunber using a hash of
the inner packet headers.

UDP Checksum Source VTEPs MAY either calculate a valid checksum or
if this is not possible, set the checksumto zero. Wen calculating
a checksum it MJST be cal cul ated across the entire packet (outer IP
header, UDP header, VXLAN GPE header and payl oad packet). All
receiving VTEPs nust accept a checksum value of zero. |If the

recei ving VTEP is capable of validating the checksum it MAY validate
a non-zero checksum and MJUST discard the packet if the checksumis
determined to be invalid.

Quter | P Header:

This is the header used by the underlay network to deliver packets
bet ween VTEPs. The destination |IP address can be a unicast or a

mul ticast | P address. The source |P address nust be the source VTEP
| P address which can be used to return tenant packets to the tenant
system source address within the inner packet header

When the outer I P header is |Pv4, VTEPs MJST set the DF bit.
CQut er Et hernet Header

Most data centers networks are built on Ethernet. Assunming the outer
| P packet is being sent across Ethernet, there will be an Ethernet
header used to deliver the |IP packet to the next hop, which could be
the destination VTEP or be a router used to forward the |IP packet
towards the destination VIEP. |f VLANs are in use within the data
center, then this Ethernet header would also contain a VLAN tag.
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The followi ng figures show the entire stack of protocol headers that
woul d be seen on an Ethernet |ink carrying encapsul ated packets from
a VTEP across the underlay network for both IPv4 and | Pv6 based
under | ay networks.

0 1 2 3
01234567890123456789012345678901

Qut er Et hernet Header:

B i S S T s i S T st i S S S S S S S S i
Quter Destination MAC Address [
i B ST S
Quter Destination MAC Address | Quter Source MAC Address |
T T I T N S O S S R
Quter Source MAC Address |
B i S T ik s S S S e S S i S S S i e
t Ethertype = C Tag 802.1Q | Quter VLAN Tag [
B

Et hertype = 0x0800 |

B o S D B

T+ +— +—

Quter | Pv4 Header:

B T i S S i S T h T i S S S S e
| Version| IHL | Type of Service| Total Length |
B E e r e s i s i o T T s S S S S 2
| I dentification | Fl ags| Fragment O f set |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Tine to Live | Protocl=17(UDP) | Header Checksum |
B T i S S i S T h T i S S S S e
| Quter Source | Pv4 Address |
R e i e i i e T R S S e il sl S I R S S e S e s
| Qut er Destination | Pv4d Address |
B i s T T S T et S S T S I T s sl s ol ST S S S

Qut er UDP Header :
B i i S S i I e i S S R L e e e e

| Sour ce Port | Dest Port = 4790 |
T i S T iy S S S S S
| UDP Length | UDP Checksum |

B S S T i S S e e s 2w S S S S S S S

VXLAN GPE Header :
B E e r e s i s i o T T s S S S S 2
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Qui nn,

[1]PIR g Reserved | Next Protocol |

B S i A S S S i s S S S S i stk s ST S S S
VXLAN Network ldentifier (VN) | Reserved |

B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S

Payl oad:

i e s i e s S e e e e S  EC e R e E
| Depends on VXLAN GPE Next Protocol field above. |
| Note that if the payload is Ethernet, then the original |
[ Et hernet Frane’s FCS is not included. [
T T e b i i e e s . S I SR S

Frame Check Sequence:

B T T i I T T o S S S e b S S S
| New FCS (Franme Check Sequence) for Quter Ethernet Frame

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Figure 3: Quter Headers for VXLAN GPE over |Pv4

0 1 2 3
01234567890123456789012345678901

Quter Ethernet Header:
T o i I S i S S S I  h i e s
Qut er Destination MAC Address |
T S s I S S S it i St I SR SR S &
Quter Destination MAC Address | Quter Source MAC Address |
B T i S S I el s S P S S S S S S N e S
Qut er Source MAC Address [
S e S S i S S S S S
Et hertype = C-Tag 802.1Q | Quter VLAN Tag [
B T i S i S e s s N S
ertype = 0x86DD |
B i i S S Rk o

-4

T b

1
+
1

ter | Pv6 Header:
T i S i i S Tl it SN SRS SRR S
Version| Traffic O ass | Fl ow Label |
B T T S T T i i S o T sl i S S I S
Payl oad Length | NxtHdr=17(UDP) | Hop Limt |
B s T e e e i T e s i sl sl S S S S S S S S

+ +

Qu
+-
I
+-
|
+-
I
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Quter Source | Pv6 Address
B S e S S i S S S e

I
+
|
+
I
+
I
+
N |
Quter Destination |Pv6 Address +
I
+
I
+

AT T T T

T S S i o S S T S S S e e S S

Qut er UDP Header :
B i i S S i I e i S S R L e e e e

| Sour ce Port | Dest Port = 4790 |
T i S T iy S S S S S
| UDP Length | UDP Checksum |

B S S T i S S e e s 2w S S S S S S S

VXLAN GPE Header :
B E e r e s i s i o T T s S S S S 2

|RIR Ver| 1| PR Reserved | Next Protocol |
B T T i I T T o S S S e b S S S
VXLAN Network ldentifier (VN) | Reserved |

B S T S S e s e S i S S S S S

Payl oad:

i e s i e s S e e e e S  EC e R e E
| Depends on VXLAN GPE Next Protocol field above. |
| Note that if the payload is Ethernet, then the original |
[ Et hernet Frane’s FCS is not included. [
T T e b i i e e s . S I SR S

Frame Check Sequence:

B T T i I T T o S S S e b S S S
| New FCS (Franme Check Sequence) for Quter Ethernet Frame

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Figure X2 Quter Headers for VXLAN GPE over | Pv6
Figure 4: Quter Headers for VXLAN GPE over |Pv6
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4.1. Inner VLAN Tag Handling

If the inner packet (as indicated by the VXLAN GPE Next Protoco
field) is an Ethernet franme, it is recomended that it does not
contain a VLAN tag. |In the npbst comon scenarios, the tenant VLAN
tag is translated into a VXLAN Network Identifier. |In these
scenari os, VTEPs shoul d never send an inner Ethernet frame with a
VLAN tag, and a VTEP performn ng decapsul ati on should di scard any
inner frames received with a VLAN tag. However, if the VIEPs are
specifically configured to support it for a specific VXLAN Network
Identifier, a VIEP may support transparent transport of the inner
VLAN tag between all tenant systens on that VNI. The VTEP never

| ooks at the value of the inner VLAN tag, but sinply passes it across
t he underl ay.

4.2. Fragnentation Considerations

VTEPs MUST never fragnent an encapsul ated VXLAN GPE packet, and when
the outer | P header is |Pv4, VITEPs MJST set the DF bit in the outer

| Pv4 header. It is recomended that the underlay network be
configured to carry an MIU at | east | arge enough to acconmpdate the
added encapsul ation headers. It is recomended that VTEPs perform

Path MIU di scovery [RFC1191] [RFC1981] to deternmine if the underlay
network can carry the encapsul ated payl oad packet.
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5. Backward Conpatibility
5.1. VXLAN VTEP to VXLAN GPE VTEP

A VXLAN VTEP conforms to VXLAN frame format and uses UDP destination
port 4789 when sending traffic to VXLAN GPE VTEP. As per VXLAN,
reserved bits 5 and 7, VXLAN GPE P and O bits respectively nust be
set to zero. The remaining reserved bits nmust be zero, including the
VXLAN GPE version field, bits 2 and 3. The encapsul ated payl oad MJST
be Ethernet.

5.2. VXLAN GPE VTEP to VXLAN VTEP

A VXLAN GPE VTEP MJST NOT encapsul ate non- Et hernet frames to a VXLAN
VTEP. When encapsul ating Et hernet frames to a VXLAN VTEP, the VXLAN
GPE VTEP MUST conformto VXLAN frame format and hence will set the P
bit to 0, the Next Protocol to O and use UDP destination port 4789.
A VXLAN GPE VTEP MJST also set O = 0 and Ver = 0 when encapsul ating
Et hernet franes to VXLAN VTEP. The receiving VXLAN VTEP will treat
this packet as a VXLAN packet.

A nethod for determining the capabilities of a VXLAN VTEP (GPE or
non-GPE) is out of the scope of this draft.

5.3. VXLAN GPE UDP Ports

VXLAN GPE uses a | ANA assi gned UDP destination port, 4790, when
sending traffic to VXLAN GPE VTEPs.

5.4. VXLAN GPE and Encapsul ated | P Header Fields
When encapsul ati ng and decapsul ating | Pv4 and | Pv6 packets, certain
fields, such as IPv4 Tinme to Live (TTL) fromthe inner |IP header need

to be considered. VXLAN GPE | P encapsul ation and decapsul ati on
utilizes the techni ques described in [ RFC6830], section 5. 3.
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6. VXLAN GPE Exanpl es

This section provides three exanpl es of protocols encapsul ated using
the CGeneric Protocol Extension for VXLAN described in this docunent.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

|RIRO]O]I|1] R O] Reserved | NP = | Pv4

B i e I T i sl S T e e e S e i T TR S R S e S

| VXLAN Network ldentifier (VN) | Reserved |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Original |1 Pv4d Packet |
B T i S S i S T h T i S S S S e

Figure 5: I Pv4 and VXLAN GPE

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| RIRI O] O] I'] 1] R O] Reserved | NP = 1Pv6 [
T S e i S T i S S s i S S
| VXLAN Network ldentifier (VN) | Reserved |
I S T i i S T i i SIS S S S
| Original 1 Pv6 Packet |
B i S S T s i S T st i S S S S S S S S i

Figure 6: |1 Pv6 and VXLAN GPE

Qi nn, et al. Expi res Novenber 2, 2015 [ Page 15]



Internet-Draft Generic Protocol Extension for VXLAN May 2015

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| RIRI O] O] I'] 1] R O] Reserved | NP = Et hernet |
T T i e e e i i i i S SR S S S S
| VXLAN Network ldentifier (VNI) | Reserved |
i e e e i e S S e e R CE o ok R
| Origi nal Ethernet Frame |
B i S S T s i S T st i S S S S S S S S i

Figure 7: Ethernet and VXLAN GPE
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7. Security Considerations

VXLAN s security is focused on issues around L2 encapsul ation into
L3. Wth VXLAN GPE, issues such as spoofing, flooding, and traffic
redirection are dependent on the particul ar protocol payl oad
encapsul at ed.
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9. | ANA Consi derati ons
9.1. UDP Port
UDP 4790 port has been assigned by | ANA for VXLAN GPE.
9.2. VXLAN GPE Next Protoco
I ANA is requested to set up a registry of "Next Protocol”. These are

8-bit values. Next Protocol values 0, 1, 2, 3 and 4 are defined in
this draft. New values are assigned via Standards Action [ RFC5226].

I . I +
| Next Protocol | Description | Reference |
e e e o TSRS e e e o +
| O | Reserved | This docunent |
I I I I
| 1 | 1Pv4 | This document |
I I I I
| 2 | I'Pv6 | This document |
I I I I
| 3 | Ethernet | This docunent |
I I I I
| 4 | NSH | This docurnent |
I I I I
| 5..253 | Unassigned | |
e e e o TSRS e e e o +

Table 1
9.3. VXLAN GPE Fl ag and Reserved Bits

There are ten flag bits at the begi nning of the VXLAN GPE header
followed by 16 reserved bits and an 8-bit reserved field at the end
of the header. New bits are assigned via Standards Action [ RFC5226].

Bits 0-1 - Reserved

Bits 2-3 - Version

Bit 4 - Instance ID (I bit)

Bit 5 - Next Protocol (P bit)

Bit 6 - Reserved

Bit 7 - OAM (O bit)

Bits 8-23 - Reserved

Bits 24-31 in the 2nd Wrd -- Reserved

Reserved bits/fields MIUST be set to O by the sender and ignored by
the receiver.
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