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Document Status

• WG draft -00 created Jan 2015, presented in 
Dallas spring 2015

• WG draft -01 created May 2015, presented in 
Prague summer 2015

• WG draft -02 created Sep 2015, presented here 
in Yokohama fall 2015
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Design Summary
• Diffie-Hellman exchange via Map-Request/Map-Reply 

• Keys not stored by third-party 

• Keys are ephemeral 

• ITR encrypt-n-encap -> ETR decap-n-decrypt 

• Rekeying part of RLOC-probing 

• Cipher suite negotiation for AEAD 

• AES and Chacha20 ciphers 

• SHA1/Poly1305 HMACs
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Changes to -02
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Implementation Status
• lispers.net has a -02 implementation
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• Uses ECDH instead of regular DH: 

• RFC5114 gx value from the “192-bit Random ECP Group” 

• Added Curve25519 

• Supports rekeying via RLOC-probing 

• Support for unidirectional encryption across NATs  

•  RTR to xTR-behind NAT as well as xTR-behind-NAT to RTR 



Chacha20 vs AES
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Chacha20 for 100-byte pings
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Implementation Todo List
• Key Related Testing 

• Larger keys, other ECDH groups, and other ciphers 

• Multi-key rekeying logic 

• Multi-Feature Testing 

• Test multicast in unicast encapsulation 

• Test with LISP-SEC 

• Interoperability Testing 

• Making a call for more implementations 

• How about lispmob and open source the code?
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Questions?
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