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Motivation

 Research challenges described in draft-unify-nfvrg-devops
o Allow the community to experiment with research results
(et additional feedback

* Potentially gauge levels of interest in hardening and
transitioning some of these tools towards production
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The UNIFY project in a nutshell
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The UNIFY DevOps Toolkit

e |s

— A collection of tools and supporting functions released under
individual licenses

— Provided as-is, with no guarantees

— Supported by the respective authors’ personal best efforts
* |s not

— Production-ready

— Optimized for all potential use cases
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Components, v1.0, available today

e Support functions
— Communication bus: DoubleDecker
e Tools
— Debugging and troubleshooting: EPOXIDE

— Observability: Rate Monitoring
— Verification: AutoTPG
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DoubleDecker

Provides scalable communication

services for monitoring functions Node A
— IPand IPC transport = orer
d Based On ZerOMO DD broker-broker
— Lighter-weight than RabbitMQ or NodeB Client Node C
Kafka / | \‘

Broker DD client-broker Broker

protocol

— No persistence

Features
— Client and broker hierarchy
— Simple routing mechanism

— Isolation mechanism for multi-
tenancy

https://github.com/acreo/doubledecker
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https://github.com/acreo/doubledecker

EPOXIDE

* Troubleshooting framework : |

integrating other tools in [ N
TroubleShooting Graphs (TSG) s P —

o S

° B d E CS Lirk 1D Loss montitor |
ased on EMA |
|
|
- ) [
Nod d links of TSG h s :
odes and links of TSG are showr || =~ " "~ ™= = |
Server listening en UDP poert 5801 :
. Receiving 1470 byte datagrams |
In b U FFerS UDP buffer size: 2088 KByte (default) 1
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b
[ 31 local 18.6.6.3 port 5601 connec ted with 10.6.6.1 port 45796 |
[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams |
. . . [ 3] ©.8- 1.0 sec 128 KBytes 1.05 Mbits/sec ©.877 ms @/ 89 (@%) 1
[ 31 1.e- 2.0 sec 128 KBytes 1.85 Mbits/sec 0.116 ms e/ 89 (0%) |
e semantic navigation O re i M iR vaen o fle !
[ 31 3.8- 4.8 sec 128 KBytes 1.85 Mbits/sec 0.244 ms e/ 89 (0%) :
|
. . . . . |
e navigatio a visualized TSG |
Navi IoNn N ISUQallZ !
=
u Link:iperf:® Top L1 (Epoxide link) :
. .y H I
(1i nt cti g to 18.6.68.3, UDP port 5661 1
¢ cventariven rramewor '
UDF b ffer size: 295 KEyt (default) :
[ 3] local 18.8.6.1 port 45796 connec ted with 10.8.8.3 port 5601 _J
. [ I0] In tarval Transfer Bandwidth
[ 3] ©.8- 1.8 sec 129 KBytes 1.86 Mbits/se
o O r I r -— a r OO [ 3] 1.0- 2.0 sec 128 KBytes 1.05 Mbits/se

[ 31 2.0- 3.0 sec 128 KBytes 1.5 Mhits/sec

[ 3] 3.8- 4.8 sec 128 KBytes 1.85 Mbits/sec
| =l

U:**- *link:iperf:1* Top L1 (Epoxide link)

o http://github.com/nemethf/epoxide
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RateMon

Raw data 5m average rates: 1G 300s-M

* Scalable congestion detector Ao ]
based on reading switch port TRV o
utilization counters s | )

— use two counters (first and " Extimatet ik ofsxceding ik capacity: 1G 30087
second statistical moments for . o
link utilization) R T \ ;

g s NV Wl M

— transmit only the estimate to ISV TAY, x’ \ww,fl RARVAY
the controller, instead of high- L
Speed da ta H oW Estimated risk of exce;::?;nk capacity: 1G 0.3s-R

— message rate reduction 3000x S
compared to using raw SNMP :
counters directly : <

o https://github.com/nigsics/ramon.git

minutes
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AutoTPG

o Verifies FlowMatch part of
OpenFlow descriptors, in
particular for aggregated flows

— Automatically generates test
packets for entries under test

— Binary search for matching error
identification

e |dentifies

— Incorrect configuration

— Bugs in OpenFlow switch
implementation

 OpenDaylight application

o http://users.intec.ugent.be/unify/autoTPG/
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OpenFlow header OpenFlow header Indicates that the test
packet iz present in
Buffer ID OxFFFFFFF ’; its Data[] field
Equals to the ingress
I[n-Port Ingress Port port in the matching-
header field of a
Action Len Padding 32 bits Padding Flow Entry
. The action to perform
Actions [] TABLE ﬁ‘\\‘ matching of the test
packet throngh the
A packet header that can FlowTables
Data[] match with the matching- | !
Test packet

{A) Packet-Out message
according to OpenFlow 1.5

header of a Flow Entry

(B} Packet-Out message
containing a test packet



http://users.intec.ugent.be/unify/autoTPG/

Conclusion

o First version of UNIFY DevOps Toolkit for networks released today
— individual licenses for each component

— ([j)oubIeDecker: scalable communication bus aimed at transporting monitoring
ata

— Rate Monitoring: scalable congestion detector

— EPOXIDE: framework for integrating troubleshooting tools

— AutoTPG: verification of aggregate Openflow descriptors
* Next steps

— Looking forward for feedback

— Add more tools in Spring 2016

 Verification of Virtual Network Functions

* Language for describing monitoring intents in conjunction with Network Function
Forwarding Graphs

The research leading to these results has received funding from the European Union Seventh Framework Programme FP7/2007-2013 under grant agreement no. 619609 - the UNIFY project. The views
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