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Abst ract

Thi s docunent clarifies requirenments for I Pv6 routers with respect to
t he Hop-by-Hop (HBH) Options Extension Header. These requirenents
are applicable to all IPv6 routers, regardl ess of whether they

mai ntain a strict separation between forwarding and control plane
hardware. |In this respect, this docunent updates RFC 2460 and RFC
7045,

Thi s docunment al so describes forwardi ng pl ane procedures for
processing the HBH Options Extension Header. These procedures are
applicable to inplenentations that nmaintain a strict separation
bet ween forwardi ng and control plane inplenentations.

The procedures described herein satisfy the above menti oned
requi renents by processing HBH Options on the forwarding plane to the

greatest degree possible. [If a packet containing HBH Options mnust be
di spatched to the control plane, it is rate linmted before
di spatching. In order to conply with the requirenments of this

specification, inplementations nmay execute the procedures described
herein or any other procedures that result in conpliant behavior

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 17, 2016
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1. I nt roducti on

In I Pv6 [ RFC2460], optional Internet-layer information is encoded in
ext ensi on headers that may be pl aced between the | Pv6 header and the
upper-1layer header. Currently, eleven extension headers are defined.
Anmong themis the Hop-by-Hop (HBH) Options Extension header. Unlike
any ot her extension header, the HBH Options Extension header is

exam ned by every node that a packet visits en route to its
destination.

The HBH Ext ensi on Header contains one or nore HBH Options. Each HBH
Option contains a type identifier. Appendix B of this docunent
provides a list of currently defined HBH opti ons.

Sone HBH Options contain information that is useful to a router’s

forwarding plane. In this docunent, we call these options "HBH
forwardi ng options". Anong these is the Junbo Payl oad Option
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[ RFC2675]. The Junbo Payl oad Option indicates the payload | ength of
the packet that carries it. While this information is required to
forward the packet, it can be discarded as soon as the packet has
been forwarded.

By contrast, other HBH Options contain information that is useful to
a router’s control plane. In this docunent, we call these options
"HBH control options". Anmobng these is the Router Alert Option

[ RFC2711]. The Router Alert Option inforns transit routers that the
packet carrying it contains information to be consuned by the
router’s control plane. In nany cases, this information is used to
forward subsequent packets.

Finally, the Pad and Padl options contain no information at all
These are included to ensure word-alignnent of subsequent options and
headers.

Many nodern routers maintain a strict separation between forwarding

pl ane hardware and control plane hardware. |In these routers,
forwardi ng pl ane bandwidth is plentiful, while control plane
bandwi dth is constrained. |In order to protect scarce control plane

resources, these routers enforce policies the restrict access from
the fromthe forwarding plane to the control plane. Effective
polici es address packets containing the HBH Opti ons Extension header
because HBH control options require access fromthe forwarding plane
to the control plane.

Many network operators perceive HBH Options to be a breach of the
separati on between the forwardi ng and control planes
[I-D.ietf-v6ops-ipv6-ehs-in-real-world]. Therefore, sone network
operators discard all packets containing the HBH Opti ons Extension
Header, while others forward the packets but ignore the HBH Opti ons.
Still other operators severely rate-limt packets containing the HBH
Options Extension Header. In addition, sone (notably ol der)

i mpl ement ati ons send all packets containing a HBH header to the
control plane even if they contain only pad options, resulting in an
ef fect DoS on the router and inconsistent drops anong those packets
due to rate limting or other factors.

[ RFC7045] legitimzes the current state of affairs, severely linmting
the utility of HBH options. In the words of RFC 7045:

"The | Pv6 Hop-by-Hop Options header SHOULD be processed by

i nternmedi ate forwardi ng nodes as described in RFC2460. However,
it is to be expected that high-performance routers will either
ignore it or assign packets containing it to a slow processing
path. Designers planning to use a Hop-by-Hop option need to be
aware of this l|ikely behaviour."
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Thi s docunent clarifies requirenments for | Pv6 routers with respect to
the HBH Options Extension Header. These requirenents are applicable
to all 1Pv6 routers, regardless of whether they maintain a strict
separati on between forwardi ng and control plane hardware. 1In this
respect, this docunent updates RFC 2460 and RFC 7045.

Thi s docunent al so describes forwardi ng pl ane procedures for
processing the HBH Opti ons Extension Header. These procedures are
applicable to inplenentations that maintain a strict separation
bet ween forwardi ng and control plane hardware.

The procedures described herein satisfy the above menti oned
requi renents by processing HBH Options on the forwarding plane to the

greatest degree possible. [If a packet containing HBH Options mnust be
di spatched to the control plane, it is rate linmted before
di spatching. In order to conply with the requirenments of this

specification, inplenmentations can execute the procedures descri bed
herein or any other procedures that result in conpliant behavior

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Requirements

This section clarifies requirenments for IPv6 routers with respect to
the HBH Options Extension Header. These requirenents are applicable
to all IPv6 routers, regardless of whether they maintain a strict
separati on between forwardi ng and control plane hardware.

o0 REQL: Inplenentations MUST NOT di scard ot herw se forwardabl e
packets because they contain the HBH Opti ons Extension header
However, an inplenentation MAY be configured to discard packets
contai ning the HBH Options Extension Header, so long as this is
not the default behavior

o0 REQ 2: Inplementations MJST process unrecogni zed HBH Opti ons as
described in Section 4.2 of RFC 2460. |If an inplenentation
recei ves a packet that contains an unrecogni zed HBH Option, that
i mpl ement ati on MUST examine the first two bits of the HBH Option
Type indicator. Those bits deterni ne whether the inplenmentation
a) continues to process the packet, b) discards the packet w thout
sendi ng an | CMP nessage or c) discards the packet and sends an
| CMP nessage
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REQ 3: Unrecogni zed HBH Opti ons MJST be eval uated sequentially.
For exanple, assume that an inplenmentation receives a packet that
carries two unrecogni zed HBH Options. The Type indicator of the
first unrecogni zed option begins with 01 while the Type indicator
of the second unrecogni zed option begins with 10. In this case,
the inplementati on MUST di scard t he packet without sending an | CWP
message to the source. However, if the Type indicator of the
first unrecognized option begins with 10 and the Type indicator of
the second unrecogni zed option begins with 01, the inplenmentation
MUST di scard the packet and send and | C\VP Par aneter Problem
nessage to the source.

REQ 4: | npl ementati ons MIST protect thensel ves agai nst denial of
service attacks that are propagated through HBH Options. These
protecti ons MIST be enabl ed by default, w thout special
configuration.

REQ 5: The originator of a packet MAY insert the HBH Options

Ext ensi on header between the | Pv6 header and the upper-I|ayer
header. It MAY also insert HBH Options inside of the HBH Options
header. Transit routers MJST NOT insert the HBH Options Extension
header between the | Pv6 header and the upper-1layer header

Furt hernore, they MUST NOT add or delete HBH Options inside of the
HBH Opti ons Ext ensi on header

REQ 6: | npl ementati ons SHOULD support a configuration option that
limts the set of HBH Options that they recognize. For exanple,
assune that an inplenentation recogni zes a particular HBH Option.
Using this configuration option, an operator can cause the

i mpl ementation to behave as if it does not recogni ze that option
This MAY be configured a side effect of other functionality. For
exanpl e, an inplenentati on m ght not recognize the Router Alert
Option unless a protocol that relies on the Router Alert Option
(e.g., RSVP) is configured.

REQ 7: The HBH Options Extension Header can contain as nany as
2056 bytes. Sone inplenentation are not capable of processing
ext ensi on headers of that |ength

[1-D.gont-v6ops-i pv6e-ehs-packet-drops]. Wen an inplenentation
receives a packet that it cannot process due to its HBH Options
Ext ensi on Header length, the inplenentati on MUST discard the
packet and send an | CMP Paraneter Probl em nmessage to the packet
source. | CWP Paraneter Problem Code MJST be "Long Extension
Header" (value TBD) and the | CMP Paraneter Probl em Pointer MJST
contain the offset of HBH Options Extension Header
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3. Proposed Procedures

This section describes forwardi ng pl ane procedures for processing the
HBH Options Extension Header. These procedures are applicable to

i mpl ementations that maintain a strict separation between forwarding
and control plane hardware.

The procedures described bel ow process HBH Opti ons on the forwarding

pl ane to the greatest degree possible. |If a packet containing HBH
Options nust be dispatched to the control plane, it is rate linmted
before dispatching. |In order to conply with the requirenents of

Section 2, inplenmentations can execute the procedures described
herein or any other procedures that result in conpliant behavior

Havi ng recei ved a packet containing the HBH Options Extension header
the forwarding pl ane determ nes whether the HBH Opti ons Extension

Header is too long for it to process. |If so, the forwarding pl ane
di scards the packet and sends an | CMP Paraneter Problem nessage to
t he packet source. |CWMP Paraneter Problem Code is set to "Long

Ext ensi on Header" and the | CMP Paraneter Problem Pointer is set to
the of fset of HBH Options Extension Header

If the HBH Opti ons Extension Header is not too long to process, the
forwardi ng pl ane hardware scans the header, assigning it to one of
the follow ng cl asses:

o Discard

o Dispatch to control plane

o Forward, ignoring all HBH Option

o Forward, processing selected HBH Options

Forwar di ng pl ane hardware di scards the packet if the HBH Options

Ext ensi on Header contains an unrecogni zed opti on whose Type indi cator
begins with 01, 10 or 11. Forwarding plane hardware sends an | CVP
message if required. See Section 2 REQ 2 and REQ 3 for details.

If the packet is not discarded, and the HBH Options Extension header
contains at |east one recogni zed control option, the forwardi ng pl ane
subj ects the packet to a rate-limt and dispatches it to the contro
pl ane

O herwise, if the HBH Options Extension header contains only the

foll owi ng option types, the packet is forwarded w thout further HBH
Option processing:
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0o Pad or Padl
o Unrecogni zed options whose Type indicator begins with 00

O herwi se, the forwarding plane process forwardi ng opti ons and
forwards the packet

4. | ANA Consi der ati ons

I ANA is requested to assign a new entry to the | CVP Paraneter Problem
Code registry. The nanme of this code is "Long Extension Header".

5. Security Considerations

Thi s docunment contributes to the security of IPv6 routers, by
defining forwardi ng plane procedures for the processing of HBH
Options. These procedures are applicable to inplenentations that
maintain a strict separation between forwardi ng and control plane
har dwar e.

The procedures described bel ow process HBH Opti ons on the forwarding
pl ane to the greatest degree possible. |f a packet containing HBH
Options nust be dispatched to the control plane, it is rate linted
bef or e di spat chi ng.
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Appendi x A, Change Log
RFC Editor: this section need not be published in any RFC

Initial Version: Cctober 2015: text copied fromdraft-baker-6nman-
hbh- header - handl i ng- 03. t xt and di scussed in | ETF 94

| ETF 94 Update: Sections 2.2, 2..3, and 2.4 noved to an appendi X
reflecting (negative) working group viewpoint on the nodification
of packet length in flight.

The content of this docunent is likely to be subsuned into 2460bis
[I-D.ietf-6man-rfc2460bis], but is held separate for the present
di scussi on.

A new section 2.2 added detailing conceptual processing nodel for
HBH opti ons.

version 2 Addressed editorial comments
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Appendi x B. HBH Options
At this witing, there are several defined Hop-by-Hop options:
PAD Options: The PADL and PADn [ RFC2460]

Router Alert Option: The IPv6 Router Alert Option [RFC2711]
[ RFC6398]

Junbo Payl oad: [ RFC2675]
RPL Option: [RFC6553]
Qui ckstart Option [RFC4782]
Conmon Architecture Label 1Pv6 Security Option: [RFC5570]
SMF Option: [RFC6621]
MPL Option: [I-D.ietf-roll-trickle-ntast]
DFF Option: [RFC6971]
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