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Abstract

Thi s docunent changes the recommended default 11D generation schene
for cases where SLAAC is used to generate a stable | Pv6 address. It
recommends using the nmechani sm specified in RFC7217 in such cases,
and recomends agai nst enbeddi ng stable |ink-layer addresses in | Pv6
Interface Identifiers. It formally updates RFC2464, RFC2467
RFC2470, RFC2491, RFC2492, RFC2497, RFC2590, RFC3146, RFC3572
RFC4291, RFC4338, RFC4391, RFC5072, and RFC5121. This docunment does
not change any existing recommendati ons concerning the use of
tenporary addresses as specified in RFC 4941.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on February 21, 2017
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1. Introduction

[ RFC4862] specifies Statel ess Address Autoconfiguration (SLAAC) for

| Pv6 [ RFC2460], which typically results in hosts configuring one or
nmore "stable" addresses conposed of a network prefix advertised by a
| ocal router, and an Interface ldentifier (11D) [RFC4291] that
typically enbeds a stable link-layer address (e.g., an | EEE LAN MAC
addr ess).

In sone network technol ogi es and adaptation |ayers, the use of an IID
based on a link-1ayer address may offer some advantages. For

exanpl e, the | P-over-1EEE802.15.4 standard in [RFC6775] allows for
conpression of |1 Pv6 addresses when the 11D is based on the underlying
Iink-1ayer address.

The security and privacy inplications of enbedding a stable |ink-

| ayer address in an IPv6 |1 D have been known for sone tine now, and
are discussed in great detail in [RFC/721]. They incl ude:

0 Network activity correlation

o0 Location tracking

0 Address scanning

0 Device-specific vulnerability exploitation
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More generally, the reuse of identifiers that have their own
semantics or properties across different contexts or scopes can be
detrinmental for security and privacy
[1-D.gont-predictable-nuneric-ids]. |In the case of traditiona
stable I Pv6 11 Ds, sone of the security and privacy inplications are
dependent on the properties of the underlying |ink-Iayer addresses
(e.g., whether the link-layer address is epheneral or randonly
generated), while other inplications (e.g., reduction of the entropy
of the 11 D) depend on the algorithmfor generating the IID itself.

I n standardi zed recomendati ons for stable IPv6 |I1D generation neant
to achieve particular security and privacy properties, it is

t heref ore necessary to recommend agai nst enbeddi ng stable Iink-1Iayer
addresses in | Pv6 I1Ds.

Furt hernmore, sone popul ar | Pv6 inplenentations have al ready devi ated
fromthe traditional stable |1 D generation schene to nitigate the
af orenenti oned security and privacy inplications [Mcrosoft].

As a result of the aforenmentioned issues, this docunment changes the
recomended default |1D generation scheme for generating stable | Pv6
addresses with SLAAC to that specified in [RFC7217], and reconmends
agai nst enbeddi ng stable Iink-layer addresses in |IPv6 Interface
Identifiers, such that the aforenentioned issues are nitigated. That
is, this docunment sinply replaces the default algorithmthat is
recomended to be enpl oyed when generating stable | Pv6 |1 Ds.

NOTE: [RFC4291] defines the "Mddified EU -64 format” for 11 Ds.
Appendi x A of [RFC4291] then describes how to transform an | EEE
EU -64 identifier, or an | EEE 802 48-bit MAC address from which an
EU -64 identifier is derived, into an IIDin the Mdified EU -64
format.

In a variety of scenarios, addresses that remain stable for the
lifetime of a host’s connection to a single subnet, are viewed as
desirable. For exanple, stable addresses may be viewed as beneficial
for network managenent, event |ogging, enforcenent of access control
provision of quality of service, or for server or routing interfaces.
Simlarly, stable addresses (as opposed to tenporary addresses

[ RFC4941]) allow for long-lived TCP connections, and are al so usually
desirabl e when performng server-like functions (i.e., receiving

i ncom ng connecti ons).

The recomendations in this docunent apply only in cases where

i mpl ement ati ons ot herwi se woul d have configured a stable IPv6 11D
containing a link layer address. For exanple, this docunent does not
change any existing recomendati ons concerning the use of tenporary
addresses as specified in [RFC4941], nor do the recommendati ons apply
to cases where SLAAC is enployed to generate non-stable | Pv6
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addresses (e.g. by enbedding a link-layer address that is
periodically randoni zed), nor does it introduce any new requiremnments
regardi ng when stable addresses are to be configured. Thus, the
recomendations in this docunent sinply inprove the security and
privacy properties of stabl e addresses.

Ter ni nol ogy

St abl e addr ess:
An address that does not vary over tine within the same network
(as defined in [RFC7721]).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Ceneration of IPv6 Interface ldentifiers with SLAAC

Nodes SHOULD i npl enent and enpl oy [ RFC7217] as the default schenme for
generating stable I Pv6 addresses with SLAAC. A link layer MAY al so
define a nechanismfor stable | Pv6 address generation that is nore
efficient and does not address the security and privacy

consi derations discussed in Section 1. The choice of whether to
enabl e the security- and privacy-preserving nmechani smor not SHOULD
be configurable in such a case

By default, nodes SHOULD NOT enpl oy | Pv6 address generation schenes
that enbed a stable link-layer address in the IID. In particular
this docunent RECOMMENDS t hat nodes do not generate stable II1Ds with
the schenes specified in [ RFC2464], [RFC2467], [RFC2470], [RFC2491],
[ RFC2492], [RFC2497], [RFC2590], [RFC3146], [RFC3572], [RFC4338],

[ RFC4391], [RFC5121], and [ RFC5072].

Future Work
At the tine of this witing, the nechanisns specified in the
foll owi ng docunents might require updates to be fully conpatible with

the recommendations in this docunent:

0 "Conpression Format for | Pv6 Datagrans over | EEE 802. 15. 4- Based
Net wor ks" [ RFC6282]

o "Transm ssion of |Pve Packets over | EEE 802. 15. 4 Networ ks"
[ RFC4944]

0 "Nei ghbor Discovery Optim zation for | Pv6 over Low Power Wreless
Personal Area Networks (6LOWPANs)"[ RFC6775]
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8.

8.

0 "Transm ssion of |Pv6 Packets over ITUT G 9959 Networks" [ RFC7428]

Future revisions or updates of these docunents should take the issues
of privacy and security nentioned in Section 1 and expl ain any design
and engi neering considerations that lead to the use of stable IIDs
based on a node’s |ink-layer address.

| ANA Consi der ati ons

There are no | ANA registries within this docunent. The RFC-Editor
can renove this section before publication of this docunent as an
RFC.

Security Considerations

This reconmends agai nst the (default) use of predictable Interface
Identifiers in | Pv6 addresses. It recomends [RFC7217] as the
default schenme for generating | Pv6 stable addresses with SLAAC, such
that the security and privacy issues of II1Ds that enbed stable |ink-
| ayer addresses are nitigated.
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