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1. Introduction

This specification defines the addressing architecture of the IP
Version 6 protocol. It includes the basic formats for the various
types of |Pv6 addresses (unicast, anycast, and nulticast).

2. | Pv6 Addressing

| Pv6 addresses are 128-bit identifiers for interfaces and sets of
interfaces (where "interface" is as defined in Section 2 of
[I-D.ietf-6man-rfc2460bis]). There are three types of addresses:

Uni cast : An identifier for a single interface. A packet sent
to a unicast address is delivered to the interface
identified by that address.

Anycast : An identifier for a set of interfaces (typically
bel onging to different nodes). A packet sent to an
anycast address is delivered to one of the interfaces
identified by that address (the "nearest" one,
according to the routing protocols’ neasure of
di st ance).

Mul ticast: An identifier for a set of interfaces (typically
bel onging to different nodes). A packet sent to a
nmul ticast address is delivered to all interfaces
identified by that address.

There are no broadcast addresses in |Pv6, their function being
superseded by nulticast addresses.

In this docunment, fields in addresses are given a specific nane, for
exanpl e, "subnet". Wen this nane is used with the term"ID"' for
identifier after the nane (e.g., "subnet ID'), it refers to the
contents of the naned field. When it is used with the term"prefix"
(e.g., "subnet prefix"), it refers to all of the address fromthe
left up to and including this field.

Note: The term "prefix" is used in several different contexts for
| Pv6: a prefix used by a routing protocol, a prefix used by a node
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to deternine if another node is connected to the sane |link, and a
prefix used to construct the conpl ete address of a node.

In IPv6, all zeros and all ones are |egal values for any field,
unl ess specifically excluded. Specifically, prefixes nay contain, or
end with, zero-valued fields.

2.1. Addressing Mdel

| Pv6 addresses of all types are assigned to interfaces, not nodes.
An | Pv6 unicast address refers to a single interface. Since each
interface belongs to a single node, any of that node's interfaces
uni cast addresses may be used as an identifier for the node.

Al'l interfaces are required to have at |east one Link-Local unicast
address (see Section 2.7 for additional required addresses). A
single interface nay al so have nultiple | Pv6 addresses of any type
(uni cast, anycast, and nulticast) or scope. Unicast addresses with a
scope greater than |ink-scope are not needed for interfaces that are
not used as the origin or destination of any |IPv6 packets to or from
non- nei ghbors. This is sonetimes convenient for point-to-point
interfaces. There is one exception to this addressing nodel :

A uni cast address or a set of unicast addresses nmay be assigned to
mul ti ple physical interfaces if the inplenmentation treats the
mul ti pl e physical interfaces as one interface when presenting it
to the internet layer. This is useful for |oad-sharing over
mul ti pl e physical interfaces.

Currently, I Pv6 continues the | Pv4 nodel in that a subnet prefix is
associ ated with one link. Miltiple subnet prefixes nmay be assigned
to the same link. The relationship between |links and | Pv6 subnet
prefixes differs fromthe I1Pv4 nodel in that all nodes automatically
configure an address fromthe |link-local prefix. A host is by
definition on-link with it’'s default router, and that unicast
addresses are not automatically associated with an on-1link prefix.
See [ RFC5942] "The | Pv6 Subnet Moddel: The Rel ati onship between Links
and Subnet Prefixes" for nore details.

2.2. Text Representation of |Pv6 Addresses
2.2.1. Text Representation of Addresses

There are three conventional forns for representing | Pv6 addresses as
text strings:
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1. The preferred formis Xx:x:X:X:X:X:X:X, where the "x’s are one to
four hexadecimal digits of the eight 16-bit pieces of the address.
Exanpl es:

abcd: ef 01: 2345: 6789: abcd: ef 01: 2345: 6789
2001: db8: 0: 0: 8: 800: 200c: 417a

Note that it is not necessary to wite the |leading zeros in an
i ndividual field, but there nust be at |east one nuneral in every
field (except for the case described in 2.).

2. Due to sonme nethods of allocating certain styles of |Pv6
addresses, it will be comon for addresses to contain |long strings
of zero bits. In order to nake witing addresses containing zero
bits easier, a special syntax is available to conpress the zeros.
The use of "::" indicates one or nore groups of 16 bits of zeros
The "::" can only appear once in an address. The "::" can al so be
used to conpress leading or trailing zeros in an address.

For exanple, the foll ow ng addresses

2001: db8: 0: 0: 8: 800: 200c: 417a a uni cast address
ff01:0:0:0:0:0:0:101 a nmulticast address
0:0:0:0:0:0:0: 1 t he | oopback address
0:0:0:0:0:0:0:0 the unspecified address

may be represented as

2001: db8: : 8: 800: 200c: 417a a uni cast address
ffol::101 a nul ticast address
A t he | oopback address

the unspecified address

3. An alternative formthat is sonetines nore conveni ent when deal i ng
with a mixed environment of |Pv4 and | Pv6 nodes is
X:X:x:x:x:x:d.d.d.d, where the 'x's are the hexadeci mal val ues of
the six high-order 16-bit pieces of the address, and the 'd' s are
the deci mal val ues of the four |loworder 8-bit pieces of the
address (standard | Pv4d representation). Exanples:
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0:0:0:0:0:0:13.1.68.3
0:0:0:0:0:ffff:129.144.52. 38
or in conpressed form
::13.1.68.3
;o ffff:129.144.52. 38
2.2.2. Text Representation of Address Prefixes
The text representation of |Pv6 address prefixes is simlar to the
way | Pv4 address prefixes are witten in O assless |nter-Donain
Routing (CIDR) notation [RFC4632]. An IPv6 address prefix is
represented by the notation
i pv6- addr ess/ prefix-1ength
wher e

i pv6-address is an IPv6 address in any of the notations listed in
Section 2. 2.

prefix-length is a deci nal val ue specifying how many of the |eftnost
contiguous bits of the address conprise the prefix.

For exanple, the followng are | egal representations of the 60-bit
prefix 20010db80000cd3 (hexadeci nmal):

2001: 0db8: 0000: cd30: 0000: 0000: 0000: 0000/ 60
2001: 0db8: : ¢cd30: 0: 0: 0: 0/ 60
2001: 0db8: 0: cd30::/60

The following are NOT | egal representations of the above prefix:

2001: 0db8: 0: cd3/ 60 may drop | eading zeros, but not trailing
zeros, within any 16-bit chunk of the address

2001: 0db8: : ¢cd30/ 60 address to left of "/" expands to
2001: 0db8: 0000: 0000: 0000: 0000: 0000: cd30

2001: 0db8: : cd3/ 60 address to left of "/" expands to
2001: 0db8: 0000: 0000: 0000: 0000: 0000: 0cd3

H nden & Deering Expi res January 4, 2018 [ Page 6]



Internet-Draft | Pv6 Addressing Architecture July 2017

When witing both a node address and a prefix of that node address
(e.g., the node’s subnet prefix), the two can be conbi ned as foll ows:

t he node address 2001: 0db8: 0: cd30: 123: 4567: 89ab: cdef
and its subnet prefix 2001: 0db8: 0: cd30: : /60

can be abbreviated as 2001: 0db8: 0: cd30: 123: 4567: 89ab: cdef / 60
2.2.3. Reconmmendation for outputting | Pv6 addresses

This section provides a recommendation for systenms generating and
outputting | Pv6 addresses as text. Note, all inplenentations nust
accept and process all addresses in the fornmats defined in the
previous two sections of this document. Background on this
recommendati on can be found in [ RFC5952].
The reconmmendations are as foll ows:

1. The hexadecimal digits "a", "b", "c", "d", "e", and "f" in an | Pv6
address nmust be represented in | owercase.

2. Leading zeros in a 16-Bit Field nmust be suppressed. For exanple,

2001: 0db8: : 0001

is not correct and nust be represented as

2001:db8:: 1
3. Asingle 16-bit 0000 field nust be represented as O.

The use of the synmbol "::" nust be used to its maxi mum capability.
For exanpl e:

2001: db8:0:0:0:0: 2: 1

nust be shortened to
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2001: db8::2:1

Li kew se,

2001: db8::0: 1

is not correct, because the synbol "::" could have been used to
produce a shorter representation

2001: db8: : 1.

4. \Wen there is an alternative choice in the placenent of a "::",
the | ongest run of consecutive 16-bit 0 fields nust be shortened,
that is, in

2001:0:0:1:0:0:0:1

the sequence with three consecutive zero fields is shortened to

2001:0:0:1::1

5. When the length of the consecutive 16-bit 0 fields are equal, for
exanpl e

2001:db8:0:0:1:0:0: 1

the first sequence of zero bits nust be shortened. For exanple

2001:db8::1:0:0: 1
is the correct representation

6. The symbol "::" nust not be used to shorten just one 16-bit O
field. For exanple, the representation
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2001: db8:0:1:1:1:1:1

is correct, but

2001: db8::1:1:1:1:1
is not correct.
7. The text representation nethod describe in this section should

al so be use for text Representation of |Pv6 Address Prefixes. For
exanpl e

2001: 0db8: 0000: cd30: 0000: 0000: 0000: 0000/ 60

shoul d be shown as

2001: 0db8: 0: cd30: : /60
8. The text representation nethod describe in this section should be

applied for |1 Pv6 addresses with enbedded | Pv4 address. For
exanpl e

0:0:0:0:0:ffff:192.0.2.1

shoul d be shown as

coffff:192.0.2.1
2.3. Address Type ldentification

The type of an | Pv6 address is identified by the high-order bits of
the address, as foll ows:
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Addr ess type Bi nary prefix | Pv6 notation Secti on
Unspeci fi ed 00...0 (128 bits) 111128 2.4.2
Loopback 00...1 (128 hits) ::1/128 2.4.3
Mul ti cast 11111111 ff00::/8 2.6

Li nk- Local wuni cast 1111111010 fe80::/10 2.4.6
d obal Uni cast (everything el se)

Anycast addresses are taken fromthe uni cast address spaces (of any
scope) and are not syntactically distinguishable from unicast
addr esses.

The general format of G obal Unicast addresses is described in
Section 2.4.4. Some speci al - purpose subtypes of G obal Unicast
addresses that contain enbedded | Pv4 addresses (for the purposes of
| Pv4-1Pv6 interoperation) are described in Section 2.4.5.

Future specifications nmay redefine one or nore sub-ranges of the

A obal Uni cast space for other purposes, but unless and until that

happens, inplenmentations nust treat all addresses that do not start
with any of the above-listed prefixes as G obal Unicast addresses.

The current assigned | Pv6 prefixes and references to their usage can
be found in the I ANA Internet Protocol Version 6 Address Space
registry [I ANA-AD] and the | ANA | Pv6 Speci al - Purpose Address Registry
[ 1 ANA- SP] .

2.4. Unicast Addresses

| Pv6 uni cast addresses are aggregatable with prefixes of arbitrary
bit-length, simlar to |IPv4 addresses under C assless |Inter-Donain
Rout i ng.

I Pv6 unicast routing is based on prefixes of any valid length up to
128 [ BCP198].

There are several types of unicast addresses in IPv6, in particular
G obal Unicast, Local unicast, and Link-Local unicast. There are

al so sonme speci al - pur pose subtypes of d obal Unicast, such as |IPv6
addresses with enbedded | Pv4 addresses. Additional address types or
subt ypes can be defined in the future.

| Pv6 nodes may have considerable or little know edge of the interna
structure of the | Pv6 address, depending on the role the node plays
(for instance, host versus router). At a mininum a node may

consi der that unicast addresses (including its own) have no interna
structure:
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| 128 bits I

A slightly nore conpl ex node nay additionally be aware of subnet
prefix(es) for the link(s) it is attached to, where different
addresses may have different values for n:

[ n bits [ 128-n bits [

Though a very sinple router may have no know edge of the interna
structure of |Pv6 unicast addresses, routers will nore generally have
know edge of one or nore of the hierarchical boundaries for the
operation of routing protocols. The known boundaries will differ
fromrouter to router, depending on what positions the router holds
in the routing hierarchy.

Except for the know edge of the subnet boundary di scussed in the
previ ous paragraphs, nodes should not nake any assunptions about the
structure of an | Pv6 address.

2.4.1. Interface ldentifiers

Interface identifiers in | Pv6 unicast addresses are used to identify
interfaces on a link. They are required to be unique within a subnet
prefix. It is recommended that the sane interface identifier not be
assigned to different nodes on a link. They may al so be uni que over
a broader scope. The sane interface identifier nay be used on
multiple interfaces on a single node, as long as they are attached to
di fferent subnets.

Interface | Ds nust be viewed outside of the node that created
Interface I D as an opaque bit string w thout any internal structure.

Not e that the uniqueness of interface identifiers is independent of
t he uni queness of |Pv6 addresses. For exanple, a d obal Unicast
address may be created with an interface identifier that is only
uni que on a single subnet, and a Link-Local address may be created
with interface identifier that is unique over multiple subnets.

Interface Identifiers are 64 bit long except if the first three bits
of the address are 000, or when the addresses are manually
configured, or by exceptions defined in standards track docunents.
The rationale for using 64 bit Interface lIdentifiers can be found in
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[ RFC7421]. An exanple of a standards track exception is [ RFC6164]
that standardi ses 127 bit prefixes on inter-router point-to-point
I'i nks.

The details of forming interface identifiers are defined in other
speci fications, such as "Privacy Extensions for Statel ess Address

Aut oconfiguration in | Pv6" [RFC4941] or "A Method for Generating
Semantically Opaque Interface Identifiers with |Pv6 Statel ess Address
Aut oconfi guration (SLAAC)"[ RFC7217]. Specific cases are described in
appropriate "I Pv6 over <link>" specifications, such as "IPv6 over

Et hernet" [ RFC2464] and "Transmi ssion of |Pv6 Packets over ITU-T

G 9959 Networ ks" [RFC7428]. The security and privacy considerations
for I Pv6 address generation is described in [ RFC7721].

Earlier versions of this docunent described a nmethod of form ng
interface identifiers derived fromI|EEE MAC-| ayer addresses cal

Modi fied EU -64 format. These are described in Appendix A and are no
| onger recommended.

2.4.2. The Unspecified Address

The address 0:0:0:0:0:0:0:0 is called the unspecified address. It
must never be assigned to any node. It indicates the absence of an
address. One exanple of its use is in the Source Address field of
any | Pv6 packets sent by an initializing host before it has |earned
its own address.

The unspecified address nust not be used as the destination address
of I Pv6 packets or in IPv6 Routing headers. An |IPv6 packet with a
source address of unspecified nust never be forwarded by an | Pv6
router.

2.4.3. The Loopback Address

The unicast address 0:0:0:0:0:0:0:1 is called the | oopback address.
It may be used by a node to send an | Pv6 packet to itself. It nust
not be assigned to any physical interface. It is treated as having
Li nk- Local scope, and may be thought of as the Link-Local unicast
address of a virtual interface (typically called the "I oopback
interface") to an inmmginary |link that goes nowhere.

The | oopback address nust not be used as the source address in | Pv6
packets that are sent outside of a single node. An IPv6 packet with
a destination address of |oopback rmust never be sent outside of a
singl e node and nust never be forwarded by an I Pv6 router. A packet
received on an interface with a destination address of | oopback nust
be dropped.
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2.4.4. dobal Unicast Addresses
The general format for | Pv6 G obal Unicast addresses is as follows:
| n bits | mbits | 128-n-mbits |

| gl obal routing prefix | subnet ID | interface ID [

where the global routing prefix is a (typically hierarchically-
structured) value assigned to a site (a cluster of subnets/links),
the subnet IDis an identifier of alink within the site, and the
interface IDis as defined in Section 2.4.1

Exanpl es of d obal Unicast addresses that start with binary 000 are
the | Pv6 address with enbedded | Pv4 addresses described in

Section 2.4.5. An exanple of global addresses starting with a binary
val ue other than 000 (and therefore having a 64-bit interface ID
field) can be found in [ RFC3587].

2.4.5. 1Pv6 Addresses w th Enbedded | Pv4 Addresses
Two types of |Pv6 addresses are defined that carry an | Pv4 address in
the loworder 32 bits of the address. These are the "I Pv4-Conpatible
| Pv6 address" and the "I Pv4-mapped | Pv6 address”

2.4.5.1. 1Pv4-Conpatible I Pv6 Address

The "I Pv4-Conpatible | Pv6 address” was defined to assist in the |IPv6
transition. The format of the "IPv4-Conpatible | Pv6 address" is as

fol | ows:

| 80 bits | 16 | 32 bits |
o e e e e e e e e e e e e e e e e e e eo oo o e e e e e e e oo +
[0000. .. ... ... 0000| 0000| | Pv4 address |
oo e e e e e e e e e e e e e e meeo—o - o e e e e e i ook +

Note: The | Pv4 address used in the "I Pv4-Conpatible | Pv6 address”
must be a gl obal |l y-uni que |1 Pv4 uni cast address.

The "I Pv4-Conpatible | Pv6 address” is now deprecated because the
current | Pv6 transition mechanisns no | onger use these addresses.
New or updated inplenmentations are not required to support this
address type.
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2.4.5.2. | Pv4-Mapped | Pv6 Address

A second type of |1Pv6 address that holds an enbedded | Pv4 address is
defined. This address type is used to represent the addresses of

| Pv4 nodes as | Pv6 addresses. The format of the "I Pv4-nmapped | Pv6
address" is as follows:

| 80 bits | 16 | 32 bits |

See [ RFC4038] for background on the usage of the "I Pv4-mapped | Pv6
addr ess".

2.4.6. Link-Local IPv6 Unicast Addresses

Li nk- Local addresses are for use on a single Iink. Link-Loca
addresses have the followi ng fornmat:

| 10 |

| bits | 54 bits | 64 bits |
N — oo o e +
[ 1111111010] 0 [ interface ID [
N o o +

Li nk- Local addresses are designed to be used for addressing on a
single link for purposes such as automatic address configuration
nei ghbor discovery, or when no routers are present.

Rout ers nust not forward any packets with Link-Local source or
destination addresses to other links.

2.4.7. Oher Local Unicast |Pv6 Addresses

Uni que Local Addresses (ULA) [RFC4193], the current form of Loca

| Pv6 Addresses, are intended to be used for |ocal conmunications,
have gl obal unicast scope, and are not expected to be routable on the
gl obal Internet.

Site-Local addresses, deprecated by [ RFC3879], the previous form of
Local 1Pv6 Addresses, were originally designed to be used for
addressing inside of a site without the need for a gl obal prefix.

The speci al behavior of Site-Local defined in [RFC3513] nust no

| onger be supported in new inplenentations (i.e., new inplenentations
must treat this prefix as @obal Unicast). Existing inplenentations
and depl oynents may continue to use this prefix.
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2.5. Anycast Addresses

An | Pv6 anycast address is an address that is assigned to nore than
one interface (typically belonging to different nodes), with the
property that a packet sent to an anycast address is routed to the
"nearest" interface having that address, according to the routing
protocol s’ neasure of distance.

Anycast addresses are allocated fromthe uni cast address space, using
any of the defined unicast address formats. Thus, anycast addresses
are syntactically indistinguishable fromunicast addresses. Wen a
uni cast address is assigned to nore than one interface, thus turning
it into an anycast address, the nodes to which the address is
assigned nust be explicitly configured to know that it is an anycast
addr ess.

For any assi gned anycast address, there is a longest prefix P of that
address that identifies the topological region in which all
interfaces belonging to that anycast address reside. Wthin the
region identified by P, the anycast address nust be maintained as a
separate entry in the routing system (comonly referred to as a "host
route"); outside the region identified by P, the anycast address may
be aggregated into the routing entry for prefix P

Note that in the worst case, the prefix P of an anycast set may be
the null prefix, i.e., the nmenbers of the set may have no topol ogi ca
locality. |In that case, the anycast address nust be naintained as a
separate routing entry throughout the entire Internet, which presents
a severe scaling limt on how nmany such "gl obal" anycast sets nmay be
supported. Therefore, it is expected that support for global anycast
sets may be unavailable or very restricted.

One expected use of anycast addresses is to identify the set of
routers belonging to an organi zation providing Internet service.
Such addresses could be used as internmediate addresses in an | Pv6
Routi ng header, to cause a packet to be delivered via a particul ar
service provider or sequence of service providers

Sone ot her possible uses are to identify the set of routers attached
to a particular subnet, or the set of routers providing entry into a
particul ar routing donain.

2.5.1. Required Anycast Address

The Subnet - Router anycast address is predefined. |Its format is as
fol | ows:
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| n bits | 128-n bits |

The "subnet prefix" in an anycast address is the prefix that
identifies a specific link. This anycast address is syntactically
the sane as a unicast address for an interface on the link with the
interface identifier set to zero

Packets sent to the Subnet-Router anycast address will be delivered
to one router on the subnet. Al routers are required to support the
Subnet - Rout er anycast addresses for the subnets to which they have

i nterfaces.

The Subnet - Rout er anycast address is intended to be used for
applications where a node needs to comuni cate with any one of the
set of routers.

2.6. Milticast Addresses
An I Pv6 nulticast address is an identifier for a group of interfaces

(typically on different nodes). An interface nmay belong to any
nunber of nulticast groups. Milticast addresses have the foll ow ng

format:

| 8 | 4] 4] 112 bits |
Homm - - - TS +
| 11111111] fI gs| scop| group ID |
o m e e oo T +

binary 11111111 at the start of the address identifies the address
as being a nulticast address.

+-+ +-+
flgs is a set of 4 flags: | O] R P] T|
+- + +- +

The high-order flag is reserved, and nust be initialized to O.
T = 0 indicates a permanently-assigned ("well-known") rmulticast
address, assigned by the Internet Assigned Numbers Authority

(1 ANA) .

T = 1 indicates a non-pernmanently-assigned ("transient" or
"dynami cal | y"* assigned) nulticast address.
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The P flag's definition and usage can be found in [ RFC3306].
The R flag' s definition and usage can be found in [ RFC3956].

scop is a 4-bit nmulticast scope value used to limt the scope of
the multicast group. The values are as foll ows:

reserved

I nterface-Local scope
Li nk- Local scope
Real m Local scope
Admi n- Local scope
Site-Local scope
(unassi gned)

(unassi gned)
Organi zati on- Local scope
(unassi gned)

(unassi gned)

B (unassi gned)

C (unassi gned)

D (unassi gned)

E d obal scope

F reserved

TOONOUTRNWNRO

Interface-Local scope spans only a single interface on a node
and is useful only for | oopback transm ssion of nulticast.
Packets with interface-local scope received from anot her node
nust be di scarded.

Li nk- Local multicast scope spans the sane topol ogical region as
the correspondi ng uni cast scope.

I nterface-Local, Link-Local, and Real mLocal scope boundaries
are automatically derived from physical connectivity or other
non-nul ti cast-rel ated configurations. d obal scope has no
boundary. The boundaries of all other non-reserved scopes of
Adm n-Local or larger are administratively configured. For
reserved scopes, the way of configuring their boundaries wll
be defined when the semantics of the scope are defined.

According to [ RFC4007], the zone of a Real mLocal scope nust
fall within zones of |arger scope. Because the zone of a
Real m Local scope is configured automatically while the zones
of larger scopes are configured manually, care nust be taken in
the definition of those |arger scopes to ensure that the

i nclusion constraint is net.

H nden & Deering Expi res January 4, 2018 [ Page 17]



Internet-Draft | Pv6 Addressing Architecture July 2017

Real m Local scopes created by different network technol ogi es
are considered to be independent and will have different zone

i ndi ces (see Section 6 of [RFC4007]). A router with interfaces
on links using different network technol ogi es does not forward
traffic between the Real mLocal nulticast scopes defined by

t hose technol ogi es.

Site-Local scope is intended to span a single site.

Organi zation-Local scope is intended to span nultiple sites
bel onging to a single organization

scopes | abel ed "(unassigned)" are available for admnistrators
to define additional nulticast regions.

group IDidentifies the nmulticast group, either pernanent or
transient, within the given scope. Additional definitions of the
mul ticast group ID field structure are provided in [ RFC3306].

The "meani ng" of a permanently-assigned nulticast address is

i ndependent of the scope value. For exanple, if the "NIP servers
group” is assigned a permanent nulticast address with a group |ID of
101 (hex), then

ff01:0:0:0:0:0:0:101 neans all NTP servers on the sanme interface
(i.e., the same node) as the sender.

ff02:0:0:0:0:0:0:101 neans all NTP servers on the sane link as the
sender .

ff05:0:0:0:0:0:0:101 neans all NTP servers in the sane site as the
sender.

ffO0e:0:0:0:0:0:0:101 neans all NTP servers in the Internet.

Non- per manent | y- assi gned mnul ti cast addresses are neani ngful only
within a given scope. For exanple, a group identified by the non-
permanent, site-local nulticast address ff15:0:0:0:0:0:0: 101 at one
site bears no relationship to a group using the sane address at a
different site, nor to a non-pernmanent group using the sanme group ID
with a different scope, nor to a pernmanent group with the sanme group
I D.

Mul ti cast addresses nust not be used as source addresses in | Pv6
packets or appear in any Routing header.

Rout ers nust not forward any nulticast packets beyond the scope
i ndicated by the scop field in the destination nulticast address.
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Nodes must not originate a packet to a nulticast address whose scop
field contains the reserved value 0; if such a packet is received, it
must be silently dropped. Nodes should not originate a packet to a
mul ti cast address whose scop field contains the reserved value F; if
such a packet is sent or received, it nust be treated the sane as
packets destined to a global (scop E) nulticast address.

2.6.1. Pre-Defined Milticast Addresses
The follow ng well-known nulticast addresses are pre-defined. The
group IDs defined in this section are defined for explicit scope

val ues.

Use of these group IDs for any other scope values, with the T flag
equal to 0, is not allowed.

Reserved Multicast Addresses: ff00:0:0:0:0:0:0:0
ff01:0:0:0:0:0:0:0
ff02:0:0:0:0:0:0:0
ff03:0:0:0:0:0:0:0
ff04:0:0:0:0:0:0:0
ff05:0:0:0:0:0:0:0
ff06:0:0:0:0:0:0:0
ff07:0:0:0:0:0:0:0
ff08:0:0:0:0:0:0:0
ff09:0:0:0:0:0:0:0
ff0a:0:0:0:0:0:0:0
ffOb:0:0:0:0:0:0:0
ff0c:0:0:0:0:0:0:0
ff0d:0:0:0:0:0:0:0
ffOe:0:0:0:0:0:0:0
ffof:0:0:0:0:0:0:0

The above mul ticast addresses are reserved and shall never be
assigned to any nulticast group.

Al'l Nodes Addresses: ff01:0:0:0:0:0:0: 1
ff02:0:0:0:0:0:0: 1
The above mnulticast addresses identify the group of all 1Pv6 nodes,

within scope 1 (interface-local) or 2 (link-local).
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Al'l Routers Addresses: ff01:0:0:0:0:0:0: 2
ff02:0:0:0:0:0:0:2
ff05:0:0:0:0:0:0:2

The above multicast addresses identify the group of all IPv6 routers,

within scope 1 (interface-local), 2 (link-local), or 5 (site-local).

Sol i ci t ed- Node Address: ff02:0:0:0:0: 1: ffxx:XXXX

Solicited-Node nulticast address are conmputed as a function of a
node’ s uni cast and anycast addresses. A Solicited-Node nulticast
address is forned by taking the | oworder 24 bits of an address
(uni cast or anycast) and appending those bits to the prefix

FF02: 0:0:0:0: 1: FF0O: : /104 resulting in a nmulticast address in the
range

ff02:0:0:0:0:1: ff 00: 0000
to
ff02:0:0:0:0: 1:ffff:ffff

For exanple, the Solicited-Node multicast address corresponding to
the 1 Pv6 address 4037::01: 800: 200e: 8c6c is ff02::1:ff0e:8cb6c. |Pv6
addresses that differ only in the high-order bits (e.g., due to
mul ti ple high-order prefixes associated with different aggregations)
will map to the sane Solicited-Node address, thereby reducing the
number of multicast addresses a node mnust join.

A node is required to conpute and join (on the appropriate interface)
the associated Solicited-Node multicast addresses for all unicast and
anycast addresses that have been configured for the node’s interfaces
(manual |y or automatically).

Addi ti onal defined nmulticast address can be found in the | ANA | Pv6
Mul ticast Address Allocation registry [|ANA-M]

2.7. A Node's Required Addresses

A host is required to recognize the foll ow ng addresses as
identifying itself:

0 |Its required Link-Local address for each interface.
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0 Any additional Unicast and Anycast addresses that have been
configured for the node’'s interfaces (nanually or
aut omatically).

o The | oopback address.

0 The All-Nodes multicast addresses defined in Section 2.6.1

o The Solicited-Node nulticast address for each of its unicast
and anycast addresses.

o0 Milticast addresses of all other groups to which the node
bel ongs.

A router is required to recognize all addresses that a host is

required to recogni ze, plus the follow ng addresses as identifying
itself:

0 The Subnet-Router Anycast addresses for all interfaces for
which it is configured to act as a router.

o All other Anycast addresses with which the router has been
confi gured.

o0 The Al -Routers nulticast addresses defined in Section 2.6.1
3. | ANA Consi derati ons

RFC4291 is referenced in a nunber of | ANA registries. These include:

0 Internet Protocol Version 6 Address Space [| ANA- AD]

0 |Pv6 G obal Unicast Address Assignments [l ANA- QU

o |IPve Milticast Address Space Registry [l ANA- M

0 Application for an I Pv6 Milticast Address [| ANA- MA]

0 Internet Protocol Version 6 (IPv6) Anycast Addresses [| ANA- AC]
o0 | ANA | Pv6 Speci al - Purpose Address Registry [l ANA- SP]

0 Reserved IPv6 Interface Identifiers [I ANA-ID
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0 Number Resources [l ANA-NR]
0 Protocol Registries [|ANA-PR]
0 Technical requirenments for authoritative name servers [| ANA-NS]
o IP Flow Information Export (IPFIX) Entities [|ANA-FE]
The 1 ANA shoul d update these references to point to this docunent.

There are also other references in | ANA procedures docunents that the
| ANA should investigate to see if they should be updat ed.

4. Security Considerations

| Pv6 addressing docunents do not have any direct inpact on |nternet
infrastructure security. Authentication of |IPv6 packets is defined
in [ RFC4302].

One area relavant to | Pv6 addressing is privacy. |Pv6 addresses can
be created using interface identifiers constructed with unique stable
tokens. The addresses created in this manner can be used to track

t he movenent of devices across the Internet. Since earlier versions
of this document were published, several approaches have been

devel oped that mitigate these problenms. These are described in
"Security and Privacy Considerations for |IPv6 Address Generation
Mechani sns” [ RFC7721], "Privacy Extensions for Statel ess Address
Autoconfiguration in | Pv6" [ RFC4941], and "A Method for Generating
Senmantically Opaque Interface Identifiers with IPv6 Statel ess Address
Aut oconfiguration (SLAAC)" [RFC7217].
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Appendix A Mdified EU -64 Fornat Interface ldentifiers

Modi fied EUl -64 format-based interface identifiers may have universa
scope when derived froma universal token (e.g., |IEEE 802 48-bit MAC
or |EEE EUI -64 identifiers [EU 64]) or nmay have | ocal scope where a
gl obal token is not being used (e.g., serial links, tunnel end-

poi nts) or where global tokens are undesirable (e.g., tenporary
tokens for privacy [RFC4941].

Modi fied EU -64 format interface identifiers are forned by inverting
the "u" bit (universal/local bit in | EEE EU -64 term nol ogy) when
formng the interface identifier fromIEEE EU -64 identifiers. 1In
the resulting Modified EU -64 format, the "u" bit is set to one (1)
to indicate universal scope, and it is set to zero (0) to indicate

| ocal scope. The first three octets in binary of an | EEE EUl - 64
identifier are as follows:

0 00 11 2
|0 78 56 3|
I LR T I
| cccc| ccug| cccec| cecec| cecec| cecc
B T g S

witten in Internet standard bit-order, where "u" is the universal/
local bit, "g" is the individual/group bit, and "c" is the bits of
the conpany_id. Appendix A "Creating Mdified EU -64 Fornmat
Interface Identifiers", provides exanples on the creation of Mdified
EU - 64 format-based interface identifiers.

The notivation for inverting the "u" bit when fornmng an interface
identifier is to make it easy for system adm nistrators to hand
configure non-global identifiers when hardware tokens are not
available. This is expected to be the case for serial |inks and
tunnel end-points, for exanple. The alternative would have been for
these to be of the form 0200:0:0:1, 0200:0:0:2, etc., instead of the
much sinpler 0:0:0:1, 0:0:0:2, etc.

| Pv6 nodes are not required to validate that interface identifiers

created with nodified EU -64 tokens with the "u" bit set to universa
are uni que.
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A.l. Creating Mdified EU -64 Format Interface Identifiers

Dependi ng on the characteristics of a specific link or node, there
are a nunber of approaches for creating Mdified EU -64 fornmat
interface identifiers. This appendi x descri bes sone of these

appr oaches.

Li nks or Nodes with | EEE EU -64 |dentifiers

The only change needed to transforman |EEE EU -64 identifier to an
interface identifier is to invert the "u" (universal/local) bit. An
exanple is a globally unique | EEE EUI-64 identifier of the form

where "c" is the bits of the assigned conpany_id, "0" is the value of
the universal/local bit to indicate universal scope, "g" is

i ndi vidual /group bit, and "m' is the bits of the nmanufacturer-

sel ected extension identifier. The IPv6 interface identifier would
be of the form

The only change is inverting the value of the universal/local bit.
Li nks or Nodes with | EEE 802 48-bit MACs

[EUI 64] defines a method to create an | EEE EU -64 identifier froman
| EEE 48-bit MAC identifier. This is to insert two octets, with
hexadeci mal val ues of OxFF and OxFE (see the Note at the end of
appendi x), in the mddle of the 48-bit MAC (between the conpany_id
and vendor-supplied id). An exanple is the 48-bit |IEEE MAC with

d obal scope:

H nden & Deering Expi res January 4, 2018 [ Page 27]



Internet-Draft | Pv6 Addressing Architecture July 2017

where "c" is the bits of the assigned conpany_id, "0" is the value of
the universal/local bit to indicate dobal scope, "g" is individual/
group bit, and "m' is the bits of the nmanufacturer- selected

extension identifier. The interface identifier would be of the form

|0 111 3|3 4] 4 6|
|0 I | 2 3|
B B B B +
| cccececelgecccecccec| ccecceceecc11111111| 111111 20mmmmmm

S S S S +

When | EEE 802 48-bit MAC addresses are available (on an interface or
a node), an inplenmentation may use themto create interface
identifiers due to their availability and uni queness properties.

Links with G her Kinds of ldentifiers

There are a nunber of types of links that have link-layer interface
identifiers other than | EEE EU -64 or | EEE 802 48-bit MACs. Exanples
i ncl ude Local Talk and Arcnet. The nethod to create a Mddified EU -64
format identifier is to take the link identifier (e.g., the Local Tal k
8-bit node identifier) and zero fill it to the left. For exanple, a
Local Tal k 8-bit node identifier of hexadecimal value Ox4F results in
the following interface identifier:

|0 1)1 3|3 4] 4 6|
| 0 | | 2 3
oo oo oo oo +
| 0000000000000000| 0000000000000000| 0000000000000000|] 0000000001001111|
o e e e o o o e e e o o o e e e o o o e e e o o +

Note that this results in the universal/local bit set to "0" to
i ndi cate | ocal scope.

Li nks without ldentifiers

There are a nunber of links that do not have any type of built-in
identifier. The nost common of these are serial |inks and configured
tunnels. Interface identifiers that are unique within a subnet
prefix nmust be chosen.

When no built-in identifier is available on a link, the preferred
approach is to use a universal interface identifier from another
interface or one that is assigned to the node itself. Wen using
this approach, no other interface connecting the same node to the
same subnet prefix may use the sanme identifier
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If there is no universal interface identifier available for use on
the link, the inplenentation needs to create a |ocal -scope interface
identifier. The only requirement is that it be unique within a
subnet prefix. There are nany possi bl e approaches to select a
subnet -prefi x-unique interface identifier. These include the
fol | owi ng:

Manual Confi guration
Node Serial Number
O her Node- Speci fic Token

The subnet-prefix-unique interface identifier should be generated in
a manner such that it does not change after a reboot of a node or if
interfaces are added or deleted fromthe node.

The selection of the appropriate algorithmis link and inplenentation
dependent. The details on forning interface identifiers are defined
in the appropriate "I Pv6 over <link>" specification. It is strongly
recomended that a collision detection algorithmbe inplenented as
part of any automatic al gorithm

Note: [EU 64] actually defines OxFF and OxFF as the bits to be
inserted to create an | EEE EUl -64 identifier froman | EEE MAC
48 identifier. The OxFF and OxFE val ues are used when
starting with an | EEE EU -48 identifier. The incorrect val ue
was used in earlier versions of the specification due to a
m sunder st andi ng about the differences between | EEE MAC- 48 and
EU -48 identifiers.

Thi s docunment purposely continues the use of OxFF and OxXFE
because it neets the requirenents for IPv6 interface
identifiers (i.e., that they nust be unique on the link), |EEE
EU -48 and MAC-48 identifiers are syntactically equival ent,
and that it doesn’t cause any problens in practice.

Appendi x B. CHANGES SI NCE RFC 4291

Thi s docunment has the foll owing changes from RFC4291, "IP Version 6
Addr essing Architecture”

0 Added Note: to Section 2 that the term"prefix" is used in
different contexts in IPv6: a prefix used by a routing protocol, a
prefix used by a node to determine if another node is connected to
the sane Iink, and a prefix used to construct the conpl ete address
of a node.

0 Added text to the last paragraph in Section 2.1 to clarify the
di fferences on how subnets are hangled in | Pv4 and | Pv6, includes
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a reference to RFC5942 "The | Pv6 Subnet Mddel: The Rel ationship
bet ween Li nks and Subnet Prefixes".

0 Incorporate the updates nmade by RFC5952 in Section 2.2.3 regarding
the text format when outputting | Pv6 addresses. A new section was
added for this and addresses shown in this docunent were changed
to lower case. This includes a reference to RFC5952

0 Incorporate the updates nmade by RFC6052. The change was to add a
text in Section 2.3 that points to the I ANA registries that
records the prefix defined in RFC6052 and a nunber of other
speci al use prefixes.

0o Carified text that 64 bit Interface IDs are used except when the
first three bits of the address are 000, or addresses are nanually
configured, or when defined by a standard track docunent. Added
text that Modified EU -64 identifiers not recomended and noved
the text describing the format to Appendix A This text was noved
from Section 2.4 and is now consolidated in Section 2.4.1. Al so
renoved text in Section 2.4.4 relating to 64 bit Interface IDs.

0 Added text to Section 2.4 sunmarizing |IPv6 unicast routing and
ref erenci ng BCP198, citing RFC6164 as an exanpl e of |onger
prefixes, and that |IDs are required to be 64 bits |long as
described in RFC7421.

0 Incorporate the updates made by RFC7136 to deprecate the U and G
bits in Mudified EU -64 format Internet |Ds.

0 Renanme Section 2.4.7 to "Oher Local Unicast Addresses" and
rewrote the text to point to ULAs and say that Site-Loca
addresses were deprecated by RFC3879. The format of Site-Loca
was renoved.

0 |Incorporate the updates nmade by RFC7346. The change was to add
Real m Local scope to the multicast scope table in Section 2.6, and
add the updating text to the sanme section.

0 Added a reference to the 1 ANA Multicast address registry in
Section 2.6. 1.

0 Added instructions in | ANA Considerations to update references in
the 1ANA registries that currently point to RFC4291 to point to
this docunent.

0 Expanded Security Considerations Section to discuss privacy issues
related to using stable interface identifiers to create | Pv6
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addresses, and reference solutions that mtigate these issues such
as RFC7721, RFCA4941, RFC7271.

0 Add note to Section 5 section acknow edgi ng the authors of the
updati ng docunents.

0 Updates to resolve the open Errata on RFC4291. These are:

Errata ID: 3480: Corrects the definition of Interface-Local
mul ticast scope to also state that packets with interface-I ocal
scope received from another node nust be di scarded.

Errata ID: 1627: Renpbve extraneous "of" in Section 2.7.

Errata ID: 2702: This errata is nmarked rejected. No change is
required.

Errata ID: 2735: This errata is marked rejected. No change is
required.

Errata ID: 4406: This errata is nmarked rejected. No change is
required.

Errata ID: 2406: This errata is marked rejected. No change is
required.

Errata ID: 863: This errata is marked rejected. No change is
required.

Errata ID: 864: This errata is marked rejected. No change is
required.

Errata ID: 866: This errata is marked rejected. No change is
required.

o Editorial changes.
B.1. Change History Since RFC4291

NOTE TO RFC EDI TOR: Pl ease renove this subsection prior to RFC
Publ i cation

This section describes change history made in each Internet Draft

that went into producing this version. The nunbers identify the
Internet-Draft version in which the change was nade.
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Wrking Group Internet Drafts

09)

09)

09)

09)

08)

08)

08)

08)

07)

07)

Added text to the last paragraph in Section 2.1 to clarify
the di fferences on how subnets are hangled in I Pv4d and | Pv6,
includes a reference to RFC5942 "The | Pv6 Subnet Mdel: The
Rel ati onshi p between Links and Subnet Prefixes”

Renoved short paragraph about nmanual configuration in
Section 2.4.1 that was added in the -08 version

Revi sed "Changes since RFC4291" Section to have a sunmary of
changes since RFC4291 and a separate subsection with a change
history of each Internet Draft. This subsection will be
renoved when the RFC i s published.

Editorial changes.

Added Note: to Section 2 that the term"prefix" is used in
different contexts in IPv6: a prefix used by a routing
protocol, a prefix used by a node to deternine if another
node is connected to the sanme link, and a prefix used to
construct the conplete address of a node.

Based on results of IETF last call and extensive w.g. list

di scussion, revised text to clarify that 64 bit Interface IDs
are used except when the first three bits of the address are
000, or addresses are nanually configured, or when defined by
a standard track document. This text was noved from

Section 2.4 and is now consolidated in Section 2.4.1 Also
renoved text in Section 2.4.4 relating to 64 bit Interface

| Ds.

Renoved instruction to ANA fix error in Port Nunber
assignnent. | ANA fixed the error on 4 March 2017.

Editorial changes.

Added text to Section 2.4 sunmmarizing | Pv6 unicast routing
and referencing BCP198, citing RFC6164 as an exanpl e of

| onger prefixes, and that |1 Ds are required to be 64 bits
| ong as described in RFC7421

Based on review by Brian Haberrman added reference to RFC5952
in Section 2.2.3, corrected case errors in Section 2.6.1, and
added a reference to the | ANA Milticast address registry in
Section 2.6.1.
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07)

07)
06)

05)

05)

05)

05)

05)

04)

04)

04)

03)

02)

01)

01)

Corrected errors in Section 2.2.3 where the exanples in 7.
and 8. were reversed.

Editorial changes.
Editorial changes.

Expanded Security Considerations Section to discuss privacy
i ssues related to using stable interface identifiers to
create | Pv6 addresses, and reference solutions that nmitigate
these issues such as RFC7721, RFC4941, RFC7271

Added instructions in | ANA Considerations to update
references in the 1ANA registries that currently point to
RFC4291 to point to this docunent.

Renane Section 2.4.7 to "Qher Local Unicast Addresses" and
rewrote the text to point to ULAs and say that Site-Loca
addresses were deprecated by RFC3879. The format of Site-
Local was renoved

Added to Section 2.4.1 a reference to RFC7421 regarding the
background on the 64 bit boundary in Interface ldentifiers.

Editorial changes.

Added text and a pointer to the ULA specification in
Section 2.4.7

Renoved ol d | ANA Considerations text, this was left fromthe
basel i ne text from RFC4291 and shoul d have been renoved
earlier.

Editorial changes.

Changes references in Section 2.4.1 that describes the
details of forming IIDs to RFC7271 and RFC7721

Renove changes made by RFC7371 because there isn’'t any known
i npl enment ati on experience.

Revi sed Section 2.4.1 on Interface Identifiers to reflect
current approach, this included saying Mdified EU -64
identifiers not reconmended and noved the text describing the
format to Appendi x A

Editorial changes.
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00) Working Group Draft.
00) Editorial changes.

I ndividual Internet Drafts

06) Incorporate the updates made by RFC7371. The changes were to
the flag bits and their definitions in Section 2.6.

05) Incorporate the updates made by RFC7346. The change was to
add Real m Local scope to the multicast scope table in
Section 2.6, and add the updating text to the sane section.

04) Incorporate the updates made by RFC6052. The change was to
add a text in Section 2.3 that points to the I ANA registries
that records the prefix defined in RFC6052 and a nunber of
ot her special use prefixes.

03) Incorporate the updates made by RFC7136 to deprecate the U
and G bits in Mddified EU -64 format Internet |Ds.

03) Add note to the reference section acknow edgi ng the authors
of the updating docunents.

03) Editorial changes.

02) Updates to resolve the open Errata on RFC4291. These are:

Errata ID: 3480: Corrects the definition of Interface-
Local nulticast scope to also state that packets with

i nterface-local scope received from anot her node nust be
di scar ded.

Errata ID: 1627: Renobve extraneous "of" in Section 2.7.

Errata ID: 2702: This errata is nmarked rejected. No
change is required.

Errata ID: 2735: This errata is marked rejected. No
change is required.

Errata ID: 4406: This errata is nmarked rejected. No
change is required.
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02)
02)

01)

01)

01)

00)

Errata ID: 2406: This errata is marked rejected. No
change is required

Errata ID: 863: This errata is marked rejected. No change
is required

Errata ID: 864: This errata is marked rejected. No change
is required

Errata ID: 866: This errata is marked rejected. No change
is required

Update references to current versions.
Editori al changes.

I ncorporate the updates nmade by RFC5952 regardi ng the text
format when outputting | Pv6 addresses. A new section was
added for this and addresses shown in this docunent were
changed to | ower case

Revi se this Section to docunent to show the changes from
RFCA4291.

Editorial changes.

Establi sh a baseline from RFC4291. The only intended changes
are formatting (XM. is slightly different from.nroff),

di fferences between an RFC and Internet Draft, fixing a few
ID Nits, and updates to the authors information. There
shoul d not be any content changes to the specification
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