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Abst ract

This note updates the I Pv6 Specification (RFC 2460), specifically
comrenti ng on the Hop-by-Hop Options Header (section 4.3) and option
format and handling (section 4.2).

It al so updates RFC 7045, which noted that RFC 2460 is widely
violated in this respect, but nmerely legitinized this situation with
a SHOULD. The present docunent tries to address the issue nore
fundanental | y.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 8, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The 1 Pv6 Specification [ RFC2460] specifies a nunber of extension
headers. These, and the ordering considerations given, were defined
based on experience with | Pv4 options. They were, however, prescient
with respect to their actual use - the | ETF community did not know
how they would be used. In at |east one case, the Hop-by-Hop option
most if not all inplementations inplenment it by punting to a software
path. In the words of [RFC7045],

The | Pv6 Hop- by-Hop Options header SHOULD be processed by

i nternmedi ate forwarding nodes as described in [ RFC2460]. However,
it is to be expected that high-performance routers will either
ignore it or assign packets containing it to a slow processing
path. Designers planning to use a Hop-by-Hop option need to be
aware of this |ikely behaviour.

Fernando Gont, in his Observations on IPv6 EH Filtering in the Rea
Wrld [I-D.ietf-v6ops-ipv6-ehs-in-real-world], and the operationa
community in | Pv6é Operations, consider any punt to a software path to
be an attack vector. Hence, |Pv6 packets containing the Hop-by-Hop
Ext ensi on Header (and in some cases, any extension header) get
dropped in transit.
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The subject of this docunent is inplenentation approaches to obviate
or mitigate the attack vector, and updating the Hop-by-Hop option
with respect to current issues.

1.1. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Handling of options in extension headers

Packet s contai ning the Hop-by-Hop Extensi on Header SHOULD be
processed at substantially the sane rate as packets that do not.

If a hop-by-hop header option is not inplenented, or is not in use,
in a given system (such as, for exanple, an interface that is not
configured for RSVP receiving an RSVP Alert Option), the option MJST
be ski pped.

If a hop-by-hop header is present in a packet’s extension header
chain and it is not the first extension header, the packet MJST be

di scarded by the first systemthat observes the fact (Section 2.2 of
[RFC7045]). This will normally be in the systemusing the | Pv6
address in the Destination Address, as [RFC2460] precludes other
routers from parsing the header chain. The only obvious exception to
that is a router or firewall configured to parse the | Pv6 header

chai n.

2.1. Hop-by hop Options
At this witing, there are several defined Hop-by-Hop options:
PAD Options: The PADL and PADn options [ RFC2460] define enpty space.
Router Alert Option: The |IPv6 Router Alert Option [ RFC2711]
[ RFC6398] is intended to force the punting of a datagramto
software, in cases in which RSVP or other protocols need that to

happen.

Junbo Payload: Carries a length field for a packet whose | ength
exceeds OxFFFF octets. [RFC2675]

RPL Option: The RPL option carries routing information used in a RPL
net wor k| RFC6553]
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Qui ckstart Option Identifies TCP quick-start configuration, and
allows an intermediate router to reduce the configuration
paraneters as appropriate. [RFC4782]

Conmon Architecture Label 1Pv6 Security Option: Encodes security
| abel s on packets [ RFC5570]

SMF Option: Sinplified Milticast Forwardi ng Opti on[ RFC6621]

MPL Option: Supports nulticast in an RPL network
[I-Dietf-roll-trickle-ntast]

DFF Option: Depth-First Forwarding [ RFC6971]

There are al so options that have been defined for the Destination
Options header. These are not listed here.

While this is not true of older inplenentations, nodern equi pnent is
capabl e of parsing the Extension Header chain, and can be extended to
performat |east a cursory exam nation of the Hop-by-Hop options.

For exanple, such inplenentations SHOULD be able to identify and skip
the PAD1 and PADn options, and perform nore conplicated processing
only if configured by software to do so. Mre to the point: it isn't
cl ear what the purpose of the JunboFrame option is if not to be

under stood by anyone that |ooks at it.

Question asked by a reviewer: "lIs this configurable? How will
router know that HbH needs to be skipped on one interface and not
on others."

Answer: the system knows whet her RSVP has been configured on an

interface. When such configuration is present, it can configure
the hardware with what it wants done with the Router Alert. In

t he absence of such configuration, hardware should be confi gured
to skip the option if found.

Changi ng options in transit

Section 4.2 of [RFC2460] explicitly allows for options that may be
updated in transit. It is likely that the original authors intended
that to be very sinple, such as having the originating end system
provi de the container, and having internedi ate systens update it -
per haps performng some calculation, and in any event storing the
resulting value. Exanples of such a use nmight be in [ XCP] or [RCP]

As a side comment, the Routing Header, which is an extension header
rather than a list of options, is treated sinilarly; when a systemis
the destination of a packet and not the |ast one in the Routing
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Header’'s list, it swaps the destination address with the indicated
address in the list, and updates the hop count and the list depth
accordi ngly.

Such options nmust be marked appropriately (their option type is of
the form XXIXXXXX), and are excluded from checksum cal cul ati ons in AH
and ESP.

2.3. Addi ng headers or options in transit

Use cases under current consideration take this a step further: a
router or niddl eware process MAY add an extension header, MAY add an
option to the header, which may extend the | ength of the Hop-by-Hop
Ext ensi on Header, or MAY process such an option in a manner that
extends both the length of the option and the Extension Header
containing it. The obvious inplication is that other equipnent in
the network may not understand or inplenent the new option type. As
such, the Option Type val ue of such an option MJST indicate that it
is to be skipped by a systemthat does not understand it. Since, by
definition, it is being updated in transit and not included in any AH
or ESP integrity check if present, the Option Type MJST al so indicate
that it may be updated in transit, and so is excluded from AH and ESP
processing. By inplication, such an Option Type MJST be of the form
0021 XXXXX

2.4. Interactions with the Security Extension Header

The interactions with the I P Authentication Header [RFC4302] and IP
Encapsul ating Security Payload (ESP) [ RFC4303], as in the case of
existing option uses, is nmininmally defined. AH and ESP call for the
exclusion of nmutable data in their calculations by zeroing it out
prior to performing the integrity check cal culation. However, in the
case that network operation has changed the |l ength of the option or
the extension header, that may still cause the integrity check to
fail. Specifications that define such options SHOULD consi der the
inmplications of this for AH and ESP. An option whose insertion would
affect the integrity check MIST be renoved prior to the integrity
check, and as a result the packet restored to its state as originally
sent.

3. Interoperation with RFC 2460

There are four possible nodes of interaction with routers that don't
i mpl ement t he Hop-By-Hop Option in the fast path:

1. Presune that they cannot handl e the Hop-By-Hop option at close to
wire speed, and that’'s K
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2. Presune that they will drop traffic containi ng Hop-By- Hop
options.

3. Presune that they can handle the Hop-By-Hop option at or close to
wi re speed, and are configured to do so.

4. Presune that they don't exist, perhaps because older routers are
configured to ignore all Hop-by-Hop options.

If the first nodel actually works in a given network, it may be
acceptable in that donmain. It is not a nodel that will work in the
general Internet, however.

The second nodel (which is npbst probable at this witing) is a
description of the general Internet in 2015.

The third and fourth nodels, if applicable in a given context, are
what one might hope for. Vendors are in a position to either have an
option to ignore the Hop-By-Hop header in ol der equipnent, or add
such an option in upgraded software (fourth nmodel). New equipnent is
expected to follow the third nodel by inplenenting the
recommendations in Section 2.

4. | ANA Consi derations
This meno asks the | ANA for no new paraneters
5. Security Considerations

In general, nodification of a datagramin transit is considered very
closely fromthe viewpoint of the End-to-End Principle, which in this
context may be sunmarized as "the network should do nothing that is
of concern to the communi cating applications or introduces
operational issues." The concept of changing the length of an

Ext ensi on Header or an option contained within it (Section 2.3) is of
concern in that context. The obvious concern is around the
interaction with AH or ESP, and a | ess obvious concern relates to
Path MIU, which night change if the size of an underlying header
changes. Section 2.4 is intended to mtigate that issue. However,
sonme ramfications, such as with Path MIU nay not be conpletely
solvable in the general Internet, but require use cases to be
confined to a network or set of consenting networKks.

6. Privacy Considerations

Data formats in this neno reveal no personally identifying
i nformation.
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