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Abst r act

Thi s docunment describes a managenent sol ution capabl e of avoi ding
conflicts between autononic functions. The objective of such a
solution is to avoid network instabilities, by insuring that the
aut onom ¢ functions pursuing different goals will cooperate instead
of antagoni ze each other. This docunent provides both requirenents
and specifications for such a sol ution.

Di sclainmer: the version -01 of the draft has been issued to
reactivate the docunent in order to allow discussion within the AN MA
WG about the coordinati on of autonom c functi ons.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 22, 2016
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent.

Thi s docunent may not be nodified, and derivative works of it may not
be created, except to format it for publication as an RFC or to
translate it into | anguages other than English
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1. Introduction

The docunent Autononic Networking: Definitions and Design Goal s
[ RFC7575] expl ains the fundanental concepts behi nd Autononic
Net wor ki ng, and defines the relevant terns in this space. The
central concepts are Autonom ¢ Nodes and Aut onomi ¢ Functi ons.
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An Autononic Function is characterized by its inplenmenting a closed
control -1 oop, which we can summari ze as successively:

1. Gathers netrics nonitored by network equi pnents (that could be
Aut ononi ¢ Nodes, but not linmted to)

2. Determ nes/conputes new actions out of these inputs plus possibly
some of the additional elenments: e.g. contextual inputs, provided
intents and gat hered experi ence,

3. Set the conputed paraneters values (fromthe previous actions)
i nside the appropriate network equi pnents,

4. These new paraneters val ues influence the network behavior, such
that the nmetrics gathered by the autonom c function will evolve,

(Section 7.5 of [I-D. behringer-anima-reference-nodel] details nore
the control | oops).

The Aut onomi ¢ Functions are normally designed to stabilize
(converge), at |east when the network conditions are thensel ves
stable. However, conflicting interactions anong Autonom ¢ Functions
can create instabilities even when the network conditions have not
vari ed.

The docunent A Reference Model for Autonom ¢ Networking

[1-D. behringer-ani ma-reference-nodel ] describes the reference node

of autonom ¢ networks, by describing the architecture and enunerating
fundanmental blocks (either infrastructure pieces or enabling
functionalities). One of these functionalities pertains to the
concomitant execution of nultiple autonom c functions in a safe way
(i.e. avoiding conflicts between these different autonomnic |oops).
Section 8 of [I|-D.behringer-ani ma-reference-nodel] (Coordination

bet ween Aut onomi ¢ Functions) provides a brief introduction to this
functionality.

Thi s docunment tackles this topic by successively:
1. Explaining why such a functionality is needed,
2. Detailing which objectives such a functionality should reach
3. Sketching a sinple behavior of this function,

4. Providing requirenents on autonomic functions (a tentative |ist
in this docunent version),
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5. Providing sonme specifications itens (in this prelimnary version
whil e future versions woul d provide specifications),

2. Probl em St at enent

The need to coordinate the joint behavior of autonom c functions
arises fromthe need to cope with conflicting situations and to
provide the operator with the ability to steer autononic network
performance to a given (intended) operational point.

Several interaction types exist anbng autononic functions such as
cooperation, dependency, or conflict (and possibly others [TBD]).

Cooper ati on happens when an autonom ¢ function can inprove the
behavi or or performance of another autononmic function, such as a
traffic forecasting function used by a traffic allocation function.

Dependency happens when an aut onomi ¢ function cannot work w thout
anot her one being present or accessible in the autonom ¢ network.

Conflicts anong autonom c functions energes fromdirect and indirect
interactions. A netric value conflict is a conflict where one netric
is influenced by paraneters of different autononmic functions. A
paranmeter value conflict is a conflict where one paraneter is

nmodi fied by different autonom c functions. A sinple exanple of
conflicting interaction between autononic functions is the
oscillations caused by an energy-saving function (which swtches-off
interfaces to reduce power consunption) and a | oad-bal anci ng function
(which switches-on interfaces to reduce link |oad).

Sol ving the coordinati on probl em beyond one-by-one cases can rapidly
becone intractable if one considers networks conposed of tens,
hundreds or thousands of sinultaneously interacting functions.

Speci fying a conmon functional block on coordination is a first step
to address the problemin a system c way.

3. Guiding principles
A coordi nation function appears as an essential conponent of the
ANI MA reference nodel in order to achieve better control on the
performance, stability and convergence of autonom ¢ networKks.
As guiding principles, the ANl MA coordi nation function shoul d:
0 Maximze the autonom c network utility, i.e. mtigate the

(observed or inferred) detrinental effects of conflicting
aut onom ¢ functions (Efficiency property).

Ci avaglia & Pel oso Expi res Septenber 22, 2016 [ Page 4]



Internet-Draft Aut ononi ¢ Functi ons Coordi nati on March 2016

o Balance the autonomic network goal (s) and autonom c functions
i ndi vi dual goal (s) (Congruence and Coherence properties).

o Informthe autonom c network operator (being a human or a nmachi ne)
with processed and aggregated "call (s) for governance" in case the
goal s are inconpatible and no satisfactory solution can be found
(i.e. compliant with the intent).

0 Deviate the | east possible autonom c functions fromtheir design
obj ective(s) and individual goal (s) (Liberality property).

0 |Inpose mininmal additional requirements on the externa
speci fications of autonom ¢ functions, such as the format and
content of the autonom c function descriptor(s)/capabilities
(Econony property).

0 Not inpose any requirenent on the internal specifications of
aut onom ¢ functions (Independence property).

0 Support multiple coordination nechanismtypes (Plurality
property).

o Enabl e coordination nmechani sns to be plugged in at depl oy- and
run-tinme (Modularity property).

0 Determine the nost suitable coordination mechanism(s) to apply
according to contexts (e.g. change in autonom c functions, change
in intents/goals, change in coordination nechani sns avail abl e)

(Dynamicity property).

0 Develop a long-termvision of the autonom c functions interactions
and devise the nost suitable plan to address the conflicting
cases, based on avail abl e coordi nati on mechani sns and ni ssion(s)
set by the intent (Adaptivity property).

0 Be able to fully or partially suspend/stop one or multiple
aut onom ¢ functions, temporarily or an undeterni ned anount of tine
until the situation evolves (Authority property).

0 Be able to operate equally well in a distributed or centralized
manner (Distributivity property).

0 Be able to cope with several thousands of simnultaneous
i nteractions (Performance and scal ability property).
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4. Initial sketch of a Coordinati on Function

For the sake of the follow ng sections, this section is providing a
rough description of the functioning of a coordination function, and
how it organizes itself along the network tine.

4.1. Prelimnary assunptions

Aut ononmi ¢ functions do exist in different states corresponding to
different steps in their life-cycle. The description of sone of
these steps is better understood by referring to the

H gh | evel view of an Autonom ¢ Network which is depicted in Figure 1
of [1-D. behringer-ani ma-reference-nodel], which Figure is copied

bel ow.
Fo - - - - o oo o oo oo oo e e o e e e e e e e e e e -+
: Aut ononi ¢ Function 1 :
ASA 1 : ASA 1 : ASA 1 : ASA 1
e
+-------.-------+
Aut ononi ¢ Function 2
ASA 2 : ASA 2
e
e o
Aut ononi ¢ Networking Infrastructure
Fo - - - - o oo o oo oo oo e e o e e e e e e e e e e -+
o m e e oo + o m e e oo + o m e e oo + o m e e oo +
| Node 1 |-------- | Node 2 |-------- | Node 3 |[----...----- | Node n
Fomm e - - + Fomm e - - + Fomm e - - + Fomm e - - +
Figure 1: High level view of an Autononic Network
Undepl oyed - In this state, the Autonomic Function is a nere piece

of software, which may not even be copied on any node, but which
may well be the code of the Autonom c Service Agents (ASA)
corresponding to this Autononic Function

I nst anti at ed/ Depl oyed - In this state the Autononic Function is
depl oyed, which nmeans the ASA are available in the Nodes and
gathered together into an Autonom ¢ Function. |In this state the

autonom ¢ function is bind to a scope which is the part of the
networ k on which the autonomc function is nmeant to performits
duties. As a first approximation, the scope matches the Nodes
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whi ch receive instructions fromone of the ASA gathered in the
Aut ononi ¢ Functi on.

Runni ng - In this state, the autonomic function is deployed and is
executing its closed control |oop, hence acting on network, by
nmodi f yi ng Nodes paraneters

The above |list of states is not neant to be exhaustive, and woul d be
better expanded in a docunent dedicated to Autonom c Functions,
neverthel ess the distinctions between the three above states are
unavoi dabl e.

Al gorithms for coordination

This sub-section does not intend to specify algorithms capabl e of
achi eving coordi nati on between autonom ¢ functions, but neans to
illustrate different ways of avoiding conflicts, we can briefly |ist
the following famlies of algorithns:

Random t oken - This algorithmis insuring that each autononic
function is executing its control-loop the one after the other
the sequence is following a random pattern

Ti me separation - This algorithmis insuring that each autononic
function is executing its control-loop at different rates, e.g.
for 2 functions: one is running fast enough to have tinme to
converge in between two iterations of the slower one (this
al gorithmrequires proper settings with regards of the autononic
functions to coordinate).

Efficiency bids - In this algorithm each autononic function
predi cts which inprovenent its executing of its control-loop would
bring, hence the coordination algorithns, picks the autononc
function prom sing the "best" inprovenent, and grants it the right
to execute.

Behavi or of the coordination function

This function is expected to steer the network towards a better
"operating" point, by avoiding/nmtigating detrinmental interactions
bet ween Aut onomi ¢ Functi ons.

The first step of such a process is the identification of these
interactions and their classification in order to determn ne which
ones have to be handled (at |east the problematic ones i.e.
conflicting ones).
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The second step is the gathering of the identified interactions in
groups that can be handl ed together while insuring the proper
behavi or of the network. This step intends to avoid handling all the
interactions in one raw, but possibly to split the whole problemin
smal | er pieces, easier to handle.

The third step is the instantiation of coordi nati on nechani sns wel |
suited to handl e each groups of interactions previously identified.
Hence these coordi nati on mechani sms woul d control the autononic
functions in order to insure a network behavior matching the intents
of the network operator

4.3.1. Tinmes of the identification of interactions between AF

As the coordination function handl es autonom c functions, its working
is related to the different states of autonom c functions, nanely,
build-tinme, deploy-tinme and run-tinme. Hence the coordination
function also present a life-cycle consisting in these 3 different
states , in which the coordination function behaves according to the
foll owi ng descriptions:

At build-tine, a conmon description of the autononic function
attributes (netrics, paraneters, actions, capabilities...) allows to
construct a "static interaction map" fromthe a-priori know edge that
can be derived/inferred fromthe functions attributes relationship.
The static interaction map can be used as a first elenment by the
operator (or mechanism to (pre-)define policies and priorities as
coordi nation strategies to nmanage the a-priori conflicts identified.

At deploy-tinme, autonom c functions are depl oyed on the network (i.e.
installed, configured, instantiated...) but are not yet active/acting
on the network. At this stage, for each instance of the autonomc
functions and on a per resource basis, an inventory of the metrics
nmoni tored, of the actions perforned and their relationshi ps can be
realized, resulting in a "dynam c interaction nap". The dynamic
interaction map provides the basis to identify conflicts that wll
happen at run-time, categorize themand plan for the appropriate
coordi nati on strategi es/ nechani sns.

At run-time, conflicts happens and arbitration is driven by the
coordi nation strategies and avail abl e nechanisns. This is also the
st age where new dependenci es can be observed and inferred, ultimtely
resulting in update of the dynanmic interaction map and possible
adaptati on of the coordination strategies and nechani sns.
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4.3.2. Times of the coordination of AF
TBC
4. 4. Concl usions
Sone of the previous elenments inpact directly the coordination
function, some other inply capacities of external elenents such as
Aut ononi ¢ Functions and the Autonom c Control Plane. This concl usion
is briefly categorizing and summari zi ng t hose:
Requi renents onto the AF -
a descriptor of metrics and paraneters/actions: a generic way
of describing the inputs and outputs of the closed contro
|l oop, in order to identify the interactions.

a life-cycle: to match the process of the coordination (shortly
stated, interaction identification and then conflict solving).

a conmmon command interface of the autonom c functions: for the
coordination to control the pace at which an autononic function
executes its control |oop

Requi rements onto the ACP -

a conmon representation of information and know edge: a
function used to build the interactions naps.

Requi rements onto the Coordi nation Function -

interaction identification: a function in charge of identifying
i nteractions

i nteraction grouping: a function coping with grouping the
previously identified interactions, in bundles that can be
managed i ndependently (for scalability concerns)

supporting various coordi nati on nechanisns: to have the freedom
of picking the nost appropriate one.

interaction solving: a function capable of handling an

i ndependent bundle of interactions by controling the inplied
aut onom ¢ functions according to the picked al gorithns.
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5. External Requirenents

At this stage of the document, this section is nmerely providing a
structure of its content.

In order to achieve the aforenentioned goals (detailed in section
Section 3) a Coordination Functional Block should bring the follow ng
features:

a conmon description of autononmic functions attributes and its
l'ife-cycle.

a common conmmand interface between the coordination "agent" and
t he aut onom ¢ functi ons.

a conmon representation of information and know edge (cf.
i nteracti on maps).

Qui del i nes, recommendati ons or BCPs can al so be provided for the
aspects pertaining to the coordination strategies and nechani sns.

The coordination function requires a certain set of elenents to work
properly such as the autonomic function descriptor and the
i nteraction map(s).

5.1. Autononic Function Descriptor (AFD)

The Aut onomi ¢ Function Descriptor (AFD) should contain the follow ng
el ement s:

actions, netrics, paraneters, controlled resources
5.2. control/comuand interface of AF

The Aut onomic Function could be guided in its executing of its
control -1 oop by the coordi nati on mechanism The gui dance coul d range
from preventing the executing of the control loop, to letting run on
its own. In the mddle of the range, coordination nechani smcoul d
restrain the actions, halt the control-loop at a given state of the
execution (before enforcenent).

This section can be expanded in conjunction with Section 7.5 of
[1-D. behringer-anima-reference-nodel] details nore the control | oops.
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5.3. Interaction/Information Maps

10.

10.

The Aut onomic Control Plane(ACP) should be able to provide a view of
the interactions between netrics in order to build the interaction
maps. This functionality is needed to identify that netrics are
coupled. E.g. the capacity of alink and its load ratio are
intimately coupled, and to identify interactions between autononic
function, having this know edge may prove instrunental

Speci fications

The coordination function can be deconposed in the follow ng sub-
functions:

interaction identification: in charge of identifying interactions

i nteraction grouping: coping with assigning the interactions to
i nstances of cooperation nechanisns

i nteraction solving: coping with various al gorithns
TBC.
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