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Abst ract

The aimof this docunment is to provide a way forward to best decide
upon how alternative transport information can be expressed in a CoAP
URI. This draft examines the requirements for a new URI format for
representi ng CoAP resources over alternative transports. Various
potential URI formats are presented. Benefits and drawbacks of
enbeddi ng alternative transport information in various ways wthin

the URI conponents are al so discussed. Fromall listed formats, the
docunent finds schene-based nodel to be the nmost technically
f easi bl e.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

The Constrained Application Protocol (CoAP) [RFC7252] is a

i ghtwei ght, binary application | ayer protocol designed for
constrai ned environnents. Oaing to its operating environnment, CoAP
uses UDP and DTLS as its underlying transports between conmuni cati ng
endpoi nts. However, with an increase in deploynment experiences as
well as its popularity, conpelling reasons exist for extendi ng CoAP
messaging to work over alternative transports. These allow CoAP to
better address firewall and NAT traversal issues, to operate in Wb
br owser - based and HTM.5 applications as well as for energy-
constrai ned MM comuni cation in cellular networks. At the time of
witing, these transports are:

0 TCP, TLS and Wbsockets [ RFC8323]
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o SMs for cellular networks[|-D. becker-core-coap-sns-gprs]
0 SLIP for serial interfaces[l|-D. bormann-t2trg-slipnux]

CoAP uses a REST-based nodel sinilar to HTTP, where URI's are used to
identify resources at servers. An inportant factor of allow ng CoAP
conmuni cation over alternative transports, is to express not only the
resource identifier, but also the alternative transport information
in the UR.

CoAP URI's contain information, such as the endpoint address as well
as the location of the resource hosted at the endpoint. CoAP URIs
beginning with "coap://" are using UDP, while those beginning with
"coaps://" are using DTLS.

coap :// server.exanple.org /sensors/tenperature
\__ ] \ [\ /

[ \/ \/
URI schene URI authority URlI path

Figure 1: A CoAP UR

Figure 1 shows the structure of a sinple exanple CoAP URI, in which
the various URI conmponents can beinterpreted as follows:

o The URI scheme conponent (e.g. "coap") contains an application-
I evel identifier which typically identifies the protocol being
used as well as its transport and network | evel protocol
configurations. Such configurations are defined by convention or
standardi sati on of the protocol using the schene.

o The URI authority component ("server.exanple.com') contains the
endpoint identification, which is typically a fully qualified
domai n name or a network-1Ievel host address.

o The URI path conponent ("/sensors/tenperature") contains a
paraneteri sed resource identifier providing the |location and
identity of the resource at the endpoint.

In addition to these URI conponents, Figure 2 shows how specific

queries on resource representations are provi ded by CoAP clients to
servers, by specifying one or nore URl query conponents in the URI
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coap :// server.exanple.org /sensors/tenperature ?u=ce
\

|
URI query

Figure 2: A CoAP URI with query

Thi s docunment focuses on how CoAP URIs can be extended to contain

i nformati on about alternative transports. For deriving the new URl
format, the nmmin design considerations are presented in the next
section. Following that, various potential URIs are presented.

These URI's provide exanples of how transport identifiers can be
situated in the URI schenme, authority, path or query conponents. The
proposed URIs are analysed to select feasible formats while

di squal i fying those not neeting the design criteria.

2. Confornmance and Design Consi derations

In order to understand which URI formats are best suited for
expressing transport information, certain considerations firstly need
to be taken into account. Doing so elimnates URl formats that do
not neet or conformto the stated requirenents. The main criteria
are:

1. Conformance to the generic syntax for a URl described in
[RFC3986]. A URI format needs to be described in which each UR
component clearly neets the syntax and percent-encodi ng rul es
descri bed.

2. Alignment with best practices for URl design, as described in
[RFC7320]. This is particularly inmportant when it pertains to
est abli shing or standardi sing the structure and usage of URIs
with respect to the various URl conponents.

3. Request nessages sent to a CoAP endpoint using a CoAP Transport
URI may be responded to with a relative URl reference. [RFC3986]
provides an algorithmto establish how relative references can be
resol ved against a base URI to obtain a target URI. G ven this
algorithm a URI format needs to be described in which relative
reference resol ution does not result in a target URl that |oses
its transport-specific infornmation

4. The URI can be supplied as a Proxy-Uri option by a CoAP end- poi nt
to a CoAP forward proxy. This allows conmmunication with a CoAP
end-point residing in a network using a different transport.
Section 6.4 of [RFC7252] provides an algorithmfor parsing a
received URI to obtain the request’s options. Conformance to
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[ RFC3986] is al so necessary in order for the parsing algorithmto
be successful

In addition to the above nentioned requirenents, where possible, the
foll owi ng considerations need to be borne in nind:

1. The URI format is able to represent a resource and the transport
i nformati on for use in constrai ned environments, w thout
requiring the presence of a namng infrastructure, such as DNS or
a directory/l ookup service.

2. Alternative transport information can be easily retrieved by
comput ationally constrai ned nodes. |n other words, the UR
format does not result in unneccessarily conplex code or logic in
such nodes to parse and extract the transport to be used, nor the
endpoi nt addr ess.

3. URIs are designed to uniquely identify resources. Wen a single
resource is represented with nultiple URIs, URl aliasing
[ WMMAAr chvl] occurs. Avoiding URI aliasing is considered good
practi ce.

4. CoAP URI's do not support fragnent identifiers.

3. Situating Transport Information in CoAP URIs
The follow ng subsections aimto describe potential URI formats in
which the alternative transport infornmation is placed in various UR
conponents.

3.1. Using the URI schene conponent
Expressing the transport information in the URl schene conponent can
be achi eved by using new schenmes. These can conformto an agreed-
upon convention such as "coap+al ternative_transport_nane" for each
new al ternative transport and/or "coaps+alternative transport_nanme"
for its secure counterpart.
Exanpl es of such URIs are:

0 coap+tcp://server.exanpl e.org/ sensors/tenperature for using CoAP
over TCP

0 coap+sns:// 0015105550101/ sensors/tenperature for using CoAP over

SM5 with the endpoint identifier being a tel ephone subscri ber
numnber
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0 coaps+tcp://server.exanpl e.org/sensors/tenperature for using CoAP
over TLS

3.1.1. Analysis

Expressing transport infornmation in the URI schene delivers a URl

whi ch is hunman-readabl e and conmputationally as easy to parse as
standard CoAP URIs, to extract transport identification information
The URI syntax conforns to [ RFC3986], and relative URI resolution
does not result in the loss of transport identification infornmation
However, each new alternative transport requires mnting new schenes,
and | ANA intervention is required for the registration of each schene
nane. The registration process follows the guidelines stipulated in
[ RFC7595]. Additionally, should a CoAP server wish to expose its
resources over nultiple transports (such as both UDP and TCP) , UR
aliasing can occur if the URI schene conponents of these nultiple
URIs differ in describing the same resource

3.2. Using the URI authority component

Expressing the transport information within the authority conponent
can result in two possible URI fornats.

The first approach is to structure the URI authority’s host sub-
component with a transport prefix to the endpoint identifier and a
delimter, such as "<transport-nanme>-endpoint_identifier".

Exanpl es of resulting URIs are:

0 coap://tcp-server.exanple.org/ sensors/tenperature for using CoAP
over TCP

0 coap://sme-0015105550101/ sensors/tenperature for using CoAP over
SMS

The second approach is to hint at the alternative transport

i nformation, by explicitly specifying using the URl authority’ s port
sub- conponent, thereby differentiating themfrom standard CoAP URI s.
Exanpl es of resulting URIs are:

0 coap://server.exanpl e. org: 5684/ sensors/tenperature for usi ng CoAP
over TLS

o0 coap://server.exanpl e. org: 80/ sensors/tenperature for using CoAP
over WebSockets
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3.2.1. Analysis

Enbeddi ng the transport information in the host would violate the
gui delines for the structure of URI authorities in section 2.2 of
[ RFC7320]. Consequently, the host in a URl authority conmponent
cannot be used as a basis for a new CoAP URI for alternative
transports.

Enbeddi ng the transport information in the port, on the other hand,
woul d not violate the guidelines for the structure of URI authorities
in section 2.2 of [RFC7320]. It would result in a CoAP URI that is

| ess human-readable, but URI aliasing is mnimsed.

On the other hand, if a CoAP request nessage using a CoAP Transport
URI of this formelicits a CoAP Response containing a relative URl,
for exanple, of the form"//server2. exanpl e. org/path/to/another/
resource", relative URl resolution rules of [RFC3986] would result in
the loss of transport identification information. Consequently,

using the URI authority conponent cannot be used as a basis for a new
CoAP URI for alternative transports

3.3. Using the URI path conponent

Shoul d the URI path conponent be used, then special characters or
keywords need to be supplied in the path to nake the transport
explicit. Here, many proposals can exist. |In general however, this
will result in a URl format such as:

0 coap://server.exanpl e. org/ sensors/tenperature;tcp for using CoAP
over TCP, by appending the transport information at the end of the
URI .

3.3.1. Analysis

Enbeddi ng the transport information in the URI path directly results
in a URl that is human-readable. However, if a CoAP request nessage
using a CoAP Transport URI of this formelicits a CoAP Response
containing a relative URI, for exanple, of the form
"..l../path/to/another/resource", relative URl resolution rules of

[ RFC3986] would result in the loss of transport identification

i nformati on. Consequently, using the URI path conponent cannot be
used as a basis for a new CoAP URI for alternative transports

3.4. Using the URI query conponent

The alternative transport information, should URI query conponents be
used, would result in a URI format such as:
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o coap://server.exanpl e. org/ sensors/tenperature?al ternative-
transport=wss for using CoAP over secure WebSockets.

3.4.1. Analysis

Enbeddi ng the transport information in a URI query also results in a
URI that is human-readable. However, if a CoAP request nessage using
a CoAP Transport URI of this formelicits a CoAP Response contai ni ng
arelative URI, for example, of the form™"../../path/to/another/
resource", relative URI resolution rules of [RFC3986] would result in
the |l oss of transport identification information. Consequently,
usi ng the URI query conponent cannot be used as a basis for a new
CoAP URI for alternative transports

4. Di scussi on

Based on the analysis of the various options for enbedding
alternative transport information in a CoAP URI, the nost technically
feasible option is to use the URI scheme conponent, as described in
Section 3.1. To date, this has also been the W5 consensus.

A discussion with | ESG nenbers during review of [ RFC8323] reveal ed
however, that using the URI schene to express transport information
is not desirable, to avoid the proliferation of new URI schenes for
the sane application-layer protocol. A strategy was instead proposed
to preserve the existing CoAP URI and reuse it for alternative
transports, by enploying a conbination of UDP Confirnmabl e nessages
and tineouts to determne the eventual correct transport to use
between a client and server [|ESG feedback]. The undertaken strategy
woul d have obvious inplications regarding interoperability,
application and protocol logic, resource usage, for both new CoAP and
exi sting CoAP inplenentations and depl oynents. Al though URI aliasing
can theoretically be avoided with this approach, at the tinme of
witing, its technical feasibility over using the sinpler strategy of
usi ng URI schenes, has yet to be validated. An obvious drawback is
therefore that inplementers and other SDOs may choose to
provisionally or pernmanently register new URI schermes with | ANA, for
CoAP over alternative transports anyway, as was done by the Open
Connectivity Foundation (OCF) [ CoAP-TCP-TLS-registration].

5. | ANA Consi derati ons

This meno includes no request to | ANA

Silverajan & Savol ai nen Expires Septenber 6, 2018 [ Page 8]



Internet-Draft CoAP Al ternative Transports March 2018

6

8.

8.

8.

Security Considerations

New security risks are not envisaged to arise fromthe guidelines
given in this docunent, for describing a new URI format containing
transport identification within the URI schene conponent. However,
when specific alternative transports are selected for inplenenting
support for carrying CoAP nessages, risk factors or vulnerabilities
can be present. Exanples include privacy trade-offs when MAC
addresses or phone nunbers are supplied as URI authority conponents,
or if specific URI path conponents enployed for security-specific
interpretations are accidentally encountered as fal se positives.
Whil e this docunent does not nake it nandatory to introduce a
security node with each transport, it recomends ascribing nmeaning to
the use of "coap+" and "coaps+" prefixes in the scheme conponent,
with the "coaps+" prefix used for secure transports for CoAP
nmessages.
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Appendi x A,  Expressing transport in the URI in other ways

O her neans of indicating the transport as a distinguishable
component within the CoAP URI are possible, but have been deened
unsui tabl e by not neeting the design considerations listed, or are

i nconpatible with existing practices outlined in [RFC7/252]. They are
however, retained in this section for historical docunentation and
conpl et eness.

A.1. Transport information as part of the URI authority
A single URI scheme, "coap-at" can be introduced, as part of an

absol ute URI which expresses the transport information within the
authority conponent. One approach is to structure the conponent wth

Silverajan & Savol ai nen Expires Septenber 6, 2018 [ Page 10]



Internet-Draft CoAP Al ternative Transports March 2018

a transport prefix to the endpoint identifier and a deliniter, such
as "<transport-nane>-endpoint_identifier".

Exanpl es of resulting URIs are:
0 coap-at://tcp-server.exanple.conl sensors/tenperature
0 coap-at://sns-0015105550101/ sensor s/t enperature

An inplenentation note here is that some generic URI parsers wll
fail when encountering a URI such as "coap-at://tcp-

[ 2001: db8: : 1]/ sensors/tenperature”. Consequently, an equival ent, but
parseable URI fromthe ip6.arpa domain needs to be fornul ated
instead. For [2001:db8::1] using TCP, this would result in the

foll owi ng URL:

coap-at://tcp-1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.h.d.0
.1.0.0.2.ip6. arpa: 5683/ sensor s/ t enperat ure

Usage of an | Pv4-mapped | Pv6 address such as [::ffff.192.100.0.1] can
simlarly be expressed with a URI fromthe ip6.arpa domain.

This URI format allows the usage of a single schene to represent
mul ti ple types of transport end-points. Consequently, it requires
consi stency in ensuring how various transport-specific endpoints are
identified, as a single URI format is used. Attention nust be paid
towards the syntax rules and encoding for the URI host conponent.
Additionally, against a base URl of the form"coap-at://tcp-

server. exanpl e. conl sensors/tenperature”, resolving a relative

ref erence, such as "//exanple.net/sensors/tenperature" would result
in the target URI "coap-at://exanpl e.net/sensors/tenperature”, in
whi ch transport information is |ost.

A.1.1. Usage of DNS records
DNS names can be used instead of |Pv6 address literals to nmitigate
lengthy URLs referring to the ip6.arpa domain, if usage of DNS is
possi bl e.
DNS SRV records can also be enployed to fornmulate a URL such as:
coap-at://srv-_coap. _tcp.exanpl e.conl sensors/tenperature
in which the "srv" prefix is used to indicate that a DNS SRV | ookup
shoul d be used for _coap._tcp. exanpl e.com where usage of CoAP over

TCP is specified for exanple.com and is eventually resolved to a
nurmerical |Pv4 or | Pv6 address.
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A. 2. Making CoAP Resources Avail able over Miultiple Transports
The CoAP URI used thus far is as follows:

URI
hi er-part

schene hier-part [ "?" query ]
"“/1" authority path-abenpty

A new URI format could be introduced, that does not possess an
"aut hority" conponent, and instead defining "hier-part" to instead
use anot her conponent, "path-rootless”, as specified by RFC3986

[ RFC3986]. The partial ABNF format of this URI would then be:

UR| = schene ":" hier-part [ "?" query ]
hi er - part = pat h-rootl| ess

pat h-rootl ess = segnent-nz *( "/" segment )

The full syntax of "path-rootless" is described in [RFC3986]. A
generic URI defined this way would conformto the syntax of

[ RFC3986], while the path conponent can be treated as an opaque
string to indicate transport types, endpoints as well as paths to
CoAP resources. A single schene can sinmlarly be used.

A constrained node that is capable of conmunicating over severa

types of transports (such as UDP, TCP and SMS) would be able to
convey a single CoAP resource over nmultiple transports. This is also
beneficial for nodes perform ng caching and proxying fromone type of
transport to another

Requesting and retrieving the same CoAP resource representation over
mul tiple transports could be rendered possible by prefixing the
transport type and endpoint identifier information to the CoAP URI.
This would result in the follow ng exanple representation

coap-at:tcp://exanpl e. conPcoap: // exanpl e. conl sensor s/t enperature
/A /
\/ \/
Transport-specific CoAP Resource
Prefix

Figure 3: Prefixing a CoAP URI with TCP transport
Such a representation would result in the URH being deconposed into
its constituent conmponents, with the CoAP resource residing within
the query component as foll ows:

Schene: coap- at

Pat h: tcp://exanple.com
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Query: coap://exanpl e. com sensors/tenperature

The sane CoAP resource, if requested over a WbSocket transport,
woul d result the follow ng URI

coap-at: ws://exanpl e. conf endpoi nt ?coap: // exanpl e. conl sensor s/ t enperat ure
/\ /
\/ \/
Transport-specific CoAP Resource
Prefix

Figure 4: Prefixing a CoAP URI with WebSocket transport

Whil e the transport prefix changes, the CoAP resource representation
remains the sanme in the query conponent:

Schene: coap- at
Pat h: ws://exanpl e. conf endpoi nt
Query: coap://exanpl e. com sensors/tenperature

The URI fornmat described here overconmes UR aliasing [ WWW chvl] when
mul tiple transports are used, by ensuring each CoAP resource
representation remains the same, but is prefixed with different
transports. However, against a base URI of this format, resolving
relative references of the form"//exanpl e. net/sensors/tenperature”
and "/sensor2/tenperature” would again result in target URI's which

| ose transport-specific information.

| mpl enent ati on note: Wile square brackets are disallowed within the
pat h conponent, the '[’ and ']’ characters needed to encl ose a
literal 1Pv6 address can be percent-encoded into their respective
equi valents. The ':’' character does not need to be percent-encoded.
This results in a significantly sinpler URI string conpared to
section 2.2, particularly for conpressed | Pv6 addresses.
Additionally, the URI format can be used to specify other similar
address famlies and formats, such as Bl uetooth addresses.

A.3. Transport as part of a ’'service:’ URL schene
The "service:" URL scherme nane was introduced in [ RFC2609] and forns
the basis of service description used primarily by the Service
Location Protocol. An abstract service type URI would have the form
"service: <abstract-type>: <concrete-type>"

where <abstract-type> refers to a service type nane that can be
associated with a variety of protocols, while the <concrete-type>
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then providing the specific details of the protocol used, authority
and ot her URI conponents.

Adopting the "service:" URL schene to describe CoAP usage over
alternative transports would be rather trivial. To use a previous
exanpl e, a CoAP service to discover a Resource Directory and its base
RD resource using TCP woul d take the form

service: coap:tcp://host. exanpl e. com . wel | - known/ core?rt =core-rd
The syntax of the "service:" URL schene differs fromthe generic UR
syntax and therefore such a representation should be treated as an
opaque URI as Section 2.1 of [RFC2609] reconmends.
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