I nt ernet Engi neering Task Force M Veillette, Ed.

I nternet-Draft Trilliant Networks |nc.
I ntended status: |nformational A. Pel ov, Ed.
Expi res: January 19, 2017 Ackli o

A. Somaraj u

Tridonic GbH & Co KG
R Turner

Landi s+Gyr

A. M naburo

Acklio

July 18, 2016

Constrai ned bj ects Language
draft-veillette-core-cool -02

Abst ract

Thi s docunent describes a managenent function set adapted to
constrai ned devices and constrai ned networks (e.g., |ow power,

| ossy). CoOL objects (datastores, RPCs, actions and notifications)
are defined using the YANG nodel | i ng | anguage
[I-D.ietf-netnod-rfc6020bis]. Interactions with these objects are
performed using the CoAP web transfer protocol [RFC7252]. Payl oads
are encoded using the CBOR data format [ RFC7049]. The mappi ng

bet ween YANG data nodels and the CBOR data format is defined in
[I-D.ietf-core-yang-cbor].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 19, 2017.
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1. Introduction

Thi s docunent defines a CoAP function set for accessing YANG defined
resources. YANG data nodels are encoded in CBOR based on the napping
rules defined in [I-D.ietf-core-yang-cbor]. YANGitens are
identified using a conmpact identifier called Structured Identifiers
(SIDs) as defined in [I-D. somaraju-core-sid].

The resulting protocol based on CoAP, CBOR encoded data and
structured identifiers (SID) has a |l ow inplenentation footprint and
| ow network bandwi dth requirenments and is suitable for both
constrai ned devices and constrai ned networks as defined by [ RFC7228].
This protocol is applicable to the different nanagement topol ogy
options described by [I-D.ersue-constrained-ngnt]; centralized,
di stributed and hierarchical

2. Term nol ogy and Notation
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
The following terns are defined in [I-D.ietf-netnod-rfc6020bis]:
0 action
o data node
0 data tree
o nodul e

o notification
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o RPC

0 schema node
0 schema tree
0 subnodul e

Thi

s specification also makes use of the foll ow ng termn nol ogy:

o candidate configuration datastore: A configuration datastore that
can be mani pul ated wi thout inpacting the device' s current
configuration and that can be committed to the running
configuration datastore. Not all devices support a candi date
configuration datastore.

0 CoQOL client: The originating endpoint of a request, and the
destination endpoint of a response.

0 CoOL server: The destination endpoint of a request, and the
ori gi nati ng endpoint of a response.

0o delta: Wthin alist, a delta represents the different between the
current SID and the SID of the previous entry within this list.
Wthin a collection, a delta represents the difference between the
SID assigned to the current schema node and the SID assigned to
the parent. \When no previous entry or parent exist, the deltais
set to the absolute SID val ue.

o child: A schenma node defined within a collection such as a
container, a list, a case, a notification, a RPC input, a RPC
out put, an action input, an action output.

0 datastore: Resource used to store and access information

0 endpoint: An entity participating in the CoO. protocol. Miltiple
CoOL endpoints nay be accessible using a single CoAP endpoint. In
this case, each CoOL endpoint is accessed using a distinct URI.

0 event stream Resource used to access notifications generated by a
CoOL server. Events are defined using the YANG notification
st at enent .

o function set: A group of well-known resources that provides a
particul ar service
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4.

0 object: Wthin CoO., an object is a data node, an RPC or an action
within a datastore resource or a notification within an event
stream resource

o0 parent: The collection in which a schema node is defined.
0 resource: Content identified by a UR.

0 running configuration datastore: A configuration datastore hol ding
the conplete configuration currently active on the device. The
runni ng configuration datastore al ways exi sts.

0 Structured IDentifier (SID). Unsigned integer used to identify
different YANG itens.

Architecture

The CoOL protocol is based on the client-server nodel. The CoOL
server is the provider of the datastore resource(s) and the event
streamresource(s). The CoOL client is the requester of these
resour ces

CoOL objects are defined using the YANG nodel i ng | anguage [ RFC6020].
Interactions with these objects are perforned using the Constrained
Application Protocol (CoAP) [RFC7252]. Payl oads are encoded using
the Conci se Binary Object Representation (CBOR) [ RFC7049].

This specification is applicable to any transport and security
protocol s supported by CoAP. |Inplenenters are free to select the
nmost appropriate transport for the targeted applications.

| CoCL client | | CoCL Server
[ [ | - Datastore resource(s) [
| | | - Event stream resource(s) |

S + o m e +
| CoAP client | <------- > | CoAP Server |
B + s +
I I I I
| Lower |ayers | | Lower I|ayers [
I I I I
S + o m e +
Resour ces

This section lists the URIs recommended for the different CoQOL
resources. A CoOL server MAY inplenent a different set of URIs. See
the Resource discovery section (Section 7.15) for nore details on how
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a CoOL client can discover the list of URI's supported by a CoOL
server using the "/.well-known/core" resource
o /c - The default datastore resource
o /c/c - The candidate configuration datastore resource
o /c/r - The running configuration datastore resource

o /c/b - The backup configuration datastore (use to inplenent
rol | backs)

o /c/le - URI used to access the default event streamfor this

devi ce.
o /cl/leO, /cl/lel, ... - URl used to access alternate event streans.
o /c/0, /c/1, ... - URl used to access a specific endpoint. Each

end point represents a virtual device which can support any of the
resources listed above.

For exanpl e:
o /c/lis the default datastore resource for endpoint 1
o /c/llc is the candidate datastore resource for endpoint 1

o /c/llr is the running configuration datastore resource for
endpoint 1

o /c/l/b is the backup configuration datastore resource for endpoint
1

o /c/lle is the default event streamresource for endpoint 1

o /c/l/le0 is an alternate event streamresource for endpoint 1

Al'l these resources are optional at the exception of the default

dat astore resource. The CoAP response code 4.04 (Not Found) MJIST be
returned when a CoOL client tries to access a resource that is
unavai | abl e.

RPCs commit and cancel -commit defined in ietf-cool YANG nodul e are
available to performthe foll owi ng operati ons on datastores:

o Inmmediate or differed commt of a candidate or backup datastore.

o Confirmed commt
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0 Cancel of a different or confirnmed commit.
5. Operations

This section defines the different interactions supported between a
CoOL client and a CoOL server

5.1. GET - Retrieving all data nodes of a datastore

The GET nethod is used by CoOL clients to retrieve the entire
contents of a datastore. |Inplenentation of this function is optiona
and dependent of the capability of the CoO. server to transfer a
relatively |arge response

To retrieve all instantiated data nodes of a datastore resource, a
CoQL client sends a CoAP GET request to the URI of the targeted
datastore. |If the request is accepted by the CoOL server, a 2.05
(Content) response code is returned. The payload of the GET response
MUST carry a CBOR array containing the contents of the targeted
datastore. The CBOR array MJUST contain a list of pairs of delta and
associ ated value. A delta represents the difference between the
current SID and the SID of the previous pair within the CBOR array.
Each val ue is encoded using the rules defined by
[I-D.ietf-core-yang-chor].

The normal behavi our of a CoCOL server is to exclude fromthe GET
response, any data node currently set to its default value. Wen
this behaviour is not appropriate for the CoCL client, this client
can force the retrieval of all data nodes by using the 'a Uri-Query
paraneter, see Section 6.1 for nore details.

If the request is rejected by the CoOL server, a 5.01 Not inpl enented
or 4.13 Request Entity Too Large response code is returned.

Exanpl e:

In this exanple, the CoCL server returns a datastore containing the
foll owi ng data nodes defined in the YANG nodule "ietf-systent

[ RFC7317] and YANG nodule 'ietf-interfaces’ [RFCr223]:

o "linterfaces/interface" (SID 1533)

o "linterfaces/interface/description" (SID 1534)

o "/interfaces/interface/enabled" (SID 1535)

o "linterfaces/interface/ name" (SID 1537)
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o "linterfaces/interface/1538" (SID 1534)

o0 "/systemstate/clock” (SID 1717)

o "/systemstate/clock/boot-datetine" (SID 1718)

0 "/systemstate/clock/current-datetine" (SID 1719)

o "/systen clock/tinmezone/timezone-utc-offset/timezone-utc-offset”
(SI D 1736)

CoAP Request:
GET /c
CoAP response

2. 05 Content Content-Fornat (application/cool-val ue-pairs+chor)

[

1533, # interface (SID 1533)
{
+4 : "ethO", # name (SID 1537)
+1 : "Ethernet adaptor", # description (SID 1534)
+5 : 1179, # type (SID 1538), identity ethernetCsnmacd
+2 : true # enabl ed (SID 1535)
} L]
+184, # clock (SID 1717)

+1 : "2015-02-08T14: 10: 08Z09: 00", # boot-datetine (SID 1718)
+2 : "2015-04-04T09: 32: 51709: 00" # current-datetine (SID 1719)

} il
+19, 60 # timezone-utc-offset (SID 1736)

5.2. FETCH - Retrieving specific data nodes

The FETCH nethod is used by the CoOL client of retrieve a subset of
the data node instances within a datastore.

To retrieve a list of data node instances, the CoOL client sends a
CoAP FETCH request to the URI of the targeted datastore. The payl oad
of the FETCH request contains the list of data node(s) instance to be
retrieved. This list is encoded using a CBOR array, each entry
containing an 'instance-identifier’ as defined by
[I-D.ietf-core-yang-cbor]. Wthin each "instance-identifier’, data
nodes are identified using SIDs as defined by

[1-D. somaraj u-core-sid].
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SIDs within the list of 'instance-identifier’ are encoded using
delta. A delta represents the different between the current SID and
the SID of the previous entry within this list. The delta of the
first entry within the list is set to the absolute SID val ue.

On successful processing of the CoAP request, the CoOL server MJST
return a CoAP response with a response code 2.05 (Content).

When a single data node is requested, the payl oad of the FETCH
response carries the value of the data node instance requested. Wen
mul tiple data nodes are requested, the payload of the FETCH response
carries a CBOR array containing the value of each data node

i nstance(s) requested. The nunber of entries in this CBOR array MJST
mat ch the nunber of "instance-identifier" requested to allow a proper
interpretation of this information. The follow ng val ues can be
returned for each 'instance-identifier’ requested:

o |If the data node requested is not inplenmented or not instantiated,
the CBOR sinple value 'undefined is returned.

o If the URI-Query paraneter 'a’ is not present in the FETCH request
and the value of the data node instance is equal to the default
value for this data node, the CBOR sinple value 'default’ is
returned.

0 Oherw se, the data node instance is encoded using the rules
defined in [I-D.ietf-core-yang-cbor].

The normal behavi our of a CoCL server is to exclude from containers
and list instances of a FETCH response, any data node currently set
to its default value. Wen this behaviour is not appropriate for the
CoOL client, this client can force the retrieval of all data nodes by
using the "a’ Uri-Query paraneter, see Section 6.1 for nore details.

5.2.1. Exanple #1 - Sinple data node
In this exanple, a CoOL client retrieves the leaf "/system
state/clock/current-datetinme" (SID 1719) and the container "/systen
clock™ (SID 1734) containing the |eaf "/system clock/timezone/
ti mezone-utc-offset/ti mezone-utc-offset” (SID 1736). These data
nodes are defined in the YANG nodul e "ietf-system' [RFC7317].
CoAP request:

FETCH /¢ Content - Format (appl i cati on/ cool -i nstance-id-Iist+cbor)
[1719, +15]

CoAP response
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2. 05 Content Content-Fornmat (application/cool-val ue-1ist+cbor)

"2015- 10- 08T14: 10: 08209: 00", # current-datetine (SID 1719)
{ # clock (SID 1734)

+2 : 540 # timezone-utc-offset (SID 1736)
}

]

CoAP requests and responses MJST be encoded in accordance with
[ RFC7252] or [I-D.ietf-core-coap-tcp-tls]. An encoding exanple is
shown bel ow

CoAP request:

0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
|Ver| T| TKL | Code (0x05) | Message I D [
T T S i i i S i sk it SR SN R S S S

Token (0 to 8 bytes)

!I-— B T s T S i S S S i (T S I S S S o S i
| Opt Delta (12)] Opt Length (1)] na | Opt Delta (3)
B e i i e o e e S T S e e s i i TR S
| Opt Length (2)] A | ¢’ [11111111]
B e o i T o S e i T e e e S i s ot o S R TR S
| 0x82 | 0x19 | 0x06 | 0xb7 |
B i S S T s i S T st i S S S S S S S S i
[ 0xOf |

R R E Tk Tk

CoAP response
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
|[Ver| T | TKL | Code (0x45) | Message I D [
T T s i i T e i e

| Token (0 to 8 bytes)

T T L o e e e e e L o o o S e
| Opt Delta (12)| Opt Length (1)] na [1 1111111
B i S S T s i S T st i S S S S S S S S i
[ 0x82 [ 0x78 [ 0x19 [ 0x32 [
T T e b i i e e . S I SR S
| 0x30 | 0x31 | 0x35 | 0x2d |
T T e e e e i e S S e e ok o S
[ 0x31 [ 0x30 [ 0x2d [ 0x30 [
B i S S T s i S T st i S S S S S S S S i
[ 0x38 [ 0x54 [ 0x31 [ 0x34 [
T T e b i i e e . S I SR S
| 0x3a | 0x31 | 0x30 | 0x3a |
T T e e e e i e S S e e ok o S
| 0x30 | 0x38 | Ox5a | 0x30 |
B i S S T s i S T st i S S S S S S S S i
[ 0x39 [ O0x3a [ 0x30 [ 0x30 [
T T e b i i e e . S I SR S
[ Oxal [ 0x02 [ 0x19 [ 0x02 [
T T e e e e i e S S e e ok o S
| Ox1c |

B el o e e O

5.2.2. Exanple #2 - Data node instance within a YANG I|i st

The data type 'instance-identifier’ allows the selection of an

instance of a specific data node within a list. In this exanple, a
CoOL client retrieves the "/interfaces/interface/description”™ (SID
1534) leaf fromthe "/interfaces/interface" list. The
"/interfaces/interface/ nanme" associated to this interface is equal to
"eth0". This exanple is based on the YANG nodule "ietf-interfaces"

[ RFC7223] .

CoAP request:

FETCH /¢ Content-Format (application/cool -instance-id-Iist+chor)
[[1534, "eth0"]]

CoAP response

2. 05 Content Content-Fornat (application/cool -val ue+cbor)
"Et her net adaptor"
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5.

5.

2.3. Exanple #3 - YANG |i st

This "instance-identifier"” extension allows the retrieval of al
instances of a YANG list. To performthis operation, the CoOL client
excludes fromthe "instance-identifier’ the key(s) of the targeted
list. The list returned is encoded using the rules defined in
[I-D.ietf-core-yang-cbor] section 4.4.

In this exanple, a CoOL client retrieves the list "/interfaces/
interface" (SID 1533). The response returned contain two instances,
one for an Ethernet adaptor and one for a WFI interface.

CoAP request:

FETCH /¢ Content - Format (appl i cati on/ cool -i nstance-id-Iist+cbor)
[ 1533]

CoAP response

.05 Content Content-Format (application/cool -val ue+chor)

{
+4 . "ethQO", # name (SID 1537)
+1 : "Ethernet adaptor", # description (SID 1534)
+5 : 1179, # type (SID 1538), identity ethernetCsnmacd
+2 : true # enabl ed (SI D 1535)
H
{
+4 : "w an0", # name (SID 1537)
+1 : "WFI ", # description (SID 1534)
+5 : 1220, # type (SID 1538), identity ieee80211
+2 : false # enabl ed (SI D 1535)
}

2.4. Exanple #4 - YANG |list instance

To retrieve a list instance, the CoOL client MJST use an 'instance-
identifier’ with a SID set to the targeted list and the key(s) set to
the val ue(s) associated to the targeted instance.

In this exanple, the CoCL client requests the instance of the |ist
"/interfaces/interface" (SID 1533) associated to the nanme "ethQ".
The response returned by the CoCOL server contains the targeted |i st
i nstance formatted as YANG cont ai ner

CoAP request:
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FETCH /¢ Content-Format (application/cool -instance-id-Iist+cbor)
[[1533, "eth0"]]

CoAP response

2. 05 Content Content-Fornmat (application/cool-val ue+cbor)

{

+4 : "ethO" # name (SID 1537)

+1 : "Ethernet adaptor” # description (SID 1534)

+5 : 1179 # type (SID 1538), identity ethernetCsnacd
+2 . true # enabl ed (SID 1535)

}
5.2.5. Exanple #5 - YANG list instance filtering

This "instance-identifier’ extension allows the selection of a subset
of data nodes within a list. This is acconplished by adding an extra
element to the "instance-identifier’. This elenent contains the
subset of data nodes to be returned encoded as CBOR array. Each
entry within this CBOR array is set to the delta between the current
SID and the SID of targeted container as specified in the first entry
of the 'instance-identifier’

CoOL servers SHOULD inplenent this 'instance-identifier’ extension
When this extension is not supported, the CoCL server MJST ignore the
third element of the ’instance-identifier’ and return the |ist

i nstance as specified by the first two elements of the ’instance-
identifier’.

In this exanple, a CoOL client retrieves fromwithin the
"linterfaces/interface" list (SID 1533) the |eafs
"/linterfaces/interface/type" (SID 1538) and "/interfaces/interfacel/
enabl ed" (SID 1535). The CoOL client also includes in this request
the selection of the leaf "/systenfhostnane" (SID 1748) defined in
"ietf-system' [RFC7317].

For exanpl e:

CoAP request:

FETCH /¢ Content-Format (application/cool -instance-id-Iist+chor)
[ [1533, "ethO", [+5, +2]], +215]

CoAP response
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2. 05 Content Content-Fornmat (application/cool-val ue-1ist+cbor)

[

+5 : 1179, # type (SID 1538), identity ethernetCsnacd
+2 . true # enabl ed (SID 1535)

} il
"datatracker.ietf.org", # hostnane (SID 1748)

]

5.2.6. Exanple #6 - Al instances of a data node within a YANG |i st
This "instance-identifier’ extension allows the efficient transfer of
all instances of a data node within a YANGlist. To retrieve al
i nstances, the CoOL client excludes formthe ’instance-identifier’
the key(s) of the list containing the targeted data node.

The response MJUST be encoded as a CBOR ARRAY containing the avail abl e
i nstances of the requested data node. This special encoding
mnimzes significantly this commonly used type of request.

In this exanple, a CoOL client retrieves all instances of data node
"/linterfaces/interface/ name" (SID 1537).

Exanpl e:
CoAP request:

FETCH /¢ Content-Format (application/cool -instance-id-Iist+chor)
[ 1537]

CoAP response

2. 05 Content Content-Format (application/cool -val ue+cbor)
[*ethO", "ethl", "w an0"]

5.3. PUT - Updating all data nodes of a datastore

The CoAP PUT nethod is used by CoOL clients to update the content of
a datastore.

The URI of the PUT request MJST be set to the URI of the targeted
dat ast or e.

The payl oad of the PUT request MJST carry a CBOR array containing the
new content of the datastore. The CBOR array MJUST contain a list of
pairs of delta and associated value. A delta represents the
different between the current SID and the SID of the previous pair
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within the CBOR array. Each value is encoded using the rules defined
by [I-D.ietf-core-yang-chor].

On successful processing of the CoAP request, the CoOL server MJST
return a CoAP response with a response code 2.04 (Changed).

A PUT request MJST be processed as an atonic transaction, if any of
the data node transferred is rejected for any reason, the entire PUT
request MJST be rejected and the CoOL server MJIST return an
appropriate error response as defined in section 6.

Exanpl e:

In this exanple, a CoOL client sets the default runtinme datastore
with these data nodes

o "/systeniclock/timezonel/tinmezone-utc-offset/timezone-utc-offset”
(SID 1736)

o "/system ntp/enabled" (SID 1751)

o "/systenmintp/server" (SID 1752)

o "/systenintp/server/nane" (SID 1755)

o "/system ntp/server/prefer” (SID 1756)

o "/systenintp/server/transport/udp/udp" (SID 1757)

o "/systenintp/server/transport/udp/udp/address" (SID 1758)
o "/system ntp/server/transport/udp/udp/port” (SID 1759)

CoAP request :
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PUT /c/r Content-Format (application/cool -val ue-pairs+chor)

1736, 540, # timezone-utc-offset (SID 1736)
+15, true, # enabled (SID 1751)
+1, [ # server (SID 1752)
{
+3 : "tic.nrc.ca", # name (SID 1755)
+4 : true, # prefer (SID 1756)
+5 # udp (SID 1757)
+1 @ "132.246.11. 231", # address (SID 1758)
+2 . 123 # port (SID 1759)
}
H
{
+3 : "tac.nrc.ca", # name (SID 1755)
+4 : fal se, # prefer (SID 1756)
+5 # udp (SID 1757)
+1 : "132.246.11. 232" # address (SID 1758)

CoAP response
2. 04 Changed
5.4. i PATCH - Updating specific data nodes

The i PATCH nethod is used by CoCL clients to nodify a subset of a
dat ast or e.

To nodify a datastore, the CoOL client sends a CoAP PATH request to
the URI of the targeted datastore. The payl oad of the FETCH request
contains the list of data node instance(s) to be updated, inserted or
deleted. This list is encoded using a CBOR array and contains a
sequence of pairs of 'instance-identifier’ and associ ated val ues.

Wthin each "instance-identifier’, data nodes are identified using
SIDs as defined by [I-D.somaraju-core-sid]. SIDs within the list are
encoded as delta.

On reception, the list is processed by the CoOL server as foll ows:
o If the targeted data instance already exists, this instance is
repl aced by the associated value (not nerged). To update only

sone children of a collection, each child data node MJST be
provi ded individually.
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o If the targeted data instance doesn't exist, this instance is
creat ed.

o |If the targeted data instance already exists but is associated
with the value "null’, this instance is deleted.

On successful processing of the CoAP request, the CoOL server MJST
return a CoAP response with a response code 2.05 (Content).

A i PATCH request MJST be processed as an atomic transaction, if any
of the data nodes transferred is rejected for any reasons, the entire
i PATCH request MJST be rejected and the CoCL server MJST return an
appropriate error response as defined in section 6.

Exanpl e:

In this exanple, a CoOL client perforns the followi ng operations:

0 Set "/systenintp/enabled" (SID 1751) to true

0 Renove the server "tac.nrc.ca" fromthe"/system ntp/server” (SID
1752) list.

0 Add the server "NTP Pool server 2" to the list "/systen ntp/
server" (SID 1752).

0 Set "/system ntp/server/prefer” (SID 1756) to false for the server
“tic.nrc.ca".

CoAP request:

i PATCH /c/r Content-Format (application/cool -val ue-pai rs+cbor)

[

1751 , true, # enabl ed (1751)
[+1, "tac.nrc.ca"], null, # server (SID 1752)
+0, # server (SID 1752)
{
+3 : "NTP Pool server 2", # name (SID 1755)
+4 : true, # prefer (SID 1756)
+5 : { # udp (SID 1757)
+1 : "2620:10a: 800f:: 11", # address (SID 1758)
}
}
[+4, "tic.nrc.ca"], false # prefer (SID 1756)

]
CoAP response
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2. 04 Changed
5.5. POST - Protocol operation

Prot ocol operations are defined using the YANG 'rpc’ or YANG 'action
st at enent s.

To execute a protocol operation, the CoCOL client sents a CoAP POST
request to the URI of the targeted datastore.

The payl oad of the POST request carries a CBOR array with up to two
entries. The first entry carries the instance-identifier identifying
the targeted protocol operation. The second entry carries the
protocol operation input(s). |Input(s) are present only if defined
for the invoked protocol operation and used by the CoOL client.

I nput(s) are encoded using the rules defined for a YANG cont ai ner
deltas are relative to the SID assigned to the protocol operation

On successful conpletion on the protocol operation, the CoOL server
returns a CoAP response with the response code set to 2.05 (Content).
When out put paraneters are returned by the CoOL server, these
paraneter(s) are carried in the CoAP response payload. Qutput(s) are
encoded using the rules defined for a YANG container, deltas are
relative to the SID assigned to the protocol operation

5.5.1. Exanmple #1 - RPC

This exanple is based on the ’activate-software-i mage’ RPC defined in
[I-D.ietf-netnod-rfc6020bis], assunming that this RPCis assigned to
SID 1932, |eaf image-nane to SID 1933 and | eaf status to SID 1934.
These SIDs are defined strictly for the purpose of this exanple.

rpc activate-software-image { input { |eaf image-nane { type string;
} } output { leaf status { type string; } } }

CoAP request:
POST /c Content-Format (application/cool -val ue- pairs+chor)
1932,

{
+1 : "acmefw2.3" # i mage-name (SI D 1933)

}
]

CoAP response
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2. 05 Content Content-Format (application/cool -val ue+cbor)

{
+2 : "installed" # status (SID 1934)

}
5.5.2. Exanple #2 - Action

This exanple is based on the 'reset’ action defined in
[I-D.ietf-netnod-rfc6020bis] assum ng that this action is assigned to
SI D 1902, leaf reset-at to SID 1903 and | eaf reset-finished-at to SID
1904. These SIDs are defined strictly for the purpose of this
exanpl e.

list server { key nane; leaf nanme { type string; } action reset {
input { leaf reset-at { type yang:date-and-tinme; mandatory true; } }
output { leaf reset-finished-at { type yang: date-and-tinme; nmandatory

true; } } } 1}
CoAP request:
POST /c Content - Format (appl i cati on/ cool -val ue- pai rs+cbor)
[1902, "nyServer"],
+1 : "2016-02-08T14: 10: 08209: 00" # reset-at (SID 1903)

}
]

CoAP response

2. 05 Content Content-Format (application/cool -val ue+cbor)
{
+2 : "2016-08T14: 10: 08209: 18" # reset-finished-at (SID 1904)
}
5.6. Event stream
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VWARNI NG
This section requires nore work to address the following identified issues:

Retrieval of past events (e.g. start-tine, stop-tine)
Retrieval of specific events (e.g. filter)

Confi guration persistence

Configuration of by a third entity (configuration tool)
Support of nulticast

Event congesti on-avoi dance

Transfer reliability

L I

The current solution based on the observe CoAP option can be augnented
or conpletely replaced by a future version of this draft.

Notifications are defined using the YANG 'notification statement.
Subscriptions to an event streamand notification reporting are
perfornmed using an event streamresource. When multiple event stream
resources are supported, the list of notifications associated with
each streamis either pre-defined or configured in the CoCL server
CoOL clients MAY subscribe to one or nore event streamresources.

To subscribe to an event streamresource, a CoCOL client MJST send a
CoAP GET with the Observe CoAP option set to 0. To unsubscribe, a
CoOL client MAY send a CoAP reset or a CoAP GET with the Chserve
option set to 1. For nore information on the observe nechani sm see
[ RFC7641] .

Each notification transferred by a CoO. server to each of the
registered CoOL clients is carried in a CoAP response with a response
code set to 2.05 (Content). Each CoAP response MJST carry in its
payl oad at |east one notification but MAY carry nultiple. Each
notification is carried in a notification-payload defined in ietf-
cool, see Appendix A. The notification-payl oad supports different
nmet a-data associated to this notification, such as the notification
identifier, event tinestanp, sequence nunber, severity |level and
facility. Al of these nmeta information are optional with the
exception of the notification identifier

The CoAP response payload is encoded using the rules defined for the
PUT request. Wen nultiple notifications are reported, the CoAP
response payload carries a CBOR array, with each entry containing a
notification.

This exanple is based on the 'link-failure’ and 'interface-enabl ed
notifications defined in [I-D.ietf-netnod-rfc6020bis] assum ng the
foll owi ng SID assi gnnent:

o "/link-failure" (SID 1942)
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o "/link-failure/if-name" (SID 1943)

o "/link-failure/adm n-status” (SID 1944)

o "linterfaces/interface/interface-enabled" (SID 1538)

o "linterfaces/interface/interface-enabl ed/ by-user" (SID 1539)
These SIDs are defined strictly for the purpose of this exanple.

notification link-failure {
| eaf if-nane {
type leafref {
path "/interfacel/ nane";
}

}

| eaf adm n-status {
type leafref {
path "/interface[name = current()/../if-name]/adm n-status"
}
}
}

contai ner interfaces {
list interface {
key "nane";

| eaf nane {
type string;

notification interface-enabled {
| eaf by-user {
type string;
}

}

}
}

In this exanple, a CoOL client starts by registering to the default
event streamresource "/c/e".

CoAP request:

GET /c/ e observe(0) Token(0x9372)
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The CoOL server confirms this registration by returning a first CoAP
response. The payload of this CoAP response may be enpty or may
carry the last notification reported by this server

CoAP response

2. 05 Content (bserve(52) Token(0xD937)

After detecting an event, the CoOL server sends its first
notification to the registered CoOL client.

CoAP response

2. 05 Content (bserve(53) Token(0xD937)
Cont ent - For mat (appl i cati on/ cool - val ue- pai r s+chor)

1011 , [1538, "eth0"], # _id (SID 1011)

+1, { # content (SID 1012)
+1 : "bob" # by-user (SID 1539)

}

+5 , "2016-03-08T14: 10: 08209: 00", # timestanp (SID 1016)

]

To optinize conmuni cati ons or because of other constraints, the CoOL
server nmight transfer nultiple notifications in a single CoAP
response.

CoAP response

2. 05 Content Observe(52) Token(0xD937)
Cont ent - For mat (appl i cati on/ cool - val ue- pai rs+chor)

[

1011 , [1538, "eth0"], # id = interface-enabled (SID 1011)
+1, { # content (SID 1012)
+1 : "jack" # by-user (SID 1539)
}
+5 , "2016-03-12T15: 49:51709: 00", # timestanp (SID 1016)
% 1
+1011 , 1942, # id =link-failure (SID 1011)
+1, { # content (SID 1011)
+1 : "ethO", # if-name (SID 1943)
+1 : 1 # adm n-status = up (SID 1944)

}
+5 , "2016-03-12T15: 50: 06209: 00", # timestanp (SID 1016)

]
]
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6. Uri-Query
6.1. The 'a' CQuery Paraneter

When performng a GET, the normal behaviour of a CoOL server is to
exclude fromthe CET response, data nodes currently set to their
default values as defined by the YANG 'default’ statenment. This
behaviour called "trim is defined in [ RFC6243] section 3.2.

This rule also applies to the FETCH for containers and |ist instances
but not for the root data nodes. To nmininmze the payload size of the
FETCH responses, root data nodes are returned in a CBOR array w t hout
associated SID. To keep the symmetry between the FETCH request and
the FETCH response, a CBOR content nust be returned for each data
node requested as foll ows:

0 a CBOR sinple type "default’ is returned for each data node
currently set to its default val ue

0 a CBOR sinple type 'undefined value’ is returned for each data
node not instantiated or not supported

o otherwise, the value is encoded based on the rules defined in
[I-D.ietf-core-yang-cbor]

There are use-cases when a CoOL client will need the default data
fromthe server, for exanple

o The managenent application often needs a single, definitive, and
compl ete set of configuration values that deternine how the
net wor ki ng devi ce works.

o Docunentation about default values can be unreliable or
unavai | abl e.

o0 Sone managenent applications mght not have the capabilities to
correctly parse and interpret fornal data nodels.

0 Human users mght want to understand the received data wthout
consul tation of the docunentation

In all these cases, the CoOL client will need a nmechanismto retrieve
default data froma CoOL server

This is acconmplished by including the "a Uri-Query paraneter in the

GET or FETCH request. This behaviour called '"report-all’ is defined
in [ RFC6243] section 3. 1.
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7.

CoAP conpatibility

.1. Working with Ui-Host, Ui-Port, Ui-Path, and Uri-Query

Supported Uri-Query paraneters are defined in Section 6. Uri-Host,
Uri-Port and Uri-Path MJST be used as specified by [ RFC6690] to
target the CoOL resources as defined by section 3.

.2. Working with Location-Path and Location-Query

This version of CoOL doesn’t support the creation of resources
(datastore or event strean). For this reason, the use of Location-
Path and Location-Query is not required.

.3. Wirking with Accept

This option is not required since this protocol don't support
nmul ti pl e choi ces of Content- Fornat.

.4. Working with Mx-Age

This option MJST be supported as specified by [ RFC6690].

.5, Wirking with Proxy-Uri and Proxy-Schene

This option MJST be supported as specified by [ RFC6690].

.6. Wrking with If-Match, |f-None-Match and ETag

This option MJST be supported as specified by [ RFC6690]. Each ETag
is associated to all schena nodes within a datastore.

.7. Working with Sizel, Size2, Blockl and Bl ock2

When the UDP transport is used and a | arge payl oad need to be
transferred, support of the CoAP bl ock transfer as defined by
[I-D.ietf-core-block] is recomended.

.8. Working with Cbserve

A CoQL server MAY support state change notifications to sone or all
its |l eaf data nodes. When supported the CoOL server MJST inpl enent
the Server-Side requirenents defined in [ RFC7641] section 3 and the
CoOL client MUST inplenment the Client-Side requirenments defined in

[ RFC7641] section 4.

To start observing a | eaf data node, a CoOL client MJST send a CoAP
FETCH with the CObserve CoAP option set to O.
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The payl oad of the FETCH request carries a CBOR array of instance-
identifier. The first entry MJST be set to the 'instance-identifier’
of the data node instance observed. The following entries are
optional and all ow the selection of coincidental val ues, data nodes
reported at the sanme tine as the observed data node. Coincidental
val ues are included in each notification reported, but changes to
these extra data nodes MJST not trigger notification nmessages.

A subscription can be term nated by the CoOL client by returning a
CoAP Reset nessage or by sending a GET request with an Cbserve CoAP
option set to deregister (1). More details are available in

[ RFC7641] .

Exanpl e:

In this exanple, a CoOL client subscribes to state changes of the
data node "/systenintp/enabled" (SID = 1751) and requests that data
node "/systenm hostnane" (SID 1748) is reported as coincidental val ue.
A first response is immediately returned by the CoOL server to
confirmthe subscription and to report the current values of the
requested data nodes.

Subsequent responses are returned by the CoCOL server each tine the
state of data node "/systen ntp/enabl ed" changes

CoAP request:

FETCH /¢ Content-Format (application/cool -instance-id-I|ist+cbor) Cbserve(0)
[ [1751, "tic.nrc.ca"], -3 1]

CoAP response
2. 05 Content Content-Fornat (application/cool-val ue-pairs+chor) Observe(2631)
fal se, # enabled (SID 1751)
"tic" # hostnane (SID 1748)
CoAP response
2. 05 Content Content-Fornat (application/cool-val ue-pairs+chor) Observe(2632)

true, # enabled (SID 1751)
"tic” # hostnane (SID 1748)
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7.9. Working with resource discovery
The "/.well-known/core" resource is used by CoOL clients to discover
resources inplenented by CoCL servers. Each CoOL server MJST have an
entry in the "/.well-known/core" resource for each datastore resource
and event stream resource supported.
Resource di scovery can be performed using a CoAP CET request. |f
successful, the CoAP response MJST have a response code set to 2.05
(Content), a Content-Fornmat set to "application/link-format", and a
payl oad containing a list of web |inks.

To enabl e discovery of specific resource types, the CoAP server MJST
support the query string "rt".

Link format and the "/.well-known/core" resource are defined in
[ RFC6690] .

Exanpl e:

CoAP request:

CGET /.wel |l -known/ core

CoAP response

2.05 Content Content-Format (application/link-formt)
</c>;rt="cool . dat ast ore",
</cl/r>;rt="cool . dat astore",

</ c/b>;rt="cool . dat astore",

</cl/e>;rt="cool.event-streant,

In this exanple, a CoOL client retrieves the Iist of all resources
avai | abl e on a CoQL server

Alternatively, the CoOL client may query for a specific resource
type. In this exanple, the CoOL client queries for resource type
(rt) "cool .datastore".

CoAP request :

GET /.wel | -known/ core?rt=cool . datastore

CoAP response

2. 05 Content Content-Fornat(application/link-formt)
</c>;rt="cool . dat ast ore",
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8.

—

Error Handling

Al'l CoAP response codes defined by [ RFC7252] MJST be accepted and
processed accordingly by CoCOL clients. Optionally, client errors
(CoAP response codes 4.xx) or server errors (CoAP response codes
5.xx) MAY have a payl oad providing further information about the
cause of the error. This payload contains the "error-payl oad"
container (SID 1007) defined in the "ietf-cool" YANG nodul e, see
Appendi x A

Exanpl e:

CoAP response

.00 Bad Request (Content-Format: application/cool-val ue-pairs+cbor)

1007 , { # error-payload (SID 1007)
+1 : 2, # error-code (SID 1008)
+2 : "Unknown data node 69687" # error-text (SID 1009)

}

Security Considerations

Thi s application protocol relies on the |ower |ayers to provide
confidentiality, integrity, and availability. A typical approach to
archive these requirenents is to inplenment CoAP using the DILS

bi nding as defined in [ RFC7252] section 9. Oher approaches are
possible to fulfill these requirenents, such as the use of a network
| ayer security nechani smas discussed in

[1-D. bormann-core-ipsec-for-coap] or a link layer security nechani sm
for exchanges done within a single sub-network.

In sone applications, different access rights to objects (data nodes,
protocol operations and notifications) need to be granted to
different CoOL clients. Different solutions are possible, such as
the inplementation of Access Control Lists (ACL) using YANG nodul e(s)
or the use of an authorization certificate as defined in [RFC5755].
These access control nechani sns need to be addressed in conpl enentary
speci fications.

The Security Considerations section of CoAP [ RFC7252] is especially
relevant to this application protocol and should be reviewed
carefully by inplementers.
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10. | ANA Consi derati ons

10.1. CoAP Content-Formats
This draft introduces the followi ng CoAP Content-Formats. These
entries need to be registered in the CoAP Content-Formats Registry as
defined in [ RFC7252] section 12. 3.
First entry:
0 Media type = application/cool-instance-id-Ilist
o Encodi ng = CBOR
o ID=61
0 Reference = RFC XXXX
Second entry:
o Media type = application/cool-val ue
o Encoding = CBOR
o ID =62
0 Reference = RFC XXXX
Third entry:
o Media type = application/cool-val ue-1li st
o Encodi ng = CBOR
o ID=63
0 Reference = RFC XXXX
Fourth entry:
o Media type = application/cool -val ue-pairs+cbor
o Encodi ng = CBOR
o ID= 64

0 Reference = RFC XXXX
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10.

11.

12.

12.

RFC Ed.: update XXXX to the RFC nunber assigned to this draft, update
the IDif different than the one allocated, renopve this note.

TODO If this set of Content-Fornmats is accepted, requirenents and
description need to be added where appropriate.

2. CBCR sinple value

This draft introduces the followi ng CBOR sinple value. This entry
needs to be registered in the Sinple Values Registry as defined in
[ RFC7049] section 7.1.

o Value = 19

o Semantics = Default val ue

RFC XXXX

o Reference

RFC Ed.: update XXXX to the RFC nunber assigned to this draft, update
the value if different than the one all ocated, renpve this note.
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Appendix A. File "ietf-cool.yang"

Modul e containing the different definitions required by the CoCL
pr ot ocol

<CCODE BEG NS> file "ietf-cool @016-01-01. yang"
nmodul e ietf-cool {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-cool”
prefix cool

organi zati on
"I ETF Core Working G oup";

cont act
"Ana M naburo
<mui | t o: ana@ckl . i o>

Abhi nav Somar aj u
<mai | t 0: abhi nav. somar aj u@ri doni c. conp

Al exander Pel ov
<mui | t o: a@ckl . i o>

M chel Veillette
<mai lto:mchel .veillette@rilliantinc.conp

Randy Tur ner
<mai | t 0: Randy. Tur ner @ andi sgyr. conp";

description
"This nodul e contains the different definitions required
by the CoCL protocol.";

revision 2016-01-01 {
description
"Initial revision.";
ref erence
"draft-veillette-core-cool";

}
/1 List of useful derived YANG data types for constrained devices
typedef sid {

type uint32;

description
"Structure Identifier value (SID).";
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typedef utc-tinme {
type uint32;
description
"Unsigned 32-bit value representing the nunber of seconds
since 0 hours, O minutes, 0 seconds, on the 1st of January,
2000 UTC (Universal Coordinated Tine).";

}
/1 Error payl oad

cont ai ner error-payl oad {
presence "Defines the format of an error paylaod."
description
"Optional payload of a client error (CoAP response 4. XxX)
or server error (CoAP response 5.xx)."

| eaf error-code {
type enuneration {
enum error {
val ue 1;
description "Unspecified error.”

}
enum nal f orned {
val ue 2;
description "Ml fornmed CBOR payl oad. ";
}
enuminvalid {
val ue 3;
description "The value specified in the request can't be
apply to the target data node.";
}
enum doesNot Exi st {
val ue 4;
description "The target data node instance specified in
the request doesn't exist."
}
enum al r eadyExi st {
val ue 5;
description "The target data node instance specified in
the request already exists.";
}
enum readOnly {

val ue 6;
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description "Attenpt to update a read-only data node.";

}

mandat ory true
description
"Error code.";

}
| eaf error-text {

type string;

description "Textual descriptions of the error.";
}

}

/1 Notification payl oad

identity facility-type {
description
"Afacility code is used to specify the type of process that
is logging the nessage. Notifications fromdifferent facilities
may be handled differently. O her YANG nodul e may add new
facility type as needed.";

}

identity os {
base facility-type
description
"Notification generated by the operating system";
}

identity protocol -stack {
base facility-type
description
"Notification generated by one of the layers of the I P protocol stack."
}

identity security {
base facility-type
description
"Security related notification.
}

identity hardware-nmonitoring {
base facility-type
description
"Hardware rel ated notification.";
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identity application {
base facility-type
description
"Notification generated by an application process.";

}

contai ner notification-payl oad {
presence "Defines the format of a notification payl aod.";
description
"Definition of the payload of a notification transfered using CoQOL.";

leaf _id {
type instance-identifier;
mandat ory true;
description
"Identifier associated to the notification reported.”
}

| eaf tinestanp {
type utc-tine;
description
"Event tinestanp. Support of this field is optiona
since its not expected that all inplenentations have
inmplement a real tinme clock and if so, this clock is
available at all tine.";

}

| eaf sequence-nunber {
type uint32;
description
"Sequence nunber associated to each event created by CoCL
server within a specific event stream?";

}

| eaf severity-level {
type enuneration {
enum energency {
val ue O;
description
"Systemis unusable.";
}

enum al ert {
val ue 1;
description
"Shoul d be corrected immedi ately."
}

enumcritical {
val ue 2;
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description
"Critical conditions.";
}

enum error {
val ue 3;
description
"Error conditions.";
}

enum war ni ng {
val ue 4;
description
"May indicate that an error will occur
not taken.";

enum notice {

July 2016

if action is

val ue 5;
description
"Events that are unusual, but not error conditions.";
}
enum i nformati onal {
val ue 6;

description

"Nor nal operational nmessages that require no action.”

enum debug {
val ue 7;
description

"Information useful to devel opers for debuggi ng the

application.";

}

description
"Severity associated with this event."
reference "RFC 5424";

}
leaf facility {
type identityref {
base facility-type
}

description

"Type of process that is logging the nessage.";

reference "RFC 5424";
}

anydata content {
description

"Notification container as defined by the notification YANG
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statenent.";

}
}

rpc commt {
description
"Used to commit the changes present in a candi date datastore on
the runtime datastore specify by the URI used to execute this
operation.";
i nput {
| eaf datastore {
type string;
description
"Path of the datastore resource used as the source of the
commit operation. Wien not present, the default candidate
dat astore resource is used.";

}

| eaf conmit-date-tinme {
type utc-tine;
description
"When specified, the conmit operation is postponed at the
specified date and tine. Wen not present, the conmmit is
performed on reception of this RPC. Supports of this feature
is optional.";

}

| eaf confirmtineout {
type string;
description
"When present, a confirm ng conmit MUST be received within
this period after the start of the conmit process.
A confirmng commt is a commt RPC w thout the
confirmtinmeout field presents. Supports of this feature
is optional.";
}
}
}

rpc cancel -commt {
description
"Cancel s an ongoi ng schedul ed or confirnmed comit.";
}

}
<CODE ENDS>
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Appendix B. File "ietf-cool @016-01-01. sid"

Following is the ".sid" file generated for the "ietf-cool" YANG
nmodul e. See [I-D.somaraju-core-sid] for nore details on SID and

".sid" file.
{
"assi gnnment -ranges": |
{
"entry-point": 1000,
"size": 100
}
1,
"nmodul e-nanme": "ietf-cool",
"nodul e-revision": "2016-01-01"
"itens": |
{
"type": "Modul e",
"l abel": "ietf-cool"
"sid": 1000
H
{
"type": "identity",
"l abel": "/facility-type"
"sid": 1001
b
{
"type": "identity",
"l abel": "/facility-type/application"
"sid": 1002
1
{
"type": "identity",
"l abel": "/facility-type/hardware-nonitoring"
"sid": 1003
1
{
"type": "identity",
"l abel™: "/facility-type/os"
"sid": 1004
b
{
"type": "identity",
"l abel": "/facility-type/protocol-stack",
"sid": 1005
b
{
"type": "identity",
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“label": "/facility-typel/security",
"sid": 1006

H

{
"type": "node",
"l abel": "/error-payl oad"
"sid": 1007

b

{
"type": "node",
"l abel": "/error-payl oad/ error-code"
"sid": 1008

H

{
"type": "node",
"l abel": "/error-payl oad/error-text",
"sid": 1009

H

{
"type": "node",
"l abel ": "/notification-payl oad"
"sid": 1010

H

{
"type": "node",
"l abel™: "/notification-payl oad/ _id"
"sid": 1011

¥

{
"type": "node",
"l abel ": "/notification-payl oad/ content",
"sid": 1012

H

{
"type": "node",
"l abel": "/notification-payload/facility",
"sid": 1013

b

{
"type": "node",
"l abel": "/notification-payl oad/ sequence-nunber",
"sid": 1014

H

{
"type": "node",
"l abel": "/notification-payl oad/ severity-I|evel"
"sid": 1015

1
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{
"type": "node",
"l abel™: "/notification-payl oad/ti nmestanp”,
"sid": 1016
H
{
"type": "rpc",
"l abel": "/cancel -conmit",
"sid": 1017
¥
{
"type": "rpc",
"l abel": "/commit",
"sid": 1018
H
{
"type": "rpc",
"l abel": "/comm t/input/comit-date-tine",
"sid": 1019
b
{
"type": "rpc",
"l abel": "/comm t/input/confirmtinmeout",
"sid": 1020
H
{
"type": "rpc",
"l abel": "/conmm t/input/datastore"
"sid": 1021
}

]
}
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