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Abst ract

The Constrained Application Protoco

(CoAP), although inspired by

HTTP, was designed to use UDP instead of TCP. The nessage | ayer of
the CoAP over UDP protocol includes support for reliable delivery,
si mpl e congestion control, and flow control

Some environments benefit fromthe availability of CoAP carried over
reliable transports such as TCP or TLS. This docunment outlines the
changes required to use CoAP over TCP, TLS, and WebSockets
transports. It also fornally updates RFC 7641 for use with these
transports and RFC 7959 to enable the use of |arger nessages over a

reliable transport.

Status of This Meno

This Internet-Draft is submtted in full conformance with the

provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts

The list of current |nternet-

Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced,

or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 21, 2018.
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(CoAP) [ RFC7252] was designed
assum ng that UDP [ RFCO768]

can be used uni npeded, as can the Datagram Transport Layer Security

pr ot ocol
focused

(DTLS [ RFC6347]) over UDP. The use of CoAP over

on sinplicity, has a |l ow code footprint, and a small

t he-wire nessage si ze.

UDP is
over -

The primary reason for introduci ng CoAP over TCP [RFC0793] and TLS

[ RFC5246]

is that sone networks do not forward UDP packets.
bl ocki ng of UDP happens in between about

Conpl et e

2% and 4% of terrestrial

access networks, according to [ EK2016]. UDP inpairnent is especially
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concentrated in enterprise networks and networks in geographic
regions with otherw se chall enged connectivity. Sone networks al so
rate-limt UDP traffic, as reported in [BK2015] and depl oynent
investigations related to the standardi zati on of QUI C reveal ed
nunbers around 0.3 % [ S\W2016] .

The introduction of CoAP over TCP also |leads to sonme additiona
effects that may be desirable in a specific depl oynent:

0 \Where NATs are present along the conmmunication path, CoAP over TCP
| eads to different NAT traversal behavior than CoAP over UDP
NATs often calculate expiration timers based on the transport
| ayer protocol being used by application protocols. Many NATs
mai ntai n TCP-based NAT bi ndi ngs for |onger periods based on the
assunption that a transport |ayer protocol, such as TCP, offers
additional information about the session lifecycle. UDP, on the
ot her hand, does not provide such information to a NAT and
tinmeouts tend to be nuch shorter [HoneGateway]. According to
[ HomeGat eway] the nean for TCP and UDP NAT binding tinmeouts is 386
m nutes (TCP) and 160 seconds (UDP). Shorter timeout val ues
require keepalive nessages to be sent nore frequently. Hence, the
use of CoAP over TCP requires |less frequent transm ssion of keep-
al i ve nessages.

o TCP utilizes nore sophisticated congestion and flow contro
mechani sms than the default nechani sns provi ded by CoAP over UDP
which is useful for the transfer of |arger payloads. (Wrk is,
however, ongoing to add advanced congestion control to CoAP over
UDP as well, see [I-D.ietf-core-cocoa].)

Note that the use of CoAP over UDP (and CoAP over DTLS over UDP) is
still the recomrended transport for use in constrai ned node networKks,
particul arly when used in concert with bl ockwi se transfer. CoAP over
TCP is applicable for those cases where the networking infrastructure
| eaves no other choice. The use of CoAP over TCP |l eads to a |arger
code size, nore roundtrips, increased RAMrequirenments and | arger
packet sizes. Devel opers inplenenting CoAP over TCP are encouraged
to consult [I-D.gomez-Iw g-tcp-constrai ned-node- networks] for

gui dance on lowfootprint TCP inplenentations for |oT devices.

St andards based on CoAP such as Li ghtwei ght Machi ne to Machine
[LM\WMRM currently use CoAP over UDP as a transport; addi ng support
for CoAP over TCP enables themto address the issues above for
specific deployments and to protect investments in existing CoAP

i mpl ement ati ons and depl oynent s.

Al t hough HTTP/ 2 could al so potentially address the need for
enterprise firewall traversal, there would be additional costs and
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del ays introduced by such a transition from CoAP to HTTP/ 2

Currently, there are also fewer HTTP/ 2 inplenmentations avail able for
constrai ned devices in conparison to CoAP. Since CoAP al so support
group comunication using IP layer nulticast and unreliable

communi cati on | oT devices would have to support HITP/2 in addition to
CoAP.

Furt hermore, CoAP nmay be integrated into a Wb environnment where the
front-end uses CoAP over UDP from | oT devices to a cloud
infrastructure and then CoAP over TCP between the back-end services.
A TCP-to- UDP gateway can be used at the cl oud boundary to comunicate
with the UDP-based | oT device

Finally, CoAP applications running inside a web browser may be

wi t hout access to connectivity other than HTTP. |In this case, the
WebSocket protocol [RFC6455] nay be used to transport CoAP requests
and responses, as opposed to cross-proxying themvia HITP to an HITP-
t 0- CoAP cross-proxy. This preserves the functionality of CoAP
without translation, in particular the Cbserve nmechani sm [ RFC7641] .

To address the above-nentioned depl oynent requirenents, this docunent
defines how to transport CoAP over TCP, CoAP over TLS, and CoAP over
WebSockets. For these cases, the reliability offered by the
transport protocol subsumes the reliability functions of the nessage
| ayer used for CoAP over UDP. (Note that both for a reliable
transport and the CoAP over UDP nessage layer, the reliability

offered is per transport hop: where proxies -- see Sections 5.7 and
10 of [RFC7252] -- are involved, that layer’'s reliability function
does not extend end-to-end.) Figure 1 illustrates the |ayering:

oo e e e e e e e e e e e e e e oo oo - +

| Appli cation |

o mm e e e e e e e e e e e e +

o e e m e e e e e e e e e e — e oo +

| Requests/Responses/Signaling | CoAP (RFC 7252) / This Docunent

| |

| Message Frani ng | This Docunent

Fom e m e e e e e e e e e e e e am o +

| Rel i abl e Transport |

o e e m e e e e e e e e e e — e oo +

Figure 1: Layering of CoAP over Reliable Transports

Thi s docunment specifies how to access resources using CoAP requests
and responses over the TCP, TLS and WebSocket protocols. This allows
connectivity-limted applications to obtain end-to-end CoAP
connectivity either by conmunicating CoAP directly with a CoAP server
accessi ble over a TCP, TLS or WbSocket connection or via a CoAP
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intermedi ary that proxies CoAP requests and responses between
different transports, such as between WebSockets and UDP

Section 7 updates the "CObserving Resources in the Constrained
Application Protocol" [RFC7641] specification for use with CoAP over
reliable transports. [RFC7641] is an extension to the CoAP protoco
that enables CoAP clients to "observe" a resource on a CoAP server
(The CoAP client retrieves a representation of a resource and
registers to be notified by the CoAP server when the representation
i s updated.)

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Thi s docunent assunes that readers are famliar with the terns and
concepts that are used in [RFC6455], [RFC7252], [RFC7641], and
[ RFC7959] .

The term"reliable transport” is used only to refer to transport
protocol s, such as TCP, which provide reliable and ordered delivery
of a byte-stream

Bl ock-wi se Extension for Reliable Transport (BERT):
BERT extends [ RFC7959] to enable the use of |arger nessages over a
reliable transport.

BERT Option
A Bl ockl or Block2 option that includes an SzZX val ue of 7.

BERT Bl ock:
The payl oad of a CoAP nessage that is affected by a BERT Option in
descriptive usage (see Section 2.1 of [RFC7959]).

Transport Connecti on:
Underlying reliable byte stream connection, as directly provided
by TCP, or indirectly via TLS or WbSockets.

Connecti on:
Transport Connection, unless explicitly qualified otherw se.

Connection Initiator:

The peer that opens a Transport Connection, i.e., the TCP active
opener, TLS client, or WbSocket client.
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3.

3.

Connecti on Acceptor
The peer that accepts the Transport Connection opened by the other
peer, i.e., the TCP passive opener, TLS server, or WbSocket
server.

CoAP over TCP

The request/response interaction nodel of CoAP over TCP is the sane
as CoAP over UDP. The primary differences are in the nmessage | ayer
The nmessage | ayer of CoAP over UDP supports optional reliability by
defining four types of nessages: Confirnable, Non-confirnable,
Acknow edgenent, and Reset. In addition, nessages include a Message
IDto relate Acknow edgnents to Confirmabl e nessages and to detect
dupl i cat e messages.

The managenent of the transport connections is left to the
application, i.e., the present specification does not describe how an
application decides to open a connection or to re-open another one in
the presence of failures (or what it would deemto be a failure, see
al so Section 5.4). In particular, the Connection Initiator need not
be the client of the first request placed on the connection. Sone

i npl ementations will want to inplenent a dynam c connection
managenent simlar to the one described in Section 6 of [RFC7230] for
HTTP, opening a connection when the first client request is ready to
be sent and reusing that for further nessages for a while, until no
message is sent for a certain time and no requests are outstanding
(possibly with a configurable idle tine) and a rel ease process is
started (Section 5.5). In inplenentations of this kind, connection
rel eases or aborts nmay not be indicated as errors to the application
but may sinply be handl ed by automatic reconnection once the need

ari ses again. Oher inplenmentations my be based on configured
connections that are kept open continuously and | ead to nmanagenent
systemnotifications on release or abort. The protocol defined in
the present specification is intended to work with either nodel (or
ot her, application-specific connection nmanagenent nodel s).

1. Messagi ng Model

Conceptual Iy, CoAP over TCP replaces nost of the nessage | ayer of
CoAP over UDP with a frami ng nechanismon top of the byte-stream
provi ded by TCP/TLS, conveying the length information for each
nmessage that on datagramtransports is provided by the UDP/ DTLS
dat agram | ayer.

TCP ensures reliable nessage transm ssion, so the nessage | ayer of
CoAP over TCP is not required to support acknow edgenents or to
detect duplicate nessages. As a result, both the Type and Message |ID
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fields are no longer required and are renoved fromthe CoAP over TCP
message fornmat.

Figure 2 illustrates the difference between CoAP over UDP and CoAP
over reliable transport. The renoved Type and Message ID fields are
i ndi cated by dashes.

CoAP d i ent CoAP Server CoAP dient CoAP Server

GET /tenperature
(Token 0x71)

GET /tenperature

I
|  CON [ 0xbc90]
I
I (Token 0x71)

I
I
I
I
ACK [ 0xbc90] |
I
I
I

I
I
I
I
(------- ) [------ ] I
I
I

| |

[ 2. 05 Cont ent [ 2. 05 Cont ent

| (Token 0x71) | (Token 0x71)

| "22.5 C | "22.5 C

S + S +

I I I I

CoAP over UDP CoAP over reliable

transport

Fi gure 2: Conparison between CoAP over unreliable and reliable
transport

3.2. Message For nat

The CoAP nessage format defined in [ RFC7252], as shown in Figure 3,
relies on the datagramtransport (UDP, or DTLS over UDP) for keeping
the individual nmessages separate and for providing |l ength

i nformation.

0 1 2 3
01234567890123456789012345678901

i T e o o s T e e et e ok o Sl e
|Ver| T | TKL | Code | Message I D |
B i S S T s i S T st i S S S S S S S S i
[ Token (if any, TKL bytes)

T T T i i e e e i i el s S I S S S S
[ Options (if any) ...

e T e o i e T S e e ek o o R
[1 1111111 Payl oad (if any)

B i S S T s i S T st i S S S S S S S S i

Figure 3: RFC 7252 defined CoAP Message For nat
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The CoAP over TCP nessage format is very sinmilar to the format
specified for CoAP over UDP. The differences are as foll ows:

0 Since the underlying TCP connection provides retransm ssions and
deduplication, there is no need for the reliability nmechani sns
provi ded by CoAP over UDP. The Type (T) and Message ID fields in
the CoAP nessage header are elided

o The Version (Vers) fieldis elided as well. In contrast to the
message format of CoAP over UDP, the nessage format for CoAP over
TCP does not include a version nunber. CoAP is defined in
[RFC7252] with a version nunber of 1. At this time, there is no
known reason to support version nunbers different from1. |If
versi on negotiation needs to be addressed in the future, then
Capabilities and Settings Messages (CSM see Section 5.3) have been
specifically designed to enable such a potential feature.

0 In a streamoriented transport protocol such as TCP, a form of
nmessage delinmitation is needed. For this purpose, CoAP over TCP
introduces a length field with variable size. Figure 4 shows the
adj usted CoAP nessage format with a nodified structure for the
fixed header (first 4 bytes of the CoAP over UDP header), which
includes the Iength information of variable size.

0 1 2 3

01234567890123456789012345678901

B T i S S I el s S P S S S S S S N e S
Len | TKL | Extended Length (if any, as chosen by Len)

B S S i i i T T T S iy Ak S S S S

Code | Token (if any, TKL bytes)

R S S et et i o i i i R T T T S S S S S S e e e 2
Options (if any)

B T i S S I el s S P S S S S S S N e S

11111111 Payl oad (if any)

B S S i i i T T T S iy Ak S S S S

e T

Figure 4: CoAP frame for reliable transports

Length (Len): 4-bit unsigned integer. A value between 0 and 12
inclusive indicates the length of the nessage in bytes starting
with the first bit of the Options field. Three values are
reserved for special constructs:

13: An 8-bit unsigned integer (Extended Length) follows the

initial byte and indicates the I ength of options/payl oad m nus
13.
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14: A 16-bit unsigned integer (Extended Length) in network byte
order follows the initial byte and indicates the | ength of
options/ payl oad m nus 269.

15: A 32-bit unsigned integer (Extended Length) in network byte
order follows the initial byte and indicates the | ength of
options/ payl oad m nus 65805.

The encoding of the Length field is nodeled after the Option Length
field of the CoAP Options (see Section 3.1 of [RFC7252]).

For simplicity, a Payload Marker (OxFF) is shown in Figure 4; the
Payl oad Marker indicates the start of the optional payload and is
absent for zero-length payl oads (see Section 3 of [RFCr252]). (If
present, the Payl oad Marker is included in the message | ength, which
counts fromthe start of the Options field to the end of the Payl oad
field.)

For exanple: A CoAP nessage just containing a 2.03 code with the
token 7f and no options or payload is encoded as shown in Figure 5.

0 1 2
012345678901234567890123
B e S i I S Tk ik S S S S S
| 0x01 | 0x43 | ox7f |
B T i T S T i S S S T i S S

Len = 0 ------ > 0x01
TKL = 1/

Code = 2.03 --> 0x43
Token = Ox7f

Figure 5: CoAP nessage with no options or payl oad
The senantics of the other CoAP header fields are | eft unchanged.
3.3. Message Transm ssion

Once a transport connection is established, each endpoint MJST send a
Capabilities and Settings nessage (CSM see Section 5.3) as their
first nessage on the connection. This nessage establishes the
initial settings and capabilities for the endpoint, such as maxinmm
message size or support for block-w se transfers. The absence of
options in the CSMindi cates that base val ues are assuned.

To avoid a deadl ock, the Connection Initiator MJST NOT wait for the

Connection Acceptor to send its initial CSM nessage before sending
its own initial CSM nessage. Conversely, the Connection Acceptor NAY
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wait for the Connection Initiator to send its initial CSM nessage
before sending its own initial CSM nessage.

To avoid unnecessary |atency, a Connection Initiator MAY send
addi ti onal nessages after its initial CSMw thout waiting to receive
the Connection Acceptor’s CSM however, it is inportant to note that
the Connection Acceptor’s CSM mi ght indicate capabilities that inpact
how the initiator is expected to communicate with the acceptor. For
exanpl e, the acceptor CSM coul d indicate a Max- Message-Si ze option
(see Section 5.3.1) that is smaller than the base value (1152) in
order to limt both buffering requirenents and head-of-1ine bl ocking.

Endpoints MUST treat a mssing or invalid CSM as a connection error
and abort the connection (see Section 5.6).

CoAP requests and responses are exchanged asynchronously over the
transport connection. A CoAP client can send nultiple requests
wi thout waiting for a response and the CoAP server can return
responses in any order. Responses MJST be returned over the sane
connection as the originating request. Concurrent requests are
differentiated by their Token, which is scoped locally to the
connecti on.

The transport connection is bi-directional, so requests can be sent
both by the entity that established the connection (Connection
Initiator) and the renote host (Connection Acceptor). |f one side
does not inplenent a CoAP server, an error response MJST be returned
for all CoAP requests fromthe other side. The sinplest approach is
to always return 5.01 (Not Inplenented). A nore el aborate nock
server could also return 4.xx responses such as 4.04 (Not Found) or
4.02 (Bad Option) where appropriate.

Ret ransm ssi on and deduplication of nessages is provided by the TCP
pr ot ocol

3.4. Connection Health

Empty messages (Code 0.00) can al ways be sent and MJST be ignored by
the recipient. This provides a basic keep-alive function that can
ref resh NAT bi ndi ngs.

If a CoAP client does not receive any response for sone tine after
sending a CoAP request (or, simlarly, when a client observes a
resource and it does not receive any notification for some tinme), it
can send a CoAP Ping Signaling nmessage (see Section 5.4) to test the
transport connection and verify that the CoAP server is responsive.
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When the underlying transport connection is closed or reset, the
signaling state and any observation state (see Section 7.4)
associated with the connection are renoved. In flight nessages may
or may not be | ost.

4. CoAP over WebSockets

CoAP over WebSockets is intentionally simlar to CoAP over TCP
therefore, this section only specifies the differences between the
transports.

CoAP over WebSockets can be used in a number of configurations. The
nost basic configuration is a CoAP client retrieving or updating a
CoAP resource |l ocated on a CoAP server that exposes a WebSocket
endpoint (see Figure 6). The CoAP client acts as the WebSocket
client, establishes a WbSocket connection, and sends a CoAP request,
to which the CoAP server returns a CoAP response. The WbSocket
connection can be used for any nunber of requests.

| |
[ - requests |l [
| CoAP [/ \ \  e-eeeea--- > [ [ \ CoAP |
| dient \ [/ | <e------m---- \ \ [/ Server |
| | responses | |
[ I [ I
WebSocket > WebSocket
dient Connecti on Server

Figure 6: CoAP dient (WbSocket client) accesses CoAP Server
(WebSocket server)

The challenge with this configuration is howto identify a resource
in the nanespace of the CoAP server. When the WebSocket protocol is
used by a dedicated client directly (i.e., not froma web page
through a web browser), the client can connect to any WbSocket
endpoint. Section 8.3 and Section 8.4 define new URl schenes that
enable the client to identify both a WbSocket endpoint and the path
and query of the CoAP resource within that endpoint.

Anot her possible configuration is to set up a CoAP forward proxy at
t he WebSocket endpoint. Depending on what transports are avail able
to the proxy, it could forward the request to a CoAP server with a
CoAP UDP endpoint (Figure 7), an SM5 endpoint (a.k.a. nobile phone),
or even anot her WebSocket endpoint. The CoAP client specifies the
resource to be updated or retrieved in the Proxy-Uri Option.
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_ S B S
\ -=-->/ [ \ CAP / \ \ --->] [ \ CoAP
Client \ [/ [ <---\_\_ [ Proxy \ [/ [ <---\__\_[| Server

g
>
U

I I
WebSocket ===> WebSocket ubP UDP
Cient Ser ver Client Server

Figure 7: CoAP dient (WbSocket client) accesses CoAP Server (UDP
server) via a CoAP proxy (WbSocket server/UDP client)

A third possible configuration is a CoAP server running inside a web
browser (Figure 8). The web browser initially connects to a
WebSocket endpoint and is then reachabl e through the WebSocket
server. Wen no connection exists, the CoAP server is unreachable.
Because the WebSocket server is the only way to reach the CoAP
server, the CoAP proxy shoul d be a reverse-proxy.

B S B S
CoAP / A\ \ --->/] [ \ CAP [/ [/ \ --->/] \ \ CoAP
Client \ _/ [ <---\_\_[ Proxy \_\_ [ <---\__|_ | Server

| |
UDP UDP WebSocket <=== WebSocket
dient Server Server dient

Figure 8 CoAP Cient (UDP client) accesses CoAP Server (WbSocket
client) via a CoAP proxy (UDP server/WbSocket server)

Furt her configurations are possible, including those where a
WebSocket connection is established through an HTTP proxy.

4.1. Openi ng Handshake
Bef ore CoAP requests and responses are exchanged, a WebSocket
connection is established as defined in Section 4 of [RFC6455].
Fi gure 9 shows an exanpl e.
The WebSocket client MJUST include the subprotocol name "coap" in the
list of protocols, which indicates support for the protocol defined
in this document.

The WebSocket client includes the hostnanme of the WebSocket server in
the Host header field of its handshake as per [RFC6455]. The Host
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header field also indicates the default value of the Uri-Host Option
in requests fromthe WebSocket client to the WbSocket server.

GET /.wel |l -known/ coap HTTP/ 1.1

Host: exanpl e.org

Upgr ade: websocket

Connecti on: Upgrade

Sec- WbSocket - Key: dGhl | HNhbXBsZSBub25j zQ==
Sec- WebSocket - Prot ocol : coap

Sec- WebSocket - Ver si on: 13

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connecti on: Upgrade

Sec- WebSocket - Accept: s3pPLMBi Txa@kY&zhZRbK+x Qo=
Sec- WebSocket - Prot ocol : coap

Fi gure 9: Exanple of an Openi ng Handshake
4.2. Message Format

Once a WebSocket connection is established, CoAP requests and
responses can be exchanged as WbSocket nessages. Since CoAP uses a
bi nary nessage format, the nessages are transnitted in binary data
frames as specified in Sections 5 and 6 of [RFC6455].

The message format shown in Figure 10 is the sane as the CoAP over
TCP nessage format (see Section 3.2) with one change. The Length
(Len) field MIST be set to zero because the WebSockets frane contains
the | ength.

0 1 2 3
01234567890123456789012345678901

B T i S S i S T h T i S S S S e
| Len=0 | TKL | Code | Token (TKL bytes)

B E e r e s i s i o T T s S S S S 2
[ Options (if any) ...

B i s T T S T et S S T S I T s sl s ol ST S S S
[1 1111111 Payl oad (if any)

B T i S S i S T h T i S S S S e

Fi gure 10: CoAP Message Format over WebSockets

As with CoAP over TCP, the nessage format for CoAP over WbSockets
elimnates the Version field defined in CoAP over UDP. |If CoAP
version negotiation is required in the future, CoAP over WbSockets
can address the requirenment by the definition of a new subprotoco
identifier that is negotiated during the openi ng handshake.
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4.

4.4.

3.

Requests and response nessages can be fragnmented as specified in
Section 5.4 of [RFC6455], though typically they are sent unfragmented
as they tend to be small and fully buffered before transnmission. The
WebSocket protocol does not provide neans for nultiplexing. If it is
not desirable for a | arge nmessage to nonopolize the connection
requests and responses can be transferred in a bl ock-w se fashion as
defined in [ RFC7959].

Message Transmi ssion

As with CoAP over TCP, each endpoint MJST send a Capabilities and
Settings nessage (CSM see Section 5.3) as their first nessage on the
WebSocket connection

CoAP requests and responses are exchanged asynchronously over the
WebSocket connection. A CoAP client can send nultiple requests
wi thout waiting for a response and the CoAP server can return
responses in any order. Responses MJST be returned over the sane
connection as the originating request. Concurrent requests are
differentiated by their Token, which is scoped locally to the
connecti on.

The connection is bi-directional, so requests can be sent both by the
entity that established the connection and the renote host.

As with CoAP over TCP, retransm ssion and deduplication of nmessages
is provided by the WebSocket protocol. CoAP over WebSockets

t heref ore does not nmake a distinction between Confirmable or Non-
Confirnmabl e nessages, and does not provi de Acknow edgenent or Reset
nmessages.

Connection Health

As with CoAP over TCP, a CoAP client can test the health of the CoAP
over WebSocket connection by sending a CoAP Ping Signaling nessage
(Section 5.4). WbSocket Ping and unsolicited Pong franes

(Section 5.5 of [RFC6455]) SHOULD NOT be used to ensure that
redundant mai ntenance traffic is not transmtted.

Si gnal i ng

Si gnal i ng messages are specifically introduced only for CoAP over
reliable transports to allow peers to:

0 Learn related characteristics, such as maxi nrum nmessage si ze for
t he connection

0 Shut down the connection in an orderly fashion
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0 Provide diagnostic information when terminating a connection in
response to a serious error condition

Signaling is a third basic kind of nessage in CoAP, after requests
and responses. Signaling nessages share a comopn structure with the
exi sting CoAP nessages. There is a code, a token, options, and an
optional payl oad.

(See Section 3 of [RFC7252] for the overall structure of the nessage
format, option format, and option value format.)

5.1. Signaling Codes
A code in the 7.00-7.31 range indicates a Signaling nessage. Values

in this range are assigned by the "CoAP Signaling Codes" sub-registry
(see Section 11.1).

For each nessage, there is a sender and a peer receiving the nmessage.
Payl oads in Signaling nmessages are diagnostic payl oads as defined in
Section 5.5.2 of [RFC7252]), unless otherw se defined by a Signaling
message option.

5.2. Signaling Option Numbers
Option nunbers for Signaling nmessages are specific to the nessage
code. They do not share the nunber space with CoAP options for
request/response nessages or with Signaling nessages using other
codes.

Option nunbers are assigned by the "CoAP Signaling Option Nunbers"
sub-registry (see Section 11.2).

Signaling options are elective or critical as defined in

Section 5.4.1 of [RFC7252]. |If a Signaling optionis critical and
not understood by the receiver, it MJST abort the connection (see
Section 5.6). |If the option is understood but cannot be processed,

the option docunents the behavior.
5.3. Capabilities and Settings Messages (CSM
Capabilities and Settings nmessages (CSM are used for two purposes:

0 Each capability option indicates one capability of the sender to
the recipient.

0 Each setting option indicates a setting that will be applied by
t he sender.
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One CSM MUST be sent by each endpoint at the start of the transport
connection. Further CSM MAY be sent at any other tinme by either
endpoint over the lifetime of the connection

Both capability and setting options are cunulative. A CSM does not
invalidate a previously sent capability indication or setting even if
it is not repeated. A capability message w thout any option is a no-
operation (and can be used as such). An option that is sent m ght
override a previous value for the same option. The option defines
how to handle this case if needed.

Base values are listed below for CSM Opti ons. These are the val ues
for the capability and setting before any Capabilities and Settings
messages send a nodified val ue.

These are not default values for the option, as defined in

Section 5.4.4 in [RFC7252]. Default values apply on a per-nessage
basis and thus reset when the value is not present in a given
Capabilities and Settings nmessage.

Capabilities and Settings nmessages are indicated by the 7.01 code

(Cs™.
5.3.1. Max-Message-Size Capability Option

The sender can use the elective Max-Message-Size Option to indicate
the maxi num size of a nmessage in bytes that it can receive. The
message size indicated includes the entire nessage, starting fromthe
first byte of the nmessage header and ending at the end of the nessage
payl oad.

(Note that there is no rel ationship of the nessage size to the
overal |l request or response body size that nay be achievable in

bl ock-wi se transfer. For exanple, the exchange depicted further down
in Figure 13 can be performed if the CoAP client indicates a val ue of
around 6000 bytes for the Mix- Message-Si ze option, even though the
total body size transferred to the client is 3072 + 5120 + 4711 =
12903 bytes.)

B e LI gy, e e e e oo oo Hom e e oo - Hom e e oo - Hom e e oo - +
| #] C| R | Applies | Nane | Format | Length | Base |
|| | | to I I I | Value |
T o S S S +
| 2| | | CSM | Max- Message-Size | uint | 0-4 | 1152 |
B e I ey Fom e e e e e Fom e e e - - Fom e e e - - Fom e e e - - +

C=Critical, R=Repeatable
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As per Section 4.6 of [RFC7252], the base value (and the val ue used
when this option is not inplenented) is 1152
The active value of the Max-Message-Size Option is replaced each tine
the option is sent with a nodified value. |Its starting value is its

base val ue.

5.3.2. Block-Wse-Transfer Capability Option

B e LI gy, e e e e oo oo Hom e e oo - Hom e e oo - Hom e e oo - +
| #] C| R | Applies | Nane | Format | Length | Base |
1 1 | to I I I | Value |
T o S S S +
| 4] | | CSM | Bl ock-W se- | enpty | 0 | (none)

(N | Transfer | | | |
B e LI gy, e e e e oo oo Hom e e oo - Hom e e oo - Hom e e oo - +

C=Critical, R=Repeatable

A sender can use the elective Bl ock-Wse-Transfer Option to indicate
that it supports the bl ock-w se transfer protocol [RFC7959].

If the option is not given, the peer has no information about whether
bl ock-wi se transfers are supported by the sender or not. An

i mpl erentation wishing to offer block-wi se transfers to its peer
therefore needs to indicate the Bl ock-Wse-Transfer Option.

If a Max- Message-Size Option is indicated with a value that is
greater than 1152 (in the same or a different CSM nessage), the

Bl ock- Wse-Transfer Option also indicates support for BERT (see
Section 6). Subsequently, if the Max- Message-Size Option is
indicated with a value equal to or less than 1152, BERT support is no
| onger indicated. (Note that indication of BERT support obliges
neither peer to actually choose to nmake use of BERT.)

| mpl enent ati on note: Wen indicating a value of the Max- Message-Si ze
option with an intention to enable BERT, the indicating

i mpl ement ati on nmay want to choose a BERT size nessage it wants to
encourage and add a delta for the header and any options that also
need to be included in the nmessage. Section 4.6 of [RFC7252] adds
128 bytes to a maxi mum bl ock size of 1024 to arrive at a default
message size of 1152. A BERT-enabl ed i npl enentation may want to

i ndi cate a BERT bl ock size of 2048 or a higher multiple of 1024, and
at the sane tine be nore generous for the size of header and options
added (say, 256 or 512). Adding 1024 or nore however to the base
BERT bl ock size may encourage the peer inplenentation to vary the
BERT bl ock size based on the size of the options included, which can
be harder to establish interoperability for
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5.4. Ping and Pong Messages

In CoAP over reliable transports, Enpty nmessages (Code 0.00) can

al ways be sent and MUST be ignored by the recipient. This provides a
basi ¢ keep-alive function. In contrast, Ping and Pong nessages are a
bi di recti onal exchange.

Upon recei pt of a Ping nessage, the receiver MJST return a Pong
message with an identical token in response. Unless the Ping carries
an option with delaying semantics such as the Custody Option, it
SHOULD respond as soon as practical. As with all Signaling nmessages,
the recipient of a Ping or Pong nessage MJST ignore el ective options
it does not understand.

Pi ng and Pong messages are indicated by the 7.02 code (Ping) and the
7.03 code (Pong).

Note that, as with simlar nmechani sns defined in [ RFC6455] and

[ RFC7540], the present specification does not define any specific
maxi mumtime that the sender of a Ping nmessage has to allow waiting
for a Pong reply. Any limtations on the patience for this reply are
a matter of the application making use of these nessages, as is any
approach to recover froma failure to respond in tine.

5.4.1. Custody Option

B e LI gy S Fom e e e - - Fom e e e - - Fomm e o +
| # | C| R| Applies | Nane | Format | Length | Base [
1 1 | to I I I | value |
B T g o a oo o m e e oo o m e e oo TR +
| 21 | | Ping, | Custody | enpty | 0| (none) |
| I | | Pong I I I I I
B e LI gy S Fom e e e - - Fom e e e - - Fomm e o +

C=Critical, R=Repeatable

When responding to a Ping message, the receiver can include an

el ective Custody Option in the Pong nmessage. This option indicates
that the application has processed all the request/response nessages
received prior to the Ping nmessage on the current connection. (Note
that there is no definition of specific application semantics for
"processed", but there is an expectation that the receiver of a Pong
Message with a Custody Option should be able to free buffers based on
this indication.)

A sender can also include an el ective Custody Option in a Ping

message to explicitly request the inclusion of an el ective Custody
Option in the correspondi ng Pong nessage. In that case, the receiver
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SHOULD delay its Pong message until it finishes processing all the
request/response nessages received prior to the Ping message on the
current connection

5.5. Rel ease Messages

A Rel ease nessage indicates that the sender does not want to continue
mai ntai ni ng the transport connection and opts for an orderly

shut down, but wants to leave it to the peer to actually start closing
the connection. The details are in the options. A diagnostic

payl oad (see Section 5.5.2 of [RFC7252]) MAY be incl uded.

A peer will norrmally respond to a Rel ease nessage by closing the
transport connection. (In case that does not happen, the sender of
the rel ease may want to inplenent a tinmeout mechanismif getting rid
of the connection is actually inportant to it.)

Messages nmay be in flight or responses outstandi ng when the sender
decides to send a Rel ease nmessage (which is one reason the sender had
decided to wait with closing the connection). The peer responding to
the Rel ease message SHOULD del ay the cl osing of the connection unti

it has responded to all requests received by it before the Rel ease
message. It also MAY wait for the responses to its own requests.

It is NOT RECOMVENDED for the sender of a Rel ease nessage to continue
sendi ng requests on the connection it already indicated to be

rel eased: the peer mght close the connection at any time and niss
those requests. There is no obligation for the peer to check for
this condition, though.

Rel ease nessages are indicated by the 7.04 code (Rel ease).

Rel ease nessages can indicate one or nore reasons using el ective
options. The follow ng options are defined:

B T Sy, o e e e o - o m e e oo o m e e oo o m e e oo +
| #] C| R | Applies | Nane | Format | Length | Base |
1 1 | to I I I | Value |
B e I ey Fom e e e e e Fom e e e - - Fom e e e - - Fom e e e - - +
| 2| | x| Release | Alternative- | string | 1-255 ]| (none) |
| | | | | Address |
B T Sy, o e e e o - o m e e oo o m e e oo o m e e oo +

C=Critical, R=Repeatable
The el ective Alternative-Address Option requests the peer to instead

open a connection of the sane schene as the present connection to the
alternative transport address given. Its value is in the form
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"authority" as defined in Section 3.2 of [RFC3986]. (Existing state
related to the connection is not transferred fromthe present
connection to the new connection.)

The Alternative-Address Option is a repeatable option as defined in
Section 5.4.5 of [RFC7252]. Wen multiple occurrences of the option
are included, the peer can choose any of the alternative transport

addr esses.

B e LI gy, S Hom e e oo - Hom e e oo - Fomm e - +
| #] C| R | Applies | Nane | Format | Length | Base |
|| | | to I I I | Value |
T oo S S oo +
| 4] | | Release | Hold-Of | uint | 0-3 | (none) |
B e I ey e e e e e oo - Fom e e e - - Fom e e e - - Fomm e o +

C=Critical, R=Repeatable

The el ective Hold-Of Option indicates that the server is requesting
that the peer not reconnect to it for the nunber of seconds given in
t he val ue.

5.6. Abort Messages

An Abort nessage indicates that the sender is unable to continue
mai ntai ni ng the transport connection and cannot even wait for an
orderly rel ease. The sender shuts down the connection inmrediately
after the abort (and may or may not wait for a Rel ease or Abort
message or connection shutdown in the inverse direction). A

di agnostic payl oad (see Section 5.5.2 of [RFC7252]) SHOULD be
included in the Abort message. Messages nmay be in flight or
responses outstandi ng when the sender decides to send an Abort
message. The general expectation is that these will NOT be
processed.

Abort messages are indicated by the 7.05 code (Abort).

Abort nessages can indicate one or nore reasons using el ective
options. The follow ng option is defined:

B T S, o e e e e o - Fom e e e oo Fom e e e oo TS +
| #] C| R | Applies | Nane | Format | Length | Base |
1 1 | to I I I | value |
B T A, o [ S, [ S, [ +
| 2| | | Abort | Bad-CSM Option | uint | 0-2 | (none) |
B Tl S [ S [ S E S +

C=Critical, R=Repeatable
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The el ective Bad-CSM Option Option indicates that the sender is
unable to process the CSMoption identified by its option nunber,
e.g. when it is critical and the option nunmber is unknown by the
sender, or when there is paraneter problemw th the value of an

el ective option. More detailed information SHOULD be included as a
di agnosti ¢ payl oad.

For CoAP over UDP, messages which contain syntax violations are
processed as nmessage format errors. As described in Sections 4.2 and
4.3 of [RFC7252], such nessages are rejected by sending a matching
Reset nmessage and otherw se ignoring the nessage

For CoAP over reliable transports, the recipient rejects such
messages by sending an Abort message and ot herw se ignoring (not
processing) the message. No specific option has been defined for the
Abort nessage in this case, as the details are best left to a

di agnosti ¢ payl oad.

5.7. Signaling exanples

An encoded exanple of a Ping nessage with a non-enpty token is shown
in Figure 11.

0 1 2
012345678901234567890123
T i S s S S i sty AU SIS S S S S S
| 0x01 | Oxe2 | 0x42 |
e i S T s i S S i

Len = 0 ------- > 0x01
TKL = 1/

Code = 7.02 Ping --> Oxe2
Token = 0x42

Figure 11: Ping Message Exanpl e

An encoded exanpl e of the correspondi ng Pong nessage i s shown in
Figure 12.
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6

0 1 2
012345678901234567890123
B T S S I T i T S S S S S S
[ 0x01 [ Oxe3 [ 0x42 [
B S i T i i S S

Len = 0 ------- > 0x01
TKL = 1/

Code = 7.03 Pong --> 0Oxe3
Token = 0x42

Fi gure 12: Pong Message Exanpl e
Bl ock-wi se Transfer and Reliable Transports

The nmessage size restrictions defined in Section 4.6 of CoAP

[ RFC7252] to avoid I P fragnmentation are not necessary when CoAP is
used over a reliable transport. Wile this suggests that the Bl ock-
wi se transfer protocol [RFC7959] is also no |longer needed, it remains
appl i cable for a nunmber of cases:

o large nessages, such as firmnare downl oads, nmay cause undesired
head- of -1 i ne bl ocki ng when a single transport connection is used

0 a UDP-to-TCP gateway may sinply not have the context to convert a
message with a Block Option into the equival ent exchange wi t hout
any use of a Block Option (it would need to convert the entire
bl ockwi se exchange fromstart to end into a single exchange)

The ' Bl ock-wi se Extension for Reliable Transport (BERT)' extends the
Bl ock protocol to enable the use of |arger nessages over a reliable
transport.

The use of this new extension is signaled by sending Bl ockl or Bl ock2
Options with SZX == 7 (a "BERT option"). SZX == 7 is a reserved
val ue in [ RFC7959].

In control usage, a BERT option is interpreted in the same way as the
equi valent Option with SZX == 6, except that it also indicates the
capability to process BERT bl ocks. As with the basic Bl ock protocol
the recipient of a CoAP request with a BERT option in control usage
is allowed to respond with a different SzX value, e.g. to send a non-
BERT bl ock i nst ead.

In descriptive usage, a BERT Option is interpreted in the sane way as
the equivalent Option with SZX == 6, except that the payload is al so
all owed to contain nultiple blocks. For non-final BERT bl ocks, the
payl oad is always a nultiple of 1024 bytes. For final BERT bl ocks,
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the payload is a multiple (possibly 0) of 1024 bytes plus a partial
bl ock of less than 1024 bytes.

The recipient of a non-final BERT bl ock (M:1) conceptually partitions
the payload into a sequence of 1024-byte bl ocks and acts exactly as
if it had received this sequence in conjunction with bl ock nunbers
starting at, and sequentially increasing from the block nunber given
in the Block Option. |In other words, the entire BERT bl ock is
positioned at the byte position that results frommultiplying the

bl ock nunber with 1024. The position of further blocks to be
transferred is indicated by increnenting the bl ock nunber by the
nunber of elements in this sequence (i.e., the size of the payl oad

di vided by 1024 bytes).

As with SzZX == 6, the recipient of a final BERT block (M0) sinply
appends the payl oad at the byte position that is indicated by the
bl ock nunber multiplied with 1024.

The follow ng exanples illustrate BERT options. A value of SZX ==
is |labeled as "BERT" or as "BERT(nnn)" to indicate a payload of size
nnn.

In all these exanples, a Block Option is deconposed to indicate the
kind of Block Option (1 or 2) followed by a colon, the bl ock nunber
(NUM, nore bit (M, and block size (2**(SzZX+4)) separated by

sl ashes. E.g., a Block2 Option value of 33 would be shown as
2:2/0/32), or a Blockl Option value of 59 would be shown as
1:3/1/128.

6.1. Exanple: GET with BERT Bl ocks

Figure 13 shows a GET request with a response that is split into
three BERT bl ocks. The first response contains 3072 bytes of

payl oad; the second, 5120; and the third, 4711. Note how the bl ock
nunber increnents to nove the position inside the response body

f orwar d.
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CoAP i ent CoAP Server
I GeT, /status  ------ > I
{ <------ 2.05 Content, 2:0/1/BERT(3072) {
I CGET, /status, 2:3/0/BERT ------ >I
I <------ 2.05 Content, 2:3/1/BERT(5120) I
{ CGET, /status, 2:8/0/BERT = ------ > {
I < 2.05 Content, 2:8/0/BERT(4711) I

6.2. Exanple:

TCP/ TLS/ WebSocket s Transports for CoAP

Figure 13: GET with BERT bl ocks

PUT wi th BERT Bl ocks

Decenber 2017

Fi gure 14 denonstrates a PUT exchange w th BERT bl ocks.

CoAP

PUT,

PUT,

PUT,

Cient

CoAP Server

/options, 1:0/1/BERT(8192) @ ------

2.31 Continue, 1:0/1/BERT

/options, 1:8/1/BERT(16384) @ ------

2.31 Continue, 1:8/1/BERT

[options, 1:24/0/BERT(5683) @ ------

2. 04 Changed, 1:24/0/BERT

Figure 14: PUT with BERT bl ocks

7. (Observing Resources over Reliable Transports

This section describes how the procedures defined in [ RFC7641] for
observing resources over CoAP are applied (and nodi fied, as needed)

for reliable transports. 1In this section, "client"

refer to the CoAP client and CoAP server

Bor mann,

et al.
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7.1. Notifications and Reordering

When using the Cbserve Option with CoAP over UDP, notifications from
the server set the option value to an increasing sequence nunber for
reordering detection on the client since nessages can arrive in a
different order than they were sent. This sequence nunber is not
required for CoAP over reliable transports since the TCP protoco
ensures reliable and ordered delivery of nmessages. The value of the
Cbserve Option in 2.xx notifications MAY be enpty on transm ssion and
MUST be ignored on reception

I mpl ement ation note: This nmeans that a proxy froma reordering
transport to a reliable (in-order) transport (such as a UDP-to-TCP
proxy) needs to process the Cbserve Option in notifications according
to the rules in Section 3.4 of [RFC7641].

7.2. Transmi ssion and Acknow edgenents

For CoAP over UDP, server notifications to the client can be
confirmabl e or non-confirmable. A confirmabl e nessage requires the
client to either respond with an acknow edgenent message or a reset
message. An acknow edgenent nessage indicates that the client is
alive and wi shes to receive further notifications. A reset nessage

i ndicates that the client does not recognize the token which causes
the server to renove the associated entry fromthe list of observers.

Since TCP elim nates the need for the nessage | ayer to support
reliability, CoAP over reliable transports does not support
confirmabl e or non-confirnabl e nessage types. Al notifications are
delivered reliably to the client with positive acknow edgenent of
recei pt occurring at the TCP level. |If the client does not recognize
the token in a notification, it MAY imredi ately abort the connection
(see Section 5.6).

7.3. Freshness
For CoAP over UDP, if a client does not receive a notification for

some time, it MAY send a new CET request with the same token as the
original request to re-register its interest in a resource and verify

that the server is still responsive. For CoAP over reliable
transports, it is nore efficient to check the health of the
connection (and all its active observations) by sending a single CoAP

Ping Signaling message (Section 5.4) rather than individual requests
to confirmeach active observation. (Note that such a Ping/Pong only
confirns a single hop: there is no obligation, and no expectation, of
a proxy to react to a Ping by checking all its onward observations or
all the connections, if any, underlying them A proxy MAY nmaintain
its own schedule for confirmng the onward observations it relies on
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it is however generally inadvisable for a proxy to generate a large
nunber of outgoing checks based on a single incomng check.)

Cancel | ati on

For CoAP over UDP, a client that is no longer interested in receiving
notifications can "forget" the observation and respond to the next
notification fromthe server with a reset nmessage to cancel the
observati on.

For CoAP over reliable transports, a client MJUST explicitly

deregi ster by issuing a GET request that has the Token field set to
the token of the observation to be cancelled and includes an Cbserve
Option with the value set to 1 (deregister).

If the client observes one or nore resources over a reliable
transport, then the CoAP server (or internediary in the role of the
CoAP server) MJST renove all entries associated with the client
endpoint fromthe lists of observers when the connection is either
cl osed or tinmes out.

CoAP over Reliable Transport URIs

CoAP over UDP [ RFC7252] defines the "coap" and "coaps" URlI schenes.
Thi s docunent introduces four additional URl schenes for identifying
CoAP resources and providing a neans of |ocating the resource
o the "coap+tcp" URI schene for CoAP over TCP
o the "coaps+tcp" URI schene for CoAP over TCP secured by TLS
o the "coaptws" URI schenme for CoAP over WebSockets
o the "coaps+ws" URI schene for CoAP over WbSockets secured by TLS
Resources nade avail able via these schenes have no shared identity
even if their resource identifiers indicate the same authority (the
same host listening to the same TCP port). They are hosted in
di stinct nanmespaces because each URI scheme inplies a distinct origin
server.
The syntax for the URI schenes in this section are specified using
Augnent ed Backus- Naur Form (ABNF) [ RFC5234]. The definitions of
"host", "port", "path-abenpty", and "query" are adopted from

[ RFC3986] .

Section 8 (Miulticast CoAP) in [RFC7252] is not applicable to these
schenes.
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As with the "coap" and "coaps" schenes defined in [ RFC7252], all UR
schenes defined in this section also support the path prefix "/.well -
known/" defined by [ RFC5785] for "well-known |ocations” in the
nanespace of a host. This enables discovery as per Section 7 of

[ RFC7252] .

8.1. coapt+tcp URl schene

The "coap+tcp” URI schene identifies CoAP resources that are intended
to be accessi bl e using CoAP over TCP

coap-tcp-URI = "coap+tcp:" "//" host [ ":" port ]
pat h-abenmpty [ "?" query ]

The syntax defined in Section 6.1 of [RFC7252] applies to this UR
schene with the follow ng changes

0 The port subconponent indicates the TCP port at which the CoAP
Connection Acceptor is located. (If it is enpty or not given
then the default port 5683 is assuned, as with UDP.)

Encodi ng consi derations: The schene encoding conforns to the
encodi ng rul es established for URIs in [ RFC3986].

Interoperability considerations: None.
Security considerations: See Section 11.1 of [RFC7252].
8.2. coaps+tcp URI schene

The "coaps+tcp” URI schene identifies CoAP resources that are
i ntended to be accessi bl e using CoAP over TCP secured with TLS

coaps-tcp-URl = "coaps+tcp:" "//" host [ ":" port ]
pat h-abenmpty [ "?" query ]

The syntax defined in Section 6.2 of [RFC7252] applies to this UR
schene, with the foll owi ng changes:

0 The port subconponent indicates the TCP port at which the TLS
server for the CoAP Connection Acceptor is located. |If it is
enpty or not given, then the default port 5684 is assuned.

o |If a TLS server does not support the Application-Layer Protoco
Negoti ati on Extension (ALPN) [RFC7301] or wishes to accommopdate
TLS clients that do not support ALPN, it MAY offer a coaps+tcp
endpoi nt on TCP port 5684. This endpoint MAY al so be ALPN
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enabl ed. A TLS server MAY offer coaps+tcp endpoints on ports
other than TCP port 5684, which MJST be ALPN enabl ed.

0 For TCP ports other than port 5684, the TLS client MJST use the
ALPN extension to advertise the "coap" protocol identifier (see
Section 11.7) in the list of protocols inits CientHello. If the
TCP server selects and returns the "coap" protocol identifier
using the ALPN extension in its ServerHello, then the connection
succeeds. If the TLS server either does not negotiate the ALPN
extension or returns a no_application_protocol alert, the TLS
client MJUST cl ose the connection

o For TCP port 5684, a TLS client MAY use the ALPN extension to
advertise the "coap" protocol identifier in the list of protocols
inits CientHello. If the TLS server selects and returns the
"coap" protocol identifier using the ALPN extension in its
ServerHell o, then the connection succeeds. |f the TLS server
returns a no_application_protocol alert, then the TLS client MJST
cl ose the connection. |If the TLS server does not negotiate the
ALPN ext ension, then coaps+tcp is inplicitly sel ected.

o0 For TCP port 5684, if the TLS client does not use the ALPN
extension to negotiate the protocol, then coaps+tcp is inplicitly
sel ect ed.

Encodi ng consi derations: The schene encoding conforns to the
encodi ng rul es established for URIs in [ RFC3986].

Interoperability considerations: None.
Security considerations: See Section 11.1 of [RFC7252].
8.3. coap+ws URI schene

The "coap+ws" URI schene identifies CoAP resources that are intended
to be accessi bl e using CoAP over WebSockets.

coap-ws-URI = "coap+ws:" "//" host [ ":"
pat h-abempty [ "?" query ]

port ]

The port subconponent is OPTIONAL. The default is port 80.

The WebSocket endpoint is identified by a "ws" URl that is conposed
of the authority part of the "coap+ws" URI and the well-known path

"/ .well-known/ coap” [RFC5785] [I-D.bormann-hybi-ws-wk]. The path and
query parts of a "coap+ws" URlI identify a resource within the
speci fi ed endpoi nt which can be operated on by the nethods defined by
CoAP:
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coap+ws: // exanpl e. or g/ sensor s/ t enper at ur e?u=Cel

\ I\ /
\/ \/
Ui-Path: "sensors"
ws: // exanpl e. org/ . wel | - known/ coap Uri-Path: "tenperature"

Ui-Qery: "u=Cel"
Fi gure 15: The "coap+ws" URlI Schemne

Encodi ng consi derations: The schene encoding conforns to the
encodi ng rul es established for URIs in [ RFC3986].

Interoperability considerations: None.
Security considerations: See Section 11.1 of [RFC7252].
8.4. coaps+ws URI schene

The "coaps+ws" URI schene identifies CoAP resources that are intended
to be accessi bl e using CoAP over WebSockets secured by TLS

coaps-ws-URI = "coaps+ws:" "//" host [ ":" port ]
pat h-abenmpty [ "?" query ]

The port subconponent is OPTIONAL. The default is port 443.

The WebSocket endpoint is identified by a "wss" URI that is conposed
of the authority part of the "coaps+ws" URl and the well-known path
"/.well -known/ coap" [RFC5785] [I-D.bornmann-hybi-ws-wk]. The path and
query parts of a "coaps+ws" URI identify a resource within the
speci fi ed endpoi nt which can be operated on by the nethods defined by
CoAP.

coaps+ws: // exanpl e. or g/ sensor s/t enper at ur e?u=Ce
\ /\ /
\/ \/
Ui-Path: "sensors"
wss: // exanpl e. org/ . wel | - known/ coap Uri-Path: "tenperature"
Uri-Query: "u=Cel"

Fi gure 16: The "coaps+ws" URI Schene

Encodi ng consi derations: The schenme encoding conforns to the
encodi ng rul es established for URIs in [ RFC3986].

Interoperability considerations: None.

Security considerations: See Section 11.1 of [RFC7252].
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8.5. Uri-Host and Uri-Port Options

CoAP over reliable transports maintains the property from
Section 5.10.1 of [RFC7252]:

The default values for the Uri-Host and Uri-Port Options are
sufficient for requests to nobst servers.

Unl ess ot herwi se noted, the default value of the Uri-Host Option is
the IP literal representing the destination |IP address of the request
message. The default value of the Uri-Port Option is the destination
TCP port.

For CoAP over TLS, these default values are the sane unl ess Server
Nanme Indication (SNI) [RFC6066] is negotiated. 1In this case, the
default value of the Uri-Host Option in requests fromthe TLS client
to the TLS server is the SNl host.
For CoAP over WebSockets, the default value of the Uri-Host Option in
requests fromthe WebSocket client to the WebSocket server is
i ndi cated by the Host header field fromthe WbSocket handshake.

8.6. Deconposing URIs into Options

The steps are the same as specified in Section 6.4 of [RFC7252] with
m nor changes.

This step from[RFC7252]:

3. If Jurl| does not have a <schene> conponent whose val ue, when
converted to ASCI| |owercase, is "coap" or "coaps", then fai
this algorithm

i s updated to:

3. If Jurl| does not have a <schene> conponent whose val ue, when
converted to ASCII | owercase, is "coap+tcp", "coaps+tcp",
"coap+ws", or "coaps+ws", then fail this algorithm

This step from|[RFC7252]:

7. If |port| does not equal the request’s destination UDP port,
include a Uri-Port Option and let that option’s value be |port].

i s updated to:

7. |If |port| does not equal the request’s destination TCP port,
include a Uri-Port Option and let that option's value be |port].
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8.7. Conposing URIs from Options

The steps are the same as specified in Section 6.5 of [RFC7252] with
m nor changes.

This step from [ RFC7252]:

1. If the request is secured using DILS, let |url| be the string
"coaps://". Oherwise, let |url| be the string "coap://".

i s updated to:

1. For CoAP over TCP, if the request is secured using TLS, let |url
be the string "coaps+tcp://". OQtherwise, let |url| be the string
"coap+tcp://". For CoAP over WbSockets, if the request is
secured using TLS, let |url| be the string "coaps+ws://".

O herwise, let |url| be the string "coap+ws://".

This step from [ RFC7252] :

4. If the request includes a Ui-Port Option, let |port| be that
option’s value. Qherwise, let |port| be the request’s
destination UDP port.

is updated to:

4. 1f the request includes a Ui-Port Option, let |port| be that
option’s value. Qherwise, let |port| be the request’s
destination TCP port.

9. Securing CoAP

Security Challenges for the Internet of Things [SecurityChall enges]
recomrends:

it is essential that 10T protocol suites specify a nandatory
to implenent but optional to use security solution. This will

ensure security is available in all inplenmentations, but
configurable to use when not necessary (e.g., in closed
environnent). ... even if those features stretch the capabilities

of such devi ces.

A security solution MJST be inplenmented to protect CoAP over reliable
transports and MJUST be enabled by default. This docunent defines the
TLS binding, but alternative solutions at different layers in the
protocol stack MAY be used to protect CoAP over reliable transports
when appropriate. Note that there is ongoing work to support a data
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obj ect -based security nodel for CoAP that is independent of transport
(see [I-D.ietf-core-object-security]).

9.1. TLS binding for CoAP over TCP

The TLS usage gui dance in [ RFC7925] applies, including the guidance
about cipher suites in that docunent that are derived fromthe
mandat ory-to-i npl ement (MrI1) cipher suites defined in [ RFC7252].

Thi s gui dance assunes inplenentation in a constrai ned device or for
comuni cation with a constrained device. CoAP over TCP/TLS has,
however, a wider applicability. It may, for exanple, be inplenented
on a gateway or on a device that is |ess constrained (such as a snart
phone or a tablet), for communication with a peer that is |ikew se

| ess constrained, or within a backend environnment that only

communi cates with constrai ned devices via proxies. As an exception
to the previous paragraph, in this case, the recomendati ons in

[ RFC7525] are nore appropriate.

Since the guidance offered in [ RFC7925] and [RFC7525] differs in
terns of algorithms and credential types, it is assumed that a CoAP
over TCP/TLS inplenentation that needs to support both cases

i mpl ements the recommendati ons of fered by both specifications.

During the provisioning phase, a CoAP device is provided with the
security information that it needs, including keying materials,
access control lists, and authorization servers. At the end of the
provi si oni ng phase, the device will be in one of four security nodes:

NoSec: TLS is disabl ed.

PreSharedKey: TLS is enabled. The guidance in Section 4.2 of
[ RFC7925] appli es.

RawPubl i cKey: TLS is enabled. The guidance in Section 4.3 of
[ RFC7925] appli es.

Certificate: TLS is enabled. The guidance in Section 4.4 of
[ RFC7925] appli es.

The "NoSec" node is optional-to-inplenent. The system sinply sends

t he packets over normal TCP which is indicated by the "coap+tcp”
schene and the TCP CoAP default port. The systemis secured only by
keepi ng attackers from being able to send or receive packets fromthe
network with the CoAP nodes.

" PreShar edKey", "RawPublicKey", or "Certificate" is nmandatory-to-
i mpl ement for the TLS bi ndi ng dependi ng on the credential type used
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9.

10.

10.

11.

11.

with the device. These security nodes are achi eved using TLS and are
i ndi cated by the "coaps+tcp" schene and TLS-secured CoAP def aul t
port.

2. TLS usage for CoAP over WbSockets

A CoAP client requesting a resource identified by a "coaps+ws" UR
negoti ates a secure WbSocket connection to a WbSocket server
endpoint with a "wss" URI. This is described in Section 8.4.

The client MUST performa TLS handshake after opening the connection
to the server. The guidance in Section 4.1 of [RFC6455] appli es.
When a CoAP server exposes resources identified by a "coaps+ws" URI
the guidance in Section 4.4 of [RFC7925] applies towards mandatory-
to-implenent TLS functionality for certificates. For the server-side
requirenents in accepting incom ng connections over a HTTPS (HTTP-
over-TLS) port, the guidance in Section 4.2 of [RFC6455] applies.

Note that this formally inherits the mandatory-to-inplenment cipher
suites defined in [ RFC5246]. However, usually nodern browsers

i mpl ement nore recent cipher suites that then are automatically

pi cked up via the JavaScri pt WebSocket API. WbSocket Servers that
provi de Secure CoAP over WbSockets for the browser use case will
need to follow the browser preferences and MIST fol | ow [ RFC7525] .

Security Considerations
The security considerations of [RFC7252] apply. For CoAP over
WebSocket s and CoAP over TLS-secured WbSockets, the security
consi derations of [RFC6455] al so apply.
1. Signaling Messages
The gui dance given by an Alternative-Address Option cannot be
followed blindly. 1In particular, a peer MJST NOT assune that a
successful connection to the Alternative-Address inherits all the
security properties of the current connection

| ANA Consi derations
1. Signaling Codes
I ANA is requested to create a third sub-registry for val ues of the
Code field in the CoAP header (Section 12.1 of [RFC7252]). The nane
of this sub-registry is "CoAP Signaling Codes”

Each entry in the sub-registry nust include the Signaling Code in the
range 7.00-7.31, its nane, and a reference to its docunmentati on.
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Initial entries in this sub-registry are as foll ows:

Homm - - Fomm e o Fom e e e e - - +
| Code | Nane | Reference

Foemo- R S — +
| 7.01 | CsSM | [RFChis]

I I I I
| 7.02 | Ping | [RFCthis] |
| | | |
| 7.03 | Pong | [RFCthis] |
I I I I
| 7.04 | Release | [RFCthis] |
I I I I
| 7.05 | Abort | [RFCthis]

Homm - - Fomm e o Fom e e e e - - +

Tabl e 1: CoAP Signal Codes
Al'l other Signaling Codes are Unassi gned.

The 1 ANA policy for future additions to this sub-registry is "IETF
Revi ew or | ESG Approval " as described in [ RFC8126].

11.2. CoAP Signaling Option Nunbers Registry
I ANA is requested to create a sub-registry for Options Nunbers used
in CoAP signaling options within the "CoRE Parameters” registry. The
nane of this sub-registry is "CoAP Signaling Option Nunbers”
Each entry in the sub-registry must include one or nore of the codes
in the Signaling Codes subregistry (Section 11.1), the option nunber,
the nane of the option, and a reference to the option’s
docunent ati on.

Initial entries in this sub-registry are as foll ows:
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11.

R oo T Fommemeeeas +
| Applies to | Nunmber | Nane | Reference

Fom e e o Fom e e e - - e e e e e e e e o Fom e e e e - - +
| 7.01 [ 2 | Max- Message-Si ze | [RFCthis] |
I I I I I
| 7.01 | 4 | Block-Wse-Transfer | [RFC his]

I I I I I
| 7.02, 7.03 | 2 | Custody | [RFCthi s]

I I I I I
| 7.04 [ 2 | Alternative-Address | [RFChi s]

I I I I I
| 7.04 [ 4 | Hold-Of | [RFChis] |
I I I I I
| 7.05 [ 2 | Bad-CSM Option | [RFCthis] |
Fom e e o Fom e e e - - e e e e e e e e o Fom e e e e - - +

Tabl e 2: CoAP Signal Option Codes

The | ANA policy for future additions to this sub-registry is based on
nunber ranges for the option nunbers, anal ogous to the policy defined
in Section 12.2 of [RFC7252]. (The policy is anal ogous rather than

i dentical because the structure of the subregistry includes an

addi tional columm; however, the value of this colum has no influence
on the policy.)

The docunentation for a Signaling Option Nunber should specify the
semantics of an option with that nunber, including the follow ng
properties:

o Whether the option is critical or elective, as determ ned by the
Opti on Nunber.

0 \Whether the option is repeatable.

o The format and length of the option's val ue.
0 The base value for the option, if any.

3. Service Nane and Port Nunber Registration

| ANA is requested to assign the port nunber 5683 and the service nane
"coap+tcp", in accordance with [ RFC6335].

Servi ce Nane.
coap+tcp

Transport Protocol
tcp
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11.

Assi gnee.
| ESG <i esg@etf.org>

Cont act .
| ETF Chair <chair@etf.org>

Descri pti on.
Constrai ned Application Protocol (CoAP)

Ref er ence.
[ RFCt hi s]

Port Nunber.
5683

4. Secure Service Nane and Port Nunber Registration

I ANA is requested to assign the port nunber 5684 and the service nane
"coaps+tcp", in accordance with [ RFC6335]. The port nunber is
requested to address the exceptional case of TLS inplenentations that
do not support the "Application-Layer Protocol Negotiation Extension”
[ RFC7301] .

Servi ce Nane.
coaps+tcp

Transport Protocol.
tcp

Assi ghee.
| ESG <i esg@etf.org>

Cont act .
| ETF Chair <chair@etf.org>

Descri pti on.
Constrai ned Application Protocol (CoAP)

Ref er ence.
[ RFC7301], [RFC hi s]

Port Nunber.
5684
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11.

11.

11.

5. URI Schene Registration

URI schenes are registered within the "Uni form Resource ldentifier
(URI') Schenes" registry nmaintained at [IANA uri-schenes].

5.1. coap+tcp

| ANA is requested to register the Uniform Resource lIdentifier (URl)
schene "coap+tcp”. This registration request conplies with
[ RFC7595] .

Schene nane:
coap+tcp

St at us:
Per manent

Appli cations/protocols that use this schene nane:
The schene is used by CoAP endpoints to access CoAP resources
usi ng TCP.

Cont act :
| ETF chair <chair@etf.org>

Change controller:
| ESG <i esg@etf.org>

Ref er ence:
Section 8.1 in [ RFCt hi s]

5.2. coaps+tcp

I ANA is requested to register the Uniform Resource Identifier (URl)
schene "coaps+tcp". This registration request conplies with
[ RFC7595] .

Schene nane:
coaps+tcp

St at us:
Per manent

Appli cations/protocols that use this schene nane:
The schene is used by CoAP endpoints to access CoAP resources
usi ng TLS.

Cont act :
| ETF chair <chair@etf.org>
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Change controller:
| ESG <i esg@etf.org>

Ref er ence:
Section 8.2 in [ RFCt hi s]

11.5.3. coap+ws

I ANA is requested to register the Uniform Resource Identifier (URl)
schene "coap+ws". This registration request conplies with [ RFC7595].

Schene nane:
coap+ws

St at us:
Per manent

Appli cations/protocols that use this schene nane:
The schene is used by CoAP endpoints to access CoAP resources
usi ng the WebSocket protocol.

Cont act :
| ETF chair <chair@etf.org>

Change controller:
| ESG <i esg@etf.org>

Ref er ence:
Section 8.3 in [ RFCt hi s]

11.5.4. coaps+ws
I ANA is requested to register the Uniform Resource Identifier (URl)
schene "coaps+ws". This registration request conplies with
[ RFC7595] .

Schene nane:
coaps+ws

St at us:
Per manent

Appli cations/protocols that use this schene nane:
The schene is used by CoAP endpoints to access CoAP resources
usi ng the WebSocket protocol secured with TLS.

Cont act :
| ETF chair <chair@etf.org>
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11.

11.

11.

Change controller:
| ESG <i esg@etf.org>

Ref er ences:
Section 8.4 in [ RFCt hi s]

6. Well-Known URI Suffix Registration

I ANA is requested to register the "coap’ well-known URI in the "Well-
Known URIs" registry. This registration request conplies with

[ RFC5785] :

URI Suffi x.
coap

Change controller.
| ETF

Speci fication docunent(s).
[ RFCt hi s]

Rel at ed i nfornmati on.
None.

7. ALPN Protocol ldentifier

I ANA is requested to assign the following value in the registry
"Application Layer Protocol Negotiation (ALPN) Protocol |Ds" created
by [RFC7301]. The "coap" string identifies CoAP when used over TLS.

Pr ot ocol .
CoAP

I dentification Sequence.
0x63 0x6f 0x61 0x70 ("coap")

Ref er ence.
[ RFCt hi s]

8. WebSocket Subprotocol Registration

I ANA is requested to register the WebSocket CoAP subprotocol under
t he "WebSocket Subprotocol Nane Registry":

Subprotocol Identifier.
coap

Subpr ot ocol Common Nane.

Bor mann, et al. Expi res June 21, 2018 [ Page 40]



Internet-Draft TCP/ TLS/ WebSocket s Transports for CoAP Decenber 2017

11.

12.

12.
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Constrai ned Application Protocol (CoAP)

Subpr ot ocol Definition.
[ RFCt hi s]

9. CoAP Option Nunmbers Registry
I ANA is requested to add [RFCthis] to the references for the

followi ng entries registered by [ RFC7959] in the "CoAP Option
Nunber s" sub-registry defined by [ RFC7252]:

o m e e oo o m e e oo o e e e +
| Nunber | Name | Reference [
Fomm e - - Fomm e - - Fom e e e e e e e e oo +
| 23 | Block2 | RFC 7959, [RFCthis] |
{ 27 { Bl ock1l { RFC 7959, [RFCthis] |
o m e e oo o m e e oo o e e e +

Tabl e 3: CoAP Option Numbers
Ref er ences
1. Normative References

[1-D. bormann- hybi - ws- wk]

Bormann, C., "Well-known URIs for the WbSocket Protocol",
dr af t - bor mann- hybi - ws-wk-00 (work in progress), My 2017.

[ RFCO793] Postel, J., "Transmi ssion Control Protocol", STD 7,
RFC 793, DO 10.17487/ RFC0793, Septenber 1981,
<https://www. rfc-editor.org/info/rfc793>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform

Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://ww. rfc-editor.org/info/rfc3986>.
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Appendi x A, CoAP over WbSocket Exanples

This section gives exanples for the first two configurations
di scussed in Section 4.

An exanpl e of the process followed by a CoAP client to retrieve the
representation of a resource identified by a "coap+ws" URI night be
as follows. Figure 17 below illustrates the WbSocket and CoAP
messages exchanged in detail.

1. The CoAP client obtains the URI <coap+ws://exanpl e.org/sensors/
t enper at ur e?u=Cel >, for exanple, froma resource representation
that it retrieved previously.

2. It establishes a WbSocket connection to the endpoint UR
conposed of the authority "exanple.org" and the well-known path
"/.well -known/ coap”, <ws://exanple.org/.well-known/ coap>

3. CSM nessages (Section 5.3) are exchanged (not shown for |ack of
space) .

4. It sends a single-frame, masked, binary nessage containing a CoAP
request. The request indicates the target resource with the Uri-
Path ("sensors", "tenperature") and Uri-Query ("u=Cel") options.

5. It waits for the server to return a response.

6. The CoAP client uses the connection for further requests, or the
connection is closed.
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CoAP CoAP
dient Server
(WebSocket (WebSocket

Client) Server)
| |
+=========>| CGET /.well-known/coap HTTP/ 1.1
| | Host: exanple.org
[ | Upgrade: websocket
[ | Connection: Upgrade
| | Sec-WebSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
| | Sec-WebSocket - Protocol: coap
| | Sec-WebSocket-Version: 13
I I
| <=========+ HTTP/ 1.1 101 Switching Protocols
| | Upgrade: websocket
| | Connection: Upgrade
[ | Sec-WebSocket - Accept: s3pPLMBi Txa@@kYGzzhZRbK+xCo=
| | Sec-WebSocket - Protocol: coap
;< ———————— >; Exchange of CSM nessages (not shown)
I I
Fommme e > Binary franme (opcode=%2, FIN=1, MASK=1)
| | o e e e e e e e oo +
I I | GET I
| | | Token: 0x53 |
[ [ | Uri-Path: "sensors" [
| | | Uri-Path: "tenperature"
[ | | Uri-Query: "u=Cel" |
| | S +
| |
| <--------- + Binary frame (opcode=%2, FIN=1, MASK=0)
[ [ o m e e e e e oo oo +
| | | 2.05 Content |
| | | Token: 0x53 |
[ [ | Payl oad: "22.3 Cel" |
| | S +
SRR T >I Cl ose frame (opcode=%8, FIN=1, MASK=1)
I I
| <--------- + dose frane (opcode=%8, FIN=1, MASK=0)

Figure 17: A CoAP client
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Fi gure 18 shows how a CoAP client uses a CoAP forward proxy with a
WebSocket endpoint to retrieve the representation of the resource
"coap://[2001:db8::1]/". The use of the forward proxy and the
address of the WebSocket endpoint are determ ned by the client from
| ocal configuration rules. The request URI is specified in the
Proxy-Uri Option. Since the request URlI uses the "coap" URl schene,
the proxy fulfills the request by issuing a Confirmable CGET request
over UDP to the CoAP server and returning the response over the
WebSocket connection to the client.

CoAP CoAP CoAP
dient Pr oxy Server
(WebSocket (WebSocket (UDP

Client) Server) Endpoi nt)
| | |
R >| | Binary frane (opcode=%2, FIN=1, MASK=1)
I I I A +
I I I | GET I
| | | | Token: 0x7d |
| | | | Proxy-Uri: "coap://[2001:db8::1]/"
| | | T '
| Fommeoo-- > CoAP nmessage (Ver=1, T=Con, M D=0x8f54)
| | | +
I I I | GET I
| | | | Token: 0x0al5 |
S O, +
| | <--------- + CoAP nessage (Ver=1, T=Ack, M D=0x8f54)
I I I A +
| | | | 2.05 Content |
| | | | Token: 0x0al5 |
[ [ [ | Payl oad: "ready" [
| | | T '
| <--------- + | Binary frane (opcode=%2, FlIN=1, MASK=0)
| | | +
| | | | 2.05 Content |
[ [ [ | Token: O0x7d [
| | | | Payl oad: "ready" |
| | | b +
I I I

Figure 18: A CoAP client retrieves the representation of a resource
identified by a "coap" URI via a WbSocket - enabl ed CoAP proxy
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Appendi x B. Change Log
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Mer ged draft-savol ai nen-core- coap- websocket s-07 Merged draft-bormann-
core-bl ock-bert-01 Merged draft-bornmann-core-coap-si g-02

B.2. Since draft-ietf-core-coap-tcp-tls-03
Editorial updates

Added nmandat ory exchange of Capabilities and Settings nessages after
connecti ng

Added support for coaps+tcp port 5684 and nore details on
Application-Layer Protocol Negotiation (ALPN)

Added gui dance on CoAP Signaling Ping-Pong versus WbSocket Pi ng-Pong

Updat ed references and requirenents for TLS security considerations
B.3. Since draft-ietf-core-coap-tcp-tls-04

Updat ed references

Added Appendi x: Updates to RFC7641 Ohserving Resources in the
Constrai ned Application Protocol (CoAP)

Updated Capability and Settings Message (CSM exchange in the Opening
Handshake to allow initiator to send nessages before receiving
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B.4. Since draft-ietf-core-coap-tcp-tls-05
Addr essed feedback from Wrking Goup Last Call
Added Securing CoAP section and informative reference to OSCOAP
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appropriate
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Updated LWWRM 1.0 infornmative reference
B.5. Since draft-ietf-core-coap-tcp-tls-06

Addr essed feedback from second Wrking G oup Last Call
B.6. Since draft-ietf-core-coap-tcp-tls-07

Addr essed feedback from | ETF Last Call

Addressed feedback from ARTART revi ew

Addr essed feedback from GENART revi ew

Addr essed feedback from TSVART revi ew

Added fragment identifiers to URI schenes

Added "Updates RFC7959" for BERT

Added "Updat es RFC6455" to extend well-known URI mechanismto ws and
WSS

Clarified well-known URI mechanismuse for all URl schenes
Changed NoSec to optional -to-inpl ement
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