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Abst ract

As nore constrained devices are integrating with current |nternet,

t he ubi quitous conmputing in scenarios |ike smart home is very
inmportant. In snart hone, the constrai ned devices (ex. thernostat)
need to be provisioned in such a way that it can inter-operate with
any kind of devices like other constrained devices (ex. Ar
conditioner) or client devices (ex. smart phone). This docunent
provides a nmethod to support service provisioning based on pre-
configured adm ssion and resource control policies, where this nmethod
expl ai ns device's service access in two different use cases: first
provi sioning the service when a constrai ned devi ce accessing the
service provided by other constrained device, second, accessing the
service provided by constrai ned device fromthe client device (non
const rai ned device).
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1 Introduction

The work on Constrained Restful Environment (CoRE) ained to realize
the restful architecture for constrai ned devices [RFC7228] in
constrai ned networks [ RFC4944]. The CORE work group has recently

st andar di zed constrai ned application protocol (CoAP) [RFC7252] for
interacting with constrai ned resources where general HITP is not
menory/ energy efficient. The use of web linking for resources
description and discovery hosted by constrained web servers is
specified by CORE [ RFC6690]. Even though, CoAP allows the direct
resource access for constrained devices, it is not advisable for
direct access of resources in networks where multicast procedures are
i nfeasi bl e due to heavy network | oad, and the networks where sl eepy
nodes exist. So, the CoRE working group comes up with a solution
called resource directory (RD) [draft-ietf-core-resource-directory]
to host the devices service information, and all ow other devices to
perform | ookup procedures through .well-known/core path to resources.

The services advertised by these constrai ned devices needs to be
commi ssi oned and provisioned properly to allow other devices to
access it. CoRE RD solution is a directory based solution that
depends on CoAP protocol. CORE RD solution uses

regi stration/update/ del ete/l ookup procedures for service

regi stration, service update, deleting service, |ookup of services
respectively. Service commissioning is a nmethod which verifies a pre
regi stered services with special comm ssioning tool s/agents. These
tools can be tablets or special enbedded devices which initially
stores the devices identifications in secure manner. Once the
services are advertised by any device, those services need to be
verified using comm ssioner. CORE RD provides a standard procedure to
interact with commi ssioner, where commi ssioner acts like a client
device to |l ook up and verify the advertised services. Once the

commi ssioner verifies the pre-registered services, conm ssioner can
put sone policy rules on services hosted by devices for resource
control. These rules defined on (1) how to access the services either
with ot her constrained devices or client devices, and (2) on
operational instructions.

Architecture is defined to authenticate and authorize client requests
for a resource on a server using logical entities such as client(CQ
client authorization manager (CAM, server(S), and server

aut hori zati on nmanager (SAM [draft-gerdes-ace-actors]. The mai n goal of
del egat ed CoAP aut hentication and authorization framework (DCAF) is
the setup of a datagramtransport |ayer security channel between two
nodes to securely transmt authorization tickets [draft-gerdes-
core-dcaf-authorize]. The CAM sends an access request nessage on
behal f of client by enbeddi ng requested permissions in client

aut horization information (CAl) field of access request nessage to
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SAM A ticket grant nessage is sent from SAM by enbeddi ng the

perm ssions given fromthe server on a specific resource in server
aut hori zation information (SAl) field of ticket grant nessage to the
client. These SAl, CAl use authorization information format (AlF)
that describes the permni ssions requested from access request in a
ticket request, where the underlying access control nodel wll be
that of an access matrix, which gives a set of permissions for each
possi bl e conbi nati on of a subject and an object [draft-bormann-core-
ace-aif]. This sinple information nodel al so doesn’t all ow
conditional access (e.g.,"resource /s/tenpCis accessible only if
client belongs to groupl and does not belong to group2"). Finally,

t he nodel does not provide any dynanic functions such as enabling
special access for a set of resources that are specific to a subject.
But, the services provided by resources in constrained environnent,
need to be authorized and controlled conditionally based on sone
service |level agreenents or preconfigured policies on resource
control

Consi dering an exanpl e use case scenario such as thernostat device
measures the current roomtenperature, and can service for air
conditioner device to set automatic tenperatures. In a smart hone,
user wants to regulate his roomtenperature automatically using his
ai rcondi tioner device. Here, this airconditioner device can adjust
its tenperature to either cool the roomor heat the room by accessing
the service provided by the thernpstat. Suppose this user |eaves the
hone in the norning in hot sumer and | eaves the office in the
evening to reach to hone. But, before he reaches his roomhe wants to
make his room cool enough. So he has to switch on the airconditioner
fromhis nobile one hour before he | eaves the office. So, before
adjusting his aircconditioner to make the room cool enough, he night
have to know the current roomtenperature. Thus he access the service
provided by the thernopstat to read the roomtenperature and adj ust
the airconditioner. However, there is a problemhere on how to access
these services which are provided by user’s hone devices itself, what
is the authenticity level to access fromoutside the honme, even
within hone what is the access control/resource control of these

devi ces because the nei ghboring device which are not authenticated
can al so access these service if those devices are within the
constrained network range. Finally it is inportant to admt access of
the service by client based on the configuration policies so that the
devi ces can be protected from hazardous conditions, and allows only
pre-agreed operations on devices.

The service provisioning presented in this docunent provides a nethod
to support adm ssion, and resource control policies using
conmmi ssi oni ng procedure. The method explains the device' s service
access in two different use cases: first provisioning the service
when a constrai ned devi ce accessing the service provided by other
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constrai ned device, second, accessing the service provided by
constrai ned device fromthe client device. Even though it is out of
scope of the present docunent, it also considers a secure way of
service conmi ssioning as part of security.

2 Motivation

CORE RD sol ution provides various automated operations such as
service registrations, service update, service renoval, and service
| ookups initiated by endpoints and clients. However, managing this
centralized directory server by allow ng authorized users to perform
these tasks, setting some service | evel agreenents on clients to
access these services, and providing linmted or scope oriented

| ookups by other endpoints or clients require efficient service
provi si oni ng mechani sm The service provisioning nethod presented in
this docunent deals on how a registered service from devi ces can be
accessed by various clients or other devices. Mreover, it also
provides a nethod for handling this resource/service access contro
mechani sm usi ng web service nodel for efficient service provisioning
from outside the constrained hone environment.

3 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

0 "CORE", CORE is a Constrained RESTful Environnent providing a
framework for resource-oriented application intended to run on
constrai ned networks [ RFC7228].

0 "COAP* The Constrai ned Application Protocol (CoAP) is a
speci ali zed web transfer protocol for use with constrai ned nodes
and networks [ RFC7252].

0 "RD' The Resource Directory (RD) is a directory based server to
host the descriptions of resources and allow ng the | ookups to be
performed for those resources by various client devices.

0 "Conmi ssi oner" Conmi ssioning agent is tool/device that verifies
the devices operation, integrity check with the network

0 "Constrai ned Device" These are enbedded computing devi ces that
are expected to be as resource constrained in terns of RAM ROM
size, and to be deployed with the constrai ned environnment such as
6LOWPAN Net wor ks
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o "Client" Aclient device is |like resource constrained client
such as other constrained device (ex. Air conditioner) or rich
client devices such as Mobil e/ Lapt op/ Tabl et etc, which access the
services hosted by constrai ned devices (ex. thernostat).

0 "Provisioning Server" this server is a process of verifying
service requester, providing access controls or adm ssion controls
on resources to be accessed and inter-operating with various

devi ces w thout bothering about kind of network protocols used. It
al so provides web access nodel outside the constrained

envi ronnent.

0 "Device Profile" A device profile conprises a set of attributes
that are associated with a particular device. These include
services, features, nanes, descriptions etc.

4 System Architecture

The system architecture is better explained with two different
scenarios: (1) Constrained device access the service advertised by
other constrained device is as shown in Fig 1. Here, one
constrai ned device such as air-conditioner can access the service
such as current roomtenperature advertised by other constrained
device (ex. thernostat). This advertised service is to be
commi ssi oned by conmi ssioner, and then it should be set with sone
adm ssion and resource control policies by provisioning server
And, finally the service is allowed to advertise its service
access from other constrained devices. Any device that is
interested in that advertised service, need to do service | ookup
fromRD Server. Once obtaining the path to the advertised service,
the constrai ned client device can request a service to the
devi ce which hosts the service. Before sending the request, it
MUST establish a secure channel between these two nodes [draft-
schmitt-ace-twowayaut h-for-iot]. Once the inconing request cones
fromthe constrained client device, the device which hosts the
service MJST authorize and provision for conditional access of its
service fromthe provisioning server. The notification regarding
the registered services to the conmm ssioning agent can be sent
fromthe RD server, which can be inplenmentation specific and left
for the user to choose any standard procedures and is out of scope
of present document. Detail ed operational procedure wll be
explained in the later sections of this docunent.
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Fig 1. Constrai ned device accessing service fromconstrai ned device
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Fig 2. dient accessing service from Constrained device
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2) dient device access the service advertised by constrained
device is as shown in Fig 2. For example, the client device such
as smart phone can access the service (ex. roomtenperature)
advertised by other constrained device (ex. thernostat). The
client can access the service within a hone environment or outside
the home environment. So, in this scenario, the provisioning
server maintains the service as a web service

This advertised service is to be conmm ssioned by comm ssi oner
then to be set with sonme adni ssion and resource control policies
by provisioning server. And, finally the service is allowed to
advertise its access fromthe client devices. Any client that

wi shes to access this web service | ooks for correspondi ng
operations provided fromthe provisioning server.

5 Networ k Topol ogy

The constrai ned devices such as Thernostat, Airconditioner may use
smal | nenory constrai ned sensors/actuators for sinple services
such as cooling/heating the roomor just to measure the current
roomtenperature. These nenory constrai ned enbedded devi ces may

i mpl ement t he 6LOWPAN stack such as ul P (provided by Contiki), and
provi de access for conmunication to other external queries from
client devices such as smart phone which typically inplenents rich
stack TCP/1P. Even though RD server or Provisioning server are
shown as separate servers in the LAN as given in Fig 3, these can
be hosted on a single server running two different processes.

Mor eover, the conmi ssioner inplenments a standard procedure to
interact with devices as a separate agent process which is out of
scope of the present docunent and has been left to user’s choice
whil e satisfying the nentioned operations in the current draft. On
the ot her hand, these specific operations can be inplenmented
separately as a third party and to be used at the conmmi ssi oni ng
agent. The |l ower |evel conmunication technol ogy can be inplenented
ei ther through Bluetooth (BT) or near field conmmunication (NFC) to
verify the devices unique ID (for ex. using MAC). Even though, the
i mpl ement ati on procedure for conm ssioner is out of scope for the
present docunent, it is shown as sanple interaction with RD
server/provisioning server as part of comm ssioning procedure in
subsequent sections. Even though the present docunment discusses
about 6LOWPAN based sensor network, it can be easily noved to any
ot her technol ogy such as Zigbee/ BLE/ Wrel ess HART wi t hout any
changes in the architecture or design, because the present
docunent abstracted the comunication networks with their edge
routers. The conmunication and routing nmechani sns or procedure

bet ween edge router and sensor devices/client devices are out of
scope of the present docunent.
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6 Operations

6.1 Register Service

Fig 3. Network Topol ogy

The constrai ned device which hosts the service MIST register its
service with the RD server using its unique identifier (for ex.
MAC id, UDDI registry etc.) and I P address as shown in Fig 4. The
devi ce MUST send a POST request for registering its service.
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Bef ore sending a request, it MJST establish a secure channel

bet ween these two nodes [draft-schmtt-ace-twowayauth-for-iot].
Once the service has been registered with the RD server, the RD
server may notify the registered information of a device (for
ex.its unique identifier and device nane) to a conmi ssioning

agent .
Fomm e oo - + Fomm e oo - +
I
| Device | | RD Server
I I I I
B +--- - - +---+

gp=t her nost at & on=Devi cel D( 100) ,

I
|
| ,7 2.01 Created Location: /rd/ 7521
I
I
I

Fig. 4 Registering a Service

6.2 Verify pre-registered service

The conmi ssi oni ng agent MUST verify any pre registered service
with the RD server as shown in Fig 5. The conm ssi oni ng agent
sends a CET request for donmin | ookup. Before sending the request,
it MIST establish a secure channel between these two nodes
[DTLS] [ TLS]. Once obtaining the specific domain, it MJST | ook for
the group to which the service belongs. Once obtaining the
specific domain and group, it MJST send a service look up with the
RD server for the registered service. Once obtaining the service

i nformati on about a specific device, the conmm ssioning agent MJST
verify the registered service. This service information is |ater
used to create service registry in the provisioning server as

expl ained in the follow ng section. The exanpl e service

i nformati on (denoted as SRV) | ooks like as shown in Fig 6
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| GET /rd-1ookup/res?rt=tenp&gp=t her nost at &d:exanial e.com

| Aut henti cation of Service |
| I'nfo and Devi cel D

.7 2.05 Content <coap://host:port>; rt=tenp; gp=t hernost at

| “-. d=exanpl e. com

+
I
I
I
I
I

| 2.00 X
Fig. 5 Verify pre registered service

SRV {
Name: Nodel
Group: Thernost at
Domai n: nyhomre. com
Type: Tenperature node
Device I D: 1001
Devi ce | P: <host: port>

Fig 6. Exanple Service Infornmaion
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6.3 Define policies on resource control

S + e e e o +
| Commi ssi oni ng [ | Provi si oni ng [
| Agent | | Server |
Fom e e TR + o m e e oo Fom e e +
| POST /thernmostat /HITP/ 1.1 S
S /

HOST t her nost at . ps. exanpl e. com S
Cont ent - Type: application/text [
SRV { Name: Nodel |
Group: Thernost at |

Domai n: nyhomre. com |

Type: Tenper at ur e-node |

Devi cel D: 1001 |

Devi cel P. <host:port> } [
I

I

I

I

I

I

L HTTP/ 1.1 200 K

Cont ent - Type: application/text
{ sID (service ID) }

POST /thernostat /HTTP/ 1.1 L

HOST t her nost at . ps. exanpl e. com |
Cont ent - Type: application/text |
AC { ServicelD: 1234 |
Aut h: Basic Auth Support [
Count: 10 |

Adni ssion Control: RWR WD } |

I

I

.’ HTTP/ 1.1 200 K

| . Cont ent - Type: application/text [
| POST /thermostat /HTTP/ 1.1 o
| HOST thernostat. ps. exanpl e.com |
| Content-Type: application/text |
| RC{ If Cis fromGl allow {R W; [
| If Cis from®&& &3 allow {R}; |
[ If Cis fromdil&gl allow {R WD}; [
I -} I
| .’ HTTP/ 1.1 200 OK [
| Cont ent - Type: application/text [

Fig. 7 Defining Policies on Resource and Access Control
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Once the hosted service has been verified by commi ssi oni ng agent
(CA), the CA MIST create a service registry with the provisioning
server as explained in Fig 7. The provisioning server SHOULD send
a service ID as a response back to the conmi ssioning agent after
creating the service entry.

This service ID can be later used by the conm ssioning agent to
permanent|ly DELETE the service entry ( if required). The
commi ssi oni ng agent MJST create sone admi ssion control policies
such as read (R}, wite (W, read/wite (R'W, delete (D), nunber
of sinmultaneous connection on resource etc. on the registered
service. Once the adnission control policies has been set on a
specific device, the resource control policies such as conditiona
access of a service, quality of service agreenents (based on the
priority levels set for clients) can be set on that registered
service. These conditional access on service can be inplenented
with sinple conditional statenents as explained in section 6.3.1
(for ex. "client (c) can access service with only read (R), wite
(W pernmissions if it only belongs to group (g)"). The

i npl ementation or information fornmat details of these conditiona
statements is out of scope of the present docunent (TBD). The
exanpl e admi ssion control and resource control policies are as
shown in Fig 8, and Fig 9 respectively.

AC {
Service I D 12345
Aut h: Basic Auth Support
Count: 10
Admi ssion Control: R W RW D
}
Fig 8. Exanple Adnmission Control Policies
RC {
If cis fromgl allow {R W
If Cis fromg2 &!9g3 {R}
If Cis fromdl &gl allow {R W D}
}

Fig 9. Exanpl e Resource Control Policies
6.3.1 Resource Contro

Resource control policies for constrai ned devices are expressed in
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terms of conditional expressions as explained in Fig. 9. Consider
a scenario where we define the client (C) (who accesses the
resource) in terms of groups/levels. For exanple in a typical hone
bui l di ng, we assign each floor as a group. Suppose for a three
floor building, the clients such as nobile phone/air conditioner
can belong to any of the floor within a building. And we all ow
various perm ssions for the clients according to the group it

bel ongs to, as specified in Fig 10.

I I I
|[Cdient | R | W| U] D|
[------mmmm - [---]---1---1
| GL [ * [ -1 *1 -/
I I I I I I
| & [ 1 * 1 -1 -1
I I I I I I
| &3 [ - -1 -1 *|

Fig 10. Exanpl e Perm ssions on Met hods

Supposed we assigned the priorities for different groups as C
belongs to {Gl, &, G3} => {P1, P3, P2}. Mreover, if we would
like to assign different QoS classes for clients, depending on the
applications they use then it is required to control QoS policies
in resource control. QS is defined in ternms of various parameters
such as {availability, reliability, serviceability, data accuracy,
aggregation del ay, coverage, fault tolerance, network lifetine} in
wirel ess sensor networks. It is assumed that based on these
paranmeters, QS is defined in terns of various classes such as
{QL, @@, @B}, then it is required that sonme of the clients can
make sone pre-level agreenents on QoS requirenment for their
applications either based on the groups it belongs to or based on
the priority of the clients request (Suppose, C belongs to {QLl,

@, @B}). Method for defining QS classes is out of scope of the
present docunent. Once defining the groups, its priorities, QS

cl asses, and perm ssions, then the conditional statenments which
define the resource control policies can be defined as foll ows:

ST1: If the client belongs to Gl then it is allowed with

perm ssions {R R'W U, priority {P1}, QS {Ql}, and operations
{turn it up, read}; else if the client belongs to & then it is
allowed with permissions {RR W RW, priority {P3}, QS {Q@}, and
operations {turn it up, read}; else if the client belongs to G3
then it is allowed with pernmissions {D}, priority {P2}, QS {@},
and operations {turn it down}.

ST2: Allowthe client with priority {P1}, QS {Ql}, operations
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{turn it up, turn it down, read}, and allow only w th permi ssions
{R} in Gl; pernmissions {R RW D in &; and permissions {D} in
G3.

ST3: Allowthe client with priority {P1}, QS {Ql}, and allow with
perm ssions {R}, operations {read} in GL; allow with pernissions
{R R'W D}, operations {turn it up, turn it down, read} in Q;
and allow with perm ssions {D}, operations {turn it down} in G3.

Above conditional statenents are few exanples on how to define the
conditional statenents, the statenents can be defined on any
manner based on the resource control policies we would like to
achi eve. The above statenments can be better explained in plain
semantic notation as shown in Fig 11(a)-13(a), and the
correspondi ng JSON representati ons for message exchange is
explained in Fig 11(b)-13(b). These statenments can be even

i mpl ement ed usi ng data nodeling | anguage such as YANG or ASN 1.1
which is out of scope of the present docunent.

C
{

Gl | "

{ ["C:{"GL": {"Allow': "R U",
Alow {R U ["Priority":"P1", QoSQl
Priority {P1} | " Operations":"turnup, read"}
QS {Q1} |["&": {"Alow:"R W,
Qperations {tunr it up, read}|"Pr|or|ty '"P3","QoS":"QZ",

} | “Operations":"turn it

€7 |up read"}, "CB"'{"AIIOW""D'

{ ["Priority" '"P2" "QS"': "@",
Allow {R W |"Operat|ons : turn it down"
Priority {P3} [ 331"

QS {2} I
Qperations {turn it up, read}|

} I

&3 I

{ I
Al l ow { D} |
Priority {P2} |
QS {2} I
Qperations {turn it down} [

} I

} I
(a) (b)

Fig 11. ST1:. (a) Semantic Notation (b) JSON Representation
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C | "I
{ | "Priority":"P1","QoS":"Ql",
Priority {P1} | "Operations":"turn it up,
QS {Q1} | turn it down, read",
Qperations {turn it up,turnit | "C:{"GL":{"Allow':"R"},
down, read} [ "QR":{"Allow':"R WD'},
Gl [ "G {"Allow':"D'}}
| 1"
Al ow {R} |
1 I
& I
{ I
Allow {R WD} |
} I
& I
{ I
Al l ow { D} [
; I
} I
(a) (b)
Fig 12. ST2: (a) Semantic Notation (b) JSON Representation
C | "I
{ | "Priority":"P1"," QoS":
Priority {P1} | "Q","C{"GL": {"Alow':
QS {Q} | "R',"Operations":"read"},
Gl | "&":{"Allow':"R WD",
{ | "Operations":"turn it up,
Al ow {R} | turn it down, read"},
Qper ati ons {read} | "&B":{"Alow:"D",
}; | "Operations":"turn it
&2 | down"}}]"
{ I
Al ow { R, WD} [
OQperations {turn it up, turn |
down, read} |
1 I
& I
{ I
Al l ow { D} [
Qperations {turn it down} |
b I
} I
(a) (b)

Fig 13. ST3: (a) Semantic Notation (b) JSON Representation
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6.4 Search for services by device

Any client device (as explained for scenario 2) MJST interacts
with the provisioning server and | ooks for depl oyed services by
devi ces. Mreover, the provisioning server can verify the conplete
aut hori zation, adnmission, and resource control of any device's
services. Vhereas, if any other constrained devices (ex. air
conditioner) searches for services hosted by other constrained
device (as explained for scenario 1) MIJST interact with the RD
server as shown in Fig 10. Here, initially the device queries for
all services that are hosted by other devices, then it searches
within the domain for specific service, its SRV info, and path to
the hosted service. Before sending a request, it MJST establish a
secure channel between these two nodes [draft-schmitt-ace-

t wowayaut h-for-iot].

. + I +
| Device [ | RD Server

| (aircondit | | |
| i oner) | | |
H-- - - - Fomm e o + Fom e - +- -+

B i I o
I -
| .’2.05 Content <gp="thernostat"> |

____________________________________________________ +

l_. |
| GET /rd-1 ookup/ ep?gp=t her nost at o
B e -
I t
| .’2.05 Content <Nodel> <Node2> |
e e +
B |
| GET /rd-1ookup/ ep?et =t enper at ur e&gp=t her nost at o
o m e e e e e e ‘L
| N
| .’2.05 Content <coap://ip:port>; ep="Nodel" [
e e +

Fig. 10 Search for services by device

6.5 Service request and response
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In scenario 1 (as shown in Fig 1), service request and response
MUST use coap based comunication to access the service as shown
in Fig 11. Before sending a request, it MJST establish a secure
channel between these two nodes [draft-schnmitt-ace-twowayaut h-for-
iot]. Suppose, the constrained client device (for ex.
airconditioner) want to access the service hosted by another
constrai ned device (for ex. thernostat), then the client device
MUST send a coap based GET request to thernostat. Then, this
device (thernostat) SHOULD send a POST request to provision this
service request with the provisioning server by sending clients

<| P: port> Based on the clients <IP:port>, the provisioning server
MUST find the client (ex. airconditioner) details such as service
i nformation, group, domain, and type details.

Fom e e o + TSRS + Fom e e e e - - +
| Airconditi | | Ther nost at [ | Provision |
| oner | | (1P1) | | i ni ng Server
| (1P2) I I I | (1P3) I
+--- - - [ S, + [ S, [ S, + F +- -+

| HOST t her nost at . ps. O

| exanpl e.com |
| Content - Type: application/txt

| { SRC. <IP1,port> [

DST: <IP3, port> |

Cient: <IP2,port>} [

I

I

I

I

I

| | Check for Adm ssion, |
| | ResourceControl of thernost
| |for airconditioner |
I

I

I

CURI-Path: tenp OON 200  fe-omocmoomooomomoo ol - +

| 7402.2.202", "tenp", 27) |
I I

Fig. 11 Request/Response w thin Constrained Environment

: . |
| “.("thernostat", "aaaa::212. | |
I

I

Once the client is identified, the provisioning server MIJST check
for authorization, adm ssion and resource control policies of
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hosted service (ex. thernostat). Once the service request is

aut hori zed to access then the URI-Path for hosted service al ong
with the value is sent as a coap response to client device (air
conditioner). Here, the request is conditional i.e. based on the
resource control policies of a resource (such as thernostat) for a
client (airconditioner), the perm ssions are given to access the

resource.
e e e - + Fom e e o + Fomm e - +

| | Provi sion | | |
| dient | | i ni ng Server| | Ther nost at
I I I I I I
+----- Fomm oo - + +----- Fomm - - - + Fomm - - - +- -+

| Resource Control of thernostat

|

I

I

I

I

| Check for Adm ssion, | |
|

| for airconditioner [ [
I

I

I

| exanpl e. coni t enp .’.I
| |
| ."URI-Path: tenp CON 200

.7 HTTP/ 1.1 200 OK [

| *. Tenperature: 27 |

e

Fig. 12 Request/Response from outsi de Constrai ned Environnent

Servi ce request and response in scenario 2 (as shown in Fig 2),
uses sinple http based commruni cation to access the service from
the PS. Provisioning Server then sends a coap based GET request to
the ultimate device that hosts service. Before sending this
request to the actual device for service, PS authorizes the
service request. Once, the service request is authorized to
access, then the URI-path for hosted service along with the val ue
is sent as HITP response to client device. PS can inplenment a
reverse proxy case for HITP- CoAP protocol translation defined in
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[draft-ietf-core-http-mapping].

HTTP POST

Request :

POST /t her nost at [HTTP/ 1.1

HOST t her nost at . exanpl e. com

Cont ent - Type: application/ x-ww-formurl encoded
Content-Length: length

licensel D=string & content=string & paranmsXM.=string

Response:

HTTP/ 1.1 200 K

Content - Type: text/xm; charset=utf-8
Content-Length: length

<?xm version="1.0" encodi ng="utf-8"?>
<string xm ns="http://xyz.conl">
string

</string>

—————————————————— HTTP end ---------mmmm e oo

—————————————————— REST via HTTP begin ---------mmmmmm oo
REST via HTTP POST

Request :

PCOST /t her nost at [HTTP/ 1.1

HOST t her nost at . exanpl e. com

Content - Type: application/x-ww-fornurl encoded

Content-Length: length

licensel D=string & content=string & paramsXM.=stri ng

Response:

HTTP/ 1.1 200 &K

Content-Type: text/xm; charset=utf-8
Content-Length: length

string

—————————————————— REST via HTTP end -------------------------~-~---
------------------ SOAP begin ---------mmmm oo
SOAP 1.2

Request :

POST / Ther nost at /HTTP/ 1.1
HOST: www. exanpl e. org
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Cont ent - Type: application/soap+xm ; charset=utf-8
Content-Length: Ilength

<?xm version="1.0"?>

<soap: envel op>

Xm ns: soap=http://ww. w3. org/ 2001/ 12/ soap- envel op

Soap: encodi ngSt yl e=htt p://ww. wW3. or g/ 2001/ 12/ soapencodi ng>
<soap: body xm ns: m="http://ww. myhone. or g/t her nost at " >

<m Get Tenper at ur e>

<m t her nost at >1</ m t her nost at >

</ m Get Tenper at ur e>

</ soap: body>

</ soap: envel op>

Response:

HTTP/ 1.1 200 K

Content-Type: application/soap+xm ; charset=utf-8
Content-Length: length

<?xm version="1.0"?>

<soap: envel op>

Xm ns: soap=http://ww. w3. org/ 2001/ 12/ soap- envel op

Soap: encodi ngSt yl e=http://ww. w3. or g/ 2001/ 12/ soapencodi ng>
<soap: body xm ns: m="http://ww. exanpl e. org/thernostat">
<m Cet Tenper at ur eResponse>

<m t enper at ur e>27. 8</ mt enper at ur e>

</ m Get Tenper at ur eResponse>

</ soap: body>

</ soap: envel op>

7 Security Considerations

Security level for nessage authentication is out of scope of the
present docunent. However, the followi ng security consideration
needs to be considered for the present proposed nethod. Services
that run over UDP are unprotected and vul nerable to unknow ngly
becone part of a DDoS attack as UDP does not require return
routability check. Therefore, an attacker can easily spoof the
source I P of the target entity and send requests to such a service
whi ch woul d then respond to the target entity. The TLS/ DTLS based
security solution can be considered for secure nessage
conmmuni cat i on.

8 | ANA Consi derations

Vasu K Expires April 19, 2016 [ Page 22]



Internet-Draft Service Provisioning for Constrai ned Nodes Cct 19, 2015

TBD
9 References

9.1 Nornmmtive References

9.2 Infornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC7228] Bormann, C., Ersue, M, and A. Keranen, "Term nol ogy for
Constrai ned- Node Networks", RFC 7228, My 2014.

[ RFC4944] Montenegro, G, Kushalnagar, N., Hui, J., and D. Culler,
"Transm ssion of | Pv6 Packets over | EEE 802.15.4 Networks", RFC
4944, Septenber 2007.

[ RFC7252] Shel by, Z., Hartke, K., and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252, June 2014.

[ RFC6690] Shel by, Z., "Constrained RESTful Environnents (CoRE) Link
Format", RFC 6690, August 2012.

[draft-ietf-core-resource-directory] Shelby, Z., and Bormann, C.,
"CoRE Resource Directory”, draft-ietf-core-resource-directory-02
(work in progress), Novenber 2014.

[draft-gerdes-ace-actors] Gerdes, S., "Actors in the ACE
Architecture", draft-gerdes-ace-actors-03 (work in progress),
March 2015.

[draft-gerdes-ace-dcaf-authorize] Gerdes, S., Bergmann, O., Bornann,
C., "Del egated CoAP Aut hentication and Authorization Franmework
(DCAF) ", draft-gerdes-ace-dcaf-authorize-02, March 2015.

[draft-bormann-core-ace-aif] Bormann, C., "An Authorization
Informati on Format (AIF) for ACE", draft-bornmann-core-ace-aif-oo0,
January 2014.

[draft-schnitt-ace-twowayauth-for-iot] Schmtt, C., Stiller, B.,
"Two-way Aut hentication for 10oT", draft-schnitt-ace- twowayauth-
for-iot-01, Decenber 2014.

[ DTLS] Rescorla, E. and N. Mbdadugu, "Datagram Transport Layer
Security", RFC 6347, January 2012.

Vasu K Expires April 19, 2016 [ Page 23]



Internet-Draft Service Provisioning for Constrai ned Nodes Cct 19, 2015

[TLS] Dierks, T. and C. Allen, "The TLS Protocol Version 1.2", RFC
5246, August 2008.

[draft-ietf-core-http-mapping] Castellani, A, Loreto, S., Rahnman,
A., Fossati, T., and Dijk, E., "Guidelines for HITP- CoAP Mappi ng
I mpl ement ations”, draft-ietf-core-http-mappi ng-05, (work in
progress), COct 2015.

10 Acknow edgenents

Speci al thanks to Amit Kumar S, Zhengfei, Fubaicheng,

Yangj un, Vi j ayachandran Mari appan, Shashi dhar C Shekar

Jayar aghavendran K, Ajay Sankar, Puneet Bal nukund Sharnma, and Rabi
Nar ayan Sahoo for extensive comments and contributions that inproved
the text.

Thanks to Hedanpi ng (Ana), Behcet Sarikaya, and Carsten Bormann for
hel pful comments and di scussi ons that have shaped the documnent.

Aut hors’ Addresses
Vasu K
Huawei Technol ogi es
Bangal ore

I ndi a

EMai | : vasu. kant ubukt a@uawei . com

Rahul A Jadhav
Huawei Technol ogi es

Bangal ore

I ndi a

EMai | : rahul . j adhav@uawei . com
yangneng

Huawei Technol ogi es

Shenzhen

Chi na

EMai | : yangneng@uawei . com

Vasu K Expires April 19, 2016 [ Page 24]



Internet-Draft Service Provisioning for Constrai ned Nodes Cct 19, 2015

Vasu K Expires April 19, 2016 [ Page 25]



