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Abst ract

Being able to trust information from sensors and to securely control
actuators is essential in a world of connected and networking things
interacting with the physical world. In this neno we show that just
using COAP with a security protocol |ike DILS, TLS, or OSCOAP is not
enough. W describe several serious attacks any on-path attacker can
do, and di scusses tougher requirenments and nechanisns to nitigate the
attacks. Wiile this docunent is focused on actuators, one of the
attacks applies equally well to sensors using DILS
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1. Introduction

Being able to trust information from sensors and to securely control
actuators is essential in a world of connected and networking things
interacting with the physical world. One protocol used to interact
with sensors and actuators is the Constrai ned Application Protoco
(CoAP) [RFC7252]. Any Internet-of-Things (10T) depl oynment val uing
security and privacy would use a security protocol such as DTLS

[ RFC6347], TLS [ RFC5246], or QOSCOAP

[1-D.sel ander-ace-obj ect-security] to protect CoAP, where the choice
of security protocol depends on the transport protocol and the
presence of internediaries. The use of CoAP over UDP and DTLS is
specified in [RFC6347] and the use of CoAP over TCP and TLS is
specified in [I-D.ietf-core-coap-tcp-tls]. OSCOAP protects CoAP end-
to-end with the use of COSE [I-D.ietf-cose-nsg] and the CoAP bj ect -
Security option [I-D.sel ander-ace-object-security], and can therefore
be used over any transport. |In this docunent we show that protecting
CoAP with a security protocol is not enough to securely contro
actuators. We describe several serious attacks any on-path attacker
(i.e. not only "trusted" internediaries) can do, and di scusses
tougher requirenments and mechanisns to mitigate the attacks. The
request delay attack (valid for DTLS, TLS, and OSCOAP and descri bed
in Section 2.2) lets an attacker control an actuator at a ruch |ater
time than the client anticipated. The response delay and m snatch
attack (valid for DTLS and described in Section 2.3) lets an attacker
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respond to a client with a response neant for an older request. In
Section 3, a new CoAP Option, the Repeat Option, mitigating the del ay
attack in specified.

2. Attacks

I nternet-of-Things (10oT) deployments val uing security and privacy,
MUST use a security protocol such as DTLS, TLS, or OSCOAP to protect
CoAP. This is especially true for deploynents of actuators where
attacks often (but not always) have serious consequences. The
attacks described in this section are nade under the assunption that
CoAP is already protected with a security protocol such as DTLS, TLS
or OSCQOAP, as an attacker otherw se can easily forge fal se requests
and responses.

2.1. The Bl ock Attack

An on-path attacker can bl ock the delivery of any nunber of requests
or responses. The attack can al so be performed by an attacker
janming the |ower |ayer radio protocol. This is true even if a
security protocol like DTLS, TLS, or OSCOAP is used. Encryption
makes sel ective bl ocki ng of nessages harder, but not inpossible or
even infeasible. Wth DTLS and TLS, proxies have access to the
conmpl et e CoAP nessage, and with OSCOAP, the CoAP header and several
CoAP options are not encrypted. In both security protocols, the |P-
addresses, ports, and CoAP nessage | engths are available to all on-
pat h attackers, which may be enough to deternmine the server
resource, and command. The block attack is illustrated in Figure 1
and 2.

dient Foe Server
Code: 0.03 (PUT)
Token: 0x47

I
I
| Uri-Path: |ock
I
I

I
| Payl oad: 1 (Lock)
I

Figure 1: Bl ocking a Request

Where ' X' nmeans the attacker is blocking delivery of the nessage.
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dient Foe Server

R >| Code: 0.03 (PUT)

[ | PUT | Token: 0x47

| | | Uri-Path: Iock

| | | Payl oad: 1 (Lock)

I I I

| X<----- + Code: 2.04 (Changed)
| | 2.04 Token: 0x47

I I

Fi gure 2: Bl ocking a Response

Whi | e bl ocking requests to, or responses from a sensor is just a
deni al of service attack, blocking a request to, or a response from
an actuator results in the client losing informati on about the
server’'s status. |f the actuator e.g. is a lock (door, car, etc.),
the attack results in the client not know ng (except by using out-of-
band i nformati on) whether the |lock is unlocked or |ocked, just |ike
the observer in the famus Schrodi nger’s cat thought experiment. Due
to the nature of the attack, the client cannot distinguish the attack
fromconnectivity problens, offline servers, or unexpected behavi or
fromm ddl e boxes such as NATs and firewalls.

Remedy: Any |oT depl oynment of actuators where confirmation is
i mportant MJUST notify the user upon reception of the response, or
warn the user when a response i s not received.

2.2. The Request Delay Attack

An on-path attacker may not only bl ock packets, but can al so del ay
the delivery of any packet (request or response) by a chosen anount

of time. |If CoAP is used over a reliable and ordered transport such
as TCP with TLS or OSCOAP, no nessages can be delivered before the
del ayed nessage. |f CoAP is used over an unreliable and unordered

transport such as UDP with DTLS, or OSCOAP, other messages can be
delivered before the del ayed nmessage as |long as the del ayed packet is
delivered inside the replay wi ndow. When CoAP is used over UDP, both
DTLS and OSCOAP al | ow out - of -order delivery and uses sequence nunbers
together with a replay window to protect against replay attacks. The
replay wi ndow has a default length of 64 in both DILS and COSCQOAP.

The attacker can control the replay w ndow by bl ocking sone or al
other packets. By first delaying a request, and then later, after
delivery, blocking the response to the request, the client is not
made aware of the del ayed delivery except by the nissing response.
The server has in general, no way of knowi ng that the request was

del ayed and will therefore happily process the request.
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If sone wireless |lowlevel protocol is used, the attack can al so be
performed by the attacker sinultaneously recording what the client
transmits while at the same time jamming the server. The request
delay attack is illustrated in Figure 3.

dient Foe Server

R >@ | Code: 0.03 (PUT)
| PUT | | Token: 0x9c
[ [ | Uri-Path: |ock
| | | Payl oad: 0 (Unl ock)
I I I

I

@----> Code: 0.03 (PUT)

|
PUT | Token: 0x9c
| Uri-Path: |ock
| Payl oad: 0 (Unl ock)
I
<emm - - + Code: 2.04 (Changed)
Token: 0x9c

—_——

Fi gure 3: Del aying a Request

Where '@ neans the attacker is storing and later forwarding the
message (@nmay alternatively be seen as a wornmhol e connecting two
points in tine).

Wil e an attacker delaying a request to a sensor is often not a
security problem an attacker delaying a request to an actuator
performng an action is often a serious problem A request to an
actuator (for exanple a request to unlock a lock) is often only neant
to be valid for a short tine frane, and if the request does not reach
the actuator during this short tinmeframe, the request should not be
fulfilled. 1In the unlock exanple, if the client does not get any
response and does not physically see the | ock opening, the user is
likely to wal k away, calling the |l ocksmth (or the |IT-support).

If a non-zero replay window is used (the default when CoAP is used
over UDP), the attacker can let the client interact with the actuator
before delivering the delayed request to the server (illustrated in
Figure 4). In the |lock exanple, the attacker may store the first

"unl ock" request for later use. The client will likely resend the
request with the sanme token. |f DILS is used, the resent packet wll
have a different sequence nunber and the attacker can forward it. |If
OSCOAP i s used, resent packets will have the sane sequence nunber and
the attacker nust block themall until the client sends a new nessage
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with a new sequence nunber (not shown in Figure 4).
when the client has | ocked the door again,
unl ock” message to the door

t he del ayed

dient

CoAP Actuators

Foe Server

o——

—_—_————
N
+

Code:
Token:
Uri - Pat h:
Payl oad:

Code:
Token:
Uri - Pat h:
Payl oad:

Token:

|

[ Code:
| Token:
| Uri-Path:
| Payl oad:
I

Code:
Token:

Code:
Token:
Uri - Pat h:
Payl oad:

Code:
Token:

March 2016

After a while
the attacker can deliver
a very serious attack

0.03 (PUT)
0x9c

| ock

0 (Unl ock)
0.03 (PUT)
0x9c

| ock

0 (Unl ock)

2. 04 (Changed)
0x9c

0. 03 (PUT)
Ox7a

| ock

1 (Lock)

2. 04 (Changed)
Ox7a

0.03 (PUT)
0x9c

| ock

0 (Unl ock)

2. 04 (Changed)
0x9c

Figure 4: Del ayi ng Request with Reordering

Wil e the second attack (Figure 4) can be nmtigated by using a replay

wi ndow of | ength

zZero,

the first attack (Figure 3) cannot.

A

solution nust enable the server to verify that the request was

received within a certain tine frame after
acconplished with either a chall enge-response pattern
or by only allow ng requests a short period after client

ti mest anps,
aut henti cati on.

Requiring a fresh client

This can be
by exchangi ng

it was sent.

aut hentication (such as a

new TLS/ DTLS handshake or an EDHOC key exchange
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[1-D.sel ander-ace-cose-ecdhe]) nitigates the problem but requires

| arger nessages and nore processing than a dedicated sol ution
Security solutions based on tinestanps require exactly synchronized
time, and this is hard to control with conplications such as tine
zones and daylight saving. Even if the clocks are synchronized at
one point in time, they may easily get out-of-sync and an attacker
may even be able to affect the client or the server tine in various
ways such as setting up a fake NTP server, broadcasting false time
signals to radio controlled cl ocks, or expose one of themto a strong
gravity field. As soon as client falsely believes it is tine
synchroni zed with the server, delay attacks are possible. A
chal | enge response mechanismis nuch nore failure proof and easy to
anal yze. The chall enge and response may be sent in a CoAP option or
in the CoAP payl oad. One such nechanism the CoAP Replay Option, is
specified in Section 3.

Renedy: The CoAP Replay Option specified in Section 3 SHALL be used
for controlling actuators unless another application specific
chal | enge-response or tinmestanp nechanismis used

2.3. The Response Delay and M smatch Attack

The following attack can be perforned if CoAP is protected by a
security protocol where the response is not bound to the request in
any way except by the CoAP token. This would include nost genera
security protocols, such as DILS and | Psec, but not OSCOAP. The
attacker performs the attack by delaying delivery of a response unti
the client sends a request with the same token. As long as the
response is inside the replay w ndow (which the attacker can nake
sure by blocking | ater responses), the response will be accepted by
the client as a valid response to the later request. CoAP [RFC7252]
uses a client generated token that the server echoes to match
responses to request, but does not give any guidelines for the use of
token with DILS, except that the tokens currently "in use" SHOULD
(not SHALL) be uni que.

The attack can be perforned by an attacker on the wire, or an
attacker simultaneously recording what the server transmits while at
the sane tine janmng the client. The response delay and m smatch
attack is illustrated in Figure 5.
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dient Foe Server

R >| Code: 0.03 (PUT)
| PUT | [ Token: Ox77
| | | Uri-Path: Iock
| | | Payl oad: 0 (Unl ock)
I I I
| @&x----- + Code: 2.04 (Changed)
| | 2.04 | Token: Ox77
I I I
I I I
+----- >X | Code: 0.03 (PUT)
| PUT | | Token: 0x77
| | | Uri-Path: Iock
[ [ [ Payl oad: 0 (Lock)
I I I
| Code: 2.04 (Changed)
| 2.04 | Token: Ox77
I

Fi gure 5: Del aying and M snatching Response to PUT

If we once again take a | ock as an exanple, the security consequences
may be severe as the client receives a response nessage likely to be
interpreted as confirmation of a | ocked door, while the received
response nessage is in fact confirmng an earlier unlock of the door
As the client is likely to | eave the (believed to be | ocked) door
unattended, the attacker may enter the hone, enterprise, or car
protected by the | ock.

The sane attack nmay be perforned on sensors, also this with serious
consequences. As illustrated in Figure 6, an attacker may convince
the client that the lock is |ocked, when it in fact is not. The
"Unl ock" request nay be also be sent by another client authorized to
control the | ock.
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dient Foe Server

Payl oad: 1 (Locked)

AR >| Code: 0.01 (GET)
| GET | | Token: 0x77
| [ | Uri-Path: Iock
I I I
I @----- + Code: 2.05 (Content)
| | 2.05 | Token: 0x77
| | | Payl oad: 1 (Locked)
I I I
Foomooo- >| Code: 0.03 (PUT)
| PUT | | Token: 0x34
[ | | UWi-Path: |ock
| | | Payl oad: 1 (Unl ock)
| | |
[ X<----- + Code: 2.04 (Changed)
[ | 2.04 | Token: 0x34
I I I
to---- >X | Code: 0.01 (GET)
| GET | | Token: 0x77
[ | | Uri-Path: |ock
I I I
| Code: 2.05 (Content)
2.05 [ Token: O0x77
I
I

Figure 6: Del aying and M snatching Response to GET

As illustrated in Figure 7, an attacker may even nmix responses from
different resources as long as the two resources share the sanme DILS
connection on some part of the path towards the client. This can
happen if the resources are |ocated behind a cormmon gateway, or are
served by the sane CoAP proxy. An on-path attacker (not necessarily
a DTLS endpoint such as a proxy) nay e.g. deceive a client that the
living roomis on fire by responding with an earlier del ayed response
fromthe oven (tenperatures in degree Cel sius).
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dient Foe Server

R >| Code: 0.01 (GET)

| GET | [ Token: Ox77

| | | Uri-Path: oven/tenperature
I I I

| &----- + Code: 2.05 (Content)

| | 2.05 | Token: Ox77

| | | Payl oad: 225

I I

I I I

+----- >X | Code: 0.01 (GET)

| GET | | Token: Ox77

| | | Uri-Path: |ivingroontenperature
I I I

<------ @ | Code: 2.05 (Content)

| 2.05 | [ Token: O0x77

| | | Payl oad: 225

I I I

Figure 7: Delaying and M smatchi ng Response from ot her resource

Renedy: If CoAP is protected with a security protocol not providing
bi ndi ngs between requests and responses (e.g. DILS) the client MJST
NOT reuse any tokens for a given source/destination which the client
has not received responses to. The easiest way to acconplish this is
to inmplenent the token as a counter and never reuse any tokens at

all, this approach SHOULD be fol |l owed.

2.4. The Relay Attack

Yet anot her type of attack can be perforned in depl oynents where
actuator actions are triggered autonmatically based on proximty and
wi thout any user interaction, e.g. a car (the client) constantly
polling for the car key (the server) and unl ocking both doors and
engi ne as soon as the car key responds. An attacker (or pair of
attackers) may sinply relay the CoAP nmessages out-of-band, using for
exanpl es sone other radio technology. By doing this, the actuator
(i.e. the car) believes that the client is close by and perforns
actions based on that fal se assunption. The attack is illustrated in
Figure 8. 1In this exanple the car is using an application specific
chal | enge-response nechani smtransferred as CoAP payl oads.
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dient Foe Foe Server

| Code: 0.02 (PCST)

[ Token: 0x3a

| Uri-Path: Iock

| Payl oad: JwePR2i Ce8bOux (Chal | enge)
I

Token: 0x3a

I

I

|

| <----- + o | <----- + Code: 2.04 (Changed)

| |

[ [ Payl oad: RMBi 13G&D5vf XK ( Response)
I I

Figure 8 Relay Attack (the client is the actuator)

The consequences may be severe, and in the case of a car, lead to the
attacker unlocking and driving away with the car, an attack that
unfortunately is happening in practice.

Remedy: Cetting a response over a short-range radi o MIUST NOT be taken
as proof of proxinmity and therefore MJST NOT be used to take actions
based on such proximty. Any automatically triggered nechani sns
relying on proxinmty MJST use other stronger nechani snms to guarantee
proximty. Mechanisns that MAY be used are: neasuring the round-trip
time and cal cul ate the maxi num possi bl e di stance based on the speed
of light, or using radio with an extrenely short range |ike NFC
(centimeters instead of nmeters). Another option is to including
geogr aphi cal coordinates (frome.g. GPS) in the nmessages and
calculate proximty based on these, but in this case the | ocation
measur enents MJST be very preci se and the system MUST nake sure that
an attacker cannot influence the |ocation estimation, sonething that
is very hard in practice

3. The Repeat Option

The Repeat Option is a chall enge-response nechani smfor CoAP, binding
a resent request to an earlier 4.03 forbidden response. The
chal l enge (for the client) is sinply to echo the Repeat Option val ue
in a new request. The Repeat Option enables the server to verify the
freshness of a request, thus mtigating the Delay Attack described in
Section 2.2. An exanple nessage flowis illustrated in Figure 9.
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Client Server
I I
SRR >| Code: 0.03 (PUT)
| PUT | Token: 0x41
| | Uri-Path: |ock
| | Payl oad: 0 (Unl ock)
I I
| <----- +t0 Code: 4.03 (Forbi dden)
| 4.03 | Token: 0x41
[ [ Repeat: 0x6c880d41167ba807
I I
R > tl Code: 0.03 (PUT)
| PUT | Token: 0x42
| | Uri-Path: |ock
| | Repeat: 0x6c880d41167ba807
[ [ Payl oad: 0 (Unl ock)
I I
| <----- + Code: 2.04 (Changed)
| 2.04 Token: 0x42
I

March 2016

Mat t sson,

Figure 9: The Repeat Option

The Repeat Option may be used for all Methods and Response Codes. In
responses, the value MJST be a (pseudo-)randombit string with a

Il ength of at least 64 bits. A new (pseudo-)randombit string MJIST be
generated for each response. In requests, the Repeat Option MJST
echo the value froma previously received response.

The Repeat Option is critical
Cache- Key, and not repeatable.

Saf e-t o- Forward, not part of the

Upon receiving a request without the Repeat Option to a resource with
freshness requirenments, the server sends a 4.03 Forbi dden response
with a Repeat Option and stores the option value and the response
transmt time tO.

Upon receiving a 4.03 Forbidden response with the Repeat Option, the
client SHOULD resend the request, echoing the Repeat Option val ue.

Upon receiving a request with the Repeat Option, the server verifies
that the option value equals the previously sent val ue; otherw se the
request is not processed further. The server calculates the round-
trip time RTT = (t1 - t0), where tl1 is the request receive tine. The
server MJST only accept requests with a round-trip tinme below a
certain threshold T, i.e. RIT < T, otherwi se the request is not
processed further, and an error nessage MAY be send. The threshold T
is application specific.
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EDI TORS NOTE: The nechani sm descri bed above is secure and gives the
server freshness guarantee independently of what the client does.

The di sadvantages are that the mechani sm al ways takes two round-trips
and that the server has to save the option value and the tine tO.

Two di fferent solutions involving tinme overcones these di sadvant ages:

0 The server may sinply send the client the current time inits
timescale, i.e. a tinmestanmp (option value = t0). The client may
then use this tinestanp to estimate the current tine in the
servers tinmescal e when sending future requests (i.e. not echoing).
Thi s approach has the benefit of reducing round-trips and server
state, but has the security problens discussed in Section 2.2.

o0 The server may instead of a pseudorandom val ue send an encrypted
timestanp (option value = E(k, t0)). CTR-npode would froma
security point be like sending (value = t0). ECB-npde or CCM node
woul d work, but would expand the value length. Wth CCM the
server mght also bind the option value to request (value =
AEAD(k, tO0, parts of request)). This approach does not reduce the
nunber of round-trips but elimnates server state.

TODO Update the Repeat Option to use a conbination of these two
sol uti ons i nstead.

4. | ANA Consi derations
Thi s docunment defines the followi ng Option Nunber, whose val ue have

been assigned to the CoAP Option Nunbers Registry defined by
[ RFC7252] .

oo T +
| Nurber | Nane |
Fom e e e - - Fom e e e e e +
[ 29 | Repeat [
Fommnaann e +

5. Security Considerations

The whol e docunent can be seen as security considerations for CoAP.
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