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Abst ract

JavaScript Object Notation, JSON (RFC7159) is a text-based data
format which is popular for Web based data exchange. Concise Binary
bj ect Representation, CBOR (RFC7049) is a binary data format which
has been optim zed for data exchange for the Internet of Things
(l1oT). For many |oT scenarios, CBOR formats will be preferred since
it can hel p decrease transm ssion payl oad sizes as well as

i mpl ement ati on code sizes conpared to other data formats.

Web Li nki ng (RFC5988) provides a way to represent |inks between Wb
resources as well as the relations expressed by themand attributes
of such a link. 1In constrained networks, a collection of Wb |inks
can be exchanged in the CoRE link format (RFC6690). CQutside of
constrai ned environnents, it may be useful to represent these
collections of Web links in JSON, and simlarly, inside constrained
environnments, in CBOR This specification defines a common fornat
for this.

G oup Communi cation for the Constrai ned Application Protocol
(RFC7390) defines a nunmber of JSON formats for controlling

conmuni cati on between groups of nodes enpl oyi ng the Constrained
Application Protocol (CoAP). 1In a simlar vein, this specification
defines CBOR variants of these fornmats.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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I nt roducti on

Web Li nki ng [ RFC5988] provides a way to represent |inks between Wb
resources as well as the relations expressed by themand attributes
of such a link. In constrained networks, a collection of Wb |inks
can be exchanged in the CoRE link format [RFC6690] to enabl e resource
di scovery, for instance by using the CoAP protocol [RFC7252].

The JavaScript Object Notation (JSON) [RFC7159] is a |ightweight,

t ext - based, | anguage-i ndependent data interchange format. JSON is
popul ar in the Wb devel opnent environnent as it is easy for hunmans
to read and wite.

The Conci se Binary Object Representation (CBOR) [RFC7049] is a binary
data format which requires extrenely small code size, allows very
conpact nessage representation, and provides extensibility w thout
the need for version negotiation. CBOR is especially well suited for
| oT environments because of these efficiencies.

When converting between a bespoke syntax such as that defined by

[ RFC6690] and JSON or CBOR, nmany small decisions have to be made. |If
|l eft without guidance, it is likely that a nunber of slightly

i nconpatible dialects will energe. This specification defines a
common approach for translating between the CoRE-specific bespoke
formats, JSON and CBOR formats. \here applicable, mapping from other
formats (e.g. CoRE Link Format) into JSON or CBOR is al so descri bed

This specification defines a cormon format for representi ng CoRE Wb
Linking in JSON and CBOR, as well as the various JSON formats for
controlling CoRE group conmuni cation [ RFC7390], in CBOR

Note that there is a separate question on how to represent Wb |inks
poi nting out of JSON docunents, as discussed e.g. in [MNOT11l]. \While
there are good reasons to stay as conpatible as possible to

devel opnments in this area, the present specification is solving a

di fferent problem

bj ecti ves

This specification has been designed based on the follow ng
obj ecti ves:

0o Canoni cal napping

* | ossless round-tripping with [ RFC6690] and between JSON and
CBOR

*  but not trying for bit-preserving (DER-style) round-tripping

et al. Expires May 4, 2016 [ Page 3]
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0 The sinplest thing that could possibly work

* Do not cater for RFC 5988 conplications caused by HTTP header
character set issues [ RFC2047]

0 Consider other work that has links in JSON, e.g.: JSON-LD, JSON
Ref erence [I|-D. pbryan-zyp-json-ref]

* Do not introduce unnpotivated differences
1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] when they appear in ALL CAPS. These words may al so appear
in this docunent in |ower case as plain English words, absent their
normati ve neani ngs.

The term"byte" is used in its now customary sense as a synonym for
"octet".

CoAP: Constrai ned Application Protocol [RFC7252]
CBOR: Conci se Binary bject Representation [ RFC7049]

CoRE: Constrai ned RESTful Environnents, the field of work underlying
[ RFC6690], [RFC7049], [RFC7252], and [ RFC7390]

| oT: Internet of Things
JSON: JavaScri pt Object Notation [ RFC7159]

The objective of the JSON and CBOR mappi ngs defined in this docunent
is to contain information of the formats specified in [ RFC5988] and
[ RFC6690]. This specification therefore uses the nanmes of the ABNF
productions used in those docunents.

2. Wb Links in JSON and CBOR
2.1. Background

Wb Li nki ng [ RFC5988] provides a way to represent |inks between Wb
resources as well as the relations expressed by themand attributes
of such a link. 1In constrained networks, a collection of Wb |inks
can be exchanged in the CoRE link format [RFC6690] to enabl e resource
di scovery, for instance by using the CoAP protocol [RFC7252] and in
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conjunction with the CoRE resource directory
[I-D.ietf-core-resource-directory].

2.2. Information Mdel

Li,

This section discusses the informati on nodel underlying the CORE Link
For mat payl oad.

An application/link-format docunment is a collection of web |inks
("l'ink-value"), each of which is a collection of attributes ("link-
paran') applied to a "URI - Ref erence”

W straightforwardly map:
o the outer collection to an array of |inks;

0o each link to a JSON object or CBOR nmap, napping attribute nanes to
attribute val ues

In the object representing a "link-value", each target attribute or
other parameter ("link-parant') is represented by a JSON nane/val ue
pair (nmenber). The nane is a string representation of the paraneter
or attribute name (as in "parmane"), the value is a string
representation of the parameter or attribute value ("ptoken" or
"quoted-string"). "quoted-string" productions are parsed (i.e, the
outer quotes rempved and t he backsl ash constructions eval uated) as
defined in [RFC6690] and its referenced docunments, before placing
themin JSON strings (where they nmay gain back additional decorations
such as backsl ashes as defined in [ RFC7159]).

If no attribute value ("ptoken" or "quoted-string") is present, the
presence of the attribute nane is indicated by using "true" as the
val ue.

If a Link attribute ("parmane") is present nore than once in a
"l'ink-value", its values are then represented as a JSON array of JSON
string values; this array becones the value of the JSON nane/val ue
pair where the attribute name is the JSON nane. Attributes occurring
just once MJST NOT be represented as JSON arrays but MJIST be directly
represented as JSON strings. (Note that [RFC6690] has cut down on

the use of repeated paraneter nanes; they are still allowed by
[ RFC5988] though. No attenpt has been made to decode the possibly
space-separated values for rt=, if=, and rel=into JSON arrays.)

The URI-Reference is represented as a nane/value pair with the nane
"href" and the URI -Reference as the value. (Rationale: This usage is
consistent with the use of "href" as a query paranmeter for |ink-

et al. Expires May 4, 2016 [ Page 5]
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format query filtering and with Iink-format reserving the Iink
paraneter "href" specifically for this use [ RFC6690]).

The resulting structure can be represented in CDDL
[1-D. greevenbosch-appsawg-cbor-cddl] as:

links = [* link]

link = {
href: tstr ; resource UR
* tstr => tstr / true

}
Fi gure 1: CoRE Link Format Data Mde

2.3. Additional Encoding Step for CBOR

The above specification for JSON could be used as is for the CBOR

encoding as well. However, to further reduce nessage sizes, it is
beneficial to performan extra encodi ng step, and encode "href" and
some commonly occurring attribute names as small integers

The substitution is summari zed bel ow

[ RS o e oo +
| name | encoded val ue
Fomm e e e o - B +
| href | 1 |
| rel | 2 [
| anchor | 3 |
| rev | 4 [
| hreflang | 5 [
| nedia | 6 |
| title | 7 [
| type | 8 I
| rt | 9 I
| if | 10 [
| sz | 11 |
| ct | 12 [
| obs | 13 |
| ins | 14 [
| exp | 15 I
[ RS o e oo +

Tabl e 1: Integer Encoding of comon attribute nanes

_** TODO Is this the right list of attribute nanes? **_
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This list of substitutions is fixed by the present specification; no
future expansion of the list is foreseen. "href" as well as al
attribute names in this list MIST be represented by their integer
substitutions and MJUST NOT use the attribute name in text form

This leads to the following CDDL representation for the CBOR
encodi ng:

links = [* link]

link = {
href: tstr ; resource UR
* |abel => tstr / true

}
| abel = tstr / &

href: 1, rel: 2, anchor: 3
rev: 4, hrefl ang: 5, medi a: 6,
title: 7, type: 8, rt: 9,

if: 10, sz: 11, ct: 12,
obs: 13,

Figure 2: CoRE Link Format Data Moddel (CBOR)
2.4. Exanples

</sensors>; ct=40;titl e="Sensor | ndex",

</ sensors/tenp>;rt="tenperature-c";if="sensor"
</sensors/light>rt="light-lux";if="sensor",

<http://ww. exanpl e. com sensor s/t 123>; anchor ="/ sensors/tenp"
; rel ="descri bedby",
</t>;anchor="/sensors/tenp";rel ="al ternate"

Figure 3: Exanple from page 15 of [ RFC6690]
The link-format docunent in Figure 3 becones (321 bytes):

"[{"href":"/sensors","ct":"40","title":"Sensor
I ndex"}, {"href":"/sensors/temp","rt":"tenperature-

c","if":"sensor"},{"href":"/sensors/light","rt":"light-
lux","if":"sensor"},{"href":"http://ww. exanpl e. conf sensor s/
t 123", "anchor":"/sensors/
temp","rel":"describedby"},{"href":"/t", "anchor":"/sensors/
tenp","rel":"alternate"}] "

(More exanples to be added.)
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2.4.1. Link Format to CBOR Exanpl e
Thi s exanpl es shows conversion fromlink format to CBOR fornmat.

The |ink-format docunent in Figure 3 becones (in CBOR diagnostic
format):

[{1: "/sensors", 12: "40", 7: "Sensor |ndex"},

{1: "/sensors/tenp", 9: "tenperature-c", 10: "sensor"},

{1: "/sensors/light", 9: "light-lux", 10: "sensor"},

{1: "http://ww. exanpl e. com sensors/t 123", 3: "/sensors/tenp",
2: "describedby"},

{1. "/t", 3: "/sensors/tenp", 2: "alternate"}]

or, in hexadecimal (203 bytes):
85 # array(nunber of data itens:5)
a3 # map(# data itempairs: 3)
01 # unsigned integer(value:1,"href")
68 # text string(8 bytes)
2f 73656e736f 7273 # "/sensors”
Oc # unsi gned integer(value: 12,"ct")
62 # text(2)
3430 # "40"
07 # unsigned integer(value:7,"title")
6¢ # text string(1l2 bytes)
53656e736f 7220496e646578 # "Sensor | ndex"
a3 # map(# data item pairs: 3)
01 # unsigned integer(value: 1, "href")
6d # text string(1l3 bytes)
2f 73656e736f 72732f 74
656d70 # "/sensors/tenp”
09 # unsigned integer(value:9,"rt")
6d # text string(1l3 bytes)
74656d70657261747572
652d63 # "tenperature-c”
Oa # unsigned integer(val ue: 10,"if")
66 # text string(6 bytes)
73656e736f 72 # "sensor"
a3 # map(# data itempairs: 3)
01 # unsigned integer(value: 1, "href")
6e # text string(l1l4 bytes)
2f 73656e736f 72732f 6¢
69676874 # "/sensors/light"
09 # unsigned integer(value:9,"rt")
69 # text string(9 bytes)
6c696768742d6¢c7578 # "light-1ux"
Oa # unsigned integer(value: 10,"if")

Li, et al. Expires May 4, 2016 [ Page 8]
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# text string(6 bytes)
73656e736f 72 # "sensor"

# map(# data item pairs: 3)

# unsigned integer(value: 1, "href")
23 # text string(35 bytes)
687474703a2f 2f 777777
2e6578616d706c652e63

6f 6d2f 73656e736f 7273

2f 74313233 # "

2f 73656e736f 72732f 74
656d70

6465736372696265646279

2f 74

2f 73656e736f 72732f 74
656d70

616c7465726e617465

h
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

ttp://ww. exanpl e. coml sensors/t 123"
unsi gned i nt eger (val ue: 3, "anchor")
text string(13 bytes)

"/ sensors/tenp”

unsi gned i nt eger (val ue: 2,
text string(1ll bytes)
"descri bedby"

map(# data item pairs: 3)
unsi gned integer(value:1,"href")
text string(12 bytes)

Wi

unsi gned i nt eger (val ue: 3, "anchor")
text string(13 bytes)

rel")

"/sensors/tenp"

unsi gned integer(value:2,"rel")
text string(9 bytes)

"al ternate”

Figure 4: Wb Links Encoded in CBOR

in JSON to CBOR Exanpl e

Thi s exanpl es shows conversion fromlink format JSON to CBOR format.

The JSON exanple from Section 2.4 becones:

85
a3
01
68

Oc
18
07
6C

a3
01

Li, et al.

2f 73656e736f 7273

28

53656e736f 7220496646578

HHEFHHHFEHFHFHHHH

array(nunber of data itens:5)
map(# data item pairs: 3)

unsi gned integer(value:1, "href")
text string(8 bytes)

"/ sensors"

unsi gned integer(value: 12,"ct")
unsi gned i nt eger (val ue: 40)

unsi gned integer(value:7,"title")
text string(12 bytes)

"Sensor | ndex"

map(# data itempairs: 3)

unsi gned integer(value:1,"href")

Expires May 4, 2016 [ Page 9]
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2f 73656e736f 72732f 74
656d70

74656d70657261747572
652d63

73656e736f 72

2f 73656e736f 72732f 6¢C
69676874

6c696768742d6¢c7578

73656e736f 72

23
687474703a2f 2f 777777
2e6578616d706c652e63
6f 6d2f 73656e736f 7273
2f 74313233

2f 73656e736f 72732f 74
656d70

6465736372696265646279

2f 74

2f 73656e736f 72732f 74
656d70

616c7465726e617465

Expires May 4, 2016
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text string(13 bytes)

"/sensors/tenp”
unsi gned integer(value:9,"rt")
text string(13 bytes)

"t enmperature-c"

unsi gned i nteger(value: 10,"if")
text string(6 bytes)

"sensor"”

map(# data itempairs: 3)

unsi gned integer(value:1,"href")
text string(14 bytes)

"/sensors/light"”

unsi gned integer(value:9,"rt")
text string(9 bytes)

"light-1ux"

unsi gned integer(val ue: 10, "if")
text string(6 bytes)

"sensor”

map(# data item pairs: 3)

unsi gned i nteger(val ue: 1, "href")
text string(35 bytes)

ttp://ww. exanpl e. conf sensors/t 123"
unsi gned i nt eger (val ue: 3, "anchor")
text string(13 bytes)

"/sensors/tenp”

unsi gned i nt eger (val ue: 2,
text string(1l bytes)
"descri bedby"

map(# data item pairs: 3)
unsi gned integer(value:1
text string(12 bytes)
wypn

unsi gned i nteger (val ue: 3,
text string(13 bytes)

rel")

nhref n)

"anchor")

"/ sensors/tenp"

unsi gned i nt eger (val ue: 2,
text string(9 bytes)

"al ternate"

rel")
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Fi gure 5: Web Links Encoded in CBOR
3. G oup Conmuni cati on Managenent Objects in CBOR
3.1. Background

The CoAP Group Communi cations specification [ RFC7390] defines group
managenent objects in JSON format. These objects are used to
represent IP multicast group information for CoAP endpoints. See
[I-D.ietf-core-resource-directory] for nore exanples of using these
obj ect s.

3.2. Information Mbdel

This section discusses the information nodel underlying the CoAP
Group Conmuni cati on nanagenent object payl oad.

A group menbership JSON object contains one or nore key/val ue pairs,
and represents a single IP nulticast group nembership for the CoAP
endpoint. Each key/value pair is encoded as a nenber of the JSON
obj ect, where the key is the nmenber nane and the value is the
nmenber’ s val ue.

The i nformati on nodel of the CoAP G oup Commruni cati on nmanagenent
obj ect can be sumari zed bel ow

collection = { * index => nmenbership }
index = tstr .regexp "[A-Za-z0-9]{1,2}"
menbership = {

? n: groupnane,

? a: groupaddress,

}
groupname = tstr ; host [":" port]
groupaddress = tstr ; |Pv4address [ ":" port ]

;[ "[" I Pvbaddress "]1" [":" port ]
Fi gure 6: CoAP G oup Communi cati on Data Mbdel
3.3.  Mapping
The objective of the mapping defined in this section is to map

information fromthe JSON formats specified in [ RFC7390] into CBOR
format, using the rules of Section 4.2 of [RFC7049].

Li, et al. Expires May 4, 2016 [ Page 11]
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3.4. G oup Conmunication Exanpl e
"[ff15::4200:f7fe: ed37: 14cal" },

{ "8" :{ "a":
"11":{ "n": "sensors.floor1.west. bl dg6. exanpl e. cont',
"a": "[ffl5::4200:f7fe:ed37:25ch]" },
"12":{ "n": "All-Devices.floorl. west. bl dg6. exanpl e. cont,
"a": "[ff15::4200:f 7fe: ed37: abcd] : 4567" }
}
Figure 7: Exanple fromsection 2.6.2.4 of [RFC7390]
becones:

Li, et al. Expires May 4, 2016
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# map(3)
61 # text(1)
38 # "8"
al # map(1)
61 # text(1)
61 # "a"
78 1b # text(27)
5b666631353a3a343230
303a663766653a656433
373a313463615d # "[ff15::4200:f7fe: ed37: 14ca]"
62 # text(2)
3131 # "11"
a2 # map(2)
61 # text(1)
6e # "n"
78 25 # text(37)
73656e736f 72732e666¢C
6f 6f 72312e776573742¢
626c6467362e6578616d
706c652e636f 6d # "sensors. floorl. west. bl dg6. exanpl e. cont
61 # text(1)
61 # "a"
78 1b # text(27)
5b666631353a3a343230
303a663766653a656433
373a323563625d # "[ff15::4200:f7fe: ed37: 25cb] "
62 # text(2)
3132 # 12"
a2 # map(2)
61 # text(1)
6e # "n"
78 29 # text(41)
416c6c2d446576696365
732e666c6f 6f 72312e77
6573742e626c6467362¢e
6578616d706c652e636f
6d # "All -Devices. fl oor1. west. bl dg6. exanpl e. cont
61 # text(1)
61 # "a"
78 20 # text(32)
5b666631353a3a343230
303a663766653a656433
373a616263645d3a34353637 # "[ff15::4200:f 7f e: ed37: abcd] : 4567"
Fi gure 8: G oup Communi cati on Managenent Obj ect Encoded in CBOR
et al. Expires May 4, 2016 [ Page 13]
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TO DO Should the | P address/port nunber information be represented
in a nore conpact way?

4. | ANA Consi derations

This specification registers the follow ng additional |nternet Media
Types:

Type nane: application
Subt ype nane: |ink-format+json
Requi red parameters: None
Optional paraneters: None
Encodi ng consi derati ons: Resources that use the "application/
i nk-format +j son" nedia type are required to conformto the
"application/json" Media Type and are therefore subject to the
same encodi ng considerations specified in [ RFC7159], Section 11
Security considerations: As defined in this specification
Publ i shed specification: This specification.
Applications that use this nedia type: None currently known.
Addi tional information

Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): TEXT

Person & email address to contact for further information:
Car st en Bormann <cabo@ zi . org>

I nt ended usage: COVMON
Change controller: |ESG

and

Li, et al. Expires May 4, 2016 [ Page 14]
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Li,

Type nane: application
Subt ype nane: |ink-format+cbor
Required paraneters: None
Optional paraneters: None
Encodi ng consi derations: Resources that use the "application/
i nk-format +cbor” nedia type are required to conformto the
"application/cbor" Media Type and are therefore subject to the
sane encodi ng considerations specified in [ RFC7049], Section 7.
Security considerations: As defined in this specification
Publ i shed specification: This specification.
Applications that use this nedia type: None currently known.
Addi tional information

Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): CBOR

Person & email address to contact for further information:
Kepeng Li &l t; kepeng. | kp@l i baba-i nc. conr

I nt ended usage: COVMON
Change controller: |ESG
Security Considerations

The security considerations of [RFC6690], [RFC7049] and [ RFC7159]
appl y.

(TBD.)
Acknow edgenent s

(TBD.)

2015

Speci al thanks to Bert G eevenbosch who was an author on the initia
versi on of a contributing docunent, as well as the original author on

the CDDL notation
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