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Abstract

Thi s docunent anal yses threats to CoAP nessage exchanges traversing
proxi es and derives the security requirenents for mtigating those
t hreats.
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Copyright Notice
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1. Introduction

The Constrained Application Protocol (CoAP) [RFC7252] is a Wb
application protocol designed for constrai ned nodes and networks
[ RFC7228] .
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CoAP uses Dat agram Transport Layer Security (DTLS) [ RFC6347] for
security. At the same time, CoAP relies on proxies for scalability
and efficiency. These proxies are specified to performa nunber of
operations on CoAP nessages which requires DILS to be ternminated at
the proxy. The proxy therefore not only has access to the data
required for performng the desired proxy functionality, but is also
abl e to eavesdrop on or nmanipul ate any part of the CoAP payl oad and
nmetadata in transit between client and server or inject new CoAP
messages without being protected or detected by DTLS

One way to mitigate this threat is to secure CoAP conmuni cati on at
the application | ayer using an object-based security nechani sm such
as CBOR Encoded Message Syntax [I-D.ietf-cose-nsg] instead of or in
addition to the security nechani sns at the network [ ayer or transport
| ayer. Such a nechani smcan provide "end-to-end security” at the
application layer in contrast to the "hop-by-hop security" provided
by DTLS

Thi s docunent anal yses security requirements for CoAP requests and
responses of sensor and actuator deployments involving proxies and
other simlar internediaries. The analysis is based on identifying
the assets associated to sensor- and actuator-based conmuni cation
patterns and considering the potential threats executed through
proxies to these assets. The threat anal ysis provides the basis for
defining the security requirements that an end-to-end security
mechani sm for CoAP needs to neet.

1.1. Term nol ogy

Readers are expected to be famliar with the terns and concepts
described in [ RFC7252].

2. Scope and Assunptions

Thi s docunment presents a nunber of scenarios involving sensor and
actuat or conmuni cations over CoAP. Conmon to all scenarios is the
presence of at |east one CoAP internediary, typically in the form of
a proxy between a client requesting a resource and a server hosting a
resource (see Figure 1). The proxy is responsible, for exanple, for
reduci ng response tine and network bandw dth use by serving responses
froma cache or for enabling the client to make requests that it

ot herwi se coul d not make.
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Figure 1: CoAP Message Exchanges Through A Proxy

The basic function of a proxy is to forward transl ated nessages
according to certain processing rules. For exanple:

o Forward a nmessage to the next proxy when the link is up
0 Only forward a request if there is no fresh cached response
o Forward a new publication to all subscribing clients

In order to performits function, a proxy may be required to read or
change certain parts of a CoAP message as defined in [ RFC7252]. For
exanple, a forward proxy is defined to transformthe Proxy-Uri option
to Ui-Host, Uri-Port, Ui-Path and Uri-Query options. A proxy
cachi ng responses needs to read the Cache Key and is required to
change the Max-Age option in the responses.

Since a proxy mght not be fully trusted, a security solution is
needed that protects the client, the server and the nessage exchanges
against certain threats while still allowing the proxy to assune its
normal functionality. The client and server are assunmed to have a
security association, but the proxy is neither assuned to have a
security association with the client nor with the server.

Pr oxy
Security Association
Figure 2: Security Association Between Cient and Server
For a start, this document considers the follow ng two cases: Forward

proxies (as specified in [ RFC7252]; Figure 2) and publish-subscribe
brokers (as specified in [I|-D. koster-core-coap-pubsub]; Figure 3).
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The functionality assuned by these nodes is summarized in the
respective scenarios analyzed in this docunment (Section 3).

| Publisher | | Broker | | Subscri ber
| (Cient) | | (Server) | | (dient) |
I I

Security Association
Figure 3: Security Association Between Publisher and Subscri ber

[ TODO. Reverse proxy and cross-protocol proxies will be added in a
future version of this docunent.]

To identify the threats in scope, we first consider what assets need
to be protected. |In general, there are the follow ng types of assets
to protect:

Al: The devices at the two ends, the data generated and stored in
these devices, and their (often very constrai ned) system
resources such as avail able nmenory, storage, processing
capacity, and energy.

A2: The physical environment of the devices fitted with sensors and
actuators. Access to the physical environnent is provided
t hrough CoAP resources that allow a renpote entity to retrieve
i nformation about the physical environment (such as the current
tenperature) or to produce an effect on the physical environnent
(such as the activation of a heater).

A3: The communication infrastructure linking the two devices (which
often contains sone very constrained parts) and the data stored
in the nessage processing devices.

The scope of this docunent is to anal yze threats executed through
proxi es and brokers, and this is only directly affecting the assets
of type A3, e.g., if a proxy is dropping all nessages.

However, the internediary node nmay nmani pul ate the nessages exchanged
bet ween the endpoints and thereby have an inpact also on the assets
Al and A2, for exanple: flooding a device with nessages has inpact on
its systemresources, and successful manipul ati on of an actuator
command, carried in a nessage, has an inpact on the physica
environment. We therefore add a fourth asset, which is the main
target being evaluated in this docunent:
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A4: The messages exchanged between a client and a server, through
the proxy. This includes the CoAP header and options in request
and response nessages (such as the requested nethod or the
target URI) and the CoAP resource representations, encapsul ated
in the nessage payl oad.

A fully trusted proxy, handling unprotected nessages, is an
attractive target, since proxies are aggregation points for nmessage
flows (see Section 4) and they nmay be an easier target fromthe
Internet than the sensors/actuators residing behind them A proxy
may become subject to intrusion or becone infected by nmal ware and
performthe attacks of a man-in-the-niddle. The attack vectors for
conmprom sing a proxy and the associated risks are out of scope for
this docunent.

The scope of the threat analysis is restricted to threats from
proxies to single client to server interactions. Threats resulting
fromcollusion between rmultiple proxies are also out of scope (see
Section 4).

On a high level, there are the following threats fromproxies to

consi der:
T1l: The proxy illegitimately nodifies a nessage.
T2: The proxy illegitimately sends a message, including replay,

fl oodi ng, etc.

T3: The proxy illegitimately inhibits sending of a nessage,
i ncluding del ay, reordering, etc.

T4: The proxy illegitimately reads part of a message.

To assess how such threats inpact the assets, we need to specify the
processing rules of the internediary nodes in different scenarios and
define the associated security objectives.

3. Scenarios, Threats and Security Requirenents

In this section we consider a set of scenarios involving proxies and
brokers, with different processing rules and security objectives. W
study the associated threats and derive the security requirements for
message transfer between client and server, in the different
scenari 0s.

Note that, since CoAP was not designed for end-to-end security,

solutions conplying with these security requirenents extend the
applicability of CoAP beyond its original scope.
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To sinplify the analysis, the scenarios are structured according to
how requests and responses are related to each other:

One Request - One Response
There is a one-to-one rel ation between request and response.

One Request - Miltiple Responses
A request may have nultiple responses, but each response is
securely linked to a uni que request.

Mul tipl e Requests - One Response
One response nmay serve multiple requests, but each request has a
singl e response.

Mul tiple Requests - Miltiple Responses
One response nmay serve nultiple requests, and each request may
have nul tipl e responses.

3.1. One Request - One Response

In this scenario we study use cases where it is inportant that a
response sent fromone endpoint is the response to a particul ar
request to that endpoint. Many security critical use cases require
that responses are in this way "securely linked" to requests, such as
alarm status retrieval and actuator conmand confirmation.

In this scenario there nust be a unique response for each request.
Cient Pr oxy Server

I I I
| Request | Request |

Response | Response |

Figure 4: Message Flow with a Uni que Response for Each Request
Exanpl e: Alarmstatus retrieva

Figure 4 can be seen as an illustration of a nmessage exchange for
a client requesting the alarmstatus (e.g., GET /al arm status)
froma server. Since the client wants to ensure that the alarm
status received is reflecting the current alarmstatus and not a
cached or spoofed response to the sanme resource, it nust be able
to verify that the received response is a response to this
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3.

Sel ander, et al.

particul ar request nade by the client. Therefore the response
must be securely linked to the request.

Exanpl e: Actuation confirmation

Anot her exanple for which Figure 4 serves as illustration is the
confirmation of an actuator request. In this case a client, say
in an industrial control system requests a server that a valve
shoul d be turned to a certain level, e.g. PUT /valve 42/1eve
with payload "3". 1I1n order for the client to correctly evaluate
the result of a potential changed valve level, it is inportant
that the client gets a confirmati on how the server responded to
the requested change, e.g., whether the request was perforned or
not. Again, the client wants to ensure that the response is
reflecting the result of this particular actuation request nade by
the client and not a cached or spoofed response. Therefore the
response nust be securely linked to the request.

Functi onal Requirenent:

(0]

1.

1.

Si nce each response is intended to be securely linked to a
particul ar request, the response nust not be used with any other
request. Hence, as nuch as possible of the caching functionality
nmust be inhibited. Therefore the CoAP option Mux-Age of the
responses is set to O (see Section 5.7.1 of [RFC7252]).

Processi ng Rul es

In this scenario, the desired proxy functionality is to forward a
transl ated request to the determ ned destination. There are two
nodes of operation for requests: Either using the Proxy-Uri option
(PR1.1) or using the Proxy-Schene option together with the Uri-Host,
Ui-Port, Ui-Path and Uri-Query options (PRL.2).

PR1.1 The Proxy-Uri option contains the request URI including

request schene (e.g. "coaps://"); the Proxy-Schenme and Uri-*
options are not present.

If the proxy is configured to forward requests to another
proxy, then it keeps the Proxy-Uri option; otherw se, it
splits the option into its conponents, adds the correspondi ng
Uri-* options and renoves the Proxy-Uri option. Then it makes
the request using the request schene indicated in the Proxy-
Ui .

PR1.2 The Proxy-Schene option and the Uri-* options together contain

the request URI; the Proxy-Uri option is not present.
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If the proxy is configured to forward requests to anot her
forwardi ng proxy, then it keeps the Proxy-Scheme and Uri-*
options; otherwi se, it renmoves the Proxy-Schene option. Then
it makes the request using the request schene indicated in the
renoved Proxy-Schene option

PR1.3 Responses are forwarded by the proxy, w thout any
nodi fi cati on.

3.1.2. Security Objectives

In this scenario there is a unique response for each request, so the
client should be able to verify that a certain response is made in
response to a specific request sent by the client.

The server should be able to verify that the proxy only has perforned
the nmessage nodifications intended by the client according to the
processing rul es.

The proxy should be prevented fromreadi ng or maki ng nodifications to
messages apart fromwhat is necessary to performthe processing rules
(cf. [RRC7258]).

The security objectives are:

SOL.1 The server is able to verify that a received request
originates froma client with which it has a security
association, and that the request has not been received
bef ore.

SOL.2 The server is able to verify that the received request either
has not been altered in transfer, or that the request is
nmodi fi ed according to the processing rule PRL.1 or PR1.2
(Section 3.1.1).

SOL.3 The server is able to protect the response such that only
aut hori zed clients can read the response.

SOL.4 The client is able to verify that the received response
originates fromthe requested server and resource, that it has
not been altered in transfer, and that it was generated as the
uni que response to the request.

SOL.5 The proxy is only able to read data needed to performthe
processing rul es.
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3.1.3. Threat Analysis and Mtigation

We now |ist potential threats and di scuss candidate mitigation
nmechani sns.

3.1.3. 1.

T1:1.1

T1:1.2

T1:1.3

T1:1.4

T1:1.5

T1:1.6

Sel ander,

T1: The proxy illegitimtely nodifies a nmessage
The proxy forwards a request with nodified payl oad

This threat can be nmitigated with integrity protection of
payl oad.

The proxy forwards a response with nodified payl oad

This threat can be nmitigated with integrity protection of
payl oad.

The proxy forwards a request with nodified CoAP option

Note that the proxy is entitled to change certain options by
processing rules PR1L.1 and PR1.2. Since the change is
predictable, the effective request URI can be integrity
protected by the client and verified by the server. The
other CoAP options in the request can be integrity protected.

The proxy forwards a response wth nodified CoAP option

This threat can be nmitigated with integrity protection of
CoAP options. Since Max-Age is set to O the proxy is not
entitled to change any options in the response so they can
all be integrity protected.

The proxy forwards a request with changed CoAP header fields

The proxy is entitled to change certain header fields (e.g.
the token) as part of its normal operations. Malicious
changes to nessage | ayer paraneters may cause a deni al - of -
service, equivalent of dropping a nessage or sendi ng spoofed
messages. This is difficult to mtigate. However, changing
the CoAP header Code (e.g., from GET to DELETE) nmay result in
an error or wong interpretation of the request which can
have other security inplications. A change to the Version
header field may result in security errors in the interaction
between di fferent versions of CoAP. These threats can be
mtigated by integrity protecting the Code and Version header
fields.

The proxy forwards a response with changed CoAP header fields
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Similar to previous threat. Sone aspects of this threat can
be mtigated by integrity protecting the Code and Version
header fi el ds.

T1:1.7 The proxy forwards a different request

If the forwarded request is fromanother client it can be
mtigated by having different security associations wth
different clients. |If the forwarded request is fromthe sane
client but with differences in payload, options or header
then this coincides with previously listed threats. A proxy
sending old requests (or reordering requests) fromthe sane
client to the same server resource can be mitigated by
integrity protecting a freshness paraneter (tinestanp,
counter, etc.) fromwhich the order of requests can be
deduced (replay/reordering protection).

T1:1.8 The proxy forwards a different response

By integrity protecting uniquely identifying information of
the request in the response, the client can verify that the
response was generated in reply to a particular request.

3.1.3.2. T2:The proxy illegitimately sends a nessage

T2:1.1 The proxy sends a request to the server w thout a previous
request fromthe client

This threat may be nmitigated with integrity- and replay
protection.

T2:1.2 The proxy sends a response to the client wi thout a previous
response fromthe server

Error messages fromthe proxy such as 5.02 (Bad Gat eway)
originate fromthe proxy. A proxy naliciously sending error
messages is a denial-of-service attack sinmilar to not
forwarding a nmessage (T3:1.1) and is difficult to mtigate.
However, responses claimng to be fromthe server may be
mtigated with integrity protection uniquely identifying

i nformati on of the request.

T2:1.3 A proxy sends a nunmber of nmessages for the purpose of
flooding client or server

By verifying the integrity, the client and server may

mtigate certain flooding attacks. The server can use the
replay/reordering protection to verify which messages are
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legitimate and the client can verify if a nmessage is a
response to a previously sent request.

3.1.3.3. T3:The proxy illegitimately inhibits sending of a nessage
T3:1.1 The proxy does not forward a nessage

This is a denial -of-service attack. While these kind of
threats may be difficult to mtigate, applications should
have a readiness for this kind of issues and a client is able
to detect a missing response.

T3:1.2 The proxy delays forwarding of a received nmessage

Del ayed forwardi ng may be a denial -of-service attack, simlar
to not forwarding. Certain delays nmay be legitinmate, so they
may be difficult to detect and nitigate. However, del ayed
requests and responses can also be used in attacks agai nst
actuators; see [|-D.mattsson-core-coap-actuators]. These
attacks can be performed by an on-path attacker and are not
restricted to proxies. The proposed mitigation is based on
verifying the tineliness of the request, for exanple, by
using time stanps or with an additional round-trip. These
mtigations can be supported by a new CoAP option contai ning
time stanmp or binding the response in a first round-trip to a
request of the second, as specified in

[1-D. mattsson-core-coap-actuators]. By integrity protecting
that new CoAP option, the threat can be mtigated

T3:1.3 The proxy reorders the requests
This threat may be nmitigated with the server integrity
protecting a freshness paraneter fromwhich the order of
requests can be deduced.

T3:1.4 The proxy reorders the responses
This threat may be nmitigated with the server integrity
protecting information specifying to which request a response
bel ongs.

3.1.3.4. T4:The proxy illegitimately reads part of a nessage

T4:1.1 The proxy reads a representation/payl oad

This threat can be nitigated with encryption of the payl oad.
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T4:1.2 The proxy infers information about the nature and state of

T4:1.3

T4:1. 4

the resource request/response from CoAP options

The proxy only needs to read the Uri-Host/Uri-Port and Proxy-
Uri/ Proxy-Schene options of a request. The information
reveal ed by these paraneters is public on network layer. The
proxy only needs to read Max-Age of the response, which is
set to 0 as indicated in the functional requirements. This
threat can be nmitigated by encrypting all other options.

The proxy infers informati on about the nature and state of
the resource request/response from CoAP header fields

The header fields needs to be transferred in plain text to
al | ow normal CoAP operations. The Code parameter reveals
i nformati on about what RESTful action is requested. This
information | eakage is difficult to mtigate.

The proxy reads and stores all message exchanges and can
deduce information about the entire history of the
correspondi ng interactions

This threat can be nitigated with encrypting as nmuch as
possi bl e of the data transferred between client and server
The case of long termkey conpronise can be mitigated with
forward secrecy.

3.1.4. Security Requirenents

This section contains the security requirenents and non-requirenents
for this scenario. For each requirement and non-requirenment the
associated threats are listed. The security requirenents are:

R1. 1

R1. 2

R1. 3

R1. 4

R1.5

Sel ander,

The server nust authenticate a nessage coning froma
requesting client (T1:21.1, T1:1.3, T1:1.5, T2:1.1).

The server nust verify that it has not received this request
previously (T1:1.7, T3:1.3).

The client nust verify that the received response origi nates
fromthe requested server (T1:1.2, T1:1.4, T1:1.6, T2:1.2).

The client nust verify that a response corresponds uniquely to
a previous request that the client has made (T1:1.8, T3:1.4).

The payl oad nust be integrity protected and encrypted between

client and server (T1:1.1-6,T4:1.1, T2:1.3, T4:1.1,
[ RFC7258] ).
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3.

2

R1. 6 The CoAP options except Uri-* and Proxy-* nust be integrity
protected in the request. The effective request URl rnust be
integrity protected in the request (T1:1.3).

R1.7 Al'l CoAP options in the response nust be integrity protected.
Max- Age nust be set to 0 (T1:1.4).

R1. 8 The CoAP options Uri-Host/Port and Proxy-Uri/Scheme of the
request must not be encrypted. The Max-Age option of the
response nust not be encrypted. Al other options nust be
encrypted (T4:1.2).

R1.9 The CoAP header fields Version and Code nust be integrity
protected in requests and responses. All other header fields
must not be integrity protected. The header fields nust not
be encrypted (T1:1.5, T4:1.3).

R1.10 The conmuni cation protocol nust provide forward secrecy
(T4:1.4).

The security non-requirenents of this scenario are:

NR1.1 The proxy nmay drop nessages w thout the endpoint being able to
infer that the nessage is |lost due to the proxy (T3:1.1).

NR1.2 The proxy may del ay nessages without being detected (T3:1.1
T3:1.2).

NR1.3 The proxy nmay read the CoAP header includi ng nessage | ayer
paraneters and Code, revealing the kind of RESTful action
bei ng requested and the response code (T4:1.3).

One Request - Miltiple Responses

In this scenario we study use cases where it is inportant that a
response is securely linked to a request as in the previous scenario,
but where there may be nultiple responses for each request. This
functionality protects comruni cation-constrai ned servers from
repeated requests fromthe sanme client and thus saves system
resources and bandwidth. This is useful in security critica

nmoni toring scenarios where tinme synchronizati on cannot be guaranteed.
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Cient Pr oxy Server

Notification | Notification |
I I

Figure 5: Message Flow of a Notification

Exanpl e: Secure paraneter nonitoring

Figure 5 can be seen as an illustration of a nmessage exchange for
a client nonitoring an inportant paraneter neasured by the server,
e.g., in a nedical or process industry application. The client

makes a subscription request for a resource and the server
responds with notifications, thereby providing updates to the
paraneter in regular tine intervals.

The client wants to ensure that first received notification
reflects the current paraneter value and that subsequent
notifications are tinely updates of the initial request. Since
notifications may be |lost or reordered, the client needs to be
able to verify the order of the nessages, as sent by the server.
By nonitoring the received nmessages and the tinme they are
received, the client can detect m ssing notifications and take
appropriate action.

Functi onal Requirenent:

o The sane functional requirenent apply as in the previous scenario
(Section 3.1).

3.2.1. Processing Rules

The processing rules are identical to PR 1.1 - 1.3 of the previous
scenario (Section 3.1.1).
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3.2.2. Security Objectives

The security objectives are simlar to the previous scenario. Each
response maps to a uni que request, but there may be nultiple
responses to one request. By ordering the responses, each nessage in
t hi s exchange can be nade uni que.

The security objectives of the previous scenario (Section 3.1.2) are
valid except for SOL.4 which is replaced by the foll ow ng objectives:

S2.1 The client is able to verify that the received response
originates fromthe requested server and resource, that it has
not been altered in transfer, and that it was generated as one
in a sequence of responses to the request.

SX2.2 The client is able to verify the order of the responses and if
a response i s m ssing.

3.2.3. Threat Analysis and Mtigation

The threat analysis fromthe previous scenario carries over with a
few exceptions.

3.2.3.1. T1:The proxy illegitimately nodifies a nessage

Sim lar conclusions apply as in the previous scenario

(Section 3.1.3.1). However, note that in T1:1.8, a proxy may

mal i ci ously reorder the responses to the sane request w thout being
detected. The mitigation specified in the previous scenario (that
the client verifies the response is linked to the request) is not
sufficient since there may be nultiple responses.

However, anal ogous to how requests are protected against replay/
reordering in the previous scenario, by additionally integrity
protecting a paraneter from which the order of responses can be
deduced, this threat can be mtigated

3.2.3.2. T2:The proxy illegitimately sends a nessage
Simlar conclusions apply as in the previous scenario
(Section 3.1.3.2). T2:1.3 can be mtigated with the additiona

replay/reordering protection of responses as nentioned in
Section 3.2.3.1.
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3.2.3.3. T3:The proxy illegitimately inhibits sending of a nmessage

Sim | ar conclusions apply as in the previous scenario

(Section 3.1.3.3). T3:1.4 can be mtigated with the additiona
replay/reordering protection of responses as nentioned in
Section 3.2.3.1.

3.2.3.4. T4:The proxy illegitimately reads part of a nessage

The sane concl usions apply as in the previous scenario
(Section 3.1.3.4).

3.2.4. Security Requirenents

The security requirements of the previous scenario (Section 3.1.4)
are valid except for RL.4 which is replaced by the follow ng
requirenents:

R2.1 The client nmust verify that a response corresponds to a
previ ous request that the client has made (T1:1.8, T3:1.4).

R2.2 The client nust verify that it has not received this response
previously and whet her responses for the sane request are
received in the wong order (T1:1.8, T3:1.3).

3.3. Miltiple Requests - One Response

In this scenario we study caching: how a proxy may serve the sane
cached response to nultiple clients requesting the sane resource.

The caching functionality protects conmunication-constrai ned servers
fromrepeated requests for the same resources, possibly originating
fromdifferent clients. This saves systemresources, bandw dth, and
round-trip tine.
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Fi gure 6: Message Flow for Cached Responses

In Figure 6, Cient A requests the proxy to nmake a certain request to
the server and to return the server’s response. The proxy services
the request by neking a request nessage to the server according to
the processing rules. |f the server returns a cacheabl e response,
then the proxy stores the response in its cache, performs any
necessary translations, and forwards it to the client. Later, client
B makes an equi val ent request to the proxy that the proxy services by
returning the response fromits cache.

Cacheabl e responses are 2.05 (Content) responses and all error
responses.

Functi onal Requirenents:

o0 The proxy nust be able to store cacheabl e responses in a cache.
This requires the proxy to read the CoAP header, options, and
payl oad and to conpute the cache key for a request.

0 The proxy nust be able to return a fresh response fromits cache
wi t hout contacting the server.

0 The proxy nust be able to performvalidation on a request by a

client and a request validation to the server (see Section 5.6.2
of [RFC7252]).
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3.3.1. Processing Rules

The proxy complies with the forwarding rules PRL.1 - 1.3
(Section 3.1.1) and the rules below. The rules bel ow have priority.

PR3.1 |If the proxy receives a request where the cache key natches
that of a cached fresh response, then the proxy discards the
request and replies with that response, else it makes a
transl at ed request.

PR3.2 The proxy caches and forwards cacheabl e responses. |f there
is already a response in the cache with the cache key of the
correspondi ng request, then the old response in the cache is
mar ked as stal e.

PR3.3 |If the proxy receives a request that contains an ETag option
and the proxy has a fresh response with the same cache key and
ETag, then the proxy replies to the request with a 2.03
(Valid) response w thout payload, else it forwards a
transl ated request.

PR3.4 The proxy updates the Max-Age option according to the Max-Age
associated with the resource representation it receives
decreasing its value to reflect the tine spent in the cache.

PR3.5 |If the request contains an Accept option and if there is a
fresh response that matches the cache key for the
correspondi ng request except for the Accept option, and if the
Content-Fornmat of the response natches that of the Accept
option, then the proxy forwards the cached response to the
requesting client.

3.3.2. Security Objectives

A caching proxy has an active role in the resource request/response
procedure, so it is not surprising that it is necessary to nake a
trade-of f between caching functionality and the protection of client-
server interaction. Conparing with the scenario in Section 3.1, nost
of the security objectives in Section 3.1.2 cannot be net:

0 The caching functionality decoupl es responses fromrequests. This
inplies that a client is not able to verify that a received
response i s generated by the server in response to a specific
request.

o Aclient may receive a response without the server being aware

that the client has nade a request. A proxy could proactively
generate requests or observe resources in order to keep the cache
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up-to-date. Thus the server cannot in general verify that a
request originates froma client as a precondition to provide a
response.
Since a proxy can autononously nake requests for resource
representations and there is no security association between proxy
and server, the server cannot verify those requests. |If a request
needs to be verified then the solution to the scenario in Section 3.1
can be re-used. Therefore we do not consider the protection of
requests and focus here on enabling the caching functionality and
providing security to cacheabl e resource representations.
The security objectives for this scenario are:
S3.1 The client is able to verify that a received response contains
a resource representation to a requested server and resource,
and that it has not been altered between server and client.

S3.2 The client is able to verify that a received resource
representation is fresh

SO3.3 The server is able to protect a resource representati on such
that only authorized clients can read the representation

3.3.3. Threat Analysis and Mtigation

We now |ist potential threats and di scuss candidate mitigation
nmechani sns.

3.3.3.1. T1:The proxy illegitinmately nodifies a nessage
T1:3.1 The proxy forwards a request with nodified payl oad
Qut of scope of the security objectives.
T1:3.2 The proxy forwards a response with nodified payl oad

This threat that may be mitigated with integrity protection
of resource representation

T1:3.3 The proxy forwards a request with nodified CoAP options
Qut of scope of the security objectives.
T1:3.4 The proxy forwards a response with nodified CoAP options

This is not necessarily a threat. For exanple, a proxy is
entitled to change Max- Age. However, changi ng Content -
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T1: 3.5

T1: 3.6

T1:3.7

T1:3.8

T1:3.9
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Format may result in an error or the wong interpretation of
a representation. That kind of threat may be nitigated by
securely associating resource information (such as Content-
Format) to the representation in the response.

The proxy forwards a request wi th changed CoAP header fields

As nentioned in Section 3.1, this is not necessarily a
threat and it is not in scope of the security objectives to
mtigate.

The proxy forwards a response w th changed CoAP header
fields

This is not necessarily a threat, since nessage |ayer
paraneters nmay be changed by a proxy. A change of Code in
the response may be nmisinterpreted. But as long as the
responses allow verification of resource information, such a
change will be detected. Thus this threat is mainly a

deni al -of -service. Threats arising fromnodification of
Version are difficult to predict. A future version of CoAP
must consider security inplications of a proxy mani pul ating
t he version nunber.

The proxy forwards a request different fromthe translated
r equest

Qut of scope of the security objectives.
The proxy forwards a response to a non-equival ent request

If the response is from another server, then it can be
mtigated by having different security associations wth
different servers. |If the response is that of another
resource of the sane server, it can be nitigated by having
different security associations of different resources, or
by securely associating a resource identifier to the
representation in the response. |If the response is fromthe
right server and resource, then the nodifications of

payl oad, options and header are considered previously.

The proxy forwards an old response to the same resource

This is not necessarily a threat. The proxy is supposed to
send a cached response, if fresh. However, if the proxy
serves a stale response and nmani pul ates the Max- Age opti on,
then it may trick the client into believing that this is a
fresh response. Since the proxy is entitled to nmake such
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T1:3.10

T1:3.11

3.3.3. 2.

T2:3.1

T2:3.2
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changes, this is not possible to prevent. The server nay
however provide other freshness information (tinestanp,
counter, etc.) integrity protected together with the
resource representation and associ ated resource information
fromwhich the client may infer that Max-Age is not correct.
Note that in case tinme synchronization cannot be assuned the
i nformati on about age is linmted to the order of the
responses.

The proxy maliciously serves a 2.03 (Valid) response to a
request with an ETag option

This is not possible to prevent, since the proxy is entitled
to perform such operation w thout involving the server.

[ TODO. Since the response nmust not include a payl oad (see
Section 5.9.1.3 of RFC 7252), it is not clear how a server
could enforce the proxy to include any integrity protected
freshness information unl ess we define new proxy processing
rules.]

The proxy colludes with a legitimate client having access to
the key used to generate and verify Message Authentication
Codes (MAC) of responses/resource representations to
generate a valid MAC

This threat applies to responses containing a nmessage

aut hentication code (MAC) for integrity protecting the
resource representation. The threat may be nitigated by the
server digitally signing the representation with its private
key instead of using a MAC

T2: The proxy illegitimtely sends a nessage

The proxy sends a request to the server without a previous
request fromthe client

This is not necessarily a threat, since the proxy may want to
keep the cache updated with fresh representations to all ow
short round-trip tine. A proxy maliciously making requests
for the purpose of gaining infornmation about the resources
may to sone extent be mitigated by encryption, but encrypting
data in the cache key has an inpact on how the cache can
performits legitimte operation. This is out of scope for
the security objectives.

The proxy sends a response to the client w thout a previous
response fromthe server
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T2:3.3

3.3.3.3.

T3:3.1

T3:3.2

T3:3.3

T3:3. 4
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This is not necessarily a threat, since the proxy is allowed
to respond with a fresh, cached response. Oher cases of
respondi ng i nappropriately to a client request are covered in
the previous section. The client can detect the case of
receiving a response wthout having sent a request.

A proxy sends a nunmber of messages for the purpose of
flooding client or server

Considering that a proxy is entitled to nake resource
requests, it may be difficult to protect the server against
this kind of denial-of-service attacks. As for responses, by
verifying the integrity and freshness of requested
information, the client may nitigate certain flooding

att acks.
T3: The proxy illegitimately inhibits sending of a nessage

The proxy does not forward a nessage

This is not necessarily a threat. According to the
processing rule, the proxy nust not forward a request if
there is a fresh cached response. |f the proxy does not
forward a request although there is no valid cache response
or if the proxy does not propagate a response, then this is a
deni al -of -service attack. While these threats nmay be
difficult to mtigate, m ssing nmessages are conmon in | ossy
environnments so applications should be prepared for this kind
of i ssue.

The proxy del ays forwarding of a received nmessage

Del ayed forwardi ng may be a denial -of-service attack, simlar
to not forwarding. Certain delays may be legitimate, so it
is difficult to detect and mitigate this. Delayed requests
and responses can al so be used in attacks against actuators
as is discussed in Section 3.1, but that is out of scope for
this scenari o.

The proxy reorders the requests

Qut of scope of the security objectives.

The proxy reorders the responses

This threat may be nmitigated with the server integrity
protecting a freshness paraneter together with the response.
et al. Expi res Septenber 20, 2016 [ Page 23]



| nt er net -

3.3.3. 4.

T4:3.1

T4:3.2

T4:3.3

Draft Requirenents for CoAP End-To-End Security March 2016

T4: The proxy illegitimately reads part of a nmessage
The proxy reads a representation/payl oad

This threat can be nitigated with encryption of the
representation, and other potential payload data.

The proxy infers information about the nature and state of
the resource request/response from CoAP opti ons and header
fields.

The proxy needs to read the cache key for perform ng caching
operations. Information |eaking that can be inferred from
such data cannot be prevented.

The proxy reads and stores all nessage exchanges and can
deduce infornmation about the entire history of resource
access.

Since the cache key and other netadata is not in scope of the
security objectives, the nmtigation is restricted to
encrypting the resource representations. The case of |ong
term key conproni se woul d neverthel ess reveal the history of
the resource, but this can be nitigated with forward secrecy.

3.3.4. Security Requirenents

This s
for th
the as

R3.1

R3. 2

R3. 3

R3. 4

R3.5

Sel ander,

ection contains the security requirenments and non-requirenents
e caching scenario. For each requirenent and non-requirenent
sociated threats are listed. The security requirenents are:

The client nust be able to verify that a received resource
representation originates fromthe requested server (T1:3.2,
T1:3.8).

The client nust be able to verify that a received
representation is a representation of the resource requested by
the client (T1:3.2, T1:3.4, T1:3.8).

The client nust be able to verify the content format of the
representation (T1:3.4).

The client nust be able to detect that a received
representation is fresh (T1:3.9, T3:3.4).

The representation nust be integrity protected and encrypted

fromthe server to the client (T1:3.2, T1:3.11, T2:3.3,
T4:3.1).
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R3.6 To protect against the proxy colluding with an authorized
client, asymetric cryptography nust be used (T1:3.11).

R3.7 The comunication protocol nust provide forward secrecy
(T4:3.3).

The security non-requirenents of the caching scenario are:
NR3.1 The request is not protected (see Security Objectives).

NR3.2 The header and options of the response are not protected (see
Security Objectives, conpare R3.3).

NR3.3 The proxy may eavesdrop on netadata (including the cache key)
or by making requests on behalf of alleged clients (T2:3.1
T4: 3. 2).

NR3.4 The proxy nmay drop nessages w thout the endpoint being able to
infer that the nessage is lost due to the proxy (T3:3.1).

NR3.5 The proxy may del ay messages without being detected (T3:3.2).

NR3.6 The client nmay not be able to verify validity information
provi ded by proxy when using ETag (T1:3.10).

3.4. Miltiple Requests - Miltiple Responses: Observe

This scenario is about replicating a resource state froma server to
aclient. The client observes a resource and receives notifications
whi ch nmay be cached. The difference conpared to the previous
scenario (Section 3.3) is the capability to send nmultiple responses
inreply to a single request. The difference conpared to Section 3.2
is that in this scenario nultiple clients may be served with the sane
response.

This functionality protects communi cati on-constrained servers from
repeat ed requests, which may cone fromdifferent clients, when the
resource i s unchanged. This saves system resources and bandw dt h.

In addition to nultiple clients’ requests being served by one
response, each request nmay result in nultiple responses.
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Figure 7: Message Flow for Cbhserve with Miultiple Cbservers

The server exposes an observable resource (e.g., the current reading
of a tenperature sensor). Miltiple clients are interested in the
current state of the resource and observe it using the CoAP resource
observation nmechani sm [ RFC7641]. The goal is to keep the state
observed by the clients closely in sync with the actual state of the
resource at the server. Another goal is to mnimze the burden on
the server by noving the task to fan out notifications to multiple
clients fromthe server to the proxy.

Functi onal Requirenents:

The functional requirenments of the previous scenario (Section 3.3)
apply, and additionally:

0o The proxy nust be able to observe a resource on behal f of one or
nore clients.
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0 When a client registers interest in a resource with the proxy, the
proxy must be able to return a response containing the current
state of the resource without contacting the server

3.4.1. Processing Rules

The proxy conplies with the processing rules PR3.1 - 3.5 of the
previ ous scenario (Section 3.3.1). In addition, the follow ng
processing rul es apply:

PR4.1 |If the proxy receives a notification fromthe server that is
out of sequence (as indicated by the Cbserve option), then the
proxy discards the notification. Oherw se, the proxy
proceeds to notify the registered observers.

PR4.2 \When notifying an observer, the proxy nodifies the Chserve
option to indicate the sequence of notifications fromthe
proxy to the observer.

3.4.2. Security Objectives
The security objectives are identical to the previous scenario.

3.4.3. Threat Analysis and Mtigation

The threat analysis fromthe previous scenario carries over to this
scenari o.

3.4.3.1. T1:The proxy illegitimately nodifies a nessage

The sane concl usions apply as in the previous scenario

(Section 3.3.3.1). For exanple in T1:3.4, a proxy nmay maliciously
nmodi fy the Cbserve option to indicate a different order of
notifications without being detected. However, the nmitigation
specified in the previous scenario applies: the server integrity
protects a freshness paraneter with the response.

3.4.3.2. T2:The proxy illegitimately sends a nessage

The sane concl usions apply as in the previous scenario
(Section 3.3.3.2).

3.4.3.3. T3:The proxy illegitimately inhibits sending of a nmessage
The sane concl usions apply as in the previous scenario
(Section 3.3.3.3). The threat in T3:3.4 nay be conbined with

mani pul ati on of the Cbserve option, but the sane nitigation as
nmentioned in (Section 3.4.3.1) applies.
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3.4.3.4. T4:The proxy illegitimately reads part of a nessage

The sane concl usions apply as in the previous scenario
(Section 3.3.3.4).

3.4.4. Security Requirenents
Since the security objectives and threat mtigations carry over from
the previous scenario (Section 3.3), the same security requirenents
are valid (Section 3.3.4).

3.5. Miltiple Requests - Miltiple Responses: Publish-Subscribe
The intermedi ary node in the publish-subscribe scenario is a broker
for messages froma publisher to subscriber. A subscriber subscribes
to a "topic" and receives a publication. The broker fans out
subsequent publications on that topic to all subscribers.

In this scenario a single request may result in multiple responses
and a single response may reach nultiple clients.
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The broker maintains a nunber of topics that a publisher can publish

to and a subscri ber subscribe to.

t he broker.

br oker .

Topics are represented as URIs at

Figure 8 illustrates the publication to a topic,
i mpl emented as a PUT request of a representation to a resource at the

Subscri bers can make a GET request with the Observe option to the

topic URI

t opi c.

representation as response to the request.
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representations to this URI are provided as notification responses to
the subscription request.

Functi onal Requirenent:

0 The publication nust be able to be transferred in a PUT request
fromthe publisher and in a GET response to the subscriber

3.5.1. Processing Rules

PR5.1 |f the broker receives a subscription request to one of its
resources, then the broker associates the requesting
subscriber to the topic and responds with the current
representation.

PR5.2 |f the broker receives a publication request to one of its
resources, then the broker stores the received representation
on the topic and responds with the representation to the
associ at ed subscribers of that topic.

Since we are focusing on end-to-end security between publisher and

subscriber, the creation and del etion of topics and ot her endpoint-

t o- br oker operations are out of scope.

3.5.2. Security Objectives

The security objectives for this scenario are:

SC6.1 A subscriber is able to verify that a received response
contains a resource representation of a requested topic, that
the publisher is authorized to publish to that topic, and that
it has not been altered between publisher and subscri ber.

SC6.2 A subscriber is able to verify that a received resource
representation is fresh

SC6.3 The publisher is able to protect a resource representation
such that only authorized subscribers can read the
representation.

3.5.3. Threat Analysis and Mtigation

We now anal yze the potential threats relevant to this scenario.
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3.5.3. 1L

T1:5.1

T1:5.2

T1:5.3

T1:5.4

T1:5.5

T1:5.6
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T1: The broker illegitimately nodifies a nessage

The broker responds to a subscriber request with a
publication containing a nodified payl oad

This threat may be nitigated with integrity protection of
payl oad.

The broker responds to a subscriber request with a
publication containing a nodified CoAP option

Since the security objective is to protect the resource
representation, only options in the GET response that

i nfluence the interpretation of the resource representations
have an inpact. A broker is entitled to change Max-Age and
may do so naliciously. The broker is not entitled to change
Content-Fornmat, but nmay anyway do so maliciously. To
nmtigate these, the subscriber needs to be able to verify

i nformati on about freshness and content format provided by

t he publi sher.

The broker responds to a subscriber request with nodified
CoAP header fields

Since the security objective is to protect the resource
representation, only header fields in the GET response that

i nfluence the interpretation of the resource representations
have an inpact. Changing of Code such as e.g. 2.05 (Content)
to sone error code is a denial-of-service

The broker nodifies the publication before or during storage

This threat is analogous to the previous threats and is
mtigated in the sanme way.

The broker responds to a subscriber request with the w ong
nessage

Modi fi cations of payl oad, options, and header are considered
previously. To mitigate wong a interpretation of a response
resulting froma broker sending old nessages or reordering
messages fromthe sane publisher to the same subscriber, the
message may integrity protect a freshness paraneter

(ti mestamp, counter, etc.) fromwhich the age/order can be
deduced (replay/reordering protection).

The broker colludes with a legitimte subscriber having
access to the key used to create Message Authentication Codes
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T2: 5.

T2: 5.

3.5.3.3.

T3:5.

T3: 5.

T3: 5.

T3: 5.
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(MAC) of publications in order to generate a valid MAC of a
nmodi fi ed publication

This threat applies to publications containing a nessage

aut hentication code (MAC) for integrity protecting the
resource representation. The threat may be nitigated by the
publisher digitally signing the representation with a private
key instead of using a MAC

T2: The broker illegitimately sends a nessage

The broker sends a response to a subscriber request without a
previous publication fromthe publisher

Most cases of responding inappropriately to a subscriber
request are covered in the previous section. In general
aut hentication of publisher in conbination with replay/

reordering protection will nmitigate this threat.

A broker sends a nunber of nessages for the purpose of
fl oodi ng the subscri ber

By verifying the integrity and freshness information, the
subscriber may mtigate certain flooding attacks.

T3: The broker illegitimately inhibits sending of a message
The broker does not store or forward a publication

This is a denial-of-service attack. Wile these threats may
be difficult to mitigate, mnissing nmessages are conmon in

| ossy environments so applications shoul d have a readi ness
for this kind of issue.

The broker does not respond to a publication request

This may be a denial -of-service attack on the publisher
Wil e such a threat may be difficult to mtigate, m ssing
messages are conmon in | ossy environnents so applications
shoul d have a readiness for this kind of issue.

The broker delays forwarding of a received publication

Del ayed forwardi ng may be a denial -of-service attack, simlar
to not forwarding. Certain delays may be legitimte, so it
may be difficult to detect and mitigate.

The broker reorders the publications
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This threat may be nitigated by the publisher integrity
protecting the nessage and including a freshness paraneter.

3.5.3.4. T4:The broker illegitimately reads part of a nessage
T4:5.1 The broker reads a representation/payl oad

This threat can be nitigated with encryption of the
representation and other potential payload data

T4:5.2 The broker infers informati on about the nature and state of
the publication from CoAP options and header fi el ds.

This metadata is not in scope of confidentiality.
Information | eaking that can be inferred fromsuch data
cannot be prevented.

T4:5.3 The broker reads and stores all publications and can deduce
i nformati on about the entire history of the publications and
subscri ptions

Since the protection of netadata related to subscription and
publication is not in scope of the security objectives, the
mtigation is restricted to encrypting the resource
representations. The case of |long term key conproni se woul d
nevert hel ess reveal the history of a publication, but this
can be mtigated with forward secrecy.

3.5.4. Security Requirenents

This section contains the security requirenents and non-requirenents
for the publish-subscribe scenario. For each requirenent and non-
requirenent the associated threats are listed. The security
requirenents are

R5.1 The subscriber nust be able to verify that a received resource
representation originates froman authorized publisher (T1:5.1
T2:5.1).

R5.2 The subscriber nust be able to verify that a received
representation is a representation of the resource requested by
the subscriber (T1:5.1, T1:5.4, T1:5.5, T1:5.6).

R5.3 The subscriber nust be able to verify the content format of the
representation (T1:5.2)
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R5.4 The subscriber nmust be able to detect that the received
resource representation is older than a previously received
representation of this resource (T1:5.5, T2:5.1, T3:5.4).

R5.5 The representation nust be integrity protected and encrypted
from publisher to subscriber (T1:5.1, T1:5.5, T2:5.2, T4:5.1).

R5.6 To protect against the proxy colluding with an authorized
subscri ber, asymretric cryptography nmust be used (T1:5.6).

R5.7 The comuni cation protocol mnust provide forward secrecy
(T4:5.3).

The security non-requirenents of the pub-sub scenario are:

NR5.1 The subscription request is not protected (see Security
bj ectives).

NR5.2 The header and options of the notification response are not
protected (see Security Objectives, conpare R5.3).

NR5.3 The broker may change and eavesdrop on certain netadata
wi t hout being detected (T1:5.2, T1:5.3, T4:5.2).

NR5.4 The broker nay drop nessages without being detected (T3:5.1
T3:5.2).

NR5.5 The broker may del ay nessages wi thout being detected (T3:5.3).
4. Security Considerations

A proxy or internediary nay be an aggregation point for nessage
flows. Therefore it is an attractive target, both froma security
and privacy point of view

Unl ess the security mechani sns provide forward secrecy, a conpronmi se
of long termkeying material means that an attacker can decrypt all
previously sent information and can be directly used for any kind of
mani pul ati on of the cyber-physical system

Theref ore the key exchange nechani smused for establish keys to use
with application |ayer security must provide forward secrecy.

I nternediary nodes are aggregation points also for netadata and
therefore valuable targets for signal intelligence agencies.
Pervasive nonitoring is an attack [ RFC7258] and the effect of
collecting and correlating information from nultitude of proxies nust
be nmitigated.
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6.

6.

6.

2.

Rel ated to this, it is needed to delete all historical information
fromall nodes handling the plaintext data and netadata, in order to
avoid informati on | eakage. The inpact of this on the internediary
nodes can be linmted by confidentiality protecting as nuch as

possi bl e between the endpoi nts.
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