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Abstract

In many M2M applications, direct discovery of resources is not
practical due to sleeping nodes, disperse networks, or networks where
multicast traffic is inefficient. These problenms can be sol ved by
enpl oying an entity called a Resource Directory (RD), which hosts
descriptions of resources held on other servers, allow ng | ookups to
be perfornmed for those resources. This docunent specifies the web
interfaces that a Resource Directory supports in order for web
servers to discover the RD and to register, maintain, |ookup and
renmove resources descriptions. Furthernore, new link attributes
useful in conjunction with an RD are defi ned.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The work on Constrai ned RESTful Environnents (CoRE) ains at realizing
the REST architecture in a suitable formfor the nost constrained
nodes (e.g., 8-bit microcontrollers with limted RAM and ROV and
networks (e.g. 6LoOWPAN). CoRE is ained at machi ne-to-nachi ne (MM
applications such as smart energy and buil di ng aut omati on

The di scovery of resources offered by a constrai ned server is very

i mportant in machi ne-to-nmachine applications where there are no
humans in the loop and static interfaces result in fragility. The
di scovery of resources provided by an HTTP Wb Server is typically
call ed Web Linking [ RFC5988]. The use of Wb Linking for the
description and discovery of resources hosted by constrained web
servers is specified by the CoRE Link Format [ RFC6690]. However,

[ RFC6690] only describes how to discover resources fromthe web
server that hosts themby requesting "/.well-known/core". In many
M2M scenari os, direct discovery of resources is not practical due to
sl eepi ng nodes, disperse networks, or networks where nulticast
traffic is inefficient. These problens can be sol ved by enpl oying an
entity called a Resource Directory (RD), which hosts descriptions of
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resources held on other servers, allow ng | ookups to be perforned for
t hose resources.

This docunent specifies the web interfaces that a Resource Directory
supports in order for web servers to discover the RD and to register
mai ntai n, |ookup and renove resource descriptions. Furthernore, new
link attributes useful in conjunction with a Resource Directory are
defined. Although the exanples in this document show t he use of
these interfaces with CoAP [ RFC7252], they can be applied in an

equi val ent manner to HTTP [ RFC7230].

2. Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[RFC2119]. The term"byte" is used in its now custonary sense as a
synonym for "octet".

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [ RFC5988] and [ RFC6690]. Readers
should also be fanmiliar with the terns and concepts discussed in

[ RFC7252]. To describe the REST interfaces defined in this
specification, the URI Tenplate format is used [ RFC6570].

This specification nakes use of the follow ng additional term nology:

Resource Directory
A web entity that stores informati on about web resources and
i mpl ements the REST interfaces defined in this specification for
registration and | ookup of those resources.

Domai n
In the context of a Resource Directory, a domain is a |logica
groupi ng of endpoints. This specification assunes that the |ist
of Dommi ns supported by an RD is pre-configured by that RD. When
a domain is exported to DNS, the donain val ue equates to the DNS
domai n nane.

G oup
In the context of a Resource Directory, a group is a |logica
groupi ng of endpoints for the purpose of group conmunications.
Al'l groups within a domain are unique.

Endpoi nt
Endpoint (EP) is a termused to describe a web server or client in
[RFC7252]. In the context of this specification an endpoint is

used to describe a web server that registers resources to the

Shel by, et al. Expi res Septenber 22, 2016 [ Page 4]



Internet-Draft CoRE Resource Directory March 2016

Resource Directory. An endpoint is identified by its endpoint
nane, which is included during registration, and is unique wthin
the associ ated domain of the registration

3. Architecture and Use Cases

The resource directory architecture is illustrated in Figure 1. A
Resource Directory (RD) is used as a repository for Wb Links

[ RFC5988] about resources hosted on other web servers, which are
called endpoints (EP). An endpoint is a web server associated with a
schene, | P address and port (called Context), thus a physical node
may host one or nore endpoints. The RD inplenents a set of REST
interfaces for endpoints to register and maintain sets of Wb Links
(called resource directory entries), and for clients to | ookup
resources fromthe RD or maintain groups. Endpoints thenselves can
al so act as clients. An RD can be logically segnented by the use of

Domai ns. The donmain an endpoint is associated with can be defined by
the RD or configured by an outside entity. This information

hi erarchy is shown in Figure 2

Endpoi nts are assuned to proactively register and maintain resource
directory entries on the RD, which are soft state and need to be
periodically refreshed. An endpoint is provided with interfaces to
regi ster, update and renove a resource directory entry. Furthernore,

a nmechanismto discover an RD using the CoRE Link Format is defined.
It is also possible for an RD to proactively di scover Wb Links from
endpoi nts and add them as resource directory entries. A |ookup
interface for discovering any of the Web Links held in the RDis
provi ded using the CoRE Link Fornat.

Regi stration Lookup, G oup
Interface I nterfaces
oot | |
| EP|---- | |
R R EEL |
-] - e + |
oo | - | DD +
| EP| --------- [----- | RD |----]----- | dient |
hooot | - e +
-- - Homm - - - + [
R EEE |
| EP|---- | |
IR
Figure 1: The resource directory architecture.
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S +
| Domai n | <-- Nane
S +

I I

| o mmm e o +

[ [ G oup | <-- Nane, IP

| Hommmmmmaeaas +

I I
S +
| Endpoint | <-- Nanme, Schene, |P, Port
TS +

I

I
B RS +
| Resource | <-- Target, Parameters
S +

Figure 2: The resource directory information hierarchy.
3.1. Use Case: Cellular MM

Over the last few years, nobile operators around the world have
focused on devel opment of M2M solutions in order to expand the

busi ness to the new type of users: machines. The nmachines are
connected directly to a nobile network using an appropri ate enbedded
air interface (GSM GPRS, WCDMA, LTE) or via a gateway providing short
and wide range wireless interfaces. Fromthe system design point of
view, the anbition is to design horizontal solutions that can enabl e
utilization of machines in different applications depending on their
current availability and capabilities as well as application

requi renents, thus avoiding silo |like solutions. One of the crucial
enabl ers of such design is the ability to discover resources

(machi nes -- endpoi nts) capable of providing required information at
a given tinme or acting on instructions fromthe end users.

In a typical scenario, during a boot-up procedure (and periodically
afterwards), the machines (endpoints) register with a Resource
Directory (for exanple EPs installed on vehicles enabling tracking of
their position for fleet nmanagenent purposes and nonitoring

envi ronnent paraneters) hosted by the nobile operator or sonewhere
else in the network, periodically a description of its own
capabilities. Due to the usual network configuration of nobile
networ ks, the EPs attached to the nobile network nmay not al ways be
efficiently reachable. Therefore, a renote server is usually used to
provi de proxy access to the EPs. The address of each (proxy)
endpoint on this server is included in the resource description
stored in the RD. The users, for exanple nobile applications for
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envi ronnment nonitoring, contact the RD, |ook-up the endpoints capable
of providing information about the environment using appropriate set
of link paranmeters, obtain information on how to contact them (URLs
of the proxy server) and then initiate interaction to obtain
information that is finally processed, displayed on the screen and
usually stored in a database. Simlarly, fleet managenent systens
provide the appropriate link paraneters to the RD to | ook-up for EPs
depl oyed on the vehicles the application is responsible for.

3.2. Use Case: Hone and Buil di ng Aut onati on

Honme and commercial buil ding automation systens can benefit fromthe
use of M2M web services. The discovery requirenments of these
applications are demandi ng. Home autonmation usually relies on run-
time discovery to comm ssion the system whereas in building

aut onati on a conbi nati on of professional comm ssioning and run-tine
di scovery is used. Both hone and buil ding autonation invol ve peer-
to- peer interactions between endpoints, and invol ve battery-powered
sl eepi ng devi ces.

The exporting of resource information to other discovery systens is
al so inportant in these automation applications. In hone autonation
there is a need to interact with other consuner electronics, which
may al ready support DNS-SD, and in building autonation |arger
resource directories or DNS-SD covering nultiple buildings.

3.3. Use Case: Link Catal ogues

Resources may be shared through data brokers that have no know edge
bef orehand of who is going to consune the data. Resource Directory
can be used to hold |inks about resources and services hosted
anywhere to nmake them di scoverabl e by a general class of
appl i cations.

For exanple, environnmental and weat her sensors that generate data for
public consunption nmay provide the data to an internediary server, or
broker. Sensor data are published to the intermedi ary upon changes
or at regular intervals. Descriptions of the sensors that resolve to
links to sensor data may be published to a Resource Directory.
Applications wishing to consune the data can use the Resource
Directory | ookup function set to discover and resolve links to the
desired resources and endpoints. The Resource Directory service need
not be coupled with the data internediary service. Mapping of
Resource Directories to data internediaries nay be many-to-many.

Metadata in web |ink conpatible representations are supplied by

Resource Directories, which may be internally stored as triples, or
relation/attribute pairs providing netadata about resource |inks.
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External catalogs that are represented in other formats nmay be
converted to common web linking formats for storage and access by
Resource Directories. Since it is comon practice for these to be
URN encoded, sinple and | ossless structural transforns should
generally be sufficient to store external netadata in Resource

Di rectories.

The additional features of Resource Directory all ow dormains to be
defined to enabl e access to a particular set of resources from
particul ar applications. This provides isolation and protection of
sensitive data when needed. Resource groups may defined to all ow
bat ched reads fromnnultiple resources

4. Sinple Directory Discovery

Not all endpoints hosting resources are expected to know how to

i mpl ement the Resource Directory Function Set (see Section 5) and
thus explicitly register with a Resource Directory (or other such
directory server). Instead, sinple endpoints can inplenment the
generic Sinple Directory Discovery approach described in this
section. An RD inplenenting this specification MJST inplenent Sinple
Directory Discovery. However, there may be security reasons why this
formof directory discovery would be disabl ed.

Thi s approach requires that the endpoint nakes avail abl e the hosted
resources that it wants to be discovered, as links onits "/.well-
known/ core" interface as specified in [ RFC6690].

The endpoint then finds one or nore | P addresses of the directory
server it wants to know about its resources as described in
Section 4.1.

An endpoint that wants to make itself discoverabl e occasionally sends
a POST request to the "/.well-known/core" URI of any candidate
directory server that it finds. The body of the POST request is
ei t her

o enpty, in which case the directory server is encouraged by this
POST request to perform GET requests at the requesting server’s
default discovery URI.

or

0 a non-enpty link-format document, which indicates the specific

services that the requesting server wants to nake known to the
directory server.
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The directory server integrates the information it received this way
into its resource directory. It MAY nmake the information avail able
to further directories, if it can ensure that a | oop does not form
The protocol used between directories to ensure |oop-free operation
is outside the scope of this docunent.

The foll owi ng exanpl e shows an endpoi nt using sinple resource
di scovery, by sinply sending a POST with its links in the body to a
directory.

EP RD
I
-- POST /.well-known/core "</sen/tenp>..." --->

I

|

<---- 2.01 Created  --------------"-----"------ [
I

4.1. Finding a Directory Server

Endpoi nts that want to contact a directory server can obtain
candidate | P addresses for such servers in a nunber of ways

In a 6LOWPAN, good candi dates can be taken from

o specific static configuration (e.g., anycast addresses), if any,
o the ABRO option of 6LoWPAN-ND [ RFC6775],

0 other ND options that happen to point to servers (such as RDNSS)
o DHCPv6 options that m ght be defined |ater.

In networks with nore inexpensive use of nulticast, the candidate IP
address may be a well-known nulticast address, i.e. directory servers
are found by sinply sending GET requests to that well-known nulticast
address (see Section 5.1).

As sonme of these sources are just (nore or |ess educated) guesses,
endpoi nts MJUST nake use of any error nessages to very strictly rate-
limt requests to candidate | P addresses that don’t work out. For
exanpl e, an | CWMP Destination Unreachabl e message (and, in particular
the port unreachabl e code for this nmessage) may indicate the | ack of
a CoAP server on the candidate host, or a CoAP error response code
such as 4.05 "Method Not All owed"” may indicate unwillingness of a
CoAP server to act as a directory server.
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4.2. Third-party registration

For some applications, even Sinple Directory Discovery nmay be too
taxing for certain very constrained devices, in particular if the
security requirenments becone too onerous.

In a controlled environment (e.g. building control), the Resource
Directory can be filled by a third device, called an installation
tool. The installation tool can fill the Resource Directory froma
dat abase or other neans. For that purpose the schene, |P address and
port of the registered device is indicated in the Context paraneter
of the registration as well

5. Resource Directory Function Set

This section defines the REST interfaces between an RD and endpoints,
which is called the Resource Directory Function Set. Although the
exanpl es throughout this section assume the use of CoAP [ RFC7252],
these REST interfaces can also be realized using HTTP [ RFC7230]. In
all definitions in this section, both CoAP response codes (wth dot
not ati on) and HTTP response codes (w thout dot notation) are shown.
An RD inplenenting this specification MJST support the discovery,
regi stration, update, |ookup, and renoval interfaces defined in this
section.

Resource directory entries are designed to be easily exported to

ot her discovery mechani sms such as DNS-SD. For that reason
paraneters that woul d nmeaningfully be mapped to DNS SHOULD be linmted
to a maxi mum |l ength of 63 bytes.

5.1. Discovery

Bef ore an endpoi nt can nake use of an RD, it must first know the RD s
| P address, port and the path of its RD Function Set. There can be
several nechani sms for discovering the RD including assumng a
default location (e.g. on an Edge Router in a LoWPAN), by assigning
an anycast address to the RD, using DHCP, or by discovering the RD
usi ng the CoRE Link Format (see also Section 4.1). This section
defines discovery of the RD using the well-known interface of the
CoRE Link Format [ RFC6690] as the required nechanism It is however
expected that RDs will al so be discoverabl e via other nethods
dependi ng on the depl oyment.

Di scovery is performed by sending either a multicast or unicast CGET
request to "/.well-known/core" and including a Resource Type (rt)
paraneter [RFC6690] with the value "core.rd" in the query string.

Li kewi se, a Resource Type paraneter value of "core.rd-1ookup" is used
to di scover the RD Lookup Function Set. Upon success, the response
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will contain a payload with a link format entry for each RD

di scovered, with the URL indicating the root resource of the RD
When perform ng nulticast discovery, the nmulticast |IP address used
will depend on the scope required and the nulticast capabilities of
t he network.

A Resource Directory MAY provide hints about the content-formats it
supports in the links it exposes or registers, using the "ct" link
attribute, as shown in the exanple below. Cients MAY use these
hints to select alternate content-formats for interaction with the
Resource Directory.

HTTP does not support multicast and consequently only unicast

di scovery can be supported using HITP. Links to Resource Directories
MAY be registered in other Resource Directories, and well-known entry
poi nts SHOULD be provided to enabl e the bootstrappi ng of unicast

di scovery.

An RD inplenentation of this specification MJST support query
filtering for the rt paranmeter as defined in [ RFC6690].

The di scovery request interface is specified as follows:
Interaction: EP -> RD

Met hod:  CGET

URI Tenplate: /.well-known/core{?rt}

URI Tenpl ate Vari abl es:

rt := Resource Type (optional). MAY contain one or nore of the
val ues "core.rd", "core.rd-Iookup”, "core.rd-group" or
"core.rd*"

Content-Format: application/link-format (if any)

Content-Format: application/link-format+json (if any)

Content-Fornmat: application/link-fornmat+chor (if any)

The foll owi ng response codes are defined for this interface:

Success: 2.05 "Content"” with an application/link-formt,
application/link-format+json, or application/link-formt+cbor

payl oad contai ning one or nore matching entries for the RD
resource.
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5.

2

Failure: 4.04 "Not Found" is returned in case no matching entry is
found for a unicast request.

Failure: 4.00 "Bad Request" is returned in case of a nmalforned
request for a unicast request.

Failure: No error response to a multicast request.
HTTP support : NO

The followi ng exanpl e shows an endpoi nt di scovering an RD using this
interface, thus learning that the base RD resource is, in this
exanple, at /rd. Note that it is up to the RD to choose its base RD
resource, although diagnostics and debugging is facilitated by using
the base paths specified here where possible.

Req: GET coap://[ff02::1]/.well-known/core?rt=core.rd*

Res: 2. 05 Content

</rd> rt="core.rd"; ct="application/link-formt+cbor",

</rd-1 ookup>; rt="core.rd-1ookup";ct="application/link-formt+cbor",
</rd-group>;rt="core.rd-group";ct="application/link-format+cbor"

Regi stration

After discovering the location of an RD Function Set, an endpoi nt MAY
register its resources using the registration interface. This
interface accepts a POST from an endpoint containing the list of
resources to be added to the directory as the nessage payload in the
CoRE Link Format [ RFC6690], JSON CoRE Link Format (application/link-
format +j son), or CBOR CoRE Link Format (application/link-format+cbor)
[I-D.ietf-core-links-json], along with query string paraneters

i ndi cating the name of the endpoint, its domain and the lifetime of
the registration. All paraneters except the endpoint nane are
optional. It is expected that other specifications will define
further paraneters (see Section 11.3). The RD then creates a new
resource or updates an existing resource in the RD and returns its

| ocation. An endpoint MJST use that |ocation when refreshing
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registrations using this interface. Endpoint resources in the RD are
kept active for the period indicated by the lifetinme parameter. The
endpoint is responsible for refreshing the entry within this period
using either the registration or update interface. The registration
interface MUST be inplenented to be idenpotent, so that registering
twice with the same endpoi nt paraneter does not create nultiple RD
entries.

The registration request interface is specified as foll ows:
Interaction: EP -> RD

Met hod:  POST

URI Template: /{+rd}{?ep,d,et,It,con}

URI Tenpl ate Vari abl es:

rd := RD Function Set path (mandatory). This is the path of the
RD Function Set, as obtained fromdiscovery. An RD SHOULD use
the value "rd" for this variabl e whenever possible.

ep := Endpoint nanme (nmandatory). The endpoint name is an
identifier that MJUST be unique within a donain. The maxi mum
Il ength of this paraneter is 63 bytes.

d := Domain (optional). The domain to which this endpoint
bel ongs. This paraneter SHOULD be | ess than 63 bytes.
Optional. When this paranmeter is elided, the RD MAY associ ate
the endpoint with a configured default domain. The donain
val ue is needed to export the endpoint to DNS-SD (see
Section 9).

et := Endpoint Type (optional). The semantic type of the
endpoint. This parameter SHOULD be | ess than 63 bytes.
Opt i onal

It := VLifetime (optional). Lifetime of the registration in
seconds. Range of 60-4294967295. |If no lifetime is included,
a default val ue of 86400 (24 hours) SHOULD be assuned.

con := Context (optional). This paraneter sets the scheneg,
address and port at which this server is available in the form
schene://host:port. Optional. |In the absence of this

paraneter the scheme of the protocol, source |IP address and
source port of the register request are assuned. This
paraneter is mandatory when the directory is filled by a third
party such as an installation tool

Shel by, et al. Expi res Septenber 22, 2016 [ Page 13]



Internet-Draft CoRE Resource Directory March 2016

Content-Format: application/link-formt

Content-Format: application/link-format+j son
Content-Fornmat: application/link-format+cbor

The followi ng response codes are defined for this interface:

Success: 2.01 "Created" or 201 "Created". The Location header MJST
be included with the new resource entry for the endpoint. This
Location MJUST be a stable identifier generated by the RD as it is
used for all subsequent operations on this registration. The
resource returned in the Location is only for the purpose of the
Update (POST) and Renoval (DELETE), and MJST NOT i npl ement CGET or
PUT net hods.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 5.03 "Service Unavail abl e" or 503 "Service Unavail abl e".
Servi ce could not performthe operation

HTTP support: YES

The foll owi ng exanpl e shows an endpoint with the name "nodel"
registering two resources to an RD using this interface. The
resulting location /rd/ 4521 is just an exanple of an RD generated
| ocati on.

El RD

I
I
I
<-- 2.01 Created Location: /rd/ 4521 ---------- |

P

I

| --- POST /rd?ep=nodel "</sensors..." ------- >
|

I

I

I I

Req: POST coap://rd. exanpl e. com r d?ep=nodel
Content-Format: 40

Payl oad:
</ sensors/tenp>;ct=41;rt="tenperature-c";if="sensor",
</ sensors/light>;ct=41;rt="1ight-lux";if="sensor"

Res: 2.01 Created
Location: /rd/ 4521
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Req: POST /rd?ep=nodel HTTP/ 1.1
Host : exanpl e.com
Content - Format: application/link-format

Payl oad:
</ sensors/tenp>;ct=41;rt="tenperature-c";if="sensor",
</ sensors/light>;ct=41;rt="1ight-lux";if="sensor"

Res: 201 Created
Location: /rd/ 4521

5.3. Update

The update interface is used by an endpoint to refresh or update its
registration with an RD. To use the interface, the endpoint sends a
POST request to the resource returned in the Location option in the
response to the first registration. An update MAY update the
lifetinme or context paraneters if they have changed since the |ast
registration or update. Paraneters that have not changed SHOULD NOT
be included in an update. Upon receiving an update request, the RD
resets the timeout for that endpoint and updates the schene, |IP
address and port of the endpoint (using the source address of the
update, or the context paraneter if present).

An update MAY optionally add or replace links for the endpoint by

i ncluding those links in the payl oad of the update as a CoRE Link
Format document. Including links in an update nessage greatly

i ncreases the | oad on an RD and SHOULD be done infrequently. A link
is replaced only if both the target URI and relation type match (see
Section 10.1)

The update request interface is specified as foll ows:

Interaction: EP -> RD

Met hod:  POST

URI Tenplate: /{+location}{?lt,con}

URI Tenmpl ate Vari abl es:

|l ocation := This is the Location path returned by the RD as a
result of a successful earlier registration

It := VLifetime (optional). Lifetime of the registration in

seconds. Range of 60-4294967295. |If no lifetime is included,
a default val ue of 86400 (24 hours) SHOULD be assuned.
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con := Context (optional). This paraneter sets the scheneg,
address and port at which this server is available in the form
schene://host:port. Optional. |In the absence of this

paraneter the schenme of the protocol, source |P address and
source port used to register are assuned. This paraneter is
conpul sory when the directory is filled by a third party such
as an installation tool.

Content-Format: application/link-format (optional)

Content-Fornmat: application/link-format+json (optional)

Content-Format: application/link-format+cbor (optional)

The followi ng response codes are defined for this interface:

Success: 2.04 "Changed" or 204 "No Content" if the update was
successful ly processed.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. may have expired).

Failure: 5.03 "Service Unavail abl e" or 503 "Service Unavail abl e".
Servi ce could not performthe operation

HTTP support: YES

The followi ng exanpl e shows an endpoint updating its registration at
an RD using this interface.
P D

ce= POST /rd/ 4521 ==---eemmmmmmaaaaaaaaaa >

E
I

I

|
| <-- 2.04 Changed --------------"---"-----------
I

T T3

Req: POST /rd/ 4521

Res: 2.04 Changed
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5.4. Renoval
Al t hough RD entries have soft state and will eventually tineout after
their lifetinme, an endpoint SHOULD explicitly renove its entry from
the RDif it knows it will no | onger be available (for exanple on
shut-down). This is acconplished using a renoval interface on the RD
by perform ng a DELETE on the endpoi nt resource.
The renoval request interface is specified as follows:
Interaction: EP -> RD
Met hod: DELETE
URI Template: [{+l ocation}
URI Tenpl ate Vari abl es:

location := This is the Location path returned by the RD as a
result of a successful earlier registration

The follow ng responses codes are defined for this interface:
Success: 2.02 "Deleted" or 204 "No Content" upon successful deletion

Failure: 4.00 "Bad Request" or 400 "Bad request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. nmay have expired).

Failure: 5.03 "Service Unavail abl e" or 503 "Service Unavail abl e".
Servi ce could not performthe operation

HTTP support: YES

The foll owi ng exanpl es shows successful renoval of the endpoint from
the RD.

<<« DELETE /rd/ 4521 ==---ceeemmmmaaaaaaaaaos >

<-- 2.02 Deleted ---------------"----"--------- [
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Req: DELETE /rd/ 4521
Res: 2.02 Del eted
5.5. Read Endpoint Links
Sone endpoints nay wi sh to manage their links as a collection, and
may need to read the current set of links in order to determ ne |ink

mai nt enance operati ons.

One or nore |inks MAY be sel ected by using query filtering as
specified in [ RFC6690] Section 4.1

The read request interface is specified as foll ows:
Interaction: EP -> RD

Met hod: GET

URI Template: /[{+l ocation}{?href,rel,rt,if,ct}

URI Tenpl ate Vari abl es:

location := This is the Location path returned by the RD as a
result of a successful earlier registration

href,rel,rt,if,ct :=1ink relations and attributes specified in
the query in order to select particular |inks based on their
relations and attributes. "href" denotes the URI target of the
link. See [RFC6690] Sec. 4.1

The follow ng responses codes are defined for this interface:

Success: 2.05 "Content" or 200 "OK' upon success with an
"application/link-format", "application/link-formt+cbor", or
"application/link-format+j son" payl oad.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. nmay have expired).

Failure: 5.03 "Service Unavail abl e" or 503 "Service Unavail abl e".
Servi ce could not performthe operation

HTTP support: YES
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The foll owi ng exanpl es show successful read of the endpoint |inks
fromthe RD.

I I
co GET /1 d/ 4521 w-cmmcmmcmeiee e > |

I
I
I I
| <-- 2.05 Content </sensors... ---------------- |
I

Req: GET /rd/ 4521

Res: 2.01 Content

Payl oad:
</ sensors/tenp>;ct=41;rt="tenperature-c";if="sensor",
</ sensors/light>; ct=41;rt="1ight-lux";if="sensor"

5.6. Update Endpoint Links

[This section will be renoved before or as a result of a working-
group last-call if the PATCH nethods do not achieve the sane | evel of
consensus as the present docunent.]

A PATCH updat e adds, renoves or changes links for the endpoint by
including Iink update information in the payload of the update as a
mer ge- pat ch+j son format [ RFC7396] docunent.

One or nore links are selected for update by using query filtering as
specified in [ RFC6690] Section 4.1

The query filter selects the links to be nodified or del eted, by
mat chi ng the query paraneter values to the values of the link
attributes

When the query paraneters are not present in the request, the payl oad
specifies links to be added to the target docunent. \Wen the query
paraneters are present, the attribute names and values in the query
paraneters select one or nore |links on which to apply the PATCH
operation.

If an attribute nane specified in the PATCH docunent exists in any
the set of selected links, all occurrences of the attribute value in
the target document MJST be updated using the value fromthe PATCH
payl oad. If the attribute name is not present in any sel ected |inks,
the attribute MUST be added to the |inks.

The update request interface is specified as foll ows:
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Interaction: EP -> RD

Met hod:  PATCH

URI Tenplate: /[{+location}{?href,rel,rt,if,ct}
URI Tenpl ate Vari abl es:

location := This is the Location path returned by the RD as a
result of a successful earlier registration

href,rel,rt,if,ct :=1link relations and attributes specified in
the query in order to select particular Iinks based on their
relations and attributes. "href" denotes the URI target of the
link. See [RFC6690] Sec. 4.1

Content-Fornmat: application/ merge-patch+j son (nandatory)

The foll owi ng response codes are defined for this interface:

Success: 2.04 "Changed" Or 204 "No Content” in the update was
successful ly processed.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration resource
does not exist (e.g. nmay have expired).

Failure: 5.03 "Service Unavail able" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The foll owi ng exanpl es show an endpoi nt addi ng </sensors/hum d>

nmodi fyi ng </ sensors/tenp>, and renoving </sensors/light>1links in RD
usi ng the Update Endpoi nt Links function.

The foll owi ng exanpl e shows an EP adding the |ink </sensors/

hum d>; ct=41;rt="hum dity-s";if="sensor" to the collection of |inks
at the location /rd/4521.
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EP RD
I I
| --- PATCH /rd/4521-----------mmmmie oo - - > |
I I
I I
| <-- 2.04 Changed ---------------------------- |
I I
Req: PATCH /rd/ 4521
Payl oad:
[{"href":"/sensors/hum d","ct": 41, "rt": "humidity-s", "if": "sensor"}]
Cont ent - For mat :
appl i cati on/ mer ge- pat ch+j son
Res: 2.04 Changed
The foll owi ng exanpl e shows an EP nodifying all links at the |ocation
[ rd/ 4521 which are identified by href="/sensors/tenp", fromthe
initial link-value of </sensors/temp>;rt="tenperature" to the new

I ink-val ue </sensors/tenp>;rt="tenperature-c";if="sensor" by changing
the value of the link attribute "rt" and adding the link attribute

i f="sensor" using the PATCH operation with the supplied nerge-

pat ch+j son docunent payl oad.

EP RD
I I
| --- PATCH /rd/4521?href="/sensors/temp" ---->
I I
I I
| <-- 2.04 Changed ---------------------------- |
| |
Req: PATCH /rd/ 4521?href ="/ sensors/tenp"
Payl oad:
{"rt": "tenperature-c", "if": "sensor"
Cont ent - For mat :
appl i cati on/ mer ge- pat ch+j son
Res: 2. 04 Changed
Thi s exanpl e shows an EP renoving all links at the | ocation /rd/ 4521

which are identified by href="/sensors/light".
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EP RD
I I

| --- PATCH /rd/4521?href="/sensors/light" ---->

I
I
I
I

<-- 2.04 Changed =---------------------------- |

Req: PATCH /rd/4521?href="/sensors/light"

Payl oad:
{null}

Cont ent - For mat :
appl i cati on/ mer ge- pat ch+j son

Res: 2.04 Changed
6. G oup Function Set

This section defines a function set for the creation of groups of
endpoints for the purpose of managi ng and | ooki ng up endpoints for
group operations. The group function set is sinmilar to the resource
directory function set, in that a group may be created or renoved.
However unlike an endpoint entry, a group entry consists of a list of
endpoi nts and does not have a lifetinme associated with it. |n order
to make use of multicast requests with CoAP, a group MAY have a
mul ti cast address associated with it.

6.1. Register a Goup

In order to create a group, a managenent entity used to configure
groups, nakes a request to the RD indicating the name of the group to
create (or update), optionally the domain the group bel ongs to, and
optionally the multicast address of the group. The registration

nmessage includes the list of endpoints that belong to that group. |If
an endpoint has already registered with the RD, the RD attenpts to
use the context of the endpoint fromits RD endpoint entry. |If the

client registering the group knows the endpoint has already
registered, then it MAY send a blank target URl for that endpoint
Iink when registering the group. Configuration of the endpoints
thensel ves is out of scope of this specification. Such an interface
for managi ng the group nmenbership of an endpoint has been defined in
[ RFC7390] .

The registration request interface is specified as follows:

Interaction: Manager -> RD
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Met hod:  POST
URI Templ ate: [/{+rd-group}{?gp,d, con}
URI Tenpl ate Vari abl es:

rd-group := RD Group Function Set path (nmandatory). This is the
path of the RD Group Function Set. An RD SHOULD use the val ue
"rd-group” for this variable whenever possible.

gp := Goup Name (mandatory). The nane of the group to be
created or replaced, unique within that dormain. The maxi mum
Il ength of this paraneter is 63 bytes.

d := Domain (optional). The domain to which this group bel ongs.
The maxi mum |l ength of this paraneter is 63 bytes. Optional.
When this paraneter is elided, the RD MAY associ ate the
endpoint with a configured default domain. The domain value is
needed to export the endpoint to DNS-SD (see Section 9)

con := Context (optional). This paraneter is used to set the IP
mul ti cast address at which this server is available in the form
schene://nulticast-address:port. Optional. |In the absence of
this paraneter no nmulticast address is configured. This
paraneter is conpul sory when the directory is filled by an
installation tool

Content-Fornmat: application/link-fornat

Content-Fornmat: application/link-format+json

Content-Format: application/link-format+cbor

The follow ng response codes are defined for this interface:

Success: 2.01 "Created" or 201 "Created". The Location header MJST
be included with the new group entry. This Location MJST be a
stable identifier generated by the RD as it is used for delete
operations on this registration

Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 5.03 "Service Unavail abl e" or 503 "Service Unavail abl e".
Servi ce could not performthe operation

HTTP support: YES
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The followi ng exanple shows an EP registering a group with the nane
"l'ights" which has two endpoints to an RD using this interface. The
resulting location /rd-group/12 is just an exanple of an RD generated
group | ocation.

El RD

P

I

| - POST /rd-group?gp=lights "<>;, ep=nodel..." -->
|

| <---- 2.01 Created Location: /rd-group/12 ----

I

Req: POST coap://rd. exanpl e. com rd-group?gp=lights
Payl oad:

<>; ep="nodel",

<>; ep="node2"

Res: 2.01 Created
Location: /rd-group/12

Req: POST /rd-group?gp=lights HITP/ 1.1
Host: exanpl e. com

Accept: application/link-format

Payl oad:

<>; ep="nodel",

<>; ep="node2"

Res: 201 Created
Location: /rd-group/12

6.2. Goup Renoval
A group can be renoved sinply by sending a renoval nessage to the
| ocation returned when registering the group. Renobving a group MJST
NOT renove the endpoints of the group fromthe RD.
The renoval request interface is specified as follows:
Interaction: Manager -> RD
Met hod: DELETE
URI Template: [{+l ocation}

URI Tenpl ate Vari abl es:
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location := This is the Location path returned by the RD as a
result of a successful group registration
The follow ng responses codes are defined for this interface:
Success: 2.02 "Deleted" or 204 "No Content" upon successful deletion

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Group does not exist.

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The fol |l owi ng exanpl es shows successful removal of the group fromthe
RD.

E

I
--- DELETE /rd-group/412 ------------------- > |
I
I

P
I
I
|
| <-- 2.02 Deleted ---------------“--““--------- |
I

Req: DELETE /rd-group/12
Res: 2.02 Del eted
7. RD Lookup Function Set

In order for an RD to be used for discovering resources registered
with it, a |ookup interface can be provided using this function set.
This | ookup interface is defined as a default, and it is assuned that
RDs may al so support | ookups to return resource descriptions in
alternative formats (e.g. Atomor HIM Link) or using nore advanced
interfaces (e.g. supporting context or senmantic based | ookup).

This function set allows | ookups for domains, groups, endpoints and
resources using attributes defined in the RD Function Set and for use
with the CoRE Link Format. The result of a |ookup request is the
list of links (if any) corresponding to the type of |ookup. Using
the Accept Option, the requester can control whether this list is
returned in CoRE Link Format ("application/link-format", default) or
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its alternate content-formats ("application/link-format+j son" or
"application/link-format+cbor").

The target of these |links SHOULD be the actual |ocation of the
domai n, endpoint or resource, but MAY be an internedi ate proxy e.g

in the case of an HITP | ookup interface for CoAP endpoints. Miltiple
query paranmeters MAY be included in a | ookup, all included paraneters
MUST match for a resource to be returned. The character '*’ MAY be
included at the end of a parameter value as a wildcard operator.

The | ookup interface is specified as foll ows:
Interaction: dient -> RD
Met hod: GET

URI Tenpl ate: [{+rd-I|ookup-base}/{l ookup-
type}{2d, ep, gp, et, rt, page, count, r esour ce- par an}

URI Tenpl ate Vari abl es:
rd-1 ookup-base : = RD Lookup Function Set path (mandatory). This
is the path of the RD Lookup Function Set. An RD SHOULD use the
val ue "rd-1ookup" for this variabl e whenever possible.
Content-Format: application/link-format (optional)
Content-Format: application/link-format+json (optional)
Content-Fornmat: application/link-format+cbor (optional)
| ookup-type := ("d", "ep", "res", "gp") (mandatory) This variable
is used to select the kind of |ookup to perform (domain,

endpoi nt, resource, or group).

ep := Endpoint nane (optional). Used for endpoint, group and
resour ce | ookups.

d := Domain (optional). Used for domain, group, endpoint and
resource | ookups.

page := Page (optional). Paraneter can not be used w thout the
count paranmeter. Results are returned fromresult set in pages
that contains 'count’ results starting fromindex (page *

count).
count := Count (optional). Nunber of results is limted to this
paraneter value. |If the paraneter is not present, then an RD

i mpl ement ation specific default value SHOULD be used.
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rt := Resource type (optional). Used for group, endpoint and
resource | ookups.

et := Endpoint type (optional). Used for group, endpoint and
resource | ookups.

resource-param:= Link attribute parameters (optional). Any link
attribute as defined in Section 4.1 of [RFC6690], used for
resource | ookups.
The follow ng responses codes are defined for this interface:
Success: 2.05 "Content" or 200 "OK" with an "application/link-
format", "application/link-format+cbor", or "application/link-
format +j son" payl oad containing matching entries for the | ookup

Failure: 4.04 "Not Found" or 404 "Not Found" in case no natching
entry is found for a unicast request.

Failure: No error response to a multicast request.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES
The exanples in this section assune a CoAP host with | P address
FDFD: : 123 and a default CoAP port 61616. HITP hosts are possible and

do not change the nature of the exanples. The follow ng exanple
shows a client performng a resource | ookup

rt="tenperature" --------

'
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'

'

'
-
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'

'

'

'

'

'

'

'

'

'

'

'

'

'

'

'
\%

—_—— 3

|
| <-- 2.05 Content <coap://[FDFD::123]:61616/tenmp>; ---------
I
I

Req: GET /rd-|ookup/res?rt=tenperature

Res: 2. 05 Content
<coap://[FDFD:: 123]: 61616/ tenp>; rt ="t enperature"
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The followi ng exanple shows a client perform ng an endpoint type
| ookup:

T T3

|
| <-- 2.05 Content <coap://[FDFD::123]:61616>; ep="node5" ----
I

Req: GET /rd-| ookup/ ep?et =power - node
Res: 2.05 Content

<coap://[FDFD: : 123]:61616>; ep="node5"
<coap://[FDFD:: 123]:61616>; ep="node7"

The foll owi ng exanple shows a client perform ng a domain | ookup

- T3

I
I
| <-- 2.05 Content </rd>;, d=domainl, </rd>; d=domain2 ----------
I

Req: GET /rd-I ookup/d
Res: 2.05 Content
</ rd>; d="domai n1",
</ rd>; d="domai n2"

The follow ng exanple shows a client perform ng a group | ookup for
al | groups:

d="exanpl e. com' -------------

1
1
1
1
1
-
—
o
|
o
o
=~
c
©
=
«Q
©
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\Y
—_———————

|
| <-- 2.05 Content </rd-group/12>;gp="lightsl"; -------------
I
I
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Req: GET /rd-1| ookup/gp

Res: 2.05 Content
</rd-group/12>; gp="1i ghtsl"; d="exanpl e. cont

The foll owi ng exanple shows a client perfornming a | ookup for al
endpoints in a particular group

T T3

|
| <-- 2.05 Content <coap://[FDFD::123]:61616>; ep="nodel" ----
I

Req: GET /rd-I|ookup/ ep?gp=lightsl

Res: 2.05 Content

<coap://[ FDFD: : 123] : 61616>; ep="nodel",
<coap://[FDFD: : 123]:61616>; ep="node2"

The followi ng exanple shows a client performng a | ookup for al
groups an endpoi nt bel ongs to:

ep="nodel" ------

1
1
1
1
1
-
—
o
|
(@]
o
=~
c
©
B
«Q
©
)
D
©
11
=]
o
o
D
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1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\Y
—_———————

I
I
| < 2. 05 Content <coap://[FDFD::123]:61616>; gp="I1ights1"; --
I
I

Req: GET /rd-| ookup/ gp?ep=nodel

Res: 2. 05 Content
<coap://[FDFD: : 123]: 61616>; gp="1i ghts1"; ep="nodel",

8. New Link-Format Attributes

When using the CoRE Link Format to describe resources being

di scovered by or posted to a resource directory service, additiona

i nformati on about those resources is useful. This specification
defines the following new attributes for use in the CoRE Link Format
[ RFC6690] :
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8.

8.

| i nk- ext ensi on
| i nk- ext ensi on

( "ins"
( "exp” )

quoted-string ) ; Max 63 bytes

1. Resource Instance attribute 'ins
The Resource Instance "ins" attribute is an identifier for this
resource, which makes it possible to distinguish it from other

simlar resources. This attribute is simlar in use to the

<l nstance> portion of a DNS-SD record (see Section 9.1, and SHOULD be
uni que across resources with the sane Resource Type attribute in the
domain it is used. A Resource Instance m ght be a descriptive string
like "Ceiling Light, Room 3", a short IDlike "AF39" or a unique UU D
or iNunber. This attribute is used by a Resource Directory to

di stingui sh between nmultiple instances of the sane resource type
within the directory

This attribute MJST be no nore than 63 bytes in length. The resource
identifier attribute MUST NOT appear nore than once in a link
descri ption.

2. Export attribute ’exp

The Export "exp" attribute is used as a flag to indicate that a link
description MAY be exported by a resource directory to externa
directories.

The CoRE Link Format is used for many purposes between CoAP
endpoints. Sone are useful mainly locally, for exanple checking the
observability of a resource before accessing it, determ ning the size
of a resource, or traversing dynam c resource structures. However
other links are very useful to be exported to other directories, for
exanpl e the entry point resource to a functional service

DNS- SD Mappi ng

CoRE Resource Discovery is intended to support fine-grained discovery
of hosted resources, their attributes, and possibly other resource
rel ations [ RFC6690]. |In contrast, service discovery generally refers
to a coarse-grained resolution of an endpoint’s |IP address, port
nunber, and protocol

Resource and service discovery are conplementary in the case of |arge
networ ks, where the latter can facilitate scaling. This docunent
defines a mappi ng between CoRE Link Format attributes and DNS-Based
Service Discovery [RFC6763] fields that permits discovery of CoAP
services by either nethod.
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9.1. DNS-based Service discovery

DNS- Based Service Di scovery (DNS-SD) defines a conventional nethod of
configuring DNS PTR, SRV, and TXT resource records to facilitate

di scovery of services (such as CoAP servers in a subdomain) using the
existing DNS infrastructure. This section gives a brief overview of
DNS- SD; see [RFC6763] for a detailed specification

DNS- SD service nanes are limted to 255 octets and are of the form
Servi ce Nane = <l nstance>. <Servi ceType>. <Domai n>.

The service name is the | abel of SRV/ TXT resource records. The SRV
RR specifies the host and the port of the endpoint. The TXT RR
provi des additional information in the form of key/val ue pairs.

The <Donmi n> part of the service nane is identical to the gl obal (DNS
subdonai n) part of the authority in URIs that identify servers or
groups of servers.

The <ServiceType> part is conposed of at |least two |abels. The first
| abel of the pair is the application protocol name [ RFC6335] preceded
by an underscore character. The second |abel indicates the transport
and is always " _udp" for UDP-based CoAP services. |In cases where
narrowi ng the scope of the search may be useful, these | abels nmay be
optionally preceded by a subtype nane foll owed by the "_sub" | abel

An exanpl e of this nore specific <ServiceType> is
"l'ight. sub. _dali._udp".

A default <lnstance> part of the service name may be set at the
factory or during the commi ssioning process. |t SHOULD uni quely
identify an instance of <ServiceType> within a <Domai n>  Taken
together, these three elements conprise a unique name for an SRV/ TXT
record pair within the DNS subdonai n.

The granularity of a service name MAY be that of a host or group, or
it could represent a particular resource within a CoAP server. The
SRV record contains the host name (AAAA record nane) and port of the
service while protocol is part of the service nane. |In the case
where a service nane identifies a particular resource, the path part
of the URI nust be carried in a corresponding TXT record.

A DNS TXT record is in practice limted to a few hundred octets in
I ength, which is indicated in the resource record header in the DNS
response nessage. The data consists of one or nore strings
conprising a key=value pair. By convention, the first pair is

t xt ver =<nunber> (to support different versions of a service
description).
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9.2. mapping ins to <Instance>

The Resource Instance "ins" attribute maps to the <lnstance> part of
a DNS-SD service nane. It is stored directly in the DNS as a single
DNS | abel of canonical preconposed UTF-8 [ RFC3629] " Net - Uni code"

(Uni code Nornmalization Form C) [RFC5198] text. However, to the
extent that the "ins" attribute may be chosen to match the DNS host
nane of a service, it SHOULD use the syntax defined in Section 3.5 of
[ RFC1034] and Section 2.1 of [RFC1123].

The <l nstance> part of the nane of a service being offered on the
net wor k SHOULD be configurable by the user setting up the service, so
that he or she may give it an informative name. However, the device
or service SHOULD NOT require the user to configure a nane before it
can be used. A sensible choice of default name can allow the device
or service to be accessed in many cases w thout any nmanua
configuration at all. The default name shoul d be short and
descriptive, and MAY include a collision-resistant substring such as
the lower bits of the device's MAC address, serial nunber,
fingerprint, or other identifier in an attenpt to nake the nane

rel atively unique.

DNS | abels are currently limted to 63 octets in length and the
entire service nane nay not exceed 255 octets.

9.3. Mapping rt to <ServiceType>

The resource type "rt" attribute is mapped into the <ServiceType>
part of a DNS-SD service name and SHOULD conformto the reg-rel-type
production of the Link Format defined in Section 2 of [RFC6690]. The
"rt" attribute MJUST be conposed of at least a single Net-Unicode text
string, wthout underscore ' ' or period ’'.’ and linmted to 15 octets
in length, which represents the application protocol nanme. This
string is mapped to the DNS-SD <Servi ceType> by prependi ng an
underscore and appending a period followed by the " udp" |abel. For
exanple, rt="dali" is nmapped into " _dali._udp"

The application protocol nane may be optionally foll owed by a period
and a service subtype nane consisting of a Net-Unicode text string,
wi t hout underscore or period and linmted to 63 octets. This string
is mapped to the DNS-SD <Servi ceType> by appending a period foll owed
by the " sub" |abel and then appending a period followed by the
service type | abel pair derived as in the previous paragraph. For
exanple, rt="dali.light" is mapped into "light._sub. _dali._udp"

The resulting string is used to formlabels for DNS-SD records which
are stored directly in the DNS

Shel by, et al. Expi res Septenber 22, 2016 [ Page 32]



Internet-Draft CoRE Resource Directory March 2016

9.4. Domain nmappi ng

DNS domai ns nmay be derived fromthe "d" attribute. The domain
attribute may be suffixed with the zone nane of the authoritative DNS
server to generate the domain nane. The "ep" attribute is prefixed
to the domain nane to generate the FQDN to be stored into DNS with an
AAAA RR.

9.5. TXT Record key=val ue strings

A nunber of [RFC6763] key/value pairs are derived fromlink-format
information, to be exported in the DNS-SD as key=val ue strings in a
TXT record ([RFC6763], Section 6.3).

The resource <URI > is exported as key/val ue pair "path=<URl >"

The Interface Description "if" attribute is exported as key/val ue
pair "if=<Interface Description>"

The DNS TXT record can be further popul ated by inporting any ot her
resource description attributes as they share the sanme key=val ue
format specified in Section 6 of [RFC6763].

9.6. Inporting resource links into DNS-SD

Assuming the ability to query a Resource Directory or multicast a GET
(?exp) over the local link, CoAP resource discovery may be used to
popul ate the DNS-SD database in an automated fashion. CoAP resource
descriptions (links) can be exported to DNS-SD for exposure to
service discovery by using the Resource Instance attribute as the
basis for a unique service name, conposed with the Resource Type as
the <ServiceType>, and registered in the correct <Domai n>  The agent
responsi ble for exporting records to the DNS zone file SHOULD be
authenticated to the DNS server. The follow ng exanpl e shows an
agent discovering a resource to be exported:

Agent RD
I

--- CGET /rd-lookup/res?exp ------------------------------ > |

I

I

rt="dali.light";ins="Spot"; |

I
|
| <-- 2.05 Content "<coap://[FDFD::1234]:5683/1ight/1>; exp; |
I
| d="of fi ce"; ep="nodel" |
I
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Req: GET /rd-1ookup/res?exp

Res: 2.05 Content
<coap://[FDFD:: 1234] :5683/1i ght/ 1>
exp;rt="dali.light";ins="Spot";

d="of fi ce"; ep="nodel"

The agent subsequently registers the followi ng DNS-SD RRs, assum ng a
zone nane "exanple.com' prefixed with "office"

nodel. of fi ce. exanpl e. com I N AAAA FDFD: : 1234
_dali._udp.office.exanpl e.com IN PTR

Spot . _dali._udp.of fice.exanpl e.com
light._sub. _dali._udp.exanple.com IN PTR

Spot. dali._udp.of fice.exanple.com

Spot. dali. _udp.office.exanple.comIN SRV 0 0 5683
nodel. of fi ce. exanpl e. com

Spot. _dali._udp.office.exanple.comIN TXT
txtver=1;path=/1ight/1

In the above figure the Service Nane is chosen as

Spot. dali. _udp.office.exanple.comw thout the Iight. sub service
prefix. An alternative Service Name woul d be

Spot.light. _sub. _dali._udp.office.exanple.com

10. Security Considerations

The security considerations as described in Section 7 of [RFC5988]
and Section 6 of [RFC6690] apply. The "/.well-known/core" resource
may be protected e.g. using DILS when hosted on a CoAP server as
described in [RFC7252]. DTLS or TLS based security SHOULD be used on
all resource directory interfaces defined in this docunent.

10.1. Endpoint ldentification and Authentication

An Endpoint is determined to be unique by an RD by the Endpoi nt
identifier paraneter included during Registration, and any associ ated
TLS or DTLS security bindings. An Endpoint MJST NOT be identified by
its protocol, port or IP address as these nmay change over the
lifetinme of an Endpoint.

Every operation performed by an Endpoint or Cient on a resource
directory SHOULD be mutual |y authenticated using Pre-Shared Key, Raw
Public Key or Certificate based security. Endpoints using a
Certificate MUST include the Endpoint identifier as the Subject of
the Certificate, and this identifier MJUST be checked by a resource
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directory to match the Endpoint identifier included in the
Regi strati on nessage

10.2. Access Contro

Access control SHOULD be perfornmed separately for the RD Function Set
and the RD Lookup Function Set, as different endpoints nmay be

aut horized to register with an RD fromthose authorized to | ookup
endpoints fromthe RD. Such access control SHOULD be perfornmed in as
fine-grained a |l evel as possible. For exanple access control for

| ookups could be perforned either at the domain, endpoint or resource
| evel

10. 3. Deni al of Service Attacks

Services that run over UDP unprotected are vul nerable to unknow ngly
becone part of a DDoS attack as UDP does not require return
routability check. Therefore, an attacker can easily spoof the
source | P of the target entity and send requests to such a service
whi ch woul d then respond to the target entity. This can be used for
| arge-scal e DDoS attacks on the target. Especially, if the service
returns a response that is order of nmagnitudes |larger than the
request, the situation becones even worse as now the attack can be
anplified. DNS servers have been wi dely used for DDoS anplification
attacks. Recently, it has been observed that NTP Servers, that also
run on unprotected UDP have been used for DDoS attacks
(http://tools.cisco.com security/center/content/Ci scoSecurityNotice/
CVE- 2013-5211) since there is no return routability check and can
have a large anplification factor. The responses fromthe NTP server
were found to be 19 times larger than the request. A Resource
Directory (RD) which responds to wild-card | ookups is potentially
vul nerable if run with CoAP over UDP. Since there is no return
routability check and the responses can be significantly larger than
requests, RDs can unknowi ngly becone part of a DDoS anplification
attack. Therefore, it is RECOVENDED that inplenentations ensure
return routability. This can be done, for exanple by responding to
wild card | ookups only over DILS or TLS or TCP

11. | ANA Consi derations
11. 1. Resource Types
"core.rd", "core.rd-group" and "core.rd-|ookup" resource types need

to be registered with the resource type registry defined by
[ RFC6690] .
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11. 2. Li nk Ext ensi on

The "exp" attribute needs to be registered when a future Wb Linking
I ink-extension registry is created (e.g. in RFC5988bis).

11.3. RD Paraneter Registry

This specification defines a new sub-registry for registration and

| ookup paraneters called "RD Paraneters” under "CoRE Paraneters”

Al though this specification defines a basic set of paraneters, it is
expected that other standards that nake use of this interface wll
def i ne new ones.

Each entry in the registry must include the human readabl e nanme of
the paraneter, the query paraneter, validity requirenents if any and
a description. The query paraneter MJST be a valid URl query key

[ RFC3986] .

Initial entries in this sub-registry are as foll ows:

Fom e - Fom e - e e e o o mm e e e e e e e e e e e e +
| Nane | Query | Validity | Description [
[ SR Fom e e o e oo o m e e e e e e e e eeeeo s +
| Endpoint | ep | | Nanme of the endpoint |
| Name I I I I
| Lifetinme | It | 60-4294967295 | Lifetime of the registration |
| | | | in seconds |
| Domain | d [ | Domain to which this endpoint |
I I I | belongs I
| Endpoint | et [ | Semantic name of the endpoint |
| Type I I I I
| Context | con | UR | The schene, address and port |
| | | | at which this server is |
[ [ [ | avail abl e [
| Endpoint | ep | | Nane of the endpoint, nmax 63 |
| Nane I I | bytes I
| Group | ap | | Narme of a group in the RD |
| Name I I I I
| Page | page | Integer | Used for pagination |
| Count | count | Integer | Used for pagination [
[ SR Fom e e o e oo o m e e e e e e e e eeeeo s +

Table 1: RD Paraneters

The 1 ANA policy for future additions to the sub-registry is "Expert
Revi ew' as described in [ RFC5226].
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12.

12.

12.

Exanpl es
Exanpl es are added here.
1. Lighting Installation

Thi s exanple shows a sinplified lighting installation which nmakes use
of the Resource Directory (RD) with a CoAP interface to facilitate
the installation and start up of the application code in the lights
and sensors. In particular, the exanple |l eads to the definition of a
group and the enabling of the corresponding nulticast address. No
concl usi ons nust be drawn on the realization of actual installation
procedures, because the exanpl e "enphasizes" sonme of the issues that
may i nfluence the use of the RD

1.1. Installation Characteristics

The exanpl e assumes that the installation is nmanaged. That mneans
that a Conmmi ssioning Tool (CT) is used to authorize the addition of
nodes, name them and nanme their services. The CT can be connected
to the installation in many ways: the CT can be part of the
installation network, connected by WFi to the installation network,
or connected via GPRS |ink, or other nethod.

It is assuned that there are two nanming authorities for the
installation: (1) the network manager that is responsible for the
correct operation of the network and the connected interfaces, and
(2) the lighting manager that is responsible for the correct
functioning of networked |ights and sensors. The result is the
exi stence of two naming schenmes conming fromthe two managi ng
entities.

The exanpl e installation consists of one presence sensor, and two
lum naries, luminaryl and |unmi nary2, each with their own wirel ess
interface. Each lunminary contains three |anps: left, right and

m ddle. Each lunminary is accessible through one end-point. For each
lamp a resource exists to nodify the settings of a lanp in a

lumi nary. The purpose of the installation is that the presence
sensor notifies the presence of persons to a group of lanps. The
group of |anps consists of: mddle and left | anps of lunminaryl and
right lanp of |uminary2

Bef ore conmi ssioning by the |ighting manager, the network is
installed and access to the interfaces is proven to work by the
networ k manager. Followi ng the |lay-out of cables and routers the
net wor k manager has defined DNS donmains. The presence sensor and
lum naryl are part of DNS donmain: rtr_5612 rrt.exanpl e.com and
luminary2 is part of rtr_7899 pfa.exanple.com The nanmes of
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luminaryl- |uminary2-, and sensor- interfaces are respectively:
Im12-345-678, I m12-456-378, and sn_12-345-781. These nanes are
stored in DNS together with their | P addresses. The FQN of the
interfaces is shown in Table 2 bel ow

. R e +
| Nane | FQDN I
S o m e e e e e e e e e e e e e e e e e e e e e meemmao- +
| um naryl I m12-345-678.rtr_5612 rrt.exanpl e.com |

Presence sensor sn_12-345-781.rtr_5612 rrt.exanpl e.com |

| |
| lTum nary2 | 1'm12-456-378.rtr_7899_pfa. exanpl e.com |
I I
| Resource directory | pc_123456.rtr_5612 rrt. exanpl e.com |

Table 2: interface FQDNs

At the nonent of installation, the network under installation is not
necessarily connected to the DNS infra structure. Therefore, SLAAC

| Pv6 addresses are assigned to CT, RD, lum naries and sensor shown in
Tabl e 3 bel ow

e e e e e e oo oo S +
| Nare | IPv6 address
- . +
| lTum naryl | FDFD:: ABCD: 1 |
| lum nary?2 | FDFD: : ABCD: 2

| Presence sensor | FDFD:: ABCD: 3 |
| Resource directory | FDFD:: ABCD: O |

Table 3: interface SLAAC addresses

In Section 12.1.2 the use of resource directory during installation
is presented. In Section 12.1.3 the connection to DNS is discussed.

12.1.2. RD entries
It is assuned that access to the DNS infrastructure is not always
possi ble during installation. Therefore, the SLAAC addresses are
used in this section.

For discovery, the resource types (rt) of the devices are inportant.

The lanps in the luninaries have rt: light, and the presence sensor
has rt: p-sensor. The end-points have nanes which are relevant to
the light installation manager. |In this case lumnaryl, |umnary?2

and the presence sensor are located in room 2-4-015, where |uminaryl
is located at the window and | uninary2 and the presence sensor are
| ocated at the door. The end-point nanes reflect this physica
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Il ocation. The nmiddle, left and right |lanps are accessed via path
[light/mddle, /light/left, and /light/right respectively. The
identifiers relevant to the Resource Directory are shown in Table 4

bel ow.

oo oo oo oo +
| Nare | end-point | resource path | resource type |
B s B B +
| lum naryl | 1 mR2-4-015 wndw | /light/left | light |
| lTum naryl | ImR2-4-015 wndw | /light/niddle | Iight [
| lTumnaryl | I'mR2-4-015 wndw | /light/right | [Iight |
| lumnary?2 | ImR2 4-015 door | /light/left | light |
| lumnary?2 | ImR2 4-015 door | /light/mddle | I|ight |
| lum nary?2 | I'mR2-4-015_door | /light/right | Iight |
| Presence | ps_R2-4-015_door | /ps | p-sensor |
| sensor [ [ [ [
S oo oo oo +

Tabl e 4: Resource Directory identifiers

The CT inserts the end-points of the luminaries and the sensor in the
RD using the Context paraneter (con) to specify the interface
addr ess:

Req: POST coap://[FDFD:: ABCD:0]/rd

?ep=l m R2- 4- 015_wndw&con=coap: / / [ FDFD: : ABCD: 1]
Payl oad:
</light/left>rt="1ight";

d="R2-4-015"; i ns="1 anp4444"; exp,
</light/nmddle>rt="1ight";

d="R2-4-015"; i ns="1 anp5555"; exp,
</light/right>rt="Iight";

d="R2-4-015";ins="1 anp6666" ; exp

Res: 2.01 Created
Location: /rd/ 4521
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Req: POST coap://[FDFD:: ABCD:0]/rd

?ep=l m R2- 4- 015_door &on=coap: / / [ FDFD: : ABCD: 2]
Payl oad:
</light/left>rt="1ight";

d="R2-4-015";ins="1anpll1ll"; exp
</light/nmddle>rt="1ight";

d="R2-4-015";ins="1 anp2222"; exp,
</light/right>rt="1ight";

d="R2-4-015";ins="1 anp3333"; exp

Res: 2.01 Created
Location: /rd/ 4522

Req: POST coap://[FDFD: : ABCD: 0] /rd
?ep=ps_R2-4- 015_door &on=coap: / / [ FDFD: : ABCD: 3]

Payl oad:

</ ps>; rt="p-sensor";
d="R2-4-015";ins="presl234"; exp

Res: 2.01 Created
Location: /rd/ 4523

The donmai n nane d="R2-4-015" has been added for an efficient |ookup
because filtering on "ep" nane is awkward. The sanme donmain nane is
conmuni cated to the two lum naries and the presence sensor by the CT.
The "exp" attribute is set for the later adnmnistration in DNS of the
i nstance nane ins="| anmpxxxx".

Once the individual endpoints are registered, the group needs to be
regi stered. Because the presence sensor sends one nulticast nessage
to the lunmnaries, all lamps in the group need to have an identica
path. This path is created on the two |um naries using the batch
command defined in [I-D.ietf-core-interfaces]. The path to a batch
of lanps is defined as: /light/grpl. 1In the exanple bel ow, two
endpoints are updated with an additional resource using the path
/light/grpl on the two luminaries

Req: POST

coap:/ /[ FDFD: : ABCD: 1]/1i ght/grpl

(Content-Format: application/link-format)<light/mddle> <light/left>
Res: 2.04 Changed

Req: POST

coap://[ FDFD: : ABCD: 2] /1i ght/grpl

(Content-Format: application/link-format)<light/right>

Res: 2.04 Changed
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The group is specified in the RD. The Context paraneter is set to
the site-local multicast address allocated to the group. 1In the POST
in the exanpl e bel ow, these two end-points and the end-point of the
presence sensor are registered as nenbers of the group

It is expected that Standards Devel opi ng Organi zati ons (SDCs) nay
devel op other special purpose protocols to specify additional group
i nks, group menbership, group nanes and other paraneters in the

i ndi vi dual nodes.

Req: PCST coap://[FDFD: : ABCD: 0] / r d- gr oup

?gp=gr p_R2- 4- 015; con="coap/ /[ FF05: : 1] "; exp; i ns="grpl234"
Payl oad:

<>ep=l m R2- 4- 015_wndw,

<>ep=l m R2-4-015_door

<>ep=ps_R2-4-015_door

Res: 2.01 Created
Location: /rd-group/501

After the filling of the RD by the CT, the application in the
lum naries can learn to which groups they belong, and enable their
interface for the nmulticast address.

The luninary, knowing its domain, queries the RD for the end-point
with rt=light and d=R2-4-015. The RD returns all end-points in the
domai n.

Req: GET coap://[ FDFD: : ABCD: 0]/ rd- | ookup/ ep
?d=R2- 4- 015; rt=li ght

Res: 2.05 Content

<coap:/ /[ FDFD: : ABCD: 1] >;
ep="I m R2- 4- 015_wndw"

<coap:/ /[ FDFD: : ABCD: 2] >;
ep="I m R2-4-015_door"

Knowing its own | Pv6 address, the lum nary discovers its endpoint
nane. Wth the end-point nane the lumnary queries the RD for al
groups to which the end-point bel ongs.

Req: GET coap://[ FDFD: : ABCD: 0]/ rd- | ookup/ gp
?ep=l m R2- 4- 015_wndw

Res: 2.05 Content
<coap://[FF05:: 1] >; gp="gr p_R2-4- 015"

Shel by, et al. Expi res Septenber 22, 2016 [ Page 41]



Internet-Draft CoRE Resource Directory March 2016

From the context parameter value, the lumnary |earns the nulticast
address of the multicast group.

Al ternatively, the CI can communicate the nulticast address directly
to the lum naries by using the "coap-group" resource specified in
[ RFC7390] .

Req: POST //[ FDFD: : ABCD: 1] / coap- gr oup
Cont ent - Format : appl i cati on/ coap- group+j son
{ "a": "[FFO5::1]" }
{ "n": "grp_R2-4-015"}

Res: 2.01 Created
Locati on-Pat h: /coap-group/1

Dependent on the situation only the address ,"a", or the nane, "n",
is specified in the coap-group resource. Instead of the RD group
nane al so the DNS group name can be used

12. 1. 3. DNS entries

The networ k manager assigns the domain bc.exanple.comto the entries
coming fromthe RD. The agent that |ooks up the resource directory
uses the donmai n name bc. exanpl e.com as prescribed, to enter the
services and hosts into the DNS.

The agent does a | ookup as specified in Section 9.6. The RD returns

all entries annotated with "exp". The agent subsequently registers
the followi ng DNS-SD RRs:
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I m R2- 4- 015_wndw. bc. exanpl e. com I N AAAA FDFD: : ABCD: 1
I m R2-4-015_door. bc. exanpl e. com I N AAAA FDFD: : ABCD: 2
ps_R2-4-015_door. bc. exanpl e. com I N AAAA FDFD: : ABCD: 3
_light. _udp. bc. exanpl e. com IN PTR

| anpl11l. Iight. udp. bc. exanpl e.com
_light. _udp. bc. exanpl e. com IN PTR
| amp2222. _|i ght. _udp. bc. exanpl e. com
_light. _udp. bc. exanpl e. com IN PTR
| anp3333. _Iight. _udp. bc. exanpl e. com
_light. _udp. bc. exanpl e. com IN PTR
| anp4444. |ight. udp. bc. exanpl e. com
_light. _udp. bc. exanpl e. com IN PTR
| anp5555. _Iight. _udp. bc. exanpl e. com
_light. _udp. bc. exanpl e. com IN PTR
| anp6666. _|ight. _udp. bc. exanpl e. com
_p-sensor. _udp. bc. exanpl e. com IN PTR
presl12324. p-sensor._udp. bc. exanpl e. com
| anpl111. _|ight._udp. bc. exanpl e. com IN SRV 0 0 5683
I m R2- 4- 015_door . bc. exanpl e. com
| anpl1111. |ight._udp. bc. exanpl e. com I N TXT
txtver=1;path=/1ight/|eft
| anp2222. |ight. udp. bc. exanpl e. com IN SRV 0 0 5683
| m R2-4-015_door. bc. exanpl e. com
| anp2222. _|ight. _udp. bc. exanpl e. com I'N TXT
txtver=1;path=/1ight/mddle
| anp3333. _light. _udp. bc. exanpl e. com IN SRV 0 0 5683
I m R2-4-015_door . bc. exanpl e. com
| anp3333. |ight. udp. bc. exanpl e. com I N TXT
txtver=1;path=/1ight/right
| anp4444. _1ight. _udp. bc. exanpl e. com IN SRV 0 0 5683
I m R2- 4- 015_wndw. bc. exanpl e. com
| anp4444. |ight. _udp. bc. exanpl e. com I N TXT
txtver=1;path=/1ight/|eft
| anp5555. |ight. udp. bc. exanpl e. com IN SRV 0 0 5683
I m R2-4-015_wndw. bc. exanpl e. com
| anp5555. |ight. udp. bc. exanpl e. com I N TXT
txtver=1;path=/1ight/mddle
| anp6666. | ight. _udp. bc. exanpl e. com IN SRV 0 0 5683
I m R2-4-015_wndw. bc. exanpl e. com
| anp6666. |ight. udp. bc. exanpl e. com I N TXT
txtver=1;path=/1ight/right
presl234. p-sensor._udp. bc. exanple.com IN SRV 0 O 5683
ps_R2-4-015_door. bc. exanpl e. com
presl1234. p-sensor._udp. bc. exanpl e.com |IN TXT

To ask for all

t xt ver =1; pat h=/ ps

|anps is equivalent to returning all PTR RRwith | abe

_light.udp. bc.exanple.com fromthe DNS. When it is required to
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filter on the rd=R2-4-015 value in the DNS, additional PTR RRs have
to be entered into the DNS

R2-4-015. light. udp. bc. exanpl e. com IN PTR

| anpl11l. Iight. udp. bc. exanpl e.com
R2-4-015. |ight. udp. bc. exanpl e.com IN PTR

| amp2222. _|i ght. _udp. bc. exanpl e. com
R2-4-015. |ight. _udp. bc. exanpl e. com IN PTR

| anp3333. _Iight. _udp. bc. exanpl e. com
R2-4-015. light. udp. bc. exanpl e. com IN PTR

| anp4444. |ight. udp. bc. exanpl e. com
R2-4-015. |ight. udp. bc. exanpl e.com IN PTR

| anp5555. _Iight. _udp. bc. exanpl e. com
R2-4-015. |ight. _udp. bc. exanpl e. com IN PTR

| anp6666. _|ight. _udp. bc. exanpl e. com

Returning all PTR RRs with | abel R2-4-015. light. udp.bc. exanpl e. com
provides all service instances within the domain R2-4-015. This
filtering can be handy when there are many roonms. |n the exanple
there is only one room nmking the filtering superfluous.

The agent can al so di scover groups that need to be discovered. It
queries RD to return all groups which are exported.

Req: GET /rd-I1 ookup/ gp?exp

Res: 2. 05 Content
<coap://[FF05:: 1]/>; exp; gp="grp_R2-4-015; i ns="grpl234";
ep="I m R2- 4- 015_wndw"
ep="I m R2-4-015_door

The group with FQDN grp_R2-4-015. bc. exanpl e.com can be entered into
the DNS by the agent. The acconpanying instance name is grpl234.
The <ServiceType> is chosen to be _group. _udp. The agent enters the
following RRs into the DNS

grp_R2-4-015. bc. exanpl e. com I N AAAA FFO5::1
_group. _udp. bc. exanpl e. com IN PTR
grpl234. group. _udp. bc. exanpl e. com
grpl234. group. _udp. bc. exanple.com IN SRV 0 0 5683
grp_R2-4-015_door. bc. exanpl e. com
grpl234. _group. _udp. bc. exanpl e.com | N TXT
txtver=1; path=/1ight/grpl
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12.

1.4. RD Operation

The specification of the group can be used by devices other than the
| um naries and the sensor to learn the nulticast address of the group
in a given room For exanple a smart phone nmay be used to adjust the
lanmps in the room

After entry into the room on request of the user, the smart phone
queries the presence of RDs and may display all the domain nanes
found on the RDs. The user can, for exanple, scroll all donmains
(roomnanes in this case) and select the roomthat he entered. After
sel ection the phone shows all groups in the selected roomwith their
menbers. Selecting a group, the user can dim switch on/off the
group of lights, or possibly even create tenporary new groups.

In all exanples the SLAAC | Pv6 address can be exchanged with the
FQDN, when a connection to DNS exists. Using the FQDN, a node | earns
the interface’s | Pv6 address, or the group’s nulticast address from
DNS. In the same way the presence sensor can learn the nulticast
address to which it should send its presence nessages.

2.  OMA Li ghtweight MM (LWWMM Exanpl e

Thi s exanpl e shows how the OVA LWWM2M speci ficati on nmakes use of
Resource Directory (RD).

OVA LWMM is a profile for device services based on CoAP, CoRE RD,
and other I ETF RFCs and drafts. LWWRM defines a sinple object nodel
and a nunber of abstract interfaces and operations for device
managenent and devi ce servi ce enabl enent.

An LWWPM server is an instance of an LWWM ni ddl eware service |ayer,
containing a Resource Directory along with other LWWM interfaces
defined by the LWWM specification.

CoRE Resource Directory (RD) is used to provide the LWWR2M
Regi stration interface.

LWWPM does not provide for registration domai ns and does not
currently use the rd-group or rd-lookup interfaces.

The LWWRM specification describes a set of interfaces and a resource
nodel used between a LWWRM devi ce and an LWM2M server. O her
interfaces, proxies, applications, and function sets are currently
out of scope for LVWW2M

The | ocation of the LWWM Server and RD Function Set is provided by
the LWW2M Boot strap process, so no dynami c di scovery of the RD
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function set is used. LWWRM Servers and endpoints are not required
to impl enent the ./well-known/core resource

12.2.1. The LWWRM nj ect Model

The OVA LWWRM obj ect nodel is based on a sinple 2 level class
hi erarchy consisting of Objects and Resources.

An LWWMPM Resource is a REST endpoint, allowed to be a single value or
an array of values of the sanme data type.

An LWWRM Object is a resource tenplate and contai ner type that
encapsul ates a set of related resources. An LWWM Obj ect represents
a specific type of information source; for exanple, there is a LWWM
Devi ce Managenent object that represents a network connection
containing resources that represent individual properties like radio
signal strength

Since there may potentially be nore than one of a given type object,
for exanple nore than one network connection, LWR2M defines instances
of objects that contain the resources that represent a specific

physi cal thing.

The URI tenplate for LWWMEM consists of a base URI followed by Object,
I nstance, and Resource | Ds:

{/ base-uri}{/object-id}{/object-instance}{/resource-id}{/resource-
i nstance}

The five variables given here are strings. base-uri can also have
the special val ue "undefined" (sometines called "null" in RFC 6570).
Each of the variables object-instance, resource-id, and resource-

i nstance can be the special value "undefined" only if the val ues
behind it in this sequence also are "undefined". As a special case,
obj ect-instance can be "enpty" (which is different from "undefined")
if resource-id is not "undefined'. [_TEMPLATE TODQ

base-uri := Base URI for LWWM resources or "undefined" for default
(enpty) base URI

object-id := OWA regi stered object I D (0-65535)

obj ect-instance := Object instance identifier (0-65535) or
"undefined"/"enpty" (see above)) to refer to all instances of an
object ID

resource-id := OWA registered resource | D (0-65535) or "undefined"
to refer to all resources within an instance
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12.

resource-instance := Resource instance identifier or "undefined" to
refer to single instance of a resource

LWWMBM I Ds are 16 bit unsigned integers represented in decinal (no
| eadi ng zeroes except for the value 0) by URI format strings. For
exanpl e, a LWMM URI mi ght be

/1/0/1

The base uri is enpty, the Ohject IDis 1, the instance IDis 0, the
resource IDis 1, and the resource instance is "undefined". This
exanple URI points to internal resource 1, which represents the
registration lifetime configured, in instance 0 of a type 1 object
(LWW2M Server bject).

2.2. LWW2M Regi st er Endpoi nt

LWW2M defines a registration interface based on the Resource
Directory Function Set, described in Section 5. The URl of the LWRM
Resource Directory function set is specified to be "/rd" as
recommended in Section 5. 2.

LWVRBM endpoi nts regi ster object IDs, for exanple </1>, to indicate
that a particular object type is supported, and register object

i nstances, for exanple </1/0>, to indicate that a particular instance
of that object type exists.

Resources within the LWWVRM obj ect instance are not registered with
the RD, but may be di scovered by reading the resource links fromthe
obj ect instance using GET with a CoAP Content-Format of application/
link-format. Resources may al so be read as a structured object by
performng a GET to the object instance with a Content-Format of
senml +j son.

When an LWWEM obj ect or instance is registered, this indicates to the
LWWBM server that the object and it's resources are avail able for
managenment and servi ce enabl ement (REST API) operations.

LWWVPM endpoi nts may use the followi ng RD regi stration paraneters as
defined in Table 1 :

ep - Endpoint Nane
It - registration lifetine

Endpoi nt Name is mandatory, all other registration paraneters are
optional

Addi tional optional LWWM registration paraneters are defined
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R oo - T T I +
| Nare | Query | Validity | Description |
Fom e e o Fom e - Fom e e e e e e e e e e ee oo S +
| Protocol | b | {"uU,uQ,"s","sQ,"Us", "UQs"'} | Available [
| Binding | | | Protocols |
I I I I I
| LWvRM | ver | 1.0 | Spec Version |
| Version | | | |
| | | | |
| SMS Nunber | sns [ | MSI SDN [
S R e . +

Tabl e 5: LWW2M Addi ti onal Registration Paraneters

The following RD registration paraneters are not currently specified
for use in LVWWRM

et - Endpoint Type
con - Cont ext

The endpoint registration nmust include a payload containing links to
al | supported objects and existing object instances, optionally
i ncluding the appropriate Iink-format relations.

Here is an exanple LWWM regi stration payl oad
</ 1>, </ 1/ 0>, </ 3/ 0>, </ 5>

This link format payl oad indicates that object ID 1 (LWWRM Server
bject) is supported, with a single instance 0 existing, object ID 3
(LWWMRM Devi ce object) is supported, with a single instance O

exi sting, and object 5 (LWWMM Firmnvare Ohject) is supported, with no
exi sting instances.

12.2.3. Alternate Base UR

If the LMWM2M endpoi nt exposes objects at a base URI other than the
default enpty base path, the endpoint nust register the base UR
using rt="oma. |l w2nt. An exanple |link payload using alternate base
URI woul d be:

</ ny_lwnRne; rt="oma. | wrent', </ my_| wn2ni 1>, <y _| wn2nd 1/ 0>, <ny_ | wnRm 5>
This link payload indicates that the | w2m objects will be placed
under the base URI "/nmy_lwni and that object ID 1 (server) is

supported, with a single instance 0 existing, and object 5 (firmware
update) is supported.
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12.

13.

14.

2.4. LWW2M Updat e Endpoi nt Regi stration

An LWWPM Regi stration update proceeds as described in Section 5.3
and adds sone optional paraneter updates:

It - Registration Lifetine

b - Protocol Binding

snms - MSI SDN

Iink payl oad - new or nodified |inks

A Registration update is also specified to be used to update the
LWWVRBM server whenever the endpoint’s UDP port or |P address are
changed.
2.5. LWW2M De- Regi st er Endpoi nt
LWVBM al | ows for de-registration using the delete nethod on the
returned location fromthe initial registration operation. LWRM de-
regi stration proceeds as described in Section 5.4.
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Changel og
changes from-06 to -07

0 added text in the discovery section to allow content format hints
to be exposed in the discovery link attributes

o editorial updates to section 9
0 update author infornmation

0 minor text corrections

Changes from-05 to -06

0 added note that the PATCH section is contingent on the progress of
t he PATCH net hod
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changes from-04 to -05

(0]

(0]

(0]

added Updat e Endpoi nt Links using PATCH
http access nmade explicit in interface specification

Added http exanpl es

Changes from-03 to -04:

(0]

(0]

(0]

Added http response codes
Clarified endpoi nt name usage

Add application/link-format+cbor content-fornmat

Changes from-02 to -03:

(0]

(0]

(0]

(0]

(0]

Added an exanple for lighting and DNS integration

Added an example for RD use in OVA LWWM

Added Read Links operation for link inspection by endpoints
Expanded DNS- SD section

Added draft authors Peter van der Stok and M chael Koster

Changes from-01 to -02

(0]

(0]

Added a cat al ogue use case

Changed the registration update to a POST with optional |ink
format payl oad. Renobved the endpoint type update fromthe update.

Addi tional exanples section added for nore conpl ex use cases.
New DNS- SD mappi ng section

Added text on endpoint identification and authentication

Error code 4.04 added to Registration Update and Del ete requests.

Made 63 bytes a SHOULD rather than a MJST for endpoint name and
resource type paraneters

Changes from-00 to -01
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0 Renoved the ETag validation feature.

o Place holder for the DNS-SD mappi ng section

o Explicitly disabled GET or POST on returned Location
0 Newregistry for RD paraneters

0 Added support for the JSON Li nk Format.

0 Added reference to the Groupconm WG draft.

Changes from-05 to W5 Docunent -00

0 Updated the version and date.

Changes from-04 to -05:

0 Restricted Update to paraneter updates.

0 Added pagi nation support for the Lookup interface.

0o Mnor editing, bug fixes and reference updates.

0 Added group support.

0 Changed rt to et for the registration and update interface.
Changes from-03 to -04:

0 Added the ins= paraneter back for the DNS-SD mappi ng.
0 Integrated the Sinple Directory Di scovery from Carsten
o Editorial inprovenents.

0o Fixed the use of ETags.

o Fixed tickets 383 and 372

Changes from-02 to -03:

0 Changed the endpoint nanme back to a single registration paraneter
ep= and renmoved the h= and i ns= paraneters.

0 Updated REST interface descriptions to use RFC6570 URI Tenpl ate
format.
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(o]

(0]

(0]

I ntroduced an i nproved RD Lookup design as its own function set.
I mproved the security considerations section.

Made the POST registration interface idenpotent by requiring the
ep= paranmeter to be present.

Changes from-01 to -02:

(0]

(0]

15.

15. 1.

Added a terninol ogy section.

Changed the inclusion of an ETag in registration or update to a
MAY.

Added t he concept of an RD Donmain and a registration paraneter for
it.

Recommended the Location returned froma registration to be
stable, allowi ng for endpoint and Domain information to be changed
during updates.

Changed the | ookup interface to accept endpoint and Domain as
query string paraneters to control the scope of a | ookup.
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