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Abstr act
A significant part of the next tens of billion of devices that wll
be connected to the Internet will be constrained devices, connecting

over constrained networks. Managi ng these devices and the networks
they formin a consistent, scal able, extensible, secure, energy-
efficient manner with | ow conputational and protocol conplexity
cannot be done in an ad-hoc manner. This docunent outlines the

probl em at hand and provides a roadnmap of the possible solutions
devel ped at the I ETF. The description includes the basic constrained
managenent problem as well as properties of the solution. Details
as to the Constrained Objecs Language (CoOL) protocol itself can be
found i n conpani on docunents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 12, 2016.
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The need exists for a unified approach to network nanagement of
constrai ned devices as well as constrained networks. Constrained
devices inply the solution should require mninmal resources (CPU
menory) fromthe device platform constrained networks inply the
net wor k managerent sol ution should inpose mininmal traffic on the
network to acconplish a particul ar managenent objective.

2. Probl em St at enent

The probl em of network managenent for constrained networks and

devi ces includes a nunmber of requirenments not necessarily addressed
by existing solutions. Any solution nust be conservative with "when"
network traffic is required, as well as "how nmuch" traffic is
required in order to fulfill network nmanagenent functions. In
addition, a solution should support "traditional" network nanagenent
functions that have been useful in a variety of |egacy use-cases, as
well as new functionalities that address the evol ving constrained
devi ce and constrai ned device scenarios. |In this context, the term
"constrained" inplies limted resources (RAM FLASH), as well as
limted CPU resources. Therefore, the anount of code necessary to
achi eve network managenent functionality will need to be as snall as
possi ble, as well as the ambunt of RAM necessary to achi eve the
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functionality will be limted. Likew se, miniml network bandw dth
shoul d be required to support a sol ution.

An ideal solution SHOULD therefore possess the follow ng
characteristics:

o Sinple and efficient

* Low menory footprint (RAM

* Low binary footprint (flash)

* Low protocol conplexity (sinple state machine)
0 Scal abl e

*  Thi ng-to-thing managenent

* Zero feature negotiation required
o Conpact on the air/wre
0 Secure
0o Extensible
o0 Interoperable
The I ETF is coal escing around a set of solutions for transport of
applications on constrai ned networks (CoAP). Since constrained
devices will likely include support for this constrained "stack", it
woul d be advant ageous to reuse this constrained device stack for
net wor k managenent as well, to address the constrai ned device
property of limted resources.
Additionally, the IETF is noving towards YANG as a data nodeling
| anguage for configuration and state data often attributed to network
managenent problens. Therefore, any constrai ned device/ network
managenent sol ution should attenpt to reuse this information when and
wher e possi bl e.
YANG i s a data nodel i ng | anguage used to nodel configuration and
state data mani pul ated by the NETCONF protocol (RFC 6241), NETCONF
renote procedure calls, and NETCONF notifications. YANG was
originally designed to work with the NETCONF confi guration protocol
however, the idea of constrained networks and devices was not a

factor in the design of NETCONF/ YANG. Any solution that attenpts to
use YANG in a constrai ned environnment shoul d consi der constrained
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devi ce and networking properties to the application of YANG in these
scenari 0s.

It woul d be advantageous to nodel the particul ar constrai ned network
managenent functionality on the evol vi ng NETCONF/ RESTCONF oper ati ons,
since sonme |level of semantic interoperability nmight be expected by
managenent systens that nix constrai ned and non-constrai ned
managenment domai ns.

One design elenent that could reduce the anount of traffic "on the
wire" is requiring |l ess netadata i n managenent transactions. |nstead
of endpoints semantically parsing the neaning of the data and/or
traffic, the know edge of the data and how it is expected to be used
is, instead, required on the endpoints, a priori

3. Wy CoOL?

Currently proposed solutions for constrai ned managenent do not
specifically address the requirenents previously suggested in this
meno. The solution introduced by CoO. seeks to renmedy this by

i ntroducing an alternative nmethod for operations and encoding "on the
wire". CoCL will address these requirenents while still utilizing
the | ETF application "stack" and nmanagenent data nodel i ng | anguage
(YANG . The alternative nethod enployed by CoOL utilizes a nore
conci se representation of nmanagenent transactions (specifically
managenent "data").

The evolution of the CoCL solution will recognize the proliferation
of the "pub/sub" design pattern by relying on extensions both at the
CoAP, as well as CoOL protocol |ayers where needed. |ncorporating
the pub/sub design pattern will assist in the application of CoOL
into larger scal e networks (both constrai ned and non-constrai ned).

4. Roadmap

Wthin the CORE group, there are currently two threads of devel opnent
of a managenent interface for constrained devices and networks. They
bot h converge on the conmon grounds of using CoAP as fundamenta
application protocol. Both solutions bring the YANG nodeling

| anguage to the world of constrai ned networks and devices, thus
bridging the gap to core network nanagenent.

These two approaches differ by their runtine-vs-conpile tine
complexity and efficiency. The first approach is based on unnanaged
identifiers (YANG hashes), which require zero conpile-time efforts in
exchange for decreased runtime efficiency. The second approach is
based on managed identifiers (SID), which takes the opposite
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direction, requiring nore upfront preparation, aining at maxinal
efficiency, deterninistic behavior and inproved scalability.

Bot h sol utions converge around the YANG data representation expressed
in CBOR, as well as the common conprehensi on of the problem
statenment. The managed and unnanaged identifier spaces have their
speci fic underl aying function sets. These function set drafts define
the well -known REST resources that provide the device nmanagenent
services

The following drafts are currently avail abl e:
| Pr obl em st at enent

| I'-D.turner-core-cool -probl em statenment |

Data representation |
| 1-D.veillette-core-yang-cbhor-mapping |

e +
I I
Y Y
e e e meeeeieeeeaeeeas I e +
Managed | Ds | Unmanaged | Ds |
| | - D. somar aj u-core-sid | | [I-D.bierman-core-yang-hash
e S +
I I
Y Y
e e e meeeeieeeeaeeeas I e +
Function set | Function set |
| I1-D.veillette-core-cool | | |-D.vanderstok-core-com |
e S +

5. Security Considerations

The security considerations applicable to network nanagenment of
enterprise networks is simlar to, but different than that of
constrai ned networks given the potential risk involved. The risk

i nvolved to enterprise networks could be |ocal to an organi zation
(assets, reputation). However, in the case of constrained networks,
it is reasonable to assune significant risk due to the types of
appl i cation domai ns constrai ned devices would be applied to (sensors
controlling everything fromhone automation to nedi cal devices).
Wth this risk should cone a nore strict understanding of the attack
vectors and vulnerabilities of any and all protocols in use in
constrai ned networks, especially those protocols tasked with the
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managenent of a device. The CoOL working group will attenpt to reuse
appl i cabl e i deas and technol ogy originating from other |ETF worKking
groups to address the problem of security. The initial focus of
security will involve the integrity and trustworthiness of

i nformati on originating from CoO. managed endpoints. The
confidentiality of this information will al so be considered.
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