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Abstract

The Hypertext Transfer Protocol (HTTP) was designed with TCP as the
underlying transport protocol. The Constrai ned Application Protocol
(CoAP), while inspired by HTTP, has been defined to make use of UDP
instead of TCP. Therefore, reliable delivery and a sinple congestion
control and flow control nechani smare provided by the nessage | ayer
of the CoAP protocol .

A nunber of environnents benefit fromthe use of CoAP directly over a
reliable byte stream such as TCP, which al ready provides these
services. This docunent defines the use of CoAP over TCP as well as
CoAP over TLS.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 22, 2016.
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1. I nt roducti on

The Constrained Application Protocol (CoAP) [RFC7252] was desi gned
for Internet of Things (l10oT) deploynents, assuning that UDP can be
used uni npeded -- UDP [ RFC0768], or DTLS [ RFC6347] over UDP; it is a
good choice for transferring snmall amounts of data across networks
that follow the IP architecture. Some CoAP depl oynents, however, may
have to integrate well with existing enterprise infrastructure, where
the use of UDP-based protocols may not be well-received or may even
be bl ocked by firewalls. M ddleboxes that are unaware of CoAP usage
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for 10T can make the use of UDP brittle, resulting in lost or
mal f or med packets.

Where NATs are still present, CoAP over TCP can also help with their
traversal. NATs often calculate expiration tinmers based on the
transport |ayer protocol being used by application protocols. Mny
NATs are built around the assunption that a transport |ayer protoco
such as TCP gives them additional information about the session life
cycl e and keep TCP-based NAT bi ndi ngs around for a | onger period.
UDP, on the other hand, does not provide such information to a NAT
and tineouts tend to be nmuch shorter, as research confirnmns

[ HomeGat eway] .

Some environnents may al so benefit fromthe nore sophisticated
congestion control capabilities provided by many TCP i npl enent ati ons.
(Note that there is ongoing work to add nore el aborate congestion
control to CoAP as well, see [I-D. bornmann-core-cocoa]l.)

Finally, CoAP may be integrated into a Wb environnment where the
front-end uses CoAP from | oT devices to a cloud infrastructure but
the CoAP nmessages are then transported in TCP between the back-end
services. A TCP-to-UDP gateway can be used at the cl oud boundary to
talk to the UDP-based |oT.

To nake |oT devices work smoothly in these denmandi ng environnments,
CoAP needs to make use of a different transport protocol, namely TCP
[ RFCO793], in some situations secured by TLS [ RFC5246].

The present docunent describes a shimheader that conveys |ength

i nformati on about each CoAP nessage. Mbdifications to CoAP beyond
the replacenent of the nessage |layer (e.g., to introduce further
optinmizations) are intentionally avoi ded.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. Constrained Application Protoco

The interaction nodel of CoAP over TCP is very simlar to the one for
CoAP over UDP, with the key difference that using TCP voi ds the need
to provide certain transport |ayer protocol features, such as
reliable delivery, fragnentation and reassenbly, as well as
congestion control, at the CoAP level. The protocol stack is
illustrated in Figure 1 (derived from[RFC7252], Figure 1).
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Figure 1: The CoAP over TLS/ TCP Protocol Stack

Since TCP offers reliable delivery, there is no need to offer a
redundant acknow edgenment at the CoAP nessagi ng | ayer

Since there is no need to carry around acknow edgenment senanti cs,
messages do not require a nessage type; no nessage | ayer

acknow edgenent is expected or even possible. Because sonething
needs to be put into the two bits indicating the nessage type, we put
the bits for a Non-Confirnmable nessage (NON) into the header. By the
nature of TCP, nessages are always transmitted reliably over TCP
Figure 2 (derived from[RFC7252], Figure 3) shows this nessage
exchange graphically. A UDP-to-TCP gateway will therefore discard
all enpty nessages, such as enpty ACKs (after operating on them at
the nmessage layer), and re-pack the contents of all non-enpty CON
NON, or ACK nessages (i.e., those ACK nessages that have a piggy-
backed response) into untyped messages (that happen to | ook Iike NON
nmessages) .

Simlarly, there is no need to detect duplicate delivery of a
nmessage. | n UDP CoAP, the Message IDis used for relating

acknow edgenents to Confirmabl e nessages as well as for duplicate
detection. Since the Message ID thus is not neaningful over TCP, it
is elided (as indicated by the dashes in Figure 2).

dient Server

|
| (no type) [------ 1

Figure 2: Untyped Message Transm ssion over TCP
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A response is sent back as defined in [RFC7252], as illustrated in
Figure 3 (derived from[RFC7252], Figure 6).

dient Server

| (no type) [------ ]
| GET /tenperature
| (Token 0x74)

I
I
I
R >|
I I
| (no type) [------ 11
| 2. 05 Cont ent |
[ (Token 0x74) [
| "22.5 C |
I +
I I
Fi gure 3

4. Message For mat

The CoAP nessage format defined in [ RFC7252], as shown in Figure 4,
relies on the datagramtransport (UDP, or DTLS over UDP) for keeping
t he individual nessages separate.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
|Ver| T | TKL | Code | Message I D |
B E e r e s i s i o T T s S S S S 2
Token (if any, TKL bytes)

B s T T ST S o i ST L o S i T ot ST S S S S
Options (if any)

B i i S T e S S e s i I S e e e
11111111 Payl oad (if any)

+
+
R i 2 S S i i i S S S S S S T S S SR

Figure 4: RFC 7252 defined CoAP Message For mat.
In a streamoriented transport protocol such as TCP, a form of
message delimtation is needed. For this purpose, CoAP over TCP

introduces a length field. Figure 5 shows a 2-byte shim header
carrying length informati on prepended to the CoAP nessage header.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Message Length | Ver|0 1] TKL | Code [
T T e e i i e e L s S I SR S

| Token (TKL bytes) ... | Options (if any)

T T e e o s e e R e o o Tk i S S
[1 1111111 Payl oad (if any)

B i S S T s i S T st i S S S S S S S S i

Fi gure 5: CoAP Header with prepended Shi m Header

The ' Message Length’ field is a 16-bit unsigned integer in network
byte order. It provides the I ength of the subsequent CoAP nessage
(including the CoAP header but excluding this nessage |ength field)
in bytes (so its mnimumvalue is 2). The Message |ID and nessage
type are neani ngl ess and thus elided (what woul d have been the
message type field is always filled with what would be the code for
NON (01)).

The semantics of the other CoAP header fields are | eft unchanged.
4.1. Discussion

One observation is that, over a reliable byte streamtransport, the
message size linmtations defined in Section 4.6 of [ RFC7252] are no

| onger strictly necessary. Consenting [[how There is currently no
defined way to arrive at this consent. --cabo]] inplenentations may
want to interchange nessages with payl oad sizes |arger than 1024
bytes, potentially also obviating the need for the Bl ock protoco
[I-D.ietf-core-block]. It nmust be noted that entirely getting rid of
the bl ock protocol is not a generally applicable solution, as:

0 a UDP-to-TCP gateway may sinply not have the context to convert a
message with a Bl ock option into the equival ent exchange wi t hout
any use of a Block option;

o large nessages might also cause undesired head-of-1line bl ocking;

o the 2-byte nessage length field causes another, |arger upper bound
to the nessage | ength.

The general assunption is therefore that the bl ock protocol will
continue to be used over TCP, even if TCP-based applications
occasional ly do exchange nessages w th payl oad sizes |arger than
desirable in UDP
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5.

6

Message Transmi ssion

As CoAP exchanges nessages asynchronously over the TCP connection

the client can send nultiple requests w thout waiting for responses.
For this reason, and due to the nature of TCP, responses are returned
during the same TCP connection as the request. |In the event that the
connection gets termnated, all requests that have not yet elicited a
response are inplicitly canceled; clients may transmt the request
again once a connection is reestablished.

Furthernore, since TCP is bidirectional, requests can be sent from
both the connecting host and the endpoint that accepted the
connection. |In other words, the question who initiated the TCP
connection has no bearing on the nmeaning of the CoAP terns client and
server.

CoAP URI

CoAP [ RFC7252] defines the "coap" and "coaps" URl schenes for

i dentifying CoAP resources and providing a means of |ocating the
resource. RFC 7252 defines these resources for use with CoAP over
UDP.

The present specification introduces two new URI schenes, nanely
"coap+tcp" and "coaps+tcp". The rules from Section 6 of [RFC7252]
apply to these two new URI schenes.

[ RFC7252], Section 8 (Miulticast CoAP), does not apply to the UR
schenes defined in the present specification

Resources nmade avail abl e via one of the "coap+tcp" or "coaps+tcp"
schenes have no shared identity with the other schene or with the
"coap" or "coaps" schene, even if their resource identifiers indicate
the sane authority (the sane host listening to the sane port). The
schenes constitute distinct nanespaces and, in conbination with the
authority, are considered to be distinct origin servers.

1. coapttcp URI schene
coap-tcp-URI = "coap+tcp:" "//" host [ ":" port ] path-abenpty
[ "?" query ]

The semantics defined in [ RFC7252], Section 6.1, apply to this UR
schene, with the foll owi ng changes:

0 The port subconponent indicates the TCP port at which the CoAP
server is located. (If it is enpty or not given, then the default
port 5683 is assunmed, as with UDP.)
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6

8.

8.

2. coaps+tcp URI schene

coaps-tcp-URI = "coaps+tcp:" "//" host [ ":" port ] path-abenpty
[ "?" query ]

The semantics defined in [ RFC7252], Section 6.2, apply to this UR
scheme, with the followi ng changes

o The port subconponent indicates the TCP port at which the TLS

server for the CoAP server is located. |If it is enpty or not
given, then the default port 443 is assuned (this is different
fromthe default port for "coaps", i.e., CoAP over DTLS over UDP).

0 \When CoAP is exchanged over TLS port 443 then the "TLS Application
Layer Protocol Negotiation Extension"” [RFC7301] MJST be used to
al | ow demul ti pl exi ng at the server-side unl ess out-of -band
informati on ensures that the client only interacts with a server
that is able to demultiplex CoAP nessages over port 443. This
woul d, for exanple, be true for nmany |oT deploynments where clients
are pre-configured to only ever talk with specific servers
[[al waysal pn: Shouldn’t we sinply always require ALPN? The
protocol should not be defined in such a way that it depends on
some undefined pre-configuration nmechanism --cabo]]

Security Considerations

Thi s docunment defines how to convey CoAP over TCP and TLS. It does
not introduce new vul nerabilities beyond those described already in
the CoAP specification. CoAP [RFC7252] nakes use of DTLS 1.2 and
this specification consequently uses TLS 1.2 [ RFC5246]. CoAP MJST
NOT be used with ol der versions of TLS. Guidelines for use of cipher
suites and TLS extensions can be found in [I-D.ietf-dice-profile].

| ANA Consi derations
1. Service Nanme and Port Nunber Registration

I ANA is requested to assign the port nunber 5683 and the service nane
"coap+tcp”, in accordance with [ RFC6335].

Servi ce Nane.
coap+tcp

Transport Protocol
tcp

Assi ghee.
| ESG <i esg@etf.org>
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Cont act .
| ETF Chair <chair@etf.org>

Descri ption.
Constrai ned Application Protocol (CoAP)

Ref er ence.
[ RFCt hi s]

Port Nunber.
5683

Simlarly, 1ANA is requested to assign the service name "coaps+tcp",
in accordance with [ RFC6335]. However, no separate port nunber is
used for "coaps" over TCP; instead, the ALPN protocol ID defined in
Section 8.3 is used over port 443.

Servi ce Nane.
coaps+tcp

Transport Protocol.
tcp

Assi ghee.
| ESG <i esg@etf.org>

Cont act .
| ETF Chair <chair@etf.org>

Descri pti on.
Constrai ned Application Protocol (CoAP)

Ref er ence.
[ RFC7301], [RFC hi s]

Port Nunber.
443 (see also Section 8.3 of [RFCthis]})

8.2. URl Schenes
This docunent registers two new URI schenes, nanely "coap+tcp" and
"coaps+tcp", for the use of CoAP over TCP and for CoAP over TLS over
TCP, respectively. The "coap+tcp" and "coaps+tcp” URI schemes can
thus be conpared to the "http" and "https" URH schenes.

The syntax of the "coap" and "coaps" URI schenes is specified in
Section 6 of [RFC7252] and the present docunent re-uses their
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8. 3.

10.

10.

semantics for "coap+tcp" and "coaps+tcp", respectively, with the
exception that TCP, or TLS over TCP is used as a transport protocol.

I ANA is requested to add these new URI schenes to the registry
established with [ RFC7595].

ALPN Protocol ID

I ANA is requested to assign the following value in the registry
"Application Layer Protocol Negotiation (ALPN) Protocol |Ds" created
by [ RFC7301]:

Pr ot ocol :
CoAP

I dentification Sequence:
0x63 0x6f 0x61 0x70 ("coap")

Ref er ence:
[ RFCt hi s]
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