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publication of this docunent. Please review these docunents
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the Trust Legal Provisions and are provided without warranty as
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1. Introduction

The specification of the YANG 1.1 data nodel | i ng | anguage
[1-D.ietf-netnod-rfc6020bis] defines only an XM. encoding for data
instances, i.e. contents of configuration datastores, state data, RPC
i nputs and out puts, action inputs and outputs, and event
notifications.
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A new set of encoding rules has been defined to allow the use of the
same data nodel s in environnents based on the JavaScript bject
Notati on (JSON) Data Interchange Format [RFC7159]. This is
acconpl i shed in the JSON Encodi ng of Data Mddel ed with YANG
specification [I-D.ietf-netnod-yang-json].
The aimof this docunment is to define a set of encoding rules for the
Conci se Binary Object Representation (CBOR) [RFC7049]. The resulting
encoding is nore conpact conpared to XML and JSON and nore suitable
for Constrained Nodes and/or Constrai ned Networks as defined by
[ RFC7228] .

2. Term nol ogy and Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
The following terns are defined in [I-D.ietf-netnod-rfc6020bis]:
0 action
0 anydata
o anyxm
0 data node
o data tree
0 nodul e
o notification
o RPC
0 schema node
0 schema tree
0 subnodul e
The following terns are defined in [I-D.ietf-netnod-yang-json]:

o nmenber nane

o nane of an identity
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The following termis defined in [I-D.vanderstok-core-com]:

0 YANG hash

This specification also nakes use of the follow ng term nol ogy:

o child: A schema node defined within a collection such as a
container, a list, a case, a notification, an RPC input, an RPC

out put, an action input, an action output.

o delta : Difference between the SID assigned to the current schema
node and the SID assigned to the parent.

o parent: The collection in which a schema node is defined.

0 structured identifier or SID Unsigned integer used to identify
different YANG itens.

2.1. CBOR diagnostic notation
Wthin this docunent, CBOR binary contents are represented using an
equi val ent textual formcalled CBOR diagnostic notation as defined in

[ RFC7049] section 6. This notation is used strictly for
docunent ati on purposes and is never used in the data serialization
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e e T T T Fommemeeeas e +
| CBOR | CBOR | Diagnostic notation | Exanple | CBOR |
| content | type | | | encoding

Fom e o - Homm - - - o e e e e e e e oo [ S Fom e o - +
| Unsigned | O | Decimal digits | 123 | 18 7b |
| integer | I I I I
| Negative | 1 | Decimal digits prefixed | -123 | 38 7a |
| integer | | by a minus sign | | |
| Byte | 2 | Hexadeci mal val ue | h’fl5c’ | 42 f15c |
| string [ | encl osed between single | [ [
| | | quotes and prefixed by | | |
I I | an 'h’ I I I
| Text | 3 | String of Unicode | "txt" | 63 |
| string | | characters encl osed | | 747874 |
| | | between doubl e quotes | | |
| Array | 4 | Comma-separated list of | [ 1, 2] | 82 01 02 |
| | | values wthin square | | |
| | | brackets | | |
| Map | 5 | Comma-separated list of | { 1. 123, | a2 |
| | | key : value pairs within | 2: 456 } | 01187b |
| | | curly braces | | 021901c8

| Boolean | 7/20 | false | fal se | f4 [
| | 7/21 | true | true | 5 |
| Null | 7/22 | null | null | f6 [
| Not | 7/23 | undefined | undefined | f7 [
| assigned | I I I I
Fom e - Homm - - o e e e e e e e e e Fom e e e e - - Fom e - +

Wthin this docunent, conments are allowed in CBOR diagnostic
notation. Any characters after a Pound sign ('# ) outside of a
string, up to the end of the line, are treated as a conment.

3. Properties of the CBOR Encodi ng

Thi s docunent defines CBOR encoding rules for YANG schenma trees and
their subtrees.

Basi ¢ schema nodes such as leaf, leaf-list, list, anydata and anyxm
can be encoded standalone. 1In this case, only the value of this
schena node is encoded in CBOR ldentification of this value need to

be provided by sone external neans when needed.

A col l ection such as container, list instance, notification, RPC

i nput, RPC output, action input and action output is serialized using
a CBOR map in which each child schema node is encoded using a key and
a value. This specification supports three type of keys; SID as
defined in [I-D. sonmaraju-core-sid], nenber nanes as defined in
[I-D.ietf-netnod-yang-json] and YANG hash as defined by
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[I1-D.vander st ok-core-coni]. Each of these key type is encoded using
a specific CBOR type which allows their interpretation during the
deserialization process. The end user of this mapping specification
can nandate the use of a specific key type or a specific subset of
key types.

In order to mininize the size of the encoded data, the proposed
mappi ng does not make use of any neta-information beyond those
natively supported by CBOR  For instance, CBOR tags are not used for
any of the proposed mapping. It is expected that entities generating
and decodi ng CBOR contents have enough know edge about the

i nformati on processed in order to performthe expected task w thout
the need of such extra nmeta-information. The CoAP Cont ent - For mat
Option, or an HITP Content-Type header field, conveys that the data

i s YANG encoded CBOR in the first place.

4. Encodi ng of YANG Schena Node | nstances

Schema node instances defined using the YANG nodel i ng | anguage are
encoded using CBOR [ RFC7049] based on the rules defined in this
section. W assune that the reader is already famliar with both
YANG [I-D.i etf-netnod-rfc6020bis] and CBOR [ RFC7049].

4.1. The "leaf" Schema Node

Leaf s MJUST be encoded based on the encoding rules specified in
Section 5.

4.2. The "container" Schemn Node

Col | ections such as containers, list instances, notifications, RPC

i nputs, RPC outputs, action inputs and action outputs MJIST be encoded
using a CBOR map data item (major type 5. A map is conprised of
pairs of data itens, with each data itemconsisting of a key and a
value. This specification supports three type of keys; SID as
defined in [I-D. somaraju-core-sid], nmenber nanes as defined in
[I1-D.ietf-netnod-yang-json] and YANG hash as defined by

[1-D. vander st ok-core-coni].

*S|I Ds as keys*

Keys i npl enented using SIDs MJIST be encoded using a CBOR unsi gned
integer (major type 0) and set to the delta value of the associated
SID. Delta values are conputed as foll ows:

0 The delta value is equal to the SID of the current schema node

m nus the SID of the parent schema node. Wen no parent exists in
the context of use of this container, the delta is set to the SID
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of the current schema node (a parent with SID equal to zero is
assuned) .

0 Delta values may result in a negative nunber, clients and servers
MUST support negative deltas.

*Menber names as keys*

Keys i nmpl enent ed usi ng nenber names MJST be encoded using a CBOR text
string data item (mgjor type 3). A nanespace-qualified nenber nane
MUST be used for all nenbers of a top-level collection, and then al so
whenever the nanespaces of the schenma node and its parent are
different. 1In all other cases, the sinple formof the nenmber nane
MUST be used. Menber nanes and nanespaces are defined in
[I-D.ietf-netnod-yang-json] section 4.

*YANG hashes as keys*

Keys i nmpl enent ed usi ng YANG hashes MJST be encoded using a CBOR byte
string data item (mjor type 2).

Val ues MUST be encoded using the appropriate rules defined in
Section 4 and Section 5.

Definition exanple [RFC7317]:

typedef date-and-tine {
type string {
pattern '\d{4}-\d{2}-\d{2} T\d{2}:\d{2}:\d{2} (\.\d+) ?2(Z| [\ +\ -]
\d{2}:\d{2})";
}

}

cont ai ner system {
| eaf hostnane {
type inet: donai n- nane;

cont ai ner cl ock {

| eaf current-datetine {
type date-and-tine;

| eaf boot-datetime {
type date-and-tine;
}

}
}
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*Sl Ds exanpl e*

This exanple is encoded using the SIDs defined in [I|-D.somaraj u-core-
sid] Appendi x C

CBOR di agnhosti c notation:

1708 : { # cl ock
2 : "2015-10-02T14: 47:24Z-05: 00", # current-datetinme, SID 1710
1 : "2015-09-15T09: 12: 58Z- 05: 00" # boot-datetine, SID 1709
}
}
CBOR encodi ng:
al # map(1)
19 0O6ac # unsi gned(1708)
a2 # map(2)
02 # unsi gned(2)
78 la # text(26)
323031352d31302d30325431343a34373a32345a2d30353a3030
01 # unsigned(1)
78 la # text(26)

323031352d30392d31355430393a31323a35385a2d30353a3030
*Menber nanmes exanpl e*

CBOR di aghosti c notation:

{
"ietf-systemclock" : {
“current-datetime" : "2015-10-02T14: 47: 24Z- 05: 00"
"boot-datetine" : "2015-09-15T09: 12: 58Z- 05: 00"
}
}

CBOR encodi ng:
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al # map(1)
71 # text(17)
696574662d73797374656d3a636¢c6f 636b # "ietf-system cl ock"”
a2 # map(2)
70 # text(16)
63757272656e742d6461746574696d65 # "current-datetinme"
78 la # text(26)
323031352d31302d30325431343a34373a32345a2d30353a3030
6d # text(13)
626f 6f 742d6461746574696d65 # "boot-datetime"
78 la # text(26)

323031352d30392d31355430393a31323a35385a2d30353a3030
*YANG Hashes exanpl e*

CBOR di agnhostic notation:

h' 334c67d9’ : { # cl ock
h’' 047c468b’ : "2015-10-02T14:47:24Z-05: 00", # current-datetine
h' 2f elal67’ : "2015-09-15T09: 12: 58Z- 05: 00" # boot-datetine
}
}
CBOR encodi ng:
al # map(1)
44 # bytes(4)
334c67d9
a2 # map(2)
44 # bytes(4)
047c468b
78 la # text(26)
323031352d31302d30325431343a34373a32345a2d30353a3030
44 # bytes(4)
2f elal6?
78 la # text(26)

323031352d30392d31355430393a31323a35385a2d30353a3030
4.3. The "leaf-list" Schema Node
A leaf-1ist MJST be encoded using a CBOR array data item (ngjor type
4). Each entry of this array MJST be encoded using the rules defined
by the YANG type specified.

Definition exanple [ RFC7317]:
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typedef domai n-name {

type string {
length "1..253";

pattern ' ((([a-zA-Z0-9 ]J([a-zA-Z0-9\- ]){0,61})?[a-zA-Z0-9].)
*([a-zA-20-9 ] ([a-zA-20-9\- 1){0,61})?[a-zA-Z0-9]\.?
IV
}
}

| eaf-1ist search {
type donmi n- nane;
order ed- by user;

}

CBOR di agnostic notation: [ "ietf.org", "ieee.org" ]
CBOR encodi ng: 82 68 696574662e6f 7267 68 696565652e6f 7267
4.4. The "list" Schema Node
A list MJST be encoded using a CBOR array data item (nmajor type 4).
Each entry of this array is encoded using a CBOR map data item (nmj or

type 5) based on the sanme rules as a YANG container, see Section 4. 2.

Definition exanple [RFC7317]:

Veillette, et al. Expi res Septenber 12, 2016 [ Page 10]



Internet-Draft CBOR Encodi ng of Data Mddel ed with YANG March 2016

list server {
key nane;

| eaf nane {
type string;

choi ce transport {
case udp {
cont ai ner udp {
| eaf address {
type host;
mandat ory true;

| eaf port {
type port-numnber;

}
}
}
| eaf association-type {
type enuneration {
enum server;

enum peer;
enum pool ;

default server;

| eaf iburst {
type bool ean;
default false;

| eaf prefer {
type bool ean;
default false;
}
}

*Sl Ds exanpl e*

SIDs used in this exanple are defined in [I|-D. somaraj u-core-sid]
Appendix C. It is inportant to note that the protocol or nethod
using this mapping may carry a parent SID or nmay have the know edge
of this parent SID based on its context. |In these cases, delta
encodi ng can be perforned based on this parent SID which mininzes
the size of the encoded dat a.

CBOR di aghosti c notation:
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82
ab
19
6e

19
a2

19
00
19
fa
19
f5
a2
19
6e

19
al
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"NRC TI C server"”
A
: "tic.nrc.ca",
123
01
fal se,
true
"NRC TAC server",
: A
"tac.nrc.ca"
odi ng:
06d2
4e52432054494320736572766572
06d4
01
6a
7469632e6€72632e6361
02
18 7b
06d0
06d1
06d3
06d2
4e52432054414320736572766572
06d4
01
6a
7461632e6e72632e6361
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name
udp

address, SID 1749
port, SID 1750

associ ati on-type
i bur st
prefer

name
udp

address, SID 1749

array(2)

map( 5)

unsi gned(1746)
text (14)

"NRC TI C server"”
unsi gned(1748)
map( 2)

unsi gned(1)

t ext (10)
"tic.nrc.ca"
unsi gned( 2)
unsi gned(123)
unsi gned(1744)
unsi gned(0)
unsi gned(1745)
primtive(20)
unsi gned(1747)
primtive(21)
map( 2)

unsi gned(1746)
text (14)

"NRC TAC server"
unsi gned(1748)
map(1)

unsi gned(1)

t ext (10)
"tac.nrc.ca"

12, 2016

March 2016
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*Menber names exanpl e*

CBOR di agnostic notation:

[
{
"ietf-systemnanme" : "NRC TIC server",
"ietf-systemudp" : {
"address"” : "tic.nrc.ca",
"port" : 123
"ietf-system association-type" : O,
"ietf-systemiburst" : false,
"ietf-systemprefer" : true
H
{
"ietf-systemname" : "NRC TAC server",
"ietf-systemudp" : {
"address" : "tac.nrc.ca"
}
}

]
CBOR encodi ng:
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a2

78
00
fa
72
f5
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696574662d73797374656d3a6€616d65
4e52432054494320736572766572
696574662d73797374656d3a756470

67
61646472657373
6a
7469632e6e72632e6361
64
706f 7274
18 7b
1c
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array(2)

map( 5)

t ext (16)
"ietf-system nanme"
text (14)

"NRC TI C server"
t ext (15)
"ietf-system udp”
map( 2)

text(7)

"addr ess"

t ext (10)
"tic.nrc.ca"

text (4)

"port"

unsi gned(123)

t ext (28)

696574662d73797374656d3a6173736f 63696174696f 6e2d74797065

696574662d73797374656d3a696275727374

696574662d73797374656d3a707265666572

696574662d73797374656d3a6€616d65
4e52432054414320736572766572
696574662d73797374656d3a756470
67

61646472657373

6a
7461632e6e72632e6361

*YANG hashes exanpl e*

CBOR di aghosti c notation:

Veillette,

et al. Expi res Sept enber

12, 2016
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unsi gned(0)

t ext (18)
"ietf-systemiburst”
primtive(20)

t ext (18)
"ietf-systemprefer”
primtive(21)

map( 2)

t ext (16)
"ietf-system nanme"
text (14)

"NRC TAC server"
t ext (15)
"ietf-system udp
map( 1)

text (7)

"addr ess"

t ext (10)
“tac.nrc.ca"
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h’ 06¢32032" : "NRC TI C server", # nane
h’ 11889c84’ : { # udp
h’ 3158¢c529° : "tic.nrc.ca", # address
h’ 34492d05’ : 123 # port
I
h’ 2c2c2ccf’ : O, # associ ation-type
h’ 1058dc5d’ : fal se, # 1 bur st
h’ 390e346a’ : true # prefer
b
{
h’ 06c32032° : "NRC TAC server", # nane
h'11889c84’ : { # udp
h' 3158¢c529" : "tac.nrc.ca" # addr ess
}
}

]
CBOR encodi ng:
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82 # array(2)
ab # map(5)
44 # bytes(4)
06c32032"
6e # text(14)
4e52432054494320736572766572 # "NRC TI C server"
44 # bytes(4)
11889c84 "
a2 # map(2)
44 # bytes(4)
3158¢529
6a # text(10)
7469632e6€72632e6361 # "tic.nrc.ca"
44 # bytes(4)
34492d05
18 7b # unsi gned(123)
44 # bytes(4)
2c2c2ccf
00 # unsi gned(0)
44 # bytes(4)
1058dc5d
f4 # primtive(20)
44 # bytes(4)
390e346a
f5 # primtive(21)
a2 # map(2)
44 # bytes(4)
06c32032
6e # text(14)
4e52432054414320736572766572 # "NRC TAC server”
44 # bytes(4)
11889c84
al # map(1)
44 # bytes(4)
3158¢529
6a # text(10)
7461632e6e72632e6361 # "tac.nrc.ca"

4.5. The "anydata" Schema Node

An anydata serves as a container for an arbitrary set of schema nodes
that ot herwi se appear as nornmal YANG nopdel ed data. An anydata
instance i s encoded using the sanme rules as a container, i.e., CBOR
map. The requirenent that anydata content can be nodel ed by YANG
implies the foll ow ng:
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4.

5.

5.

5.

6

1.

2

0 Keys MJIST be set to valid SIDs, nenber names or YANG hashes. This
rule applies to the key of the anydata node and the key of any
i nner schena node.

0 The CBOR array MJST contain either unique scalar values (as a
leaf-list, see Section 4.3), or maps (as a list, see Section 4.4).

o Values MJST follow the encoding rul es of one of the datatypes
listed in Section 5.

The "anyxm " Schenma Node
An anyxm instance is encoded as a CBOR key/value pair. The key of
the anyxm schema node MJUST be a valid SID, nenber nane or YANG hash
but the value is unrestricted, i.e., the value can be any CBOR
encoded content.
Representing YANG Data Types in CBOR

The unsigned integer Types

Leafs of type uint8, uintl6, uint32 and uint64 MJUST be encoded using
a CBOR unsigned integer data item (ngjor type 0).

Definition exanple [RFC7277]:
| eaf nmtu {

type uintl1l6 {
range "68..nmx";
}

}

CBOR di agnostic notation: 1280

CBOR encodi ng: 19 0500

The integer Types

Leafs of type int8, intl1l6, int32 and int64 MJST be encoded using
ei ther CBOR unsigned integer (najor type 0) or CBOR signed integer

(maj or type 1), depending on the actual val ue.

Definition exanple [RFC7317]:
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| eaf tinezone-utc-offset {
type intl16 {
range "-1500 .. 1500";

}
}

CBOR di agnostic notation: -300
CBOR encodi ng: 39 012b
5.3. The "deci nmal 64" Type
Leaf s of type deci nmal 64 MJST be encoded using either CBOR unsigned
i nteger (major type 0) or CBOR signed integer (mgjor type 1),
dependi ng on the actual value. The position of the decimal point is
defined by the fraction-digits YANG statenment and is not available in
t he CBOR encodi ng.
Definition exanple [RFC7317]:
| eaf ny-deci mal {
type deci mal 64 {
fraction-digits 2;

range "1 .. 3.14 | 10 | 20..max";

}
}

CBOR di agnostic notation: 257 (Represents decimal val ue 2.57)
CBCR encodi ng: 19 0101
5.4. The "string" Type

Leafs of type string MJUST be encoded using a CBOR text string data
item (mjor type 3).

Definition exanple [RFC7223]:
| eaf nane {
type string;
CBOR di agnostic notation: "ethO"

CBOR encodi ng: 64 65746830
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5.5.

5.

5.

Veillette, et al. Expi res Septenber 12, 2016 [ Page 19]

6

7

The "bool ean" Type

Leafs of type bool ean MIUST be encoded using a CBOR true (nmjor type

7, additional information 21) or false data item (nmmjor type 7
additional information 20).

Definition exanple [ RFC7317]:

| eaf enabled {
type bool ean;

CBOR di agnostic notation: true
CBOR encoding: f5
The "enuneration" Type

Leafs of type enunerati on MUST be encoded using a CBOR unsi gned
integer data item (major type 0).

Definition exanple [ RFC7317]:

| eaf oper-status {
type enuneration {

enumup { value 1; }
enum down { value 2; }
enumtesting { value 3; }
enum unknown { val ue 4; }
enum dormant { value 5; }
enum not - present { value 6; }
enum | ower - | ayer-down { value 7; }

}
}

CBOR di agnostic notation: 3 (Represents enuneration value "testing")

CBOR encodi ng: 03

The "bits" Type

Leafs of type bits MJST be encoded using a CBOR byte string data item
(major type 2). Bits position O to 7 are assigned to the first byte

within the byte string, bits 8 to 15 to the second byte, and

subsequent bytes are assigned simlarly. Wthin each byte, bits are

assigned fromleast to nost significant.

Definition exanple [I-D.ietf-netnod-rfc6020bis]:
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| eaf nybits {
type bits {
bit disabl e-nagle {
position O;
}
bit auto-sense-speed {
position 1;
}
bit 10-Md-only {
position 2;
}
}
}

CBOR di agnostic notation: h' 05 (Represents bits disable-nagle and
10- Mb-only set)

CBOR encodi ng: 41 05
5.8. The "binary" Type

Leafs of type binary MUST be encoded using a CBOR byte string data
item (mjor type 2).

Definition exanple:
| eaf aesl128-key {
type binary {
| ength 16;

}
}

CBOR di agnostic notation: h' 1f 1ce6a3f 42660d888d92a4d8030476e
CBOR encodi ng: 50 1f 1ce6a3f42660d888d92a4d8030476e
5.9. The "leafref" Type

Leafs of type |leafref MJST be encoded using the rules of the schema
node referenced by the "path" YANG statenent.

Definition exanple [RFC7223]:
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typedef interface-state-ref {
type leafref {
path "/interfaces-state/interface/ nane";
}

}

contai ner interfaces-state {
list interface {
key "nane";
| eaf nane {
type string;

| eaf -1ist higher-layer-if {
type interface-state-ref;

}
}

CBOR di agnostic notation: "ethl"
CBOR encodi ng: 64 65746831

5.10. The "identityref" Type

This specification supports two approaches for encoding identityref,
a SID as defined in [I-D.somaraju-core-sid] or a nane as defined in
[I-D.ietf-netnod-yang-json] section 6.8.

*SIDs as identityref*

SIDs are globally unique and may be used as identityref. This
approach is both conpact and sinple to inplement. Wen SIDs are
used, identityref MJUST be encoded using a CBOR unsigned integer data
item (major type 0) and set to a SID allocated froma registered SID
range.

*Name as identityref?*

Alternatively, an identityref may be encoded using a nane as defined
in [I-D.ietf-netnod-yang-json] section 6.8. Wen nanes are used,

i dentityref MUST be encoded using a CBOR text string data item (nmjor
type 3). |If the identity is defined in another nodul e than the |eaf
node containing the identityref value, the nanespace-qualified form
MUST be used. O herwi se, both the sinple and nanmespace-qualified
forns are permtted.

Definition exanple [ RFC7223]:
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identity interface-type {

}

identity iana-interface-type {
base interface-type

}

identity ethernetCsmacd {
base iana-interface-type

}

| eaf type {
type identityref {
base interface-type

}
}

*SIDs as identityref?*

Assumi ng that the identity "iana-if-type:ethernet Csmacd" has been
assigned to the SID value 1179.

CBOR di agnostic notation: 1179

CBOR encodi ng: 19 049b

*Nane as identityref*

CBOR di agnostic notation: "iana-if-type:ethernetCsnmacd"

CBCR encoding: 78 1b
69616€612d69662d747970653a65746865726€657443736d616364

5.11. The "enpty" Type

Leafs of type enpty MJUST be encoded using the CBOR null val ue (ngjor
type 7, additional information 22).

Definition example [RFC7277]:
| eaf is-router {

type enpty;
CBOR di agnostic notation: nul

CBOR encoding: f6
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5.

5.

12. The "union" Type

Leafs of type union MJST be encoded using the rules associated with
one of the types |isted.

Definition exanple [RFC7317]:

typedef ipv4-address {
type string {
pattern ' (([0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]]|25[0-5])\.){3}
([0-9][1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])(%\p{N}
} \p{L}]+)?";
}

typedef ipv6-address {

type string {
pattern ' ((:][0-9a-fA-F]{0,4}):)([0-9a-fA-F]{0,4}:){0,5}((([0-9a
[ (((25[0-5]]2[0-4][0
I

0-4][0-9]|[01]2[ O

-fA-F]{0,4}:)2(:|[0-9a-fA-F] {0, 4}))
9] [01] 2[ 0-9] ?[ 0- 9])\.) {3} (25[ 0- 5]
-9]?[0-9]))) (A \p{N\ p{L}] +)?";
pattern " (([": ]+ ) {6 (([ T+ [TV o)) LI T+) <[] +)
2N+ NN (%) 2

0,
((
2

}
}

typedef ip-address {
type union {
type ipv4-address;
type i pv6-address;
}
}

| eaf address {
type inet:ip-address;

CBOR di agnostic notation: "2001:db8: aOb: 12f0:: 1"

CBOR encodi ng: 74 323030313a6462383a6130623a313266303a3a31

13. The "instance-identifier" Type

This specification supports three approaches for encodi ng an

i nstance-identifier, one based on SIDs as defined in [|-D. somaraj u-
core-sid], one based on nanes as defined in
[1-D.ietf-netnod-yang-json] section 6.13 and one based on YANG hashes
as defined in [I-D.vanderstok-core-com].

Veillette, et al. Expi res Septenber 12, 2016 [ Page 23]



Internet-Draft CBOR Encodi ng of Data Mddel ed with YANG March 2016

*Sl Ds as i nstance-identifier*

SIDs uniquely identify a data node. For a single instance data node,
the SIDis sufficient to identify this instance. For a nulti-

i nstance data node, a SIDis conbined with the list key(s) to
identify each instance of this data node within the YANG list(s).

Singl e instance data nodes MJUST be encoded using a CBOR unsi ghed
integer data item (nmajor type 0) and set to the targeted data node
SI D.

Mul ti-instances data nodes MJST be encoded using a CBOR array data
item (major type 4) containing the follow ng entries:

o The first entry MIST be encoded as a CBOR unsi gned integer data
item (major type 0) and set to the targeted data node SID.

o The following entries MJST contain the value of each key required
to identify the instance of the targeted data node. These keys
MUST be ordered as defined in the "key" YANG statement, starting
fromtop level list, and follow by each of the subordinate
list(s).

Wien SIDs identify a YANG list, the presence of the key(s) for this
list is optional. Wen the key(s) are present, the targeted instance
within this list is selected. Wen the key(s) are absent, the entire
YANG list is sel ected.

*Names as instance-identifier*

The use of nanes as instance-identifier is defined in
[1-D.ietf-netnod-yang-json] section 6.11. The resulting xpath MJST
be encoded using a CBOR text string data item (mjor type 3).

*YANG hashes as instance-identifier*

When YANG hashes are used, xpath can be conpressed based on the

met hod defined by [I-D.vanderstok-core-com] sections 4.1.4.1 and
4.1.4.2

Definition exanple [ RFC7317]:
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cont ai ner system {
| eaf contact ({
type string;

| eaf hostnane {
type inet: domai n- nane;
}
}

*First exanple based on SID*

In this exanple, a field of type instance-identifier identifies the
data node "/systenicontact” (SID 1728).

1728

CBOR encodi ng:

19 06cO0

*First exanpl e based on nane*

Sane exanpl e as above based on nanes.

"/ietf-system systenicontact”

CBOR encodi ng:

78 1c 2f20696574662d73797374656d3a73797374656d2f 636f 674616374
*First exanple based on YANG hash*

Sane exanpl e assum ng data node "/systenicontact" is associated to
YANG hash 0x09b06d17 or "JsQX"' in base64.

CBOR di agnosti c notation:
"/ Js@X"

CBOR encodi ng:

66 2f 4a73473058

Definition exanple [ RFC7317]:
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list user {
key nane;

| eaf nane {
type string;
}

| eaf password {
type ianach: crypt-hash;

}

list authorized-key {
key nane;

| eaf nane {
type string;

| eaf al gorithm {
type string;

| eaf key-data {
type binary;

}
}
*Second exanpl e based on SID*
In this exanple, a field of type instance-identifier identify the
data node "/systeniauthentication/user/authorized-key/key-data" (SID
1721) for the user nane "bob" and the authorized-key nane "adm n"
CBOR di agnhosti c notation:
[1721, "bob", "adm n"]

CBOR encodi ng:

83 # array(3)
19 06b9 # unsi gned(1721)
63 # text(3)
626f 62 # "bob"
65 # text(5)
61646d696e # "adm n"

*Second exanpl e based on nane*
Sane exanpl e as above based on nanes.

CBOR di aghosti c notation:
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"/ietf-system systeni authentication/user[nane="bob’]/authorized-key
[ name=" admi n’ ]/ key- dat a"

CBOR encodi ng:

78 59
2f 696574662d73797374656d3a73797374656d2f 61757468656e74696361
74696f 6e2f 757365725b6€616d653d27626f 62275d2f 617574686f 72697a
65642d6b65795b6€616d653d2761646d696e€275d2f 6b65792d64617461

*Second exanpl e based on YANG hash*

Sane exanpl e assumi ng data node "/ietf-

system syst enf aut henti cati on/ user/aut hori zed- key/ key-data" is

associ ated to YANG hash 0x0d6e7afb or "Nbnr7" in base64.

CBOR di aghosti c notation:

"/ Nonr 7?keys=\"bob\ ", \ "admi n\""

CBOR encodi ng:

78 19 2f 4e626e72373f 6b6579733d22626f 62222¢2261646d696€e22

*Third exanpl e based on Sl D*

This third exanple identify an instance within the |ist

"/systeniaut hentication/user"” (SID 1717) corresponding to the user

nane "jack".

CBOR di agnhosti c notation:

[1717, "jack"]

CBOR encodi ng:

82 # array(2)
19 06b5 # unsi gned(1717)
64 # text(4)
6a61636b # "jack"

*Third exanpl e based on nane*
Same exanpl e as above based on nanes
CBOR di aghostic notation:

"/ietf-system system aut hentication/user[nane='bob’ "
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CBOR encodi ng:

78 33
2f 696574662d73797374656d3a73797374656d2f 61757468656e74696361
74696f 6e2f 757365725b6e616d653d27626f 62275d

*Third exanpl e based on YANG hash*

Sane exanpl e assum ng data node "/ietf-system system authentication/
user" is associated to YANG hash 0x2677c6¢cl or "md8bB" in base64.

CBOR di agnhosti c notation:

"/ md8bB?keys=\"bob\ " "

CBOR encodi ng:

71 2f6d643862423f 6b6579733d22626f 6222
6. Security Considerations

The security considerations of [RFC7049] and
[I-D.ietf-netnod-rfc6020bis] apply.

Thi s docunent defines an alternative encoding for data nodeled in the
YANG dat a nodel i ng | anguage. As such, this encodi ng does not
contribute any new security issues in addition of those identified
for the specific protocol or context for which it is used.

To mininmze security risks, software on the receiving side SHOULD
reject all nmessages that do not conmply to the rules of this docunent
and reply with an appropriate error nmessage to the sender.
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