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Abst r act

There can be M2M scenari os where responses from a server agai nst
requests fromclient are redundant. This kind of open-loop exchange
(with no response path fromthe server to the client) nay be desired
to mnimnmze resource consunption in constrained systens while
updating a bul k of resources sinultaneously, or updating a resource
with a very high frequency. CoAP already provides Non-confirnabl e
(NON) nessages that are not acknow edged by the recipient. However
the request/response semantics still require the server to respond
with a status code indicating "the result of the attenpt to
understand and satisfy the request”.

This specification introduces a CoAP option called ' No- Response’
Using this option the client can explicitly express to the server
its disinterest in all responses against the particular request.
This option al so provides granul ar control to enabl e expression of
disinterest to a particular class of response or a conbination of
response-cl asses. The server MAY decide to suppress the response by
not transmitting it back to the client according to the value of No-
Response option in the request. This option may be effective for
bot h uni cast and nulticast requests. This docunent al so discusses a
few exenpl ary applications which benefit fromthis option

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.
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1. Introduction

This specification defines a new option for Constrained Application
Prot ocol (CoAP) [RFC7252] called ' No-Response’. This option enables
clients to explicitly express their disinterests in receiving
responses back fromthe server. The disinterest can be expressed at
the granularity of response classes (e.g., 2.xx or the conbination
of 2.xx and 5.xx). By default this option indicates interest in all
response classes. The server MAY decide to suppress the response by
not transnmitting it back to the client according to the value of the
No- Response option in the request.

Along with the technical details this docunent presents sone
practical application scenarios which bring out the useful ness of
this option.

Wherever, in this docunent, it is nentioned that a request froma
client is with No-Response the intended nmeaning is that the client
expresses its disinterest for all or sonme selected classes of
responses.

1.1. Potential Benefits

Use of No- Response option should be driven by typical application
requi renent and, particularly, characteristics of the information to
be updated. If this option is opportunistically used in a fitting
M2M appl i cation then the concerned system nmay benefit in the
followi ng aspects (however, it is to be noted, this option is

el ective and servers can sinply ignore the preference expressed by
the client):
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* Reduction in network congestion due to effective reduction of
the overall traffic.

* Reduction in server-side load by relieving the server from
respondi ng to each request when not necessary.

* Reduction in battery consunption at the constrai ned end-
poi nt (s).

* Reduction in overall communication cost.
1.2. Term nol ogy

The terns used in this docunent are in conformance with those
defined in [ RFC7252].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Option Definition

The properties of No-Response option are given in Table 1.

oo T s T oo oo I +
| Nurmber | C| U| N| R Narme | Format | Length | Default |
Fom e e e - - B T I ST YUy Fom e e e - - Fom e e e - - Fomm e o +
[ 258 | | X | - | | No-Response | wuint | O0-1 [ 0 [
Fommnaann S R R T T Fommnaann Fommnaann N +

Table 1: Option Properties

This option is a request option. It is Elective and Non- Repeat abl e.
This option is Unsafe-to-forward as the internediary MJUST know how
to interpret this option. therwi se the internediary, wthout

know edge about the special unidirectional nature of the request,
woul d wait for responses.

Note: Since CoAP nmintains a clear separation between the
request/response and the nessage sub-layer, this option does not
have any dependency on the type of nessage (Confirnabl e/ Non-
confirmabl e). So, even the absence of nessage sub-|ayer (ex.
CoAP-over-TCP [I-D.ietf-core-coap-tcp-tls-01]) should have no
effect on the interpretation of this option. However, considering
t he CoAP-over-UDP scenario [ RFC7252], NON type of nessages are
best fitting with this option, considering the expected benefits
out of it. Using No-Response with NON nessages gets rid of any
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kind of reverse traffic and the interaction becomes conpletely
open- 1 oop.

Using this option with CON type of requests may not serve the
desired purpose if piggybacked responses are triggered. But, in
case the server responds with a separate response (which
perhaps, the client does not care about) then this option can be
useful . Suppressing the separate response reduces traffic by one
addi ti onal CoAP nessage in this case

This option contains values to indicate disinterest in all or a
particul ar class or conbination of classes of responses as described
in the next sub-section

2.1. Ganular Control over Response Suppression

This option enabl es granul ar control over response suppression by
allowing the client to express its disinterest in a typical class or
combi nation of classes of responses. For exanple, a client may
explicitly tell the receiver that no response is required unless
somet hi ng " bad’ happens and a response of class 4.xx or 5.xx is to
be fed back to the client. No response of the class 2.xx is required
in such case

Note: Section 2.7 of [RFC7390] describes a schene where a server in
the multicast group may decide on its own to suppress responses
for group comunication with granular control. The client does
not have any know edge about that. However, on the other hand,
the ' No- Response’ option enables the clients to explicitly inform
the servers about its disinterest in responses. Such explicit
control on the client side may be hel pful for debuggi ng network
resources. An exanple scenario is described in Section 4.2.1

The server MJUST send back responses of the classes for which the
client has not expressed any dis-interest. There nmay be instances
where a server, on its own, decides to suppress responses. An
exanpl e is suppression of responses by nulticast servers as
described in Section 2.7 of [RFC7390]. If such a server receives a
request with a No- Response option showing 'interest’ in specific
response classes (i.e., not expressing disinterest for these
options), then any default behavi our of suppressing response, if
present, MJST be overridden to deliver those responses which are of
interest to the client.

So, for exanple, suppose a mnulticast server suppresses all responses

by default and receives a request with a No- Response option
expressing disinterest in 2.xx (success) responses only. Note that
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the option value naturally expresses interest in error responses
4.xx/5.xx in this case. Then the server nust send back a response if
the concerned request caused an error

The option value is defined as a bit-map (Table 2) to achieve
granul ar suppression. Its length can be 0 byte (enpty value) or 1
byt e.

Fom e - o e e e e e e e e e e e oo n o e e e e e e e e e e e e e e e e aa o - +
| Value | Binary Representation | Descri ption [
Fom e e o m e e e e oo oo e e e e e e e e e eeeo oo +
| 0 | <enpty> | Interested in all responses. |
[ R, o e e e e e oo o m e e e e e e e e e eme— oo - +
| 2 | 00000010 | Not interested in 2.xx |
| | | responses. |
Fom oo - o e e e e e e e e ao oo o m e e e e e e e e e e e e mo— oo +
| 8 | 00001000 | Not interested in 4.xx |
| | | responses. |
[ R, o e e e e e oo o m e e e e e e e e e eme— oo - +
| 16 | 00010000 | Not interested in 5.xx |
| | | responses. |
Fom oo - o e e e e e e e e ao oo o m e e e e e e e e e e e e mo— oo +

Tabl e 2: Option val ues

The conventions used in deciding the option val ues are:

1. To suppress an individual class: Set bit nunmber (n-1) starting
fromthe LSB (bit nunber 0) to suppress all responses belonging to
class n.xx. So,

option value to suppress n.xx class = 2**(n-1).

2. To suppress conbination of classes: Set each corresponding bit
according to point 1 above. Exanple: The option value will be 18
(binary: 00010010) to suppress both 2.xx and 5.xx responses. This is
essentially bitwi se OR of the corresponding individual values for
suppressing 2.xx and 5.xx. The "CoAP Response Codes" registry (Ref.
Section 12.1.2 of [RFC7252]) defines 2.xx, 4.xx and 5. XX responses.
So, an option value of 26 (binary: 00011010) will request to
suppress all response codes defined in [ RFC7252].

Not e: When No- Response is used with value 26 in a request the client

end- poi nt SHOULD cease |listening to response(s) against the
particul ar request. On the other hand, showing interest in at
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| east one class of response neans that the client end-point can
no | onger conpletely cease listening activity and nust be
configured to listen up to sonme application specific time-out
period for the particular request. The client end-point never
knows whet her the present request will be a success or a failure.
Thus, for exanple, if the client decides to open up the response
for errors (4.xx and 5.xx) then it has to wait for the entire
time-out period even for the instances where the request is
successful (and the server is not supposed to send back a
response). A point to be noted in this context is that there may
be situations when the response on errors mght get lost. In such
a situation the client would wait up to the tinme-out period but
will not receive any response. But this should not lead to the
impression to the client that the request was necessarily
successful. In other words, in this case the client cannot

di stingui sh between response suppression and nessage | oss. The
application designer needs to tackle such situation. For exanple,
whil e performing frequent updates, the client nmay strategically

i nterweave requests w thout No-Response option into a series of
requests with No- Response to check tinme to tinme if things are
fine at the server end and the server is actively respondi ng.

2.2. Method-specific Applicability Consideration

The followi ng table provides a ready-reference on the possible
applicability of this option for all the four REST nethods. This
table is prepared in view of the type of possible interactions
foreseen at tine of preparing this specification. Capitalization of
key words |ike "SHOULD NOT", etc. have not been deliberately used in
this table as this table is only suggestive.
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| This should not be used with conventional GET [
| request when the client requests the contents |
| of a resource. However, this option nmay be useful |
| for exceptional cases where CET requests has side

| effects. For instance, the proactive 'cancellation’
| procedure for observing request [RFC/641] requires

| aclient to issue a GET request with Cbserve option
| set to 1 ('deregister’). In case it is nore |
| efficient to use this deregistration instead of |
| reactive cancellation (rejecting the next [
| notification with RST), the client MAY express its

| disinterest in the response to such a GET request.

| | Suitable for frequent updates (particularly in NON

| | nessages) on existing resources. M ght not be |
| | useful when PUT is used to create a new resource as|
| | it may be inportant for the client to know that

| PUT | the resource creation was actually successful in |
[ | order to carry out future actions. Also, it may be

| | inportant to ensure that a resource was actually

[ | created rather than updating an existing resource.

| | I'f POST is used to update a target resource |
| | then No- Response can be used in the same manner as

[ | in PUT. This option may al so be useful while [
| PCOST | updating through query strings rather than updating|
I I
I I

a fixed target resource (see Section 4.1.2.2 for an|

exanpl e). |
B TS B +

Del etion is usually a permanent action and if the

| | |

[ DELETE | client likes to ensure that the del etion request [

| | was properly executed then this option should not

[ | be used with the request. [

Tabl e 3: Suggested applicability of No-Response for different REST
met hods

3. M scel |l aneous Aspects

This section further describes inportant inplenmentation aspects
worth considering while using the No-Response option. The follow ng
di scussi on contains guidelines and requirenments (derived by
conbi ni ng [ RFC7252], [RFC7390] and [ RFC5405]) for the application
devel oper.
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3.1. Re-using Tokens

Tokens provide a matching criteria between a request and the
correspondi ng response. The |ife of a Token starts when it is
assigned to a request and ends when the final matching response is
recei ved. Then the Token can again be re-used. However, a request

wi th No- Response typically does not have any guaranteed response
path. So, the client has to decide on its own about when it can
retire a Token which has been used in an earlier request so that the
Token can be reused in a future request. Since the No-Response
option is "elective', a server which has not inplenented this option
will respond back. This leads to the following two scenari os:

The first scenario is, the client is never going to care about any
response comning back or about relating the response to the origina
request. In that case it MAY reuse the Token value at |iberty.

However, as a second scenario, let us consider that the client sends
two requests where the first request is with No-Response and the
second request, with same Token, is w thout No-Response. In this
case a del ayed response to the first one can be interpreted as a
response to the second request (client needs a response in the
second case) if the tine interval between using the sane Token is
not |ong enough. This creates a problemin the request-response
semanti cs.

The nost ideal solution would be to always use a uni que Token for
requests with No-Response. But if a client wants to reuse a Token
then in nost practical cases the client inplenentation SHOULD

i mpl ement an application specific reuse tinme after which it can
reuse the Token. A mininumreuse tine for Tokens with a simlar
expression as in Section 2.5 of [RFC7390] SHOULD be used:

TOKEN_REUSE_TI ME = NON_LI FETI ME + MAX_SERVER RESPONSE_DELAY +
MAX_LATENCY.

NON_LI FETI ME and MAX_LATENCY are defined in 4.8.2 of [RFC7252].
MAX_SERVER_RESPONSE DELAY has same interpretation as in Section 2.5
of [RFC7390] for nulticast request. For a unicast request, since the
message is sent to only one server, MAX SERVER RESPONSE DELAY neans
t he expected nmaxi mumresponse delay fromthe particular server to
which client sent the request. For nulticast requests,

MAX_SERVER RESPONSE DELAY has the sane interpretation as in Section
2.5 of [RFC7390]. So, for multicast it is the expected maxi num
server response delay "over all servers that the client can send a
mul ticast request to". This response delay for a given server
includes its specific Leisure period; where Leisure is defined in
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Section 8.2 of [RFC7252]. In general, the Leisure for a server may
not be known to the client. A |lower bound for Leisure, |b_Leisure,
is defined in [RFC7252], but not an upper bound as is needed in this
case. Therefore the upper bound can be estinmated by taking N (N>>1)
times the | ower bound Ib_Leisure:

Ib_ Leisure =S * G/ R

(S = estimted response size; R = data transfer rate; G = group si ze
estinate)

Any estimte of MAX SERVER RESPONSE DELAY MUST be | arger than
DEFAULT LEI SURE as defined in [RFC7252].

Note: If it is not possible for the client to get a reasonable
estimate of the MAX SERVER RESPONSE DELAY then the client, to be
safe, SHOULD use a uni que Token for each stream of nessage

3.2. Taking Care of Congestion Control and Server-side Flow Contro

This section provides guidelines for basic congestion control
Better congestion control nechani sns can be designed as future work.

If this option is used with NON nessages then the interaction
becones conpl etely open-1oop. Absence of any feedback fromthe
server-end affects congestion-control nechanism In this case the
commruni cati on pattern maps to the scenario where the application
cannot maintain an RTT estimate as described in Section 3.1.2 of

[ RFC5405] . Hence, follow ng [ RFC5405], a 3 seconds interval is
suggested as the mininmuminterval between successive updates and use
even | ess aggressive rate when possible. However, in case of nore
frequent update rates the applicati on MIJST have sone know edge about
the channel and an application devel oper MJST interweave occasi ona
cl osed-1 oop exchanges (e.g. NON nessages w t hout No- Response or CON
messages) to get an RTT estinate between the endpoints.

I nt erweavi ng requests w thout No-Response is a MJST in case of
aggressi ve request rate for applications where server-side flow
control is necessary. For exanple, as proposed in [I-D. koster-core-
coap- pubsub], a broker MAY return "4.29 Too Many Requests" in order
to request a client to sl ow down the request rate. |nterweaving
requests w t hout No-Response allows the client to listen to such
response.

Bhat t acharyya, et al. Expires Novenber 12, 2016 [ Page 10]



Internet-Draft draft-tcs-coap-no-response-option-17 May 2016

3.3. Considerations Regardi ng Caching of Responses

The cacheability of CoAP responses does not depend on the request
met hod, but it depends on the Response Code. The No- Response option
does not lead to any inpact on cacheability of responses. If a
request contai ni ng No- Response triggers a cacheabl e response then
the response MJUST be cached. However, the response MAY not be
transmtted considering the value of the No-Response option in the
request.

For exanple, if a request with No-Response triggers a cacheabl e
response of 4.xx class with Max-Age !=0 then the response nust be
cached. The cache will return the response to subsequent sinilar
requests without No-Response as |long as the Max-Age is not el apsed.

3. 4. Handling No-Response Option for a HITP-to- COAP Reverse Proxy

A HTTP-to0- CoAP reverse proxy MAY translate an incomi ng HTTP request
to a correspondi ng CoAP request indicating that no response is
required (showing disinterest in all classes of responses) based on
some application specific requirenent. In this case it is
RECOMVENDED t hat the reverse proxy generates an HTTP response with
status code 204 (No Content) when such response is allowed. The
generated response is sent after the proxy has successfully sent out
t he CoAP request.

In case the reverse proxy applies No-Response for particul ar
class(es) of response(s) it will wait for responses up to an
application specific maxinumtinme (T_max) before responding back to
the HTTP-side. If a response of a desired class is received within
T _max then the response gets translated to HITP as defined in [I-
D.ietf-core-http-mapping]. However if the proxy does not receive any
response within T_max, it is RECOWENDED that the reverse Proxy
sends an HITP response with status code 204 (No Content) when

all oned for the specific HITP request nethod.

4. Exenpl ary Application Scenarios

This section describes some exenplary application scenarios which
may potentially benefit fromthe use of No-Response option

4.1. Frequent Update of Ceo-location from Vehicles to Backend Server
Let us consider an intelligent traffic system (I TS) consisting of
vehi cl es equi pped with a sensor-gateway conprising sensors |ike GPS

and Accel eroneter. The sensor-gateway acts as a CoAP client. It
connects to the Internet using a | owbandwi dth cellular (e.g. GPRS)
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connection. The GPS co-ordinates of the vehicle are periodically
updated to the backend server.

Whil e performng frequent |ocation update, retransmtting (through
the CoAP CON nechanisn) a location co-ordinate which the vehicle has
already left in the meantine is not efficient as it adds redundant
traffic to the network. Therefore, the updates are done using NON
messages. However, given the huge nunber of vehicles updating
frequently, the NON exchange will also trigger huge number of
responses fromthe backend. Thus the cunul ative | oad on the network
will be quite significant. Also, the client in this case may not be
interested in getting responses agai nst |ocation update request for
the location it has already crossed in the nmeanti me and a next

| ocation update is inmnent.

On the contrary, if the client end-points on the vehicles explicitly
decl are that they do not need any status response back fromthe
server then load will be reduced significantly. The assunption is
that, since the update rate is high, stray | osses in geo-location
reports will be conpensated with the |large update rate.

Note: It nmay be argued that the above exanple application can al so
be i npl enmented using Ghserve option ([RFC7641]) with NON
notifications. But, in practice, inplenenting with Cbserve woul d
require | ot of book-keeping at the data-collection end-point at
t he backend (observer). The observer needs to mamintain all the
observe rel ationships with each vehicle. The data collection end-
poi nt nmay be unable to know all its data sources beforehand. The
client end-points at vehicles nay go offline or cone back online
random y. In case of Qbserve the onus is always on the data
coll ection end-point to establish an observe relationship with
each data-source. On the other hand, inplenmentation will be nuch
simpler if the initiative is left on the data-source to carry out
updat es usi ng No- Response option. Another way of looking at it
is, the inplenmentation choice depends on the perspective of
interest to initiate the update. In an Cbserve scenario the
interest is expressed by the data-consuner. On the contrary, the
cl assic update case applies when the interest is fromthe data-
producer. The ' No- Response’ option enables to nake cl assic
updates further |ess resource consum ng.

Fol | owi ng subsections illustrate sone exenplary exchanges based on
the application described above.
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g No- Response with PUT

icle is assigned a dedi cated resource "vehicl e-stat-<n>"

> can be any string uniquely identifying the vehicle. The
equests are sent over NON type of nessages. The No- Response
auses the server not to respond back.

Client Server

Fi gure

4.1.2. Usin

Header: PUT (T=NON, Code=0.03, M D=0x7d38)

Token: 0x53

Ui-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: 26

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5658745&Long=88. 4107966667&
Ti me=2013- 01- 13T11: 24: 31"

onse fromthe server. Next update in 20s.]

Header: PUT (T=NON, Code=0.03, M D=0x7d39)

Token: 0x54

Uri-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: 26

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5649015&L0ong=88. 4103511667&
Ti me=2013-01- 13T11: 24: 51"

1: Exenplary unreliable update with No- Response option using
PUT.

g No- Response with POST

4.1.2.1. POST updating a fixed target resource

In this
as above
in Figur
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case POST acts the sanme way as PUT. The exchanges are sane
. The updated values are carried as payl oad of POST as shown
e 2.
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Cient Server

Ui-Path: "vehicl e-stat-00"

Content Type: text/plain

No- Response: 26

Payl oad:

"Vehl D=00&Rout el D=DN47&Lat =22. 5649015&Long=88. 4103511667&
Ti me=2013-01- 13T11: 24: 51"

L

+o--- - >| Header: POST (T=NON, Code=0.02, M D=0x7d38)
| POST | Token: 0x53

| | Uri-Path: "vehicle-stat-00"

[ | Content Type: text/plain

| | No- Response: 26

| | Payl oad:

[ | "Vehl D=00&Rout el D=DN47&Lat =22. 5658745&L0ong=88. 4107966667&
[ | Tinme=2013-01-13T11: 24: 31"

I I

[No response fromthe server. Next update in 20s.]

I

SRR >| Header: POST (T=NON, Code=0.02, M D=0x7d39)
I

I

I

I

I

|

I

p
|
POST | Token: 0x54
I
I
I
I
|
I

Figure 2: Exenplary unreliable update with No-Response option using
POST as t he updat e- et hod.

4.1.2.2. POST updating through query-string

It may be possible that the backend infrastructure deploys a

dedi cat ed dat abase to store the location updates. In such a case the
client can update through a POST by sending a query string in the
URI. The query-string contains the nanme/val ue pairs for each update.
" No- Response’ can be used in sanme manner as for updating fixed
resources. The scenario is depicted in Figure 3.
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Client Server

Uri-Query: "Vehl D=00"

Uri-Query: "Routel D=DN47"

Uri-Query: "Lat=22.5649015"
Ui-Query: "Long=88.4103511667"
Ui-Query: "Tinme=2013-01-13T11: 24: 51"
No- Response: 26

|

R >| Header: POST (T=NON, Code=0.02, M D=0x7d38)
| POST | Token: 0x53

| | Uri-Path: "updateOlnsertlnfo"

| | Uri-Query: "Vehl D=00"

[ | Uri-Query: "Routel D=DN47"

| | Uri-Query: "Lat=22.5658745"

| | Uri-Query: "Long=88.4107966667"

| | Uri-Query: "Tinme=2013-01-13T11: 24: 31"

| | No- Response: 26

I I

[No response fromthe server. Next update in 20 secs.]
I

R >| Header: POST (T=NON, Code=0.02, M D=0x7d39)
| POST | Token: 0x54

I

I

I

I

I

I

I

I

p
I
|
| Uri-Path: "updateOlnsertlnfo"
I
I
I
I
I
I
I

Figure 3: Exenplary unreliable update with No-RResponse option using
POST with a query-string to insert update information to backend
dat abase

4.2. Milticasting Actuation Command from a Handhel d Device to a G oup
of Appliances

A handhel d device (e.g. a snart phone) may be programmed to act as
an | P enabled switch to renotely operate on a single or group of IP
enabl ed appliances. For exanple, a nulticast request to switch on/
off all the lights of a building can be sent. In this case the IP
swi tch application can use the No-Response option in a NON request
message to reduce the traffic generated due to sinultaneous CoAP
responses fromall the Iights.

Thus No- Response hel ps in reduci ng overall conmunication cost and
the probability of network congestion in this case.
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4.2.1. Using G anul ar Response Suppression

The 1P switch application may optionally use granul ar response
suppression such that the error responses are not suppressed. In
that case the lights which could not execute the request would
respond back and be readily identified. Thus, explicit suppression
of option classes by the nulticast client may be useful to debug the
networ k and the application

5. 1 ANA Consi derati ons

The 1 ANA has previously assigned nunber 284 to this option in the
CoAP Option Nunmbers Registry. IANA is requested to change this as

bel ow:
o m e e oo o o e e e e e e e i +
| Nunber | Nare [ Ref erence [
[ S, B T B +
| 258 | No-Response | Section 2 of this docunent |
[ S [ e +

6. Security Considerations
The No- Response option defined in this docunent presents no security
consi derati ons beyond those in Section 11 of the base CoAP
speci fication [ RFC7252].
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