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Abst ract

As networks are noving towards flat architectures, a distributed
approach is needed to nobility managenment. This docunent defines a
distributed nobility rmanagenent protocol called Distributed Mbility
Managenent for W-Fi protocol. The protocol is based on nobility
aware virtualized routing systemw th software-defined network
support. Routing is in Layer 2 in the access network and in Layer 3
in the core network. Smart phones access the network over | EEE
802.11 (W-Fi) interface and can nove in hone, hotspot and enterprise
bui | di ngs.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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material or to cite themother than as "work in progress.”
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1. Introduction

Centralized nobility anchoring has several drawbacks such as single
point of failure, routing in a non optimal route, overloading of the
centralized data anchor point due to the data traffic increase, |ow
scalability of the centralized route and context nanagenent
[I-D.ietf-dmmrequirenments].

In this docurment, we define a routing based distributed nobility
managenment protocol. The protocol assunes a flat network
architecture as shown in Figure 1. No client software is assunmed at
the nobil e node.
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2.

I P level nmobility signaling needs to be used even when MN is
connected to a hone network or a hotspot. Distributed anchors in the
protocol are called Unified Gateways and they represent an evol ution
fromthe Broadband Network Gateway (BNG currently in use.

d oud IR R .
," 7 ---""Virtualized Control Plane---’-.
+-- -+ +-- -+ +-- -+ L
oM | VMR| | VMB| )
+---+ +---+ +--, + ,
| P Routers [ PR R .
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( Access Net wor k )
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Figure 1: Architecture of DM for W-Fi Protocol
Ter m nol ogy

Thi s docunment uses the term nol ogy defined in
[1-D. mat sushi ma- st at el ess-upl ane-vepc].

Overvi ew
Thi s section presents an overview of the protocol, Distributed
Mobi lity Managenent for W-Fi protocol (DMMWFi). See also
Fi gure 1.

Access routers (AR) are Unified Gateways (UGN that are the access
net wor k gat eways that behave sinilarly as Evol ved Packet Core (EPC)
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Edge Router (EPC-E) in [|-D. mat sushi ma- st at el ess-upl ane-vepc]. UGW
is configured an anycast address on the interface facing the
Residential Gateway (RG. RGs use this address to forward packets
fromthe users. The fixed access network delivers the packets to
geographically cl osest UGW

W-Fi smart phone, the nobile node (MN) is assigned a uni que prefix
using either Stateless Address Auto Configuration (SLAAC) or by a
DHCP server which could be placed in the cloud. |In case of SLAAC, RG
is delegated the prefixes by DHCP server using [ RFC3633].

Prefix assignnents to MNs are consistent with the prefixes assigned
to UGW that are shorter than /64. These prefixes are part of the
operator’s prefix(es) which could be /32, /24, etc.

The nobil e node can nove at honme or in a hot spot from one Access
Point (AP) to another AP and MN nobility will be handled in Layer 2
usi ng | EEE 802. 11k and 802.11r. Authentication is handled in Layer 2
using [| EEE-802. 11i] and [| EEE-802. 11-2007] (as described in

Section 4.4).

When MN noves fromone UGWinto another UGN | P nobility signaling
needs to be introduced. |In this document we use Handover Initiate/
Handover Acknow edge (HI/HAck) nessages defined in [ RFC5949].
Handover | nitiate nessage can be initiated by either previous UGW
(predictive handover) or the next UGW (reactive UGN. In reactive
handover, RG establishes a new connection with the next UGWwhen M
nmoves to this RG and provi des previous UGN address. This wll
trigger the next UGWto send H nessage to the previ ous UGW

Previ ous UGW sends HAck messages whi ch establishes a tunnel between
previous and next UGA. Previous UGN sends packets destined to MN to
the new UGW which in turn sends themto M\

Note that the nobility signaling just described is control plane
functionality. Control plane in our docunent is noved to the cloud,
thus mobility signaling happens at the cloud, possibly between two
virtual machines (VM.

Upst ream packets from MN at the new UGW establish the initial routing
path when MN first enters the system This path needs to be updated
as MN noves fromone UGNto another, i.e. M handover. Since M
keeps the prefix initially assigned, after handover, the new upstream
pat h establishment rmay establish host routes in the upstreamrouters.
This route is refreshed as long as MN stays under the sanme UGW
Handover signaling and subsequent upstream path establishnent is very
critical because the downstream packets nmay need to follow the path
that is established for M\
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Sof t war e- Defi ned Networking (SDN) is used in DMAWFi in both Layer 2
and Layer 3 routing managenent. 1In case of Layer 2 routing, the Open
Fl ow Switch Protocol is used as the south bound interface between the
SDN Controller and Layer 2 access network switches. Extensible
Messagi ng and Presence Protocol (XWMPP) is used as the north bound
interface between the SDN controller and DMVMW Fi appl i cati on.

DMWMW Fi Layer 3 routing is based on SDN controllers mani pul ati ng
Routing Information Bases (RIB) in a subset of the upstreamrouters.
In this case south bound interface is the NETCONF protocol which is
based on the Renpte Procedure Call (RPC) protocol and YANG |2RS
architecture is used in this context.

Mobi | e node generates interface identifier using [RFC7217] in SLAAC.
Wth this nethod, MN interface identifiers will be different when M
moves fromone UGNto another UGN MN MAY have different |Pv6
addresses due to this nethod of interface identifier generation.

4. Detailed Protocol QOperation

In this section, Layer 2 and Layer 3 mobility procedures are
expl ai ned.

4.1. Layer 2 Mobility in Access Network

In the access network, RG MAC address acts as an identifier for the
MN. Access network switches are controlled by SDN. Controller to
Switch interface uses a protocol such as Extensible Messagi ng and
Presence Protocol (XMPP)[RFC6121]. XMPP is based on a general
subscri be-publi sh nessage bus. SDN controller publishes forwarding
instructions to the subscribing switch. Forwarding instructions
coul d be Open Flow Iike match-forward instructions. Open Flow
protocol can also be used [ ONFv1. 5].

Access network is organized as interconnected switches. The switch
connected to the RGis called egress switch. The switch connected to
the UGWis called ingress switch. |EEE 802.1ad standard for VLAN (Q
in-Q is used in the access network, where S-VLAN denotes RG groups,
and C-VLAN determines traffic classes. One S-VLANtag is assigned to
create one or nore VLAN paths between egress and ingress swtches.

MN nobility in the access network can be tracked by keeping a table
consisting of MN IP address and RG MAC address pairs. In this
docunent SDN controllers keep the nobility table. This table is used
to sel ect proper S-VLAN downstream path fromingress switch to egress
swi tch and upstream path fromegress switch to ingress swtch.

After a new MM\ with WFi associates with RG RG sends an Unsolicited
Nei ghbor Advertisenent (NA) nessage upstream This NA nessage is
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constructed as per [RFC4861] but the Source Address field is set to a
uni cast address of MN. NA nmessage is received by SDN controller and
it enables SDN controller to update the nobility table. SDN

controll er selects proper path including S-VLAN and ingress switch to
forward the traffic fromthis MN\. The controller establishes the
forwardi ng needed on these switches [UTD-Paper], i.e. Layer 2 route.

The packet eventually reaches the closest UGN due to the anycast
addressing used at the access network interfaces. UGWNforwards this
packet to the upstreamrouter and so on. The upstreamrouter
establishes a route for MNin its routing table with MN's prefix and
with the UGWas the next hop. Prefixes in those routes get snaller
and smaller as the packet noves upstreamin the routing hierarchy.
The routing protocol used could be BGP or other protocols like IS 1S.

4.2. Layer 3 Mobility and Routing in Core Network

MN rmoving fromone RG to another may eventually require MN noving
fromone UGWto another. This is Layer 3 mobility.

Predi cti ve handover happens when MN just before | eaving the previous
RG (pRG for the next RG (nRG M is able to send an 802. 11 nessage
contai ning MN MAC address and nRG MAC address, e.g. learned from
beacons to the pRG (called Leave Report in Figure 2. pRG then sends a
handover indication nessage to pUGW provi di ng MN and nRG addr esses
(call ed Leave Indication) and this could happen between two
respective virtual machines in the cloud. This nessage results in
pUGW getting nUGW i nfornmati on and then sendi ng Handover Initiate
message to nUGWN which al so could happen in the cloud. nUGWreplies
wi t h Handover Acknow edge nessage. pUGW sends any packets destined
to MNto nUGW after being alerted by the control plane. M noves to
nRG and nUGWis informed about this fromLayer 2 nobility

Section 4.1. uGNdelivers MN' s outstandi ng packets to M\
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MN P- RG N- RG (P-UGW (N-UGW d oud
I Leave | I I I I
(a) |--Report-->| | | | |
I I I I I I
| | Leave | | |
(b) | [------ i ndi cation------ >| | |
I I I I I I
I I I I I I
(c) | | | [----H---->]| |
I I I I I I
I I I I I I
(d) I I I | <---HAck---| I

Figure 2: Predictive Handover

Reacti ve handover handover happens when M\ attaches the new RG from
the previous RG (called Join Report in Figure 3. MNis able to
signal in 802.11 association nessages previous RG MAC address. nUGW
recei ves new associ ation information together with pRG information,
possibly in the cloud (called Handover Indication). nUGWfinds pUGW
address and sends H nessage to pUGN agai n happeni ng between two
virtual machines in the cloud. pUGWafter receiving indication from
the cloud server delivers any outstanding MN's packets to nUGW whi ch
in turn delivers themto M\

MN P- RG N- RG (P-UGW (N- UG d oud
| Join | | | |
(a) |--Report------------- >| | | |
[ [ [ Handover [ [
(b) | | |[------ I ndication------- >| |
| | | | | |
(c) | | | | <----H----] |
| | | | | |
(d) | | | | - - - - HACk- - >| |
| | | | | |
(e) | | | | <--------- >| |
| | | | | data |
(f) I I I I:::::::::::I I

Fi gure 3: Reactive Handover
Not e that Handover Initiate and Handover Acknow edge nmessages used in

this docunment carry only a subset of paraneters defined in [ RFC5949].
Al'so no involvenent with the Local Mbility Anchor (LMA) is needed.
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4.3. Route Establishnent

After handover, SDN route establishment in upstreamrouters needs to
take place. In this case NETCONF protocol [RFC6241] and YANG
nodel i ng [ RFC6020] are used.

Client and Server exchange their capabilities using NETCONF nessage

| ayer nmessage called hello nessages. dient builds and sends an
operation defined in YANG nodul e, encoded in XM., within RPC request
message [ RFC6244]. Server verifies the contents of the request

agai nst the YANG nodul e and then perforns the requested operation and
then sends a response, encoded in XM., in RPC reply nessage.

Defining configuration data is the primary focus of YANG
Configuration data is witable (rw- read-wite) data that is
required to transforma systemfromits initial default state into
its current state. There is also state data (ro - read-only) which
is a set of data that has been obtained by the systemat runtine. An
exanple is routing table changes made by routing protocols in
response to the ongoing traffic.

A YANG nodul e for routing managenent is given in
[I-D.ietf-netnod-routing-cfg]. The core routing data nodel consists
of three YANG nodul es, ietf-routing, ietf-ipv4-unicast-routing, ietf-
i pv6-uni cast-routing. The core routing data nodel has two trees:
configuration data and state data trees. "routing-instance" or "rib"
trees have to be populated with at | east one entry in the device, and
additional entries may be configured by a client. Normally the
server creates the required itemas an entry in state data.
Additional entries nay be created in the configuration by a client
via the NETCONF protocol using RPC nmessages like edit-config and
copy-confi g.

The user may provide suppl enental configuration of system controlled
entries by creating new entries in the configuration with the desired
contents. In order to bind these entries with the correspondi ng
entry in the state data list, the key of the configuration entry has
to be set to the sane value as the key of the state entry.

RPC get nessage can be used to retrieve all or part of the running
configuration data store nerged with the device's state data. RPC
get-config operation retrieves configuration data only. RPC fib-
route nmessage defined in [I-D.ietf-netnod-routing-cfg] retrieves a
routing instance for the active route in the Forwarding Information
Base (FIB) which is the route that is currently used for sending
datagrans to a destination host whose address is passed as an input
paraneter. So fib-route nessage plays the role of show route command
line interface comrand.
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NETCONF protocol and ietf-routing YANG nodul e can be used for route
establi shnent after handover. As a result for M\s that handover,
upstreamrouting that takes place is not nodified up to the | owest

| evel of routers. The lowest |level of routers handle the nobility
but only proper nodifications are needed so that the packets reach
the right Unified Gateway, i.e. nUGW

| 2RS Agent as NETCONF Server in nUGWand in pUGWi nformthe handover
to I2RS dients as NETCONF Client upstream |2RS Agent at pUGW
renoves any routing information for MN by first using get-config to
retrieve the active route for MN and then an edit-config nessage with
del ete operation to delete the active route making sure that the sanme
key is used.

| 2RS Agent in nUGW after the handover needs to add a new routing
table entry for MN. Due to the topol ogical correctness of MN' s
prefix, the new route could be a host route. Next this route is
propagated upstream |In this case, nUGNstarts the process. SDN
Controller as I12RS dient knows that M\ handover is successfully
compl eted. SDN Controller starts the upstreamroute establishnent
process starting with the 12RS Agent at the upstreamrouter. Either
a new route or the host route is added with shorter prefix. Route
propagati on continues until MN's prefix becones topologically correct
at whi ch point route propagation stops.

Rout e propagation at the |lowest |evel starts with |I2RS Agent as
NETCONF Server in nUGWinform ng the handover to I2RS dient as
NETCONF Client upstream [|2RS dient then checks any routing
information for MN by first using get-config to retrieve the active
route for MN to make sure that none exits and MN prefix is
topologically incorrect. Next I2RS client issues an edit-config
message with create operation to add a host route for the new M\
I2RS Cdient then infornms this route to | 2RS dient upstream which
creates a sinilar route at the | 2RS Agent upstream

In Appendi x A, we present our experinental work using YANG data

nmodel I i ng | anguage whi ch has its own syntax and NETCONF pr ot ocol

whi ch is XM.-based renote procedure call (RPC) nechanism HITP based
RESTCONF could also be used in a simlar way. Two RPC call exanples
are given. RPC call in Appendix A 3 shows a get-config filter with
rtrO as the key and it is used to retrieve a specific route with a

gi ven destination prefix and next hop address. RPC call in

Appendi x A 4 shows an exanple edit-config create operation to create
a new route with specific route paraneters.
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4. 4. Authentication and Charging
4.4.1. Authentication

Ext ensi bl e Aut hentication Protocol (EAP)[RFC3748] is preferred for MN
aut hentication in | EEE 802.11 (W-Fi) network. Wen a MNtries to
connect to the WFi, it needs to nmutually authenticate with the
network server first. A successful EAP authentication procedure nust
result in a Pairwi se Master Key(PMK) (defined in [I|EEE-802.11i]) for
the traffic encryption between the MN and the AR

When a MN noves at hone or in a hot spot fromone AP to another AP in
the sane UGW it is possible that it may to undergo a full EAP

aut hentication (as defined i n[RFC3748]). However, there are sinplied
several authentication methods (defined in [|EEE-802.11-2007] ):

0 Preauthentication: Wien The MN supplicant may authenticate with
both pRG and nRG at a tinme. Successful conpletion of EAP
aut henti cati on between the MN and nRG establishes a pair of PMSA
on both the MN and nRG Wen the MN noves to the nRG the
aut henti cation has al ready done, which is shown as foll ows.

oo e +
| Authentication]|
[ Server [
B U (U +
Preauthentication <.......... *
/ *
Foeme oo gp— +
|/ *UGW |
......... * .-+
’1 / * | ‘
( / Access *Networ k )
3 / * | ,1
+ooo - * +-*o oo+ +ooo - +
| RG /| krxxkEE RGO | RG |
oo - o[ KEEEX [ + [ +
[E * Kk k% [E +
| MN | ----nove----- > | MN
+----- + +----- +

Pr eaut henti cati on

0 Cached PMK: The RG reserves the PMK as a result of previous
aut hentication. Wen the MNis roam ng back to the previous RG
if a successful EAP authentication has happened. The M can
retain the 802. 11 connection based on PW i nformati on reserved.
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When the authentication is handl ed by the UGWNas an Aut henti cator
When the MN noves to the nRG a join report packet will be
initiated fromthe MN to nRG for | EEE802. 11 connection to the sane
UGW The nRG can retain the PMK information fromthe UGN which is
reserved during the successful authentication procedure between
the MN and the pRG as shown in Figure 4.

B +
| Authentication|
[ Server [
R +
Aut hentication <....*
/
K e e e e e e e e e e == +
/] ucw | PMK Cache
R + /
) / [ / ‘
( / Access Net wor k/ )
3 / | / ,1
+----- * +----- +</ +----- +
| RG/| | RG | | RG |
+----/+ +-- - - - + +-- - - - +
R R +
| MN | ----nove----- > MN |
e + e +

Fi gure 4: Cached PMK- UGW Aut henti cat or

When a MN noves at hone or in a hot spot fromone AP to another AP in
the sane UGW it is possible that it nmay to undergo a full EAP

aut hentication (as defined i n[RFC3748]). However, there are severa
simpl e aut hentication nethods (defined in [| EEE-802.11-2007] ):

When MN noves fromone UGWinto another UGN a join report packet
will be initiated fromthe MN to nRG for | EEE802. 11 connection. It
is possible that it nay to undergo a full EAP authentication (as
defined i n[ RFC3748]). However, because of service performance and
continuity requirement, the operators prefer to avoid the full EAP
aut hentication. There are several sinplied authentication nethods
(defined in [|EEE-802.11-2007] ):

0 Preauthentication: M supplicant may authenticate with both pRG
and nRG at a time. Successful conpletion of EAP authentication
between the MN and nRG establishes a pair of PMKSA on both the M\
and nRG  Wien the MN noves to the nRG the authentication has
al ready been conpl eted, which is shown as foll ows.
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e e +
| Authentication|
| Server |
ook +
Preauthentication <.......... *
/ *
[ - + / H-Fo oo + [ - +
| uUew |/ | *UGW | | UGW |
[ SR + / R I + [ SR +
. / * L
( / Access *Networ k )
n. / * | ,1
O * SO O +
| RG/l *kkkkkk*x RG | | RG |
o - oo 4 KEEEX +----- + +----- +
om e - - * kk k om e - - +
| MN | ----nove----- > MN |
R — + R — +

0 Cached PMK: The RG reserves the PMK as a result of previous
aut hentication. Wen the MNis roam ng back to the previous RG
if a successful EAP authentication has happened. The M can
retain the 802.11 connection based on PMK i nformati on reserved.
When the authentication is handl ed by the UGV as an Aut henti cator.
When the MN noves to the nRG a join report packet will be
initiated fromthe MN to nRG for | EEE802. 11 connection to nUGW
The nRG can retain the PWK information fromthe nUGN the nUGN nmay
can retain the reserved PW fromthe pUGWVN based on H nessage.

oo +
| Authentication]|
| Server |
Hom koo +
Aut hentication <..../
/
S + H(PW Q +--------- +
PMK Cached| pUGW | <-------- | nUGW |
e + - > H-------- ++ A Join Report Msg
. | HAck ( PMK) | s
( |/ || )
‘. | / Access Net wor k | ,
Ep——s Foomo - + - - -+
| RG /| | RG | | RG |
+----/+ +----- + +----- +
H-- - - - H-- - - - +
| MN | ----nmove--------------- | MN |
R + R +
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The above Layer 2 operations do not affect Layer 3. MN does not
change the prefix assigned to it initially.

4.4.2. Charging
When MN noves from one UGWinto another UGN the chargi ng needs to be
considered. |In this docunent we describe two cases, one operator and
two i nterworking operators.

One operator case.

Two operators case. |If the pUGWN and nUGW are belonging to two
di fferent operators.

There are two possibilities. The traffic is directed to the visited
network, and traffic routed back to hone.

Char gi ng
I + I +
| pAut hentication| <----------- | nAut hent i cati on
[ Server [----------- >| Server [
Fom e e e oo + [ SSSpU— +
Data ER R I I I S S O S I O Chal’gl ng
| * AN
I *
I *
Fommmm e + B R =
[ pUGW | | nuUGNK | _
R + e *-++ A Join Report Mg
. I | i
( I | )
L | Access Net wor k * .
+e - - -+ +em e + I
| RG | | RG | * | RG |
S + S + LI e +
+omm- - +* oo
| MN | ----nove--------------- | MN |
+----- + +----- +

Two operators interworking - Traffic offload in visited network
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R + charging +--------------- +
| pAut hentication|----------- >| nAut henti cati on
| Server | | Server |
Fom e e e oo + A [ SSSpU— +
I
Dat a | charging |
kkkkkkhkkk* | |
* _ |
Fo----- - *-+ Charging +-+------- +
| pUGW | <--------- + nUGW |
- - *o+ e ++ A Join Report Msg
! | R I I Sk b b S S I I | | ‘.
( I | )
L | Access Net wor k * .
+e - - -+ +em e + I
| RG | | RG | * | RG |
S + S + LI e +
+omm- - +* oo
| MN | ----nove--------------- | MN |
+----- + +----- +

oo +
| Authentication]|
| Server |
Fom e e e e - o + A
[ Char gi ng
I
oo + oo+
[ pUGW | | nuGWN | _
tH--- oo - + +---m-- - ++ A Join Report Msg
. | || "
( I || )
‘. | Access Net wor k | ,
R Foomo - + - - -+
| RG | | RG | | RG |
+----- + +----- + +----- +
H-- - - - H-- - - - +
| MN | ----nmove--------------- | MN |
R + R +

Chargi ng i n one operator
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5.

5.

Mul ticast Support

Mul ticast communication to the nobile nodes can be supported with an
Mul ticast Listener Discovery (M.D) Proxy at the Unified Gat eway

[ RFC4605]. Downstream protocol operations between the UGW and the
nmobi | e nodes, is the MLD protocol [RFC3810]. Both any source and
source specific nulticast are supported.

The mobil e nodes send MLD Report message when joining a nulticast
group [ RFC3590]. UGWor M.D Proxy sends an aggregated join nessage
upstream M\ and UGWinterface works as described in [ RFC6224].
After MN joins the group it starts to receive nulticast data.

After a handover the nobile node noves to the next UGW the next UGW
needs to get menbership or listening state of this M containing
group address and source list. For this purpose, Active Milticast
Subscription nmobility option (Type 57 for |1 Pv6) [RFC7161] can be used
to transfer nobile node’s multicast context or subscription
information fromthe previous UGWto the next UGW as expl ai ned

bel ow.

In case of predictive handover, pUGW and nUGWfol |l ow t he sequence of
steps shown in Figure 2. |n case MN has nulticast context

est abl i shed before handover pUGW MJST transfer MN's mnulticast context
to nUGW pUGW MUST add Active Milticast Subscription nobility option
to H nessage.

For reactive handover pUGW and nUGW fol | ow t he sequence of steps
shown in Figure 3. In case MN has nulticast context established
bef ore handover pUGW MJST transfer MN's nulticast context to nUGW
pUGW MUST add Active Milticast Subscription nmobility option to HAck
nesseage.

After receiving the nulticast context, nUGW upstream joins any new
mul ti cast groups on behalf of MN. Downstream nUGW nmaps downstream
point-to-point link to a proxy instance.

1. 1Pv4 Support for Milticast

For MNs with I Pv4 addresses, nulticast conmunication to MNs can be
supported sinlar to the way expl ained above in Section 5. Milticast
group nmanagenent is done using IGW with |GW Proxy at the UGW

In case of handover, the Active Milticast Subscription option
compatible with | GWP-based format which transports the mnulticast
menber ship context of the nobile node is used in handover nessaging.
Active Milticast Subscription option has type value of 56 for |Pv4
[ RFC7161] .
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6.

10.

10.

| Pv4 Support

| Pv4 can be supported sinmilarly as in vEPC
[1-D. mat sushi ma- st at el ess-upl ane-vepc]. UGWstays as | Pv6 node
receiving fromall RGs | Pv6 packets and forwardi ng them upstream

I Pv4 MN is supported at the RG RG has B4 functionality of DS-Lite

[ RFC6333], CLAT entity for 464XLAT [ RFC6877], Lightweight B4

[ RFC7596] or MAP Custoner Edge [ RFC7597]. RG encapsul ates | Pv4
packets using these protocols into | Pv6 packets naking sure that UGW
stays | Pv6 only.

Security Considerations

Thi s docunment introduces no extra new security threat. Security
considerations stated in [I-D.ietf-i2rs-architecture] apply.

| ANA Consi derations
TBD.
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Appendi x A, YANG and RPC Prograns
In this annex, we present our YANG and RPC sol utions.
A.1. Host Routing Mdule

We first obtained host routing YANG nodul e using | Pv6 unicast routing
modul e (ietf-ipv6-unicast-routing) which is part of ietf-routing
modul e. This nodul e defines a list of host routes which contain host
address/ prefix and correspondi ng next hop address.

A. 2. Route Establishnent RPCs
This programruns on ietf-ipv6-unicast-host-routing YANG nodul e whi ch
has been obtained fromietf-ipv6-unicast-routing nodul e by defining
the hostroute as a list of host routes. First issue a get-config on
the configuration data to extract the existing route for the host
whose prefix is destination-prefix and the next-hop is the next-hop
address. Delete the route at pUGN This procedure deletes the route
at pUGW
<rpc nessage-id="101" ... >
get-config(running, filter=(destination-prefix, next-hop-address))

/1l check the reply, make sure it is OK i.e. does not contain <rpc-
error> el enent.

edit-config(running, delete, config)

Add a new route for MN at nUGW This route is based on MN' s prefix,
destination-prefix and the upstreamrouter to which MN's traffic
shoul d rout ed, next-hop-address.

<rpc nessage-id="101" ... >

get-config(running, filter=(destination-prefix, next-hop-address))

/'l check the reply, make sure it is an error, i.e. it contains <rpc-
error> elenent of type application and tag data-missing i.e. no route
exists

edit-config(running, create, config)

Add a new host route for MN at nUGWN This route is added in case
M\'s prefix is not topologically correct at nUGW and routers above.

<rpc nessage-id="101" ... >
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get-config(running, filter=(destination-prefix, next-hop-address))

/1l check the reply, make sure it is an error, i.e. it contains <rpc-
error> elenment of type application and tag data-m ssing, i.e. no
route exists

edit-config(running, create, config)

We next show in Appendi x A.3 and Appendi x A. 4 exanpl e RPC procedures
for get-config and edit-config. Some arbitrary val ues for
destination prefix and next hop address are used.

A. 3. get-config RPC procedure for host routes

This RPC procedure shows a get-config filter to find a record in the
routing informati on base for a specific host whose prefix is

2001: db8:1:0::/64 and the next-hop is 2001:db8:0:1::2. It could be
used for the get-config's in Appendix A 2. W validated this
procedure using the public donmain tool pyang.
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<rpc nessage-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"
xm ns: veur="urn:ietf:params: xm :ns:yang:ietf-ipv6-unicast-routing”
xmns:if="urn:ietf:parans: xnm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm:ns:yang:iana-if-type"
xm ns:ip="urn:ietf:parans: xm :ns:yang:ietf-ip"
xmns:rt="urn:ietf:parans: xm :ns:yang:ietf-routing">
<get - confi g>
<sour ce>
<runni ng/ >

</ source>

<filter type="subtree">

<t:top xmns:t="urn:ietf:paranms:xm :ns:yang:ietf-ipv6-unicast-host-rou

ting">
<t:routing-instance> rtr0 </t:routing-instance>

<t:rib>
<t:routes>
<t:route>
<t:destination-prefix>
2001: db8:1: 0::/ 64
</t:destination-prefix>
<t:outgoi ng-interface>ethl</t: outgoing-interface>
<t : next - hop- addr ess>
2001: db8: 0:1::2
</ t: next-hop-address>
</t:route>
</t:routes>
</t:rib>
</t:top>
</filter>
</ get-config>
</rpc>

A 4. edit-config RPC procedure to create a host route

This RPC procedure shows an edit-config procedure to create a new
host route in the routing informati on base for a specific host whose
prefix is 2001:db8:1:0::/64 and the next-hop is 2001:db8:0:1::2. It
could be used for the edit-config's in Appendix A 2. W validated
this procedure using the public domain tool pyang.
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xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"

xm ns
xm ns:if="urn:ietf:parans: xnl : ns: yang:
xm ns:ianai ft="urn:ietf:parans: xm :ns:
xm ns:ip="urn:ietf:paranms: xn :ns:yang:
xmns:rt="urn:ietf:paranms: xm : ns:yang:

sveur="urn:ietf:params: xm :ns:yang:ietf-ipv6-unicast-routing"

ietf-interfaces"
yang:iana-if-type"
ietf-ip"
ietf-routing">

<edit-config>
<t ar get >
<runni ng/ >
</target>
<def aul t - oper ati on>none</ def aul t - oper ati on>
<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<top xm ns="urn:ietf:parans: xm : ns:yang:ietf-ipv6-unicast-host-routing

">
<routing-instance> rtr0 </routing-instance>
<ri b>
<r out es>
<route xc:operation="create">
<destination-prefix >
2001: db8:1:0::/ 64
</ destination-prefix>
<out goi ng-i nterface>et hl</outgoing-interface>
<next - hop- addr ess>
2001: db8: 0:1::2
</ next - hop- addr ess>
</ rout e>
</rout es>
</rib>
</top>
</ config>
</ edit-config>
</rpc>
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