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Abst ract

This specification supports the separation of the Control -Plane for
mobi lity- and session managenent fromthe Data-Plane. The protoco
semanti cs abstract the configuration of Data-Plane nodes and applies
it between a Client function, which is used by an application of the
mobility Control -Plane, and an Agent function, which is associated
with the configuration of Data-Plane nodes, according to the Data-

Pl ane rules issued by the nobility Control -Pl ane. The scope of the
rules conprises traffic description and treatnment of packets in terns
of encapsul ation, |IP address re-witing and Q0S. Additional protoco
semantics are described to support the nmmintenance of the Data-Pl ane
pat h.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 22, 2016
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I ntroduction

One objective of the Distributed Mbility Management (DM WG is the
separation of the nobility nmanagenent Control- and Data-Plane to
enabl e flexi bl e depl oynent, such as decentralized provisioning of

Dat a- Pl ane nodes (DPN). Data-Pl ane nodes can be configured to
function as an anchor for a registered Mbile Node's (M\) traffic,
others can be configured to function as a Mbile Access Gateway (MAG
per the Proxy Mobile I Pv6 protocol [RFC5213] or a Foreign Agent (FA)
per the Mbile | Pv4 protocol [RFC3344]. Requirenents for DWM have
been described in [RFC7333], whereas best current practices for DWW
are docunented in [RFC7429].

The Dat a- Pl ane nust provide a set of functions to the Mbility
Control - Pl ane, such as support for encapsulation, |IP address re-
witing, QS differentiation and traffic shaping. |In addition, mneans
for traffic description nust be provided to conplenent traffic
treatment actions and build unanbi guous Dat a-pl ane rules. These
requirenents are net by various transport network conponents, such as
I P switches and routers, though configuration semantics differ

bet ween t hem

Forwar di ng Policy Configuration (FPC) per this docunment enables the
configuration of any Data-Pl ane node and type by the abstraction of
configuration details and the use of common configuration semanti cs.
The protocol using the FPC senmantics is depl oyed between a Cient
function, which is associated with the Mbility Managenent Control -
Pl ane, and an Agent function. The Agent function enforces the Data-
Pl ane configuration and can be present on a transport network
controller or co-located with a Data-Plane node. The Agent applies
the generalized configuration senmantics to configuration, which is
specific to the Data-Pl ane node and type.

This specification follows a common functional architecture, which
utilizes the FPC protocol between the dient and Agent functions, and

supports two operational nodels, Mdel | and Mdel 11.

A dient supporting Model | interacts with the Agent to build
unanbi guous rul es which are to be enforced in the Data-Plane. An
Agent supporting Mddel | translates a rule, which follows the data

nmodel herein, into one or multiple configuration actions to enforce
the rule in the Data-Pl ane.

A dient supporting Mddel Il utilizes a sequence of control nessages
to interact with the Agent, where each control nmessage has an
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3.

3.

unamnbi guous semantic, e.g. to set up a tunnel interface or to
configure a policy route in a Data-Plane node. An Agent supporting
Model 11 performs a configuration action per the semantics of the
recei ved control nessage.

The availability of both operational nodels enables tailored

i mpl ement ati on and depl oynent of Control -/ Data-Pl ane separation in
nmobi | e comuni cati on gateways, e.g. by having the Mbility Control -

Pl ane directly comunicating to a Data-Pl ane node as per Mdel 11, or
per Model | by the deploynent of a Network Controller in between the
Mobility Control - Pl ane and Dat a- Pl ane nodes, which are under control
of the Network Controller. Support for both the nodels enabl es an
operator to transition their network in incremental phases.

The architecture and reference interface specified in this docunent
is not tied to any specific Control -Plane protocol that is in use in
the mobility network, or to any type of access technol ogy. The
nmobility protocols in use can be Proxy Mbile | Pv6, GIP, |PSec or
other protocols; and the access network can be 4G LTE, WFi, or 5G
These aspects have no direct inplication on the FPC interface that is
bet ween Control - and Dat a- Pl ane nodes.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ref erence Architecture and Depl oynment Options
1. Architecture for DW Forwardi ng Policy Configuration

The DWM Forwardi ng Policy Configuration (FPC) protocol enables the
separation of the nobility managenent Control -Plane fromthe Data-

Pl ane and provides the required control and semantics in between
these two planes. Figure 1 depicts an exenplary use case where |IP
traffic between a Correspondent Node (CN) and a Mobil e Node (M)
traverses multiple DPNs, each applying policies as per the Control -
Plane’s request. Policies in the one or nmultiple DPNs can result in
traffic steering according to a host-route, packet scheduling and
mar ki ng according to a subscriber’s QS profile, or forwarding rul es
(e.g. encapsulation within GRE or GIP-U tunnel).
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Figure 1: Exenplary illustration of DMMtraffic steering and policy
enforcenent at Data Pl ane Nodes (DPN)

Mobility Control-Plane functions have the following roles in comon:

o Tracking a nobile node’s attachnment, detachment fromthe access
net wor k

0 Accept requests to set up and nmaintain nobility-rel ated Data- Pl ane
pat hs between DPNs, enforcing QS and forwarding policies. Such
requests are a result of nobility signaling between different
Mobility Control -Pl ane functions.

0 Ensure that required rules to establish and nmai ntain connectivity
of an MN with its correspondent nodes are enforced in the Data-
Pl ane.

o Participate in nonitoring the DPNs’ operation and support the
handl i ng of exceptions, e.g. the detection of a partial DPN
failure and the diversion of traffic through a different DPN.

0 Miintain consistency between multiple DPNs which enforce policy
rules to ensure connectivity between a MN and its correspondent
servi ces.

Mobi lity Data-Plane functions have the followi ng roles in conmnon:

o Forward and treat traffic according to the policies and directives
sent by the Mbility Control-Pl ane

0 Provide status information (e.g. load, health, statistics and
traffic volune) and events related to service failure upon request
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o Participate in the process of topology acquisition, e.g. by
exposi ng rel evant topol ogical and capability information, such as
support for QoS differentiation and supported encapsul ati on
protocol s

The protocol for DVM FPC applies to the interface between a FPC
Client function and a FPC Agent function, as depicted in Figure 2.
The FPC dient function is associated with an application function of
the mobility managenent Control -Plane, e.g. a Local Mbility Anchor
Control - Pl ane function per the Proxy Mbile IPv6 protocol. The FPC
Agent function processes the FPC protocol senmantics and transl ates

theminto configuration commands per the DPN s technology. In one
exanpl e, an FPC Agent can be co-located with a Network Controller,
whi ch enforces forwarding rules on a set of Data-plane nodes. In

anot her exanple, the Agent can be co-located with a Data- Pl ane node
to directly interact with interface nmanagenent and the router’'s R B
Manager. The mapping of the common FPC senantics and policy
description to the configuration commands of a particular DPN is
specific to the DPN s technol ogy and the Agent’s inplenentation.

-------- [API]-------mm-+

Figure 2: Functional reference architecture for DVM Forwardi ng Policy
Configuration (FPC

3.2. Mbdel 1
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3.2.1. Role of the FPC dient Function

The FPC dient function, which follows Mdel | operation, includes
the foll ow ng tasks

0 Build one or multiple FPC Control nessages/attributes to
establish, update or delete rules on one or multiple DPN(S)
according to the Mobility Control -Plane’s directives

0o Apply a DPN's policy rules (encapsul ation, address re-wite, QoS,
traffic nonitoring) on the basis of properties bound to | ogica
ports (simlar to the bearer concept in cellular networks)

o Build, nmodify or delete |ogical ports as needed

0 Bind associated policy rules as one or nmultiple properties to a
| ogi cal port

o0 Apply traffic forwarding rules (e.g. per-IP flow, per-M, per-IP
per-prefix) on the basis traffic descriptions bound to | ogica
ports

0 Send each generated FPC control nessage to the FPC Agent

0 Keep record of the configured policy rules and interact with the
FPC Agent to ensure proper synchronization between Mbility
Control - Pl ane states and rul es configured on the FPC Agent

0 Process received Response, Notification and Query nessages issued
by a FPC Agent and interact with the Control-Plane to act
accordingly

3.2.2. Role of the FPC Agent Function

The FPC Agent function, which follows Mdel | operation, includes the
fol |l owi ng tasks:

0 Process received Control messages issued by a FPC dient Function

0 Apply received rules to local configuration (e.g. encapsul ation
NA(P)T, traffic prioritization and scheduling) in the Data-Pl ane

0o Mintain adm nistrative data as well as operational data, which
describes the status of the rules in the Data-Pl ane

o0 Mbnitor events (e.g. failure, inconplete rule) and issue an
associ ated nessage to the FPC dient Function (NOTIFI CATI ON

QUERY)
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3.3. Mbdel 2
3.3.1. Rol e of the DMM FPC dient Function

The FPC dient function, which follows Mdel Il operation, includes
the followi ng tasks

o The FPC dient offers a set of services to the nmobility contro
pl ane entities. These services are for activating/deactivating
specific configuration on a Data-Plane node supported by a FPC
Agent. These services for exanple are creation/deletion of a
| ayer-3 tunnel; adding/deleting an | P route;

o The FPC dient translates the request fromthe nobile contro
pl ane as a FPC nessage. The nessage identifies the service nane
and includes a set of information elenents. This nessage is sent
to the FPC Agent over the FPC interface

3.3.2. Role of the DMM FPC Agent Functi on

The FPC Agent function, which follows Mdel |l operation, includes
the foll ow ng tasks

0 FPC Agent offers a set of services to the FPC client. Each of
these services have a well-defined nmeani ng and can be invoked by
the FPC dient passing a set of paraneters. These services for
exanpl e are creation/deletion of a |ayer-3 tunnel; adding/deleting
an | P route.

0o Any FPC dient can invoke a specific service on the FPC Agent
through the use of FPC nessaging interface. The interface
semantics allow the identification of the service request and for
inclusion of the parameters relevant for that service request.

0 FPC Agent processes a FPC nessage and identifies the service
request. The FPC Agent maps the service request to a loca
configuration and enabl es that configuration in the forwarding
pl ane. For exanple, if there is a service request for Tunne
creation including the rel evant parameters such as source IP
address, destination |P address and encapsul ation type, this
request will result in the FPC Agent configuring such tunne
configuration on the Data-Pl ane node.

o0 The FPC Agent provides a resulting status code on how the request
was executed by the agent.
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4. Protocol to support Mdel
4.1. Data Structure

To abstract fromconfiguration details of an IP switch or IP router
on the FPC protocol interface, Mdel | adopts the construct of

| ogi cal ports to describe rules for D Plane processing. A port binds
one or multiple properties, which describe traffic treatnent actions,
such as a QoS policy, IP address re-wite or packet encapsul ation
Which traffic is treated is deternmined by one or multiple traffic
descriptors, which also bind to that port. A group of one or
multiple traffic descriptors, one or nultiple properties defining
traffic treatnent actions and the port identifier nake a rule. The
port identifier serves as key to access the rule.

Al traffic arriving at a Data-Plane node and matching a traffic
descriptor will be treated per the properties bound to the port the
traffic descriptor is also bound to. For exanple, Traffic Selectors
[ RFC6088], which can be bound to a port, can identify single or
multiple P flows. Aggregated IP traffic destined toward a given IP
address prefix or originated froman address matching a particular IP
address range can be described using the Traffic Selector or an IP
prefix traffic descriptor per this specification.

In addition to traffic descriptors and traffic treatnent actions,
whi ch build a Data-Plane processing rule, a port has associ ated
operational data, which tracks the status of rule enforcenent in a
sel ected Data-Plane node. A rule can also have administrative data
such as its directionality (uni- or bi-directional) and

admi ni strative status such as enabl ed, disabled or virtual.
Furthernmore, an identifier of the Data-Plane node to which the rule
applies is kept in the operational data associated with a port.

When the Client desires specific operational state for the port, it
may apply adm nistrative state properties to the port. This,
however, may not take inmediate effect on the Data-Plane Node. Thus,
Client inplenentations nust support situations where differences
exi st between configured and operational state of a port. A dient
can request operational data associated with a particular port from
an Agent.

A dient adds, nodifies or deletes a rule on an Agent using the FPC
protocol messages. The protocol enables a Cient to provide
additional administrative information about a particular port or a
group of ports to the Agent. This includes control of the operation
of arule, e.g. whether a rule associated with a particular port
applies only uni-directionally or bi-directionally. In case of bi-
directionality, an Agent can apply a rule associated with a single
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port in the Data-Plane to both directions. As exanple, a rule which
performs re-witing of an arriving packet’s destination |IP address
fromIP_A to IP_B matching an associated Traffic Selector, can be
enforced in the Data-Plane via an Agent to inplicitly consider

mat ching arriving packet’s source | P address against |P_B and re-
wite the source IP address to | P_A

Figure 3 illustrates the generic policy configuration nodel as used
between a FPC dient and a FPC Agent.

TrafficDescriptor_1-+ +--Property 1
I I
Traf ficDescriptor_2-+---<PORT#>---+--Property_2
. +------- - +
/[ Adm Data/ +--Property 3
: | +-------- + :
Traf ficDescriptor M+ Foemmma + +--Property_ N
/| OP Dat a/
Fomm oo - +
B + e e e e e e e e o +
| Bind 1..Mtraffic | | Bind 1..Ntraffic |
| tenplates to | -------- > | treatnent actions |
| a port | | to a port |
Fom e e e e oo + Fom e e e oo +
| |
LR Data-Plane Rule -------------------- +

Figure 3: Structure of rules on Cient/Agent defining Data-Pl ane
traffic treatnent

As depicted in Figure 3, the port represents the anchor of a rule. A
Client and Agent use the identifier of a port to access the rule and
perform nodifications of traffic descriptors or properties. Fromthe
vi ewpoi nt of packet processing, arriving packets are matched agai nst
traffic descriptors and processed according to the treatment actions
specified in the list of properties associated with the port.

A Cient can assign an existing or new port to a group of ports using
a port group identifier. The logic behind grouping nultiple ports is
up to the Control-Plane. As exanple, nultiple rules associated with
a single nobile node can be grouped and identified by the port group
identifier. 1In case the Control-Plane needs to delete all rules
associated with the nobile node, the Cient can i ssue a nessage to
delete a port one and identify the group group identifier instead of
del eting each port individually. A Cient can also apply
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adm nistrative properties to a group of ports by adding the port
group ID to the FPC nmessage.

A dient can conplenent a traffic descriptor with a match priority
val ue to al |l ow unanbi guous traffic matching on the Data-Plane. |If
the Cient does not provide a match priority value with a traffic
descriptor or a group of traffic descriptors have the sane priority
val ue, an Agent enforces the rule in the Data-Plane node to enabl e
traffic detection by |ongest prefix match.

Qperational information of a port includes the data listed in the
foll owi ng table:

_____________________________________________________________________ +
Adm n Dat a | Format Clarification | Description |

+

DPN_|I D | Sect. 4.2 | Identifies a Data-Plane node|

| | to which the rule applies |
..................................................................... +
PRT_BI DI R | BOOLEAN | Bidirectionality of a port |

| | (cleared = unidirectional) |
---------------- e T
ADM N STATUS | [8, admin status] | Requested status for a rule |

[ | in a Data-Plane node [

| | (enabl ed, disabled, virtual)]
_____________________________________________________________________ +
SESSI ON_STATUS | [8, session status] | Status of a session in the |
| Control-Plane (conplete, [

| | inconplete, outdated) |
_____________________________________________________________________ +
PRT_GROUP_ID | [32, group id] | Identifies a group of ports |

| to which this port belongs |
_____________________________________________________________________ +
CLI _ID [ Sect. 4.2 | ldentifies the Cient which |

| | created this port |
_____________________________________________________________________ +
AGT_I D [ Sect. 4.2 | ldentifies the Agent which |

| | enforces the rule as per |

| | this port |
_____________________________________________________________________ +

Figure 4: Adnministrative Data associated with a port
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Qperational Datal| Format Clarification | Descri ption
OPER_STATUS | [8, oper status] | Status of a rule in a
| Data-Plane node (enabl ed,

| | disabled, virtual)

SERVI CE_STATUS | [8, service status] | Ability of an enabled rule
| | to serve traffic (conplete,
[ | inconplete, outdated)

4.

Figure 5: Operational Data associated with a port

A Cient MAY apply an adm nistrative state property to a port

i ndicating the desired operational status of a port, e.g. enabl ed,
di sabl ed or virtual (not intended to serve traffic but used as a
tenplate for other ports). Rules specified by an enabled port are

enforced in the Data-Pl ane node. A disabled port on an Agent can be

useful for pre-configuration, e.g. other operations can be perforned
on the port prior to its enablement. Utimtely, a disabled port is
intended to be enabled. Virtual ports can serve as a reference to
cl one new ports, which can then be enabled. Wen creating a cloned
port, the Client can update or add properties to suit the rule that
shoul d be enforced in the Data-Pl ane.

A Cient MAY set a Session state for a particular port or group of
ports on the Agent to guide the Agent on how to treat |ocal events.
As exanpl e, an Agent SHOULD refrain from sending an FPC nessage to
the Cient as result of a local event, which indicates a m ssing
rule, in case the session state is "inconplete’, as the Agent can
expect the Control -Plane to provide the mssing rule unsolicited.
case the session state is 'outdated’, the Agent MAY notify the dien
to update the associated rule on the Agent.

2. Protocol Attributes

Prot ocol nmessages as per Section 4.3 identify an FPC Client or Agent
function, as well as a DPN, and carry traffic descriptor attributes,
| ogi cal port identification and properties specifying traffic
treatnment actions. Traffic can be described per-host, in aggregate
or per-1P flow. A dient MAY append adnministrative properties to a
message to indicate the desired status of a port to the Agent.

This docunment specifies attributes fromthe foll ow ng categories:

o ldentifier attributes

6

— +—— +— +

n
t
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o Traffic Descriptors
o0 Properties specifying traffic treatnent actions
o Protocol -specific Properties

0 Administrative properties

Li ebsch, et al. Expi res Septenber 22, 2016 [ Page 13]



I nternet-Draft DWM FPC Pr ot ocol March 2016
T T e, +
| Attribute | Format Carification | Descri ption |
+ +
[ Identifiers [
S . +
| PRT_ID | [32,PRT_ID| | Identifies a |ogical Port [
T N NN +
| PRT_GROUP_ID | [32,PRT_GROUP_ID | Identifies a group of |
| | | logical Ports |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| PRT_PROP_ID | [32,PRT_ID| | Identifies a |ogical Port |
| | [8, PROP_I D] | and one of its properties |
T NS +
| PRT_TD ID | [32, PRT_I D] | Identifies a |ogical Port |
| | [8, TD_I D] | and a traffic descriptor |
[ [ | that applies to the port [
S O . +
[ CLI _ID | [16, Carrier ID | ldentifies an [
| | [16, Network |D | FPC dient function |
[ | [32, dient |D] [ [
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
[ AGT_I D | [16, Carrier ID | ldentifies an [
| | [16, Network |D | FPC Agent function |
[ | [32, Agent 1D] [ [
T N NS +
| DPN_I D | [16, Carrier |ID | Identifies a Data Pl ane |
[ | [16, Network ID] | Node (DPN) [
[ | [32, DPN ID [ [
S s +
[ MONITOR ID | [32, Mnitor ID | Identifies a registered [
| I | monitor |
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| EVENT_TYPE_ ID | [8, Event Type I|D] | Identifies an event type |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| Optional Identifiers |
S TN N T NN +
| SERVICE_PATH ID| [24-bit identifier] | Service Path Identifier [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Figure 6: Moddel | Protocol Attributes: Identifiers

T e S +

| Attribute Format Clarification | Descri ption |

+ +

[ Properties [

S N TN N +

| PROP_TUN [type][src][dst] | Property Encapsul ation, |

Li ebsch, et al. Expi res Septenber 22, 2016 [ Page 14]



Internet-Draft

| PROP_REWR |
I I
I I
I I
|  PROP.QOS |
I I
I I
| PROP_QUS GBR |
I I
I I
I I
I I
oo e - +
| PROP_QUS MBR |
I I
I I
I I
I I
oo e - +
|  PROP_GW |
I I
I I

DWVM FPC Pr ot ocol

[Iin_src_ip][out_src_ip]
[In_dst_ip][out_dst _ip]

[in_src_port][out_src_port]|
[in_dst_port][out_dst_port]|

[ @S index type][index]
[ DSCP]

March 2016

i ndi cates type GRE, |P,

Property NAT defi nes
| P address and port
re-wite rules

Property QS refers to

singl e index and DS Code|

Point to wite

o o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee o +
[GBR] *[PRT_I D] | Guaranteed Bit Rate and |
| single or multiple |

| PRT_IDs to which the |

| GBR applies when being |

| aggregated |
---------------------------- o e e e e e e oo+
[ MBR] *[ PRT_I D] | Maxinmum Bit Rate and [
| single or multiple |

| PRT_IDs to which the |

| MBR applies when being |

| aggregated |
---------------------------- o e e e e e e oo+
[ip address next hop] | I'P address of the Next |
| Hop to which IP packets |

| shoul d be forwarded |

o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
[ PRT_I D] | Copy |P packets, treat |
| the duplicates per the |

| properties of the [

| referred port |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| PROP_DRCOP | | Drop I P packet |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee +
| PROP_CONCAT | [PRT_ID] | I'nclude treatnent per |
| | the referred port into |
| | | the rule |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
[ Optional Properties [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee +
| PROP_NSH | [ SERVI CE_PATH | D] | I'nclude NSH |
[ | [Service Index] | |
e +
Figure 7: Model | Protocol Attributes: Traffic Treatment Properties
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o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| Attribute | Format Carification | Descri ption |
+ +
[ Prot ocol -specific [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| | PI P_CONF | | I'P-encapsul ation |
[ [ | configuration attribute [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| GRE_CONF | [prototype][seq-#] | GRE_encapsul ation |
[ | [key] | configuration attribute [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| GTP_CONF | [TEID I ocal] | GIP-U encapsul ation |
[ | [TEID_ renote] | configuration attribute [
I | [seq-#] I I
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +

Figure 8: Mddel | Protocol Attributes: Protocol-specific
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| Attribute | Format Carification | Descri ption |
+ +
[ Traffic Descriptor Container [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| TD CONTAINER | [PRT_TD_ID | Traffic handling priority, |
| | [8, PRI | One or multiple traffic |
| | *[traffic descriptor] | descriptors |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
Figure 9: Protocol Attributes: Traffic Description Container
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| Attribute | Format Carification | Descri ption |
+ +
[ Traffic Descriptors [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| TDDST_IP | [IP address] | Aggregated or per-host dst |
| | [Prefix Len] | I'P address/prefix rule [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| TD_SRC.IP | [1P address] | Aggregated or per-host src |
[ | [Prefix Len] | I'P address/prefix rule [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| TD.TS | [Traffic Sel ector] | Traffic Selector, |
[ [ | Format as per RFC6088 [
B o e e e e e e e e e oo B +
Figure 10: Protocol Attributes: Traffic Descriptors
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T e S +
| Attribute Format Clarification Descri ption |
+ +
[ Properties [
S N TN N +
| ADM N STATE | [state] | Administrative state: |
| | | enabl ed, disabl ed, |
| | | virtual |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| SESSI ON_STATE | [state] | Session state: conplete,|
| | | incompl ete, outdated |
e TN +
| CLONE_REF | [PRT_ID | Aoning of a rule based |
| | | on referred port ID |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| ACT_DELAY | [del ay] | Delay in nms before an [

| I | updated rul e takes |
| | | effect at the Agent |

| PRT_BID R | [bool ean] | When set, the rule per |
| | | this port is applied |
I | | bi-directionally

o o m o e e +
| RESULT | [result] | Result of processing |
[ [ | a nessage: |
| | | success, failure |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +

Figure 11: Protocol Attributes: Administrative Properties
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| Atribute | Format Garification|  Deseription |
|+ Monitors and Notification |+
I MuTR | Wonitor-iD Attribute | Anbniter \
| | [ REPORT CONFI G | |
| REPCRT OONFI G | [8, REPORT-TYPEl | The type of report and |

[ | [TYPE_SPECI FIC INFQ | type-specific [
| I | configurations |

| PERIODIC_CONFIG | [32, period] | REPORT-TYPE is PERIODIC, |
| | | period specifies the |
| | | report interval (mns) |

| THRESHOLD CONFI G | [32, W | REPORT-TYPE is THRESHOLD, |
| | [32, hi] | Low Threshol d, |
| | | High Threshold (at |east |
| | | one val ue required) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| SCHEDULED CONFIG | [32, ting] | REPORT-TYPE is SCHEDULED, |
[ [ | Tinme when NOTIFY is sent |
I I I I
e +
| EVENTS_CONFI G | *[ EVENT_TYPE I D] | List of Events that |
| | | trigger the Monitor |
o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| DEREG | NFO | *[ MONI TOR I D | Monitors to deregister, |
| | [bool ean] | Bool ean (optional) |
| | | indicates if a successful |
| | | DEREG triggers a NOTIFY |
| | | with final data |
o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| NOTI FY_I NFO | [32, Notification-1d] |ID used for Client ordering|
[ | [MONI TOR-1D] | Monitor-1D of the NOTIFY, |
[ | [32, TRI GGER] | TRIGGER for the NOTIFY, [
| | [32, timestanp] | Ti mest anp of when the |
| | |attributes were recorded |
o s m o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Figure 12: Protocol Attributes: Mnitor and Notify Attributes
TRI GGERS include but are not limted to the follow ng val ues:
0 Events specified in the Event List of an EVENTS CONFI G

o LOW THRESHOLD CROSSED
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0o H GH THRESHOLD CROSSED
o PERI ODI C_REPORT
0 SCHEDULED_REPORT
o PROBED
0o DEREG FI NAL_VALUE

4.3. Protocol Messages and Semantics
The followi ng table specifies all protocol nessages to create and
modify a rule by creating and deleting |ogical Ports, adding and
nmodi fyi ng properties and binding traffic descriptors to a port.
Furt hernore, nessages can schedul e tasks, such as nonitoring, at an
Agent or probe the status of the scheduled task froma dient.

Addi tional nessages enable the Data-Plane to notify or query the
Control - Pl ane through the Agent and Cient functions.
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e +
| Message | Descri ption |
+ +
[ Messages issued by the FPC di ent [
| UPRIADD | Add alegical pore T \
PR DEL | pelete alogical port T |
| PRoPLADD | Add a property to a logical port |
| PRoP.MID | Modify a property of alogical port \
| PRoP.DEL | Delete a property froma logical port |
| 7000 | Add traffic descriptor to a logical port \
| ToMo | Mbdify an existing traific deseriptor \
| TopeL | belete an existing traffic descripor |
| MONTORREG | Install amonitor at an Agent. The message |

| | includes information about the attribute to |
| | nmonitor and the reporting nethod. |

R T NN +
| MONITOR_ DEREG | Renpve a nonitor at an Agent. |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
[ PROBE | Probe the status of a registered event [
S s +
[ Messages issued by the FPC Agent |
T N N e +
| | Notify the Cient about the status of a |
| NOTI FY | nonitored attribute per the reporting method |
[ | (periodic / event trigger / probed) [
S s +
| QUERY | Query the dient about missing rules/states [
N e R NN +

Fi gure 13: Protocol Messages
4.4. Protocol Qperation

The following list conprises a nore detailed description of each
nmessage’ s senantic.

An FPC dient and Agent MUST identify thenself using the CLI _ID and

AGT I D respectively to ensure that for all transactions a recipient
of an FPC nmessage can unanbi guously identify the sender of the FPC
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message. A Client MAY direct the Agent to enforce a rule in a
particul ar DPN by including a DPN_ID value. Oherw se the Agent
selects a suitable DPN to enforce a rule and notifies the dient
about the selected DPN using the DPN_ID.

(0]

PRT_ADD - Issued by a Client to add a new | ogical port at an
Agent. An Agent receiving the PRT_ADD nessage identifies the new
port according to the included port identifier (PRT_ID). The
Agent adds a new port into its conceptual data structures using
the port identifier as key. Optionally, the PRT_ADD nessage MAY

i nclude properties as well as traffic descriptors, which are bound
and refer to the new port. This enables a Client to issue a new
configuration in a single transaction with an Agent. A dient MY
assign a port to a group of ports and indicate the associated port
group identifier (PRT_GROUP_ID) in the PRT_ADD nessage.

PRT DEL - Used by a Cient to delete a port. An Agent receiving
such nmessage MJST delete all properties associated with the
identified port.

PROP_ADD - Used by the dient to add a new property to an existing
port. The property is unanbiguously identified through a property
identifier (PRT_PROP_ID). Al traffic, which is directed to this
port is treated according to the existing and new y added
property. Optionally, the PROP_ADD nessage can include traffic
descriptors, which refer to the port to which the properties are
bound. This enables a Client to add new rules to the existing
port to which the new properties have been bound in a single
transacti on.

PROP_MXD - Used by a Cient to nodify an existing property. For
exanpl e, a tunnel property can be changed to direct traffic to a
different tunnel endpoint in case of a nobile node’s handover.
Optionally, the PROP_MOD nessage can include rul es descriptions,
which refer to the port whose properties are nodified. This
enables a Client to add new rules to the existing port whose
properties have been nodified in a single transaction.

PROP_DEL - Used by a Client to delete one or multiple properties,
each being identified by a property identifier.

TD ADD - Used by a Cient to add a traffic descriptor to a port.
The traffic descriptor SHOULD unanbi guously identify aggregated
traffic (longest prefix), per host IP traffic or per-flowtraffic
in the TD_ADD command and bind the identified traffic to a port.
Traffic descriptors are carried in a TD CONTAI NER, which all ows
the identification of a traffic description as well as the
indication if a traffic handling priority in case the sole traffic
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description does not suffice unanbiguous traffic matching. An
Agent receiving a TD _ADD conmand MJST add the traffic descriptor
to its local conceptual data structures and apply commuands for

| ocal configuration to add the new traffic descriptor to the rule
on the DPN. Miltiple traffic descriptors can bind to the sane
port. Al traffic captured by the traffic descriptor wll
experience the sane treatnent per the properties which bind to
that port.

o TD MOD - Used by a dient to nodify an existing traffic
descriptor. An Agent receiving such nessages MJUST apply conmands
to the local configuration and update the rule on the DPN
accordingly.

o TD DEL - Used to renove an existing traffic descriptor froma
port. The Agent receiving such nessages MJST del ete the
identified traffic descriptor fromthe | ocal configuration and
update the rule on the DPN accordingly.

o MONITOR REG - Used by a dient to install a nonitor at an Agent.
A nonitor contains the nonitor id, attribute to nonitor, and
optional reporting configuration. The attribute may be any ID
with the exception of MONITOR ID and EVENT _TYPE ID. Wen a
Monitor registration is applied, the reporting configuration MJST
be applicable to the attribute nonitored, e.g. a Mnitor using a
Threshol d configuration cannot be applied to a Port but it can be
applied to a numeric Port Property. Four report types are
defined: (1) Periodic reporting specifies an interval by which a
NOTIFY is sent to the dient, (2) Event reporting specifies a |list
of EVENT_TYPE IDs that, if they occur and are related to the
nmonitored attribute, will result in sending a NOTIFY to the
Client, (3) Scheduled reporting specifies the tinme (in seconds
since Jan 1, 1970) when a NOTIFY for the nonitor should be sent to
the Client. Once this Mnitor’s NOTIFY is conpleted the Monitor
is automatically de-registered, (4) Threshold reporting specifies
one or both of a low and high threshold. Wen these values are
crossed a corresponding NOTIFY is sent to the Client. Al
moni tored data can be requested by the Client at any time using
the PROBE nessage. Thus, reporting configuration is optional and
when not present only PROBE nessages nmay be used for nonitoring.
If a SCHEDULED or PERI ODI C configuration is provided during
registration with the tinme related value (tine or period
respectively) of 0 a NOTIFY is imediately sent and the nonitor is
i medi ately de-registered. This nethod should when a MONI TOR has
not been installed, an imediate NOTIFY is sufficient for the
Client’s needs and the dient has no further need for the nonitor
to be registered. An Agent nmay reject a registration if it or the
DPN has insufficient resources.
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0o MONITOR DEREG - Used by a Client to renmove a nonitor from an
Agent. The message identifies one or multiple nonitors by
including the MONITOR ID. The nmessage al so includes an optional
Bool ean val ue that, when true, will result in NOTIFY nessages
being sent for the MONNTOR ID to the dient. Wen a nonitor has a
reporting configuration of SCHEDULED it is automatically de-
regi stered after the NOTIFY occurs. An Agent or DPN may
tenporarily suspend nonitoring if insufficient resources exist.

In such a case the Agent MJST notify the Cient.

0 PROBE - Used by a Cient to retrieve information about a
previously installed nonitor. The PROBE nessage SHOULD identify
one or nore nonitors by nmeans of including the associ ated nonitor
identifier. An Agent receiving a PROBE nessage SHOULD send the
requested information in a single or multiple NOIlFY nessages.

0 NOTIFY - Used by an Agent to report the status of a nonitor to a
Client. This message contains the MONITOR ID, a NOTIFI CATION_ID
to pernmit the Cient to distinguish anbngst nany nonitoring
rel ated requests, a TRIGGER that caused the NOTIFY nessage, the
ti mestanp of when the nonitored information was record for the
message along with the value of the nonitored attribute.

0 QUERY - Used by an Agent to request an update of port properties
via a Cient. The Agent adds one or nultiple port identifiers to
the QUERY nessage to request all properties associated with the
identified port(s). The Agent MAY request the update of
particul ar properties associated with a port by including the
property and its identifier. As result of processing a QUERY
message, the Cient sends one or nultiple PROP_MOD nessages with
the requested properties to the Agent.

Al'l messages sent froma Client to an Agent MJUST be acknow edged by
the Agent. The response nust include all attributes as well as
status information, which indicates the result of processing the
message, using the RESULT property. |n case the processing of the
nmessage results in a failure, the Agent sets the RESULT accordingly
and MAY clear the property or traffic descriptor, which caused the
failure, in the response.

A dient MAY add a property to a port without providing all required

details of the attribute’s value. 1In such case the Agent SHOULD
determine the missing details and provide the conpleted property
description back to the dient. 1n case the Agent cannot determ ne

the m ssing value of an attribute’s value per the dient’s request,
it leaves the attribute's value cleared in the response and sets the
RESULT to failure. As exanple, the Control -Plane needs to setup a
tunnel configuration in the Data-Plane but has to rely on the Agent
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to determ ne the tunnel endpoint which is associated with the DPN
that enforces the rule. The dient adds the tunnel property
attribute to the FPC nessage and clears the value of the attribute
(e.g. |P address of the local tunnel endpoint). The Agent
determi nes the tunnel endpoint and includes the conpl eted tunnel
property in its response to the Cient.

The following list provides information on the use and semantics of
attributes for traffic treatnent:

0 PROP_TUN - Defines the properties for encapsulation into different
tunnel headers. The property includes |P address information of
tunnel endpoints as well as a type identifier specifying the
encapsul ation type. Further attributes may be included to provide
i nformati on which is relevant for the configuration and
initialization of the tunnel.

0 PROP_REWR - Defines the properties for | P address and port re-
wite.

0 PROP_(QCS - Defines the QoS properties in ternms of a known index
type, e.g. LTE's Quality Odass Index (Ql), and its value (QC
1..9), as well as a Differentiated Services Code Point (DSCP) to
classify and nmark packets. Additional QS attributes may follow,
to define Guaranteed Bit Rate (GBR) and Maximum Bit Rate (MBR)
bounds. PROP_Q0S GBR and PROP_QOS MBR attributes can apply to a
single port or multiple ports. The latter is required to
configure aggregate bounds, such as Aggregate Maxinum Bit Rate
(AMBR), taking traffic, which is forwarded through different ports
(hence experiencing different treatnment), into account. In such
case the GBR/MBR attributes append nultiple PRT_ID attributes to
identify the ports which are to be nonitored to determ ne the
aggregated view of the bit rate. As alternative to binding a
PROP_QOS MBR property to each port whose traffic is to be taken
into account for Aggregate Maxinum Bitrate (AMBR) netering, a
Client can create a separate port with a single PROP_QOS _MBR
property. Qher ports, whose traffic is to be netered per the
AMBR, can refer to the port with the PROP_QOS MBR property using
t he PROP_CONCAT property. The scope of attributes for Q@S is
aligned to [RFC7222]. The Allocation and Retention Priority (ARP)
as per [RFC7222] is not present in the list of QS-specific
attributes, since ARP is treated and kept in the Control -Plane for
granting requests for new resources and QoS, as well as for
preenpting other QoS configuration, if needed.

0 PROP_Q0s GBR - Defines the GBR bound for traffic associated with a
port.
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0 PROP_QCs MBR - Defines the MBR bound for traffic associated with a
port.

0 PROP_GW- Defines a Next Hop | P address, to which packets are
forwarded. Using this attribute, the Control-Plane can configure
a host-route in the Data-Plane to deviate fromdefault routes.

0 PROP_CPY FORW- Refers to a different port and results in
treatment of a copy of packets per the properties bound to the
referred port.

0 PROP_DROP - Defines a treatnent action to drop packets of traffic
associated with a port. As exanple, this treatnment action can be
used to enforce gating rules and filter traffic which does not
match any traffic descriptor

0 PROP_CONCAT - Traffic can be treated per properties bound to
concatenated ports. After treatment of traffic according to the
properties of a port, additional treatnent actions per the
properties bound to a separate port, which is referred to in the
PROP_CONCAT property, apply to the traffic. As exanple, port
concat enati on can be used to enable AMBR netering to traffic which
is associated with nmultiple other ports.

0 PROP_NSH - Defines the properties for a Network Service Header
(NSH). The header is included to the classified IP flows.

Unl i ke descriptors, overlapping or contradictory properties cannot be
resol ved by the Agent. For exanple, adding address translation

rel ated properties and a Drop property to a single port may result in
needl ess activity in the DPN or it may reflect a tenporary

adm nistrative activity where the port nust Drop traffic. O her
properties nmay be intentionally set, e.g. a property that invokes and
accounting activity and a Drop property present on the same port.

The FPC dient MJST avoid situations where contradictory properties
or those that result in unnecessary activity are added to ports.

Rat her, in such situations, multiple ports MJST be used. 1In sone
obvi ous cases the Agent MAY raise a warning but a contradictory
action.

The following list provides information on the use and senmantics of
admi ni strative properties:

0 ADM N STATE - A dient can apply an adm nistrative state to a port
i ndi cating the desired operational status of a port (enabl ed,
di sabled, virtual). An Agent, which receives a nessage w thout
ADM N _STATE property, SHOULD consider the port to be 'enabl ed’
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0 SESSION _STATE - A Cient can indicate to the Agent the status of a
rule to serve Data-Plane traffic. A session state 'conplete
confirns that a rule is valid and ready to serve Data-Pl ane
traffic. A session state 'inconplete’ hints to the Agent that
nmore FPC nessage will arrive fromthe Cient to conplete a rule,
wher eas session state 'outdated’ requires the Agent to solicit an
update of the rule fromthe Cient in case a rule with session
state 'conplete’ is desired. An Agent, which receives a nessage
wi t hout SESSI ON_STATE property, SHOULD assune the session state is
"conpl et e’

0 CLONE REF - Instead of repeatedly sending all properties and
traffic descriptors for sinmilar rules, a dient can take a clone
of a previously configured rule as base for a new one by using the
CLONE_REF property with a PRT_ADD nmessage and refer to an existing
port. The cloned port will be a copy of the referred port and
serve as base for the new port. The cloned port will have its own
port identifier, which will also be present in the port identifier
portion of the property identifiers. After a cloned port has been
created, it represents its own rule w thout any further dependency
on the reference port which served as source to create the clone.
A dient MAY apply updates to existing properties of the new port,
as well as delete or add properties. Updates to the port in terns
of new or changed properties and traffic descriptors MAY al ready
come with the PRT_ADD nessage or subsequently using nessages to
handl e properties and traffic descriptors. A dient can use the
CLONE_REF property with nessages to handl e properties and traffic
descriptors to achieve a different result. |In such case these
messages identify an existing port already and processing the
CLONE_REF property on the receiving Agent will result in a reset
of the identified port to match the properties of the port
referred to in the CLONE_REF property.

0 ACT_DELAY - A dient can use this property to define a delay in ns
before an updated rule takes effect at an Agent, e.g. an
adm nistrative state 'enabled’ will be enforced by the Agent after
the delay per the Cient’s request.

o PRT_BIDR - A Cient uses this property to indicate to an Agent to
apply a rule associated with a port bi-directionally. |In case the
PRT BIDIR property is absent in a nessage, the Agent assunes a
rul e applies uni-directionally.

0 RESULT - An Agent uses this property to signal to the Cient in a
response the result of processing a nessage.

Figure 14 illustrates an exenplary session life-cycle based on Proxy
Mobile I Pv6 registration via MAG Control -Plane function 1 ( MAG Cl)
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and handover to MAG Control -Pl ane function 2 (MAG C2). Edge DPN1

represents the Proxy CoA after attachment,
as Proxy CoA after handover.
Agent and the network control

with the Anchor-DPN, e.g. a Router.

wher eas Edge DPN2 serves
As exenpl ary architecture, the FPC
function are assumed to be co-located

+o--- - Router-------- +
B T + |+ ------- + H--e e - - +|
+------ + - + +----- + FPC | | FPC | | Anchor |
| MAG- C1| | MAG C2| | LMA-C| dient| | Agent | | DPN [
O — + 4o + oo o - - + - + 4o mem oo +
[MN attach] | | | |

[------------- PBU- - - - - >| | |

I I |----(1)-PRT_ADD---------- I I

| | | D | |

I I |--(2)---PROP_ADD--------- I I

| | | [ PRT_I D, PROP_TUN| | --tunl up->|

I I I I I

I I |--(3)---PROP_ADD--------- I I

| | | [ PRT_I D, PROP_QOS] | --tc gos-->|

[ <---emmmeeo - PBA- - ---- |--(4)----TS_ADD---------- [ [

| +----+ | | [ PRT_I D, | -route add>|

| | Edge| | | TD_CONTAI NER( HNP) ] | |

| |DPNL| | I I I

| A+----+ I I I

| | |

I | - -

I I I I

| [ MN handover ] | | |

I | ---PBU ---->| I I

I I | --(5)---PROP_MD--------- I I

| | <--PBA------ | [ PRT_I D, PROP_TUN| | -tunl nod->|

I I I I I

I | +----4 I I I

I | | Edge| I I I

I | | DPN2| I I I

I |  +----4 I I I

| | | | | |

I I | - -

I I I I I
Figure 14: Exenplary Message Sequence (focus on FPC reference point)
After reception of the Proxy Binding Update (PBU) at the LMA Control -
Pl ane function (LMA C, the LMA-C selects a suitable DPN, which
serves as Data-Plane anchor to the nmobile node’s (MN) traffic. The

Li ebsch, et al. Expi res Septenber 22, 2016 [ Page 27]



Internet-Draft DWVM FPC Pr ot ocol March 2016

LMA-C adds a new | ogical port to the DPNto treat the M\'s traffic
(1) and includes a Port ldentifier (PRT_ID) to the PRT_ADD command.
The LMA-C identifies the selected Anchor DPN by including the
associ ated DPN identifier.

Subsequently, the LMA-C adds properties to the new port. One
property is added (2) to specify the forwardi ng tunnel type and
endpoi nts (Anchor DPN, Edge DPN1l). Another property is added (3) to
specify the QoS differentiation, which the MNs traffic should
experience. At reception of the properties, the FPC Agent utilizes
| ocal configuration commands to create the tunnel (tunl) as well as
the traffic control (tc) to enable QS differentiation. After
configuration of port properties have been conpleted, the LMA bi nds
the traffic description for the MNs traffic to the port by sending a
TS CONTAI NER to the Agent and identifying the MN' s Nonme Network
Prefix (HNP) in the traffic descriptor. At the reception of the
traffic descriptor, the Agent applies a new route to forward all
traffic destined to the MN's HNP to the configured tunnel interface
(tunl).

Duri ng handover, the LMA-C receives an updating PBU from the handover
target MAG C2. The PBU refers to a new Dat a- Pl ane node (Edge DPN2)
to represent the new tunnel endpoint. The LMA-C sends a PROP_MOD
message (5) to the Agent to nodify the existing tunnel property of
the existing port and to update the tunnel endpoint from Edge DPN1 to
Edge DPN2. Upon reception of the PROP_MOD nessage, the Agent applies
updat ed tunnel property to the local configuration.

To reduce the nunber of protocol handshakes between the LMA-C and the
DPN, the LMA-C can append properties (PROP_TUN, PROP_QOS) and traffic
descriptor attributes to the PRT_ADD nessage, as illustrated in

Fi gure 15.
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o e oo + Fomme oo + oHemmem oo +
R + - + +----- + FPC | | FPC | | Anchor |
| MAG C1| | MAG C2| | LMA-C| dient] | Agent | | DPN |
Homm - - - + 4---- - + +-- - - - Fom oo - + Fom oo - I S +
[MN attach] | | | |

[--------e--- PBU- - - - - >| | |

I I |----(1)-PRT_ADD----------- >| I

| | | [ PRT_I D, PROP_TUN, | --tunl up->|

I PBA------ | PROP_QCS, | --tc gos-->|

[ [ [ TS_CONTAI NER(HNP)] | -route add>|

| [Edge]- -

e ]

| [ MN handover ] | | |

| | ---PBU ---->| | |

I N PROP_MOD--------- >| |

| | <--PBA------ | [ PRT_I D, PROP_TUN| | -tunl nod->|

I I I I I

I | [Edge]- -

I | [ DPN2] I I I

Fi gure 15: Exanple: Sequence for Message Aggregation (focus on FPC
ref erence point)

5. Protocol to support Nbodel |1

5.1. Protocol Attributes

o o m e e e e e e +
| Attribute | Format | Description |
+ +
| I P Tunnel Attributes |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| TUN_SRC | P_ADDR | [I P address] | Tunnel Source IP |
I I I I
o m m e e e e e e e e e e e +
| TUN_DST_| P_ADDR | [I P address] | Tunnel Destination IP |
| | | |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| TUN_ENCAP_TYPE | [ ENCAP_GRE, ENACP_UDP,| Encapsul ati on Type |
[ | ENCAP_I P] [ [
o m m e e e e e e e e e e e e e—iaaooo- +
| TUN_TYPE_UDP | [ SRC_PRT, DST_PRT] | UDP Direction - Source |
| | | or Destination |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| TUN_TYPE_GRE | [ UPLI NK_GRE_KEY, | GRE Tunnel Type [

| | DOWANLI NK_GRE_KEY] | |
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T T e, +
| TUN_I F_MTU | [ MTU] | Tunnel Interface MIU |
| | | |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| TUN_PAYLQAD TYPE | [ PAYLOAD | PV4, | Tunnel Payl oad Type |
| | PAYLOAD | PV6, | |
[ | PAYLQAD DUAL] [ [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| TUN_VENDOR_SPEC PARAM [ OPAQUE] | Tunnel Vendor Specific |
[ [ | Paraneters [
S +
[ Rout e Management Attributes [
T I N NN +
| I NPUT_I F | [ I F_I NDEX] | I nput Interface |
| | | |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| QUTPUT I F | [ I F_I NDEX] | Qut put Interface |
S S SRR \
| NEXT_HOP_I P_GW ADDR |[|P address] | Next Hop | P Gat eway |
| | | Addr ess |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +

o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| DST_I P_SUBNET |[IP prefix] | Destination | P Subnet |
| | | |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| DST I P_SUBNET_MASK  |[IP prefix] | Destination | P Subnet |
I I | Mask I
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| QS Attributes |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| AMBR | [ Unsi gned | nt eger | Aggr egat e Maxi mum [
| | (32 bit)] |Bitrate |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| GBR | [ Unsi gned | nt eger | Guaranteed Bitrate [
I | (32 bit)] I I
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| TCLASS | [ Unsi gned | nt eger | Traffic C ass [
I | (32 bit)] I I
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| TFT | TBD | Traffic Flow Tenpl ate [
I I I I
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
[ Optional Attributes [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| NSH_HEADER | [ Service Path |d] | NSH Header |
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| | Service Index, TFT] | |

o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
Figure 16: Moddel 11 Protocol Attributes: Traffic Treatnent
T T e, +
| Attribute | For mat | Descri ption |
+ +
[ I dentifier [
S . +
| TUNNEL_I F_ID | [ 1 F_I NDEX] | Tunnel Interface [
[ [ | Identifier [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| VRF_I D | [ Unsi gned | NT] | VRF I dentifier |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| PBR I D | [ Unsi gned | NT] | Policy Based Routing |
[ [ | 1dentifier [
T I N NN +
| CTRL_PLANE_ | D | I P address | Control -Plane Identifier |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| CONTEXT_I D | TBD | Context ldentifier [
S s +
| QS _SERVI CE I D | [ Unsi gned | NT] | @S Service Identifier |
T N N NN +
| SESSI ON_I D | [ Unsi gned | NT] | Session ldentifier |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| ROUTE_I D | [ Unsi gned | NT] | Route Identifier [
S s +
| Optional ldentifiers |
e I N e +
| SERVI CE_PATH_ | D |[24-bit identifier] | Service Path ldentifier |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
Figure 17: Model |1 Protocol Attributes: Identifiers

5.2. Protocol Messages and Senantics

o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| Message | Description |
+ +
[ Tunnel |nterface Managenent [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| CREATE_TUNNEL_IF | Create a Tunnel Interface |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| DELETE_TUNNEL I F | Delete a Tunnel Interface |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
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| UPDATE_TUNNEL_ PARAMETER | Update a paraneter of the specified |

| | tunnel |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| QUERY_TUNNEL_I F | Request Tunnel Interface information [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| Pol i cy Route Managenent |
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| CREATE_POLI CY_ROUTE | Create a Policy-based Route |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| DELETE_POLI CY_ROUTE | Deletes a Policy-based Route [
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| ADD TRAFFI C_SELECTOR | Adds a Traffic Selector to a Policy- |
| | based Route |
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| DELETE_TRAFFI C_SELECTOR | Renoves a Traffic Selector from |
[ | a Policy-based Route [

S . +
| QUERY_PCLI CY_ROUTE | Request Policy Route information |
e NN +
| | P Rout e Managenent |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
| CREATE_I P_ROUTE | Create an I P Route [
S s +
| DELETE_I P_RQUTE | Delete an I P Route |
T N NN NS +
| QUERY_I P_RQUTE | Request | P Route information |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmemee— o +
[ | P QS Managenent [
S s +
| ALLOCATE QOS RESOURCES | Allocates QoS Resources, e.g. AMBR to |
[ | the specified Session / Context |
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| DEALLOCATE QOS RESOURCES | Renobves applies QS Resources from |
[ | the specified Session / Context [

o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mee o +
| Opti onal Managenent |
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| ADD_NSH HEADER | Add NSH Header for the classified |
| | TP flows |
o mm o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eoo o +
| DELETE_NSH HEADER | Renove NSH Header for the classified |
| | 1P flows [
o o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
Figure 18: Model 11 Protocol Messages
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5.3.

Prot ocol Operation

The following Iist conprises a description of each nmessage’s
semanti c.

(0]

CREATE _TUNNEL | F - Message can include TUN_SRC | P_ADDR,

TUN_DST | P_ADDR, TUN_ENCAP_TYPE, TUN_IF_ID, TUN_TYPE UDP,
TUN_TYPE_GRE, TUN_|IF_MIU, TUN_PAYLOAD TYPE, TUN_VENDOR SPEC PARAM
VRF_I D, CTRL_PLANE | D, CONTEXT_I D.

DELETE TUNNEL | F - Message can include TUN SRC | P_ADDR,
TUN_DST | P_ADDR, TUN ENCAP_TYPE, TUN |F ID, CTRL_PLANE I D,
CONTEXT_I D.

UPDATE_TUNNEL_PARAMETER - Message can include TUN_SRC | P_ADDR,
TUN_DST_I P_ADDR, TUN_ENCAP_TYPE, TUN |F_ID, TUN_|IF_MU,
TUN_PAYLOAD TYPE, TUN_VENDOR SPEC_PARAM CTRL_PLANE | D,
CONTEXT _I D.

QUERY_TUNNEL_| F -

CREATE_PQOLI CY_ROQUTE - Message can include INPUT_IF, QUTPUT I F,
NEXT_HOP_I P_GW ADDR, VRF_ID, PBR_ID, CTRL_PLANE_ID, CONTEXT_ID.

DELETE_POLI CY_ROUTE - Message can include PBR I D, CTRL_PLANE_I D,
CONTEXT_I D.

ADD_TRAFFI C_SELECTOR - Message can i ncl ude TRAFFI C_SELECTOR ACL,
PBR_I D, CTRL_PLANE | D, CONTEXT | D.

DELETE_TRAFFI C_SELECTOR - Message can incl ude
TRAFFI C_SELECTOR_ACL, PBR_ID, CTRL_PLANE |D, CONTEXT_ID.

QUERY_POLI CY_RQUTE -

CREATE | P_ROUTE - Message can include DST_| P_SUBNET,

DST_| P_SUBNET_MASK, OUTPUT |IF, VRF_ID, ROUTE_ID, CTRL_PLANE I D,
CONTEXT_I D.

DELETE | P_RQUTE - Message can include ROUTE I D, CTRL_PLANE | D,
CONTEXT_I D.

QUERY_| P_ROUTE -

ALLOCATE_QOS RESQOURCES - Message can include AMBR, GBR, TCLASS,
TFT, QOS_SERVI CE_I D, CONTEXT_I D.
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0 DEALLOCATE _QOS RESOURCES - Message can include Session_ID
QOCS_SERVI CE_ID, CONTEXT_ID

0 ADD NSH HEADER - Message can include SERVI CE PATH I D
SERVI CE_I NDEX, TFT

0 DELETE_NSH HEADER - Message can include SERVI CE_PATH I D
SERVI CE_| NDEX, TFT

6. Security Considerations

Detai |l ed protocol inplenentations for DWM Forwarding Policy
Configuration nmust ensure integrity of the information exchanged
between an FPC dient and an FPC Agent. Required Security

Associ ations may be derived fromco-located functions, which utilize
the FPC dient and FPC Agent respectively.

7. | ANA Consi derati ons

Thi s docunment provides a data nodel and protocol operation for DV
Forwardi ng Policy Configuration. YANG nodels are currently included
in the Appendi x and will be updated per the next revision of this
docunent to specify the data nodel as well as to enable an

i mpl ementati on of the FPC protocol using RPC

No actions from I ANA are required. In case the semantics of this
specification will be nmapped to a particular wire protocol, authors
of an associ ated separate docunent will approach I ANA for the
associated action to create a registry or add registry entries.

8. Wirk Team Partici pants
Participants in the FPSM work team di scussion include Satoru
Mat sushi ma, Danny Mses, Sri @undavel li, Marco Liebsch, Pierrick
Seite, Al per Yegin, Carlos Bernardos, Charles Perkins and Fred
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Appendi x A. YANG Data Mbdel for the FPC protocol

These nodul es define Model | YANG definitions. Four nodul es are
defi ned:

o ietf-dmmfpcp-base (fpcp-base) - Defines the base nodel for Nbdel
| FPC as defined in this docunent

o ietf-pmp-qgos (pm p-qos) - Defines proxy nobile | Pv6 QS
paraneters per RFC 7222

o ietf-traffic-selectors-types (traffic-selectors) - Defines Traffic
Sel ectors per RFC 6088

Li ebsch, et al. Expi res Septenber 22, 2016 [ Page 35]



Internet-Draft DWVM FPC Pr ot ocol March 2016

o ietf-dnmfpcp-pnmip - Augnents fpcp-base to include PMP Traffic
Sel ectors as a Traffic Descriptor subtype and pm p-qos QS
paraneters, where applicable, as properties.

Not e (2016-03-21): The YANG Data Mddel does not yet adopt all
extensions per this version of the draft and will be updated shortly
after the | ETF95 neeti ng.

A. 1. FPC Base
A.1.1. FPC Base YANG Model
nmodul e ietf-dmmfpcp-base {
nanespace "urn:ietf:parans: xn :ns:yang:ietf-dmmfpcp-base”;
prefix fpcp-base;

inmport ietf-inet-types { prefix inet; }

organi zation "I ETF DMM Wr ki ng G oup";
contact "Satoru Matsushi ma <satoru. mat sushi na@. sof t bank. co. j p>";

description
"Thi s nodul e contains YANG definition for
Forwar di ng Policy Configuration Protocol.(FPCP)";

revision 2016-01-18 {
description "Changes based on -01 version of FPCP draft."”;
reference "draft-ietf-dmmfpc-cpdp-01";

}
typedef fpcp-name-type {
type string;
description "FPCP common nane type";
}
typedef fpcp-carrier-id {
type uint 16;
description "Carrier-1D";
}
typedef fpcp-network-id {
type uint 16;
description "Carrier-1D";
}
typedef fpcp-client-id {

type uint32;
description "Cient-1D";
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}
typedef fpcp-agent-id {
type uint32;
description "Agent-I1D';
}
typedef fpcp-dpn-id {
type uint32;
description "Carrier-1D";
}
typedef fpcp-port-id {
type uint32;
description "PRT_ID";
}
typedef fpcp-property-id {
type uint8;
description "PRT_PROP_ID';
}
typedef fpcp-rule-id {
type uint8;
description "PRT_RULE | D';
}
typedef fpcp-qos-class-identifier {
type uint8 {
range "1..9";
}
description "QCl"
}
typedef fpcp-qos-bandwi dth {
type uint32;
description "Bandwith value in bit per second.";
}

identity tunnel -type {
description
"Base identity fromwhich specific use of
tunnel s are derived.";

}

identity fpcp-tunnel-type {
base "tunnel -type";
description
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"Base identity fromwhich specific tunne
types in FPCP uses are derived.";

identity ip-in-ip {
base "fpcp-tunnel -type";
description "IP-in-1P tunnel"

}

identity gtp {
base "fpcp-tunnel -type";
description "GIP-U tunnel "
}

identity gre {
base "fpcp-tunnel -type";
description "CGRE tunnel"

}

identity service-function {
description
"Base identity fromwhich specific
service function types are derived.";

}

identity ip-protocol {
description
"Base identity from which specific
| P protocol types are derived.";

}

identity property-type {
description
"Base identity of property";
}

identity property-qos {
base "property-type";
description
"QoS property”;

identity property-endpoint {
base "property-type";
description
"Endpoi nt property";
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identity property-type-endpoint {
base "property-type";
description
"Endpoi nt property";

}

identity qos-type {
description
"Base identity from which specific
uses of (VS types are derived."

}

identity fpcp-qos-type {
base "qos-type";
description
"Base identity fromwhich specific
QS types in FPCP uses are derived.";

}

identity fpcp-qos-type-gbr {
base "fpcp-gos-type";
description
"A QS Type for CGuaranteed Bit Rate (GBR).";

}

identity fpcp-qos-type-nbr {
base "fpcp-gos-type";
description
"A QS Type for MaximumBit Rate (MBR).";

}

identity fpcp-qos-index-type {
base "qgos-type";
}

identity fpcp-qos-index {
base "fpcp-qgos-index-type";
}

identity traffic-descriptor-type {

}

identity fpcp-traffic-descriptor {
base "traffic-descriptor-type"

}

grouping carrier {
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description "ldentify FPCP Carrier";
| eaf carrier-id {

type fpcp-carrier-id,

mandat ory true;

description "Carrier |ID';

}

groupi ng agent {
description "AGT_ID to identify FPCP Agent";
| eaf agent-id {
type fpcp-agent-id;
description "Agent ID';

}

grouping client {
description "CLI IDto identify FPCP dient";
leaf client-id {
type fpcp-client-id;
description "Client |1D";

groupi ng network {
description "ldentify FPCP Network";
| eaf network-id {
type fpcp-network-id;
description "Network |ID';

}

groupi ng dpn {
description "ldentify FPCP Data-Pl ane Node";
| eaf dpn-id {
type fpcp-dpn-id;
description "DPN I D";

}

groupi ng port {
description "ldentify FPCP Port";
| eaf port-id {
type fpcp-port-id,
description "Port-1D";
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groupi ng property {
description "ldentify FPCP Property";
| eaf property-id {
type fpcp-property-id;
description "Property-1D';

}

grouping rule {
description "ldentify FPCP Rul e";
leaf rule-id {
type fpcp-rule-id;
description "Rule-1D"

}

grouping fpcp-carrier {
description "Define FPCP network";
uses carrier;
uses agent;
list client {
key client-id;
description "List of FPCP dients";
| eaf nane {
type fpcp-nane-type
description "Client Nane";

}

uses client;

}
list dpn {
key dpn-id;
description "List of FPCP DPNs";
| eaf nane {
type fpcp-nane-type
description "DPN Nane";
}

uses dpn;

}

groupi ng dpn-set {
description "DPNs which consist a DPN set."
| eaf nane {
type fpcp-name-type
description "DPN set nane";

| eaf network {
type leafref {
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path "/fpcp-carriers/carrier/network/network-id";

}
description "Network-1D which a DPN-set is belonging to."

| eaf role {
type enuneration {
enum anchor-13 {
description ""
}

enum anchor-12 {
description "";
}

enum access {
description ""
}
}

description "Define DPNs role in data-plane.";

list endpoint-dp {
key | ocal - addr ess;
description "List of data-plane endpoint properties of a
set of DPNs.";
| eaf | ocal -address {
type inet:ip-address;
description "";
}
| eaf renote-dpn {
type leafref {
path "/fpcp-carriers/carrier/dpn-group/nane";
}

description ;

| eaf default-tunnel-type {
type identityref {
base "fpcp-tunnel -type";
}

description "Tunnel Type";

}

}
groupi ng dpn-set {
description "DPNs which consist a DPN set."
| eaf nane {
type fpcp-nane-type
description "DPN set nane";

| eaf network {
type leafref {
path "/fpcp-carriers/carrier/network/network-id";
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}
description "Network-1D which a DPN-set is belonging to.";

| eaf role {
type enuneration {
enum anchor-13 {

description "";
}
enum anchor-12 {
description "";
}

enum access {
description "";
}
}

description "Define DPNs role in data-plane.";

}
list endpoint-dp {
key | ocal - addr ess;
description "List of data-plane endpoint properties of a
set of DPNs.";
| eaf | ocal -address {
type inet:ip-address;
description "";
}
| eaf renote-dpn {
type leafref {
path "/fpcp-carriers/carrier/dpn-group/nane";
}

description "";

| eaf default-tunnel-type {
type identityref {
base "fpcp-tunnel -type";
}

description "Tunnel Type";

}

}
list dpn {
key dpn-id;
uses dpn;
description "DPN list in a DPN set";

}

groupi ng tunnel - endpoi nts {
description
"PROP_TUN property as a set of tunnel endpoints";
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| eaf tunnel -type {
type identityref {
base "fpcp-tunnel -type"
}

description "Tunnel Type";

| eaf renote-address {
type inet:ip-address;
description "Renote endpoint”;

| eaf | ocal -address {
type inet:ip-address;
description "Local endpoint"”;

}

grouping gtp-attributes {
description
"GTP_CONF as GIP tunnel specific attributes"”
| eaf renote-teid {
type uint32;
description "TEI D of renote-endpoint”;

}
| eaf local-teid {

type uint32;

description "TEI D of |ocal -endpoint”;
}

}
grouping gre-attributes {
description
"GRE_CONF as CGRE tunnel specific attribute";
| eaf key {
type uint32;
description "CGRE _KEY";

}

grouping rewiting-properties {
description
"PROP_REWR. TBD for which type of rewiting functions
need to be defined"
| eaf type {
type identityref {
base service-function;
}

description "The type of service-function";
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groupi ng fpcp-qosattribute {
| eaf qci {
type fpcp-qos-class-identifier;

| eaf attributetype {
type identityref {
base fpcp-qos-type
}

description "the attribute type"

}
| eaf bandwi dth {

type fpcp-qos-bandwi dth
}

}

groupi ng fpcp-qos-property {
description "PROP_QOS";
| eaf nane {
type fpcp-nane-type
}

| eaf qos-index-type {
type identityref {
base "fpcp-qgos-index-type";

}
choi ce i ndex-type {
case qci {
when "../qgos-index-type = ’'fpcp-qos-index "
contai ner uplink {
uses fpcp-qosattribute;
}
cont ai ner downl i nk {
uses fpcp-qosattribute;
}
}

groupi ng traffic-descriptor {
description
"Traffic descriptor group collects paraneters to
identify target traffic flow ";

| eaf destination-ip {

type inet:ip-prefix;
description "Rul e of destination IP";
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| eaf source-ip {
type inet:ip-prefix;
description "Rule of source IP"

groupi ng fpcp-traffic-descriptor {
| eaf nane {
type fpcp-nane-type

| eaf traffic-discriptor-type {
type identityref {
base "traffic-descriptor-type";
}

}

choi ce descriptor-type {
case fpcp-traffic-descriptor {
when "../descriptor-type = 'fpcp-traffic-descriptor’”
uses traffic-descriptor

}
}
}
groupi ng fpcp-forwardi ng-rul e {
uses rul e;
uses fpcp-traffic-descriptor
}

groupi ng fpcp-port-properties {
description
"A set of port property attributes”

uses property;
list attached-dpns {
key narne;
| eaf nane {
type fpcp-name-type
description "DPN group nane of which port attached.";
}
description "Port attached DPN group list.";
}
cont ai ner endpoi nts {
description "Tunnel Endpoint";
uses tunnel - endpoi nts;
choi ce tunnel {
description "Tunnel - Type";
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case gtp-u {
when "tunnel -type = 'gtp
description "In case of GIP-U is tunnel-type";

}
uses gtp-attributes;
}
case gre {
when "tunnel -type = "gre’" {
description "lIn case of GRE is tunnel -type";
}
uses gre-attri butes;
}

}
}
cont ai ner qos {
description "QS Type";
uses fpcp-qos-property;
list port-in-aggregated-bandw dth {
key port-id;
uses port;
}
}
container rewriting {
description "Rewiting function"
uses rewriting-properties;

}

groupi ng port-field {
description "Definition of attributes of port field";
uses port;
uses carrier;
uses network;

}

/'l Container for configurations sets.

cont ai ner fpcp-carriers {
description "Attributes set of FPCP network";

list carrier {
key carrier-id;
description "List of carriers";
| eaf nane {
type fpcp-name-type
description "FPCP Carrier nanme";

}

uses fpcp-carrier;
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list network {
key network-id;
description "List of networks in a carrier.”
| eaf nane {
type fpcp-nane-type

description "Define visible nane of a network.";

}

uses network;

}

list dpn-group {
key nane;
description "List of DPN groups in a carrier."”;
uses dpn-set;

}
list qos-profile {
key nane;
uses fpcp-qos-property;
list traffic-descriptor {
key nane;
uses fpcp-traffic-descriptor
}

}

[/ Port Entries

container port-entries {
config fal se
description
"This contai ner binds set of traffic-descriptor and

port properties to a port and lists themas a port entry.";

list port-entry {
key port-id;
description "List of port entries";
uses port-field;

list property {
key property-id;
description "Attributes set of properties"”
uses fpcp-port-properties;

}

list forwarding-rule {
key rul e-id;
description "Rule and traffic-descriptor"”;
uses fpcp-forwarding-rule;
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/1 PRT_ADD

rpc port_add {
description "PRT_ADD";
i nput {
Iist addi ng-port {
description "Ports that are added to an agent";
uses port-field;
list forwarding-rule {
key rul e-id;
description "Rule and traffic-descriptor”;
uses fpcp-forwarding-rule;

}
list property {
key property-id;
description "Attributes set of properties”
uses fpcp-port-properties;
}
}
}
}
/1 PRT_DEL

rpc port_delete {
description "PRT_DEL";
i nput {
list deleting-port {
description "Ports that are deleted froman agent";
uses port-field;

}
/1 PROP_ADD

rpc port_property_add {
description "PROP_ADD';
i nput {
i st addi ng-property {
description "Properties that are added to an agent";
uses port-field;
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list property {
key property-id;
description "Attributes set of properties”
uses fpcp-port-properties;

}
/1 PROP_MOD

rpc port _property nodify {
description "PROP_MOD';
i nput {
Iist nodifying-property {
description
"Properties that are nodified in an agent";
uses port-field;

list property {
key property-id;
description "Attributes set of properties”;
uses fpcp-port-properties;

/| PROP_DEL

rpc port_property_delete {
description "PROP_DEL";
i nput {
Iist deleting-property {
description
"Target port/property-id of deleting properties"
uses port-field;

| eaf property-id {
type fpcp-property-id;
mandat ory true
description "Property ID';
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/1 RULE_ADD

rpc rule_add {
description
"TBD for input paraneters of which RULE ADD i ncl udes

but now just traffic-descriptor.";
i nput {
list adding-rule {
description "Rules that are added to an agent”;

uses port-field;

list forwarding-rule {
description "Added rule";
uses fpcp-forwarding-rule;

}
/1 RULE_MOD

rpc rule_nodify {
description
"TBD for input parameters of which RULE_MOD i ncl udes

but now just traffic-descriptor.";
i nput {
list nmodifying-rule {
description "Rules that are nodified in an agent"”;
uses port-field;

list forwarding-rule {
description "Mdified rule";
uses fpcp-forwarding-rule;

}
/1 RULE_DEL

rpc rule_delete {
description
"TBD for input parameters of which RULE_DEL incl udes
but now just traffic-descriptor.";
i nput {
list deleting-rule {
description "Rules that are deleted froman agent";

uses port-field;
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list target-rule {
description "Deleting rul es”;
| eaf target-rule-id {
type fpcp-rule-id;
mandat ory true;
description "Rule I D';

/| EVENT_REG

rpc event register {

description

"TBD for registered paranmeters included in EVENT_REG ";
}

/'l PROBE

rpc probe {
description
"TBD for retrieved paranmeters included in PROBE. ";

}

/'l NOTI FY
notification notify {

description
"TBD for which status and event are reported to client.";

Fi gure 19: FPC YANG base
A.1.2. FPC Base tree
nmodul e: i etf-dmmfpcp-base

+--rw fpcp-carriers
| +--rwecarrier* [carrier-id]

| +--rw nanme? f pcp- name-type
| +--rwcarrier-id fpcp-carrier-id
[ +--rw agent-i d? f pcp-agent-id

| +-rwclient* [client-id]

| | +--rw nane? f pcp- nanme-type
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| +--rwclient-id fpcp-client-id
+--rw dpn* [dpn-id]
| +--rw name? f pcp- name-type

| +--rwdpn-id f pcp-dpn-id
+--rw networ k* [ network-id]

| +--rw nane? f pcp- nanme-type
| +--rw network-id f pcp- network-id
+--rw dpn-group* [ nane]
+--rw nane f pcp- name-type
+--rw network? -> [fpcp-carriers/carrier/network/network-id
+--rwrol e? enuneration
+--rw endpoi nt-dp* [| ocal - addr ess]

| +--rwremote-dpn? -> /fpcp-carriers/carrier/dpn-group/nane

| +--rw default-tunnel-type? i dentityref
+--rw dpn* [dpn-id]

I
I
|
| | +--rwlocal-address i net:ip-address
I
|
| +--rw dpn-id f pcp-dpn-id

+--rw qos-profile* [nane]
| +--rw nane f pcp- nanme-type
| +--rw gos-index-type? i dentityref
| +--rw (index-type)?
I +--:(qci)
| +--rw uplink
| | +--rwqci? fpcp-qos-class-identifier
| | +--rwattributetype? i dentityref
| | +--rw bandw dt h? f pcp- qos- bandwi dt h
| +--rw downl i nk
[ +--rw qci ? f pcp-qos-cl ass-identifier
| +--rw attributetype? i dentityref
| +--rw bandw dt h? f pcp- qos- bandwi dt h
+--rw traffic-descriptor* [nane]
+--rw name f pcp- nane- t ype
+--rw traffic-discriptor-type? i dentityref
+--rw (descriptor-type)?
+--:(fpcp-traffic-descriptor)
+--rw destination-ip? inet:ip-prefix
+--rw source-ip? inet:ip-prefix
port-entries

ro port-entry* [port-id]

+--ro port-id fpcp-port-id
+--ro carrier-id fpcp-carrier-id
+--ro network-id? f pcp- network-id
+--ro0 property* [property-id]

| +--ro property-id f pcp-property-id
| +--ro attached-dpns* [nane]

| | +--ro nane f pcp- nane-type

| +--ro endpoints

| | +--ro tunnel-type? i dentityref
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+--ro port-id fpcp-port-id
+--ro rewiting
+--ro type? i dentityref

| | +--ro renote-address? i net:ip-address
| | +--ro local-address? i net:ip-address
| | +--ro (tunnel)?
|| +--:1(gtp-u)
| | +--ro renpte-teid? ui nt 32
| | +--ro local-teid? ui nt 32
|| +--:(gre)
| +--ro key? ui nt 32
| +--ro gos
| | +--ro nane? f pcp- nane-type
| | +--ro qgos-index-type? i dentityref
| | +--ro (index-type)?
| | | +--:(qci)
| +--ro uplink
I | +--ro qci? f pcp- qos-cl ass-identifier
|| | | +--ro attributetype? identityref
I | +--ro bandwi dt h? f pcp- qos- bandwi dt h
| +--ro downli nk
| 1 | +--ro qci ? f pcp- qos-cl ass-identifier
|1 +--ro attributetype? identityref
I +--ro bandw dt h? f pcp- qos- bandwi dt h
| | +--ro port-in-aggregated-bandw dth* [port-id]
|
I
+--ro forwarding-rule* [rule-id]
+--ro rule-id fpcp-rule-id
+--ro nane? f pcp- nane-type
+--ro traffic-discriptor-type? i dentityref

+--ro (descriptor-type)?
+--:(fpcp-traffic-descriptor)
+--ro destination-ip? inet:ip-prefix
+--ro0 source-ip? inet:ip-prefix

rpcs:

+---Xx port_add

|  +---winput
+---w addi ng-port*

+--:(fpcp-traffic-descriptor)
+---w destination-ip? inet:ip-prefix

I

| +---w port-id? fpcp-port-id

[ +---wcarrier-id fpcp-carrier-id

| +---w network-id? f pcp-network-id

| +---w forwarding-rul e* [rule-id]

| +---wrule-id fpcp-rule-id
| +---w nanme? f pcp- name-type
| +---w traffic-discriptor-type? i dentityref

I

I

I

I
|
| +---w (descriptor-type)?
I
I
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+---w port-in-aggregat ed- bandwi dt h* [port-id]
+---w port-id fpcp-port-id

+---wrewiting

+---w type? i dentityref

[ +---w source-ip? inet:ip-prefix
+---w property* [property-id]
+---w property-id f pcp-property-id
+---w attached-dpns* [ nane]
| +---w name f pcp- nane-type
+---w endpoi nts
| +---wtunnel-type? i dentityref
| +---w renote-address? i net:ip-address
| +---wlocal -address? i net:ip-address
| +---w (tunnel)?
I +--1(gtp-u)
| | +---wrenote-teid? ui nt 32
| | +---wlocal-teid? ui nt 32
I +--:(gre)
[ +---w key? ui nt 32
+---w qos
|  +---w name? f pcp- nane-type
| +---w gos-index-type? i dentityref
| +---w (index-type)?
| | +--:(qci)
| +---w uplink
| | +---wqci? f pcp-qos-cl ass-identifier
| | +---wattributetype? identityref
| | | +---w bandwi dt h? f pcp- qos- bandwi dt h
| | +---w downl i nk
[ +---w qci ? fpcp-qos-class-identifier
| +---w attributetype? i dentityref
| +- - -w bandw dt h? f pcp- qos- bandwi dt h
I
I

---XxX port_delete
+---w i nput
+---w del eting-port*

+---w port-id? fpcp-port-id
+---wcarrier-id fpcp-carrier-id
+---w network-id? f pcp- network-id

+---w i nput
+- - -w addi ng- property*

+

I

I

I

|

+---X port_property_add
| h
I

I

I

I

I

I

I

I

et

+---w port-id? fpcp-port-id
+---wcarrier-id fpcp-carrier-id
+---w network-id? f pcp- network-id
+---w property* [property-id]

+---w property-id f pcp-property-id
+---w attached-dpns* [ nane]
| +---w nane f pcp- nanme-type
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+---w endpoi nts

| +---w tunnel-type? i dentityref
| +---w renote-address? i net:ip-address
| +---wlocal-address? i net:ip-address
|  +---w (tunnel)?
I +--1(gtp-u)
| | +---wrenpte-teid? ui nt 32
| | +---wlocal-teid? ui nt 32
| +--:(gre)
[ +---w key? ui nt 32
+---w qos
+---w nanme? f pcp- nanme-type
+---w qos-index-type? i dentityref
+---w (i ndex-type)?
| +--:(qci)
+---w uplink
| +---wqci? f pcp-qos-cl ass-identifier

| +---wattributetype? identityref
| +---w bandwi dt h? f pcp- qos- bandwi dt h
+---w downl i nk
+---w qci ? f pcp- qos-cl ass-identifier
+---w attributetype? i dentityref
+---w bandw dt h? f pcp- qos- bandwi dt h
+---w port-in-aggregat ed- bandwi dt h* [port-id]
+---w port-id fpcp-port-id
+--wrewiting
+---w type? i dentityref

+---Xx port_property nodify

|  +---winput

[ +---w nodi fyi ng- property*

| +---w port-id? fpcp-port-id

| +---wcarrier-id fpcp-carrier-id

| +---w network-id? f pcp- network-id

[ +---w property* [property-id]

| +---w property-id f pcp-property-id
| +---w attached-dpns* [ nane]

| | +---w nane f pcp- nanme-type

| +---w endpoi nts

| | +---w tunnel-type? i dentityref
[ | +---w renote-address? i net:ip-address
| | +---wlocal -address? i net:ip-address
[ | +---w (tunnel)?

I I +--1(gtp-u)

| | | +---wrenpte-teid? ui nt 32
| | | +---wlocal-teid? ui nt 32
I I +--:(gre)

| | +---w key? ui nt 32
| +---w QoS
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+---w nane? f pcp- name-type
+---w qos-i ndex-type? i dentityref
+---w (index-type)?
| +--:(qci)
+---w uplink
| +---wqci? f pcp-qos-cl ass-identifier

| +---w attributetype? i dentityref
| +---w bandwi dt h? f pcp- qos- bandwi dt h
+---w downl i nk
+---w qci ? f pcp-qos-cl ass-identifier
+---w attributetype? i dentityref
+---w bandw dt h? f pcp- qos- bandwi dt h
+---w port-in-aggregat ed- bandwi dt h* [port-id]
+---w port-id f pcp-port-id
+---wrewiting
+---w type? i dentityref
---X port_property delete
+---w i nput

+

I

| +---w del eti ng-property*

| +---w port-id? f pcp-port-id

| +---wcarrier-id fpcp-carrier-id
[ +---w network-id? f pcp-network-id
| +---w property-id f pcp-property-id
+---x rul e_add

|  +---winput

| +---w addi ng-rul e*

|
I
I
I
I
I
|
I
I
I
I

+---w port-id? fpcp-port-id

+---wcarrier-id fpcp-carrier-id

+---w network-id? f pcp-network-id

+---w forwardi ng-rul e*
+---wrule-id? fpcp-rule-id
+---w nane? f pcp- nane-type
+---w traffic-discriptor-type? i dentityref

+---w (descriptor-type)?
+--:(fpcp-traffic-descriptor)

+---w destination-ip? inet:ip-prefix
+---w source-ip? inet:ip-prefix

+---x rule_nodify

| +---winput

[ +---w nodi fyi ng-rul e*

| +---w port-id? fpcp-port-id

[ +---wcarrier-id fpcp-carrier-id

| +---w network-id? f pcp- network-id

| +---w forwardi ng-rul e*

| +---wrule-id? fpcp-rule-id

[ +---w nane? f pcp- nane-type

| +---wtraffic-discriptor-type? i dentityref

I

+---w (descriptor-type)?
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+--:(fpcp-traffic-descriptor)
+---w destination-ip? inet:ip-prefix
+---w source-ip? inet:ip-prefix
---x rule_delete
+---w i nput
+---w del eting-rul e*

—_—_  —

+---w port-id? fpcp-port-id
+---wcarrier-id fpcp-carrier-id
+---w network-id? f pcp- network-id
+---w target-rul e*

+---wtarget-rule-id fpcp-rule-id

+---X event _register

+---X probe
notifications:

+---n notify

Fi gure 20: FPC base tree
A 2. FPC PMP
A.2.1. FPC PM P YANG Model

nmodul e i etf-dnmfpcp-pmp {
namespace "urn:ietf:parans: xm :ns:yang:ietf-dmmfpcp-pn p";
prefix fpcp-pnip;

inmport ietf-inet-types { prefix inet; }

import ietf-dmmfpcp-base { prefix fpcp-base; }

import ietf-pmp-qos { prefix qos-pmp; }

import ietf-traffic-selectors { prefix traffic-selectors; }

organi zation "I ETF DVM Wor ki ng G oup";
contact "Satoru Matsushi ma <satoru. mat sushi ma@. sof t bank. co. j p>";

description
"This nodul e contai ns YANG definition for
Forwar di ng Policy Configuration Protocol.(FPCP)";

revision 2016-01-19 {
description "Changes based on -01 version of FPCP draft.";
reference "draft-ietf-dmmfpc-cpdp-01";

}

identity fpcp-qos-index-pmp {
base "fpcp-base: f pcp- qos-i ndex-type";

}

identity traffic-selector-np6 {
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}

base "fpcp-base:traffic-descriptor-type";

groupi ng qosattribute-pmp {

Li ebsch,

| eaf dscp {

type inet:dscp;

choice attribute {

case per-m-agg- max-dl {
when "../attributetype = ' Per- M\- Agg- Max-DL-Bit-Rate-type'";
| eaf per-m-agg- max-dl {
type qos-pm p: Per - M\ Agg- Max- DL- Bi t - Rat e- Val ue;

}
case per-m-agg- max-ul {
when "../attributetype = ' Per- M\- Agg- Max- UL-Bit-Rate-type'";
| eaf per-m-agg- max-ul {
type qos-pm p: Per - M\ Agg- Max- UL- Bi t - Rat e- Val ue;

}
case per-session-agg-max {
when "../attributetype

' Per - Sessi on- Agg- Max- DL- Bi t - Rat e- t ype’
..lattributetype = ' Per-Session-Agg- Max-UL-Bit-Rate-type'"

uses qos-pni p: Per - Sessi on- Agg- Max- Bi t - Rat e- Val ue;
}
case agg- max-dl {
when "../attributetype = ' Aggregate-Max-DL-Bit-Rate-type'";
| eaf agg- max-dl {
type qos-pm p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue;

}
}
case agg- max-ul {
when "../attributetype = ' Aggregate-Max-UL-Bit-Rate-type'";
| eaf agg- max-ul {
type qos-pm p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue;

}
case gbr-dl {
when "../attributetype = ' Quaranteed-DL-Bit-Rate-type'";
| eaf gbr-dl {
type qos-pm p: Guar ant eed- DL- Bi t - Rat e- Val ue;

}
case gbr-ul {
when "../attributetype = ' Quaranteed-UL-Bit-Rate-type'";

et al. Expi res Septenber 22, 2016 [ Page 59]



Internet-Draft DWVM FPC Pr ot ocol March 2016

| eaf gbr-ul {
type qos-pm p: Guar ant eed- UL- Bi t - Rat e- Val ue;

}

/1 Configuration choice augnentation in the fpcp-base under the fpcp-carrier
s/carrier/qgosprofile.
augnment "/fpcp-base: fpcp-carriers/fpcp-base:carrier/fpcp-base: qos-profile/fp
cp- base: i ndex-type" {
case pmp {
when "/fpcp-base: fpcp-carriers/fpcp-base: carrier/fpcp-base: qos- prof
| e/ f pcp-base: qos-i ndex-type = ' fpcp-qos-index-pnmip "
uses qosattri bute-pmp
}

}

/1 Configuration choice augnentation in the fpcp-base under the fpcp-carrier
s/carrier/traffic-descriptor.
augnment "/fpcp-base: fpcp-carriers/fpcp-base:carrier/fpcp-base:traffic-descri
pt or/f pcp- base: descriptor-type" {
case traffic-selector-mp6 {
when "/fpcp-base: fpcp-carriers/fpcp-base: carrier/fpcp-base:traffic-d
escriptor/fpcp-base:traffic-descriptor-type = "traffic-selector-nip6’ "
uses traffic-selectors:traffic-sel ector;
}

}

/'l Operational choice augnmentation in the fpcp-base under the port-entries/p
ort-entry/ property.
augment "/fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: property/fpc
p- base: qos/ f pcp- base: i ndex-type" {
case pmp {
when "/fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: propert
y/ f pcp- base: qos/ f pcp- base: qos-i ndex-type = 'fpcp-qos-index-pmp'"
uses qosattri bute-pnip;
}

}

/'l Operational choice augnmentation in the fpcp-base under the port-entries/p
ort-entry/forwarding-rule.
augrment "/fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: forwardi ng-r
ul e/ f pcp- base: descriptor-type" {
case traffic-selector-mp6 {
when "/fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: forward
i ng-rul e/ fpcp-base:traffic-descriptor-type = "traffic-selector-mp6"
uses traffic-selectors:traffic-selector;
}

}

/1 RPC choice augnentation in the fpcp-base under "port_add" rpc.
augrment "/fpcp-base: port_add/f pcp-base: i nput/fpcp-base: addi ng-port/fpcp-base
. property/ fpcp-base: qos/ f pcp- base: i ndex-type" {
case pmp {
when "/fpcp-base: port_add/f pcp-base: i nput/fpcp-base: addi ng-port/fpcp
- base: property/fpcp-base: qos/ f pcp- base: gos-i ndex-type = ’fpcp-qos-index-pmp ";
uses qosattribute-pmp
}

}

augrment "/fpcp-base: port_add/f pcp-base: i nput/fpcp-base: addi ng-port/fpcp-base
:forwardi ng-rul e/ f pcp-base: descri ptor-type" {
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case traffic-selector-mp6 {
when "/ fpcp-base: port_add/f pcp-base: i nput/fpcp-base: addi ng-port/fpcp
-base: forwardi ng-rul e/ f pcp-base:traffic-descriptor-type = "traffic-sel ector-m p6

uses traffic-selectors:traffic-selector;

}

/1 RPC choi ce augnmentation in the fpcp-base under "port_property_add" rpc.
augnment "/fpcp-base: port_property_add/ f pcp- base: i nput/fpcp-base: addi ng- pr ope
rty/ f pcp-base: property/ f pcp-base: qos/ f pcp-base: i ndex-type" {
case pmp {
when "/fpcp-base: port_property_add/ f pcp- base: i nput/fpcp-base: addi ng-
property/fpcp-base: property/fpcp-base: qos/ f pcp- base: qos-i ndex-type = ’'fpcp-qos-i
ndex- pmp’ ";
uses qosattribute-pmp
}

}

/1 RPC choi ce augnmentation in the fpcp-base under "port_property_nodi fy" rpc

augnment "/fpcp-base: port _property nodi fy/fpcp-base:input/fpcp-base: nodifying
-property/fpcp-base: property/fpcp-base: gos/ f pcp-base: i ndex-type" {
case pmp {
when "/fpcp-base: port_property_nodi fy/fpcp-base:input/fpcp-base: nodi
fyi ng- property/fpcp-base: property/fpcp-base: qos/ f pcp- base: qos-i ndex-type = ' fpcp
-qos-index-pmp’";
uses qosattribute-pmp
}

}

/1 RPC choi ce augnmentation in the fpcp-base under "rule_add" rpc.
augrment "/fpcp-base:rul e_add/f pcp-base: i nput/fpcp-base: addi ng-rul e/ f pcp- base
:forwarding-rul e/ f pcp-base: descri ptor-type" {
case traffic-selector-mp6 {
when "/ fpcp-base: rul e_add/ f pcp- base: i nput/fpcp-base: addi ng-rul e/ f pcp
-base: forwardi ng-rul e/ f pcp-base: traffic-descriptor-type = "traffic-sel ector-nmip6

uses traffic-selectors:traffic-sel ector;

}

/'l RPC choi ce augnentation in the fpcp-base under "rule_nodify" rpc
augrment "/ fpcp-base: rul e_nodi fy/fpcp-base:input/fpcp-base: nodi fying-rul e/fpc
p- base: f orwar di ng-rul e/ f pcp- base: descriptor-type" {
case traffic-selector-mp6 {
when "/ fpcp-base:rul e _nodi fy/fpcp-base:input/fpcp-base: nodi fying-ru
e/ f pcp- base: forwardi ng-rul e/ f pcp-base: traffic-descriptor-type = "traffic-selecto
r-mpé ";

}

uses traffic-selectors:traffic-sel ector;

Figure 21: captionl
A.2.2. FPC PMP tree

modul e: ietf-dmmfpcp-pmp
augrment /fpcp-base: fpcp-carriers/fpcp-base: carrier/fpcp-base: qos-profile/fpcp-ba
se: i ndex-type:

+--:(pm p)



+--rw dscp? i net:dscp
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+--rw (attribute)?
+--: (per-m-agg- max-dl)
| +--rw per-nm-agg- max-dl ? gos- pm p: Per - M\- Agg- Max- DL- Bi t - Rat e- Val ue
+--: (per-m-agg- max-ul)
| +--rw per-nmm-agg- max-ul ? gos- pmi p: Per - M\+ Agg- Max- UL- Bi t - Rat e- Val ue
+--: (per-sessi on-agg- max)

|  +--rw max-dl ui nt 32
| +--rw service-flag bool ean
| +--rw exclude-flag bool ean
+--: (agg- max-dl)
| +--rw agg- nax-dl ? gos- pmi p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue
+--: (agg- max-ul)
| +--rw agg-max-ul ? gos- pmi p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue
+--:(gbr-dl)
| +--rwgbr-dl? gos- pm p: Guar ant eed- DL- Bi t - Rat e- Val ue
+--:(gbr-ul)
+--rw gbr-ul? gos- pmi p: Guar ant eed- UL- Bi t - Rat e- Val ue

augrment /fpcp-base: fpcp-carriers/fpcp-base:carrier/fpcp-base:traffic-descriptor/
f pcp- base: descri ptor-type:
+--:(traffic-sel ector-nip6)

+--rw ts-format? i dentityref
+--rw start-ipsec-spi? i psec- spi

+--rw end-i psec-spi ? i psec- spi

+--rw start-source-port? i net: port-nunber

+--rw end-source-port?

+--rw start-destination-port?
+--rw end-destinati on-port?

+--rw start-source-address-v4?
+--rw end- sour ce- addr ess-v4?

+--rw start-destinati on-address-v4?
+--rw end-desti nati on- addr ess-v4?

net: port - nunber
net : port - nunber
net : port - nunber
net : i pv4- addr ess
net:i pv4- address
net:i pv4- address
net:i pv4- address

+--rw start-ds? net: dscp
+--rw end-ds? net: dscp
+--rw start-protocol ? uint8
+--rw end- protocol ? uint8

+--rw start-source-address-v6?
+--rw end- sour ce- addr ess-v6?

+--rw start-destinati on-address-v6?
+--rw end-desti nati on-addr ess-v6?
+--rw start-fl ow| abel ?

+--rw end-fl ow | abel ?

net :i pv6-address
net:i pv6- address
net:i pv6- address
net:i pv6- addr ess
net:i pv6-fl ow | abel
net:i pv6-fl ow | abel

+--rw start-traffic-class? net: dscp
+--rw end-traffic-class? net: dscp
+--rw start - next-header? uint8
+--rw end- next - header ? uint8

augnment /fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: property/fpcp-bas
e: qos/ f pcp- base: i ndex-t ype:
+--:1(pm p)
+--ro dscp? i net:dscp
+--ro (attribute)?
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+--: (per-m-agg- max-dl)

| +--ro per-nmm-agg- max-dl ? gos- pm p: Per - M\- Agg- Max- DL- Bi t - Rat e- Val ue
+--: (per-m-agg- max-ul)

| +--ro per-mm-agg-max-ul ? gos- pm p: Per - M\- Agg- Max- UL- Bi t - Rat e- Val ue
+--: (per-sessi on-agg- max)

| +--ro max-dl ui nt 32
| +--ro service-flag bool ean
| +--ro exclude-flag bool ean
+--:(agg- max-dl)
| +--ro agg-max-dl? gos- pm p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue
+--: (agg- max-ul)
| +--ro agg-nmax-ul? gos- pmi p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue
+--:(gbr-dl)
| +--ro gbr-dl? gos- pm p: Guar ant eed- DL- Bi t - Rat e- Val ue
+--:(gbr-ul)
+--ro gbr-ul? gos- pm p: Guar ant eed- UL- Bi t - Rat e- Val ue

augrment /fpcp-base: port-entries/fpcp-base: port-entry/fpcp-base: forwardi ng-rul e/ f
pcp- base: descri ptor-type:
+--:(traffic-sel ector-nip6)

+--ro ts-format? i dentityref
+--ro start-ipsec-spi? i psec-sp

+--ro end-ipsec-spi? i psec-sp

+--ro start-source-port? i net: port-nunber

+--ro end-source-port?

+--ro start-destination-port?

+--ro end-destination-port?

+--ro0 start-source-address-v4?
+--ro end-source-addr ess-v4?

+--ro start-destinati on-address-v4?
+--ro end-desti nati on-address-v4?

net : port - nunber
net: port - nunber
net : port - nunber
net : i pv4- addr ess
net : i pv4- addr ess
net:i pv4- address
net:i pv4- address

+--ro start-ds? net: dscp
+--ro end-ds? net: dscp
+--ro start-protocol ? uint8
+--ro end-protocol ? uint8

+--ro start-source-address-v6?
+--ro end-source-address-v6?

+--ro start-destination-address-v6?
+--ro end-destination-address-v6?
+--ro start-fl ow | abel ?

+--ro end-fl ow | abel ?

net:i pv6- address
net :i pv6-address
net:i pv6- address
net:i pv6- address
net:i pv6-fl ow | abel
net:i pv6-fl ow | abel

+--ro start-traffic-class? net: dscp
+--ro end-traffic-class? net: dscp
+--ro start-next-header? uint8
+--ro end- next - header? uint8

augnment /fpcp-base: port_add/ f pcp- base: i nput/f pcp-base: addi ng- port/f pcp-base: prop
erty/fpcp-base: qos/ f pcp- base: i ndex-t ype:

+--:(pm p)
+---- dscp? i net:dscp
+---- (attribute)?

+--: (per-m-agg- max-dl)
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| +---- per-mm-agg- max-dl ? gqos- pmi p: Per - M\- Agg- Max- DL- Bi t - Rat e- Val ue
+--: (per-m-agg- max-ul)
| +---- per-mm-agg- max-ul ? gos- pm p: Per - M\- Agg- Max- UL- Bi t - Rat e- Val ue
+--: (per-sessi on- agg- max)
|  +---- max-dl ui nt 32
| +---- service-flag bool ean
| +---- exclude-flag bool ean
+--: (agg- max-dl)
| +---- agg-max-dl ? gos- pm p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue
+--: (agg- max-ul)
| +---- agg-nax-ul ? gos- pm p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue
+--:(gbr-dl)
| +---- gbr-di? gos- pmi p: Guar ant eed- DL- Bi t - Rat e- Val ue
+--:(gbr-ul)

+---- gbr-ul? gos- pm p: Guar ant eed- UL- Bi t - Rat e- Val ue

augnment /fpcp-base: port _add/ f pcp- base: i nput/fpcp-base: addi ng- port/fpcp-base: forw
ardi ng-rul e/ f pcp- base: descri ptor-type:
+--:(traffic-sel ector-nip6)

+---- ts-format? i dentityref

+---- start-ipsec-spi? i psec-sp

+---- end-ipsec-spi? i psec-sp

+---- start-source-port? i net: port-nunber
+---- end-source-port? i net: port-nunber
+---- start-destination-port? i net: port-nunber
+---- end-destination-port? i net: port-nunber
+---- start-source-address-v4? i net:ipv4-address
+---- end-source-address-v4? i net:ipv4-address
+---- start-destination-address-v4? i net:i pv4-address
+---- end-destination-address-v4? i net:ipv4-address
+---- start-ds? i net:dscp

+---- end-ds? i net:dscp

+---- start-protocol ? uint8

+---- end-protocol ? uint8

+---- start-source-address-v6? i net:ipv6-address
+---- end-source-address-v6? i net:ipv6-address
+---- start-destination-address-v6? i net:ipv6-address
+---- end-destination-address-v6? i net:ipv6-address
+---- start-flowlabel ? inet:ipv6-flowl abe
+---- end-fl owl abel ? inet:ipv6-flowl abe
+---- start-traffic-class? i net:dscp

+---- end-traffic-class? i net:dscp

+---- start-next-header? uint8

+---- end- next - header? ui nt8

augrment /fpcp-base: port_property_add/f pcp-base:input/fpcp-base: addi ng- property/f
pcp—base:property/fpcp—base:qos/fpcp—base:index—type:

+--1(pm p)
+---- dscp? i net:dscp
+---- (attribute)?
+--: (per-m-agg- max-dl)
| +---- per-mm-agg-max-dl ? gos- pm p: Per - M\- Agg- Max- DL- Bi t - Rat e- Val ue
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gos- pm p: Per - M\- Agg- Max- UL- Bi t - Rat e- Val ue

gos- pm p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue

gos- pm p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue

gos- pmi p: Guar ant eed- DL- Bi t - Rat e- Val ue

| +---- per-mm-agg- max-ul ?
+--: (per-session-agg- max)
|  +---- max-dl ui nt 32
| +---- service-flag bool ean
| +---- exclude-flag bool ean
+--: (agg- max-dl)
| +---- agg-nmax-dl ?
+--:(agg- max-ul)
| +---- agg-max-ul?
+--:(gbr-dl)
| +---- gbr-di?
+--:(gbr-ul)
+---- gbr-ul?

gos- pm p: Guar ant eed- UL- Bi t - Rat e- Val ue
augnment /fpcp-base: port_property_nodi fy/fpcp-base:input/fpcp-base: nodi fyi ng- prop
erty/fpcp-base: property/fpcp-base: gos/ f pcp- base: i ndex-t ype:

+--1(pm p)
+---- dscp? i net:dscp
+---- (attribute)?
+--: (per-m-agg- max-dl)
| +---- per-mm-agg- max-dl ? gos-pm p
+--: (per-m-agg- max-ul)
| +---- per-mm-agg- max-ul ? gos-pm p
+--: (per-sessi on-agg- max)
|  +---- max-d ui nt 32
| +---- service-flag bool ean
| +---- exclude-flag bool ean
+--: (agg- max-dl)
| +---- agg-nax-dl ? gos-pm p
+--: (agg- max-ul)
| +---- agg-max-ul? gos- pmi p:
+--:(gbr-dl)
+---- gbr-dl? gos- pmi p:
+--:(gbr-ul)
+---- gbr-ul? gos-pm p

Per - M\ Agg- Max- DL- Bi t - Rat e- Val ue

Per - M\ Agg- Max- UL- Bi t - Rat e- Val ue

Aggr egat e- Max- DL- Bi t - Rat e- Val ue
Aggr egat e- Max- UL- Bi t - Rat e- Val ue
Guar ant eed- DL- Bi t - Rat e- Val ue

Guar ant eed- UL- Bi t - Rat e- Val ue

augrment /fpcp-base: rul e_add/ f pcp- base: i nput/fpcp-base: addi ng-rul e/ f pcp- base: f orw
ardi ng-rul e/ f pcp- base: descri ptor-type:

+--:(traffic-sel ector-nip6)

+---- ts-format?
start-ipsec-spi?
end- i psec-spi ?
start-source-port?
end- sour ce- port ?
start-destination-port?
end- desti nation-port?
start-source-address-v4?
end- sour ce- addr ess-v4?
start-destination-address-v4?
end- desti nati on- addr ess-v4?

4o - -
- - -
oo -
- --
[
R
4o - -
- - -
oo -
- --

+---- start-ds?

Li ebsch,

et al.

i dentityref

i psec- spi

i psec- spi

i net: port-nunber
net: port - nunber
net : port - nunber
net : port - nunber
net : i pv4- address
net:i pv4- address
net:i pv4- address
net:i pv4- address
net: dscp
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+---- end-ds? i net:dscp

+---- start-protocol ? uint8

+---- end-protocol ? uint8

+---- start-source-address-v6? i net:ipv6-address
+---- end-source-address-v6? i net:ipv6-address
+---- start-destination-address-v6? i net:ipv6-address
+---- end-destination-address-v6? i net:ipv6-address
+---- start-flowlabel ? inet:ipv6-flowl abe
+---- end-fl ow | abel ? inet:ipv6-flowl abe
+---- start-traffic-class? i net:dscp

+---- end-traffic-class? i net:dscp

+---- start-next-header? uint8

+---- end- next - header? ui nt8

augment /fpcp-base: rul e_nodi fy/fpcp-base:input/fpcp-base: nodi fyi ng-rul e/ f pcp- bas
e: forwar di ng-rul e/ f pcp- base: descri ptor-type:
+--:(traffic-sel ector-nipb)

+---- ts-format? i dentityref

+---- start-ipsec-spi? i psec-sp

+---- end-ipsec-spi? i psec-sp

+---- start-source-port? i net: port-nunber
+---- end-source-port? i net: port-nunber
+---- start-destination-port? i net: port-nunber
+---- end-destination-port? i net: port-nunber
+---- start-source-address-v4? i net:ipv4-address
+---- end-source- address-v4? i net:ipv4-address
+---- start-destination-address-v4? i net:ipv4-address
+---- end-destination-address-v4? i net:ipv4-address
+---- start-ds? i net:dscp

+---- end-ds? i net:dscp

+---- start-protocol ? uint8

+---- end-protocol ? uint8

+---- start-source-address-v6? i net:ipv6-address
+---- end-source-address-v6? i net:ipv6-address
+---- start-destination-address-v6? i net:ipv6-address
+---- end-destination-address-v6? i net:ipv6-address
+---- start-flowl abel ? i net:ipv6-flowlabe
+---- end-flowl abel ? i net:ipv6-flowlabe
+---- start-traffic-class? i net:dscp

+---- end-traffic-class? i net:dscp

+---- start-next-header? uint8

+---- end- next - header? uint8

Figure 22: FPC PM P tree
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