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Abst r act

Di sruption Tol erant Networking (DTN) |IP Neighbor Discovery (IPND), is
a method for otherw se oblivious nodes to |learn of the existence,
availability, and addresses of other DTN participants. |PND both
sends and listens for small | P UDP announcenent "beacons."” Beacon
messages are addressed to an | P unicast, nulticast, or broadcast
destination to discover specified or unspecified renote nei ghbors, or
unspecified | ocal neighbors in the topology, e.g. within wrel ess

range. | PND beacons advertise nei ghbor availability by including the
DTN node’ s canoni cal endpoint identifier. |PND beacons optionally
i nclude service availability and parameters. In this way, neighbor

di scovery and service discovery may be coupl ed or decoupl ed as
required. Once discovered, new nei ghbor pairs use advertised
availabilities to connect, exchange routing information, etc. This
docunent describes DTN | PND.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 7, 2016.
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1.

I nt roducti on

Del ay and Di sruption Tol erant Networks (DTNs)[ RFC4838] nake no
presunpti ons about network topology, routing, or availability. DINs
therefore attenpt to provi de comuni cation in challenged environnments
where, for instance, contenporaneous end-to-end paths do not exist.
Exanpl es of such DTNs arise in a variety of contexts including nobile
soci al networks, space conmuni cations, rural nessage delivery,
mlitary networks, etc.

In many DTN scenarios, the identity and neeting schedul e of
participating nodes is not known in advance. Therefore, an inportant
primtive is Neighbor Discovery (ND), or the ability to dynanically
di scover other DTN nodes. This docunment specifies Internet Protoco
Nei ghbor Di scovery (IPND). 1In contrast to |link or physical |ayer

di scovery, |PND enables a general form of neighbor discovery across a
het er ogeneous range of |links, as are often found in DTN networKks.
IPND is particularly useful in nmobile, ad hoc DTN environments where
nmeeting opportunities are not known a priori and connections may
appear or di sappear w thout warning. For exanple, two nobile nodes
m ght come into radi o distance of each other, discover the new
connection, and nove data al ong that connection before physically

di sconnecti ng.

In addition to discovering neighbors, it is often valuable to

si mul t aneously di scover services avail able fromthat nei ghbor.
Exanpl es of DTN services include a neighbor’s avail abl e Convergence
Layer Adapters (CLAs) and their paraneters (e.g. TCP CLA [RFC7242]),
avail abl e routers (e.g. PRoOPHET [ RFC6693]), tunnels, etc. Newy

di scovered nodes will then typically participate in bundle [ RFC5050]
routing and delivery.

In other situations it is useful to decouple service discovery from
nei ghbor discovery for efficiency and generality. For exanple, upon
di scovering a neighbor, a DIN node mght initiate a separate

negoti ati on process to establish 1-hop connectivity via a particul ar
convergence layer, performrouting setup, exchange availability

i nformation, etc.

| PND beacons thus optionally advertise a node’s avail abl e services
while naintaining the ability to decoupl e node and service di scovery
as necessary. This flexibility is inportant to various DTN use
scenari os where connection opportunities may be linmted (thus
necessitating an atom c nessage for all availability information),
bandwi dth nmi ght be scarce (thus inplying that service discovery
shoul d be an i ndependent negotiation to | ower beacon overhead), or
connections have very large round-trip-tinmes (service negotiation is
therefore too costly with respect to tine).
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DTN I PND is designed to be sinple, efficient, and general

Al t hough this docunment describes a nei ghbor discovery protocol in
terns of I P, the principles and basic nechanisns used in this
protocol may al so be expressed in terns of other datagram protocols.

The renmai nder of this docunent describes DTN | PND
1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

The following term nology is used for describing DTN | PND.
Bundle A PDU as defined in [ RFC5050].

Node A DIN entity in the network that receives and processes
bundl es.

Beacon nessage An |PND-specific nessage, defined in this docunent,
used to announce the presence of a DTN node and paraneters with
whi ch to connect to that node.

Convergence | ayer adapter A convergence |ayer adapter (CLA) sends
and receives bundles on behalf of a node by providing the
conversi on between bundl es and a transport protocol such as TCP or
UDP.

2. Protocol Description

Nodes use DTN | PND beacons, snall UDP nessages in the IP underlay, to
advertise presence. Sinmilarly, |IPND beacons received from ot her
nodes serve to detect the availability of DTN nei ghbors. Nodes
SHOULD bot h send and recei ve beacons. Wen the |P underlay is based
on the the I Pv4 protocol, these beacon nmessages, detailed in

Section 2.6, may be sent as UDP datagrams in either unicast,

mul ticast, or broadcast packets. Wen the |IP underlay uses |Pv6, the
beacon nessages nmay be sent as either unicast or nulticast packets.
The beacon nmessage content is agnostic to the underlying transport
node.

Br oadcast beacons are designed to reach unknown nei ghbors in

nei ghborhoods within the | ocal network broadcast domain. |Pv4

mul ticast [RFC1112] or IPv6 nulticast [RFC4291] beacons extend the
scope of beacon dissemination to potentially include multiple
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net wor ks across routed boundaries. On broadcast nedia such as
Et hernet or wireless, nmulticast and broadcast beacons are sent as
i nk-1ayer broadcast nessages.

Broadcast and nulticast discovery are described in Section 2.2. In
contrast, unicast beacons are sent only to explicitly known and
enurer at ed nei ghbors as described in Section 2.3.

Upon di scovering a neighbor and its services, |PND can establish a
connection to the new nei ghbor via an |IP-based Convergence Layer
Adapter (CLA), for exanple the TCP [ RFC7242] or Datagram [ RFC7122]
CLA. The CLA then negotiates the connection per its individua
specification and installs the appropriate next-hop routing
information in the | ocal node.

2.1. Beacon Period

An | PND node SHOULD send beacons periodically. The tinme interva
bet ween beacons SHOULD be appropriate for the conditions of the
networ k and MAY be configurabl e

An | PND node MAY make use of the OPTIONAL Beacon Period field in the
beacon nessage to explicitly inform neighbors of the interval on

whi ch to expect future beacons. The Beacon Period is not fixed for a
gi ven sender and MAY change with each beacon nessage. |f the Beacon
Period is included and set to zero, then it SHALL be interpreted as
negati ng any expectation for future beacons.

A receiving node SHOULD either know the expected beacon interval of
nei ghbors or extract the interval fromthe Beacon Period field of
arriving messages. The beacon interval along with the existence and
receive tinme of beacons SHOULD be used to determine the state of the
sender’s ability to transnmit to the receiver (i.e. the up or down
state of the sender-to-receiver link). The exact algorithmfor
determining the link status based on received beacons is

i mpl enent at i on- defi ned.

2.2. Unknown Nei ghbors

In the general case, the | P addresses of potential neighbors are not
known in advance. To discover unknown nei ghbors, | PND beacon
messages are sent as | P packets with either nulticast or broadcast
destinati on addresses. An |PND node MJUST support nulticast IP
destination addresses [ RFC1112] [RFC4291] and nulticast IGW / MD
group nenbership [ RFC3376] [ RFC2710] [RFC3810]. A node MAY support

| P broadcast destinations. |Pv4 nmulticast addresses for | PND SHOULD
be fromthe | ANA assigned | ocal network control block 224.0.0/24
[RFC5771]. This block of multicast addresses is intentionally scoped
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to the local network to prevent dissem nation to the wi der Internet.
Li kewi se, 1 Pv6 nulticast addresses for | PND should have |ink-|oca
scope [ RFC4291] [RFC7346].

An | PND node MAY al so use other nulticast addresses as required, such
as IPv4 nulticast addresses fromthe | ANA assigned I nternetwork
Control Block [RFC5771] or |Pv6 nulticast addresses with w der scope
than link-local. One use case for this would be a nmobile ad hoc

net wor k (MANET) environnent which includes nodes that are not DTN
capabl e, but do support IP nulticast forwarding, e.g. by neans of SM
[ RFC6621]. Those nodes that are DITN-capabl e would then be able to

di scover each other over multiple I P hops.

In all multicast addressing cases, a node MJST support a configurable
IPv4 time-to-live value or 1Pv6 Hop Limt value for all beacon
nessages.

2.3. Enunerated Nei ghbors

An | PND node SHOULD support uni cast beacons. Since multicast or
broadcast di scovery may not always be feasible over internetworks,
the I P addresses of potential neighbors reachable only across

mul tiple underlay hops nust be explicitly enunerated for discovery.
Whi l e the neighbor’s address is therefore known, the availability of

that nei ghbor is not known. |PND thus pernits DTN nodes to discover
avai |l abl e renote nei ghbors across multiple | P underlay hops when
provided with the addresses of those neighbors. 1In this way, |PND

can be used to bridge | P-based DINs while detecting disconnections
anong and between the DTNs.

2.4. Alowing Data to Substitute for Beacons

Sending data to an | P address matching a configured beacon
destinati on SHOULD suppress the generation of beacon nessages to that
destination for a period of tine up to but no | onger than the beacon
sending interval. This suppression SHOULD NOT occur if the
paranmeters of a new beacon nessage would differ fromthe preceding
beacon including the advertised services (Section 2.6.3) or the

Nei ghbor hood Bl oom Filter (NBF) (Section 2.6.4).

Upon receiving a data packet from a nei ghbor where the packets do not
represent a beacon, a node SHOULD behave as if a beacon had been
received fromthat neighbor, as follows. |If the data packet is
addressed to this node via a unicast address, then the behavior
SHOULD be as if the inplied received beacon contains a Nei ghborhood
Bl oom Filter advertisenent which indicates the nenbership of the
receiving node in the sender’s 1-hop nei ghborhood. Oherwise, if the
destination address is nulticast or broadcast, then the receiving
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node should presune that the link is bidirectional if and only if its
state was bidirectional prior to receiving the data packet

(Section 2.5). The sender’s advertised services and beacon period
are presuned to be unchanged since the sender’s |ast received beacon
If no beacons have previously been received fromsuch a nei ghbor

then it is presumed that there are no services associated with the
sender.

2.5. Discovering Bidirectional Links

Many routing protocols work correctly only when links are bi-
directional. In wired IP networks, link bi-directionality can often
be presunmed. For other types of networks, such as Mbile Ad Hoc

Net wor ks (MANETs) this assunption often does not hold. If alink to
a neighbor is said to be "up" only because one or nore beacon
messages have been received fromthat nei ghbor over a wireless
medium it is not generally safe to assune that the link is
bidirectional. 1In practice, MANETs often have links that are only
unidirectional due to differences in antennae, transnit power,
hardware variability, multi-path effects, etc.

To di scover the bi-directionality of |inks, an | PND Nei ghbor hood
Bloom Filter (NBF) (Section 2.6.4) facility MAY be enpl oyed in which
each node advertises a Bloomfilter representation of the set of

nei ghbors fromwhomit has received enough recent beacons to be
consi dered "up". Upon receiving a beacon froman "up" neighbor that
adverti ses an NBF which represents a set containing the receiving
node’s I D, the |ink SHOULD then be considered bi-directional

2.6. Beacon Message For mat
Figure 1 depicts the format of beacon messages. Note that |PND
foll ows the DTN convention of using Self-Delimting Numeric Val ues

(SDNVs) [ RFC6256] to represent variable length integers. An | PND
node MUST use UDP checksuns to ensure correctness.
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Fi gure 1: Beacon Message For nat
The beacon nessage is conprised of the follow ng fields:

0 Version: An 8-bit field indicating the version of |PND that
constructed this beacon. The present docunent describes version
0x04 of IPND. This version field is increnented for IPND if
either the IPND protocol is nodified or the Bundl e Protocol
version is increnented. In this way the field can al so be used to
determine the BP version supported by a potential DTN nei ghbor.

o Flags: An 8-bit field indicating | PND processing flags. Four
flags are currently defined. 0x00 indicates that no speci al
processi ng should be performed on the beacon. |f nore than one of
the Flags bits is set, then the associated structures will appear
in the beacon nmessage according to their bit order (Bit 0 is
first). Semantics of bits are described here from | east
significant (LSb) to nost significant (Msh).
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Bit O Source EID present: iff set, indicates that
the source node’s EID is present in the beacon
If the EIDis present, it is preceded by an
SDNV indicating its |l ength. An | PND node SHOULD
include its EIDin all beacons, therefore
this flag SHOULD al ways be set.

Bit 1 Service Block present: iff set, indicates
that a service block is present.

Bit 2 Neighborhood BloomFilter present: iff set,
i ndi cates that a Neighbor BloomFilter is present
within the Service Bl ock.

Bit 3 Beacon Period present: iff set, indicates that
a Beacon Period field is present.

Bits 4-7 Reserved

0 Beacon sequence nunber: A two-octet unsigned integer val ue
i ncremented once for each beacon transmitted to a particular IP
addr ess.

o EID Length: The byte length of the canonical EID contained in the
beacon. The EID length field is an SDNV and is therefore variable
length. A two-octet length is shown for conveni ence of
representation.

0 Canonical EID: The canonical end node identifier of the neighbor
advertised by the beacon nessage. The canonical EID is variable
I ength and represented as a Uniform Resource ldentifier [RFC3986].

0 Service Block: Optional announced services (Section 2.6.1) in the
beacon. Services MAY include CLAs (Section 2.6.3), routing
paraneters, a Nei ghborhood Bloom Filter (Section 2.6.4), and other
i mpl enent at i on- dependent servi ces.

0 Beacon Period: Optional field indicating the sender’s current
beacon interval in seconds. A value of zero indicates that the
beacon period is undefined. The Beacon Period is an SDNV and is
therefore variable length. A two-octet length is shown for
conveni ence of representation.

2.6.1. Service Block
As described previously, beacon nessages nmay optionally include a

bl ock of service availability information. The service block is
i ntended to contain representations of available CLAs, routers, a
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2.

6.

Nei ghbor hood Bloom Filter, etc., but is sufficiently general to
acconmodat e i npl enent ati on-specific services provided by the
adverti sing node.

For exanple, the source |IP address of a received beacon suffices to
identify the renote node at the IP level. However, the | P address
al one does not informother processes via which transport nechani sm
(e.g. TCP or UDP) or via which transport port the renote node is
offering a connection. Simlarly, nodes do not know which routers
(e.g. PROPHET [ RFC6693]) are running on a renote node in order to

i nform bundl e exchange. Therefore, a beacon MAY contain a service
bl ock whi ch serves to notify nodes about the availability of these
servi ces

The format of a service block is given in Figure 2

B e s T T S S S S S
Nunber of Services N (*) |
B e T i e S i T e o R e S e S S i ot e TR S N S

I
Service Definition O (IPND SD TLV encoded) \

+
- \

T S I i S i S e
\

+-
I

+-

I

\

I

s s T e O O i it o S i s ot i S S S S S S D O
\

+-

| _ N

\ Service Definition N1 (1 PND- SD-TLV encoded)

I
+-

B e T s s s i o o T T T T S S S s st SR S S S S
(*) Denotes the use of SDNV encodi ng

Figure 2: Service Bl ock Format
A service block is conprised of the following fields
0 Nunber of services: The nunmber of services described in the bl ock.
The nunber of services is an SDNV and is therefore variable
| engt h.
0 Service Definition(s): Alist of service definitions encoded
according to the I PND Service Definition TLV encodi ng
(Section 2.6.2) specification.
2. | PND Service Definition TLV Encodi ng
The I PND Service Definition TLV encodi ng schene (1 PND-SD-TLV)

provi des for the standardi zati on of service definitions using a
format that focuses on sinplicity, flexibility, and efficiency.
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| PND- SD- TLV borrows nany ideas fromfromthe ASN 1 Basic Encodi ng
Rul es (BER) specification [ASN1-BER]. Like ASN. 1 BER | PND- SD TLV
structures are generally conposed of three distinct parts:

1. Tag: A nuneric token which identifies the structure (REQU RED).

2. Length: A nuneric val ue which specifies the size of the content
bl ock (sonetimes REQUI RED) .

3. Value: The content block, which contains the val ue(s) described
by the tag (REQUI RED).

| PND- SD- TLV tags SHALL be 8-bit values, providing |IPND a range of 256
possi bl e tag nunbers. Tag assignnents are designed to provide a
basic, standard set of building blocks while remaining flexible
enough to allow the inplenentation of unforeseen specifications. The
first 128 tag nunbers (i.e. 0-127) SHALL be reserved for standard
definitions; the remaining tags (i.e. 128-255) MAY be used for

i mpl ement ation-specific (private) definitions. This design allows a
node to inspect the nost significant bit (bit-7, zero-indexed) of the
tag to determne whether it is a reserved or private val ue.

| PND- SD- TLV defines two classes of data types: Prinmitive and
Constructed (the difference between these data types is discussed
bel ow). Reserved tag nunbers are designed such that the class of a
data type can be determ ned by exam ning the second-nost significant
bit (bit-6, zero-indexed) of the tag. If this bit is not set, the
data type is primtive, otherwise it is constructed. As a result of
this design, reserved prinitive types SHALL be assigned tag nunbers
0-63, while reserved constructed types SHALL be assignhed tag nunbers
64- 127.

Private tag nunbers are al ways expected to represent constructed data
types, therefore private (inplenentation-specific) constructed types
(if in use by IPND) SHALL be assigned tag nunbers 128-255.

The construction of IPND-SD-TLV tags is depicted in Figure 3
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o m e e +
| Reserved |

Fom e - B e T L I gy +

| Bit | 7] 6] 5-0 [

[------- T +

| | O] 0| Tag Nunber | Reserved Primitive Types

+ Value +---4+---4-coomom oo +

| | O] 1| (Tag Nunber) - 64 | Reserved Constructed Types
Fom e - B e T L I gy +

o m e +

| Private |

S o e +

| Bit | 7] 6-0 |

Fom e - Fom e e e e e e e oo - +

| Value | 1| (Tag Nunber) - 128 | Private Constructed Types
oo e oo +

Fi gure 3: | PND- SD-TLV Tags

In order to keep encoded services sinple and conpact, |PND SD TLV
SHALL omit the length field in cases where the content’s length is

al ways fixed (e.g. an | P address) or described in-place (e.g. an SDNV
value). 1In the cases where an explicit length field is required
(e.g. string content), an |IPND node SHALL SDNV encode the | ength
values. Additionally, a length field MJST be included in constructed
types imediately followi ng the tag val ue which describes the |ength,
in bytes, of the structure’'s content block. This constraint allows a
node to skip constructed types that are unrecogni zed while reading a
recei ved Service Block. An IPND node SHALL SDNV encode these | ength
val ues.

Again, |PND-SD-TLV defines two classes of data types: Primtive and
Constructed. Prinmtive types represent fundanental data types such
as integers or strings. An |IPND node MJUST support the prinmitive data
types specified in Figure 4. Note that primtive types use one of
three distinct length specifiers:

o Fixed: The content always has a fixed | ength and SHALL NOT i ncl ude
a length field. Fixed Ilength nuneric values (including floating
poi nt nunbers) SHALL be witten in network byte order

0 Variable: The content is variable length but is encoded as an
SDNV, therefore it SHALL NOT include a length field.

0 Explicit: The content is variable and does not describe its own

I ength, therefore it MJST include a length field i mediately
followi ng the tag val ue.
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| TAG # Definition Length Type Content Length |
| (unencoded byt es) |

o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 0 bool ean Fi xed 1 |
[ 1 ui nt 64 Vari abl e 1-8* [
[ 2 sint64 Vari abl e 1-8* [
| 3 fixedl6 Fi xed 2 |
[ 4  fixed32 Fi xed 4 [
[ 5 fixed64 Fi xed 8 [
| 6 fl oat Fi xed 4 |
[ 7 doubl e Fi xed 8 [
[ 8 string Explicit 1-N |
| 9 byt es Explicit 1-N |
| 10- 63 UNASSI GNED [
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +

*Denot es content that is SDNV encoded
Figure 4: IPND-SD-TLV Primitive Types

Note that a special case exists for representing the enpty string and
the enpty byte array for the "string" and "bytes" data types,
respectively. In both cases, "enpty" is represented by an explicit

I ength value of 1 and content of a single null byte.

Constructed data types represent structures that are conposed of
other data types. As described earlier, reserved constructed types
SHALL be assigned tag nunbers 64-127. Additionally, nodes MAY assign
tag nunbers 128-255 to private constructed types in order to all ow
for inplenentation-specific constructed types. An | PND node SHALL
use constructed types to specify service definitions as described in
Section 2.6. 3.

It is inportant to note that the order in which other types are
conmposed within a constructed type need not be explicitly stated.
Ordering only beconmes an issue in the case where a constructed type
(not representing an array structure) contains nultiple instances of
the sane data type. In order to defeat this issue, inplenentations
MUST create data type wappers in order to differentiate identica
types. This design allows IPND to be order-agnostic when it cones to
readi ng data types that conpose a constructed type. Appendix B
descri bes an exanple where data type wappers are used to
differentiate identical fundanmental types.
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2.6.3. Services

A service is an | PND-SD-TLV structure that represents an
advertisenment for a DIN-rel ated resource avail able on the beacon
source node. Each service type SHALL have a unique tag number in
order to identify it within the service block. Nodes SHALL use the
initial set of tag assignnents described in Figure 5 (the rationale
for tag nunmbering is described in Section 2.6.2).

64 CLA-TCP-v4
65 CLA- UDP-v4
66 CLA- TCP-v6
67 CLA- UDP-v6
68 CLA-TCP- HN

P (fixed32), Port (fixedl6)}
P (fixed32), Port (fixedl1l6)}
P (bytes), Port (fixedl6)}
P

I
I
I
I P (bytes), Port (fixedl6)}

Lt Yt Yot Vot ¥ e}

I I
I I
| |
| Host nanme (string), Port (fixedl6)} |
| 69 CLA-UDP-HN  {Hostnane (string), Port (fixedl6)} |
[ 70 CLA-DCCP-v4 {IP (fixed32), Port (fixedl6), [
| Servi cecode (fixed32)} |
| 71 CLA-DCCP-v6 {IP (bytes), Port (fixedl16), |
[ Servi cecode (fixed32)} [
| 72 CLA- DCCP-HN {Hostnane (string), Port (fixedl6), |
| Servi cecode (fixed32)} |
| 73-125 UNASSI GNED [
| 126 NBF- Hashes Hash | Ds (bytes) |
| 127 NBF-Bit s Bit Array (bytes) |
| 128- 255 PRI VATE USE [

Figure 5: | PND-SD-TLV Constructed Services

An | PND node MJST support the service definitions for CLA-TCP-v6 and
CLA-UDP-v6; that is, a node MUST support the standard definitions for
TCP CLA advertisenents and UDP CLA advertisenents, respectively (both
supporting | Pv6 128-bit addresses). An exanple bitw se
representation of the CLA-TCP-v6 service is depicted in {{figure6}.
Note that the format of the CLA-UDP-v6 service is identical except
for the initial tag nunmber, which would instead be 67 (hex 0x43).
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Tag 0x42 | Len Ox15 (*) | Tag 0x09 | Len 0x10 (*)
T i T S i S i S S St i S S
| | Pv6 Address [
T T i i S T iy S S S S S
| | Pv6 Address (cont) |
B o o ks s S S e i el T R e S S e o o o o o =
[ | Pv6 Address (cont) [
T o T i S T i S O h i S s
| | Pv6 Address (cont) |
T e T i i S T il S S S S S
| Tag 0x03 | Port Number
R R i ol s s S S e S i T e i I TN S

(*) Denotes the use of SDNV encodi ng

Fi gure 6: CLA-TCP-v6 Service Fornat

An | PND node MAY support the CLA-TCP-v4, CLA-UDP-v4, CLA-TCP-HN, CLA-
UDP- HN, CLA- DCCP-v4, CLA-DCCP-v6 and CLA-DCCP-HN service definitions
Bitwi se representations of the CLA-UDP-v4, CLA-TCP-HN and CLA- DCCP-v6
services are depicted in Appendix A Additionally, a node MAY
support the Nei ghborhood Bl oom Filter services (NBF-Hashes and NBF-
Bits). These services are described below (Section 2.6.4). Lastly,
a node MAY support any inplenmentation-specific services with tag
nunbers 128-255. Appendi x B describes an exanple of an

i npl ement ati on-specific service that nakes use of private tag nunber
assi gnnents.

2.6.4. Neighborhood Bl oom Filter

In order to efficiently determne link bi-directionality, a node
represents the set of its 1-hop neighbors using a Bloomfilter
referred to as the Nei ghborhood Bloom Filter (NBF). Upon receiving a
beacon from a nei ghbor that contains NBF service infornmation, a node
can quickly determne whether it is in the neighbor’s NBF set, and

t hereby determ ne whether the Iink is bidirectional

Every node that might operate in an environnment where discovered
I'inks may not be bidirectional SHOULD include NBF service
advertisements in its nulticast or broadcast beacons which describe
the menbership of its 1-hop neighbor set. This is especially true if
a node’s routing protocol presumes that |inks are bidirectional

An NBF need not be included within every beacon, but one SHOULD be
present within at |east one broadcast or nulticast beacon following a
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change in the 1-hop nei ghborhood of the node. An NBF advertisenent
MAY be present in every broadcast or nulticast beacon

In order to advertise an NBF, an |PND node MJUST include two distinct
services in the Service Block of sone (or all) of its beacons: NBF-
Hashes, which describes the hash algorithms used to conpute the NBF
bit array; and NBF-Bits, which contains the actual bit array of the
NBF. The bits set in the NBF-Bits structure MJST be defined by
computi ng hashes on the canonical EID of each 1-hop nei ghbor
considered to be "up". Each hash algorithmused to conpute the NBF
bit array MJUST be identified in the NBF-Hashes structure (using
nunerical identifiers; one byte per identifier). Exenplary bitw se
formats of fictional NBF-Hashes and NBF-Bits structures are depicted
in Figure 7 and Figure 8, respectively. Note that the NBF bit array
in the NBF-Bits structure nmust be byte-aligned, and SHALL be padded
with zero bits at the end of the bit array to achieve byte-alignnent.

3
- -

+ o1

1
1
+- +-
en 0x05 (
S
Hash 1 ID

s e e e i ol (T S S R S S R S Sl (R B
(*) Denotes the use of SDNV encodi ng
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Figure 7: Fictional NBF-Hashes Service Format
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Figure 8: Fictional NBF-Bits Service Format

D fferent networks naturally have distinct requirenents, tolerance
for overhead, and node conputing resources, so the paraneters of the
Bloom Filter such as the bit array length, and the nunber and types
of hash algorithnms, are not nmandated by | PND. However, all nodes
participating in such a DTN SHOULD be aware of the same set of hash
algorithnms and their respective identifiers used in NBF-Hashes
structures.
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2

2

7

8.

NBF services, if present, MAY be ignored by a receiving | PND node if
its inplenmentation does not provide for it, or if the paraneters of
the Bloomfilter cannot be determined with certainty (e.g. if the
hash function identifiers are not recognized).

| PND and CLAs

| P-based CLAs are generally expected to depend on an | PND

i npl ement ati on nodul e for their discovery service. A CLA MAY opt not
to use I PND, either because that CLA does not require discovery or
provides its own.

Once | PND di scovers a new neighbor it MJUST informall CLAs which
depend on | PND of the neighbor’s existence and the di scovered
paraneters. The exact neans by which I PND communi cates with the CLAs
is inplenmentation dependent.

Simlarly, once IPND determines that a |ink has gone down, it MJST
informall dependent CLAs of the link down event.

Di sconnecti on

Note that an | PND node SHOULD nmintain state over all existing

nei ghbors in order to prevent CLAs fromneedlessly attenpting to
establ i sh connections between nodes that are already connected. To
mai ntain the current nei ghbor set, |PND renoves stal e neighbors after
t he defined nei ghbor receive tinmeout period el apses wi thout receiving
any beacon nessages from a particul ar nei ghbor

Upon detecting a neighbor that is no | onger available, |PND MAY
provide hints to the CLAs that the neighbor is gone. Note that sone
CLAs t hemsel ves provi de keepalive-type functionality and therefore
IPND i s not necessarily required to detect down nei ghbors. However,
relying on IPND to provide both discovery and availability

i nformati on provides a single, coherent point in the systemdesign to
mai ntai n nei ghbor i nfornation.

Rel ation to Ot her Discovery Protocols

A variety of discovery protocols exist in other contexts and donai ns.
These di scovery protocols include the ability to discover avail able
nei ghbors and services. For exanple, the | ETF zero configuration
wor ki ng group [ RFC3927], the Bonjour protocol [BONJOUR], and the
COLSRv2 nei ghbor hood di scovery protocol (NHDP) [ RFC6130] all provide
simlar functionality.

O her rendezvous nechani sns are possible that allow a node to find a
nei ghbor of a particular type or with particular properties. For
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6

exanpl e, the Domain Nane System (DNS) or Distributed Hash Tabl es
(DHTs) could be used to find a nei ghbor that provides an inter-

pl anetary gateway. Such advanced rendezvous schenes are beyond the
scope of this docunent.

In contrast, DTN-1PND is designed to be DIN-specific, efficient, and
extrenmely lightweight. For instance, DIN-IPND i s capabl e of
supporting arbitrary length DTN ElDs, and may include CLA information
in order to maxim ze the utility of each beacon nessage wi t hout
requiring nultiple round-trip transmi ssions in order to perform
conmpl ex protocol negotiation

Whil e DTN-1 PND MAY be used in non-DTN environnents, its use is
RECOMVENDED only in DTNs.

| npl enent ati on Experience

Rayt heon BBN Technol ogi es (BBN) devel oped an i npl enentati on of DTN
| PND whi ch has been added to the bundl e protocol reference
i npl ementation, DTN2, as an experinmental build option

BBN has al so i npl enented and depl oyed an earlier version of DIN | PND
as part of the [SPINDLE] project.

An earlier version of this specification has also been inplenmented as
part of the [IBR-DIN] project at Technical University of
Braunschwei g, Ger many.

Security Considerations

Nei ghbor di scovery may be perceived as an inpedinment to security
because it advertises a potential target for attacks. Discovering
the existence of a particular node is orthogonal to securing the
services of that node. Nodes that desire or require higher-1levels of
security SHOULD di sabl e the broadcast | PND beacons and rely instead
on static neighbor configuration

Furt her, nei ghbor discovery represents a potential source of network
congestion and contention. Therefore, careful consideration should
be nmade to the frequency and TTL / Hop Linmit scope of beacons when
setting inplenentation-specific paranmeters, particularly when a
setting affects larger regions of the network

| ANA Consi der ati ons
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6.1. Port Number
Port number TBD1 has been assigned as the default UDP port for |PND.
Servi ce Nane: dtn-ipnd
Transport Protocol (s): UDP
Assignee: Ronald in 't Velt (ronald.intvelt@no.nl)
Contact: Ronald in 't Velt (ronald.intvelt@no.nl)
Description: DIN | P Nei ghbor Discovery Protoco
Ref erence: (This docunent)
Port Nunber: TBD1

6.2. Tag nunbers
A new | ANA registry should be created to docunent the standard tag
nunber assignments for I PND Service Definition TLV structures. The
registry shall define a single nunberspace with val ues representing
the I PND-SD-TLV tag nunbers as described in Section 2.6. 2.
The registration policy for this newregistry shall be:
0-63: Specification Required. Specifications in this subset nust
only be for primtive datatypes, and the specification nust describe
which "length type" will be used for the new datatype as well as the
unencoded content length (see Figure 4). New registrations shal
only be approved for datatypes reasonably expected to have a use case
appl i cabl e throughout the community.
64-127: Specification Required. Specifications in this subset nust
only be for constructed datatypes, and the specification nust
describe the composition of the new datatype using references to
exi sting datatypes (as in Figure 5). New registrations shall only be
approved for datatypes reasonably expected to have a use case
appl i cabl e throughout the community.
128-255: Private or Experinental use. No assignhment by | ANA

The val ue range is: unsigned 8-bit integer.
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o o m e e e e e e e e e e e e e e e e e e e e e e e e e e eee oo +
| Val ue Descri ption Ref er ence |
o mm m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memaa oo +
[ 0 Primtive bool ean tag Thi s Docunent |
| 1 Primtive uint64 tag Thi s Docunent |
| 2 Primtive sint64 tag Thi s Document |
[ 3 Primitive fixedl6 tag Thi s Docunent |
| 4 Primtive fixed32 tag Thi s Document |
| 5 Primtive fixed64 tag Thi s Document |
[ 6 Primtive float tag Thi s Docunent |
| 7 Primtive double tag Thi s Docunent |
| 8 Primtive string tag Thi s Document |
| 9 Primtive byte array tag Thi s Document |
| 10-63 Unassi gned (primtive only) |
| 64 CLA- TCP-v4 service tag Thi s Document |
[ 65 CLA- UDP-v4 service tag Thi s Docunent |
| 66 CLA- TCP-v6 service tag Thi s Docunent |
| 67 CLA- UDP-v6 service tag Thi s Docunent |
| 68 CLA- TCP- HN service tag Thi s Document |
| 69 CLA- UDP- HN service tag Thi s Document |
| 70 CLA- DCCP-v4 service tag Thi s Document |
[ 71 CLA- DCCP-v6 service tag Thi s Docunent |
| 72 CLA- DCCP- HN servi ce tag Thi s Docunent |
| 73-125 Unassi gned (constructed only) |
| 126 NBF- Hashes service tag Thi s Document |
| 127 NBF-Bits service tag Thi s Document |
| 128- 255 Pri vat e/ Experi mental Use |
o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo o +

Figure 9: | ANA | PND- SD- TLV Tag Nunber Assignnents
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(*) Denotes the use of SDNV encodi ng

Figure 12: CLA-DCCP-v6 Service Format

Appendi x B. Fictional Private Service Exanple

The foll owi ng describes a fictional inplenentation-specific routing
service in order to denonstrate the use of |PND SD-TLV encodi ng
rules. Figure 13 defines the construction of the service structure
usi ng tag nunbers out of the private tag assignment space. Note the
use of "wrapper" data types in order to differentiate between what
woul d otherwi se be identical data types within the conposition of the
router service's definition

| 128 FooRout er {Seed (SeedVval), |
[ BaseWei ght (\Wei ght Val),

| Root Hash (bytes)} |
| 129 SeedVal Val ue (fixed16) |
| 130 Wei ght Val Val ue (fixed16) |

Figure 13: Fictional Router Definition

Figure 14 depicts the bitwi se representation of an | PND-SD TLV
encoded FooRouter service using fictional content values. Note that
the ordering of the service's conposition does not exactly match the
definition; this should not be an issue for a receiving node with
know edge of the FooRouter service.
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Figure 14: Fictional FooRouter Fornat
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