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Abst ract

A nunmber of application-layer protocols make use of |P broadcasts or
mul ti cast nessages for functions such as |ocal service discovery or
nane resol ution. Sone of these functions can only be inpl enented
efficiently using such nmechani sns. Wen using broadcasts or
mul ti cast nessages, a passive observer in the sane broadcast donain
can trivially record these nessages and anal yze their content.
Theref ore, broadcast/nulticast protocol designers need to take
speci al care when designing their protocols.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Broadcast and nulticast nessages have a | arge receiver group by
design. Because of that, these two nmechanisns are vital for a number
of basic network functions such as auto-configuration. Application
devel opers use broadcast/nulticast nessages to inplement things |ike
| ocal service or peer discovery and it appears that an increasing
nunber of applications nake use of it.

Usi ng broadcast/nulticast can becone problematic if the information
that is being distributed can be regarded as sensitive or when the
information that is distributed by multiple of these protocols can be
correlated in a way that sensitive data can be derived. This is
clearly true for any protocol really, but broadcast/nulticast is
special in tw respects: a) the aforenentioned |arge receiver group
whi ch nakes it trivial for anybody on a LAN to collect the

i nformati on wi thout special priviledges or a special location in the
network and b) encryption is nore difficult when broadcasting/

mul ticasting messages. This draft docunments a nunber of design
consi derations for broadcast/multicast protocol designers that are

i ntended to reduce the |ikelyhood that a broadcast protocol can be
m sused to collect sensitive data about devices, users and groups of
users on a LAN

Wnter, et al. Expires April 21, 2016 [ Page 2]



Internet-Draft Br oadcast consi derati ons Cct ober 2015

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Design considerations

There are a few obvious and a few not necessarily obvious things
desi gners of broadcast/nulticast protocols should consider. Mst of
these itens are based on protocol behavi our observed as part of an
experinment on an operational network

2.1. Message frequency

Frequent broadcast/nulticast traffic caused by an application can
gi ve user behaviour and online tinmes away. This allows a passive
observer to potentially decuct a user’s current activity (e.g. a
ganme) and it allows to create an online profile (i.e. tines the user
is on the network). The higher the frequency of these nessages, the
nmore accurate this profile will be. Gven that broadcasts are only
visible in the same broadcast donain, these nessages al so give the
rough |l ocation of the user away (e.g. a canpus or building).

If a protocol relies on frequent or periodic broadcast/nulticast
messages, the frequency should be chosen conservatively, in
particular if the nmessages contain persisten identifiers.

2.2. Persistent identifiers

A few broadcast/nulticast protocols observed in the wild make use of
persistent identifiers. This includes the use of hostnanes or nore
abstract persistent identifiers such as a UUD or simlar. These IDs
e.g. identify the installation of a certain application and m ght
not change across updates of the software. This allows a passive
observer to track a user precisely if broadcast/nulticast nessages
are frequent. This is even true, in case the IP and/or MAC address
changes. Such identifiers also allowtwo different interfaces (e.qg.
Wfi and Ethernet) to be correlated to the sane device. |If the
application nakes use of persitent identifiers for nultiple
installations of the sane application for the sane user, this even
allows to infer that different devices belong to the sane user

If a protocol relies on IDs to be transnitted, it should be

considered if frequent ID rotations are possible in order to nake
user tracking nore difficult.
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2.3. Anticipate user behaviour

A large nunber of users nane their device after thenselves, either
using their first nane, last nane or both. Oten a hostnane includes
the type, nodel or naker of a device, its function or includes

| anguage specific infornmation. Based on gathered data, this appears
to currently be preval ent user behaviour. For protocols using the
host nanme as part of the nessages, this clearly will reveal personally
identifiable information to everyone on the |ocal network.

Wher e possible, the use of hostnanes in broadcast/nulticast protocols

shoul d be avoided. |If only a persistent IDis needed, this can be
generated. An application mght want to display the information it
wi Il broadcast on the LAN at install/config time, so the user is at

| east aware of the application’s behaviour
2.4. Renber - You are not al one

A large nunber of services and applications make use of the
broadcast/nul ti cast nechanism That means there are various sources
of information that are easily accessible by a passive observer. In
i solation, the information these protocols reveal mi ght seem

harm ess, but given nultiple such protocols, it mght be possible to
correlate this information. E.g. a protocol that uses frequent
messages including a WD to identify the particular installation
does not give the identity of the user away. But a single nessage
including the user’s hostnanme mght just do that and it can be
correlated using e.g. the MAC address of the device's interface.

A broadcast protocol designer should be aware of the fact that even

if the protocol’s informati on seens harm ess, there mght be ways to
correlate that information with other broadcast protocol information
to reveal sensitive information about a user

2.5. Configurability

A lot of applications and services using broadcast protocols do not
i nclude the neans to declare "safe" environnents (e.g. based on the
SSID of a WFi network). E. g. a device connected to a public WFi
will likely broadcast the sane information as when connected to the
home network. It would be beneficial if certain behaviour could be
restricted to "safe" environments.

An application devel oper maki ng use of broadcasts as part of the
application should make the broadcast feature, if possible,
configurable, so that potentially sensitive informati on does not |eak
on public networks.
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3. | ANA Consi derati ons

This meno includes no request to | ANA
4., Security Considerations

TBD
5. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.
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