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Abst ract

Thi s docunent describes a pub/sub styled protocol to send security
alerts to a security nonitor that can feed into MLE and ot her
managenent platforns. It uses data structures from NETCONF, M LE,
and | PFI X to nmanage the reporting and report security alerts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 22, 2016.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent proposes a set of protocols to autonmate the reporting
of security alerts to the various nonitoring systems. The intent is
primarily to automate the input of security events to the MLE
environnment (R D [ RFC6545] and I ODEF [I-D.ietf-mle-rfc5070-bis]).
Any aut horized nonitoring systemcan subscribe to any of the security
alerts reports.

An Internet security defense device first registers with a security
alert nonitoring system At this point the content and protocol used
has not been identified. Since such a registration is nornally at
"quiet time', the registration does not occur during a network
congested tine and can use sonme HTTPS-based service. At this tine
bot h systens exchange their X 509 identifiers to be used for the sub/
pub security and identification

Once a defense device is registered, the nonitoring system can
subscribe to it for those alerts in needs to receive. The
subscription protocol should use NETCONF [ RFC6536] with the

publ i cation/subscription push service [I-D.ietf-netconf-yang-push].
If the systemneeds a "pull" service, the NETCONF and | 2RS
subscription service could be expanded to support a pull service.

Any secure NETCONF transport that this pub/sub service support can be
used.
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The defense device publishes security alerts to subscribed nonitors
usi ng | ODEF or | PFI X [RFC7011] data structures. The protocol (s) for
these reports are discussed within this docunent.

Terns and Definitions
Requi rement s Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Pr obl em Space

At the time of developing this docunment, there is no | ETF defined set
of standardi zed security alert nessages and protocols.

Admi ni strators of systens which provide MLE service currently use
"cut - and- past” where they cut sel ected messages from proprietary

nmoni toring systenms and past these messages into their MLE
environnment. The intent here is to standardi ze and automate this
process. It is recognized that many of these alerts are too detailed
to be actionable. Sone inplenentations of the alert nonitor wll
include analytic tools to select the actionable information fromthe
alerts. Alerts which are too detailed to be actionable or alerts

whi ch include anal ytical tools are outside of any standardi zi ng
process.

Many of the needed alerts are scattered throughout the various
standards |like I PFI X and | ODEF, but are not collected together as
recogni zed security alerts that should be aggregated into a reporting
f ramewor k.

The first mle of security alerts

There are three conponents to the first MLE process

0 Register

0 Subscribe

0 Publish

Regi st er

An Internet security defense device first registers with a security
alert nonitoring system This is typically done at the tine the

device is installed, but may occur |ater as the device is registered
to nore nonitoring systens. There is no theoretical Iimt on the
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number of nmonitors a device is registered to. The linit within a
systemare practical limts based on internal limts within the
devi ce.

Most nonitors will be comrercial and the registration will be based
on existing business relationships. One such exanple is the ISP's
security nonitor. It is possible that a CERT may accept direct
registration w thout a business relationship. However this may
require nmore study to ensure that this will not introduce potential
attacks of false reporting to CERTs.

The actual content of the registration has not been determ ned.
Mnimally it needs to include

o ldentifiers (e.g. X 509 certificates)

0 Reports available fromdevice (i.e. what to subscribe to)
0 Subscription protocol s(s)

o Publication protocol s(s)

A device can alter any of its registered information at any tinme as
wel | as cancel a registration

4.2. Subscribe

Once a defense device is registered, the nonitoring system can
subscribe to it for those alerts in needs to receive. This is
typically done via NETCONF, but is controlled by what the device
regi stered as supported subscript protocols.

A nonitor can subscribe or unsubscribe for reports at any tine. Wth
the first subscription, a secure conmunication transport will be
enabled fromthe device to the nmonitor. See Section 4.3 for nore on
the this secure transport.

4. 3. Publ i sh

The defense device publishes security alerts to subscribed nonitors.
The reports will be sent over the subscribed protocol using the
subscri bed data nodel, either | ODEF or |PFI X

Since these alerts may be reported during an attack that degrades
communi cati ons, many of the DOTS requirenents
[I-D.ietf-dots-requirenents] apply here. One that doesn’t is the bi-
directional requirenent. Even so, the sane security and transport
desi gn used for DOTS shoul d be used here.
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5. first MLE data nodel

The data nodel will support the constraints of the NETCONF
publication/ subscription nodel [I-D.ietf-netconf-yang-push], and the
NETCONF nodul e library function [I-D.ietf-netconf-yang-Ilibrary] which

i ndi cates pub/sub support within a nodel. |If the MLE service which
to utilize non-persistent (aka epheneral) data that disappears on
reboot, the netconf publication/subscription nodel will support non-

persi stent configuration.

Wrk on the data nodel is an open item
6. | ANA Consi derations

No | ANA considerations exist for this docunent at this tine.
7. Security Considerations

An attacker that can disable first MLE nay be able to attack a
device at will as those nonitoring it expect these attacks to show up
on their nonitor. As such each part of the firstMLE systemwi ||
need the conplete security services that are defined or referenced
here.
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