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Abst r act

A key presunption of the Internet architecture has been that devices
are general purpose conputers. By constraining the set of devices
that connect to the Internet to non-general purpose devices, we can
i ntroduce a set of network capabilities that provides an additiona

| ayer of protection to those devices. One such capability is the
Manuf act urer Usage Description (MJD). This work builds on nmany

exi sting network capabilities so as to be easily depl oyabl e by al

i nvol ved. The focus of this work is primarily, but not exclusively,
in the real mof security; and again primarily, but not exclusively,
relating to smart objects.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
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1. I nt roduction

The Internet has | argely been constructed on general purpose

comput ers; those devices that nay be used for a purpose that is
specified by those who buy the device. [RFCl1984] presuned that an
end device woul d be nost capable of protecting itself. This nade
sense when the typical device was a workstation or a mainfranme, and
it continues to nake sense for general purpose conputing devices
today, including | aptops, snart phones, and tablets.

[ RFC7452] discusses design patterns for, and poses questions about,
smart objects. Let us then posit a group of objects that are
specifically not general purpose conputers. These devices therefore
have a purpose to their use. By definition, therefore, all other
purposes are NOT intended. The conbination of these two statenents
can be restated as a manufacturer usage description (MJD) that can be
applied at various points within a network. Al though this nmeno may
seemto stress access requirenments, usage intent also consists of
quality of service needs a device may have

We use the notion of "manufacturer” loosely in this context, to
sinply mean the entity or organization that will state how a device
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is intended to be used. |In the context of a lightbulb, this m ght

i ndeed be the lightbulb manufacturer. 1In the context of a smarter
device that has a built in Linux stack, it m ght be integrator of
that device. The key points are that the device itself is expected
to serve a limted purpose, and that there nmay exi st an organization
in the supply chain of that device that will take responsibility for
i nform ng the network about that purpose.

The converse statenment hol ds that general conputing systens will
benefit very little fromMJD, as their manufacturers cannot envision
a specific comunication pattern to descri be.

The intent of MU is to therefore solve for the follow ng problens:

0 Substantially reduce the threat surface on a device entering a
network to those communications intended by the manufacturer

o Provide for a neans to scale network policies to the ever-
i ncreasi ng nunber types of devices in the network.

0o Provide a neans to address at |east some vulnerabilities in a way
that is faster than it mght take to update systens. This wll be
particularly true for systenms that are no | onger supported by
their manufacturer.

0 Keep the cost of inplenentation of such a systemto the bare
ni ni mum

No matter how good a MJD enabled network is, it will never replace
the need for manufacturers to patch vulnerabilities. It may,
however, provide network administrators with sone additiona
protection when those vulnerabilities exist.

1.1. A Sinple Exanple

A light bulb is intended to light a room It may be renotely
controlled through the network; and it may make use of a rendezvous
service of sonme formthat an app on smart phone accesses. \Wat we
can say about that light bulb, then, is that all other network access
is unwanted. It will not contact a news service, nor speak to the
refrigerator, and it has no need of a printer or other devices. It
has no Facebook friends. Therefore, an access list applied to it
that states that it will only connect to the single rendezvous
service will not inpede the light bulb in performng its function
while at the sanme tinme allowing the network to provide both it and
ot her devices an additional |ayer of protection
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1.2. Deternining Intended Use

The notion of intended use is in itself not new. Network

adm nistrators apply access lists every day to allow for only such
use. This notion of white listing was well described by Chapman and
Zwi cky in [FW85]. Programmatically profiling systens have existed
for years as well. These systens make use of heuristics that take at
| east some tinme to assert what a systemis.

A systemcould just as easily tell the network what sort of
protection it requires without going into what sort of systemit is.

This would, in effect, be the converse of [RFC7488]. |In seeking a
general purpose solution, however, we assune that a device has so few
capabilities that it will inplement the | east necessary capabilities

to function properly. This is a basic econom c constraint. Unless
the network woul d refuse access to such a device, its devel opers
woul d have no reason to inplenent such an approach. To date, such an
assertion has held true.

If the network does not apply heuristics and a device is not capable
of articulating what it needs fromthe network, perhaps there is a
third approach that builds on capabilities already in both. There
are four such potential capabilities for the network to determ ne
what sort of client it has:

1. For those devices that are neant to operate in a secure
environnment [l EEE8021X] and [l EEEB021AR] provi des a means for
certificate-based device identification

2. In the absense of DHCP in IPv6 (e.g., statel ess address
sel ection), [|EEE8021AB] can be used to |learn the sane
i nformati on.

3. Inthe IP network context, every device needs an | P address.
[ RFC2131] specifies the dynanm ¢ host configuraiton protocol
necessary for all IPv4 and | Pv6 inplenentations. Cdient use of a

DHCP option would informthe network of what the device thinks it
is, and provide a pointer to additional policy information

4. Finally, for equipnment that does not emit any information, it is
possi ble for the access switch to proxy the infornmation into the
system

Wth these capabilities, a device may inpart sone piece of
information to the network. 1In the imortal words of David John
Wheel er, "All problens in conputer science can be sol ved by another

| evel of indirection, except of course for the problemof too nmany
indirections." Qur means of providing this level of indirectionis a
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Uni versal Resource ldentifier (URI) [RFC3986] that references a file
put in place by soneone who knows sonet hi ng about the device - the
manufacturer. As we will later discuss, we can |later rel ax whether
it is indeed the manufacturer who is specifying the URI

Wth a sinple resolution of a URI, a file is retrieved. W are now
to the point in the discussion where we have to deci de how the
manuf act urer expresses intent. W have already stated that Things
thensel ves have limted capabilities. Let us also assunme that we in
t he networ ki ng business wi sh to stand on the shoul ders of giants and
al so not reinvent the wheel. Wile such a wheel is not perfectly_
rounded for our purposes, YANG nodel s [ RFC6020] and their derivative
XML provide sufficient richness for the manufacturer to clearly state
at least sinple intent. They are thus our starting point.

1.3. Types of Policies

Once we know how to determine intended use and who can deternine it,
there is still the question of what that sort of policies can in fact
be intended. At least initially, we envision that as a begi nning
host -1 evel access policies. The manufacturer may specify either
specific hosts or certain classes. An exanple of a class mght be
"devices of a specified manufacturer type", where the manufacturer
type itself is indicated sinply by the authority of the MJD URl

Anot her exanple might to allow or disallow local access. Just like
other policies, these may be comnbi ned. For exanple:

Al'l ow access to host controller.exanple.comwith QS AFl1l1
Al'l ow access to devices of the sane manufacturer

Al'l ow access to and fromcontrollers who need to speak COAP
Al'l ow access to | ocal DNS/ DHCP

Deny all other access

To add a bit nore depth that should not be a stretch of anyone’'s
i magi nati on, one could al so nake use of port-based access |ists.
Thus a printer night have a description that states:

Al'l ow access for port I PP or port LPD
Al'l ow | ocal access for port HITP
Deny all other access

In this way anyone can print to the printer, but |ocal access would
be required for the managenent interface

O her non-access policies may be possible as well. For instance,
suppose a nanufacturer is able to nmake use of an authentication
infrastructure. That could be specified in the usage description
such that the details could be filled in by the controller. In

Lear Expires July 24, 2016 [ Page 5]



Internet-Draft MUD January 2016

addition, QS policies are sufficiently mature and ubiquitous as to
be valuable in this context as well. And so for instance, for voice/
vi deo services

Set QoS AF13 to S| P- GW EXAMPLE. COM

The converse highlights a design consideration: policies that are
articul ated by the manufacturer nust be ubiquitously understood, or
they may not be applied. That is- applying half a policy is not
saf e.

2. The Manufacturer Usage Description Architecture

Wth these conponents |aid out we now have the basis for an
archicture. This leads us to ASCII art.

|  Network | . | I
| Managenent |----- >get URI ->| MFG |
| System | . | Web Site |
End system network | |<--MD file<--<| __ |

:| | | router |
.| Thing |---->MJD URI -->| or |
o | | switch |

Figure 1: MJD Architecture

In the above diagram the switch or router collects MJD URIs and

forwards themto the network nanagenment system for processing. This
happens in different ways, depending on how the URl is conmunicated.
For instance, in the case of DHCP, the DHCP server might receive the

URI and then process it. In the case of |EEE 802.1X, the switch
woul d tunnel the URI to the authentication server, who would then
process it.

The information returned by the web site is valid for the duration of
the device's connection, or as specified in the description. Thus if
the device is nobile, when it nmoves on, any configuration in the
switch is removed. Simlarly, fromtime to time the description may
be refreshed, based on new capabilities or comunication patterns or
vul nerabilities.
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The web site is run by or on behalf of the manufacturer. |Its domain
nane is that of the authority found in the MJID URI. For |egacy cases
where Things cannot emt a URI, if the switch is able to determ ne
the appropriate URI, it may proxy it, the trivial cases being a map
bet ween sone regi stered device or port and a URI.

2.1. \What does a MJD URI | ook Iike?
To begin with, MJD takes full advantage of both the https: schene and

the use of .well-known. HITPS is inportant in this case because nen
in the mddle could otherwise harmthe operation of a class of

devices. .well-known is used because we wi sh to add additiona
structure to the URI. And so the URI is specified in draft-1ear-
net nod- nud-pre0. It | ooks like this:

htt ps:// manuf act urer. exanpl e. coni . wel | - known/ nud/ v1/ nodel / ver si on#extra

"nodel " represents a device nodel as the manufacturer w shes to
represent it. It could be a brand nanme or somnething nore specific.
"version" provides a neans to indicate what version the product is.
Specifically if it has been updated in the field, this is the place
wher e evidence of that update would appear. Once again, the field is
opaque. Froma controller standpoint, therefore, only conparison and
mat chi ng operations are safe.

2.2. Communicating to the Manufacturer

We assune that the the manufacturer has at its disposal a web service
running atop port 443 with standard HTTPS semantics, and that its
capabilities are at par with today’'s web servers. W further assune
that this web server has no semantic understanding itself of MJD
This poses us a particular challenge: either we are to cast in stone
the nodel that is put in place, or we nust find a nechani sm by which
the switch or its controller can choose an appropriate set of
capabilities.

2.3. Using YANG based XM_

Because NETCONF is well distributed within network infrastructure and
YANG has becone the accepted way to generate schema for NETCONF,
these we attenpt to adapt the protocol and the nodeling | anguage,
respectively. At some point in the near future, it will likely be
the case that XML gives way to JSON[ RFC7159]. YANG can be used for
either, and so it seens even nore appropriate to make good use of it.
This work makes use of XM because of the breadth of tool sets
avai l abl e, and not for any |ove of angle brackets. That is subject
to change
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The descriptions specified in MID files should be based on relatively
ubi qui tous network capabilities. Access lists are such an exanpl e,
and QoS policies follow closely behind. For security purposes, these
policies nmust only apply to the device that is connecting, and should
not nodify other parts of a network elenent’s configuration. The key
scaling properties here are as foll ows:

o A manufacturer should only have to maintain and distributer one
file per device nodel

0 A network nmanagenent system need not retrieve that sane file when
the sane nodel appears in nultiple places in its network

0 Updates should occur at periods specified by the manufacturer to
manage | oad.

Instantiating Policy

The network managenment systemreceiving the MID file nust convert it
into an access list that a network el enent understands, and apply it

to an appropriate interface, limting its applicability only to the
device in question. |In sone cases, the policies will be abstract.
For exanple, "local" would be translated to the set of networks that
are within the sane adnministrative domain. It is the network

managenment systemis responsibility to see that the configuration is
renoved when the device detaches, and that the configuration is
consistent with other policies that mght apply to that device.

I nportantly, network nmanagenent systens shoul d al ways defer to the
network adninistrator’s wishes. As such, a conflicting policy should
not be depl oyed, but rather |ogged.

Human interaction nmay be required in sone cases. In the hone, one

coul d i magi ne description sinply being instantiated, whereas in the
enterprise, soneone nmay need to review the description before it is
appl i ed.

It is distinctly possible that a highly advanced enterprise woul d
i gnore any manuf acturer reconmendations altogether but still use the
URI received fromdevices as a classifier

When Configuration Can't Change

In sone environnments it may not be possible for policy reasons to
make changes to network elenments to instantiate usage descriptions as
a means of enforcement. These very sane descriptions may be used as
a nmeans to audit activity of a device to determ ne whether or not it
is acting in accordance with the the manufacturer’s intent.
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3. Related Wrk
3.1. Relationship to ANl MA

[I-D.ietf-ani ma-bootstrappi ng-keyinfra] specifies a neans by which a
device is configured with appropriate credentials for a given
network. This work specifies a neans to configure the network rather
than the device. |In fact, one key assunption of MU is that it wll
be extremely painful to make any end system changes.

4., Security Considerations

The three nmentioned nmeans for a device to enit a MJD URl each have
their own security properties, and will be discussed in separate
drafts. A risk they share in comon, however, is that the URI could
point to to a site that contains nalware. To avoid such problens,
several countermneasures are suggested:

o Al XM should be well formed and val i dated agai nst appropriate
schema.

0 Only XM. whose capability nanme spaces are known shoul d be
processed at all.

0 Any nanes within the XM. (such as access-1ist or ACE nanes) shoul d
be replaced with local instances, so as to avoid overwiting
exi sting configuration.

0 Controllers are encouraged to validate the reputation of the
authority of the web site.

By emitting a URI the device may identify itself to an interloper.
As it happens, nost devices can be relatively easily fingerprinted
based on their comruni cations patterns. However, if this is of
concern, devices should enmit the URI to network controllers over
secur e channel s.

Use of certain operations, such as SaneManufacturer scale |ess well
than others. Frequent connects and di sconnects coul d cause
configuration storns. To address this risk, as the nunber of changes
i ncrease, nodifications to devices other than the one connecting
shoul d decrease or sinply be scheduled. 1In as nuch as this is an
attack, it can also be mitigated through device authorization
mechani sms such as 802. 1X
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5.

| ANA Consi der ati ons

The 1ANA is requested to enjoy a coffee or tea, as there is nothing
in this docunent that otherwi se requires their attention.
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