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1. Introduction

Prophyl actic perinmeter security in the formof firewalls, and the
proper use of them have been a fractious sub-topic in the area of
internet security. Firewalls have been largely seen by nmany in the

| ETF as a poor approach to security, and often as unnecessary and
rather "evil" devices that hinder innovation and the depl oynent of
new protocols and applications. Operationally, they are also seen by
some as attack vectors, with state exhaustion attacks, side-effects
of the inposition of symmetry requirenents and single points of
failure. This docunent analyzes the role of firewalls in network
security, and recognizes their role in the internet architecture. It
suggests a line of reasoning about their usage, and anal yzes conmmobn
kinds of firewalls and the clains made for them

Thi s docunent has, anong others, the follow ng goals:
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0 Recognize the inportant role of firewalls in enterprise security
architecture for providing "prophylactic" security, rather than as
"evil" ad-hoc functionality/devices (see Section 3.2).

0 Analyze common kinds of firewalls and clains nade for them (see
Section 4).

0 Analyze inplicit assunptions made by firewalls, identifying where/
when sonme of those assunptions rmay not apply (see e.g.
Section 6).

0 Discuss trade-offs in the possible firewalling paradi gns (see
Section 5).

o Provide conceptual guidance regarding the use and depl oynent of

o |ldentify harnful behavior/policies comonly inplenented and
applied by firewalls, in the hopes of inproving the state of
affairs in that area.

0 Possibly trigger other work in the area of firewalls, as a result
of the previous itens.

2. Term nol ogy

Firewal | :
A device or software that inposes a policy whose effect is "a
stated type of network traffic may or nmay not be allowed fromA to
B'. The firewall nmay reside in the destination itself (a "host
firewall"), or in any intermediate system (a "network firewall").
The firewalling functionality may be inplenented in a genera
pur pose system(e.g. an ACL in a router), or in a special purpose
m ddl eware device (e.g., a "firewall product”). The details of
the policy, the granularity with which a policy can be applied,
how such policy is configured, or of the firewall’'s inplenmentation
are just that - inplenentation details.

We also note that a firewall nay enforce policies at different

| ayers. Typically, the layer at which a firewall operates wll

i npact the type of policies that a firewall will be able to apply:
for exanple, a layer-3 firewall nay be able to enforce sinple
policies based on | ayer-3 addresses and sone sinple |ayer-4
paraneters such as transport protocol port nunbers, while an
"application firewall" may be able to enforce policies on higher-
I evel entities such as application-request types. W note that
all such firewall types essentially enforce the sane rol e of
enforcing a policy of sone sort on network traffic, and hence are
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referred to with the generic term"firewall" (or "firewall device"
in some cases) throughout this docunent.

Perineter:
The position in which the specific security policy applies. In
typi cal depl oyed networks, there are usually sone easy- to-define
perimeters. A network connected with another network has a
perineter where the two nmeet, which is defined by what equi pnent
is operated by each network. It invariably inposes a security
policy at that boundary, which may be as sinple as "all traffic is
wel conme" and as conplex as nmatching arriving and departing traffic
to ensure specific behaviors, or inspecting traffic according to
various algorithns. Firewall functionality is usually inplenmented
at or close to such network perinmeters.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. Reasoning about Firewalls
3.1. A Sinple Mdel of Communication
Any conmuni cation requires at | east three conponents:
0 a sender, someone or some thing that sends a nessage,
0 a receiver, soneone or sone thing that receives the nessage, and
0 a channel, which is a nedium by which the nessage i s comruni cat ed.

In the Internet, the IP network is the channel; it may traverse
something as sinple as a directly connected cable or as conplex as a
sequence of ISPs, but it is the neans of conmunication. |n nornal
communi cati ons, a sender sends a nessage via the channel to the
receiver, who is willing to receive and operate on it. |In contrast,
attacks are a formof harassnment. A receiver exists, but is
unwilling to receive the nessage, has no application to operate on
it, or is by policy unwilling to. Attacks on infrastructure occur
when nessage vol unme overwhel ns infrastructure or uses infrastructure
but has no obvi ous receiver

By that line of reasoning, a firewall operating at layer-3 primarily
protects infrastructure, by preventing traffic that would attack it
fromit. The best prophylactic m ght use a procedure for the

di ssem nati on of Flow Specification Rules [RFC5575] to drop traffic
sent by an unauthorized or inappropriate sender or which has no host
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or application willing to receive it as close as possible to the
sender.

In other words, a firewall is conparable to the human skin, and has
as its primary purpose the prophylactic defense of a network. By
extension, the firewall also protects a set of hosts and
applications, and the bandwi dth that serves them as part of a
strategy of defense in depth. Since there is no one way to prevent
attacks, a firewall is not itself a security strategy; the analogy to
the skin would say that a body protected only by the skin has an

i mmune system deficiency and cannot be expected to |ong survive.

That said, every security solution has a set of vulnerabilities; the
vulnerabilities of a layered defense is the intersection of the

vul nerabilities of the various layers (e.g., a successful attack has
to thread each | ayer of defense).

3.2. The Role of Firewalls in Internet Security

One coul d conpare the role of firewalls in prophylactic perineter
security to that of the human skin: the service that the skin
perfornms for the rest of the body is to keep common crud out, and as
a result prevent nuch damage and infection that could otherw se
occur. The body supplies prophylactic perineter security for itself
and then presunes that the security perineter has been breached; rea
def enses agai nst attacks on the body include powerful systens that
det ect changes (anonalies) counterproductive to human heal th, and
recogni zabl e attack syndromes such as comon or recently-seen

di seases. One mght well ask, in view of those superior defenses,
whet her there is any value in the skin at all; the value is easily
stated, however. It is not in preventing the need for the stronger
solutions, but in making their expensive invocation |ess needful and
nmore focused.

3.3. Firewalls and The End-to-End Principle

One common conpl aint about firewalls in general is that they violate
the End-to-End Principle [Saltzer]. The End-to-End Principle is
often incorrectly stated as requiring that "application specific
functions ought to reside in the end nodes of a network rather than
in internmedi ary nodes, provided they can be inplenented 'conpletely
and correctly’ in the end nodes" or that "there should be no state in

the network." What it actually says is heavily nuanced, and is a
I ine of reasoning applicable when considering any two conmuni cati on
| ayers.

[Saltzer] "presents a design principle that hel ps gui de pl acenent
of functions anong the nodul es of a distributed conputer system
The principle, called the end-to-end argunment, suggests that
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functions placed at |low |l evels of a system may be redundant or of
little val ue when conpared with the cost of providing themat that
| ow | evel . "

In other words, the End-to-End Argunent is not a prohibition against
| ower layer retries of transnissions, which can be inportant in
certain LAN technol ogi es, nor of the naintenance of state, nor of
consi stent policies inposed for security reasons. It is, however, a
plea for sinplicity. Any behavior of a | ower comunication |ayer
whet her found in the sane systemas the higher layer (and especially
application) functionality or in a different one, that fromthe
perspective of a higher layer introduces inconsistency, conplexity,
or coupling, extracts a cost. That cost may be in user satisfaction
difficulty of managenment or fault diagnosis, difficulty of future

i nnovati on, reduced performance, or sonething else. Such costs need
to be clearly and honestly wei ghed agai nst the benefits expected, and
used only if the benefit outwei ghs the cost.

From that perspective, introduction of a policy that prevents

comruni cati on under an understood set of circunmstances, whether it is
to prevent access to pornographic sites or to prevent traffic that
can be characterized as an attack, does not fail the End-to-End
Argunent; there are any nunber of possible sites on the network that
are inaccessible at any given tine, and the presence of such a policy
is easily explained and under st ood.

What does fail the End-to-End Argunent is behavior that is
intermttent, difficult to explain, or unpredictable. |If a site can
be reached sonetines and not at other tinmes, or can be reached using
this host or application but not another, one will wonder why that is
the case, and may not even know where to | ook for the issue.

4. Conmmon kinds of firewalls
There are at |east three conmmon kinds of firewalls:

0 Context or Zone-based firewalls, that protect systens within a
perinmeter from systens outside it,

o Pervasive routing-based neasures, which protect interm ngled
systens from each other by enforcing rol e-based policies, and

0 Systens that analyze network traffic behavior and trigger on
events that are unusual, match a signature, or involve an
untrusted peer.

Each kind of firewall addresses a different view of the network. A
zone-based firewall (Section 4.1) views the network as contai ning
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zones of trust, and deens applications inside its zone of protection
to be trustworthy. A role-based firewall (Section 4.2) identifies
parties on the basis of nmenmbership in groups, and prevents

unaut hori zed conmuni cati on between groups. A reputation, anomaly, or
si gnat ure-based i ntrusi on managenent system (Section 4.3) depends on
active adm nistration, and permts known applications to conmunicate
whi | e excl udi ng unknown or known-evil applications. In each case,
the host or application is its own final bastion of defense, but
havi ng a host blocking incomng traffic (so-called "host firewalls")
does not defend infrastructure. That is, each type of prophylactic
has a purpose, and none of themis a conplete prophylactic defense.

Each type of defense, however, can be assisted by enabling an
application running in a host to informthe network of what it is
willing to receive. As noted in Section 4.1, a zone-based firewall
generally denies all inconmng sessions and pernits responses to
sessions initiated outbound fromthe zone, but can in sonme cases be
configured to also pernmt specific classes of incom ng session
requests, such as WAV or SMIP to an appropriate server. A sinple way
to enable a zone-based firewall to prevent attacks on infrastructure
(traffic to an un-instantiated address or to an application that is
off) while not inpeding traffic that has a willing host and
application would be for the application to informthe firewall of
that willingness to receive incomng sessions. The Port Contro

Prot ocol [RFC6887], or PCP, is an exanple of a protocol designed for
t hat purpose.

4.1. Perinmeter security: Protection fromaliens and intruders

As di scussed in [RFC6092], the nost common kind of firewall is used
at the perineter of a network. Perinmeter security assumes two
things: that applications and equi prent inside the perineter are
under the control of the |local adm nistration and are therefore
probably doi ng reasonabl e things, and that applications and equi pnent
outsi de the perineter are unknown.

For exanple, it may enforce sinple permission rules, such as that
external web clients are pernmitted to access a specific web server or
that external SMIP MIAs are permitted to access internal SMIP MIAs.
Apart fromthose rules, a session may be initiated frominside the
perineter, and responses fromoutside will be allowed through the
firewall, but sessions nmay never be initiated from outside.

In addition, perinmeter firewalls often perform sone | evel of

i nspection/analysis, either as application proxies or through deep
packet inspection, to verify that the protocol clained to be being
passed is in fact the protocol being passed.
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In many scenarios the existence and definition of zone-based
perineter defenses is arguably a side-effect of the deploynment of

Net wor k Address Translation [RFC2993]. Since e.g. a single address
is shared anong nultiple systens, the NAT device needs to translate
both the I P addresses and the transport protocol ports in order to
mul tiplex multiple communication instances fromdifferent nodes into
the sane external address. Thus, the NAT device nust keep a state
table to know how to translate the | P addresses and transport
protocol ports of incom ng packets. Packets originating fromthe
internal network will either match an existing entry in the state
table, or create a new one. On the other hand, packets originating
in the external network will either nmatch an existing entry in the
state table, or be dropped. Thus, as a side effect, NATs inmplicitly
require that conmunication be initiated fromthe internal network,
and only allow return traffic fromthe external network. W note
that this is a side-effect of nmultiplexing traffic fromnultiple
nodes on a single I P address, rather than a design goal of NAT
devices or their associated network translation function

Some applications make the m stake of coupling application identities
to network | ayer addresses, and hence enpl oy such addresses in the
application protocol. Thus, Network Address Transl ation forces the
translator to interpret packet payloads and change addresses where
used by applications.

As a result, if the transport or application headers are not
understood by the translator, this has the effect of damagi ng or
preventing conmuni cati on. Detection of such issues can be sold as a
security feature, although it is really a side-effect of a failure.
Wiile this can have useful side-effects, such as preventing the
passage of attack traffic that masquerades as sonme wel | - known
protocol, it also has the nasty side-effect of making innovation
difficult. This has slowed the depl oynent of SCTP [ RFC4960], since a
firewall will often not permt a protocol it does not know even if a
user behind it opens the session. Wen a new protocol or feature is
defined, the firewall needs to stop applying that rule, and that can
be difficult to make happen

4. 2. Pervasi ve access contro

Anot her access control nodel, often called "Rol e-based", tries to
control traffic in flight regardless of the perinmeter. Gven a rule
that equi pment located in a given routing domain or with a specific
characteristic (such as "student dorms") should not be able to access
equi prent in another domain or with a specific characteristic (such
as "academ c records"), it mght prevent routing from announcing the
second route in the donmain of the first, or it might tag individua
packets ("I'mfromthe student dornf) and filter on those tags at
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enf orcenent points throughout network. Such rules can be applied to
i ndividuals as well as equipnent; in that case, the host needs to tag
the traffic, or there nmust be a reliable correlation between

equi pnent and its user

One common use of this nodel is in data centers, in which physical or
virtual machines fromone tenant (which is not necessarily an "owner"
as much as it is a context in which the systemis used) night be co-
resident with physical or virtual machines fromanother. Inter-
tenant attacks, espionage, and fraud are prevented by enforcing a
rule that traffic fromsystens used by any given tenant is only
delivered to other systens used by the same tenant. This mght, of
course have nuances; under stated circunstances, identified systens
or identified users nmight be able to cross such a boundary.

The major inpedinent in deploynment is conplexity. The adm nistration
has the option to assign policies for individuals on the basis of
their current location (e.g. as the cross-product of people,

equi prent, and topol ogy), neaning that policies can multiply wldly.
The adninistrator that applies a conplex rol e-based access policy is
probably nost justly condemmed to live in the world he or she has
created.

4.3. Intrusion Managenent: Contract and Reputation filters

The nmodel proposed in Advanced Security for |Pve CPE

[1-D.vyncke- advanced-i pv6-security] could be compared to purchasing
an anti-virus software package for one's conputer. The proposal is
toinstall a set of filters, perhaps autonatically updated, that
identify "bad stuff" and nmake it inaccessible, while not inpeding
anyt hi ng el se.

It depends on four basic features:

o A frequently-updated signature-based Intrusion Prevention System
whi ch inspects a pre-defined set of protocols at all layers (from
| ayer-3 to layer-7) and uses a vast set of heuristics to detect
attacks within one or several flows. Upon detection, the flowis
term nated and an event is logged for further optional auditing.

0 A centralized reputation database that scores prefixes for degree
of trust. This is unlikely to be on addresses per se, since e.g.
tenporary addresses [ RFC4941] change regularly and frequently.

0 Local correlation of attack-related information, and

0 Gdobal correlation of attacks seen, in a reputation database.
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The proposal does not mention anonal y-based intrusion detection
whi ch could be used to detect zero-day attacks and new applications
or attacks. This would be an obvi ous extension

The conparison to anti-virus software is real; anti-virus software
uses simlar algorithms, but on APl calls or on data exchanged rather
than on network traffic, and for identified threats is often

ef fective.

The proposal al so has weaknesses:

0 People do not generally maintain anti-virus packages very well,
letting contracts expire,

0 Reputation databases have a bad reputation for distributing
i nformati on which is incorrect, out of date, or conprom sed by
att ackers,

0 Anonual y-based analysis identifies changes but is often ineffective
in determ ni ng whet her new application or application behaviors
are pernicious (false positives). Sonmeone therefore has to
actively decide - a workl oad the average honeowner m ght have
little patience for, and

0 Signature-based analysis applies to attacks that have been
previously identified, and nust be updated as new attacks devel op
As a result, in a world in which new attacks literally arise
daily, the admnistrative workload can be intense, and reflexive
responses |like accepting https certificates that are out of date
or the download and installation of unsigned software on the
assunption that the site adm nistrator is behind are thensel ves
vectors for attack.

Security has to be nmintained to be useful, because attacks are
mai nt ai ned.

5. Firewalling Strategies

There is a great deal of tension in firewall policies between two
primary goals of networking: the security goal of "block traffic
unless it is explicitly all owed" and the networking goal of "trust
hosts with new protocols". The two inherently cannot coexist easily
in a set of policies for a firewall.

The follow ng subsections discuss the "default deny"” and "default
al l ow' security paradi gns.
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5.1. Blocking Traffic Unless It Is Explicitly Allowed (default deny)

Many networks enforce the so-called "default deny” policy, in which
traffic is blocked unless it is explicitly allowed. The rationale
for such policy is that it is easier to open "holes" in a firewall to
al | ow specific protocols, than trying to block all protocols that

ni ght be enpl oyed as an attack vectors; and that a network should
only support the protocols it has been explicitly neant to support.

The drawback of this approach is that the security goal of "block
traffic unless it is explicitly allowed" prevents useful new
applications. This problem has been seen repeatedly over the past
decade: a new and useful application protocol is specified, but it
cannot get wi de adoption because it is blocked by firewalls. The
result has been a tendency to try to run new protocols over
established applications, particularly over HITP [ RFC3205]. The
result is protocols that do not work as well they might if they were
desi gned from scratch.

Wrse, the sane goal prevents the depl oynent of useful transports
other than TCP, UDP, and ICMP. A conservative firewall that only
knows those three transports will block new transports such as SCTP

[ RFC4960]; this in turn causes the Internet to not be able to grow in
a healthy fashion. Many firewalls will also block TCP and UDP
options they don’t understand, and this has the sanme unfortunate
result.

5.2. Allow Traffic Unless It Is Explicitly Blocked (default allow)

Some networks enforce the so-called "default allow' policy, in which
traffic is allowed unless it is explicitly blocked. This policy is
usual Iy enforced at perineters where a conprehensive security policy
is not really desirable or possible, but sone | evel of packet
filtering is considered appropriate. One commobn exanple of such
policy could be an | SP bl ocking TCP port 25 (SMIP), but allow ng al
other traffic.

When a strict security policy is to be enforced (e.g., at an

organi zati onal network’s edge), the "default allow' policy tends to
be rather inappropriate, since it is usually easier and nore
effective to identify the traffic that nust be all owed through the
firewall (and open the necessary "holes" in the firewall) than to
identify and block all traffic that may be consi dered undesirabl e/

i nappropri ate.
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6

Assunptions on | P addresses and Transport Protocol Port Nunbers

In a nunmber of scenarios, sinple firewall rules have traditionally
been specified in terns of the associated | P addresses and transport
protocol port nunbers. |n general, this assunes that the associated
| P addresses are stable, and that there is a "well known" transport
protocol port number associated with each application

In the IPv4 world, I P addresses may be considered rather stable.
However, |Pv6 introduces the concept of "tenporary addresses"”

[ RFC4941] which, by definition, change over tine. This may prevent
the enforcenent of filtering policies based on specific |IPv6
addresses, or may lead to filtering based on a nore coarse
granularity (e.g. specific address prefixes, as opposed to specific
| Pv6 addresses). In sone scenarios, fromthe point of view of
enforcing filtering policies, it mght be desirable to disable
tenporary addresses altogether

For exanpl e, an adninistrator night prefer that a caching DNS
server, a secondary DNS server doing zone transfers, or an SMIP
MIA, al ways enpl oy the sanme source | Pv6 address, as opposed to the
tenporary addresses that change over tine.

The server-side transport protocol port is generally the so-called
"wel | -known port" corresponding to the associated application. Wile
wi despread, this practice should probably be considered a kl udge/
short-cut rather than a "design principle" that can be relied upon
for the general case. For exanple, use of DNS SRV records [RFC2782],
or applications such as "portmapper" [Portmap] [RFCL833] night nean
that the associated transport protocol port number cannot be assuned
to be well-known, but rather needs to be dynanmically learned. In

ot her cases, applications may enpl oy (by design) epheneral port
nunbers, and there nmay be no obvious way to dynamically learn the
port nunber being enpl oyed. FTP [ RFC0959] and SIP [ RFC3261] are
exanpl es of such applications.

Finally, as a result of wi despread packet filtering, many protocols
tend to be tunnel ed enpl oyi ng specific transport-protocol port
nunbers that are known to be nore generally allowed by firewalls,
such as TCP port 80 (HTTP). This essentially breaks the assunption
that port nunbers actually identify the actual application protoco
usi ng them

Some of the so called "next generation" firewalls make fewer
assunpti ons about port nunbers, and tend to anal yze the application
data streamin order to infer the application protocol type

regardl ess of the well-known port being used. Wile this nmay prevent
the circunvention of sonme security controls, it also inplies Deep
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Packet Inspection (DPl), and therefore there are a number of

associ ated considerations, both in terns of introduced attack vectors
and other possibilities for evasion of security controls (please see
Section 9 for further discussion).

7. State Associated with Filtering Rules
There are two main paradigns for packet filtering:
0 Stateless filtering
o Stateful filtering

Stateless filtering inplies that the decision on whether to allow or
bl ock a specific traffic entity is based solely on the contents of
such entity. One common exanple of such paradigmis the enforcenent
of network ingress filtering [ RFC2827], in which packets nmay be

bl ocked based on their |IP addresses. Stateless filtering scales
well, since there are no state requirements on the filtering device
other than that associated with maintaining the filtering rules to be
applied to the incoming traffic entities (e.g., packets).

On the other hand, stateful filtering inplies that the decision on
whether to allow or block a traffic entity is not only based on the
contents of such entity, but also on the existence (or |ack of)

previ ous state associated with such entity. A conmon exanpl e of such
paradigmis a firewall that "all ows outbound connection requests and
only allows return traffic fromthe external network" (such as the
policy inmplicitly enforced nmy nost NAT devices). For obvious
reasons, the firewall needs to naintain state in order to be able to
enforce such policies; that is, the firewall may need to keep track
of all on-going comunication instances, possibly applying tineouts
and garbage collection on the associated state table.

Stateful filtering tends to allow nore powerful packet filtering, at
t he expense of increased state. Thus, stateful filtering nmay be
desirabl e when trying to perform deep packet inspection, but may be

undesi rable when the firewall is neant to bl ock some Denial of
Service attacks, since the firewall itself may becone "the weakest
link in the chain". Typically, the higher the firewal|l operates in

the network stack, the nore state will be required associated. For
exanple, in order for a firewall to enforce a filtering policy based
on appl cation-layer request types, the firewall will need to enforce
its filtering policy on the application-layer protocol stream thus
implying the need to performlayer-3 and | ayer-4 reassenbly, etc.

When stateful packet filtering is warranted, its associated security
i mplications should be considered. For exanple, an adm nistrator may
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want to enforce traffic filtering to mtigate denial of service
attacks; however, when enforcenent of such filtering inplies
increased state at the firewall, the firewall itself may becone the
easiest target for perfornmng a denial of service attack

Enforcing Protocol Syntax at the Firewal

Some firewalls try to enforce the protocol syntax by checking that
only traffic complying with existing protocol definitions is allowed.
Wil e this can have useful side-effects, such as preventing the

af orenentioned traffic fromtriggering pathol ogi cal behavior at the
target system it also has the nasty side-effect of naking innovation
difficult. For exanple, one of the issues in the depl oynent of
Explicit Congestion Notification [RFC3168] has been that common
firewalls often inspect reserved/unused bits and require themto be
set to zero to close covert channels. Another exanple is the

pl ethora of filtering rules applied to DNS traffic [ DNS-FILTER NG .
When a new protocol or feature is defined, the firewall needs to stop
applying that rule, and that can be difficult to make happen.

NOTE:
A somewhat related concept is that of traffic nornalization (or
"scrubbing"), in which the filtering device can "nornalize"
traffic by e.g. clearing bits that are expected to be cleared,
changi ng sone protocol fields such that they are within "normal"
ranges, etc. (see e.g. the discussion of "traffic normalization"
in [OpenBSD-PF]). While this can have the useful effect of
bl ocki ng DoS attacks to sloppy inplenentations that do not enforce
sanity checks on the received packets, it also has the nasty side-
ef fect of making innovation difficult, or even breaking depl oyed
protocols. For exanple, sone firewalls are known enforce a
default packet normalization policy that clears the TCP URG bit,
as a result of the TCP urgent nechani sm being associated with sone
popul ar DoS attacks. Wdespread depl oynent of such firewalls has
essentially rendered the TCP urgent mechani sm unusable, |eading to
its eventual fornmal deprecation in [ RFC6093].

We note that, as per our definition of "firewall" in Section 2,
"traffic normalization" is not considered a firewall function

Perform ng Deep Packet |nspection
Wiile filtering packets based on the layer-3 protocol header fields
is rather sinple and straight-forward, performng enforcing a

filtering policy at upper |layer protocols can be a challenging task

For exanple, IP fragnentation nmay nake this task quite challenging,
since even the very |l ayer-4 protocol header could be present in a
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11.

12.

non-first fragment. |In a sinilar vein, |IPv6 extension headers nay
represent a challenge for a filtering device, since they can result
in long I Pv6 extension header chains [RFC7112]

[1-D. gont-v6ops-ipv6e-ehs-packet-drops].

This problemis exacerbated as one tries to filter packets based on
upper |layer protocol contents, since many of such protocols inplenent
some form of fragnentation/segnentation and reassenbly. |In many
cases, the reassenbly process could possibly lead to different
results, and this may be exploited by attackers for circunventing
security controls [Ptacek1998] [RFC6274].

In general, the upper in the protocol stack that a filtering policy
is to be enforced, the nore conplex the task becones: an attacker has
nmore opportunities for obfuscation, ranging frome.g. anmbiguities in
I P and/ or TCP reassenbly, to e.g. application-layer obfuscation (such
as HTTP URL obfuscation or JavaScript bytecode obfuscation). This
usually inplies that, in order to reliably enforce a filtering
policy, nore state is required on the firewall; and the
considerations in Section 7 should be eval uat ed.

| ANA Consi der ati ons

This meno asks the | ANA for no new paraneters. |t can before
publication as an RFC by the RFC Editor

Security Considerations

Thi s docunents recognizes the role of firewalls in network security,
and di scusses a nunber of considerations associated with firewalls
whi ch may be of use when designing or deploying firewalls. This
docunent, by itself, does not introduce any security inplications.
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