Net wor k Wor ki ng Group J. Dong

I nternet-Draft X. Zhang
I ntended status: |nformational Huawei Technol ogi es
Expires: May 4, 2017 Z. Li

Chi na Mbile

Oct ober 31, 2016

OSPF LSA Fl ushing Probl em St at enent
dr aft - dong- ospf - maxage-f | ush- probl enmt st at enent - 01

Abst ract

In OSPF protocol, Link State Advertisenments (LSAs) are exchanged in
Link State Update (LSU) packets to achieve |link state database (LSDB)
synchroni zati on and consi stent route cal cul ation. OSPF protocol
specifies several scenarios in which an LSA is flushed with the LS
age field set to MaxAge. In some cases, the flushing of MaxAge LSAs
may cause flooding storm of OSPF packets and severely inpact the
services provided by the network.

Thi s docunent describes the problem of OSPF LSA flushing, and ask for
solutions to solve this problem

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

In OSPF protocol [RFC2328], Link State Updates (LSAs) are exchanged
in Link State Update (LSU) packets to achieve |ink state database
(LSDB) synchronization and consistent route cal cul ati on. OSPF
specifies several scenarios in which an LSA is flushed with the LS
age field set to MaxAge. |n some cases, the flushing of MaxAge LSAs
may cause flooding storm of OSPF packets and severely inpact the
services in the network. Since the MaxAge LSA may be flushed by any
OSPF router, usually it would take a long time for troubl eshooting
and coul d cause huge damage to both the network provider and its
cust oners.
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Typi cal Scenarios of LSA Fl ushing

[ RFC2328] specifies several scenarios in which an LSA should be
flushed with the LS age field set to MaxAge. Under nor nal
circunstances, the LSA flushing happens when the LS age of an LSA
natural |y reaches MaxAge, this can be done by any OSPF router. Since
OSPF router woul d generate a new i nstance of the self-originated LSA
when its LS age reaches LSRefreshTine, which is usually the half of
the val ue of MaxAge, the naturally aging to MaxAge case woul d only
happen when the originator of the LSAis not reachable in the network
and cannot refresh the LSA

Anot her case of LSA flushing is "Premature aging", which is to set
the LS age of a self-originated LSA to MaxAge and then fl ood the LSA.
Premature aging is used when the self-originated LSA's sequence
nunber field is about to wap, or all the external routes previously
advertised by the LSA are no | onger reachable. Premature agi ng and
flushing of LSA can al so happen when a router is changed fromthe
Designated Router (DR) to a non-DR, or in sone rare cases the
router’s Router IDis changed

Fi el d experience has shown several circunstances where MaxAge LSA
flushing may be generated by the nisbehaved router in the network.

For exanple, the LS age may be corrupted to reach the MaxAge nuch
earlier than normally expected. This is difficult to detect with the
exi sting OSPF checksum mechanism as the LS age field is excluded
fromthe checksum cal cul ation of LSA.  Besides, OSPF cryptographic
aut hentication can not detect the corruption of the LS age field if
it happens before the LSA is assenbled to LSU packet.

Consequence of LSA Fl ushi ng

Wi | e MaxAge LSA flushing is inmportant for fast convergence and the
consi stency of the Link-State DataBase (LSDB) of all OSPF routers, as
shown in several accidents happened in the production network,

i nproper LSA flushing can have severe inpact to the network and the
services provided by the network. This section evaluates the inpacts
of MaxAge LSA fl ushing.

According to section 14 of [RFC2328], the MaxAge LSA can be fl ushed
by any router, no matter whether this LSA is self-originated or not.
According to the flooding scope of the LSA, this MaxAge LSA woul d be
flooded either in the whole routing domain or in the specific area.
On all the routers receiving this MaxAge LSA, this would cause the
old LSA instance being replaced, and consequently triggers route
calculation and installation. Wen the MaxAge LSA is received by the
originating router of this LSA the originating router would increase
the LSA's LS sequence nunber one past the received LS sequence
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nurmber, and originate a new instance of the LSA. If the LSA flushing
is due to systematic problem and cannot recover automatically, this
fl oodi ng and processing would | ast forever, which severely inpacts
network reachability and stability. Since OSPF is the fundanmental
protocol to build the infrastructure for other protocols such as BGP
LDP, etc., and various services provided by the network, it wll
cause huge damage to both the network provider and its custoners.

As the MaxAge LSA may be flushed by any OSPF router, usually it would
take a long time for troubleshooting to |ocate the m shehaved router
in the network, and during this time the LSA flushing could have
caused huge danage to both the network provider and its custoners.

4. Requirenents on Potential Solutions

Consi dering the inportance of OSPF protocol to the networks and the
services carried in the networks, and the potential severe inpact of
MaxAge LSA flooding, this docunment calls for solutions to protect
agai nst or nmitigate the inmpact of inproper MaxAge LSA fl ushing.

The potential solutions can be classified into two categories, and
the requirenents are provided in follow ng sections respectively.

4.1. Solution for Problem Localization

Since OSPF allows the flushing of non-self originated LSAs, for
troubl eshooti ng and probl em | ocalization, some mechanismto identify
the m shehaved router quickly is needed. |If the inproper MaxAge LSA
flushing is caused by systematic problem operators would need to

| ocate the m sbehaved router and shut it down to stop the flooding
storm

[ RFC6232] proposes to add the Purge Originator ldentification (PO)
TLV into 1S 1S Purge LSPs to identify the originator of 1S 1S Purges
Al though a simlar TLV nmay be added into the OSPF extended LSAs as
defined in [RFC7684] and [I-D.ietf-ospf-ospfv3-1sa-extend], the
structure of the |legacy OSPF LSAs as defined in [RFC2328] is not TLV-
based and such nechani sm does not apply. Some problem ]l ocalization
solution which is backward conpati ble and applicable to all the OSPF
LSAs woul d be preferred

4.2. Solution for Inpact Mtigation

Since the flooding storm caused by inproper LSA flushing can have
severe inpact to network stability and the services provided by the
network, it is inportant to alleviate such inpact even before the
root cause or the misbehaved router can be identified. In addition
sone problem | ocalization nechanisns may rely on the availability of
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the network, which neans the inpact mitigation nechanismis necessary
to ensure that the problemlocalization nmechani snms do work when
severe flooding storm caused by LSA flushing happens in the network.

It is inportant that the inpact mtigation solution is backward
conpati bl e and can support increnmental deploynent. Preferably, the
mtigation solution should not delay the route convergence triggered
by normal LSA fl ushing.

5. | ANA Consi derati ons
Thi s docunment nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

6. Security Considerations

Thi s docunent describes the probl em of MaxAge LSA flushing, which in
some cases is due to the lack of integrity protection of the LS age
field. The LS age field may be altered as a result of software or
har dwar e probl em such nodification cannot be detected by LSA
checksum nor OSPF packet cryptographi c authentication. LSA flushing
coul d have severe inpact on network stability and the services
provided by the network. This may be considered as a security

vul nerability.
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