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Abst r act

Di ssem nation of the traffic flow specifications was first introduced
in the BG? protocol via RFC 5575. In order to distribute the flow
specifications from PCE controller to network device w thout BGP
protocol it is desirable to extend PCEP with fl ow specification

i nfornation.

This docunment specifies a set of extensions to PCEP to support
di ssemination of flow specifications. The extensions include the
instantiation, updation and del etion of flow specifications.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 31, 2016.
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I ntroduction

Di ssem nation of the traffic flow specifications was first introduced
in the BGP protocol [RFC5575]. The traffic flow specification is
comprised of traffic filtering rules and actions. The routers which
received the flow specification can take advantage of the ACL (Access
Control List) or firewall capabilities in the router’s forwarding
path. The routers can classify the packets according to the traffic
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filtering rules and shape, rate linit, filter, or redirect packets
based on the actions. The flow specification carried by BGP can be
used to automate inter-domain coordination of traffic filtering to
mtigate (distributed) denial-of-service attacks and can al so be used
to provide traffic filtering in the context of a BGP/ MPLS VPN

servi ce.

[ RFC5575] al so defines that a flow specification received from an
ext ernal autonomous systemw ||l need to be validated agai nst unicast
routing before being accepted. [I-D.ietf-idr-bgp-flowspec-oid]
describes a nodification to the validation procedure defined in
[I-D.ietf-idr-bgp-flowspec-o0id] for the dissem nation of BGP flow
specifications. The nodification proposed enables flow
specifications to be originated froma centralized BGP route
controller.

[I-D.ietf-ospf-flowspec-extensions] defines the extensions to OSPF to
distribute flow specifications in the networks that only deploy an
IGP (Interior Gateway Protocol) (e.g., OSPF). 1t also defines the
val i dati on procedures for inposing the filtering information on the
routers.

[ RFC5440] describes the Path Conputation El enent Protocol (PCEP)
PCEP defines the comuni cati on between a Path Conputation Cient
(PCC) and a Path Control El enent (PCE), or between PCE and PCE

enabl i ng conputation of Miltiprotocol Label Sw tching (MPLS) for
Traffic Engineering Label Switched Path (TE LSP) characteristics.

Stateful pce [I-D.ietf-pce-stateful -pce] specifies a set of
extensions to PCEP to enable stateful control of TE LSPs between and
across PCEP sessions in conpliance with [ RFC4657]. It includes
mechani sms to effect LSP state synchroni zati on between PCCs and PCEs,
del egation of control of LSPs to PCEs, and PCE control of timng and
sequence of path conputations within and across PCEP sessi ons and
focuses on a nodel where LSPs are configured on the PCC and contro
over themis delegated to the PCE. [I-D.ietf-pce-pce-initiated-Isp]
describes the setup, maintenance and teardown of PCE- initiated LSPs
under the stateful PCE nodel, without the need for |oca
configuration on the PCC, thus allowi ng for a dynamic network that is
centrally controll ed and depl oyed.

In case PCE is used to initiate tunnels via PCEP, it is desirable to
use the sane protocol to also distribute the flow specifications to
descri be what data flows on those tunnels. Thus, in order to
distribute the flow specifications fromPCE controller to network
device, PCEP is extended with flow specification information in this
docunent .
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3. 1.
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Thi s docunment specifies a set of extensions to PCEP to support

di ssem nation of flow specifications. The flow specifications can be
di ssem nat ed between PCEP peers such as from PCE to PCC or between
PCEs . The extensions include the creation, updation and wi thdrawal

of flow specifications via PCEP

The values of flow filtering rules and actions mainly refer to the
BGP fl ow specification and |1 GP specification. This docunment extends
new actions which are redirecting to LSP (refered by Synbolic Path
Nane, |Pv4 LSP, or |Pv6 LSP)

Ter m nol ogy
Thi s docunment uses the terns defined in [ RFC5440] and [ RFC5575].

This docunent uses the terns defined in [ RFC5440]: PCC, PCE, PCEP
Peer .

The following termis from|[RFC5575]. It is used frequently
t hr oughout this docunent:

Fl ow Specification (FlowSpec): A flow specification is an n-tuple
consi sting of several matching criteria that can be applied to IP
traffic, including filters and actions. Each Fl owSpec consists of a
set of filters and a set of actions.

Procedures for Dissemnation of FlowSpec

Overvi ew of Procedures
A PCC or PCE indicates its ability to support PCE Fl owSpec during the
PCEP Initialization Phase via "PCE Fl owSpec Capability" TLV (see
details in Section 5.1.1).

This section introduces the procedure to support PCE Fl owSpec as
fol | ows:

Firstly both the PCE and PCC advertise the PCE Fl owSpec Capability
during the PCE session initiation phase.

On the PCEP session with PCE Fl owSpec Capability PCE communi cat es
with PCC to create, update and wi thdraw PCE Fl owSpec

[Editor’s Note - The procedure about PCE Fl owSpec synchroni zati on

the session failure process, etc. will be specified in the future
version. ]
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2. Capability Advertisenent

Duri ng PCEP session establishnment, both the PCC and the PCE nust
announce their support of PCEP extensions for FlowSpec defined in
t hi s docunent.

A PCEP Speaker (PCE or PCC) includes the "PCE Fl owSpec Capability"
TLV, described in Section 5.1.1, in the OPEN Object to advertise its
support for PCEP extensions for PCE Fl owSpec Capability.

The presence of the PCE Fl owSpec Capability TLV in PCE s OPEN nessage
i ndi cates that the PCE can support distribute the Fl owSpec to PCC.

The presence of such Capability TLV in PCC s OPEN Obj ect indicates
that the PCC can be in support of Flowspec functionality to
instantiate the Fl owSpec according to the PCE' s indication and can
apply the FlowSpec to the inconm ng packets.

I f PCE has such capability TLV and PCC has no such capability TLV PCE
MUST NOT send the PCE nmessages with Fl owSpec information. And if PCC
recei ves such nmessages it should send PCErr nessage to PCE

[Editor’s Note - PCE discovery via | GP should al so be extended for
this.]

3.3. (QOperations

Li,

To instantiate a FlowSpec which is conprised of a set of Fl owSpec
filter rules and actions, the PCE sends a new PCEP nessage (called

Fl owSpec nessage) to the PCC. The Fl owSpec nessage MUST include the
SRP object[I-D.ietf-pce-stateful-pce], a new FLONobject (see details
in Section 5.2) and a new ACTI ON obj ect (see details in Section 5.3).
FLOW obj ect carries a set of FlowSpec filter rules. A list of ACTION
obj ects specify a set of FlowSpec actions.

To update the FlowSpec actions of a specified Fl owSpec whi ch has been
created, the same PCEP nessage "Fl owSpec" is used. The PCE sends a
Fl owSpec nessage to the PCC. The Fl owSpec nmessage MJST incl ude the
SRP obj ect, FLOW object and ACTI ON obj ect.

To delete the specified Fl owSpec which has been created, the PCE
sends a Fl owSpec nessage to the PCC with a flag indicating the
renoval action. The Fl owSpec nessage MUST include the SRP object
(with R flag set) and FLOW obj ect.
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4.

PCEP Messages

As defined in [ RFC5440], a PCEP nessage consists of a common header
foll owed by a variabl e-l1ength body nade of a set of objects that can
be either nmandatory or optional. An object is said to be nandatory
in a PCEP nessage when the object nmust be included for the nessage to
be considered valid. For each PCEP nessage type, a set of rules is
defined that specify the set of objects that the nmessage can carry.
An inmpl enentati on MIST formthe PCEP nessages using the object
ordering specified in this docunent.

To support the PCEP Fl owSpec functionality one new PCEP nessages is
i ntroduced.

1. PCEP Fl owSpec Message

A Fl owSpec nessage which is also referred to as Fl owSpec nessage is a
PCEP nessage sent by a PCE to a PCC to trigger creation, nodification
or deletion of a Fl owSpec.

The Message-Type field of the PCEP common header for the Fl owSpec
message is to be assigned by | ANA.  The Fl owSpec nessage MJST i ncl ude
the SRP and the FLOW obj ects.

I f FlowSpec nessage is used to create or update the Fl owSpec, it MIST
i ncl ude the ACTI ON objects too.

If FlowSpec nessage is used to delete the FlowSpec the ACTION objects
SHOULD NOT be carried and the SRP object is set with the R flag.

A FlowSpec is identified by a PCEP specific identifier FS-1D

The format of a Fl owSpec message for creation or deletion of FlowSpec
is as foll ows:

Li, et al. Expi res August 31, 2016 [ Page 6]



Internet-Draft PCEP- FI owSpec February 2016

Li,

<Fl owSpec Message> ::= <Common Header >
<fl owspec-1Ilist>
Wher e:
<flowspec-list> ::= <fl owspec-request >[ <f| owspec-1i st >]
<f | owspec-request>:: = (<fl owspec-creat e-or - updat e>
<f| owspec- del et e>)
<fl owspec-create-or-update> ::= <SRP>
<FLON:
<action-list>
<f| owspec-del ete> :: = <SRP>
<FLON
Wher e:

<action-list>::=<ACTI ON>[ <acti on-1|i st >]

The SRP object defined in [I-D.ietf-pce-stateful-pce] can be used in
this docunment to correlate FlowSpec requests sent by the PCE with the
error reports sent by the PCC

Every Fl owSpec requests fromthe PCE sends a new SRP-1D- NUMBER as
described in [I-D.ietf-pce-stateful-pce]. This nunber is unique per
PCEP session and is increnented each time an Fl owSpec operation
(creation, update, deletion etc) is requested fromthe PCE. The

val ue of the SRP-1D-NUMBER MAY be echoed back by the PCC in PCErr
messages to allow for correl ation between requests made by the PCE
and errors generated by the PCC. Procedure of dissenination of

Fl owSpec from PCE share the sane nunber space of the SRP-ID NUVBER
with procedure of stateful PCE

The FLOW and ACTI ON objects are new objects introduced in this
docunent .

bj ects and TLVs

The PCEP objects defined in this docunent are conpliant with the PCEP
object format defined in [ RFC5440].

New TLVs about FlowSpec filtering rules are defined. The val ue
portion of the new TLVs can reuse the structure defined in [ RFC5575]
and [I-D.ietf-idr-flowspec-v6]. New TLVs about Fl owSpec actions are
al so defined. The value portion of the new TLVs can reuse the
structure defined in [I-D.ietf-ospf-flowspec-extensions]. This
docunent al so defines two new actions: Redirect to | Pv4 LSP and
Redirect to | Pv6 LSP
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5.1. OPEN Obj ect
5.1.1. PCE Fl owspec Capability TLV
The PCE- FLOASPEC- CAPABI LI TY TLV is an optional TLV associated with
the OPEN Obj ect [ RFC5440] to exchange PCE Fl owSpec capability of PCEP
speakers.
Its format is shown in the follow ng figure:
0 1 2 3
01234567890123456789012345678901
R R e R e s s e o S S e R e o o
| Type=[ TBD| | Lengt h=2 |
B i S S T s i S T st i S S S S S S S S i
[ Val ue=0 [
Fi gure 1: PCE- FLOASPEC- CAPABI LI TY TLV f or mat

The type of the TLV is to be assigned by I ANA and it has a fixed
I ength of 2 octets. The value field is set to default value O.

The inclusion of this TLV in an OPEN object indicate that the sender
can perform Fl owSpec handling in PCEP.

5.2. FLOW Obj ect

The FLOW obj ect MUST be present within Fl owSpec nessages. The FLOW
object carries a set of FlowSpec filter rules.

FLOW (bj ect-Class is to be assigned by | ANA
Two FLOW Obj ect - Type are defined so far:

o |Pvd FLON FLOW Object-Type is 1.

o |Pv6e FLON FLOW Object-Type is 2.

The format of the FLOWobject is as follows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| FS-1D |
S
I I
| Flow Filter TLVs(variable) [
I I
B i S S T s i S T st i S S S S S S S S i

Figure 2: FLOW Obj ect Body For nat

FS-1D(32-bit): A PCEP-specific identifier for the Fl owSpec
information. A PCE creates an unique FS-ID for each Fl owSpec that is
constant for the lifetime of a PCEP session. All subsequent PCEP
messages then address the FlowSpec by the FS-ID. The values of 0 and
OxFFFFFFFF are reserved.

Flow Filter TLVs(variable): The FLOW object body has a variable
I ength and may contain one or nore additional TLVs.

The following flow filter types are supported:
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e T oo - T T T +
| Type | Description | Ref TLV| Val ue defined in |
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD1 | Destination |IPv4 Prefix| 1 | RFC5575 [
. e R S +
| TBD2 | Source |Pv4 Prefix | 2 | RFC5575 |
e e oo - T +
| TBD3 | | P Protocol [ 3 | RFC5575 [
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD4 | Port [ 4 | RFC5575 [
. e R S +
| TBD5 | Destination port | 5 | RFC5575 |
e T oo - T +
| TBD6 | Source port | 6 | RFC5575 |
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD7 | | CWP type [ 7 | RFC5575 [
. e R S +
| TBD8 | | CVMP code | 8 | RFC5575 |
e e oo - T +
| TBD9 | TCP fl ags [ 9 | RFC5575 [
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD10| Packet Iength | 10 | RFC5575 [
. S R S +
| TBD11| DSCP | 11 | RFC5575 |
e e oo - T +
| TBD12| Fragnent | 12 | RFC5575 [
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD13| Fl ow Label | 13 [1-D.ietf-idr-flow spec-v6 |
. e R S +
| TBD14| Destination |IPv6 Prefix| 1 [1-D.ietf-idr-flow spec-v6 |
e e oo - T +
| TBD15| Source |IPv6 Prefix | 2 |[1-D.ietf-idr-flow spec-v6 |
Homm - - e e e e e e e e oo Fom e - o e e e e e e e e e +
| TBD16| Next Header [ 3 [1-D.ietf-idr-flow spec-v6 |
. e R S +

Table 2: Flow Filter Types

ACTI ON nj ect

The ACTI ON obj ect MJUST be present within Fl owSpec nessages when
creating or updating the Fl owSpec. The ACTION object carries a set
of Fl owSpec acti ons.

ACTION hject-Class is to be assigned by | ANA

ACTI ON hj ect-Type is 1.
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The format of the ACTI ON object body

0 1
0123456789012345¢617

PCEP- FI owSpec

is:

2 3
89012345678901

S e e i S S S S S S e

+-

I

[ ACTI ON TLVs(var
I

+-

i abl e)

B T i S S e I  Th s i S S S S S T S S S S
Figure 3: ACTI ON bj ect Body Format

The ACTI ON obj ect body has a variable |l ength and may contain one or

nore additional TLVs.

The foll owi ng Fl owSpec action types are supported:

S e . I S +
| Type | Description | Ref TLV| Val ue defined in |
e T oo - e +
| TBD17| traffic-rate | TBD |I-D.ietf-ospf-flowspec |
| | | | - ext ensi ons |
Homm - - - Fom e e e e oo oo Fom oo - o m e e e e e oo oo +
| TBD18| traffic-action | TBD |I-D.ietf-ospf-flowspec |
| | | | - ext ensi ons |
e e oo - e +
| TBD19| traffic-marking | TBD |I-D.ietf-ospf-flowspec |
| | | | - ext ensi ons |
Homm - - - Fom e e e e oo oo Fom oo - o m e e e e e oo oo +
| TBD20| redirect-to-IPv4 | TBD |I-D.ietf-ospf-flowspec |
| | | | - ext ensi ons |
e e oo - e +
| TBD21| redirect-to-I1Pv6 | TBD |I-D.ietf-ospf-flowspec |
| | | | - ext ensi ons |
Homm - - - Fom e e e e oo oo Fom oo - o m e e e e e oo oo +
| 18(*)| | PVA4-LSP-1DENTI FI ERS| - |1-D.ietf-pce-stateful -pce|
Femmans T N Y™ +
| 19(*)| | PV6-LSP-1DENTIFI ERS]| - |1-D.ietf-pce-stateful-pce|
Fomm - - - Fom e e e e e e e e oo Fomm oo - B +
| 17(*)| Symbolic-Path-Nanme | - |1-D.ietf-pce-stateful -pce|
Homm - - - Fom e e e e oo oo Fom oo - o m e e e e e oo oo +
Tabl e 3: Flow Action Types

(*) The type is defined in [I-D.ietf-
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| ANA Consi derati ons
TBD.

Security Considerations
TBD.
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Once PCE initiate tunnels, it needs to further decide what data needs
to flowon the newWly created tunnel, a flow specification can be
created at the ingress to redirect the flowto the LSP as shown

bel ow.
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PCEP- FI owSpec

*kkk*k
*PCE*
/*****
/
/
/
/
/
/1. PCnitiate
/ Message to
/ initiate LSP
/ ( RTA- RTD)
/
/
/
Y
+----+ +----+ +----+
| RTA | ---------- |RTB |---------- |RTC | ---------
I I I I I I
+----+ +----+ +----+
PCC
I ngress
* Kk k Kk %k
*PCE*
/*****
/
/
/
/
/
[ 2. Fl owSpec
/ Message to add fl ow
/ (source - X.X.X.X, port - vy)
/ to redirect to LSP
/ ( RTA- RTD)
/
/
Y
+--- -+ +--- -+ +--- -+
| RTA | ---=------- |RTB | ---------- | RTC | ---------
I I I I I I
+----+ +----+ +----+
PCC
I ngress
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