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Abst r act
RFC 5176 defines Change of Authorization (CoA) and Di sconnect Message
(DM behavior for RADIUS. Section 3.1 of that docunent suggests that
proxyi ng these nessages is possible, but gives no guidance as to how
that is done. This specification corrects that om ssion.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htmi .

This Internet-Draft will expire on June 11, 2016.
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1.

1.

I nt roducti on

RFC 5176 [ RFC5176] defines Change of Authorization (CoA) and

D sconnect Message (DM behavior for RADIUS. Section 3.1 of that
docunent suggests that proxying these nessages is possible, but gives
no gui dance as to how that is done. This onm ssion means that
proxyi ng of CoA packets is, in practice, inmpossible.

We correct that omm ssion here by expl aining how an exi sting RADI US
attribute, Operator-Nane ( Section 4.1 of [RFC5580]), can be used to
record the visited network for a particular session. W then explain
how that attribute can be used by CoA proxies to route packets
"backwar ds" through a RADI US proxy chain. W introduce a new
attribute; Operator-NAS-Identifier, and show how this attribute can

i ncrease privacy about the internal inplenentation of the visited

net owkr .

We conclude with a discussion of the security inplications of the
desi gn, and show how they are acceptabl e.

1. Term nol ogy
Thi s docunent frequently uses the follow ng terns:
CoA

Change of Authorization, e.g. CoA Request, or CoA-ACK, or CoA- NAK
as defined in [ RFC5176]. That specification also defines

Di sconnect - Request, Di sconnect-ACK, and Di sconnect-NAK. For
simplicity here, where we use "CoA', we nean a generic "CoA-
Request or Di sconnect-Request" packet. W use "CoA-Request" or
"Di sconnect - Request” to refer to the specific packet types.

Net wor k Access ldentifier

The Network Access ldentifier (NAI) is the user identity submitted
by the client during network access authentication. The purpose
of the NAI is to identify the user as well as to assist in the
routing of the authentication request. Please note that the NA
may not necessarily be the sanme as the user’s emnil address or the
user identity submitted in an application | ayer authentication

Net wor k Access Server

The Network Access Server (NAS) is the device that clients connect
to in order to get access to the network. In PPTP term nol ogy,
this is referred to as the PPTP Access Concentrator (PAC), and in
L2TP term nology, it is referred to as the L2TP Access
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Concentrator (LAC). In IEEE 802.11, it is referred to as an
Access Point.

Home Net wor k

The network which holds the authentication credentials for a user

Vi sited Network

A network other than the honme network, where the user attenpts to
gain network access. The Visited Network typically has a

relationship with the Home Network, and can ask the Honme Network
is the user is authentic (or not).

1.2. Requirenents Language
The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. Pr obl em St at enent

This section describes how RADI US proxyi ng works, how CoA packets
wor k, and why CoA proxying does not work in the current system

2.1. Typical RAD US Proxying

When a RADI US server proxies an Access-Request packet, it typically
does so based on the contents of the User-Name attribute, which
contains Network Access ldentifier [RFC7542]. Oher nethods are
possi ble, but we restrict ourselves to this usage, as it is the nost
conmon one.

The proxy server | ooks up the "Realm portion of the NAI in a |ogica
AAA routing table, as described in Section 3 of [RFC7542]. The entry
in that table is the "next hop" to which the packet is sent. This
"next hop" may be another proxy, or it nmay be the hone server for
that realm

If the "next hop" is a proxy, it will performthe sane Real m | ookup
and then proxy the packet. Alternatively, if the "next hop" is the
Hone Server for that realm it will try to authenticate the user, and
respond with an Access-Accept, Access-Reject, or Access-Chall enge.

The RADIUS client will match the response packet to an outstandi ng
request. If the client is part of a proxy, it will then proxy that
response packet in turn to the systemwhich originated the Access-
Request. This process occurs until the response packet arrives at
t he NAS.

The proxies are typically stateful with respect to ongoing request /
response packets, but stateless with respect to user sessions. Once
a reply has been recieved by the proxy, it can discard all

i nformation about the user

The sane proxy nethod is used for Accounting-Request packets. The
combi nation of the two nmethods all ows proxies to connect Visited
Net works to Home Networks for all AAA purposes.

2.2. CoA Processing
[ RFC5176] describes how CoA clients send packets to CoA servers. W
note that system conprising the CoA client is typically co-located
with, or the same as, the RADIUS server. Similarly, the CoA server
is a systemthat is either co-located with, or the sane as, the
RADI US client.

In the case of packets sent inside of one network, the source and
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destination of CoA packets is locally determined. There is thus no
need for standardi zation of that process, as networks are free to
send CoA packets whenever they want, for whatever reason they want.

2.3. Failure of CoA Proxying

The situation is nore conplicated when nultiple networks are
i nvol ved. [RFC5176] suggests that CoA proxying is pernitted, but
makes no suggestions for how it should be done.

I f proxies tracked user sessions, it mght be possible for a proxy to
mat ch an incom ng CoA- Request to a user session, and then to proxy
that packet to the RADI US client which originated the Access- Request
for that sessions.

There are many problens with such a scenario. The CoA server may, in
fact, not be co-located with the RADIUS client. The RADIUS client
may be down, but there nay be a different CoA server which could
accept the packet. User session tracking can be expensive and
complicated for a proxy, and many proxies do not record user
sessions. Finally, [RFC5176] is silent on the topic of "session
identification attributes", which nmakes it inpossible for a proxy to
deternmine if a CoA packet matches a particular user session.

The result is that CoA proxying cannot be performed when using the
behavi or defined in [ RFC5176].

3. How to Perform CoA Proxying
The solution to the above problemis to use the Operator-Nanme
attribute defined in [ RFC5580], Section 4.1. W repeat portions of
that definition here for clarity:
This attribute carries the operator nanespace identifier and the
operator nane. The operator nane is conbined with the nanespace
identifier to uniquely identify the owner of an access network
Fol | owed by a description of the REALM nanespace:
REALM (* 1" (0x31)):
The REALM operator nanespace can be used to indicate operator
nanes based on any regi stered dormai n nane. Such nanes are
required to be unique, and the rights to use a given real mnane
are obtained coincident with acquiring the rights to use a
particular Fully Qualified Donmain Name (FQDN).

In short, the Operator-Nanme attribute contains the an ASCIl "1",
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followed by the Real mof the Visited Network. e.g. for the
"exanpl e.com' realm the Operator-Nanme attribute contains the text
"lexanple.con. This information is precisely what we need to
per f orm CoA proxyi ng.

3.1. Operator-Nane in Access-Request and Accounti ng- Request packets

When a Visited Network proxies an Access-Request or Accounting-
Request packet outside of its network, it SHOULD i nclude an Operator-
Nane attribute in the packet, as discussed in Section 4.1 of

[ RFC5580]. The contents of the Operator-Nane should be "1", foll owed
by the real mnane of the Visited Network. Where the Visited Network
has nore than one real m name, one should be chosen, and used for all
packets.

Vi sited Networks MJST use a consistent value for Qperator-Nane for
one user session. That is, sending "lexanple.conl in an Access-
Request packet, and "lexanple.org" in an Accounting- Request packet
for that sane session is forbidden.

Proxi es which record user session information SHOULD al so record
Qperator-Nane. Proxies which do not record user session information
SHOULD NOT record QOper at or - Nane.

Home Networ ks SHOULD record Operator-Name along with other

i nformati on about user sessions. Hone Networks which expect to send
CoA packets to Visited Networks MJIST record Operator-Nanme for each
user session which originates froma Visited Network.

Net wor ks whi ch contain both the RADI US client and RADI US server do
not need to record or track Operator-Nane.

3.2. (Operator-Nane in CoA-Request and Di sconnect- Request packets

When a Honme Network wi shes to send a CoA- Request or Di sconnect-
Request packet to a Visited Network, it MJIST include an Operator- Nane
attribute in the packet. The value of the Operator-Nane MJST be the
val ue which was recorded earlier for that user session.

The Hone Network MJST | ookup the realmfromthe Operator-Nanme in a
|l ogical "realmrouting table", as discussed in [RFC7542] Section 3.
In this case, the destination of the packet is not a RAD US server,
but a CoA server.

In practice, this neans that CoA proxying works exactly like "normal"
RADI US proxying, except that the proxy decision is based on the realm
fromthe Operator-Nane attribute, instead of on the realmfromthe
User-Name attribute.
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Proxi es which receive the CoA packet MJST | ook up the realmfromthe
Operator-Nane in a logical "realmrouting table", as with Home
Servers, above. This process continues with any additional proxies
until the packet reaches the Visited Network.

The Visited Network can then send the CoA packet to the NAS, and
return any response packet back up the proxy chain to the Home
Server.

Net wor ks whi ch contain both the CoA client and CoA server do not need
to record or track Operator-Nane.

3.3. Operator-NAS-Identifier

The process described in the previous section allows for CoA
proxying, but it does not support privacy for Visited Networks. That
is, all "internal" infornmation about the Visited Network is public.
This information includes NAS-ldentifier, NAS-I1P-Address, NAS-

| Pv6- Address, etc. W belive that the internals of the Visited

Net wor k shoul d be opaque to third parties.

In addition, we will see that privacy provisions can have a positive
i mpact on the security of the system

The Operator-NAS-Identifier attribute contains opaque information
identifying a NAS. It MAY appear in the foll owi ng packets: Access-
Request, Accounti ng- Request, CoA-Request, Disconnect- Request.
Qperator-NAS-Identifier MIST NOT appear in any other packet.

Operator-NAS-Identifier MAY occur in a packet if the packet also

contains an Operator-Nanme attribute. Operator-NAS-Identifier MJST
NOT appear in a packet if there is no Operator-Nane in the packet.
Operat or-NAS-1dentifier MIUST NOT occur nore than once in a packet.

An Operator-NAS-Identifer attribute SHOULD be added to an Access-
Request or Accounting- Request packet by a Visited Network just before
proxying a packet to an external RADI US server. Wen the Operator-
NAS-ldentifer attribute is added to a packet, the foll ow ng
attributes MIST be del eted: NAS-IP-Address, NAS-IPv6- Address, NAS-
Identifier. The proxy MJST then add a NAS-ldentifier attribute, in
order satisfy the requirenents of Section 4.1 of [RFC2865], and of

[ RFC2866] .

We suggest that the contents of the NAS-Identifier be the Real mnane
of the Visited Network. That is, for everyone outside of the Visited
Network, the identity NAS is the Visited Network. For the Visited
Network, the identity of the NAS is private information, which is
opaque to everyone el se.
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Descri ption
An opaque token describing the NAS a user has | ogged into.

Type
TBD. To be assigned by | ANA

Length
TBD. Depends on | ANA al | ocati on.
| mpl enent ati ons supporting this attribute MJUST be able to handl e
bet ween one (1) and twenty (20) octets of data. |nplenentations
creating an Operator-NAS-Identifier SHOULD NOT create attributes
with nore than twenty octets of data. A twenty octet string is
nmore than sufficient to individually address all of the NASes on
t he pl anet.

Data Type
string. See [DATA] Section 2.6 for a definition

Val ue
The contents of this attribute are an opaque token interpretable

only by the Visited Network. The attribute MJST NOT contain any
secret or private information.

4. Requirenents

4.1. Requirenents on Hone Servers

A Home Server MJST NOT send CoA packets for users who are not part of
its realm The provisions of the next few sections describe how
other participants in the RADI US ecosystem can enforce this
requirenent.

The Operator-NAS-Identifier attribute MJUST be stored by a Hone Server
along with any user session identification attributes. Wen sending
a CoA packet for a user session, the Home Server MJST include any
Operator-NAS-ldentifier it has recorded for that session
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4.2. Requirenents on Proxies
Section 6.1 of [RFC5176] says:

a proxy MAY performa "reverse
pat h forwardi ng" (RPF) check to verify that a Di sconnect- Request
or
CoA- Request originates froman authorized Dynam ¢ Aut horization
Client.

We change that requirenment to a proxy MJST performa "reverse path
forwardi ng" (RPF) check to verify that a Di sconnect-Request or CoA-
Request originates froman authorized Dynanic Authorization dient.
Wthout this change, a proxy may forward forged packets, and thus
contribute to the forgery probleminstead of preventing it.

Proxi es which record user session infornation MAY verify the contents
of the CoA packet against any recorded user session data. If the
proxy determines that the information in the packet does not match
the recorded user session, it SHOULD return a CoA- NAK or Di sconnect -
NAK packet, which contains an Error-Cause attribute having val ue 503
("Session Context Not Found").

Section 2.3 of [RFC5176] makes the follow ng requirenment for CoA
servers:

I n CoA- Request and Di sconnect - Request packets, all attributes
MUST
be treated as nmandatory.

These requirenents are too stringent for a CoA proxy. Instead, we
say that for a CoA proxy, all attributes MJUST NOT be treated as
mandat ory. Proxi es SHOULD perform proxyi ng based on Operat or - Nane,
but ot her schenmes are possible (though not discussed here). Proxies
SHOULD forward all packets as-is, with nmniml changes. Only the
final CoA server (i.e RADIUS NAS) is definitive on which attributes
are mandatory, and which are not.

Proxi es MUST pass any Operator-Real m and Operator-NAS-Identifier
attributes through unchanged.

In short, proxies SHOULD behave nuch |ike a CoA server, and where
possi bl e, perform many of the sane validati ons done by a CoA server

We recogni ze that because a proxy will see Access-Request and
Account i ng- Request packets, that it will have sufficient information
to forge CoA packets. It will thus have the ability to subsequently
di sconnect any user who was authenticated via the proxy.
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We suggest that the real-world effect of this security problemis
mnimal . Proxies can already return Access-Accept or Access-Reject
for Access-Request packets, and can change authorization attributes
contained in an Access-Accept. Allowing a proxy to change (or

di sconnect) a user session post-authentication is not substanti al
different fromchanging (or refusing to connect) a user session
during the initial process of authentiction

There are no provisions in RADIUS for "end to end" security. That

is, the Visited Network and Hone Network cannot communicate privately
in the presence of proxies. This linitation originates fromthe
design of RADIUS for Access-Request and Accounting- Request packets.
That linmitation is then carried over to CoA-Request and Di sconnect -
Request packets.

We cannot therefore prevent proxies or Hone Servers from forgi ng CoA
packets. W can only create scenarios where that forgery is hard to
perform and/or is likely to be detected.

4.3. Requirenents on Visited Networks

A Visited Network which receives a proxi ed CoA packet MJST perform
all of the checks discussed above for proxies. This requirenent is
because we assune that the Visited Network has a proxy in between the
NAS and any external (i.e. third-party) proxy. Situations where a
NAS sends packets directly to a third-party RADI US server are outside
of the scope of this specification

Due to the requirenents of Section 2.3 of [RFC5176], a Visited

Net owkr MUST renove Operator-Nane and Operator-NAS-Identifier from
any CoA- Request or Di sconnect-Request packet prior to proxying that
packet to a CoA server.

That is, all attributes added to outbound packets by the Visited
Net wor k MUST be renoved from i nbound packets before sending those
packets to the NAS

We note that the above requirenment applies not only to Operator-Nane
and Operator-NAS-Identifier, but also to any future attributes which
are added by the Visited Network.

When a Visited Network nmay create an Operator-Nane via many met hods.
The val ue SHOULD be cryptographically strong. It SHOULD be
verifiable by the Visited Network, w thout tracking every single user
sessi on.
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5. Functionality

This section describes howthe two attributes work together to permt
CoA proxyi ng.

5.1. User Login

In this scenario, we follow a roam ng user attenpting authenticastion
in avisited network. The login attenpt is done via a visited NAS
That NAS will send an Access- Request packet to the visited RAD US
server. The visited RADIUS server will see that the user is roaning,
and proxy the authentication request to an upstream server. That
server may be the home server for the user, or it nmay be another

pr oxy.

The visited RADI US server should add an Operator-Nane attribute, with
value "1" followed by it’s own real mnane. e.g. "lexanple.coni.
Where the visited network has nmultiple realns, it MJST choose a realm
name which permits packets to be routed back to itself. The visited
RADI US server MAY al so add an Operator-NAS-ldentifier as discussed

bel ow.

The upstream proxy or proxies will then forward the packet to the
hone server. |Internedi ate proxies MJST NOT nodify the contents of,
or delete the Operator-Name or Operator-NAS-ldentifier attributes.

The Honme Server SHOULD record both Operator-Name and Oper at or - NAS-
Identfier along with other information about the users session

5.2. CoA Proxing

When t he Hone Server decides to disconnect a user, it |ooks up the
Oper at or - Nane and Operator-NAS-ldentifer, along with other user
session identifiers as described in [RFC5176]. It then | ooks up the
Qperator-Nanme in the logical AAArouting table to find the CoA server
for that realm (which may be a proxy). The CoA-Request is then sent
to that server.

The CoA server receives the request, and if it is a proxy, performs a
simlar | ookup as done by the Hone Server. The packet is then
proxi ed repeatedly until it reaches the Visited Network.

If the proxy cannot find a destination for the request, or if no
Operator-Nane attribute exists in the request, the proxy returns a
CoA-NAK with Error-Cause 502 (Request Not Routable).

The Visited Network recieves the CoA-Request packet, and uses the
Operator-NAS-ldentifier attribute to determnine which |ocal CoA server
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(i.e. NAS) the packet should be sent to.

If no CoA server can be found, the Visited Network return a CoA- NAK
with Error-Cause 403 (NAS Identification Msmatch).

Any response fromthe CoA server (NAS) is returned to the Hone
Net wor K.

6. Security Considerations

This specification incorporates by reference the [ RFC6929] Section
11. In short, RADIUS has known issues which are discussed there.

This specification adds one new attribute, and defines new behavi or
for RADI US proxying. As this behavior mirrors existing RAD US
proxyi ng, we do not believe that it introduces any new security

i ssues.

Operator-NAS-Identifier should remain secure. W don’t say how.
7. 1 ANA Consi derations

IANA is instructed to allocated one new RADIUS attribute, as per
Section 3.1, above.
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