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Abst r act

One of the prom sing depl oynent scenarios for Multipath TCP ( MPTCP)
is to enable a Custoner Premi ses Equipnent (CPE) that is connected to
multiple networks (e.g., DSL, LTE, WLAN) to optim ze the usage of its
networ k attachnments. Because of the |lack of MPTCP support at the
server side, some service providers consider a network-assisted nodel

that relies upon the activation of a dedicated function called: MPTCP
Concentrator.

Thi s docunent specifies a new Renpte Authentication Dial-lIn User
Service (RADIUS) attributes that carry the | P addresses that all ow
CPE devices to reach one or nultiple MPTCP Concentrators.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 22, 2016.
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

One of the prom sing depl oynent scenarios for Miultipath TCP (MPTCP

[ RFC6824]) is to enable a Custoner Premi ses Equi pnent (CPE) that is
connected to multiple networks (e.g., DSL, LTE, WLAN) to optinize the
usage of such resources, see for exanple [RFC4908]. This depl oynent
scenario relies on MPTCP proxies | ocated on both the CPE and network
sides (Figure 1). MPTCP Proxies deployed in the network play the
role of traffic concentrator
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Figure 1: "Network-Assisted" MPTCP Design

Wthin this docunent, an MPTCP Concentrator (or concentrator) refers
to a functional elenent that is responsible for aggregating the
traffic originated by a group of CPEs. This elenent is located in
the network. ©One or nultiple concentrators can be deployed in the
network to assist MPTCP-enabl ed CPEs to establish MPTCP connecti ons
via their available network attachnents. On the uplink path, the
concentrator term nates the MPTCP connections [ RFC6824] received from
its custoner-facing interfaces and transforns these connections into
| egacy TCP connections [ RFCO793] towards upstream servers. On the
downl i nk path, the concentrator turns the | egacy server’'s TCP
connection into MPTCP connections towards its custoner-facing

i nterfaces.

Both inmplicit (where a CPE has no specific know edge of any
concentrator deployed in the network) and explicit nbdes are
considered to steer traffic towards an MPTCP Concentrator. This
docunent focuses on the explicit node that consists in explicitly
configuring a CPE with the reachability information of a MPTCP
concentrator.

Thi s docunent specifies two new Renmote Authentication Dial-In User
Service (RADIUS, [RFC2865]) attributes that carry the MPTCP
Concentrator | P address list (Section 2). |In order to accommodate
both I Pv4 and | Pv6 depl oynent contexts, and given the constraints in
Section 3.4 of [RFC6158], two attributes are specified. Note that
one or nmultiple IPv4 and/or |1 Pv6 addresses nay be returned to a
requesting CPE. A sanple use case is described in Section 3.
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Thi s docunment assumes that the MPTCP concentrator(s) reachability
information can be stored in Authentication, Authorization, and
Accounting (AAA) servers while the CPE configuration is usually
provi ded by neans of DHCP ([ RFC2131] [ RFC3315]).

Thi s specification assumes an MPTCP Concentrator is reachabl e through
one or multiple I P addresses. As such, a list of |IP addresses can be
communi cated via RADIUS. Also, it assumes the various network
attachnents provided to an MPTCP-enabl ed CPE are managed by the sane
adm nistrative entity.

This docunment adheres to [I-D.ietf-radext-datatypes] for defining the
new attri butes.

MPTCP RADI US Attri butes
MPTCP- | Pv4- Concent r at or
Descri ption

The RADI US MPTCP- Concentrator-1Pv4 attribute contains the |Pv4
address of an MPTCP Concentrator that is assigned to a CPE

Because nultiple MPTCP Concentrator | P addresses may be

provi sioned to an authorised CPE (that is a CPE entitled to
solicit the resources of a concentrator to establish MPTCP
connections), nultiple instances of the MPTCP-Concentrator-1Pv4d
attribute MAY be included; each instance of the attribute carries
a distinct |IP address.

Bot h MPTCP- Concent rat or-1 Pv4 and MPTCP- Concentrator-1Pv6
attributes MAY be present in a RADI US nessage

The MPTCP-Concentrator-1Pv4 Attribute MAY appear in a RAD US
Access- Accept packet. |t MAY al so appear in a RADI US Access-
Request packet as a hint to the RADIUS server to indicate a
preference, although the server is not required to honor such a
hi nt .

The MPTCP- Concentrator-1Pv4 Attribute MAY appear in a CoA- Request
packet .

The MPTCP- Concentrator-1Pv4 Attribute MAY appear in a RAD US
Account i ng- Request packet.

The MPTCP- Concentrator-1Pv4 Attribute MJUST NOT appear in any other
RADI US packet .
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Type

TBA (see Section 6).

Length

6

Data Type

The attribute MPTCP-Concentrator-1Pv4 is of type ipdaddr
(Section 3.3 of [I-D.ietf-radext-datatypes]).

Val ue

This field includes an | Pv4 address (32 bits) of the MPTCP
Concentr at or

The MPTCP-Concentrator-1Pv4 attribute MJUST NOT include multicast
and host | oopback addresses [ RFC6890]. Anycast addresses are
allowed to be included in an MPTCP-Concentrator-1Pv4 attri bute.

MPTCP- | Pv6- Concent r at or

Descri ption

The RADI US MPTCP- Concentrator-1Pv6 attribute contains the |IPv6
address of an MPTCP Concentrator that is assigned to a CPE

Because nultiple MPTCP Concentrator | P addresses may be

provi sioned to an authorised CPE (that is a CPE entitled to
solicit the resources of a concentrator to establish MPTCP
connections), nultiple instances of the MPTCP-Concentrator-1Pv6
attribute MAY be included; each instance of the attribute carries
a distinct |P address.

Bot h MPTCP- Concent rat or-1 Pv4 and MPTCP- Concentrator-1Pv6
attributes MAY be present in a RADI US nessage

The MPTCP- Concentrator-1Pv6 Attribute MAY appear in a RAD US
Access- Accept packet. |t MAY al so appear in a RADI US Access-
Request packet as a hint to the RADIUS server to indicate a
preference, although the server is not required to honor such a
hi nt .

The MPTCP-Concentrator-1Pv6e Attribute MAY appear in a CoA- Request
packet .
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The MPTCP- Concentrator-1Pv6 Attribute MAY appear in a RAD US
Account i ng- Request packet.

The MPTCP- Concentrator-1Pv6 Attribute MJUST NOT appear in any other
RADI US packet .

Type

TBA (see Section 6).
Length

18
Data Type

The attribute MPTCP-Concentrator-1Pv6 is of type ip6addr
(Section 3.9 of [I-D.ietf-radext-datatypes]).

Val ue

This field includes an | Pv6 address (128 bits) of the MPTCP
concentrator.

The MPTCP-Concentrator-1Pv6 attribute MJUST NOT include mnulticast
and host | oopback addresses [ RFC6890]. Anycast addresses are
allowed to be included in an MPTCP-Concentrator-1Pv6 attri bute.

3. Sanple Use Case

This section does not aimto provide an exhaustive list of deploynent
scenari os where the use of the RADI US MPTCP- Concentrator-1Pv6 and
MPTCP- Concentrator-1Pv4 attributes can be hel pful. Typica

depl oynent scenarios are described, for instance, in [ RFC6911].

Fi gure 2 shows an exanple where a CPE is assigned an MPTCP

Concentrator. This exanple assunmes that the Network Access Server
(NAS) enbeds both RADI US client and DHCPv6 server capabilities.
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CPE NAS AAA
DHCPv6 cl i ent DHCPv6 server server
| | |
[--------- DHCPv6 Solicit-------- >| |
| | ----Access- Request ---->
I I I
| | <----Access-Accept------ [
| | MPTCP- Concentrator-|Pv6|
| <------- DHCPv6 Advertisement----| |
[ (OPTI ON_V6_MPTCP) [ [
I I I
[--------- DHCPv6 Request-------- >| [
I I I
| <--------- DHCPv6 Reply---------- | |
|

[ (OPTI ON_V6_MPTCP) [
DHCPv 6 RADI US
Figure 2: Sanple Flow Exanple (1)

Upon receipt of the DHCPv6 Solicit message froma CPE, the NAS sends
a RADI US Access- Request nessage to the AAA server. Once the AAA
server receives the request, it replies with an Access-Accept nessage
(possi bly after having sent a RADIUS Access- Chal | enge nessage and
assuning the CPE is entitled to connect to the network) that carries
a list of paraneters to be used for this session, and which include
MPTCP Concentrator reachability information (nanely a list of IP

addr esses) .

The content of the MPTCP-Concentrator-1Pv6 attribute is then used by
the NAS to conplete the DHCPv6 procedure that the CPE initiated to
retrieve information about the MPTCP Concentrator it has been

assi gned.

Upon change of the MPTCP Concentrator assigned to a CPE, the RADI US
server sends a RADI US CoA nessage [RFC5176] that carries the RADI US
MPTCP- Concentrator-1Pv6 attribute to the NAS. Once that nessage is
accepted by the NAS, it replies with a RADIUS CoA ACK nessage. The
NAS repl aces the old MPTCP Concentrator with the new one.

Fi gure 3 shows another exanple where a CPE is assigned an MPTCP

Concentrator, but the CPE uses DHCPv6 to retrieve a list of |IP
addresses of an MPTCP concentrator.
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CPE NAS AAA
DHCPv4 cl i ent DHCPv4 server server
| | |
[----------- DHCPDI SCOVER- - - - - - - - - - >| [
| ----Access- Request ---->
I I
| <----Access-Accept------ [

e DHCOPOFFER:- - = - = === - - - - |

I
I
| | MPTCP- Concentrator-1 Pv4
|
[ (OPTI ON_V4_MPTCP) [

I

I
|
|
[-mmmmm e - DHCPREQUEST- - - - - - - - - - >| |
( OPTI ON_V4_MPTCP) | I

I

|

I

|

[ <----emmmm-- DHCPACK- - - = - === - == - - - - |

[ (OPTI ON_V4_MPTCP) [

DHCPv 4 RADI US
Figure 3: Sanple Flow Exanple (2)
Sone depl oynents may rely on the nechani sns defined in [ RFC4014] or
[ RFC7037], which allows a NAS to pass attributes obtained froma
RADI US server to a DHCP server
4. Security Considerations

RADI US-rel ated security considerations are discussed in [ RFC2865].

MPTCP-rel ated security considerations are discussed in [ RFC6824] and
[ RFC6181] .

Traffic theft is arisk if anillegitimte concentrator is inserted
in the path. Indeed, inserting an illegitimte concentrator in the
forwarding path allows to intercept traffic and can therefore provide
access to sensitive data issued by or destined to a host. To
nmtigate this threat, secure neans to discover a concentrator should
be enabl ed.

5. Table of Attributes

The followi ng table provides a guide as what type of RADH US packets
that may contain these attributes, and in what quantity.

Boucadai r & Jacquenet Expires July 22, 2016 [ Page 8]



Internet-Draft RADI US for MPTCP January 2016

Access- Access- Access- Challenge Acct. # Attribute

Request Accept Reject Request
0+ 0+ 0 0 0+ TBA MPTCP- Concentrator-1 Pv4
0+ 0+ 0 0 0+ TBA MPTCP- Concentrator-1Pv6
CoA- Request CoA- ACK CoA-NACK #  Attribute
0+ 0 0 TBA MPTCP- Concentrator-1Pv4
0+ 0 0 TBA MPTCP- Concentrator-1Pv6

The followi ng tabl e defines the neaning of the above table entries:

0O This attribute MIST NOT be present in packet.
0+ Zero or nore instances of this attribute MAY be present in packet.

6. | ANA Consi derations
I ANA is requested to assign two new RADIUS attribute types fromthe
| ANA registry "Radius Attribute Types" |ocated at
http://ww. i ana. or g/ assi gnnment s/ radi us-types:
MPTCP- Concentrat or-1Pv4d (TBA)
MPTCP- Concentrator-1Pv6 (TBA)
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