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Abstract

Thi s docunent describes the problens associated with the use of No-
Pat h DAO nessagi ng in RPL.
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1.

I nt roducti on

RPL [ RFC6550] specifies a proactive distance-vector based routing
schene. The specification has an optional nessaging in the form of
DAO nessages using which the 6LBR can |l earn route towards any of the
nodes. In storing node, DAO nessages would result in routing entries
been created on all internediate hops fromthe node’'s parent all the
way towards the 6LBR

[ RFC6550] al so all ows use of No-Path DAO (NPDAO) nessaging to
invalidate a routing path and thus rel easing of any resources
utilized on that path. A No-Path DAO is a DAO nessage with route
lifetime of zero, signaling route invalidation for the given target.

Thi s docunment studies the probl ens associated with the current use of
No- Pat h DAO nessagi ng, which creates route inefficiency and

i nconsi stence. This docunent al so di scusses the requirenents for an
opti m zed No-Path DAO nessagi ng schene.

1.1. Current No-Path DAO nessagi ng

[ RFC6550] introduced No-Path DAO nessaging in the storing node so
that the node switching its current parent can informits parents and
ancestors to invalidate the existing route. Subsequently parents or
ancestors would rel ease any resources (such as the routing entry) it
mai ntai ns on behal f of that child node. The No-Pat h DAO nessage

al ways traverses the RPL tree in upward direction, originating at the
target node itself.

For the rest of this docunment consider the follow ng topol ogy:
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Fi gure 1: Sanpl e Topol ogy

Node (D) is connected via preferred parent (B). (D) has an alternate

path via (C) towards the BR Node (A) is the comon ancestor for (D)

for paths through (B)-(GQG and (CQ-(H). When (D) switches from (B) to

(O, [RFC6550] suggests sending No-Path DAOto (B) and regular DAO to
C

(
1.2. Cases when No-Path DAO may be used

There are follow ng cases in which a node switches its parent and may
enpl oy No- Pat h DAO nessagi ng:

Case |: Current parent becones unavail abl e because of transient or
permanent |ink or parent node failure.

Case Il: The node finds a better parent node i.e. the netrics of
anot her parent is better than its current parent.

Case Ill: The node switches to a new parent whomit "thinks" has a
better netric but does not in reality.

The usual steps of operation when the node switches the parent is
that the node sends a No-Path DAO nessage via its current parent to
invalidate its current route and subsequently it tries to establish a
new routing path by sending a new DAO via its new parent.
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1.3. Why No-Path DAO is inportant?

Nodes in LLNs may be resource constrained. There is limted nenory
avail abl e and routing entry records are the one of the primary

el ements occupying dynam c nenory in the nodes. Route invalidation
hel ps 6LR nodes to decide which entries could be discarded to better
achi eve resource utilization in case of contention. Thus it becones
necessary to have efficient route invalidation mechanism Al so note
that a single parent switch may result in a "sub-tree" switching from
one parent to another. Thus the route invalidation needs to be done
on behalf of the sub-tree and not the sw tching node alone. In the
above exanpl e, when Node (D) switches parent, the route invalidation
needs to be done for (D), (E) and (F). Thus without efficient route

i nvalidation, a 6LR nay have to hold a ot of unwanted route entries.

1.4. Term nol ogy
The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Common Ancestor node: 6LR node which is the first common node on the
old and new path for the child node.

Current parent: Parent 6LR node before switching to the new path
New parent: Parent 6LR node after switching to the new path
NPDAO. No- Path DAO. A DAO nessage which has target with lifetine 0.

Reverse NPDAO. A No-Path DAO nessage which traverses downstreamin
t he network.

Regul ar DAC. A DAO nessage with non-zero lifetine.
Thi s docunent al so uses terninology described in [ RFC6550].
2. Problenms with current No-Path DAO nessagi ng

We will confront the follow ng problens when using the current NP-DAO
messagi ng.

2.1. Lost NP-DAO due to Link break to the previous parent
When the node switches its parent, the NPDAOis to be sent via its
previous parent and a regular DAO via its new parent. In cases where

the node switches its parent because of transient or permanent parent
Iink/node failure then the NPDAO nessage is bound to fail. [RFC6550]
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assunmes conmuni cation link with the previous parent for No-Path DAO
nmessagi ng.

[ RFC6550] nentions use of route lifetine to renove unwanted routes in
case the routes could not be refreshed. But route lifetinmes in case
of LLNs could be substantially high and thus the route entries would
be stuck for |ong.

2.2. Invalidate routes to dependent nodes of the sw tching node

No-path DAO is sent by the node who has switched the parent but it
does not work for the dependent child nodes belowit. The

speci ficati on does not specify howroute invalidation will work for
sub-childs, resulting in stale routing entries on behalf of the sub-
childs on the previous route. The only way for 6LR to invalidate the
route entries for dependent nodes would be to use route lifetine
expiry which could be substantially high for LLNs. In the exanple

t opol ogy, when Node (D) switches its parent, Node (D) generates an
NPDAO on its behal f. Post switching, Node (D) transmits a DIOwth

i ncremented DTSN so that child nodes, node (E) and (F), generate DAGCs
to trigger route update on the new path for thensel ves. There is no
NPDAO generated by these child nodes through the previous path
resulting in stale entries on nodes (B) and (G for nodes (E) and

(F).
2.3. Route downtine caused by asynchronous operation of NPDAO and DAO

A swi tching node may generate both an NPDAO and DAO via two different
paths at al nost the sanme tine. There is a possibility that an NPDAO
generated may invalidate the previous route and the regul ar DAO sent
via the new path gets lost on the way. This may result in route
downtine thus inpacting dowward traffic for the switching node. In

t he exanpl e topol ogy, consider Node (D) switches fromparent (B) to
(O because the netrics of the path via (C) are better. Note that the
previous path via (B) may still be available (albeit at relatively
bad netrics). An NPDAO sent from previous route nmay invalidate the
exi sting route whereas there is no way to deternine whether the new
DAO has successfully updated the route entries on the new path.

An inplenentation technique to avoid this problemis to further del ay
the route invalidation by a fixed tine interval after receiving an
NPDAQ, considering the time taken for the new path to be established.
Coming up with such a time interval is tricky since the new route nay
al so not be available and it may subsequently require nore parent
switches to establish a new path.

3. Requirenents for the No-Path DAO Optim zation

Jadhav, et al. Expi res Decenber 27, 2016 [ Page 6]



| NTERNET DRAFT draft-jadhav-roll-no-path-dao-01 June 27, 2016

We identify the followi ng requirements for the NP-DAO optim zation.
3.1. Reg#l: Tolerant to the link failures to the previous parents.

When the switching node send the NP-DAO nessage to the previous
parent, it is normal that the link to the previous parent is prone to
failure. Therefore, it is required that the NP-DAO nessage MJIST be
tolerant to the link failure during the swtching.

3.2. Reg#2: Support of renoval of entries to the dependent nodes of the
swi t chi ng node.

Whi l e switching the parent node and sendi ng NP-DAO nessage, it is
required that the routing entries to the dependent nodes of the
swi tching node will be updated accordingly on the previous parents
and ot her rel evant upstream nodes.

3.3. Reg#3: No disruption of downstreamreachability to the node while
sendi ng NP- DAQ.

Wi | e sendi ng the NP-DAO and DAO nessages, it is possible that the
NP- DAO successfully invalidates the previous path, while the newy
sent DAO gets lost (new path not set up successfully). This wll
result into downstream unreachability to the current switching node.
Therefore, it is desirable that the NP-DAO is synchronized with the
DAO to avoid the risk of routing downtine.

4, Existing Solution

4.1. NP-DAO can be generated by the parent node who detects link failure
to the child

RPL [ RFC6550] states nechani snms which could be utilized to clear DAO
states in a sub-DODAG [RFC6550] Section 11.2.2.3 states "Wth DAO

i nconsi stency | oop recovery, a packet can be used to recursively
expl ore and clean up the obsol ete DAO states al ong a sub- DODAG. "

Thus in the sanple topology in Figure 1, when Node (B) detects link
failure to (D), (B) has an option of generating an NP-DAO on behal f
of Node (D) and its sub-childs, (E) and (F).

Thi s section explains why generation of an NP-DAO in such cases nay
not function as desired. Primarily the DAO state information in the
form of Path Sequence plays a major role here. Every target is
associated with a Path Sequence nunber which relates to the | atest
state of the target. [RFC6550] Section 7.1 explains the semantics of
Pat h Sequence nunber. The target node increnents the Path Sequence
number every tine it generates a new DAO. The router nodes en-route
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utilize this Path Sequence number to decide the freshness of target
information. If a non-target node has to generate an NP-DAO then it
could use following two possibilities with Path Sequence nunber:

Let the Path Sequence nunber of old regular DAO that flowed through
(B) be x. The subsequent regular DAO generated by Node (D) will have
sequence nunber x+1.

i. Node (B) uses the previous Path Sequence nunber fromthe regul ar
DAO i.e. NP-DAQ pat hseg=x)

ii. Node (B) increnents the Path Sequence nunber i.e. NP-
DAQ( pat hseq=x+1)

In case i, the NP-DAQ(pathseq=x) will be dropped by all the
i ntermedi at e nodes since the semantics of Path Sequence nunber
dictates that any DAO with an ol der Path Sequence nunber be dropped.

In case ii, there is a risk that the NP-DAQ( pat hseq=x+1) traverses up
the DODAG and invalidates all the routes till the root and then the
regul ar DAQ( pat hseq=x+1) fromthe target traverses upwards. In this
case the regul ar DAQ(pat hseq=x+1) will be dropped from common
ancestor node to the root. This will result in route downtine.

Anot her problemwi th this schenme is its dependence on the upstream
nei ghbor to detect that the downstream nei ghbor is unavail able. There
are two possibilities by which such a detection m ght be put to work:

i. There is P2P traffic fromthe previ ous sub- DODAG to any of nodes
in the sub-tree which has switched the path. In the above exanpl e,

| ets consider that Node (G has P2P traffic for either of nodes (D),
(E), or (F). In this case, Node (B) will detect forwarding error
whil e forwardi ng the packets from Node (B) to (D). But dependence on
P2P traffic may not be an optinmal way to solve this problem
considering the reactive approach of the schenme. The P2P traffic
pattern might be sparse and thus such a detection might kick-in too
| ate.

ii. The other case is where Node (B) explicitly enpl oys some
mechani smto probe directly attached downstream child nodes. Such
ki nd of schemes are sel dom used.

4.2. NP-DAO can be generated once the link is restored to the previous
parent .

This schenme solves a specific scenario of transient links. The child

node can detect that the connection to previous parent is restored
and then transmt an NP-DAO to the previous parent to invalidate the

Jadhav, et al. Expi res Decenber 27, 2016 [ Page 8]



| NTERNET DRAFT draft-jadhav-roll-no-path-dao-01 June 27, 2016

8.

route. This scheme is stateful, thus requires nore nenory and sol ves
a specific scenario.

Security Considerations
This draft is a problem statenent, and therefore, does not introduce
any new security risks.

| ANA Consi derati ons
Not applicable to this docunent.
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