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Abst ract

Thi s docunent specifies the Software Inventory Message and Attri butes
for PA-TNC. It extends the PA-TNC specification [RFC5792] by
providing specific attributes and nessage exchanges to all ow
endpoints to report their installed software inventory information to
a NEA server (as described in [RFC5209]).
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 4, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1.

el

w 0

Cof fin,

NN NN

I nt roducti on

.1
. 2.
. 3.

Net wor k Endpol nt Assessrrent (NEA)
Keywords .
Definitions .

Backgr ound

.1
2.

N

Sof tware | nventory Message and Attrl but es for
Requi rement s

2.
3

PWw

NoghkwhN

Wwwwwa
agooaoaa
agrwNE

Wwwow

1.

1.

W w N

)]

oo

Supported the Cases

1. Use Software Inventory as a Factor in Determ ni ng

Endpoi nt Access . . .
2. Mintain a Central Reposi tory Refl ecti ng an
Endpoint’s Software |Inventory . .

. 3. PA- TNC Use Cases

Non- supported Use Cases .
Speci fi cation Requirenents
Non- Requi rement s
Assunptions .

Non- Assunpti ons . e
Sof tware | nventory Nbssage and Attr| but es for PA- TNC
Di agram Conventi ons .

Basi c Attrrbute Exchange .
Core Software Reporting Informat|on .
Software ldentifiers
Record ldentifiers

1.

2.1.1

.2.1.2. Software Locators .
2.1.3

Usi ng Software and Record Ident|f| ers in SW
Attributes C e e
Tar get ed Requests .

Moni tori ng Changes in an Endp0| nt s Softvvare Invent ory

Evi dence Col |l ection .
Reporting Change Events .

Event ldentifiers . .

Core Event Tracking Inf ormatron .

Updating I nventory Know edge Based on Events

Usi ng Event Records in SWAttributes .

Partial and Conplete Lists of Event Records in SW

Attributes . .
.6. Synchroni zi ng Event I dent i fi ers and Epochs

Subscriptions .

.1. Establi shi ng. Subscrr pt| ons

2. Managi ng Subscriptions

.3. Terminating Subscriptions .

PA- TNC System

oo ~N~NOL ™

10
10
11
12
12
13

13

14
14
15
15
16
17

18
18

19
22
22
23
24
24

25
27
28

29
30

et al. Expires May 4, 2017 [ Page 2]



Internet-Draft

ww

Cof fin,

rAAA

PAARMRAAADBD

0000 0®

.1

SW MBA for PA-TNC

Cct ober 2016

3.6.4. Subscri pti on Status . 30
3.6.5. Fulfilling Subscriptions . 31
3.6.5.1. Subscriptions Reporting I nvent or| es . 32
3.6.5.2. Subscriptions Reporting Events 32
3.6.5.3. Targeted Subscriptions . 34
3.6.5.4. No Subscription Consolidati on . 34
3.6.5.5. Delayed Subscription Fulfill nent . . 35
7. Miltiple Sources of Software Inventory Evi dence Records . 35
8. Error Handling 37
Sof tware | nventory I\/Iessage and Attr| but es for PA— TNC Pr ot ocoI 38
1. PA Subtype (AKA PA-TNC Conponent Type) 38
2. SWAttribute Overview . .o 39
3. SWAttribute Exchanges o 41
4. Software Inventory Message and Attrl but es for PA- TNC
Attribute Enuneration . . 43
5. Nornmalization of Text Encodi ng 44
6. Request IDs . 44
7. SW Request . e 45
8. Software Identlfler I nventory . 49
9. Software ldentifier Events 52
10. Software Inventory 57
11. Software Events . 60
12. Subscription Status Request 64
13. Subscription Status Response . . 65
14. PA-TNC Error as Used by Software Invent ory I\/Iessage and
Attributes for PA-TNC . . . 67
4.14.1. SW ERROR, SV\LSUBSCRI PTI O\I_DENI ED_ERRO? and
SW SUBSCRI PTI ON_I D_REUSE_ERROR | nf ormati on . 69
4.14.2. SWRESPONSE TOO LARCGE _ERROR Information . . 70
4.14.3. SW SUBSCRI PTI ON_FULFI LLMENT _ERROR | nf or nat i on 72
Supported Data Models . . . 74
| SO 2015 SWD Tags usi ng XNL S 74
5.1.1. Cuidance on Normalizing Source Data to ISO 2015 SWD
Tags using XM . 74
5.1.2. Guidance on Creati on of Softvvare Ident|f| ers from I SO
2015 SWD Tags . . 75
2. 1SO 2009 SWD Tags usi ng XIVL . 75
5.2.1. Cuidance on Normalizing Source Data to ISO 2015 SWD
Tags using XM . 75
5.2.2. @uidance on Creati on of Software Ident|f| ers from I SO
2015 SW D Tags 75
Security Consi derations . 76
1. Evidentiary Value of Soft\/\are Invent ory Evi dence Recor ds 76
2. Sensitivity of Collected Records 76
3. Integrity of Endpoint Records . 78
4. SWPC Access Pernissions . 78
5. Sanitization of Record Fields . 79
6. PA-TNC Security Threats . 79
et al. Expires May 4, 2017 [ Page 3]



Internet-Draft SW MBRA for PA-TNC Cct ober 2016

7. Privacy Considerations . . Y 4
8. Relationship to O her SpeC|f|cat|ons Y 4°)
9. |1 ANA Considerations . . . . - ¢
9.1 Regi stry for PA-TNC Attr|bute Types . e e . . . . . . . . 80
9.2 Regi stry for PAA-TNC Error Codes . . . . . . . . . . . . . 81
9.3. Registry for PA Subtypes . . P < ¥4
9.4. Registry for Software Data Nbdels . e . . . . . . . . . . 83
10. References . . e e . .. ... ... .. . . . .. 83
10.1. Normative References e = X
10.2. Informative References . . . . . . . . . . . . . . . . . 84
Aut hors’ Addresses . . . . . . . . . . . . . . . . . ... ... 84
1. Introduction

Possession of a list of an endpoint’s installed software is very
useful in understanding and nmaintaining the security state of an
enterprise. For exanple, if an enterprise policy requires the
presence of certain pieces of software and/or prohibits the presence
of other software, reported software installation inventory lists can
be used to indicate conpliance or non-conpliance with these
requirenents. Software installation inventories and the patch |eve
of the identified software can be conpared to vulnerability or threat
alerts to determ ne an endpoint’s exposure to attack. All of these
uses nmake an understandi ng of an endpoint’s installed software
inventory highly useful to NEA Servers and other enterprise security
appl i cations.

There is a need for a standardi zed net hod for exchangi ng software
inventory that carries a software identifier (a unique identifier
associated with a specific software product and version thereof). In
some cases, it may al so be necessary to convey information that
characterizes this product (i.e., provides netadata about the product
beyond its identifier) as well as observable installation
informati on. These "Messages and Attributes"” would enable software
identification, installation, and characterization information to be
provi ded for any software installed on any endpoi nt that supports
this specification.

To that end, this specification defines a new set of PA-TNC
attributes, carried over PA-TNC nessages, which are used to
communi cate requests for software informati on and software events,
and for conveying that information back to a NEA Server.

This specification is designed only to report software that is

installed on an endpoint. |In particular, it does not nonitor or
report information about what software is running on the endpoint.
Li kewise, it is not intended to report individual files, libraries,

installation packages, or sinilar artifacts. Wile all of this
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information has its uses, this information requires different

nmet adata and di fferent nethods of monitoring the endpoint. As a
result, this specification focuses solely on installed software,

| eaving reporting of other classes of endpoint information to other
speci fications.

1.1. Network Endpoint Assessnent (NEA)

The Networ k Endpoi nt Assessnent (NEA) Working G oup defines an open
solution architecture that enables network operators to collect and
utilize informati on about endpoint configuration and state. This

i nformati on can be used to enforce policies, nonitor endpoint health,
and for many other activities. |Information about the software
present on an endpoint is an inportant consideration for such
activities. Such information can come frommultiple sources
including tag files (such as 1SO SWD tags [SWD], reports fromthird
party inventory tools, output from package nanagers, and ot her
sources. The attributes defined in this document are used to

conmuni cate software inventory evidence, collected froma range of
possi bl e sources, fromthe posture collector on the endpoint to the
posture validator on a NEA Server using the PA-TNC interface, as
shown in Figure 1 bel ow
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Fi gure 1: NEA Reference Mdel

Before reading this specification any further, the reader should
revi ew and understand the NEA reference architecture as described in
the Networ k Endpoi nt Assessnent (NEA): Overview and Requirenents

[ RFC5209]. The reader should al so understand the capabilities and
requi renents conmon to PA-TNC interfaces as defined in RFC 5792

[ RFC5792] .

This docunent is based on standards published by the Trusted
Conputing Goup’s Trusted Network Conmuni cations (TNC) wor kgroup
The TNC and NEA architectures are interoperable and the follow ng
conponents are equival ent:
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Post ure Val i dat or

Posture Col |l ector

Tabl e 1: Equi val ent conponents in TNC and NEA architectures
1.2. Keywords

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
specification are to be interpreted as described in RFC 2119

[ RFC2119]. This specification does not distinguish blocks of

i nformative comments and normative requirenments. Therefore, for the
sake of clarity, note that |ower case instances of nust, should, etc.
do not indicate normative requirenents.

1.3. Definitions
This section defines terns with special nmeaning within this document.

SWPC - A Posture Collector (PC) that conforns to this specification
Not e that such a posture collector might also support other PA-TNC
exchanges beyond Software I nventory Message and Attributes for PA-
TNC.

SWPV - A Posture Validator (PV) that conforns to this specification.
Not e that such a posture verifier night also support other PA-TNC
exchanges beyond Software | nventory Message and Attributes for PA-
TNC.

SWAttribute - This is a PA-TNC attribute (as defined in RFC 5792
[ RFC5792] extension for conveying software inventory infornmation
This specification defines several new attribute types.

Endpoi nt’s Software Inventory Evidence Collection - The set of

i nformati on regarding the set of software installed on an endpoint.
An endpoint’s software inventory evidence collection night include
informati on created by or derived fromnultiple sources, including
but not linted to SWD tag files deposited on the file systemduring
software installation, information generated to report output from
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software di scovery tools, and information dynanically generated by a
sof tware or package managenment system on an endpoi nt.

Software I nventory Evidence Record - The endpoint’s Software

I nventory Evidence Collection is conposed of "records". Each record
corresponds to one installed instance of a particular software
product as reported by sone data source. It is possible for a single

installed instance to have multiple software inventory evi dence
records in an endpoint’s Software Inventory Evidence Collection -
this can happen if nultiple sources all report the same software
instal | ati on instance.

Software ldentifier - A string associated with a specific version of
a specific software product. Each supported Software |nventory
Message and Attributes for PA-TNC data nodel has its own rules for
how a Software Identifier (see Section 3.2.1) is derived fromthe
representation of the given software product using that data nodel,
and different sources for this informati on m ght popul ate rel evant
information differently. As such, while each Software Identifier
uniquely identifies a specific software product, the same software
product m ght be associated with nultiple Software Identifiers
reflecting differences between different information sources and
supported data nodel s.

Backgr ound
1. Supported Use Cases

This section describes the Software | nventory Message and Attri butes
for PA-TNC use cases supported by this specification. The prinmary
use of exchanging software inventory information over the PA-TNC
interface is to enable a challenger (e.g. NEA Server) to obtain

i nventory evi dence about sonme systemin a way that conforns to NEA
procedures and expressed using a standard format. Collected software
i nformati on can support a range of security activities including

det ermi ni ng whether an endpoint is pernitted to connect to the
enterprise, determ ning which endpoints contain software that
requires patching, and simlar activities.

1.1. Use Software Inventory as a Factor in Determ ning Endpoint
Access

Some enterprises night define security policies that require
connected endpoints to have certain pieces of security software
installed. By contrast, sonme security policies mght prevent access
by endpoints that have certain prohibited pieces of software
installed, such as applications that pose known security risks. To
support such policies, the NEA Server needs to collect evidence
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i ndicating the software inventory of an endpoint that is seeking to
initiate or continue connectivity to the enterprise.

Software I nventory Message and Attributes for PA-TNC facilitates
policy decisions that consider an endpoint’s software inventory by
providing the NEA Server with software inventory information fromthe
endpoint. The SWPC can provide a conplete or partial inventory to
the SWPV as required to deternine policy conpliance. The SWPV can
then use this as evidence of conpliance or non-conpliance with
enterprise policy.

2.1.2. Maintain a Central Repository Reflecting an Endpoint’s Software
I nventory

Many tools can use information about an endpoint’s software inventory
to nonitor and enforce the security of an enterprise. For exanple, a
software patching service can use an endpoint’s software inventory to
det erm ne whet her certain endpoints have software that requires
patching. A vulnerability managenent tool mght identify endpoints
with known vul nerabilities (patched or otherwi se) and use this to
gauge enterprise exposure to attack. A |license nmanagenent tool night
verify that all copies of a particular piece of software are
accounted for within the enterprise. The presence of a centra
repository representing a real-time understanding of each endpoint’s
software inventory facilitates all such activities. Using a centra
repository that can ensure the freshness of its collected information
is generally nore efficient than having each tool collect the sane
inventory information fromeach endpoint individually and leads to a
nmor e consi stent understandi ng of enterprise state.

Sof tware | nventory Message and Attributes for PA-TNC supports this
activity through a nunber of mechanisms. As noted above, it allows a
SWPC to provide a complete list of software present in an endpoint’s
Software I nventory Evidence Collection to the SWPV, which can then
pass this infornation on to a central repository such as a
Configuration Managenent Database (CVDB) or simlar application. In
addition, SWPCs are required to be able to nmonitor for changes to an
endpoint’s Software Inventory Evidence Collection in near real-tinme
and push reports of changes to the SWPV as soon as those changes are
detected. Thus any central repository fed by a SWPV receiving such
i nformati on can be updated soon after the change occurs. Keeping
such a central repository synchronized with the state of each
endpoint’s Software |Inventory Evidence Collection allows tools that
use this information for their own security activities to make
decisions in a consistent, efficient manner
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2.1. 3. PA- TNC Use Cases

Software I nventory Message and Attributes for PA-TNC are intended to
operate over the PA-TNC i nterface and, as such, are intended to neet
the use cases set out in the PA-TNC specification

2.2. Non-supported Use Cases

Sone use cases not covered by this version of Software |nventory
Message and Attributes for PA-TNC i ncl ude:

0 This specification does not address how the endpoint’s Software
Inventory Evidence Collection is populated. |In particular, NEA
components are not expected to perform software di scovery
activities beyond conpiling information in an endpoint’s Software
I nventory Evidence Collection. This collection nmight potentially
come fromnultiple sources on the endpoint (e.g., information
gener ated dynam cally by package managenent tools or discovery
tools, as well as SWD tag files discovered on the file systen)
Wil e an enterprise mght make use of software di scovery
procedures to identify installed software such procedures are
outside the scope of this specification

0 This specification does not address converting inventory
i nformati on expressed in a proprietary format into formats used in
the attributes described in this specification. Instead, it
focuses exclusively on defining interfaces for the transportation
of software information in the expectation that this is the fornat
around which reporting tools will converge.

o This specification provides no nmechani snms for a posture validator
to request a specific list of software information based on
arbitrary software properties. For exanple, requesting only
i nformati on about software froma particular vendor is not
supported. After the endpoint’s software inventory evidence
col l ection has been copied to sone central |ocation, such as the
CVDB, processes there can perform queries based on any criteria
present in the collected information, but this specification does
not address using such queries to constrain the initial collection
of this information fromthe endpoint.

0 This specification does not address utilization of properties of
certain sources of software information that might facilitate
| ocal tests (i.e., on the endpoint) of endpoint state. For
exanpl e, the optional package footprint field of an 1 SO SWD tag
can contain a list of files and hash val ues associated with the
software indicated by the tag. Tools on the endpoint can use the
values in this field to test for the presence of the indicated
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3.

files. Successful evaluation of such tests |leads to greater
assurance that the indicated software is present on the endpoint.
Currently, nost SWD tag creators do not provide values for tag
fields that support local testing. For this reason, the added
compl exity of supporting endpoint testing using these fields is
out of scope for this specification. Future versions of this
specification m ght add support for such testing.

Speci fication Requirements

Bel ow are the requirenents that the Software |Inventory Message and
Attributes for PA-TNC specification is required to meet in order to
successfully play its role in the NEA architecture.

o Efficient

The NEA architecture enabl es delay of network access until the
endpoint is deternined not to pose a security threat to the network
based on its asserted integrity information. To ninimze user
frustration, the Software Inventory Message and Attributes for PA-TNC
ought to m nim ze overhead del ays and make PA-TNC communi cations as
rapid and efficient as possible.

Efficiency is also inportant when one considers that sonme network
endpoints are small and | ow powered, sonme networks are | ow bandwi dth
and/ or high latency, and sone transport protocols (such as PT-EAP
Posture Transport (PT) Protocol for Extensible Authentication

Prot ocol (EAP) Tunnel Methods [RFC7171]) or their underlying carrier
protocol might allow only one packet in flight at a tine or only one
roundtrip. However, when the underlying PT protocol inposes fewer
constraints on conmuni cations, this protocol ought to be capable of
t aki ng advant age of nore robust comruni cati on channels (e.g. using

| arger nessages or multiple roundtrips).

o Scal abl e

Sof tware | nventory Message and Attributes for PA-TNC needs to be
usable in enterprises that contain tens of thousands of endpoints or
more. As such, it needs to allow a security tools to nake deci sions
based on up-to-date information about an endpoint’s software

i nventory without creating an excessive burden on the enterprise’s
net wor k.

0 Interoperable
This specification defines the protocol for how PCs and PVs can

exchange and use software information to provide a NEA Server with
i nformati on about an endpoint’s software inventory. Therefore a key

Coffin, et al. Expires May 4, 2017 [ Page 11]



Internet-Draft SW MBRA for PA-TNC Cct ober 2016

goal for this specification is ensuring that all SWPCs and PVs,
regardl ess of the vendor who created them are able to interoperate
in their performance of these duties.

0 Support precise and conplete historical reporting

This specification outlines capabilities that support real-tine

under standi ng of the state of endpoint in a network in a way that can
be used by other tools. ©One means of facilitating such an outcone is
for a Configuration Managenent Database (CVDB) to be able to contain
i nformati on about all endpoints connected to the enterprise for al
points in time between the endpoint’s first connection and the
present. In such a scenario, it is necessary that any PC be able to
report any changes to its software inventory evidence collection in
near real -tinme while connected and, upon reconnection to the
enterprise, be able to update the NEA Server (and through it the
CVDB) with regard to the state of its software inventory evidence

col l ection throughout the entire interval when it was not connected.

2.4. Non-Requirenents

There are certain requirenents that the Software I nventory Message
and Attributes for PA-TNC specification explicitly is not required to
meet. This list is not exhaustive.

o End to End Confidentiality

This specification does not define mechanismfor confidentiality, nor
is this property automatically provided by PA-TNC i nterface use.
Confidentiality is generally provided by the underlying transport
protocol s, such as the PT Binding to TLS [ RFC6876] or PT- EAP Posture
Transport for Tunnel ed EAP Met hods [ RFC7171] - see Section 8 for nore
information on related standards. Should users wish confidentiality
protection of assessnent instructions or results, this needs to be
provided by parts of the NEA architecture other than this

speci fication.

2.5. Assunptions
Here are the assunptions that Software Inventory Message and
Attributes for PA-TNC nmakes about other conponents in the NEA
architecture.
0 Reliable Message Delivery
The Posture Broker Cient and Posture Broker Server are assuned to

provide reliable delivery for PA-TNC nessages and therefore the
Attributes sent between the SWPCs and the PVs. |n the event that
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reliable delivery cannot be provided, the Posture Collector or
Posture Validator is expected to term nate the connecti on.

2.6. Non-Assunptions

The Software I nventory Message and Attributes for PA-TNC
specification explicitly does not assune:

0 Authenticity and Accuracy of the Software Inventory Evidence
Col l ection with Regard to Endpoint Inventory

Thi s specification nmakes no assunption as to whether the software
information that it reports correctly reflect the software state on
the endpoint. This specification does not attenpt to detect when the
endpoint is providing false information, either through malice or
error, but instead focuses on correctly and reliably providing the
reported Software Inventory Evidence Collection to the NEA Server
Simlarly, this specification nmakes no assunption with regard to the
conmpl eteness of the Software |Inventory Evidence Collection’s coverage
of the total set of software installed on the endpoint. It is
possi bl e, and even likely, that some installed software is not
represented by a record in an endpoints Software |Inventory Evidence
Col l ection. See Section 6 for nore on this security consideration

2.7. Software Inventory Message and Attributes for PA-TNC Di agram
Conventi ons

This specification defines the syntax of the Software |Inventory
Message and Attributes for PA-TNC using diagrans. Each di agram
depicts the format and size of each field in bits. |nplenmentations
MUST send the bits in each diagramas they are shown fromleft to
right for each 32-bit quantity traversing the diagramfromtop to
bottom Milti-octet fields representing nuneric values MJST be sent
in network (big endian) byte order

Descriptions of bit fields (e.g. flags) values refer to the position
of the bit within the field. These bit positions are nunbered from
the most significant bit through the |east significant bit. As such
an octet with only bit 0 set would have a val ue of 0x80 (1000 0000),
an octet with only bit 1 set would have a value of 0x40 (0100 0000),
and an octet with only bit 7 set would have a val ue of 0x01 (0000
0001).
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3. Software Inventory Message and Attributes for PA-TNC System
Requi rement s

The Software Inventory Message and Attributes for PA-TNC
specification facilitates the exchange of software inventory and
event information. Specifically, each application supporting

Sof tware I nventory Message and Attributes for PA-TNC includes a
component known as the SWPC that receives nessages sent with the SW
Attributes conponent type. The SWPC is also responsible for sending
appropriate SWAttributes back to the SWPV in response. This
section outlines what software inventories and events are and the
requirenents on SWPCs and SWPVs in order to support the stated use
cases of this specification.

3.1. Basic Attribute Exchange

In the nost basic exchange supported by this specification, a SWPV
sends a request to the SWPC requesting sone type of information
about the endpoint’s software inventory. This sinple exchange is
shown in Figure 2.

Figure 2: Basic SWAttribute Exchange

Upon receiving such a SWRequest fromthe SWPV, the SWPC is
expected to collect all the relevant software inventory information
fromthe endpoint’s software evidence collection and place it within
its response attribute.

SWPVs MUST discard without error any SW Response attributes that
they receive for which they do not know t he SW Request paraneters
that led to this SWResponse. This is due to the fact that the SW
Request includes paraneters that control the nature of the response
(as will be described in the follow ng sections) and w thout know ng
those paraneters the SW Response cannot be reliably interpreted.
Most often receiving an unsolicited SW Response attribute happens
when a NEA Server has nultiple SWPVs; one SWPV sends a SW Request
but, unless exclusive delivery is used by the SWPC in sending the
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response, both SWPVs receive copies of the resulting SW Response.
In this case, the SWPV that didn't send the SWRequest woul d | ack
the context necessary to correctly interpret the SWResponse it
received and would sinply discard it. Note, however, that
proprietary neasures mght allow a SWPV to discover the SW Request
paranmeters for a SWResponse even if that SWPV did not send the

gi ven SWRequest. As such, there is no blanket requirenment for a SW
PV to discard all SW Responses to SWRequest the SWPV did not
generate itself, only that SWPVs are required to discard SW
Responses for which they cannot get the necessary context to

i nterpret.

In the case that it is possible to do so, the SWPC SHOULD send its
SW Response attribute to the SWPV that requested it using exclusive
delivery as described in section 4.5 of RFC 5793 (PB-TNC) [ RFC5793].
Excl usi ve delivery ensures that only the sender of the SW Request
receives the resulting SW Response.

3.2. Core Software Reporting Information

Different parameters in the SWRequest can influence what information
is returned in the SWResponse. However, while each SW Response
provides different additional information about this installed
software, they all share a common set of fields that support reliable
software identification on an endpoint. These fields include:
Software Identifiers, Record ldentifiers, and Software Locators.
These three fields are present for each reported piece of software in
each type of SWResponse. The follow ng sections exam ne these three
types of information in nore detail.

3.2.1. Software ldentifiers

A Software Identifier uniquely identifies a specific version of a
specific software product. The Software |Inventory Message and
Attributes for PA-TNC specification does not dictate the structure of
a Software ldentifier (beyond stating that it is a string) or define
how it is created. Instead, each data nodel described in the
Software Data Mbdel |1 ANA table (Section 9.4) includes its own rules
for how a Software ldentifier is created based on a record in the
Endpoint’s Software Inventory Evidence Collection expressed in that
data nodel. Oher data nodels will have their own procedures for the
creation of associated Software ldentifiers. Wthin the Software

I nventory Message and Attributes for PA-TNC specification, the
Software Identifier is sinply an opaque string and there is never any
need to unpack any information that might be part of that identifier.

A Software Identifier is a fraction of the size of the inventory
record fromwhich it is derived. For sonme conbinations of data
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nodel s and sources, the full record might never be necessary as the
identifier can be directly correlated to the contents of the ful
record. This is possible with authoritative SWD tags, since these
tags always have the sanme contents and thus a Software Identifier
derived fromthese tags can be used as a | ookup to a |l ocal copy of
the full tag. For other conbinations of source and data nodel, a
server mght not be able to determi ne the specific software product
and version associated with the identifier w thout requesting
delivery of the full record. However, even in those cases,
downstream consuners of this information mght never need the ful
record as long as the Software ldentifiers they receive can be
tracked reliably. A SWPV can use Software ldentifiers to track the
presence of specific software products on an endpoint over tinme in a
bandwi dt h-effi ci ent nanner.

There are two inportant limtations of Software Identifiers to keep
in mnd:

1. The identifiers do not necessarily change when the associ ated
record changes. In some situations, a record in the endpoint’s
Software I nventory Evidence Collection will change due to new
i nformati on beconing available or in order to correct prior
errors in that information. Such changes might or might not
result in changes to the Software Identifier, depending on the
nature of the changes and the rul es governi ng how Software
Identifiers are derived fromrecords of the appropriate data
nodel

2. It is possible that a single software product is installed on a
single endpoint nmultiple times. |f both of these installation
i nstances are reported by the same source using the sane data
format, then this can result in identical Software ldentifiers
for each installation instances. In other words, Software
Identifiers mght not uniquely identify installation instances;
they just are intended to uniquely identify software products
(which m ght have nore than one installation instance). |nstead,
to reliably distinguish between nultiple instances of a single
sof tware product, one needs to make use of Record ldentifiers,
described in the foll owi ng section.

3.2.1.1. Record ldentifiers

A Record ldentifier is a 4-byte integer generated by the SWPC t hat
is uniquely associated with a specific record within the Endpoint’s
Sof tware I nventory Evidence Collection. The SWPC MJST assign a
unique identifier to each record when it is added to the Endpoint’s
Software I nventory Evidence Collection. The Record ldentifier SHOULD
remai n unchanged if that record is nodified. The SWD PC mi ght w sh
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to assign Record ldentifiers sequentially, but any schene is
acceptabl e provided that no two records receive the same identifier.

Servers can use Record Identifiers to distinguish between nultiple

i nstances of a single software product installed on an endpoint.
Since each installation instance of a software product is associated
with a separate record, servers can use the record identifier to

di stingui sh between instances. For exanple, if an event is reported
(as described in Section 3.5), the record identifier will allow the
server to discern which instance of a software product is involved

3.2.1.2. Software Locators

In addition to the need to identify software products, many use cases
of inventory information need to know where software is | ocated on
the endpoint. This information night be needed to direct renediation
actions or sinmlar processes. For this reason, every reported

sof tware product al so includes a Software Locator to identify where
the software is installed on the endpoint.

If the location is not provided directly by the record source the SW
PC is responsible for attenpting to determne the location of the
software product. The "location" of a product SHOULD be the
directory in which the software products executabl es are kept.
However, if that directory is shared by other software products, the
"l ocation" SHOULD be the location of the primary executable
associated with the software product. The source and/or SWPC MJST
be consistent in reporting the location of a software product (i.e.

it cannot use the executable |location in one report and the directory
| ocation in another).

The location is expressed as a URI string consisting of a scheme and
path. [RFC3986] The | ocation URI does not include an authority part.
The URI schema describes the context of the described |ocation. For
exanple, in nost cases the |location of the installed software product
will be expressed in terns of its path in the filesystem For such

| ocations, the location URI scheme MJST be "file". 1t is possible
that ot her schemes could be used to represent other |ocation
contexts. Apart fromreserving the "file" and "unknown" (described
bel ow) schene to indicate an installation | ocation expressed using a
path in the endpoint’s file system this specification does not
reserve schenes. Wen representing software products in other

| ocation contexts, tools MJST be consistent in their use of schenes,
but the exact string used in those schenmes is not normatively defined
her e.

It is possible, that a SWPC is unable to deternine the location of a
reported software product. In this case, the SWPC MJST assign that
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sof tware product a location of "unknown:". (l.e., the "unknown"
schene and an enpty path.) However, SWPCs SHOULD only nake such an
assignnent as a last resort. Even a probable location for a software
product is preferable to using the unknown indicator

3.2.1.3. Using Software and Record ldentifiers in SWAttributes

A SWAttribute reporting an endpoint’s Software |Inventory Evidence
Col l ection al ways contains the Software ldentifiers associated with
the identified software products. A SWAttribute nmight or might not
al so contain copies of software inventory evidence records. The
attribute exchange is identical to the diagram shown in Figure 2
regardl ess of whether software inventory evidence records are

i ncluded. The SWRequest attribute indicates whether the response is
required to include software inventory evidence records. Excluding
software inventory evidence records can reduce the attribute size of
the response by nultiple orders of magnitude when conpared to sending
the sane inventory with full records.

3.3. Targeted Requests

Sonetines a SWPV does not require information about every piece of
software on an endpoint but only needs to receive updates about
certain software instances. For exanple, enterprise endpoints mnight
be required to have certain software products installed and to keep
these updated. |Instead of requesting a conplete inventory just to
see if these products are present, the SWPV can make a "targeted
request"” for the software in question

Targeted requests follow the same attri bute exchange described in
Figure 2. The SWPV targets its request by providing one or nore
Software Identifiers in its SWRequest attribute. The SWPC MIST
then limt its response to contain only records that match the

i ndicated Software ldentifier(s). This allows the network exchange
to exclude information that is not relevant to a given policy
question, thus reducing unnecessary bandw dth consunption. The SW
PC s response might or mght not include software inventory evidence
records, depending on the paraneters of the SW Request.

Note that targeted requests identify the software relevant to the
request only through Software Identifiers. This specification does
not support arbitrary, paranmeterized querying of records. For
exanpl e, one cannot request all records froma certain software
publisher, or all records created by a particular record source.
Targeted requests only allow a requestor to request specific software
(as identified by their Software Identifiers) and receive a response
that is linmted to the naned software
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There is no assunption that a SWPC will recognize "synonynous
records" - that is, records fromdifferent sources for the sane
software. Recall that different sources and data nodels may use
different Software Identifier strings for the sane software product.
The SWPC returns only records that match the Software Identifiers in
the SWRequest, even if there mght be other records in the
endpoint’s Software |Inventory Evidence Collection for the sane
software product. This is necessary because SWPCs mi ght not have
the ability to determne that two Software ldentifiers refer to the
same product.

Targeted requests do not include Record Identifiers or Software
Locators. The response to a targeted request MJIST include all
records associated with the naned Software Identifiers, including the
case where there are nmultiple records associated with a single
Software ldentifier.

SWPCs MUST accept targeted requests and process themcorrectly as
descri bed above. SWPVs MJST be capabl e of making targeted requests
and processing the responses thereto.

3.4. Mdnitoring Changes in an Endpoint’s Software Inventory Evidence
Col | ection

The software collection on an endpoint is not static. As software is
installed, uninstalled, patched, or updated, the Software |Inventory
Evi dence Coll ection is expected to change to reflect the new software
state on the endpoint. Different record sources m ght update the

evi dence collection at different rates. For exanple, a package
manager might update its records in the Software Inventory Evidence
Col l ection imredi ately whenever it is used to add or rempve a
software product. By contrast, sources that perform periodic

exam nation of the endpoint would likely only update their records in
the Software Inventory Evidence Collection after each exam nation

All SWPCs MIUST be able to be able to detect changes to the Software
I nventory Evidence Collection. Specifically, SWPCs MJST be able to
det ect :

0 The creation of records

o The deletion of records

o The alteration of records

An "alteration" is anything that nodifies the contents of a record
(or would nodify it, if the record is dynanmically generated on

Coffin, et al. Expires May 4, 2017 [ Page 19]



Internet-Draft SW MBRA for PA-TNC Cct ober 2016

demand) in any way, regardless of whether the change is functionally
meani ngf ul .

SW PCs MUST detect such changes to the endpoint’s Software Inventory
Evi dence Collection in close to real-tine (i.e., within seconds) when
the Posture Collector is operating. In addition, in the case where
there is a period during which the SWPC is not operating, the SWPC
MUST be able to deternine the net change to the endpoint’s Software
Inventory Evidence Collection over the period it was not operational
Specifically, the "net change" represents the difference between the
state of the endpoint’s Software Inventory Evidence Collection when
the SWPC was | ast operational and nonitoring its state, and the
state of the endpoint’s software inventory evidence collection when
the SWPC resuned operation. Note that a net change night not
reflect the total nunber of change events over this interval. For
exanple, if arecord was altered three tinmes during a period when the
SWPC was unable to nonitor for changes, the net change of this
interval might only note that there was an alteration to the record,
but not how many individual alteration events occurred. It is
sufficient for a SWPC s deternination of a net change to note that
there was a difference between the earlier and current state rather
than enunerating all the individual events that allowed the current
state to be reached.

The SWPC MUST assign a tinme to each detected change in the
endpoint’s Software Inventory Evidence Collection. These tinmestanps
correspond to the SWPC s best understanding as to when the detected
change occurred. These tinestanps MJUST be as accurate as possible.
For changes to the endpoint’s Software Inventory Evi dence Coll ection
that occur while the SWPC is operating, the SWPC ought to be able
to assign atine to the event that is accurate to within a few
seconds. For changes to the endpoint’s Software |Inventory Evidence
Col l ection that occur while the SWPC is not operational, upon
becom ng operational the SWPC needs to make a best guess as to the
time of the relevant events (possibly by |ooking at tinestanps on
files), but these values nmight be off. 1In the case of dynamically
generated records, the time of change is the time at which the data
fromwhich the records are generate changes, not the tine at which a
changed record is generated. For exanple, if records are dynamically
generated based on data in an RPM dat abase, the tine of change woul d
be when the RPM dat abase changed.

Wth regard to deletions of records, the SWPC needs to detect the
deletion and MJUST retain a copy of the full deleted record along with
the associated Record ldentifier and Software Locator so that the
record and associated information can be provided to the SWPV upon
request. This copy of the record MJUST be retained for a reasonabl e
amount of time. Vendors and adninistrators deterni ne what
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"reasonabl e" neans, but a copy of the record SHOULD be retained for
as long as the event recording the deletion of the record remains in
the SWPC s event |log (as described in Section 3.5). This is
recommended because, as long as the event is in the SWPC s change

| ogs, the SWPC night send an event attribute (described in

Section 3.5) that references this record, and a copy of the record is
needed if the SWPV wanted a full copy of the relevant records

Wth regard to alterations to a record, SWPCs MJST detect any
alterations to the contents of a record. Alterations need to be
detected even if they have no functional inpact on the record. A
good guideline is that any alteration to a record that night change
the value of a hash taken on the record’ s contents needs to be
detected by the SWPC. A SWPC m ght be unable to distinguish

nmodi fications to the content of a record fromnodifications to the
nmet adata the file system associates with the record. For exanple, a
SWPC might use the "last nodification" tinmestanp as an indication of
alteration to a given record, but a record’ s last nodification tine
can change for reasons other than nodifications to the record

contents. A SWPCis still considered conpliant with this
specification if it also reports netadata change events that do not
change the record itself as alterations to the record. 1In other

words, while SWPC authors are encouraged to exclude nodifications
that do not affect the bytes within the record, discrimnnating

bet ween nodifications to file contents and changes to file netadata
can be difficult and time consum ng on sone systems. As such, as
long as the alterations detected by a SWPC al ways cover al

nodi fications to the contents of record, the SWPC is considered
compliant even if it also registers alterations that do not nodify
the contents of a record as well. Wen recording an alteration to a
record, the SWPCis only required to note that an alteration
occurred. The SWPCis not required to note or record how the record
altered, nor is it possible to include such details in SWAttributes
reporting the change to a SWPV. There is no need to retain a copy
of the original record

When a record changes it SHOULD retain the sane Record Identifier
The Software Locator m ght or mght not change, dependi ng on whet her
the software changed | ocations during the changes that led to the
record change. A record change MJUST retain the sane Software
Identifier. This neans that any action that changes a software
product (e.g., application of a patch that results in a change to the
product’s version) MJST NOT be reflected by a record change but
instead MJUST result in the deletion of the old record and the
creation of a newrecord. This reflects the requirement that a
record in the endpoint’s Software Inventory Evidence Collection
correspond directly with an instance of a specific software product.
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3.5. Reporting Change Events

As noted in the preceding section, SWPCs MIST be able to detect
changes to the endpoints Software Inventory Evidence Coll ection
(creation, deletion, and alteration) in near real-tine while the SW
PC is operational, and MJST be able to account for any net change to
the endpoint’s Software |nventory Evidence Collection that occurs
when the SWPC is not operational. However, to be of use to the
enterprise, the NEA Server needs to be able to receive these events
and be abl e to understand how new changes relate to earlier changes.
In Software Inventory Message and Attributes for PA-TNC, this is
facilitated by reporting change events. Al SWPCs MJST be capabl e
of receiving requests for change events and sendi ng change event
attributes. Al SWPVs MIST be capabl e of requesting and receiving
change event attri butes.

3.5.1. Event ldentifiers

To be useful, change events need to be correctly ordered. Odering
of events is facilitated by two pieces of information: an Event
Identifier (EID) value and an EI D Epoch val ue.

An EID is a 4-byte unsigned integer that the SWPC assigns
sequentially to each observed event (whether detected in real-tine or
deduced by | ooking for net changes over a period of SWPC
inactivity). Al EIDs exist within the context of some "El D Epoch"
which is also represented as a 4-byte unsigned integer. EID Epochs
are used to ensure synchroni zati on between the SWPC and any SWPVs
with which it communi cates. EID Epoch val ues SHOULD be generated
randomy and in such a way that it is unlikely that the same EID
Epoch is generated twice, even if the SWPC reverted to an earlier
state (e.g., resetting it to factory defaults). 1In the case where a
SWPC needs to reset its EID counter, either because it has exhausted
all available EID val ues or because the SWPC s event |og becones
corrupted, then a new EI D Epoch MJST be sel ect ed.

Wthin an Epoch, ElIDs MJST be assigned sequentially, so that if a
particul ar event is assigned an EID of N, the next observed event is

given an EID of N+1. In sone cases, events m ght occur
simul taneously, or the SWPC mi ght not otherw se be able to determ ne
an ordering for events. 1In these cases, the SWPC creates an

arbitrary ordering of the events and assigns El Ds according to this
ordering. Two change events MJST NOT ever be assigned the sane EID
within the sane EID Epoch. No neani ngful conparison can be nade
bet ween EID val ues of different Epochs.

The EID value of 0 is reserved and MUST NOT be associated with any
event. Specifically, an EID of 0 in a SWRequest attribute indicates
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that a SWPV wants an inventory response rather than an event
response, while an EID of 0 in a SWResponse is used to indicate the
initial state of the endpoint’s Software Inventory Evidence

Col l ection prior to the observation of any events. Thus the very
first recorded event in a SWPC s records within an EI D Epoch MJST be
assigned a value of 1 or greater. Note that EID and ElI D Epoch val ues
are assigned by the SWPC wi thout regard to whether events are being
reported to one or nore SWPVs. The SWPC records events and assigns
ElIDs during its operation. Any and all SWPVs that request event
information fromthe SWPC will have those requests served fromthe
same event records and thus will see the sane ElIDs and EI D Epochs for
t he same events.

The SWPC MJUST ensure there is no coverage gap (i.e., change events
that are not recorded in the SWPC s records) in its change event
records. This is necessary because a coverage gap might give a SWPV
a false inpression of the endpoint’s state. For exanple, if a SWPV
saw an event indicating that a particular record had been added to
the endpoint’s software inventory evidence collection, and saw no
subsequent events indicating that record had been deleted, it mght

reasonably assune that this record was still present and thus that
the indicated software was still installed (assuning the Epoch has
not changed). |If there is a coverage gap in the SWPC s event

records, however, this assunption could be false. For this reason
the SWPC s event records MJST NOT contain gaps. In the case where
there are periods where it is possible that changes occurred w thout
the SWPC detecting or recording them the SWPC MIST either conpute
a net change and update its event records appropriately, or pick a
new EI D Epoch to indicate a discontinuity with previous event
records.

Wthin a given Epoch, once a particular event has been assigned an
EID, this association MIJST NOT be changed. That is, within an Epoch
once an EID is assigned to an event, that EID cannot be reassigned to
a different event, and the event cannot be assigned a different ElD.
Wien the SWPC s Epoch changes, all of these associations between
El Ds and events are cancelled, and EI D val ues once agai n becone free
for assignment.

3.5.2. Core Event Tracking Infornmation

Whet her reporting events or full inventories it is inportant to know
how the reported information fits into the overall tineline of change
events. This is why all SW Response attributes include fields to

pl ace that response within the sequence of detected events.
Specifically, all SWResponses include a Last EID and ElI D Epoch
field. The EID Epoch field identifies the EID Epoch in which the SW
Response was sent. |If the SWResponse is reporting events, al
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reported events occurred within the named EI D Epoch. The Last EID
(which is also always fromthe naned EI D Epoch) indicates the El D of
the | ast recorded change event at the time that the SW Response was
sent. These two fields allow any response to be placed in the
context of the conplete set of detected change events within a given
El D Epoch.

3.5.3. Updating Inventory Know edge Based on Events

Modern endpoi nts can have hundreds of software products installed,
nost of which are unlikely to change fromone day to the next. As
such, instead of exchanging a conplete list of an endpoint’s

i nventory on a regular basis, one mght wish to only identify changes
since sonme earlier known state of this inventory. This is readily
facilitated by the use of EIDs to place change events in a context
relative to earlier state.

As not ed above, every SW Response sent by a SWPC to a SWPV (as
described in Section 3.1 through Section 3.3) includes the EI D Epoch
and EID of the | ast event recorded prior to that response being
compiled. This allows the SWPV to place all subsequently received
event records in context relative to this SWResponse attribute
(since the EIDs represent a total ordering of all changes to the
endpoint’s software inventory evidence collection). Specifically, a
SWPV (or, nore likely, a database that collects and records its
findings) can record an endpoint’s full inventory and al so the EID
and Epoch of the nobst recent event reflected at the tinme of that
inventory. Fromthat point on, if change events are observed, the
attribute describing these events indicates the nature of the change,
the affected records, and the order in which these events occurred
(as indicated by the sequential EIDs). Using this information, any
renote record of the endpoint’s Software Inventory Evidence

Col I ection can be updated appropriately.

3.5.4. Using Event Records in SWAttributes

A SWPV MIST be able to request a list of event records instead of an
inventory. The attribute flow in such an exchange | ooks the same as
the basic flow shown in Figure 2. The only difference is that, in
the SWRequest attribute, the SWPV provides an EID other than 0. (A
value of 0 in these fields represents a request for an inventory.)
When the SWPC receives such a request, instead of identifying
records fromthe endpoint’s Software |Inventory Evidence Coll ection

it consults its list of detected changes. The SWPC MJST add an
event record to the SWResponse attribute for each recorded change
event with an EID greater than or equal to the EID in the SW Request
attribute (although targeting of requests, as described in the next
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paragraph, might limt this list). A list of event records MJST only
contain events with EIDs that all come fromthe current Epoch

SWPVs can target requests for event records by including one or nore
Software lIdentifiers, as described in Section 3.3, in the SWRequest
that requests an event record list. A targeted request for event
records is used to indicate that only events affecting software that
mat ches one of the provided Software lIdentifiers are to be returned.
Specifically, in response to a targeted request for event records,
the SWPC MUST exclude any event records that are | ess than the
indicated EID (within the current EID Epoch) and exclude any event
records where the affected software does not match one of the
provided Software Identifiers. This might nean that the resulting
list of event records sent in the response attribute does not provide
a continuous sequence of ElIDs. Both SWPCs and SW C- PVs MJST support
targeted request for event records.

3.5.5. Partial and Conplete Lists of Event Records in SWAttributes

Over time, a SWPC mght record a | arge nunmber of change events. |If
a SWPV requests all change events covering a | arge period of tine,
the resulting SWResponse attribute nmight be extrenely |arge,
especially if the SWPV requests inclusion of software inventory
evidence records in the response. In the case that the resulting
attribute is too large to send (either because it exceeds the 4CB
attribute size linmt inposed by the PA-TNC specification, or because
it exceeds some smaller size limt inposed on the SWPC) the SWPC
MAY send a partial |ist of event records back to the SWPV.

Generation of a partial list of events in a SWResponse attribute
requires the SWPC to identify a "consulted range" of EIDs. A
consulted range is the set of event records that are exami ned for
inclusion in the SWResponse attribute and that are included in that
attribute if applicable. Recall that, if a SWRequest is targeted,
only event records that involve the indicated software woul d be
applicable. (See Section 3.3 for nore on Targeted Request.) If a
request is not targeted, all event records in the considered range
are applicable and included in the SWResponse attribute.

The | ower bound of the consulted range MJST be the EID provided in
the SWRequest. (Recall that a SWRequest indicates a request for
event records by providing a non-0 EID value in the SWRequest. See
Section 3.5.4.) The upper bound of the consulted range is the EID of
the | atest event record (as ordered by EID values) that is included
in the SWResponse attribute if it is applicable to the request. The
EID of this last event record is called the "Last Consulted EID".

The SWPC chooses this Last Consulted EID based on the size of the
event record list it is willing to provide to the SWPV.
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A partial result list MJST include all applicable event records
within the consulted range. This neans that for any applicable event
record (i.e., any event record in an un-targeted request, or any
event record associated with software natching a requested Software
Identifier in a targeted request) whose EIDis greater than or equal
to the EID provided in the SWRequest and whose EIDis |ess than or
equal to the Last Consulted EID, that event record MJST be included
in the SWResponse conveying this partial |ist of event records.

This ensures that every partial list of event records is always
complete within its indicated range.

Al SWResponse attributes that convey event records include a Last
Consulted EID field. This is in addition to the EI D Epoch and Last
EID fields that are present in all SWResponses. Note that, if
responding to a targeted SW Request, the SW Response attribute m ght
not contain the event record whose EID natches the Last Consulted EID
val ue. For exanple, the |last consulted EID record m ght have been
deened i napplicabl e because it did not match the specified |ist of
Software ldentifiers in the SWRequest.

If a SWPV receives a SWResponse attribute where the Last EI D and
Last Consulted EID fields are identical, the SWPV knows that it has
received a result list that is conplete, given the paraneters of the
request, up to the present tine.

On the other hand, if the Last EIDis greater than the Last Consulted
EID, the SWPV has received a partial result list. (The Last

Consul ted EI D MUST NOT exceed the Last EID.) |In this case, if the
SWPV wishes to try to collect the rest of the partially delivered
result list it then sends a new SW Request whose EID is one greater
than the Last Consulted EID in the preceding response. Doing this
causes the SWPC to generate anot her SW Response attribute containing
event records where the earliest reported event record is the one

i medi ately after the event record with the Last Consulted EID (since
El Ds are assigned sequentially). By repeating this process until it
recei ves a SW Response where the Last EID and Last Consulted EID are
equal, the SWPV is able to collect all event records over a given
range, even if the conplete set of event records would be too |arge
to deliver via a single attribute.

I npl enenters need to be aware that a SW Request might specify an EID
that is greater than the EID of the |ast event recorded by a SWPC

In accordance with the behaviors described in Section 3.5.4, a SWPC
MUST respond to such a request with a SWResponse attribute that
contains zero event records. This is because the SWPC has recorded
no event records with EIDs greater than or equal to the EID in the SW
Request. In such a case, the Last Consulted EID field MIUST be set to
the sane value as the Last EID field in this SWResponse attribute.
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This case is called out because the consulted range on a SWPC in
such a situation is a negative range, where the "first"™ EID in the
range (provided in the SWRequest) is greater than the "last”™ EID in
the range (this being the EID of the |ast recorded event on the SW
PC). Inplenmenters need to ensure that SWPCs do not experience
problems in such a circunstance.

Note that this specification only supports the returning of partial
results when returning event records. There is no way to return a
partial inventory list under this specification.

3.5.6. Synchronizing Event ldentifiers and Epochs

Since EIDs are sequential within an Epoch, if a SWPV s |ist of event
records contains gaps in the EID values within a single Epoch, the
SWPV knows that there are events that have not been accounted for.
The SWPV can either request a new event list to collect the nmissing
events or request a full inventory to re-sync its understandi ng of
the state of the endpoint’s Software Inventory Evidence Collection.
In either case, after the SWPV' s record of the endpoint’s Software

I nventory Evidence Collection has been updated, the SWPV can record
the new | atest EID value and track events nornmally fromthat point
on.

If the SWPV receives any attribute froma SWPC where the EI D Epoch
differs fromthe EI D Epoch that was used previously, then SWPV or
any entity using this information to track the endpoint’s Software

I nventory Evidence Collection knows that there is a discontinuity in
their understanding of the endpoint’s state. To nove past this

di scontinuity and reestablish a current understanding of the state of
the endpoint’s Software Inventory Evidence Collection, the SWPV
needs to receive a full inventory fromthe endpoint. The SWPV
cannot be brought in sync with the endpoint’s state through the
collection of any set of event records in this situation. This is
because it is not possible to account for all events on the SWPC
since the previous Epoch was used, because there is no way to query
for EIDs froma previous Epoch. Once the SWPV has received a full
inventory for the new Epoch, the SWPV records the latest EID
reported in this new Epoch and can track further events normally.

A SWPC MUST NOT report events with EIDs from any Epoch other than
the current EI D Epoch. The SWPC MAY choose to purge all event
records froma previous Epoch fromnenory after an Epoch change.
Alternately, the SWPC MAY choose to retain sonme event records froma
previ ous EI D Epoch and assign themnew EIDs in the current Epoch.
However, in the case where a SWPC chooses the latter option it MJST
ensure that the order of events according to their ElIDs is unchanged
and that there is no coverage gap between the first retained event
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recorded during the previous Epoch (now reassigned with an EID in the
current Epoch) and the first event recorded during the current Epoch.
In particular, the SWPC MIST ensure that all change events that
occurred after the last recorded event fromthe previ ous Epoch are
known and recorded. (This might not be possible if the Epoch change
is due to state corruption on the SWPC.) A SWPC mi ght choose to
reassign EIDs to records froma preceding Epoch to create a "sliding
wi ndow' of events, where each Epoch change represents a shift in the
wi ndow of avail abl e events.

In the case where a SWPC suffers a crash and | oses track of its
current EID Epoch or current EID, then it MJST generate a new EID
Epoch val ue and begin assigning EIDs within that Epoch. In this
case, the SWPC MIST purge all event records frombefore the crash as
it cannot ensure that there is not a gap between the |last of those
records and the next detected event. The process for generating a
new ElI D Epoch MJUST nmininize the possibility that the newy generated
El D Epoch is the same as a previously used EI D Epoch.

The SWPV will normally never receive an attribute indicating that
the latest EIDis less than the latest EID reported in a previous
attribute within the sane EID Epoch. |If this occurs, the SWPC has
suffered an error of some kind, possibly indicative of at |east
partial corruption of its event log. In this case, the SWPV SHOULD
treat the situation as if there was a change in Epoch and treat any
| ocal copy of the endpoint’s Software Inventory Evidence Coll ection
as out-of-sync until a full inventory can be reported by the SW PC.
In this case, the SWPV SHOULD fl ag the occurrence so the SWPC can
be examined to ensure it is now operating properly.

3.6. Subscriptions

Thus far, all attribute exchanges di scussed assunme that a SW PV sent
an SW Request attribute and the SWPC is providing a direct response
to that request. The Software |Inventory Message and Attributes for
PA- TNC specification al so supports the ability for a SWPC to send a
SW Response to the SWPV in response to observed changes in the
endpoint’s software inventory evidence collection, instead of in
direct response to a SWRequest. An agreenent by a SWPC to send
content when certain changes are detected to the endpoint’s Software
I nventory Evidence Collection is referred to in this specification as
a "subscription", and the SWPV that receives this content is said to
be "subscribed to" the given SWPC. Al SWPCs and SW PVs MJST
support the use of subscriptions.
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3.6.1. Establishing Subscriptions

A SWPV establishes a subscription on a particular SWPC by sending a
SW Request attribute with the Subscription flag set. The SW Request
attribute is otherwise identical to the SWRequests discussed in
previous sections. Specifically, such a SWRequest might or m ght

not request inclusion of software inventory evidence records, mght

or might not be targeted, and m ght request change event records or
endpoi nt inventory. Assuming no error is encountered, a SWPC MJST
send a SW Response attribute in direct response to this SW Request
attribute, just as if the Subscription flag was not set. As such,
the attribute exchange that establishes a new subscription in a SWPC
has the sane flow seen in the previous attribute exchanges, as
depicted in Figure 2. |If the SWPV does not receive a PA-TNC Error
attribute (as described in Section 3.8 and Section 4.14) in response
to their subscription request, the subscription has been successfully
established on the SWPC. The SWRequest attribute that establishes
a new subscription is referred to as the "establishing request" for
that subscription.

When a subscription is established it is assigned a Subscription ID
value. The Subscription IDis equal to the value of the Request ID
of the establishing request. (For nore about Request |Ds, see
Section 4.6.)

A SWPC MIUST have the ability to record and support multiple

si mul t aneous subscriptions froma single party and fromnultiple
parties. A SWPV MIST have the ability to record and support
mul ti ple sinultaneous subscriptions to a single party and
subscriptions to multiple parties.

3.6.2. Managi ng Subscriptions

The SWPC MUST record each accepted subscription along with the
identity of the party to whomattributes are to be pushed in
compliance with the subscription. This identity includes both the
NEA Server’s connection ID and the Posture Validator ldentifier from
the PB-PA nessage that delivered the request.

Li kewi se, SWPVs MJST record each accepted subscription for which
they are the subscribing party along with the associ ated Subscription
ID and the identity of the SWPC that will be fulfilling the
subscription. The SWPV needs to retain this information in order to
correctly interpret pushed SW Response attributes sent in fulfill ment
of the subscription. The identity of the SWPCis given in the
Posture Collector Identifier of the PB-PA nessage header in all
messages fromthat SWPC
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3.6.3. Termnating Subscriptions

Subscriptions MAY be terminated at any tine by the subscribing SWPV
by setting the Cear Subscriptions flag in a SWRequest. (See
Section 4.7 for nore on using this flag.) |In the case that a SW
Request with the O ear Subscriptions flag set is received the SWPC
MUST only cl ear subscriptions that match both the NEA server
connection ID and the SWPV ID for this SWRequest, and MJST cl ear
all such subscriptions.

This specification does not give the SWPV the ability to terninate
subscriptions individually - all subscriptions to the SWPV are
cl eared when the C ear Subscriptions flag is set.

This specification does not give the SWPC the ability to
unilaterally term nate a subscription. However, if the SWPC
experiences a fatal error fulfilling a subscription, resulting in
sending a PA-TNC Error attribute of type

SW SUBSCRI PTI ON_FULFI LLMENT_ERROR, then the subscription whose
fulfillment led to the error MIST be treated as term nated by both
the SWPC and the SWPV. Only the subscription experiencing the
error is cancelled and other subscriptions are unaffected. See
Section 3.8 for nore on this error condition.

Finally, a subscription is terminated if the connection between the
SWPC and SWPV is deleted. This occurs when the connection ID used
in the nessages between the SWPC and the SW PV becones unbound.

Loss of this connection ID would prevent the SWPC from sendi ng
messages in fulfillment of this subscription. As such, |oss of the
connection I D necessarily forces subscription term nation between the
af fected parties.

3.6.4. Subscription Status

A SWPV can request that a SWPC report the list of active
subscriptions for which the SWPV is the subscriber. A SWPV can use
this to recover lost information about active subscriptions. A SWPV
can also use this capability to verify that a SWPC has not forgotten
any of its subscriptions. The latter is especially useful where a
SW PC does not send any attributes in fulfillnment of a given
subscription for a long period of time. The SWPV can check the Iist
of active subscriptions on the SWPC and verify whether the
inactivity is due to a lack of reportable events or due to the SWPC
forgetting its obligations to fulfill a given subscription.

A SWPV requests a list of its subscriptions on a given SWPC by

sendi ng that SWPC a Subscription Status Request. The SWPC MJST
then respond with a Subscription Status Response (or a PA-TNC Error
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if an error condition is experienced). The Subscription Status
Response MJST contai n one subscription record for each of the active
subscriptions for which the SWPV is the subscribing party.

3.6.5. Fulfilling Subscriptions

As noted in Section 3.4 SWPCs MJIST have the ability to automatically
detect changes to an endpoint’s Software |Inventory Evidence
Collection in near real-time. For every active subscription, the SW
PC MUST send an attribute to the subscribed SWPV whenever a change
is detected to relevant records within the endpoint’s Software

I nventory Evidence Collection. Such an attribute is said to be sent
“in fulfillment of" the given subscription and any such attribute
MUST i ncl ude that subscription’s Subscription ID. If the
establishing request for that subscription was a targeted request,
then only records that match the Software Identifiers provided in
that establishing request are considered relevant. Oherw se, (i.e.
for non-targeted requests) any record is considered relevant for this
purpose. Figure 3 shows a sanple attribute exchange where a
subscription is established and then later attributes are sent from
the SWPC in fulfillment of the established subscription

<Change Event >| | |
[------------ SW Response----------- >| |
I I I

<Change Event >| |

Figure 3: Subscription Establishment and Ful fill nent
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The contents of an attribute sent in fulfillment of a subscription
depend on the paraneters provided in the establishing request for
that subscription. Specifically, the contents of an attribute sent
in fulfillment of a subscription have the sanme fornmat as would a
direct response to the establishing request. For exanple, if the
establishing request stipulated a response that contai ned an event
record list that included software inventory evidence records, al
attributes sent in fulfillment of this subscription will also consi st
of event record lists with software inventory evidence records. As
such, all SW Responses di splayed in the exchange depicted in Figure 3
have the sane format. A SW Response generated in fulfillment of an
active subscription MIST be a valid SW Response attribute according
to all the rules outlined in the preceding sections. |n other words,
an attribute constructed in fulfillnment of a subscription will |ook
the sane as an attribute sent in direct response to an explicit
request froma SWPV that had the sane request paraneters and which
arrived imedi ately after the given change event. There are a few
special rules that expand on this guideline:

3.6.5.1. Subscriptions Reporting Inventories

In the case that a SWPV subscribes to a SWPC requesting an
inventory attribute whenever changes are detected (i.e. the EID in
the establishing request is 0), then the SWPC MJST send the
requested i nventory whenever a relevant change is detected. (A

"rel evant change" is any change for untargeted requests, or a change
to an indicated record in a targeted request.) Upon detection of a
rel evant change for an active subscription, the SWPC sends the
appropriate inventory information as if it had just received the
establishing request. Attributes sent in fulfillment of this
subscription will probably have a | arge anmount of redundancy, as the
same records are likely to be present in each of these SWAttributes.
The role of an inventory subscription is not to report records just
for the itens that changed - that is the role of a subscription that
reports events (see Section 3.6.5.2). A SWPC MJST NOT excl ude a
record froman attribute sent in fulfillment of an inventory
subscription sinmply because that record was not involved in the
triggering event (although a record m ght be excluded for other
reasons, such as if the subscription is targeted - see

Section 3.6.5.3).

3.6.5.2. Subscriptions Reporting Events

The way in which a SWPV indicates it wishes to establish a
subscription requesting event records is by providing a non-zero EID
in the SWRequest establishing the subscription (see Section 3.5.1).
However, when the SWPC constructs an attribute in fulfillnment of the
subscription (other than the direct response to the establishing
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request), it MJST only include event records for the detected
change(s) that precipitated this response attribute. |In other words,
it MUST NOT send a complete list of all changes starting with the

i ndicated EID, up through the |atest change, every tinme a new event
is detected. |In effect, the EID in the establishing request is
treated as being updated every tinme an attribute is sent in
fulfillment of this subscription, such that a single event is not
reported twice in fulfillnment of a single subscription. As such
every SWPC MIST track the EID of the last event that triggered an
attribute for the given subscription. Wen the next event (or set of
events) is detected, the SWPC MJST only report events with ElDs
after the last reported event. |In the case that the EI D Epoch of the
SW PC changes, the SWPC MJST treat EID values in the new Epoch as
being after all EIDs assigned in the previous Epoch regardl ess of the
relative nuneric values of these ElDs.

Note that while a subscription is active, the subscribing SWPV MAY
make ot her requests for event records that overlap with events that
are reported in fulfillment of a subscription. Such requests are
unaf fected by the presence of the subscription, nor is the
subscription affected by such requests. 1In other words, a given
request will get the sane results back whether or not there was a
subscription. Likewi se, an attribute sent in fulfillnent of a
subscription will contain the sane information whether or not other
requests had been received fromthe SWPV.

A SWPV needs to pay attention to the EID Epoch in these attri butes,
as changes in the Epoch might create discontinuities in the SWPV s
under st andi ng of the endpoint’s Software Inventory Evi dence

Col l ection state, as discussed in Section 3.5.6. |In particular, once
the EI D Epoch changes, a SWPV is unabl e have confidence that it has
a correct understanding of the state of an endpoint’s Software
Inventory Evidence Collection until after the SWPV collects a

conpl ete inventory.

SWPCs MAY send partial lists of event records in fulfillnment of a
subscription. (See Section 3.5.5 for nore on partial list of event
records.) |In the case that a SWPC sends a partial |ist of event
records in fulfillment of a subscription, it MJST i mrediately send
the next consecutive partial list, and continue doing so until it has
sent the equival ent of the conplete Iist of event records. |n other
words, if the SWPC sends a partial list it does not wait for another
change event to send anot her SW Response, but continues sending SW
Responses until it has sent all event records that woul d have been
included in a conplete fulfillnment of the subscription. Note that
the direct response to the establishing request is not considered to
be sent in fulfillment of a subscription. However, in this case the
SWPC MUST treat the presence of unreported events as a triggering
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event for pushing additional messages in fulfillment of the newy
est abli shed subscription. As such, the net effect is that, if the
direct response to the establishing request (i.e., the Subscription
Fulfillment flag is unset) is partial, the SWPC will imediately
followthis with additional attributes (with the Subscription
Fulfillment flag set) until the conplete set of events has been sent
to the SWPV.

3.6.5.3. Targeted Subscriptions

Subscriptions MAY be targeted to only apply to records that match a
given set of Software Identifiers. |In the case where changes are
detected that affect multiple records, some matching the establishing
request’s Software ldentifiers and some not, the attribute sent in
fulfillment of the subscription MIST only include inventory or events
(as appropriate) for records that match the establishing request’s
Software lIdentifiers. The SWPC MJUST NOT include non-nat ching
records in the attribute, even if those non-natching records

experi enced change events that were co-tenporal wi th change events on
the mat chi ng records.

In addition, a SWPC MJUST send an attribute in fulfillnment of a
targeted subscription only when changes to the endpoint’s Software

I nventory Evidence Collection inpact one or nore records matching the
subscription’s establishing request’s Software lIdentifiers. A SWPC
MUST NOT send any attribute in fulfillment of a targeted subscription
based on detected change to the endpoint’s Software |nventory

Evi dence Collection that did not involve any of the records targeted
by that subscription

3.6.5.4. No Subscription Consolidation

A SWPV MAY establish nmultiple subscriptions to a given SWPC. |f
this is the case, it is possible that a single change event on the
endpoint mght require fulfillnent by nultiple subscriptions, and
that the information included in attributes that fulfill each of

t hese subscriptions might overlap. The SWPC MJST send separate
attributes for each established subscription that requires a response
due to the given event. Each of these attributes MJST contain all
information required to fulfill that individual subscription, even if
that information is also sent in other attributes sent in fulfillnent
of other subscriptions at the sane tine. |n other words, SWPCs MJST
NOT attenpt to conmbine information when fulfilling multiple
subscriptions simultaneously, even if this results in sone redundancy
in the attributes sent to the SWPW
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3.6.5.5. Delayed Subscription Fulfillnent

A SWPC MAY delay the fulfillnent of a subscription follow ng a
change event in the interest of waiting to see if additional change
events are forthconming and, if so, conveying the rel evant records
back to the SWPV in a single SWResponse attribute. This can help
reduce network bandw dth consunption between the SWPC and the SWPV.
For exanple, consider a situation where 10 changes occur a tenth of a
second apart. |If the SWPC does not delay in assenbling and sendi ng
SW Response attributes, the SWPV will receive 10 separate SW
Response attributes over a period of 1 second. However, if the SWPC
waits half a second after the initial event before assenbling a SW
Response, the SWPV only receives two SW Response attributes over the
same period of tine.

Note that the ability to consolidate events for a single subscription
over a given period of tine does not contradict the rules in

Section 3.6.5.4 prohibiting consolidation across nultiple
subscriptions. When delaying fulfillnment of subscriptions, SWPCs
are still required to fulfill each individual subscription
separately. Moreover, in the case that change events within the
del ay wi ndow cancel each other out (e.g., a record is del eted and
then re-added), the SWPC MJST still report each change event rather
than just reporting the net effect of changes over the delay period.
In other words, delayed fulfillment can decrease the nunber of
attributes send by the SWPC, but it does not reduce the total numnber
of change events reported.

SWPCs are not required to support delayed fulfillment of
subscriptions. However, in the case that the SWPC does support

del ayed subscription fulfillnment, it MJST be possible to configure
the SWPC to disable delayed fulfillnment. 1In other words, parties
depl oying SWPCs need to be allowed to disable delayed subscription
fulfillment in their SWPCs. The manner in which such configuration
occurs is left to the discretion of inplenenters, although

i mpl ement ers MJST protect the configuration procedure from

unaut hori zed tanpering. |In other words, there needs to be sone
assurance that unauthorized individuals are not able to introduce

| ong del ays in subscription fulfillnment.

3.7. Miltiple Sources of Software Inventory Evi dence Records

The records in an endpoint’s software inventory evidence collection
m ght potentially cone fromnultiple sources. For exanple, records
m ght be derived fromISO SWD tags deposited on the file system and
collected therefrom Records night also be generated by tools such
as software and package managers (e.g., RPMor YUM or mght be
translated from software di scovery reports.
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A SWPCis not required to identify every possible source of software
information on its endpoint. Some SWPCs might be explicitly tied
only to one or a handful of software inventory sources. For al
software inventory evidence sources that a particular SWPC supports,
it MJUST conpletely support all requirenents of this specification
with regard to those sources. |n other words, for supported sources,
the SWPC is required to be capable of providing a conplete set of
the provided software inventory evidence records; nonitoring for
changes in the records reported by those sources, correctly providing
responses for both full and targeted requests for records fromthose
sources, and delivering conplete software inventory evi dence records
as appropriate. In all cases, the SWPC MJST al so be capabl e of
deriving a Software ldentifier fromthe resulting record and al so
assigning that record a unique Record ldentifier. The SWPC MJUST NOT
provi de any inventory or event information fromsoftware inventory
sources for which it cannot provide this full support. Note that the
SW PC SHOULD be able to provide a Software Locator for each software
product reported by a given source, but it is recognized that this

nmi ght not be possible in all circunstances and the inability to do so
does not preclude use of the given source.

When providing a SWResponse (either in direct response to a SW
Request or in fulfillnment of a subscription) the SWPC MJST incl ude
the conplete set of relevant data fromall supported sources of
software inventory evidence. In other words, a full inventory is
required to contain all records fromall supported sources, a
targeted inventory is required to contain all relevant records from
all sources, and event tracking is required to cover all events from
all sources. Wth regard to events, a SWPC s assignnment of EIDs
MUST reflect the presence and order of all events on the endpoint (at
| east for supported sources) regardl ess of the source. This nmeans
that if source A experiences an event, and then source B experiences
two events, and then source A experiences another two events, the SW
PCis required to capture five events with consecutive ElID val ues
reflecting the order in which the events occur

Note that, if a SWPC collects data fromnultiple sources, it is
possi bl e that some software products might be "double counted". This
can happen if both sources of inventory evidence provide a record for
a single installation of a software product. Moreover, each of these
provi ded records m ght have different Software ldentifier and

Sof tware Locator values due to the different ways a source m ght
report its information. Wen a SWPC reports information or records
events fromnultiple inventory evidence sources, it MJST use the

i nformati on those sources provide, rather than attenpting to perform
some formof reduction. 1In other words, if nultiple sources report
records corresponding to a single installation of a software product,
all such records fromeach source are required to be part of the SW
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PC s processing even if this might lead to nultiple reporting, and
the SWPC is not to ignore sone records to avoid such multiple
reporting. Simlarly, in the case that nmultiple sources report an
event, the SWPC MJST create separate event records with separate

El Ds for each of these, even if there is the chance that they
represent nultiple sources reporting the same action on the endpoint.
Entities tracking software inventory information collected via SWPCs
and SWPVs need to be aware that such doubl e-reporting m ght occur.
How (or if) such occurrences are detected and resolved is up to the

i mpl ementers of those entities.

3.8. FError Handling

In the case where the SWPC detects an error in a SW Request
attribute that it receives it MJST respond with a PA-TNC Error
attribute with an error code appropriate to the nature of the error.
(See Section 4.2.8 of PA-TNC [ RFC5792] for nore details about PA-TNC
Error attributes and error codes as well as Section 4.14 in this
specification for error codes specific to SWAttributes.) 1In the
case that an error is detected in a SWRequest the SWPC MJST NOT
take any action requested by this SWRequest, even if parti al
conpletion of the SWis possible. In other words, a SW Request that
contains an error is conpletely ignored by the SWPC (beyond sendi ng
a PA-TNC Error attribute, and possibly logging the error |ocally)
rat her than being partially executed.

In the case where the SWPC receives a valid SWRequest attribute but
experiences an error during the process of responding to that
attribute’s instructions where that error prevents the SWPC from
properly or conpletely fulfilling that request, the SWPC MJST send a
PA-TNC Error attribute with an error code appropriate to the nature
of the error. 1In the case where a PA-TNC Error attribute is sent,
the SWPC MJUST NOT take any of the actions requested by the SW
Request attribute which led to the detected error. This is the case
even if some actions could have been conpl eted successfully, and

m ght even require the SWPC to reverse sonme successful actions

al ready taken before the error condition was detected. In other
words, either all aspects of a SWRequest conplete fully and
successfully (in which case the SWPC sends a SW Response attribute),
or no aspects of the SWRequest occur (in which case the SWPC sends
a PA-TNC Error attribute). 1In the case that a SWPC sends a PA-TNC
Error attribute in response to a SWRequest then the SWPC MJST NOT
al so send any SW Response attribute in response to the same SW
Request. For this reason, the sending of a SWResponse attribute
MUST be the last action taken by a SWPC in response to a SW Request
to avoid the possibility of a processing error occurring after that
SW Response attribute is sent.
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In the case that the SWPC detects an error that prevents it from
properly or conpletely fulfilling its obligations under an active
subscription, the SWPC MIST send a PA-TNC Error attribute of type
SW SUBSCRI PTI ON_FULFI LLMENT_ERROR to the SWPV that established this
subscription. This type of PA-TNC Error attribute identifies the
specific subscription that cannot be adequately honored due to the

error condition as well as an error "sub-type". The error sub-type
is used to indicate the type of error condition the SWPC experienced
that prevented it from honoring the given subscription. |In the case

that the error condition cannot be identified or does not align with
any of the defined error codes, the SWERRCR error code SHOULD be
used in the sub-type. In the case that a

SW SUBSCRI PTI ON_FULFI LLMENT_ERRCR i s sent, the associated
subscription MIST be treated as cancelled by both the SWPC and SW
PV.

The SWPV MUST NOT send any PA-TNC Error attributes to SWPCs. In
the case that a SWPV detects an error condition, it SHOULD | og this
error but does not informany SWPC s of this event. FErrors mght
include, but are not linmted to, detection of nalformed SW Response
attributes sent froma given SWPC, as well as detection of error
conditi ons when the SWPV processes SW Responses.

Both SWPCs and SWPVs SHOULD |l og errors so that administrators can
trace the causes of errors. Log entries SHOULD include the type of
the error, the time it was detected, and additional descriptive
information to aid in understanding the nature and cause of the
error.

4. Software Inventory Message and Attributes for PA-TNC Protocol

This section describes the format and semantics of the Software

I nventory Message and Attributes for PA-TNC protocol. Software

I nventory Message and Attributes for PA-TNC uses the standard PA-TNC
message header format. See the PA-TNC specification [RFC5792] for

i nformati on on this header format.

4.1. PA Subtype (AKA PA-TNC Conponent Type)

The NEA PB-TNC interface provides a general nessage-batchi ng protocol
capabl e of carrying one or nore PA-TNC nessages between the Posture
Broker Cdient and Posture Broker Server. Wen PB-TNCis carrying a
PA- TNC nmessage, the PB-TNC nessage headers contain a 32 bit
identifier called the PA Subtype. The PA Subtype field indicates the
type of conponent associated with all of the PA-TNC attributes
carried by the PB-TNC nessage. The core set of PA Subtypes is
defined in the PA-TNC specification. This specification adds the
followi ng enuneration element to the | ANA registry defined in section
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7.2 of the PA-TNC specification [ RFC5792] using the | ETF Standard
nane space (SM Private Enterprise Nunmber 0x000000):

+-- - - - Fomm e - Fom e e o o e e e e e e e e e e e e e e e e e e eo oo +
| PEN | Integer | Nanme | Defining Specification |
+--- - - TR TS oo e e e e e e e e e e e e e e meeo—o - +
| O | 9 | SW | Software Inventory Message and |
| | | Attributes | Attributes for PA-TNC |
H-- - - - Fomm e o Fom e e o o e e e e e e e e e e e e e e e e e e +

Tabl e 2: PA Subtype

Each PA-TNC attribute described in this specification is intended to
be sent between the SWPC and SWPV, so will be carried in a PB-TNC
message indicating a PA Subtype of SWAttributes. Note that although
the PA-TNC Error attribute is defined in the PA-TNC specification,
when it is used in a SWAttribute exchange, it uses the SWAttributes
Conponent Definition Value, as described in Section 4.2.8 of the PA-
TNC specification [RFC5792]. PB-TNC nessages MJST al ways include the
SWAttributes Subtype defined in this section when carrying SW
Attributes over PA-TNC

For nore information on PB-TNC and PA- TNC nessages and nessage
headers, see the PB-TNC [ RFC5793] and PA- TNC [ RFC5792]
speci fications, respectively.

4.2. SWAttribute Overvi ew

The attributes defined in this specification appear below with a
short sumary of their purposes. Each attribute is described in
greater detail in subsequent sections.

0 SWRequest - This attribute is used to request a software
inventory or software event list froman endpoint. This attribute
m ght al so establish a subscription on the recipient SWPC. A SW
PC MUST NOT send this attribute.

o0 Software ldentifier Inventory - This attribute is used to convey
an inventory w thout the inclusion of software inventory evidence
records. Wen a SWPC receives a SWRequest attribute requesting
an inventory w thout software inventory evidence records, the SW
PC MUST send a Software Identifier Inventory attribute (or a PA-
TNC Error) in response. This attribute al so MAY be sent by the
SWPCin fulfillment of an active subscription. A SWPV MJST NOT
send this attribute.

o0 Software ldentifier Events - This attribute is used to convey a
list of events concerning changes to an endpoint’s Software
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I nventory Evidence Collection. Reported events do not include
software inventory evidence records. Wen a SWPC receives a SW
Request attribute requesting an event collection w thout software
i nventory evidence records, the SWPC MJST send a Software
Identifier Events attribute (or a PAA-TNC Error) in response. This
attribute also MAY be sent by the SWPCin fulfillnment of an
active subscription. A SWPV MIUST NOT send this attribute.

0 Software Inventory - This attribute is used to convey an inventory
expressed including software inventory evidence records. Wen a
SWPC receives a SWRequest attribute requesting an inventory
i ncluding software inventory evidence records, the SWPC MJST send
a Software Inventory attribute (or a PA-TNC Error) in response.
This attribute al so MAY be sent by the SWPCin fulfillnent of an
active subscription. A SWPV MIUST NOT send this attribute.

0 Software Events - This attribute is used to convey a |ist of
events concerning changes to an endpoint’s inventory evidence
collection. Reported events include software inventory evidence
records. Wen a SWPC receives a SWRequest attribute requesting
an event collection including software inventory evidence records,
the SWPC MUST send a Software Events attribute (or a PA-TNC
Error) in response. This attribute al so MAY be sent by the SWPC
in fulfillnment of an active subscription. A SWPV MJST NOT send
this attribute.

0 Subscription Status Request - This attribute is used to request a
SWPC send a sunmary of all the active subscriptions it has where
the requesting party is the subscriber. The SWPC MJST respond
with a Subscription Status Response (or a PA-TNC Error). A SWPC
MUST NOT send this attribute.

0 Subscription Status Response - This attribute is used to convey
i nformati on about the active subscriptions that a SWPC has for a
gi ven subscriber. A SWPV MJUST NOT send this attribute.

0 PA-TNC Error - This is the standard PA-TNC Error attribute as
defined in PA-TNC [ RFC5792] and is used to indicate that an error
was encountered during a SWAttribute exchange. It MJST be sent
by a SWPC in response to a SWRequest in the case where the SWPC
encounters a fatal error (i.e., an error that prevents further
processi ng of an exchange) relating to the attribute exchange. A
SWPV MUST NOT send this attribute. The SWPC MJST then ignore
the erroneous attribute after a PA-TNC Error attribute is sent
(i.e., do not attenpt to act on an attribute that generated a PA-
TNC Error beyond sending the PA-TNC Error). In the case where the
SW PV experiences a fatal error, it MJST ignore the erroneous
attribute without sending a PA-TNC Error attribute. It MAY take
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other actions in response to the error, such as |ogging the cause
of the error, or even taking actions to isolate the endpoint

Because one of the Software Identifier Inventory, Software ldentifier
Events, Software Inventory, or Software Events attributes is expected
to be sent to a SWPV in direct response to a SWRequest attribute or
in fulfillment of an active subscription, those four attribute types
are referred to collectively in this docunent as "SW Response”
attributes.

Al SWPVs MIUST be capabl e of sendi ng SW Requests and be capabl e of
receiving and processing all SW Response attributes as well as PA-TNC
Error attributes. Al SWPCs MJST be capable of receiving and
processi ng SW Requests and be capable of sending all types of SW
Response attributes as well as PA-TNC Error attributes. In other
words, both SWPVs and SWPCs are required to support their role in
exchanges using any of the attribute types defined in this section.
SWPVs MUST ignore any SW Request attributes that they receive. SW
PCs MJST ignore any SW Response attributes or PA-TNC Error attributes
that they receive.

4.3. SWAttribute Exchanges

A SWAttribute Exchange is used to provide the SWPV with a software
i nventory or event collection fromthe queried endpoint.

e e e - + S +
| SW PC SW PV | Time
- + R + |

I I I

| <-------m---- SWRequest-------------- | |

| | |

[ SW Response* [ [

R Of------mmmmma - - >| |

[ PA- TNC Error [ [

I

*SW Response is one of the follow ng: Software ldentifier
Inventory, Software lIdentifier Events, Software |Inventory,
or Software Events.

Figure 4: SWAttribute Exchange (Direct Response to SW Request)
In this exchange, the SWPV indicates to the SWPC, via a SW Request,

the nature of the information it w shes to receive (inventory vs.
events, full or targeted) and how it wi shes the returned inventory to
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be expressed (with or without software inventory evidence records).
The SWPC responds with the requested i nformation using the
appropriate attribute type. A single SWRequest MJST only lead to a
singl e SWResponse or PA-TNC Error that is in direct response to that
request.

In addition, if there is an active subscription on the endpoint, the
SWPC sends a SW Response to the SWPV followi ng a change event on
the endpoint in fulfillnment of that subscription. Such an exchange
is shown in Figure 5.

*SW Response is one of the follow ng: Software ldentifier
Inventory, Software Identifier Events, Software |Inventory,
or Software Events.

Figure 5 SWAttribute Exchange (In Fulfillment of an Active
Subscri pti on)

Note that, unlike direct responses to a SWRequest, a single change
event can precipitate nultiple SWResponses for a single
subscription, but only if all but the last of those SW Responses

convey partial lists of event records, and the |last of those SW
Responses conveys a conplete list of event records. (That is, the
initial responses are partial lists and the |ast response is the

remai nder of the relevant event records, conpleting the delivery of
all relevant events at the tine of the change event.) A single
Change Event MJST NOT ot herwi se be followed by multiple SW Response
or PA-TNC Error attributes in any conbination.

Al SWPVs and SWPCs MJST support both types of exchanges. In
particular, SWPCs MJST be capabl e of pushing a SWResponse to a SW
PV i mmedi atel y upon detection of a change to the endpoint’s Software
Inventory Evidence Collection in fulfillnent of established SWPV
subscriptions, as described in Section 3.6.
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4.4, Software Inventory Message and Attributes for PA-TNC Attribute
Enuner ati on

PA-TNC attribute types are identified in the PA-TNC Attri bute Header
via the Attribute Type Vendor ID and Attribute Type fields. Table 3
identifies the appropriate values for these fields for each attribute
type used within the Software Inventory Message and Attributes for
PA- TNC pr ot ocol

[ S S e +
| Attribute | PEN | I'nteger | Description |
| Nane I I I I
o o o e R +
SW Request 0x000000 0x00000011 Request froma SWPV to a

SWPC for the SWPC to
provide a software
i nventory or event I|ist

I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| Software | Ox000000 | 0x00000012 | An inventory sent wthout

| Identifier | | | softare inventory evidence

| I'nventory | | | records sent froma SWPC |
I I I I I
| Software | Ox000000 | 0x00000013 | A collection of events |
| Identifier | | | inpacting the endpoint’s |
| Events | | | Software Inventory |
| | | | Evidence Collection, where

| | | | events do not include |
[ [ [ | software inventory [
| | | | evidence records. |
I I I I I
| Software | O0x000000 | 0x00000014 | An inventory including |
| I'nventory | | | software inventory |
| | | | evidence records sent from|
[ [ [ | a SWPC [
I I I I I
| Software | Ox000000 | 0x00000015 | A collection of events |
| Events | | | inpacting the endpoint’s |
| | | | Software Inventory |
| | | | Evidence Collection, where

[ [ [ | events include software [
| | | | inventory evidence |
| | | | records. |
I I I I I
| Subscription | 0x000000 | 0x00000016 | A request for a list of a |
| Status | | | SWPV s active |
| Request [ [ | subscription. [
I I I I I
| Subscription | 0x000000 | 0x00000017 | Alist of a SWPV s active
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St at us
Response

subscri ptions.

Reserved 0x000000 0x00000018 These attribute types are
reserved for future use in
revisions to Software
I nventory Message and

Attri butes for PA-TNC.

0x0000001F

An error attribute as
defined in the PA-TNC
specification [ RFC5792].

PA-TNC Error 0x000000 0x00000008

Table 3: SWAttribute Enuneration
4.5, Normalization of Text Encoding

In order to ensure consistency of transmitted attributes sone fields
require normalization of their format. When this is necessary, this
is indicated in the field s description. 1In such cases, the field
contents MJUST be nornalized to Network Unicode format as defined in
RFC 5198 [RFC5198]. Network Unicode format defines a refinenent of
UTF-8 that ensures a nornalized expression of characters. SWPCs and
SW PVs MUST NOT perform conversion and nornalization on any field
val ues except those specifically identified as requiring
normalization in the follow ng sections. Note, however, that sone
data nodel s require additional nornalization before source
information is added to an Endpoint’s Inventory Evidence Coll ection
as a record. The references fromthe Software Data Model | ANA table
(see Section 9.4) will note where this is necessary.

4.6. Request |1Ds

Al'l SWRequest attributes MJST include a Request |ID value. The
Request ID field provides a value that identifies a given request
relative to other requests between a SWPV and the receiving SWPC
Specifically, the SWPV assigns each SWRequest attribute a Request
ID value that is intended to be unique within the lifetime of a given
networ k connection |ID as assigned by the SWPV s Posture Broker
Server. |In the case where all possible Request |ID val ues have been
exhausted within the lifetime of a single network connection ID, the
sender MAY reuse previously used Request IDs within the sane network
connection that are not being used as Subscription IDs. (See bel ow
in this section for an expl anation of Subscription ID assignment.)

In this case of Request ID reuse, Request |IDs SHOULD be reused in the
order of their original use. In other words, a SWPC SHOULD NOT use
a given Request | D value nore than once within a persistent
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connecti on between a given Posture Broker dient-Posture Broker
Server pair, but, in the case where reuse is necessary due to
exhaustion of possible ID values, the SWPC SHOULD structure the
reuse to maximze the tine between original and subsequent use. The
Request ID value is included in a SWResponse attribute directly
responding to this SWRequest to indicate which SWRequest was

recei ved and caused the response. Request |IDs can be randomy
generated or sequential, as long as values are not repeated per the
rules in this paragraph. SWRPCs are not required to check for

dupl i cat e Request | Ds.

In the case that a SW Request requests the establishnent of a
subscription and the receiving SWPC agrees to that subscription, the
Request 1D of that SWRequest (i.e., the establishing request of the
subscri ption) becomes that subscription’s Subscription ID. Al
attributes sent in fulfillnment of this subscription include a flag
indicating that the attribute fulfills a subscription and the
subscription’s Subscription ID. A SWPV MJST NOT reuse a Request ID
val ue in conmmunicating to a given SWPC while that Request IDis also
serving as a Subscription ID for an active subscription with that SW
PC. In the case where a SWPC receives a SWRequest froma given SW
PV where that Request IDis also the Subscription ID of an active
subscription with that SWPV, the SWPC MIST respond with a PA-TNC
Error attribute with an error code of SW SUBSCRI PTI ON_| D REUSE ERROR.
Note that this error does not cancel the indicated subscription.

Subscription Status Requests and Subscription Status Responses do not
i ncl ude Request | Ds.

4.7. SW Request
A SWPV sends this attribute to a SWPC to request that the SWPC

send software inventory information to the SWPV. A SWPC MJST NOT
send this attribute.
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1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Flags [ Software ldentifier Count [
B i i S S i I e i S S R L e e e e
| Request | D |
R R e R e s s e o S S e R e o o
| Earliest EID |
B i S S T s i S T st i S S S S S S S S i

[ Software ldentifier Length | Software I D (var |ength)
B i i S S i I e i S S R L e e e e

Figure 6: SWRequest Attribute

Flags: Bit O
- Cear
Subscri ptions

If set (1), the SWPC MIST del ete all
subscri ptions established by the requesting SWPV
(barring any errors).

Flags: Bit 1
- Subscri be

If set (1), in addition to responding to the
request as described, the SWPC MJST establish a
subscription with paraneters matching those in
the request attribute (barring any errors).

Flags: Bit 2 If unset (0), the SWPC s response MJST i ncl ude

- Result Type | software inventory evidence records and thus the
response MJUST be a Software Inventory, a Software
Events, or a PA-TNC Error attribute. If set (1),
the response MJUST NOT include software inventory
Software Identifier Inventory, a Software
Identifier Events, or a PA-TNC Error attribute.

Fl ags: Bit Reserved for future use. This field MIST be set

3-7 - to zero on transm ssion and ignored upon

Reserved reception.

Sof t war e A 3-byte unsigned integer indicating the nunber

I dentifier of Software ldentifiers that follow If this

Count value is non-zero, this is a targeted request, as

described in Section 3.3. The Software
Identifier Length and Software ID fields are
repeated, in order, the nunber of tines indicated
inthis field. In the case where Software

I
|
I
I
I
I
I
|
I
I
I
I
I
| evidence records and thus the response MJUST be a
I
I
I
I
|
I
I
I
I
I
|
I
I
I
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| ldentifiers are present, the SWPC MJST only [

| report software that corresponds to the |

| identifiers the SWPV provided in this attribute |

| (or with a PA-TNC Error attribute). This field [

| value MAY be 0, in which case there are no |

| instances of the Software Identifier Length and |

| Software ID fields. In this case, the SWPV is |

| indicating an interest in all software inventory |

| evidence records on the endpoint (i.e., this is |

| not a targeted request). [

I I
Request 1D | A value that uniquely identifies this SWRequest |
| froma particular SWPV. |
I I
Earliest EID | In the case where the SWPV is requesting |
| software events, this field contains the EID [
| value of the earliest event the SWPV w shes to |
| have reported. (Note - the report will be |
| inclusive of the event with this EID value.) In [
| the case where the SWPV is requesting an |
| inventory, then this field MIST be O. |
| (0x00000000) In the case where this field is non- |
| zero, the SWPV is requesting events and the SW |
| PC MUST respond using a Software Events, Software |
| Identifier Events, or a PA-TNC Error attribute. [
| I'n the case where this field is zero, the SWPV |
| is requesting an inventory and the SWPC MJST |
| respond using a Software Inventory, a Software [
| Identifier Inventory, or a PA-TNC Error |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

attribute.
Sof t war e A 2-byte unsigned integer indicating the length
Identifier in bytes of the Software ID field.
Length

Sof tware | D A string containing the Software Identifier value
froma software inventory evidence record. This

field value MJUST be normalized to Network Unicode
format, as described in Section 4.5. This string

MJUST NOT be NULL term nated.

Tabl e 4: SW Request Attribute Fields
The SWPV sends the SWRequest attribute to a SWPC to request the

i ndicated infornmation. Note that between the Result Type flag and
the Earliest EID field, the SWPC is constrained to a single possible
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SW Response attribute type (or a PA-TNC Error attribute) inits
response to the request.

The Subscribe and C ear Subscription flags are used to nmanage
subscriptions for the requesting SWPV on the receiving SWPC.
Specifically, an attribute with the Subscribe flag set seeks to
establish a new subscription by the requesting SWPV to the given SW
PC, while an attribute with the C ear Subscription flag seeks to
delete all existing subscriptions by the requesting SWPV on the
given SWPC. Note that, in the latter case, only the subscriptions
associ ated with the Connection ID and the Posture Validator |ID of the
requester are deleted as described in Section 3.6.3. A newy

est abli shed subscription has the paraneters outlined in the Request
attribute. Specifically, the Result Type flag indicates the type of
result to send in fulfillnent of the subscription, the value of the
Earliest EID field indicates whether the fulfillnent attributes |ist
inventories or events, and the fields describing Software ldentifiers
(if present) indicate if and how a subscription is targeted. In the
case that the SWPC is unable or unwilling to conply with the SWPV' s
request to establish or clear subscriptions, the SWPC MJST respond
with a PA-TNC Error attribute with the SW SUBSCRI PTI ON_DENI ED_ERROR
error code. (Note that if the SWPV requests that subscriptions be
cl eared but has no existing subscriptions, this is not an error.)

An attribute requesting the establishnent of a subscriptionis

ef fectively doing double-duty, as it is a request for an i medi ate
response fromthe SWPC in addition to setting up the subscription.
Assuming the SWPCis willing to conply with the subscription it MJST
send an appropriate response attribute to a request with the
Subscribe flag set containing all requested information. The sane is
true of the Cear Subscription flag - assuming there is no error the
SWPC MUST generate a response attribute without regard to the
presence of this flag in addition to clearing its subscription |list.

Both the Subscribe and O ear Subscription flags MAY be set in a
singl e SWRequest attribute. In the case where this request is
successful, the end result MJST be equivalent to the SWPC clearing
its subscription list for the given SWPV first and then creating a
new subscription in accordance with the request paraneters. (In
other words, do not first create the new subscription and then cl ear
all the subscriptions including the one that was just created.) In
the case that the requested actions are successfully conpleted, the
SWPC MUST respond with a SWResponse attribute. (The specific type
of SW Response attribute depends on the Result Type and Earliest EID
fields, as described above.) 1In the case where there is a failure
that prevents sone part this request fromconpleting, the SWPC MJST
NOT add a new subscription, MJST NOT clear the ol d subscriptions, and
the SWPC MJUST respond with a PA-TNC Error attribute. In other
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words, the SWPC MJUST NOT partially succeed at inplenmenting such a
request; either all actions succeed, or none succeed.

The Earliest EID field is used to indicate whether the SWPV is
requesting an inventory or event list fromthe SWPC. A value of 0
(0x00000000) represents a request for inventory information.

O herwi se, the SWPV is requesting event information. For Earliest
El D val ues other than 0, the SWPC s response MJST respond with event
records, as described in Section 3.5. Note that the request does not
identify a particular EID Epoch, since responses can only include
events in the SWPC s current EID Epoch

The Software Identifier Count indicates the nunmber of Software
Identifiers in the attribute. This nunber might be any val ue between
0 and 16,777,216, inclusive. A single Software Identifier is
represented by the following fields: Software Identifier Length and
Software ID. These fields are repeated a nunber of tines equal to
the Software Identifier Count. Note that this could be 0 tines. The
Software ldentifier Length field indicates the nunber of bytes

all ocated to the Software ID field. The Software lIdentifier field
contains a Software ldentifier as describe in Section 3.2.1. The
presence of one or nore Software Identifiers is used by the SWPV to
indicate a targeted request, which seeks only inventories of or
events affecting software corresponding to the given identifiers.

The SWPC MJST only report software that natched the Software
Identifiers provided in the SWPVs SW Request attribute.

4.8. Software ldentifier Inventory

A SWPC sends this attribute to a SWPV to convey the inventory of
the endpoint’s Software Inventory Evidence Collection without the

i nclusion of software inventory evidence records. This list mght
represent a conplete inventory or a targeted list of records,
dependi ng on the paraneters in the SWPV' s request. A SWPV MJST NOT
send this attribute. The SWPC either sends this attribute in
fulfillment of an existing subscription where the establishing
request has a Result Type of 1 and the Earliest EIDis zero, or in
direct response to a SWRequest attribute where the Result Type is 1
and the Earliest EIDis zero.
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1 2 3
01234567890123456789012345678901
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Figure 7: Software ldentifier Inventory Attribute

In the case that this attribute is sent in

Flags: Bit O
- fulfillment of a subscription this bit MIST be set

I I I
| | |
| Subscription | (1). |In the case that this attribute is a direct |
| Fulfillment | response to a SWRequest, this bit MJST be unset

| | |
| Flags: Bit | Reserved for future use. This field MIST be set to

| 1-7 - | zero on transm ssion and ignored upon reception. |
| Reserved [ [
I I I
| Software | The nunber of Software lIdentifiers that follow |
| lIdentifier | This field is an unsigned integer. The Record ID, |
| Count | Data Mbdel Type, Software ldentifier Length, SW |
| | I'D, Software Locator Length, and Software Locat or

[ | fields are repeated, in order, the nunber of tines

| | indicated in this field. This field val ue MAY be |
| | O, in which case there are no instances of these |
| | fields. [
I I I
| Request ID | In the case where this attribute is in direct |
| Copy / | response to a SWRequest attribute froma SWPV, [
| Subscription | this field MIST contain an exact copy of the |
| ID | Request ID field fromthat SWRequest. |In the
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case where this attribute is sent in fulfill nment
of an active subscription, this field MJST contain
the Subscription ID of the subscription being
fulfilled by this attribute.

I I I
I I I
| | |
| | |
| EID Epoch | The EID Epoch of the Last EID value. This field is

| | an unsigned 4-byte integer. |
I I I
| Last EID | The EID of the last event recorded by the SWPC, |
[ | or O if the SWPC has no recorded events. This [
| | field is an unsigned 4-byte integer. |
I I I
| Record ID | A 4-byte, unsigned integer containing the Record |
| | Identifier value froma software inventory |
| | evidence record. |
I I I
| Data Mbdel | A 1-byte unsigned integer containing an identifier |
| Type | nunber fromthe Software Data Model | ANA table |
| | that identifies the data nodel of the reported |
| | record. |
| | |
| Software | A 2-byte unsigned integer indicating the length in

| Identifier | bytes of the SWID field. |
| Length | |
I I I
| SWID | A string containing the Software ldentifier value |
| | froma software inventory evidence record. This |
[ | field value MIUST be normalized to Network Unicode |
| | format, as described in Section 4.5. This string |
| | MUST NOT be NULL terminated. |
I I I
| Software | A 2-byte unsigned integer indicating the length in

| Locat or | bytes of the Software Locator field. |
| Length [ [
I I I
| Software | A string containing the Software Locator val ue. |
| Locator | This is expressed as a URI. This field value MUST |
| | be normalized to Network Unicode format as |
| | described in Section 3.2.1.2. This string MJST NOT |
[ | be NULL termi nated. [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +

Table 5: Software ldentifier Inventory Attribute Fields

In the case that this attribute is sent in fulfillment of a
subscription, the Subscription Fulfillment bit MJST be set (1). In
the case that this attribute is sent in direct response to a SW
Request, the Subscription Fulfillnment bit MJST be unset (0). Note
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that the SW Response attribute sent in direct response to a SW
Request that establishes a subscription (i.e., a subscription's
establishing request) MJST be treated as a direct response to that SW
Request (and thus the Subscription Fulfillnent bit is unset). SW
Response attributes are only treated as being in fulfillnment of a
subscription (i.e., Subscription Fulfillnent bit set) if they are

sent follow ng a change event, as shown in Figure 3.

The Software Identifier Count field indicates the nunmber of Software
Identifiers present in this inventory. Each Software lIdentifier is
represented by the followi ng set of fields: Record ID, Data Model
Type, Software ldentifier Length, SWID, Software Locator Length, and
Software Locator. These fields will appear once for each reported
record.

When responding directly to a SWRequest attribute, the Request ID
Copy / Subscription ID field MJUST contain an exact copy of the
Request ID field fromthat SWRequest. Wen this attribute is sent
in fulfillment of an existing subscription on this Posture Coll ector
then this field MIST contain the Subscription ID of the fulfilled
subscri ption.

The EID Epoch field indicates the EID Epoch of the Last EID val ue.
The Last EID field MIUST contain the EID of the |ast recorded change
event (see Section 3.5 for nore about EIDs and recorded events) at
the tinme this inventory was collected. 1In the case where there are
no recorded change events at the time that this inventory was
collected, the Last EID field MIST contain 0. These fields can be
interpreted to indicate that the provided inventory reflects the
state of the endpoint after all changes up to and including this |ast
event have been accounted for

4.9. Software ldentifier Events

A SWPC sends this attribute to a SWPV to convey events where the
affected records are reported without software inventory evidence
records. A SWPV MIUST NOT send this attribute. The SWPC either
sends this attribute in fulfillment of an existing subscription where
the establishing request has a Result Type is 1 and the Earliest EID
is non-zero, or in direct response to a SWRequest attribute where
the Result Type is 1 and the Earliest EID is non-zero.
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Figure 8: Software ldentifier Events Attribute

B g +
| Field | Description |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Flags: Bit O | In the case that this attribute is sent in |
| - | fulfillment of a subscription this bit MJST be set |
| Subscription | (1). |In the case that this attribute is a direct |
| Fulfillment | response to a SWRequest, this bit MJST be unset |
| o |
| Flags: Bit | Reserved for future use. This field MJST be set to |
| 1-7 - | zero on transm ssion and ignored upon reception. |
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Reserved
Event Count The nunber of events that are reported in this
attribute. This field is a 3-byte unsigned
integer. The EID, Tinmestanp, Record ID, Action
Data Mbdel Type, Software ldentifier Length,

Sof tware Locator Length, Software ldentifier, and
Software Locator fields are repeated, in order,
the nunber of tines indicated in this field. This
field value MAY be 0, in which case there are no
i nstances of these fields.

In the case where this attribute is in direct
response to a SWRequest attribute froma SWPV,
this field MIUST contain an exact copy of the
Request ID field fromthat SWRequest. 1In the
case where this attribute is sent in fulfill ment
of an active subscription, this field MJST contain
the Subscription ID of the subscription being
fulfilled by this attribute.

Request 1D
Copy /
Subscri pti on
I D

El D Epoch The EID Epoch of the Last EID value. This field is

an unsi gned 4-byte integer.

Last EID
or 0if the SWPC has no recorded events. This
field contains the EID of the SWPC s | ast
recorded change event (which mght or mght not be
included as an event record in this attribute).

The EID of the last event record that was

consul ted when generating the event record I|ist
included in this attribute. This is different from
the Last EID field value if and only if this
attribute is conveying a partial |ist of event
records. See Section 3.5.5 for nore on partial

list of event records.

Last
Consul t ed
El D

El D The EID of the event in this event record.

Ti mest anp The tinestanp associated with the event in this
event record. This tinmestanps is the SWPC s best
under st andi ng of when the given event occurred.
Note that this timestanp mi ght be an estimate.

The Tinestanp date and time MJST be represented as
an RFC 3339 [5] conpliant ASCIl string in

Coordi nated Universal Tinme (UTC) tinme with the
additional restrictions that the 'T delimter and

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
The EID of the last event recorded by the SWPC,
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I

Coffin, et al. Expires May 4, 2017 [ Page 54]



Internet-Draft SW MBRA for PA-TNC Cct ober 2016

| the *Z' suffix MJST be capitalized and fractiona

| seconds (tine-secfrac) MJST NOT be included. This

| field conforms to the date-tine ABNF production

| fromsection 5.6 of RFC 3339 [RFC3339] with the

| above restrictions. Leap seconds are pernitted

| and SWPVs MJST support them The Ti nestanp

| string MJUST NOT be NULL terninated or padded in

| any way. The length of this field is always 20

| octets.

I

Record ID | A 4-byte, unsigned integer containing the Record
| Identifier value froma software inventory
| evidence record.
I

Acti on | The type of event that is recorded in this event
| record. Possible values are: 1 = CREATION - the
| addition of a record to the endpoint’s Software
| I'nventory Evidence Collection; 2 = DELETION - the
| renoval of a record fromthe endpoint’s Software
| I'nventory Evidence Collection; 3 = ALTERATION -
| There was an alteration to a record within the
| endpoint’s Software |Inventory Evidence Coll ection
| Al other values are reserved for future use and
| MUST NOT be used when sending attributes. In the
| case where a SWPV receives an event record that
| uses an action value other than the ones defined
| here, it MJST ignore that event record but SHOULD
| process other event records in this attribute as
| normal.
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Dat a Mbdel
Type

A 1-byte unsigned integer containing an identifier
nunber fromthe Software Data Mbdel | ANA table
that identifies the data nodel of the reported
record

Sof t war e
Identifier
Length

A 2-byte unsigned integer indicating the length in
bytes of the Software Identifier field.

Sof t war e
Locat or
Length

A 2-byte unsigned integer indicating the length in
bytes of the Software Locator field.

Sof t war e
Identifier

A string containing the Software ldentifier value
froma software inventory evidence record. This
field value MUST be nornalized to Network Unicode
format, as described in Section 4.5. This string
MUST NOT be NULL term nated.
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I I I
| Software | A string containing the Software Locator val ue. |
| Locat or | This is expressed as a URI. This field value MIUST |
[ | be normalized to Network Unicode format as [
| | described in Section 3.2.1.2. This string MJST NOT |
| | be NULL terninated. |
T I TS +

Table 6: Software ldentifier Events Attribute Fields

The first fewfields in the Software Identifier Events attribute
mrror those in the Software lIdentifier Inventory attribute. The
primary difference is that, instead of conveying an inventory, the
attribute conveys zero or nore event records, consisting of the El D
ti mestanp, Record ID, action type, data nodel type, Software
Identifier, and Software Locator of the affected software inventory
evi dence record.

Wth regard to the Tinestanp field, it is inportant to note that

cl ock skew between the SWPC and SWPV as well as between different
SWPCs within an enterprise m ght make correlation of tinmestanp
values difficult. This specification does not attenpt to resolve

cl ock skew i ssues, although other nechani snms outside of this
specification do exist to reduce the inpact of clock skew and nmake
the tinmestanp nore useful for such correlation. |Instead, Software

I nventory Message and Attributes for PA-TNC uses Tinestanmp val ue
primarily as a neans to indicate the anount of tine between two
events on a single endpoint. For exanple, by taking the difference
of the tines for when a record was renoved and then subsequently re-
added, one can get an indication as to how |l ong the system was

wi t hout the given record (and, thus wi thout the associated software).
Since this will involve conparison of tinestanp val ues al
originating on the same system clock skew between the SWPC and SW
PV is not an issue. However, if the SWPC s clock was adj usted

bet ween two recorded events, it is possible for such a calculation to
| ead to incorrect understandings of the tenporal distance between
events. Users of this field need to be aware of the possibility for
such occurrences. In the case where the Tinestanp val ues of two
events appear to contradict the EID ordering of those events (i.e.
the later EID has an earlier tinmestanp) the recipient MIST treat the
EI D ordering as correct.

Al'l events recorded in a Software ldentifier Events Attribute are
required to be part of the same EID Epoch. Specifically, al
reported events MJST have an EID fromthe sane ElI D Epoch as each
other, and which is the sane as the EID Epoch of the Last EID and
Last Consulted EID values. The SWPC MJUST NOT report events with
ElDs fromdifferent EID Epochs.
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The Last Consulted EID field contains the EID of the | ast event
record considered for inclusion in this attribute. |If this attribute
contains a partial event set (as described in Section 3.5.5) this
field value will be less than the Last EID value; if this attribute
contains a conplete event set, the Last EID and Last Consulted EID
val ues are identical

If multiple events are sent in a Software ldentifier Events
attribute, the order in which they appear within the attribute is not
significant. The EIDs associated with themare used for ordering the
i ndi cated events appropriately. Al so note that a single software
record m ght be reported nultiple tines in an attribute, such as if
mul ti ple events involving the associated record were being reported.

4.10. Software Inventory

A SWPC sends this attribute to a SWPV to convey a list of inventory
records. A SWPV MJUST NOT send this attribute. The SWPC either
sends this attribute in fulfillment of an existing subscription where
the establishing request had a Result Type of 0 and the Earliest EID
is zero, or in direct response to a SWRequest attribute where the
Result Type is 0 and the Earliest EIDis zero.
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Figure 9: Software Inventory Attribute

In the case that this attribute is sent in

Fl ags: Bit O
- fulfillment of a subscription this bit MIST be set

Subscri pti on (1). In the case that this attribute is a direct

Ful fill nment response to a SWRequest, this bit MJST be unset
(0).

Fl ags: Bit Reserved for future use. This field MIST be set to

1-7 - zero on transm ssion and i gnored upon reception

Reser ved

The nunber of records that follow This field is a
3-byte unsigned integer. The Record ID, Software

I dentifier Length, Software Locator Length, Record
Length, Data Mddel Type, Software ldentifier,
Software Locator, and Record fields are repeated,
in order, the nunber of times indicated in this
field. This field value MAY be 0 in which case
there are no instances of these fields.

Record Count
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Request 1D In the case where this attribute is in direct

Copy / response to a SWRequest attribute froma SWPV,

Subscri ption this field MUST contain an exact copy of the

I D Request ID field fromthat SWRequest. |In the
case where this attribute is sent in fulfill nment
of an active subscription, this field MJST contain
the Subscription ID of the subscription being
fulfilled by this attribute.

El D Epoch The EID Epoch of the Last EID value. This field is
an unsi gned 4-byte integer.

Last EID The EID of the last event recorded by the SWPC,
or 0 if the SWPC has no recorded events. This
field is an unsigned 4-byte integer.

Record ID A 4-byte, unsigned integer containing the Record
Identifier value froma software inventory
evi dence record.

Sof t war e A 2-byte unsigned integer indicating the length in

Identifier bytes of the Software Identifier field.

Length

Sof t war e A 2-byte unsigned integer indicating the length in

Locat or bytes of the Software Locator field

Length

Record Len This is a 4-byte unsigned integer indicating the

I ength of the Record field in bytes.

Dat a Mbdel A 1-byte unsigned integer containing an identifier

Type nunber fromthe Software Data Mbdel | ANA table
that identifies the data nodel of the reported
record

Sof t war e A string containing the Software ldentifier value

Identifier froma software inventory evidence record. This
field value MJST be normalized to Network Unicode
format, as described in Section 4.5. This string
MUST NOT be NULL term nated.

Sof t war e A string containing the Software Locator val ue.

Locat or This is expressed as a URI. This field value MJST

be normalized to Network Uni code format as
described in Section 3.2.1.2. This string MJST NOT
be NULL term nated.
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A software inventory evidence record as a string.
The record MJUST be converted and normalized to
Net wor k Uni code format, as described in Section
4.5, This string MJST NOT be NULL term nated.

Table 7: Software Inventory Attribute Fields

The Software Inventory attribute contains some nunber of software

i nventory evidence records along with the core response attribute
fields. Gven that the size of records can vary considerably, the
length of this attribute is highly variable and, if transnmitting a
compl ete inventory, can be extrenely large. Enterprises mght w sh
to constrain the use of Software Inventory attributes to targeted
requests to avoid over-burdening the network unnecessarily.

When copying a software inventory evidence record into the Record
field, the record MJUST be converted and normalized to use Network
Uni code format prior to its inclusion in the record field.

4.11. Software Events

A SWPC sends this attribute to a SWPV to convey a list of events
that include software inventory evidence records. A SWPV MJST NOT
send this attribute. The SWPC either sends this attribute in
fulfillment of an existing subscription where the establishing
request has a Result Type of 0 and the Earliest EID is non-zero, or
in direct response to a SWRequest attribute where the Result Type is
0 and the Earliest EID is non-zero.
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Figure 10: Software Events Attribute

o o o m e e e e e e e e e e e e e e e e e e e e e e e meee oo -
| Field | Description

B g
| Flags: Bit O | In the case that this attribute is sent in

| - | fulfillment of a subscription this bit MJIST be set
| Subscription | (1). |In the case that this attribute is a direct

| Fulfillnment | response to a SWRequest, this bit MJST be unset
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(0).

Reserved for future use. This field MIST be set to
zero on transm ssion and i gnored upon reception

Fl ags: Bit
1-7 -
Reserved
Event Count The nunber of events being reported in this
attribute. This field is a 3-byte unsigned
integer. The EID, Tinmestanp, Record ldentifier
Software ldentifier Length, Software Locator
Length, Record Length, Action, Data Mdel Type,
Software ldentifier, Software Locator, and Record
fields are repeated, in order, the nunber of tines
indicated in this field. This field value MAY be
0, in which case there are no instances of these
fields.

In the case where this attribute is in direct
response to a SWRequest attribute froma SWPV,
this field MIUST contain an exact copy of the
Request ID field fromthat SWRequest. 1In the
case where this attribute is sent in fulfill nment
of an active subscription, this field MJUST contain
the Subscription ID of the subscription being

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I
Request I D |
I
I
I
I
I
fulfilled by this attribute. |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Copy /
Subscri ption
I D

El D Epoch The EID Epoch of the Last EID value. This field is

an unsi gned 4-byte integer.
Last EID The EID of the last event recorded by the SWPC,

or 0if the SWPC has no recorded events. This
field contains the EID of the SWPC s | ast
recorded change event (which mght or m ght not be
included as an event record in this attribute).

The EID of the last event record that was

consul ted when generating the event record I|ist
included in this attribute. This is different from
the Last EID field value if and only if this
attribute is conveying a partial |ist of event
records. See Section 3.5.5 for nore on parti al

list of event records.

Last
Consul t ed
El D

El D The EID of the event in this event record.

Ti nest anp The tinestanp associated with the event in this
event record. This tinmestanp is the SWPC s best
under st andi ng of when the given event occurred.
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Note that this tinmestanp might be an estimate.

The Tinestanp date and time MJST be represented as
an RFC 3339 [5] conpliant ASCIl string in

Coordi nated Universal Tine (UTC) tine with the
additional restrictions that the 'T delimter and
the 'Z' suffix MJST be capitalized and fractiona
seconds (tinme-secfrac) MJST NOT be included. This
field conforms to the date-tine ABNF production
fromsection 5.6 of RFC 3339 [ RFC3339] with the
above restrictions. Leap seconds are pernitted
and SWPVs MJUST support them The Tinestanp
string MJUST NOT be NULL termninated or padded in
any way. The length of this field is always 20

octets.
Record A 4-byte, unsigned integer containing the Record
Identifier Identifier value froma software inventory

evi dence record.
Sof t war e A 2-byte unsigned integer indicating the length in
Identifier bytes of the Software Identifier field.
Length
Sof t war e A 2-byte unsigned integer indicating the length in
Length

Record Len This is a 4-byte unsigned integer indicating the

| ength of the Record field in bytes.
Acti on The type of event that is recorded in this event
record. Possible values are: 1 = CREATION - the
addition of a record to the endpoint’s Software

I nventory Evidence Collection; 2 = DELETION - the
renoval of a record fromthe endpoint’s Software

I nventory Evidence Collection; 3 = ALTERATI ON -
There was an alteration to a record within the
endpoint’s Software Inventory Evidence Collection
Al'l other values are reserved for future use and
MUST NOT be used when sending attributes. In the
case where a SWPV receives an event record that
uses an action value other than the ones defined
here, it MJST ignore that event record but SHOULD
process other event records in this attribute as
nor mal .

Dat a Mbdel
Type

A 1-byte unsigned integer containing an identifier
nunber fromthe Software Data Mddel | ANA table

I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
| |
| Locator bytes of the Software Locator field. |
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
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that identifies the data nodel of the reported
record.

Sof t war e
I dentifier

A string containing the Software Identifier value
froma software inventory evidence record. This
field value MJST be nornalized to Network Unicode
format, as described in Section 4.5. This string
MJUST NOT be NULL term nated.

Locat or This is expressed as a URI. This field val ue MJST
be norralized to Network Uni code fornmat as
described in Section 3.2.1.2. This string MJST NOT
be NULL terninated.

Record A software inventory evidence record as a string

The record MUST be converted and nornalized to

Net wor k Uni code format, as described in Section

4.5. This string MJST NOT be NULL terninated.

I I
I I
| |
I I
I I
I I
I I
I I
| |
Sof t war e | A string containing the Software Locator val ue. [
I I
I I
I I
I I
| |
I I
I I
I I
I I

Tabl e 8: Software Events Attribute Fields

The fields of this attribute are used in the sane way as the
corresponding fields of the previous attributes. As with the
Software Inventory attribute, a Software Events attribute can be
quite large if many events have occurred follow ng the event
indicated by a request’s Earliest EID. As such, it is reconmmended
that the SWRequest attributes only request full records be sent
(Result Type set to 0) in a targeted request, thus constraining the
response just to records that match a given set of Software
Identifiers.

As with the Software Identifier Events Attribute, this attribute MJST
only contain event records with EIDs conming fromthe current EID
Epoch of the SWPC.

As with the Software Inventory Attribute, the SWPC MIST perform
conversion and normalization of the record.

4.12. Subscription Status Request
A SWPV sends this attribute to a SWPC to request a list of active
subscriptions for which the requesting SWPV is the subscriber. A
SWPC MUST NOT send this attribute

This attribute has no fields.
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A SWPC MIST respond to this attribute by sending a Subscription
Status Response attribute (or a PA-TNC Error attribute if it is
unable to correctly provide a response).

4.13. Subscription Status Response

A SWPC sends this attribute to a SWPV to report the list of active
subscriptions for which the receiving SWPV is the subscriber. A SW
PV MUST NOT send this attribute.

1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Status Flags | Subscription Record Count |
B T i S S i S T h T i S S S S e
| Flags | Software Identifier Count |
B E e r e s i s i o T T s S S S S 2
| Request ID |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Earliest EID |
B T i S S i S T h T i S S S S e
| Software ldentifier Length | Software I D (var |ength) |
B E e r e s i s i o T T s S S S S 2

Figure 11: Subscription Status Response Attribute
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Reserved for future use. This field MIST be set
to zero on transm ssion and i gnored upon
reception.

Flags: Bit 0-7
- Reserved

Subscri pti on
Record Count

I I
I I
| |
| The nunber of subscription records that follow |
| This field is a 3-byte unsigned integer. The

| Flags, Software ldentifier Count, Request I|D, [
| Earliest EID, Software ldentifier Length, and

| Software ID fields are repeated, in order, the

| nunber of tinmes indicated in this field. This

| field value MAY be 0 in which case there are no

| instances of these fields. |
I I
I I
I I
I I
I I
I I
I I
I I
I I

Fl ags, Software For each active subscription, these fields

I dentifier contain an exact copy of the fields with the
Count, Request same nane as provided in the subscription’s
I D, Earliest est abl i shing request.
El D, Software
I dentifier
Length, and
Software I D
o e e e e oo - o o e e e e e e e e e e e e e e e e e e e e ee e +

Tabl e 9: Subscription Status Response Fields

A Subscription Status Response contains zero or nore subscription
records. Specifically, it MJST contain one subscription record for
each active subscription associated with the party that sent the
Subscription Status Request to which this attribute is a response.
As described in Section 3.6.2, the SWPC MIJST use the requester’s
Connection ID and its Posture Validator I D to determ ne which
subscriptions are associated with the requester

A SWPC MIUST send a Subscription Status Response attribute in
response to a Subscription Status Request attribute. The only
exception to this is if the SWPC experiences an error condition that
prevents it fromcorrectly popul ating the Subscription Status
Response attribute, in which case it MJST respond with a PA-TNC Error

attribute appropriate to the type of error experienced. |f there are
no active subscriptions associated with the requesting party, the
Subscription Status Response attribute will consist of its Status

Flags field, a Subscription Record Count field with a value of 0, and
no additional fields.
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Each subscription record included in a Subscription Status Response
attribute duplicates the fields of a SWRequest attribute that was
the establishing request of a subscription. Note that the Request ID
field in the record captures the Subscription ID associated with the
gi ven subscription record (since the Subscription IDis the sane as
the Request I D of the establishing request). Note also that if the
establishing request is targeted, then its Record Count field will be
non-zero and, within that subscription record, the Software
Identifier Length and Software Identifier fields are repeated, in
order, the nunmber of times indicated in the Record Count field. As
such, each subscription record can be different sizes. If the
establishing request is not targeted (Record Count field is 0), the
subscription record has no Software ldentifier Length or Software
Identifier fields.

When a SWPV conpares the information received in a Subscription
Status Response to its own records of active subscriptions it should
be aware that the SWPC ni ght be unable to distinguish this SWPV
fromother SWPVs on the same NEA Server. As a result, it is
possible that the SWPC will report nore subscription records than
the SWPV recogni zes. For this reason, SWPVs SHOULD NOT
automatically assune that extra subscriptions reported in a
Subscription Status Response indicate a probl em

4.14. PA-TNC Error as Used by Software |Inventory Message and Attributes
for PA-TNC

The PA-TNC Error attribute is defined in the PA-TNC specification

[ RFC5792], and its use here conforns to that specification. A PA-TNC
Error can be sent due to any error in the PA-TNC exchange and m ght

al so be sent in response to error conditions specific to the Software
I nventory Message and Attributes for PA-TNC exchange. The latter
case utilizes error codes defined bel ow

A PA-TNC Error attribute is sent instead of a SWResponse attribute
due to factors that prevent the reliable creation of a SWResponse.

As such, a SWPC MUST NOT send both a PA-TNC Error attribute and a SW
Response attribute in response to a single SWRequest attribute.

Table 10 lists the Error Code values for the PA-TNC Error attribute
specific to the Software Inventory Message and Attributes for PA-TNC
exchange. 1In all of these cases, the Error Code Vendor ID field MJUST
be set to 0x000000, corresponding to the |ETF SM Private Enterprise
Nunmber. The Error Information structures for each error type are
described in the foll ow ng subsections.

Note that a nessage with a Software | nventory Message and Attributes
for PA-TNC attribute mght also result in an error condition covered
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by the Standard PA-TNC Error Codes defined in PA-TNC. For exanple, a
SWAttribute mght have an invalid paraneter, leading to an error
code of "Invalid Paraneter”. In this case, the SWPC MJST use the
appropriate PA-TNC Error Code value as defined in Section 4.2.8 of
PA- TNC speci fication.

| Error Code Val ue | Description |
0x00000020 SWERRCR This indicates a fatal error [
(i.e., an error that precludes the |
creation of a suitable response |
attribute) other than the errors |
descri bed below but still specific to the |
processing of SWAttributes. The |
Description field SHOULD contain [
addi tional diagnostic infornation. |

I
0x00000021 SW SUBSCRI PTI ON_DENI ED_ERROR. Thi s |
i ndi cates that the SWPC deni ed the SW |
PV's request to establish a subscription. |
The Description field SHOULD contain [
addi tional diagnostic infornation. |

I
0x00000022 SW RESPONSE_TOO LARGE ERROR. This |
i ndi cates that the SWPC s response to |
the SWPV s request was too |large to be |
serviced. The error information structure |
i ndi cates the |argest possible size of a |
response supported by the SWPC (see |
Section 4.14.2). The Description field [
SHOULD cont ai n addi ti onal diagnostic |
i nformati on. |

I
0x00000023 SW SUBSCRI PTI ON_FULFI LLMENT_ERROR. Thi s [
i ndi cates that the SWPC experienced an |
error fulfilling a given subscription. |
The error information includes the |
Subscription I D of the rel evant |
subscription, as well as a sub-error that |
describes the nature of the error the SW |
PC experienced. The SWPC and SWPV MJST |
treat the identified subscription as |
cancel | ed. |

|
0x00000024 SW SUBSCRI PTI ON_I D_REUSE_ERROR. Thi s [
i ndi cates that the SWPC received a SW |
Request from a given SWPV where the |
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Request I D of that SW Request is
currently used as the Subscription |ID of
an active subscription with that SWPV.
This error does not cancel the identified
subscription.

0x00000025- 0x0000002F RESERVED. These Error Codes are reserved
for use by future revisions of the
Software I nventory Message and Attributes
for PA-TNC specification. Any PA-TNC
Error attribute using one of these Error
Codes MJST be treated as indicating a
fatal error on the sender wi thout further
i nterpretation.

Tabl e 10: PA-TNC Error Codes for Software Inventory Message and
Attributes for PA-TNC

The follow ng subsections describe the structures present in the
Error Information fields.

4.14.1. SWERROR, SW SUBSCRI PTI ON_DENI ED_ERROR and
SW SUBSCRI PTI ON_I D_REUSE_ERROR | nf or mati on

The SWERRCR error code indicates that the sender (the SWPC) has
encountered an error related to the processing of a SWRequest
attribute but which is not covered by nore specific SWerror codes.
The SW SUBSCRI PTI ON_DENI ED ERROR i s used when the SWPV requests to
establish a subscription or clear all subscriptions fromthe given
SWPV, but the SWPC is unable or unwilling to conply with this
request. The SW SUBSCRI PTI ON_ | D REUSE ERROR i s used when the SWPC
recei ves a SW Request whose Request 1D duplicates a Subscription ID
of an active subscription with the request’s sender. All of these
error codes use the following error information structure.

1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Copy of Request ID/ Subscription ID |
B E e r e s i s i o T T s S S S S 2
[ Descri ption (variable |ength) |
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 12: SWError, Subscription Error, and Subscription |ID Reuse
I nformation
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Copy of
Request 1D/
Subscri ption
I D

| I'n the case that this error condition is generated

| in direct response to a SWRequest attribute, this

| field MUST contain an exact copy of the Request 1D |
| field in the SWRequest attribute that caused this

| error. In the case that the attribute in question

| is generated in fulfillnment of an active |
| subscription, this field MJST contain the [
| Subscription ID of the subscription for which the

| attribute was generated. (This is only possible [
| if the error code is SWERROR as the other errors

| are not generated by subscription fulfillment.) |
| Note that, in this case, the indicated error |
| appears as a sub-error for a [
| SW SUBSCRI PTI ON_FULFI LLMENT _ERROR, as described in

| Section 4.14.3. |
I I
I I
| |
I I
I I
I I

A UTF-8 string describing the condition that
caused this error. This field MAY be 0-1ength.
However, senders SHOULD i ncl ude sone description
in all PA-TNC Error attributes of these types.
This field MUST NOT be NULL terninated.

Table 11: SWError, Subscription Error, and Subscription |ID Reuse
I nformation Fields

This error information structure is used with SWERROR

SW SUBSCRI PTI ON_DENI ED_ERROR, and SW SUBSCRI PTI ON_I D_REUSE_ERROR
status codes to identify the SWRequest attribute that precipitated
the error condition and to describe the error. The Description field
contains text describing the error. The SWPC MAY encode machi ne-
interpretable information in this field, but SHOULD al so include a
human- r eadabl e description of the error, since the receiving SWPV

ni ght not recogni ze the SWPC s encoded i nformation.

4.14.2. SW RESPONSE TOO LARGE ERRCR I nfornation
The SW RESPONSE TOO LARCE ERROR error code indicates that a response

generated by a SWPC in response to a SWPV s SWRequest attribute
was too large to send

Coffin, et al. Expires May 4, 2017 [ Page 70]



Internet-Draft SW MBRA for PA-TNC Cct ober 2016

1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Copy of Request I D/ Subscription | [
T T e i T e s o i S SR S S
[ Maxi mum Al | owed Size [
e e e e i e s S e R CE o o R
| Description (variable |ength) |
B i S S T s i S T st i S S S S S S S S i

Fi gure 13: SW Response Too Large Error Information

Copy of

Request 1D/
Subscri ption

In the case that the attribute in question is
generated in direct response to a SWRequest, this
field MUST contain an exact copy of the Request ID
field in the SWRequest attribute that caused this
error. |In the case that the attribute in question
is generated in fulfillnent of an active
subscription, this field MJUST contain the
Subscription I D of the subscription for which the
attribute was generated. Note that, in the latter
case, the SWRESPONSE TOO LARCGE ERROR appears as a
sub-error for a SW SUBSCRI PTI ON_FULFI LLVMENT _ERROR,
as described in Section 4.14. 3.

Maxi mum
Al |l owed Si ze

This field MIUST contain an unsi gned integer

i ndicating the | argest permissible size, in bytes,
of SWAttribute that the SWPC is currently
willing to send in response to a SW Request
attribute.

Description A UTF-8 string describing the condition that
caused this error. This field MAY be O-Iength.
However, senders SHOULD i ncl ude sone description
in all PA-TNC Error attributes of these types.
This field MJST NOT be NULL term nated.

Tabl e 12: SW Response Too Large Error Information Fields
This error structure is used with the SW RESPONSE TOO LARGE ERROR
status code to identify the SWRequest attribute that precipitated

the error condition and to describe the error. The Maxi nrum Al | oned
Size field indicates the largest attribute the SWPCis willing to
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send in response to a SWRequest under the current circumnstances.
Not e that under other circunstances, the SWPC night be willing to
return | arger or smaller responses than indicated (such as if the
endpoi nt connects to the NEA Server using a different network
protocol). The other fields in this error information structure have
the sane neani ngs as corresponding fields in the SWERROR and

SW SUBSCRI PTI ON_DENI ED_ERRCR i nformati on structure.

4.14.3. SW SUBSCRI PTI ON_FULFI LLMENT_ERRCR | nf or mati on

The SW SUBSCRI PTI ON_FULFI LLMENT _ERROR error code indicates that the
SW PC encountered an error while fulfilling a subscription. The
bytes after the first 4 octets duplicate a PA-TNC Error attribute (as
described in Section 4.2.8 of PA-TNC) that is used to identify the
nature of the encountered error.

1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Subscription ID |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Reserved | Sub Error Code Vendor |ID |
B E e r e s i s i o T T s S S S S 2
| Sub Error Code |
B T T i I T T o S S S e b S S S
| Sub Error Information (Variable Length) |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Fi gure 14: SW Subscription Fulfillment Error |nformation
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Subscri ption This field MUST contain the Subscription ID of the

Information field of a PA-TNC Error attribute that
describes the error condition encountered during
subscri ption processing.

I nformati on

I I I
| ID | subscription whose fulfillnment caused this error. |
I I I
| Reserved | This field MUST contain the value of the Reserved |
| | field of a PA-TNC Error attribute that describes |
| | the error condition encountered during |
[ | subscription processing. [
I I I
| Sub Error | This field MJUST contain the value of the Error |
| Code Vendor | Code Vendor ID field of a PA-TNC Error attribute |
| ID | that describes the error condition encountered |
| | during subscription processing. |
I I I
| Sub Error | This field MUST contain the value of the Error |
| Code | Code field of a PA-TNC Error attribute that |
| | describes the error condition encountered during |
| | subscription processing. |
I I I
| Sub Error | This field MUST contain the value of the Error [
I I I
I I I
I I I

Tabl e 13: SW Subscription Fulfillnment Error Information Fields

This error structure is used with the

SW SUBSCRI PTI ON_FULFI LLMENT_ERROR status code. The first 4 octets of
this error structure contain the Subscription ID of the subscription
that was being fulfilled when the error occurred. The remaining
fields of this error structure duplicate the fields of a PA-TNC Error
attribute, referred to as the "sub-error". The error code of the
sub-error corresponds to the type of error that the SWPC encountered
while fulfilling the given subscription. The sub-error MJST NOT have
an error code of SW SUBSCRI PTI ON_FULFI LLMENT ERROR

The SWPC sending a PA-TNC Error attribute with this error code, and
the SWPV receiving it, MJST treat the subscription identified by the
Subscription ID field as cancelled. Al other subscriptions are
unaf f ect ed.
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5. Supported Data Mbdel s

Software I nventory Message and Attributes for PA-TNC supports an
extensible list of data nodels for representing and transmtting
software inventory information. This list of data nodels appears in
the Software Data Mbdel | ANA table (see Section 9.4). This docunent
provi des guidance for an initial set of data nodels. Oher documents
m ght provide gui dance on the use of new data nodels by Software

I nventory Message and Attributes for PA-TNC, and will be referenced
by extensions to the Software Data Mbdel | ANA table.

5.1. 1SO 2015 SWD Tags using XM

The International Organization for Standardi zation and the
International Electrotechnical Comm ssion (1SQIEC) published the
specification governing SWD tag construction and use in 2009 with a
revi sed version published in 2015. [SWD] Since that tinme, a grow ng
nunber of vendors have integrated SWD tags into their software
products. Doing so significantly sinplifies the task of identifying
these pieces of software: instead of relying on discovery processes
that |look for clues as to software presence, such as the presence of
particular files or registry keys, a readily available list of SWD
tags provides sinple and i medi ate evidence as to the presence of the
gi ven piece of software.

SWD Message and Attributes for PA-TNC has no reliance on the
presence or nmanagenent of SWD tags on an endpoint as described in
the 1SO specification. However, the data nodel for describing
software that is presented in the | SO specification provides a robust
and conprehensive way of describing software and is adopted here as a
means of representing and transnitting software information. It
shoul d be enphasi zed, the use of the SO SWD tag data nodel nakes no
assunption as to whether the source of the recorded information was,
in fact, an SO SWD tag harvested fromthe endpoint or whether the

i nformati on was created using sone other source and nornalized to the
SWD format.

5.1.1. Cuidance on Normalizing Source Data to | SO 2015 SWD Tags usi ng
XML

TBD
Don't violate the specification
Use your own Tag Creator ReglD or the Unknown Tag Creator ReglD. Do

not use sone other party’'s ReglD, especially not the ReglD of the
software author if you are not the author.
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5.1.2. CGuidance on Creation of Software ldentifiers from| SO 2015 SWD
Tags

TBD

Use conbination of Tag Creator Regl D and Unique ID fields.
Specifically, format shoul d be NUMBER: : TAG CREATOR REG D UNI QUE_I D,
where NUMBER is the length of TAG CREATOR REG D in bytes. The rest
of the Software ldentifier MJST be the concatenation of the Tag
Creator ReglD and the Unique ID fromthe tag, wi thout any connecting
character or whitespace.

5.2. 1SO 2009 SWD Tags using XM

As noted above, 1SOs SWD tag specification provides a useful data
nodel for representation of software information. As of the witing
of this specification, while the 2015 specification is considered
nore conprehensive and addresses sone issues with the 2009
specification, 2009-format SWD tags remain far nore conmon in

depl oynents. For this reason, |SO 2009 SWD tags are included in the
Sof tware Data Mbdel | ANA table.

5.2.1. Quidance on Normalizing Source Data to | SO 2015 SWD Tags using
XML

TBD
Don't violate the specification

Use your own Tag Creator ReglD or the Unknown Tag Creator ReglD. Do
not use sone other party’'s ReglD, especially not the ReglD of the
software author if you are not the author.

5.2.2. @iidance on Creation of Software Identifiers froml|SO 2015 SWD
Tags

TBD

Use comnbi nation of Tag Creator Regl D and Unique ID fields.
Specifically, format should be NUMBER : TAG CREATOR REG D UNI QUE I D,
where NUMBER is the I ength of TAG CREATOR REGA D in bytes. The rest
of the Software ldentifier MJUST be the concatenation of the Tag
Creator Regl D and the Unique ID fromthe tag, w thout any connecting
character or whitespace.
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6

6

6

Security Considerations

This section discusses some of the security threats facing Posture
Col l ectors and Posture Validators that inplenment the Software

I nventory Message and Attributes for PA-TNC protocol. This section
primarily notes potential issues for inplenenters to consider,

al though it does contain a handful of nornative requirements to
address certain security issues. Inplenmenters need to nmake the fina
decision as to how their inplenentations address the given issues.
The issues identified below focus on capabilities specific to this
docunent. Inplenenters are advised to consult other relevant NEA
specifications for security issues that are applicable to such
conponents in general

Readi ng the Security Considerations section of any well-witten
specification can be discouraging, as a long list of possible threats
is catalogued. Keep in nmind that no security neasure is absol ute,

but each one can be beneficial. By understanding the weaknesses of
each security neasure, we can put in place countermeasures to protect
agai nst exploitation of these weaknesses.

1. Evidentiary Value of Software Inventory Evidence Records

It must be remenbered that the accuracy of an endpoints Software

I nventory Evidence Collection as an indicator of the endpoints
software | oad and changes thereon is only as accurate as the tools
that popul ate and manage the software inventory evidence records in
this collection. Sone tools m ght not be designed to update records
in the Software I nventory Evidence Collection in real tine resulting
in a collection that is out-of-step with actual system state.
Moreover, tools night inaccurately characterize software, or fail to
properly record its removal. Finally, it is likely that there wll
be software on the endpoint that is not tracked by any source and
thus is not reflected in the Software Inventory Evidence Collection
Users of collected software inventory evidence records need to
understand that the information provided by the Software |nventory
Message and Attributes for PA-TNC capability cannot be treated as
compl etely accurate. Nonethel ess, having endpoints report this
information can still provide useful insights into the state of the
endpoint’s software | oad, and can alert admnistrators and policy
tools of situations that require renedi ation

2. Sensitivity of Collected Records

Sof tware records on an endpoint are generally not considered to be
sensitive, although there can be exceptions to this generalization as
noted in the section on Privacy Considerations. In general, an
endpoint’s Software | nventory Evidence Collection can be browsed and
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i ndi vidual records read by any party with access to the endpoint.
This is generally not considered to be problematic, as those with
access to the endpoint can usually |earn of everything disclosed by
that endpoint’s records sinply by inspecting other parts of the
endpoi nt .

The situation changes when an endpoint’s inventory records are

coll ected and stored off of the endpoint itself, such as on a NEA
Server or CMDB. Inventory records represent a wealth of information
about the endpoint in question and, for an adversary who does not

al ready have access to the endpoint, a collection of the endpoint’s
inventory records mght provide many details that are useful for
nmounting an attack. A list of the inventory records associated with
an endpoint reveals a list of software installed on the endpoint.
This list can be very detailed, noting specific versions and even
patch levels, which an adversary can use to identify vul nerable
software and design efficacious attacks.

In addition, other information m ght also be gleaned froma
coll ection of software inventory records:

0 An inventory record mght include information about where the
product was installed on a given endpoint. This can revea
details about the file organization of that endpoint that an
attacker can utilize.

0 An inventory record mght include informtion about how the
software was provided to the endpoint, who in an organi zation
signs off on the package rel ease, and who packaged t he product for
installation. This information m ght be used as a starting point
for the devel opment of supply chain attacks.

o0 Events affecting inventory records are reported with tinestanps
i ndi cati ng when each given event occurred. This can give the
attacker an indication of how quickly an organization distributes
pat ches and updates, hel ping the attacker determ ne how | ong an
attack wi ndow m ght renmain open.

Any consolidated software inventory is a potential risk, because such
an inventory can provide an adversary an insight into the
enterprise’ s configurati on and nmanagenent process. It is recommended
that a centralized software inventory record collection be protected
agai nst unaut horized access. Mechanisns to acconplish this can

i nclude encrypting the data at rest, ensuring that access to the data
is limted only to necessary individuals and processes, and ot her
basi ¢ security precautions.
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6.3. Integrity of Endpoint Records

SWPCs maintain records of detected changes to the endpoint’s
Software I nventory Evidence Collection. These records are used to
respond to a SWPV s request for change events. The SWPV m ght use
a list of reported events to update its understanding of the
endpoint’s Software Inventory Evidence Collection w thout needing to

receive a full inventory report fromthe SWPC. For this reason,
preserving the integrity of the SWPC s record of events is extrenely
important. |If an attacker nodifies the SWPC s record of changes to

the endpoint’s Software Inventory Evidence Collection, this m ght
cause the SWPV s understanding of the endpoint’s Software |nventory
Evi dence Collection to differ fromits actual state. Results m ght

i nclude |l eading the SWPV to believe that absent software was
present, that present software was absent, that patches have been
installed even if this is not the case, or to be unaware of other
changes to Software Inventory Evidence Records. As such, the SWPC
MUST take steps to protect the integrity of its event records.

In addition, records of established SWPV subscriptions also require
protection agai nst mani pul ation or corruption. |If an attacker is
able to nodify or delete records of an established subscription by a
SWPV, the SWPC might fail to correctly fulfill this subscription.
The SWPV would not be aware that its subscription was not being
correctly fulfilled unless it received additional information that

i ndi cated a di screpancy. For exanple, the SWPV mght collect a full
inventory and realize fromthis that certain events had not been
correctly reported in accordance with an established subscription.
For this reason, the SWPC MJST protect the integrity of subscription
records.

6.4. SWPC Access Perm ssions

A SWPC requires sufficient permssions to collect Software Inventory
Evi dence Records fromall of its supported sources, as well as
sufficient perm ssions to interact with the endpoint’s Posture Broker
Client. Wth regard to the fornmer, this nmight require permissions to
read the contents of directories throughout the file system

Dependi ng on the operating environnent and other activities
undertaken by a SWPC (or software that incorporates a SWPC as one
of its capabilities) additional perm ssions mght be required by the
SWPC software. The SWPC SHOULD NOT be granted perm ssions beyond
what it needs in order to fulfill its duties.
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6.5. Sanitization of Record Fields

Not all sources of software inventory evidence are necessarily
tightly controlled. For exanple, consider a source that gathers
.swid files fromthe endpoint’s file system Any party could create
a new .swid file that could be collected and turned into a Software
Inventory Evidence Record. As a result, it is inportant that the
contents of source information not be automatically trusted. In
particular, tools that read source information and the Software

I nventory Evidence Records derived therefrom including SWPCs, need
to be careful to sanitize input to prevent buffer overflow attacks,
encodi ng attacks, and ot her weaknesses that mnight be exploited by an
adversary who can control the contents of a record.

6.6. PA-TNC Security Threats

In addition to the aforenentioned considerations the Software
Inventory Message and Attributes for PA-TNC protocol is subject to
the sane security threats as other PA-TNC transactions, as noted in
Section 5.2 of PA-TNC [ RFC5792]. These include, but are not limted
to, attribute theft, nessage fabrication, attribute nodification
attribute replay, attribute insertion, and denial of service.

I npl enenters are advised to consult the PA-TNC specification to
better understand these security issues.

7. Privacy Considerations

As noted in Section 6.2, if an adversary can gain an understandi ng of
the software installed on an endpoint, they can utilize this to

| aunch attacks and maintain footholds on this endpoint. For this
reason, the NEA Server needs to ensure adequate safeguards are in

pl ace to prevent exposure of collected inventory records. For
simlar reasons, it is advisable that an endpoint only send records
to a NEA Server that is authorized to receive this information and
that can be trusted to safeguard this information after collection

8. Relationship to Oher Specifications

This specification nakes frequent reference to and use of other
specifications. This section describes these rel ationshi ps.

This specification is expected to participate in a standard NEA
architecture. As such, it is expected to be used in conjunction with
the other protocols used in a NEA exchange. In particular, SW
Attributes are conveyed over PB-TNC [ RFC5793], which is in turn
conveyed over sone variant of PT (either PT-TLS [ RFC6876] or PT-EAP
[RFC7171]). These protocols have an especially inportant role, as
they are responsible for ensuring that attributes defined under this
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specification are delivered reliably, securely, and to the
appropriate party.

It is inportant to note that the Product Information, Nuneric
Version, and String Version attributes defined in the PA-TNC
specification [ RFC5792] are al so neant to convey infornmation about
installed applications and the versions thereof. As such, there is
some conceptual overlap between those attributes and the intent of
this specification. However, PA-TNC was designed to respond to very
specific queries about specific classes of products, while the
Software I nventory Message and Attributes for PA-TNC specification is
abl e to convey a broader query, resulting in a nore conprehensive set
of evidence regarding an endpoint’s installed software. As such

this specification provides inportant capabilities not present in the
PA- TNC specification

9. | ANA Consi derati ons

This section extends nultiple existing | ANA registries.
Specifically, it extends the PA-TNC Attri bute Types and PA-TNC Error
Codes defined in the PA-TNC specification [RFC5792] and the PA-

Subt ypes registry defined in the PB-TNC specification [ RFC5793] and
extended in PA-TNC. This specification only adds values to these
registries and does not alter how these registries work or are

mai ntai ned. Consult the appropriate specifications for details on
the operations and mai ntenance of these registries.

9.1. Registry for PA-TNC Attribute Types

Section 4.4 of this specification defines several new PA-TNC
attributes. The follow ng values are added to the registry for PA-
TNC Attribute Types defined in the PA-TNC specification. Note that
Table 3 in Section 4.4 lists these attributes but uses a hexadeci mal
value to identify their associated integer. The integer val ues given
in that table are identical to those provided here. Note also that
Table 3 includes an entry for PA-TNC Error attributes, but the | ANA

i nformati on associated with that attribute is already defined in the
PA- TNC specification and is not reproduced here.
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SW Request Sof tware I nventory Message

and Attributes for PA-TNC

I I I I I
I I I I I
I I I I I
| O | 18 | Software | Software Inventory Message |
| | | Identifier | and Attributes for PA-TNC |
| | | I'nventory | |
I I I I I
| O | 19 | Software | Software Inventory Message |
| | | Identifier Events | and Attributes for PA-TNC |
I I I I I
| O | 20 | Software | Software Inventory Message |
| | | I'nventory | and Attributes for PA-TNC |
I I I I I
| O | 21 | Software Events | Software Inventory Message |
| | | | and Attributes for PA-TNC |
I I I I I
| O | 22 | Subscription | Software Inventory Message |
| | | Status Request | and Attributes for PA-TNC |
I I I I I
| O | 23 | Subscription | Software Inventory Message |
| | | Status Response | and Attributes for PA-TNC |
I I I I I
| O | 24 | Subscription | Software Inventory Message |
| | | Status Response | and Attributes for PA-TNC |
I I I I I
| O | 25 - 31 | Reserved for | Software Inventory Message |
| | | future use | and Attributes for PA-TNC |
S Fommm e - o e e e oo oo e e e e eeiaaoo-- +

9.2. Registry for PA-TNC Error Codes

Section 4.14 of this specification defines several new PA-TNC Error
Codes. The followi ng values are added to the registry for PA-TNC
Error Codes defined in the PA-TNC specification. Note that Table 10
in Section 4.14 lists these codes but uses a hexadecinmal value to
identify their associated integer. The integer values given in that
table are identical to those provided here.
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| PEN | Integer | Name | Defining |
| | | | Specification |

Sof t war e

I nventory
Message and
Attributes
for PA-TNC
33 SW SUBSCRI PTI ON_DENI ED_ERRCOR Sof t war e

I nventory
Message and
Attributes
for PA-TNC
34 Sof t war e

I nventory
Message and
Attributes
for PA-TNC

SW RESPONSE_TOO LARGE_ERRCR

35 SW SUBSCRI PTI ON_FULFI LLMENT_ERROR | Sof t war e

I nventory
Message and
Attributes
for PA-TNC
36 Sof t war e

I nventory
Message and
Attributes

for PA-TNC

SW SUBSCRI PTI ON_I D_REUSE_ERROR

37-47 Sof t war e

I nventory
Message and
Attributes

for PA-TNC

Reserved for future use

9.3. Registry for PA Subtypes
Section 4.1 of this specification defines one new PA Subtype. The

followi ng value is added to the registry for PA Subtypes defined in
the PB-TNC specification
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| O | 9 | Sw | Software |Inventory Message and
| | | Attributes | Attributes for PA-TNC
9.4. Registry for Software Data Model s
TBD
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