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Abst r act

Thi s docunent provides a core narrative that wal ks through an
automated enterprise vulnerability assessnment scenario. It is
aligned with the SACM use cases and begins with an enterprise
ingesting vulnerability description data, followed by identifying
endpoi nts on the network and collecting and storing informati on about
themto enabl e posture assessnent, and finally ends with assessing

t hese endpoints against the vulnerability description data to
determi ne which ones are affected. Processes that specifically

overl ap between this scenario and SACM use cases will be noted where
applicable. Specifically, the relationship between this docunent and
the SACM use case buil ding block capabilities and the usage scenari os
wi |l be covered.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 25, 2016.
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1. Scope

The purpose of this docunent is to describe a detail ed scenario for
vul nerability assessnment, and identify aspects of this scenario that
could be used in the devel opnment of an information nodel. This

i ncludes classes of data, mmjor roles, and a high-1level description
of role interactions. Additionally, this scenario intends to inform
engi neering work on protocol and data nodel devel opnent. The focus
of the docunent is entirely intra-organi zational and covers
enterprise handling of vulnerability description data. The docunent
does not attenpt to cover the security disclosure itself and any
prior activities of the security researcher or discloser, nor does it
attenpt to cover the specific activities of the vendor whose software
is the focus of the vulnerability description data (i.e., the

vul nerabl e software).

For the purposes of this docunent, the term"vulnerability
description data" is intended to nmean: "Data intended to alert
enterprise I T resources to the existence of a flawor flaws in
software, hardware, and/or firmmare, which could potentially have an
i mpact on enterprise functionality and/or security." For the purpose
of this scenario, such data also includes information that can be
used to determ ne (to sone |evel of accuracy, although possibly not
concl usively) whether or not the flawis present within an
enterprise, when conpared to information about the state of the
enterprise’'s endpoints. For those who are familiar with current
security practices and terninol ogy, the use of vulnerability
description data is al so synonymmous with security bulletin or

advi sory.

This docunent nakes no attenpt to provide a definition of a
normal i zed data format (e.g. industry standard) for vulnerability
description data although there is nothing precluding the devel opnent
of such a normalized data format. Also, it does not attenpt to
define procedures by which a vulnerability discoverer coordinates the
rel ease of vulnerability description data to other parties.
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2

Assunpt i ons

A number of assunptions nust be stated in order to further clarify
the position and scope of this docunent.

(0]

The docunent begins with the assunption that the enterprise has
received vulnerability description data, and that the data has
al ready been processed into a format that the enterprise’s
security software tools can understand and use. |In particular
t hi s docunent:

* Does not discuss how the enterprise identifies potentially
rel evant vul nerability description data.

* Does not discuss how the enterprise collects the vulnerability
description data.

* Does not discuss how the enterprise assesses the authenticity
of the vulnerability description data.

* Does not discuss parsing of the vulnerability description data
into a usable format.

The docunent assunes that the enterprise has a neans of
identifying enterprise endpoints. This could nean identifying
endpoints as they join the network, actively scanning for
connect ed endpoi nts, passive scanning of network traffic to

i dentify connected endpoints, or sonme other nethod of accounting
for the presence of all endpoints in the enterprise. The docunent
al so does not distinguish between physical endpoints and
virtualized endpoints.

The docunent assumes that the enterprise has a neans of extracting
rel evant information about enterprise endpoints. Moreover, this
extracted information is expressed in a fornmat that is conpatible
with the information extracted fromthe vulnerability description
data. The document:

* Does not specify howrelevant information is identified.

* Does not specify the nechanics of how relevant information is
extracted fromthe data sources (such as the endpoint itself).

* Does not specify how extracted endpoint information and
vul nerability description data is normalized to be conpati bl e.

Not e that having a neans of extracting relevant information about
enterprise endpoints is within the scope of the SACM Endpoi nt
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3.

Security Posture Assessnent process. |In the case of this
docunent, this sub-process is assuned to be existent.

The docunent assumes that all information described in the steps
below is available in the vulnerability description data and
serves as the basis of this assessnent. Likew se, the docunent
assunes that the enterprise can provide all relevant information
about any endpoint needed to performthe described analysis. The
aut hors recogni ze that this will not always be the case, but these
assunptions are taken in order to show the breadth of data
utilization in this scenario. Less conplete infornmation nmay
require variations to the described steps.

The docunent assumes that the enterprise has a policy by which
assessnent of endpoints based on vulnerability description data is
prioritized. The docunent:

* Does not specify how prioritization occurs.

* Does not specify how prioritization inpacts assessnent
behavi ors.

The docunent assumes that the enterprise has a nechanismfor |ong-
term storage of vulnerability description data and endpoi nt
assessnent results (e.g., a data repository).

Thi s docunment assumes that the enterprise has a procedure for
reassessnment of endpoints at sone point after initial assessnent.
The docunent:

* Does not specify how a reassessnent woul d inpact individua
assessnent behaviors. (i.e., it is agnostic as to whether the
assessnent procedure is the sane regardl ess of whether this is
the first or a subsequent assessnent for sone set of
vul nerability description data.)

* Does not provide reconmendations or specifics on reassessnent
i nterval s.

Endpoint ldentification and Initial (Pre-Assessnent) Data Coll ection

The first step in this scenario involves identifying endpoints and
collecting the basic or minunum set of systeminformation attributes
fromthem such as operating systemtype and version. Further
exanpl es of systeminformation and attributes can be found below in
the section titled Endpoint Data Collection. This identification
occurs prior to the receipt of any specific vulnerability description
data and is part of the regular, ongoing nonitoring of endpoints
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within an enterprise. This process is not nmeant to report on, or
gather data for any specific vulnerabilities. The information
gathered during this step could be applied in nmany enterprise
automation efforts. Specifically, in addition to vulnerability
managenent, it could be used by configuration and |icense nanagenent
tasks. Al of the information collected during this step is stored
in a central location such as a Repository.

This activity involves the foll ow ng sub-steps
3.1. ldentification

Prior to any other steps, the identification of endpoints nust occur.
This involves locating (at least virtually) and distinguishing

bet ween endpoints on the network in a way that allows each endpoi nt
to be recognized in future interactions and sel ected for specific
treatment. This not only allows |later steps to deternine the scope
of what endpoints need to be assessed, but also allows for the unique
identification of each endpoint. Unique and persistent endpoint |Ds
are used to allow for endpoints to be tracked over tine and between
sensors as well as allow for proper counts of assets during
inventories and other sinmlar collections. Endpoint identity can be
established by collecting certain attributes that allow for unique
and persistent tracking of endpoints on the enterprise network
Exanpl es include, but are not linmted to, |P address, MAC address,
FQDNs, pre-provisioned identifiers such as QU Ds or copies of seria
nunbers, certificates, hardware identity values, or simlar
attributes. It is inportant to note that the persistency of these
attributes will likely vary depending on the enterprise. For
exanple, a statically assigned |IP address is nmuch nore persistent
than an | P address assignhed via DHCP

3.1.1. SACM Use Case Alignnent

This sub-step aligns with the Endpoint Discovery, Endpoint
Characterization, and Endpoint Target Identification building block
capabilities. The alignment is due to the fact that the purpose of
this sub-step is to discover, identify, and characterize all
endpoints on an enterprise network.

3.2. Processing Artifacts

Processing artifacts, such as the date and time the collection was
performed, should be collected and stored. This tinestanp is
extremely inportant when performng | ater assessnents, as it is
needed for data freshness conputations. The organization nay devel op
rules for stale data and when a new data collection is required.

This netadata is also helpful in correlating information across
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mul ti ple data collections. This includes correlating both pre-
assessnent data and secondary assessment data (sections 4.3 Endpoint
Data Col l ection and 6.2 Secondary Assessment).

3.3. Endpoint Data Coll ection

The enterprise should performongoing collection of basic endpoint

i nformati on such as operating systemand version information, and an
installed software inventory. This information is collected for
general systemnonitoring as well as its potential use in activities
such as vulnerability assessnent.

Some exanpl es of basic information to collect about endpoints in this
pre- assessnent process coul d include:

0 Endpoint type - traditional (e.g., workstation, server, etc.)
network infrastructure (e.g., switches, routers, etc.), nobile
(e.g., cell phones, tablets, |laptops, etc.), and constrained
(e.g., industrial control systens, Internet of Things, etc.)

0 Hardware version/firmvare - e.g., BIOS version, firmvare revision
etc.

0 Qperating system- e.g., Wndows, Linux, Mac OS, Android

0 Operating systemattributes - e.g., version, patch level, service
pack | evel, internationalized or |ocalized version, etc.

0 Installed software inventory - Wuld include the software nanes
and versions and possibly other high-level attributes. Could be
used to quickly deternine endpoint applicability when new
vul nerability description data arrives.

Sone additional and nore advanced information to collect from
endpoints in this pre-assessnment process could include:

0 Open ports and enabl ed services - This would include applications
listening for incom ng connections on open ports as well as
services that are starting, running, suspended, or enabled to run
pendi ng sone event.

0 COperating systemoptional conponent inventory - sone OS have
optional conponents that can be installed which nay not show up as
separate pieces of software (e.g., web and ftp servers, denp web
pages, shared libraries, etc.). Note that this could al so occur
within third-party applications as well.
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o Endpoint location - physical location (e.g., departnment, room
G obal Positioning System (GPS), etc.), logical location (e.qg.
what network infrastructure endpoints (e.g. switches, wreless
access point, etc.) an endpoint is connected to, etc.

0 Purpose - describes how the endpoint is used within the enterprise
(e.g., end-user system database server, public web server, etc.)

o Criticality - enterprise defined rating (possibly a score) that
hel ps deternmine the criticality of the endpoint. |If this endpoint
is attacked or lost, what is the inpact to the overall enterprise?

It is inmportant to note that sone of these attributes may exi st
natively on the endpoint whereas other attributes nmay be assigned by
a human, conputed, or derived fromother data and may or may not be
avail abl e for collection on the endpoint.

Furthernore, the possibility should be |eft open for enterprises to
define their own custom queries and algorithnms to gather and derive
enterprise-specific attributes that are deened of interest to regul ar
enterpri se operations.

In addition to collecting these attributes, netadata about the
attributes should al so be collected which could include:

Data origin - where the data originated from

Data source - what provided the data

Date and time of collection - when the data was coll ected
3.3.1. SACM Use Case Alignnent

This sub-step aligns with the Data Publication building block
capability because this section involves storage of endpoint
attributes within an enterprise Repository. This sub-step also
aligns with the Endpoi nt Characterization and Endpoi nt Tar get

I dentification building block capabilities because it further
characterizes the endpoint through automated and possi bly manua
means. There is direct alignnment with the Endpoi nt Conponent

I nventory, Posture Attribute Identification, and Posture Attribute
Val ue Col I ection building block capabilities since the purpose of
this sub-step is to performan initial inventory of the endpoint and
collect basic attributes and their values. Last, there is alignnent
with the Collection Guidance Acquisition building block capabilities
as the inventory and collection of endpoint attributes would be
directed by sone type of enterprise or third-party guidance.
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3.4. Inplementation Exanples

Wthin the SACM Architecture, the Internal and External Collector
conmponents could be used to allow enterprises to collect posture
attributes that denonstrate conpliance with enterprise policy.
Endpoints can be required to provide posture attributes, which may
include identification attributes to enabl e persistent
comruni cati ons.

The SWD Message and Attributes for | F-Mstandard defines collection
and validation of software identities using the | SO Software
Identification Tag Standard. Using this standard, the identity of

all installed software including the endpoint operating system could
be collected and used for | ater assessnent.

The OVAL Definitions Mddel provides a data nodel that can be used to
specify what posture attributes to collect as well as their expected
val ues which can be used to drive an assessnent.

The OVAL System Characteristics Mbddel can be used to capture

i nformati on about an endpoint. The nodel is specifically suited to
expressing OS information, endpoint identification information (such
as | P and MAC addresses), and other endpoi nt netadata.

4. Vulnerability Description Data

The next step in the Vulnerability Assessnment scenario begins after
vul nerability description data has been received and processed into a
formthat can be used in the assessnent of the enterprise. As a part
of the enterprise process for nanagi ng vul nerability description
data, the enterprise should store all received and processed

vul nerability description data in a Repository. The stored

vul nerability description data can be used and conpared with | ater

vul nerability description data for the purpose of duplicate detection
and in sone cases, guidance on how to handle simlar issues.

Al'l vulnerability description data should be assigned an interna
tracking 1D by the enterprise as a first step as this hel ps
compensate for the fact that incom ng vulnerability description data
m ght not have a global identifier when it is received, and ni ght
never be assigned one.

H gh-1evel vulnerability description data netadata to store would
i ncl ude:

0 Ingest date and tine - the date and tinme that the vulnerability
description data was received by the enterprise.

Coffin, et al. Expires July 25, 2016 [ Page 9]



Internet-Draft SACM Vul n Scenari o January 2016

o Date and tine of vulnerability description data release (i.e.
publication or disclosure date and time) - Some ol der
vul nerability description data nmay be ingested long after
publication. This can be useful when review ng historica
enterprise information to (potentially) identify the period when a
particul ar endpoint was first assessed as vul nerable. Sonetinmes
this information will help to differentiate between sinilar
vul nerability description data.

0 Version - the version or iteration of the vulnerability
description data according to the author, if applicable.

0 External Vulnerability Description Data ID(s) (if applicable) -
any external or third-party I Ds assigned to the vulnerability
description data should be tracked. There could be multiple IDs
in sonme cases (e.g., vendor bug id, global ID discoverer’'s |loca
ID, third-party vulnerability database ID, etc.).

0 Severity Score (if available) - these may be useful for later
mtigation prioritization

In addition to the described netadata, the raw or origina

vul nerability description data would be stored along with the
specific information extracted fromit that is to be used in the
applicability and assessnment process.

4.1. SACM Use Case Alignnent

This step aligns with the Data Publication and Data Retrieva
bui I di ng bl ock capabilities because this section details storage of
vul nerability description data within an enterprise Repository and
later retrieval of the sane.

4.2. 1nplenentation Exanpl es

The Conmon Vul nerability Reporting Framework (CVRF) is an XM.-based
| anguage that attenpts to standardize the creation of vulnerability
report docunentation. Using CVRF, the enterprise could create

aut omat ed tools based on the standardi zed schema whi ch woul d obtain
t he needed and rel evant information useful for |later assessments and
assessnent results.

5. Endpoint Applicability and Assessnent
When new vul nerability description data is received by the
enterprise, applicable enterprise endpoints nust be identified and

assessed. Endpoints are first exanmined using the already obtained
pre-assessnment data. |If this is not sufficient to determn ne endpoint
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applicability, a secondary data collection for additional data and
attributes may be performed to determne status with regard to the
vul nerability description data.

5.1. Applicability

The applicability of an endpoint and its vulnerability status can, in
many cases, be determ ned entirely by the existence of a particul ar
version of installed software on the endpoint. This data nay have
been collected in the pre-assessnent data collection. |f the
applicability and vulnerability status of an endpoint can be
deternmined entirely by the pre-collected data attribute set, no
further data collection is required.

O her cases may require specific data (i.e., file systemattributes,
specific configuration paraneters, etc.) to be collected for the
assessnent of a particular vulnerability description data. |n these
cases, a secondary, targeted vulnerability assessnent is required.
Admini strators may want to evaluate applicability to the

vul nerability description data iteratively. Specifically, the
process woul d conpare against pre-collected data first (easy to do
and the data is stored in a Repository), and then if needed, query
endpoi nts that are not already excluded fromapplicability for
additional required data. (l.e., A "fast-fail" nodel). To do this,
the criteria for determ ning applicability must be separable, so that
some concl usi ons can be drawn based on the possession of partial

dat a.

5.1.1. SACM Use Case Alignnent

This sub-step aligns with the Data Retrieval, Data Query, and Posture
Attribute Value Query building block capabilities because, in this
sub-step, the process is attenpting to determ ne the vulnerability
status of the endpoint using the data that has previously been
col | ect ed.

5.2. Secondary Assessnent

If the applicability and vulnerability status of an endpoi nt cannot
be determ ned by the pre-assessnent data collection, a secondary and
targeted assessnent of the endpoint will be required. A secondary
assessnent may al so be required in the case that data on-hand (either
frompre-assessnment or fromprior secondary assessnents) is stale or
out - of - dat e.

The following data types and attributes are exanples of what night be
required in the case of a secondary and targeted assessnent:
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o Specific files and attributes - i.e., file nane, versions, size,
wite date, nodified date, checksum etc. Sone vulnerabilities
may only be distinguishable through the presence or absence of
specific files or their attributes.

0 Shared libraries - Sonme vulnerabilities will affect many products
across multiple vendors. |n these cases the vulnerability may
apply to a shared library. Under these circunstances, product
versions may be | ess hel pful than | ooking for the presence of one
or nore specific files and their attributes.

0 Oher software configuration information (if applicable) - e.g.
M crosoft Wndows registry queries, Apple configuration profiles,
GConf, Proc filesystem text configuration files and their
paraneters, and the installation paths. Sonetimes vulnerabilities
only affect certain software configurations and in sone cases
these are not the default configurations. Certain configuration
attributes can be used to deternine the current configuration
st at e.

Note that the secondary assessnent described here does not need to be
a pull assessnent that is initiated by the server. The secondary
assessnent could also be part of a push to the server when the
endpoi nt detects a change to a vulnerability assessnent baseline.

5.2.1. SACM Use Case Alignnent

This sub-step aligns with the Data Publication building block
capability because this section details storage of endpoint
attributes within an enterprise Repository. The sub-step also aligns
with the Collection Quidance Acquisition building block capability
since the vulnerability description data (guidance) drives the

coll ection of additional endpoint attributes.

This sub-step aligns with the Endpoint Characterization (both rmanual
and aut ormat ed) and Endpoi nt Target Identification building block
capabilities because it could further characterize the endpoint

t hrough aut omat ed and possi bly manual nmeans. There is direct
alignment with the Endpoi nt Conponent Inventory, Posture Attribute
Identification, and Posture Attribute Value Collection building block
capabilities since the purpose of this sub-step is to perform

addi tional and nore specific conponent inventories and collections of
endpoint attributes and their val ues.
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5.3. I nplementation Exanples

Wthin the SACM Architecture, the assessnent task would be handl ed by
the Eval uator conponent. |f pre-assessnent data is used, this would
be stored on and obtained froma Data Store conponent.

Wthin the SACM Architecture, the Internal and External Collector
components could be used to allow enterprises to collect posture
attributes that denonstrate conpliance with enterprise policy.
Endpoi nts can be required to provide posture attributes, which may
include identification attributes to enabl e persistent
conmuni cati ons.

The SWD Message and Attributes for | F-M standard defines collection
and validation of software identities using the | SO Software
Identification Tag Standard. Using this standard, all installed
software including the endpoint operating systemcould be collected
and stored for |ater assessment.

The OVAL Definitions Mddel provides a data nodel that can be used to
specify what posture attributes to collect as well as their expected
val ues which can be used to drive an assessnent.

The OVAL System Characteristics Mdel can be used to capture

i nformati on about an endpoint. The nodel is specifically suited to
expressing OS information, endpoint identification information (such
as | P and MAC addresses), and ot her endpoi nt netadata.

The SACM Internal and External Attribute Collector conponents can be
used to allow enterprises to collect posture attributes that
denonstrate conpliance with enterprise policy. Endpoints can be
required to provide posture attributes, which may include
identification attributes to enabl e persistent conmunicati ons.

6. Assessnent Results

Assessnment results present the results of an assessnent, along with
sufficient context so a human or machi ne can make the appropriate
response. This context might include a description of the issue
provided by the vulnerability description data, the endpoint
attributes that indicate applicability, or other information needed
to respond to the results of the assessment. Data in this step is
stored for auditing and forensic purposes.

The following details are inportant to track in assessment results.
Note that information may be "included" by providing pointers to
other records stored in a Repository (e.g., vulnerability description
data, endpoint data, etc.).
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1.

Date and tinme of assessment - The date and time that the
assessnent was performed. To understand when the data was
compared agai nst the vulnerability description data and what
concl usi ons were drawn.

Data collection/attribute age - The age of the data used in the
assessnent to nmake the endpoint status determ nation.

Endpoint 1D - The endpoint itself nust be identified for tracking
results over tine.

Vul nerability description data ID(s) - My include both the
internally defined ID as well as one or nore externally defined
IDs if they exist. The internally assigned ID allows |inkage to
the correct vulnerability description data. |If available,
external IDs provide a "pivot point" to additional externa

i nfornation.

Vul nerabl e software product(s) - ldentifies the software products
on the endpoint that resulted in the endpoint being declared
applicable. Since sonme vulnerability description data identify
vulnerabilities in nultiple products, this will help identify the
speci fic product (or products) found to be vulnerable in the
endpoi nt assessnent.

Endpoi nt vulnerability status - The endpoint status based on the
vul nerability description data. Does the vulnerability exist on
t he endpoi nt?

Vul nerability description - Not needed for autonated assessnent
but probably should be included for human review. The reason for
inclusion is to support the human user understandi ng of the

vul nerability assessment results within the application front-end
or interface.

Vul nerability remediation - Sinilar to the above, renediation or
vendor patch information would be useful for a human response. In
many cases, this information may be a part of the description

i nformati on descri bed above. Note that patch information may
change over tine due to supercession of the vendor patches.

SACM Use Case Ali gnnent

This step aligns with the Data Publication and Data Retrieva

bui l di ng bl ock capabilities because this section details storage of

vul nerability assessnent results within an enterprise Repository and

|ater retrieval of the sane.
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6.2. Inplenentation Exanpl es

The OVAL Results Model provides a data nodel to encode the results of
the assessnent, which could then be stored in a Repository and | ater
accessed. The assessnment results described in this scenario could be
stored and | ater accessed using the OVAL Results Model. Note that
the use of the OVAL Results Mddel for sharing results is not
recommended per section 7.3 of the OVAL and the SACM I nformation
Model [draft-hansbury-sacm oval -i nfo-nodel - mappi ng-01] .

Wthin the SACM Architecture, the generation of the assessnent
results would occur in the Report Cenerator conponent. Those results
m ght then be noved to a Data Store conponent for l|ater sharing and
retrieval as defined by SACM

7. |1 ANA Consi derations
This meno includes no request to | ANA
8. Security Considerations

Thi s docunent provides a core narrative that wal ks through an
autonated enterprise vulnerability assessnment scenario and is aligned
with SACM "Endpoint Security Posture Assessnent: Enterprise Use
Cases" [RFC7632]. As a result, the security considerations for

[ RFC7632] apply to this docunent. Furthernore, the vulnerability
description data may provide attackers with useful information such
as what software an enterprise is running on their endpoints. As a
result, organi zations should properly protect the vulnerability
description data it ingests.***TODO | S TH S COVERED BY RFC7632?7??***
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Appendi x A, Change Log
A. 1. Changes in Revision 01

Clarification of the vulnerability description data IDs in sections 4
and 6.

Added "vulnerability remedi ation" to the Assessnment Results and Data
Attribute Table and Definitions sections.

Added | npl enent ati on Exanpl es to Endpoint Identification and Initial
(Pre-Assessnent) Data Collection, Vulnerability Description Data,
Endpoint Applicability and Assessnment, and Assessnent Results

secti ons.

Added an exanple to vulnerability description data in the scope
section.

Added a sentence to clarify vulnerability description data definition
in the scope section

Added data repository example for |long-term storage scope item

Added sentence to direct reader to exanples of basic system
information in endpoint identification section

Split the exanples of information to collect in the pre-assessnent
collection section into a basic and advanced |i st.

Added exanpl es of data stored in the repository in the Assessnent
Resul ts secti on.

Added sentence for human-assigned attributes in the Future Wrk
section.

Repl aced "vulnerability report” to "vulnerability description data"

because the termreport was causing confusion. Sinmlarly, replaced
"assessnent report" with "assessment results".
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Repl aced " Confi gurati on Managenent Dat abase (CVDB)" with "Repository"
which is SACMs termfor a data store.

Repl aced endpoint "Role" with "Purpose" because "Role" is already
defined in SACM Al so, renoved "Function" because it too is already
defined in SACM

Clarified that the docunent does not try to define a normalized data
format for vulnerability description data although it does not
preclude the creation of such a format.

I ncl uded additional exanples of software configuration information.

Clarified the section around endpoint identification to make it clear
designation attributes used to correlate and identify endoints are
bot h persistent and unique. Furthernore, text was added to explain
how t he persistency of attributes may vary. This was based on

know edge gai ned fromthe Endpoint |ID Design Team

Updated the Security Considerations section to nention those
described in [ RFC7632].

Renoved text around Bring Your Owm Device (BYOD). Wile inportant,
BYOD just adds conplexity to this initial draft. BYOD should be
addressed in a later revision.

Merged the list of "basic endpoint information” and the list of
"human- assi gned endpoint attributes" as both represent data we want
to collect about an endpoint. Wiether or not that data is natively
avai l abl e on the endpoint for collection or assigned by a human,
comput ed, or derived fromother data which nay or may not be
avai l abl e on the endpoint for collection seenms arbitrary. Wth this
scenario, we primarily care about expressing information needs rather
than how the information is collected or from where.

Appendi x B. Continuous Vul nerability Assessnent

It is not sufficient to performa single assessnent when

vul nerability description data is published wi thout any further
checking. Doing so does not address the possibility that the
reported vulnerability mght be introduced to the enterprise
environnment after the intial assessnent conpletes. For exanple, new
endpoi nts can be introduced to the environment which have ol d
software or are not up-to-date with patches. Another example is
wher e unaut hori zed or obsolete software is installed on an existing
endpoi nt by enterprise users after vulnerability description data and
initial assessment has taken place. Moreover, enterprises mght not
wish to, or be able to, assess all vulnerability description data
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i medi ately when they conme in. Conflicts with other critica
activities or limted resources m ght nmean that sone alerts,
especially those that the enterprise deens as "low priority", are not
used to guide enterprise assessnents until sonetine after the initial
receipt.

The scenari o above describes a single assessment of endpoints.
However, it does not nake any assunptions as to when this assessnent
occurs relative to the original receipt of the vulnerability
description data that led to this assessnent. The assessnent coul d
i medi ately follow ingest of the vulnerability description data,
coul d be del ayed, or the assessnment might represent a reassessnment of
some vulnerability description data agai nst which endpoints had
previ ously been assessed. Mboreover, the scenario incorporates |ong-
term storage of collected data, vulnerability description data, and
assessnent results in order to facilitate neani ngful and ongoi ng
reassessnent.

Appendix C. Priority

Priorities associated with the vulnerability description data,
assessnent results, and any renedy is inportant, but is treated as a
separate chall enge and, as such, has not been integrated into the
description of this scenario. Nevertheless, it is inportant to point
out and describe the use of priorities in the overall vulnerability
description data scenario as they separable issues with their own
sets of requirements.

Priority in regard to vulnerability description data, can be viewed
in a couple of different ways within an enterprise. The assessnent
prioritization involves prioritization of the vulnerability
description data assessment process. This determ nes what

vul nerability description data is assessed, and in what order it is
assessed in. For instance, a vulnerability affecting an operating
system or application used throughout the enterprise would |ikely be
prioritized higher than a vulnerability in an application which is
used only on a few, lowcriticality endpoints.

The prioritization of renedies relates to the enterprise remediation
and nitigation process based on the discovered vulnerabilities. Once
an assessnent has been performed and applicabl e endpoints identified,
enterprise vulnerability nanagers nust determ ne where to focus their
efforts to apply appropriate remedies. For exanple, a vulnerability
that is easily exploitable and which can allow arbitrary code
execution mght be renedi ed before a vulnerability that is nore
difficult to exploit or which just degrades performance.
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Sone vul nerability description data include severities and/or other
informati on that places the vulnerability in context. This

i nformati on can be used in both of the priority types discussed
above. |In other cases, enterprise admnistrators may need to
prioritize based only on what they know about their enterprise and
the description provided in the vulnerability description data.

Exanpl es of data attributes specific to priority of assessnents and/
or renmedies include (but not limted to) the foll ow ng:

o0 Enterprise - defined purpose of the device, criticality of the
devi ce, exposure of the device, etc.

0 Severity attributes - Arating or score that attenpts to provide
the | evel of severity or criticality associated with a given
vul nerability.

0 Cyber threat intelligence - information such as tactics,
techni ques, and procedures of threat actors, indicators of
conmprom se, incidents, courses of action, etc. that help the
enterprise understand rel evant threats and how to detect,
mtigate, or respond to them

Appendix D. Data Attribute Table and Definitions
D.1. Table

The following table maps all major data attributes agai nst each ngjor
process where they are used.

I R I . e +
| | vulnerabil | Endpoint Ide | Endpoint Ap | Assessne |
| | ity descri | ntification | plicability | nt |
[ | ption data | and Initial | and | Results |
| | | (Pre- | Assessnent | |
[ [ | Assessnent) | | |
I I I Dat a I I I
| | | Collection | | |
S Fom e e o S TSRS Fom e - +
| *Endpoint* | [ [ [ [
. S . . . +
| Collection | [ X [ X | |
| date/tine | [ [ [ [
B s B o m e e oo o - Fomm e e e o - +
| Endpoi nt | | X | X | |
I type I I I I I
. S . . . +
| Hardware ver | X | X [ X [ [
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Vul nerabl e |
sof tware |
product (s) |

Endpoi nt vul | | | X [ X [

nerability | [ [ [ [
st at us | | | | |

Table 1: Vulnerability Assessnent Attributes

D.2. Definitions

Endpoi nt

o0 Collection date/time - the date and time of data collection

o Endpoint type - the device type of the endpoint (e.g., standard
computer, printer, router, nobile device, tablet, etc.)

0 Hardware version/firmmvare - the hardware or firnmware version if
applicable (e.g., BIOS version, firmvare revision, etc.)

0 Operating system- COperating system name

0 OQperating systemattributes - Operating system high-1Ieve
attributes (e.g., version, service pack level, edition, etc.).
Woul d not include configuration details.

o0 Installed software name - List of all installed software packages
(i.e., software inventory). May or may not include software
installed by the operating system

o Installed software attributes - Software high-level attributes
(e.g., version, patch level, install path, etc.). Wuld not
i nclude configuration details.

0 Open ports/enabled services - Listening network ports (e.g., TCP

UDP, etc.) as well as services that are starting, running,
suspended, or enabled to run pendi ng sone event.
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Operating system optional conmponent inventory - Operating system
speci fic conponents and software (when NOT already included in the
general software inventory)

Location - The physical |ocation of an enterprise endpoint (e.g.
departnent, room etc.)

Pur pose - describes how the endpoint is used within the enterprise
(e.g., end user system database server, public web server, etc.)

Criticality - An enterprise-defined rating (possibly a score) that
hel ps determine the criticality of the endpoint. |If this endpoint
is attacked or lost, what is the inpact to the overall enterprise?

File systemattributes - Attributes that describe the file or
directory (e.g., versions, size, wite date, nodified date,
checksum etc.)

Shared libraries - libraries that can be used by and installed
with many different software applications. A shared library

vul nerability could affect nmultiple software applications in the
same way.

O her software configuration information - operating system or
software application configuration attributes that go beyond that
basic information already captured (e.g., Mcrosoft W ndows
registry, Apple configuration profiles, GConf, Proc fil esystem
text configuration files and their paraneters, and the
installation paths.)

External vulnerability description data

(0]

Ingest Date - the date that the vulnerability description data was
received by the enterprise.

Date of Release - publication or disclosure date of the
vul nerability description data

Version - the version or iteration of the vulnerability
description data according to the author, if applicable.

External vuln ID - external or third-party |IDs assigned to the
vul nerability description data. Could be nmultiple IDs in sone
cases (e.g., vendor bug id, global ID, discoverer’'s local ID
third-party vulnerability database ID, etc.).

Coffin, et al. Expires July 25, 2016 [ Page 23]



Internet-Draft SACM Vul n Scenari o January 2016

0 Severity Score - the severity of the vulnerability description
data according to the vulnerability description data author, if
appl i cabl e.

Assessnent Results

o Date of assessnent - The date that the assessnent was perfornmed
agai nst an endpoi nt.

o Date of data collection - The age of the data used in the
assessnent to nake the endpoint status determ nation

o Endpoint identification and/or locally assigned ID - The ID
assigned to the enterprise endpoint. Mist be assigned for
tracking results over tine.

0 Wul nerabl e software product(s) - The vul nerabl e software products
identified as being installed on the endpoint.

0o Endpoint vulnerability status - Overall vulnerability status of
the enterprise endpoint (i.e., Pass or Fail)

0 Wulnerability description - A hunman-consunabl e description of a
vul nerability. Supports the human user understandi ng of the
vul nerability assessnment results within an application front-end
or user interface.

0 Vulnerability renediation - The fix, workaround, or patch
information for a vulnerability. This infornation may be a part
of the vulnerability description described previously. Note that
this information can change over tinme due to vendor patch
super cessi on.

Appendix E.  Alignment with O her Existing Wrks

E.1. Critical Security Controls
The Council on CyberSecurity’'s Critical Security Controls
[critical -controls] includes security controls for a nunber of use
scenarios, sone of which are covered in this docunent. This section
docunents the alignnent between the Council’'s controls and the
rel evant el ements of the scenario.

E.1.1. Continuous Vulnerability Assessnent
"CSC 4: Continuous Vulnerability Assessnent and Renedi ation," which

is described by the Council on CyberSecurity as "Continuously
acquire, assess, and take action on new information in order to
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identify vulnerabilities, remediate, and minimnmze the w ndow of
opportunity for attackers." The scenario described in this docunent
is aligned with CSC 4 in nultiple ways:

CSC 4-1 applies to this scenario in that it calls for running

regul ar, automated scanning to deliver prioritized |ists of

vul nerabilities with which to respond. The scenario described in
this docunent is intended to be executed on a continuous basis, and
the priorities of both vulnerability description data and the renedy
of vulnerabilities are discussed in the Priority section earlier in
t hi s docunent.

This scenario assunmes that the enterprise already has a source for
vul nerability description data as described in CSC 4-4.

Both CSC 4-2 and 4-7 are nade possible by witing information to a
Repository since this nakes previously collected data avail able for
| ater anal ysi s.

While this scenario does not go into the details of how
prioritization wuld be calculated or applied, it does touch on sone
of the inmportant ways in which prioritization would inpact the
endpoi nt assessnment process in the Priority section. As such, the
Priority section aligns with CSC 4-10, which deals with vulnerability
priority. Mulnerability priority in this scenario is discussed in
terns of the vulnerability description data priority during receipt,
as well as the vulnerability priority with regards to renedies.

The descri bed scenari o does not address the details of applying a
renedy based on assessnent results. As such, CSC 4-5, 4-8, and 4-9,
which all deal with mitigations and patching, are out of scope for
this work. Sinmilarly, CSC 4-3 prescribes perfornmng scans in

aut henti cated node and CSC 4-6 prescribes nonitoring logs. This
scenario does not get into the neans by which data is coll ected,
focusing on "what" to collect rather than "how', and as such does not
have correspondi ng sections, although the procedures described are
not inconpatible with either of these controls.

The CSC 4 System Entity Rel ati onshi p di agram and nunbered steps
directly align with the scenario described in this docunent with the
exception of step 7 (patch response). Steps 1 -6 in CSC 4 describe
the overall process for vulnerability managenment starting with
obtaining the vulnerability description data fromthe source in Step
1, to producing assessnment results in step 6.
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E.1.2. Hardware and Software | nventories

This scenario is also aligned with, and describes a process for

coll ecting and mai ntai ni ng hardware and software inventories, which
are covered by the Council on CyberSecurity CSC 1 "Inventory of

Aut hori zed and Unaut hori zed Devices" and CSC 2 "I nventory of

Aut hori zed and Unaut horized Software.” This scenario docunents a
process that is specific to collecting and mai ntai ni ng hardware and
software data attributes for vulnerability assessment purposes, but
the collection of the hardware attributes and software inventory
docunented in the Endpoint Data Collection section that foll ows can
al so be used for the purpose of inplenmenting authorized and

unaut hori zed hardware and software nanagenent processes (e.(g.
scanni ng tool s | ooking for unauthorized software). Moreover, the
ability to accurately identify endpoints and, to a | esser degree,
applications is integral to effective endpoint data collection and
vul nerabil ity nmanagenent.

The Endpoint Data Coll ection section does not have coverage for the
specific details described in CSC 1 and 2 as they are different
processes and woul d be out-of-scope of this scenario, but the section
does provide the data necessary to support the controls.

The Endpoint Identification and Endpoint Data Coll ection sections
within this scenario align with CSC 1-1 and 1-4 by identifying
enterprise endpoints and collecting their hardware and network
attributes. The Endpoint Data Collection section aligns with and
supports CSC 2-3 and 2-4 by defining a software inventory process and
a met hod of obtaining operating systemand file systemattributes.
The rest of the itens fromCSC 1 and 2 deal with inplenentation
details and woul d be out-of-scope for this docunent.

CSC 2-9 describes the use of a software IDtag in XM. format. SWD
tags (https://en.w ki pedia.org/wi ki/lISQ|EC 19770) woul d al so be a
possi bl e inplenentation for the Endpoint Data Coll ection section
described in this scenario.

Appendi x F. SACM Usage Scenari os

The SACM "Endpoi nt Security Posture Assessnent: Enterprise Use Cases"
docunent ([RFC7632]) defines multiple usage scenarios that are neant
to provide exanples of inplenenting the use cases and buil di ng bl ock
capabilities. Belowis a brief summary of sone of these usage
scenarios and how this docunent aligns and/or adds additional value
to the identified usage scenari os.

0 Automated Checklist Verification (2.2.2) - "An enterprise operates
a heterogeneous |IT environnment. They utilize vendor-provided
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aut omat abl e security configuration checklists for each operating
system and application used within their IT environnent. Miltiple
checklists are used fromdifferent vendors to ensure adequate
coverage of all IT assets." The usage scenario, as defined in the
RFC, is targeted at the checklist |evel and can be interpreted as
bei ng specific to endpoint configuration. There is nention of
patch assessnent and vulnerability mitigation, but the usage
scenari o could be expanded upon by including vulnerability
verification. Replacing the idea of a checklist in the SACM usage
scenario with vulnerability would all ow the usage scenario to
align alnost exactly with the scenario described in this docunent.
I nstead of collecting automatabl e security configuration
checklists, the enterprise would collect automatable vulnerability
description data available fromthe vendor as described or
possibly fromother interested third-parties.

0 Detection of Posture Deviations (2.2.3) - "An enterprise has
establ i shed secure configuration baselines for each different type
of endpoint within their IT environnment. When an endpoi nt
connects to the network, the appropriate baseline configuration is
comruni cated to the endpoint. Once the baseline has been
established, the endpoint is nonitored for any change events
pertaining to the baseline on an ongoing basis. Wen a change
occurs to posture defined in the baseline, updated posture
informati on i s exchanged. When the endpoint detects a posture
change, an alert is generated identifying the specific changes in
posture.” This usage scenario woul d support the concept of
endpoints signaling or alerting the enterprise to changes in the
posture relates to endpoint vulnerabilities in the sane way that
it would for configurations. Replacing the idea of a checkli st
with vulnerability description data all ows the SACM usage scenario
and the scenario described in this docunment to align in their
obj ecti ves.

0 Asynchronous Conpliance/ Vulnerability Assessnent at |lce Station
Zebra (2.2.5) - "An isolated arctic IT environnent that is
separated fromthe main university network. The only network
comruni cations are via an intermttent, |ow speed, high-Iatency,
hi gh-cost satellite link. Renote network adnmins will need to show
continued conpliance with the security policies of the university,
the governnent, and the provider of the satellite network, as well
as keep current on vulnerability testing." This SACM usage
scenari o describes vulnerability assessment and aligns well with
the vulnerability scenario described in this docunment. The
endpoi nt assets are identified and associated data is published in
a Repository. Vulnerability description data is collected and
saved in a Repository as it is released. The vulnerability
description data is queued for |later assessnent, then the
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assessnent results and vulnerability description data are stored
after assessnent. The only real difference in this SACM usage
scenario is the timng of the assessnments. The scenario described
within this docunent would have no problens adjusting to the
timng of this SACM usage scenario or anything simlar.

Appendi x G SACM Requi renments and Charter - Future Wirk

In the course authoring this docunent, sone additional considerations
for possible future work were noted. The followi ng points were taken
fromthe SACM Requirenents [I-D.ietf-sacmrequirenents], SACM Charter
[charter-ietf-sacm01l], and SACM Use Cases ([ RFC7632]) docunents and
represent work that nay be necessary to support the tasks or goal s of
SACM goi ng forward.

o0 The SACMrequirenents nentions "Result Reporting"” with
applications but no detail around what the assessnent results data
set should include. In the case of vulnerability assessnent
results, context is inmportant and details beyond just a Pass or
Fail result are needed in order to take action. A good exanple of
this mght be the Priority of the vulnerability itself and how
many systens it affects within the enterprise. Wth this in mnd,
it might be worthwhile to investigate a mninumdata set or schema
for assessment results. The concern here is with vulnerability
description data, but this could apply to other enterprise
processes as well.

0 The "Human-assi gned endpoint attributes" nentioned previously in
this scenario are touched on in the SACM use cases, but the topic
coul d probably be explored in nuch nore depth. Enterprise policy
and behaviors could be greatly influenced by endpoint attributes
such as locations, how the endpoint is used, and criticality.
When and how these data attributes are collected, as well as what
the m ni mum or common set might |ook |ike, would be good topics
for future related SACMwork. |In addition, the storage of these
attributes could be central (stored in a data repository) or they
coul d be assigned and stored on the endpoints thensel ves.
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