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Abst ract
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specification that describes a specific conbination and application
of NEA and TNC protocols and interfaces specifically designed to
support ongoi ng assessnent of endpoint posture and the controlled
exposure of collected posture information to appropriate security
applications. This document is a subset of the Trusted Computing

G oup’ s Endpoint Conpliance Profile Version 1.0 specification
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1. Introduction

The | ETF NEA WG has defined an open architecture for network
security, including standard protocols for endpoint posture
assessnent. The Endpoint Conpliance Profile (ECP) builds on the NEA
protocols, along with conplenentary interfaces fromthe Trusted

Net wor k Conmmuni cations (TNC) WG of the Trusted Conputing Goup [ TNC],
to determ ne the posture of any type of endpoint on a network

i ncludi ng user endpoints, servers, and infrastructure. The first
generation of this specification focuses on reducing the security
exposure of a network by confirmng that all network-connected

endpoi nts are:

o known and aut hori zed

0 running applications that are known and authori zed

0 running applications that are patched and up-to-date; and,

o applications with known vulnerabilities can be | ocated and patched
When ECP is used, posture information is gathered by the NEA dient
(NEAC) running on the endpoint and is forwarded to the NEA Server

(NEAS), which stores it in a repository. This information is
gathered while the endpoint is already connected to the network.
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Administrators will query the repository to deternine the conpliance
status of an endpoint. For exanple, if a vulnerability is discovered
in a product, an administrator may query the repository to determ ne
whi ch endpoi nts have the vul nerable software installed and thus
require sone foll owup action

Future versions of the ECP may want to address how to expose

i nformati on--such as endpoi nt purpose, the software that is supposed
to be running on an endpoint, and the activities an endpoint is
supposed to be performng--to sensors that are |ooking for indicators
of attacks and malicious activity on the network.

1.1. Prevent ati ve Posture Assessnents

The val ue of continuous endpoint posture assessment is well
established. Security experts have for years identified software
updating and patching as a critical step for preventing intrusions.
Application white listing, patching applications and operating
systems, and using the | atest versions of applications top the

Def ense Signals Directorate’s "Top 4 Mtigations to Protect Your ICT
Systent. [DSD] "Inventory of Authorized and Unaut horized Endpoi nts"
"Inventory of Authorized and Unaut horized Software", and "Conti nuous
Vul nerability Assessnent and Renedi ation" are Critical Controls 1, 2,
and 4, respectively, of the SANS "20 Critical Security Controls".

[ SANS] While there are commercially avail able solutions that attenpt
to address these security controls, these solutions do not run on al
types of endpoints; consistently interoperate with other tools that
coul d make use of the data collected; collect posture information
fromall types of endpoints in a consistent, standardized schenm; or
require vetted, standardi zed protocols that have been eval uated by
the international comunity for cryptographi c soundness.

As is true of nobst solutions offered today, the solution found in the
ECP does not attenpt to solve the |lying endpoint problem An
endpoi nt that has already been infected with malicious software can
provide false information about its identity and the software it is
running. The primary purpose of the ECP is not to detect infected
endpoints; rather, it focuses on ensuring that healthy endpoints
remai n healthy by keeping software up-to-date and patched. The first
goal of the ECP is to help an adm nistrator be able to readily

det erm ne which endpoints require sone followup action. Future
versi ons of the ECP nmay want to address how to expose posture
information to sensors to aid the detection of attacks on endpoints
and drive follow up actions.
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3.

St andar di zed Schema

The ECP requires the use of standardized schena for the exchange of
posture information. This helps to ensure that the posture
informati on sent fromendpoints to the repository can be easily
stored, due to their known format, and shared with authorized

endpoi nts and users. Standardi zed schenma al so enabl e collection from
nyriad types of endpoints. Such standardization saves inplenenters
time and noney--time that does not have to be spent integrating new
schema into the enterprise’ s reporting mechani sns, and noney t hat
does not have to be spent on developing tools to parse information
fromeach type of endpoint connected to the network. Standardized
schena al so enabl e the devel opnent of standardi zed client software.
This all ows endpoint vendors to include their own client software
that can interoperate with posture assessnment infrastructure and thus
not have to introduce third party code in their products.

Secure Standardi zed Protocol s

Posture information nust be sent over mature, standardi zed protocols
to ensure the confidentiality and authenticity of this data while in
transit. The ECP requires use of the NEA PT-TLS protocol [RFC6876]
for conmuni cati on between the endpoint and the server. This protoco
all ows networks that inplenent this solution to collect |arge anmounts
of posture information froman endpoint in order to make deci sions
about that endpoint’s conpliance to sone policy. This Profile offers
a solution for all endpoints already connected to the network.

Peri odi c assessnents and automated reporting of changes to installed
software all ow for instantaneous identification of connected
endpoints that are no | onger conpliant to sone policy.

The | ETF NEA WG has designed an architecture to support endpoint
posture assessment. Figure 1 illustrates the architectura
components used in the Endpoint Conpliance Profile:
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Fi gure 1: The Endpoi nt Conpliance Architecture

Note that the SWD Posture Collector and SWD Posture Validator are

i npl ement ati ons of NEA' s Posture Collector (PC) and Posture Validator
(PV) architectural components, respectively. Requirenments for each
of the conponents in the diagram above are contained in this profile.
The reader should consult [RFC5209] for additional information on

t hese conponents. All current repository requirenents are contained
within the Endpoint Conpliance Profile.

Keywor ds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119]. This

speci fication does not distinguish blocks of informative coments and
normative requirenents. Therefore, for the sake of clarity, note
that | ower case instances of nust, should, etc. do not indicate
normative requirenents.

Ter ni nol ogy

This docunment uses terns as defined in [I-D.ietf-sacmterm nol ogy]
unl ess ot herwi se specified.
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3. Endpoint Compliance Profile

The Endpoi nt Conpliance Profile describes how NEA and TNC
specifications can be used to support the posture assessnent of
endpoints on a network. This profile does not generate new schema or
protocols; rather, it offers a full end-to-end solution for posture
assessnent, as well as a fresh perspective on how existing standards
can be | everaged agai nst vulnerabilities.

3. 1. Posture Assessnents

The Endpoint Conpliance Profile 1.0 describes how NEA and TNC
specifications make it possible to perform posture assessnents
agai nst all network-connected endpoints by:

1. uniquely identifying the endpoint;
2. collecting and assessing posture based on data fromthe endpoint;

3. creating a secure, authenticated, confidential channel between
t he endpoint and the server;

4. enabling the endpoint to notify the server about changes to its
configuration;

5. enabling the server to request information about the
configuration of the endpoint; and

6. storing the posture information in a repository linked to the
identifier for the endpoint.

3.2. Data Storage

The 1SO I EC Software Identification Tag standard [SWD] has defined a
schena for identifying applications installed on endpoints and their
patch status. The Endpoint Conpliance Profile 1.0 focuses on being
able to collect this information froman endpoint and store it in a
repository. This makes posture information froma network’s
endpoints available to authorized parties. Uses of this data are

i nnuner abl e--vul nerabi lity rmanagenent, asset managenent, software
asset managenent, and configurati on managenent sol utions, analytics
tool s, endpoints that need to nake connectivity decisions, and
metrics reporting scripts, anong others, are all able to reference
the data stored in the repository to achieve their purposes.
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3.

4.

4.

4.

4.

3. Followup Actions

The ability of the endpoint to notify the server whenever a

nmodi fication is made to the endpoint enables inmmediate identification
of endpoints that fall out of conpliance. The Endpoi nt Conpliance
Profile 1.0 does not specify requirenents for how t hese endpoints
shoul d be addressed. However, the TNC specifications do support the
ability to send instructions that drive access control enforcenent
decisions for a non-conpliant endpoint. Additional information about
the types of followup actions an enterprise nmay want to support can
be found in [ RFC7632].

There is a clear need for nuanced, automated instructions sent from
the server to the endpoint (for exanple, to update an endpoint’s
software, or rempve a piece of non-conpliant software). Those
messages are conplicated to define and may have to be tailored to a
particul ar operating system Future versions of this specification
may want to address which instructions can be defined based on the
configuration content that is collected from endpoints.

Backgr ound
1. Purpose of the Endpoint Conpliance Profile

The Endpoint Conpliance Profile describes a standard way to
communi cat e endpoi nt posture information such as software identity
and software version and to nmake it available to other authorized
parties. The Endpoint Conpliance Profile 1.0 focuses on collecting
the application information available in SWD tags, as specified in
[SWD]. Future versions of the Endpoint Conpliance Profile could
descri be how additional types of posture information can be collected
and conmuni cated in a standardi zed way.

2. Supported Use Cases

The Endpoi nt Conpliance Profile focuses on the posture assessnment of
enterprise endpoints on enterprise networks. Use cases supported by
t he Endpoint Conpliance Profile 1.0 are as foll ows:

2.1. Connected and Conpli ant

A networ k- connect ed endpoi nt sends posture information using standard
schemas such as SWD over NEA protocols.
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Fi gure 2: Connected and Conpliant Use Case

1. If necessary, the endpoint finds and validates the server in
conmpliance with [ Server-Di scovery].

2. The Posture Transport Client (PTC) on the endpoint and Posture
Transport Server (PTS) on the server conplete a TLS handshake,
during which endpoint identity information is exchanged.

3. Either the NEA Server (NEAS) on the server or the NEA dient
(NEAC) on the endpoint initiates a posture assessnent. Checks
may be triggered for multiple reasons, including:

(a) policy states that a previ ous assessnent has aged out and
becone invali d;

Haynes, et al. Expi res Septenber 10, 2017 [ Page 9]



I nternet-Draft Endpoi nt Conpliance Profile March 2017

4.

2

(b) the NEAC notices that the rel evant posture information on
t he endpoi nt has changed, (for exanple, due to application
updates, deletions or additions); or

(c) the NEAS is alerted by a sensor or an admnistrator (via the
server’s user interface) that an assessnent nust be
conpl et ed.

Al'l information exchanges between the PCs and PVs are subject to
the enterprise’s policy, which may Iimt the content or size of
i nformati on sent between the endpoint and the server

4., The SWD Posture Collector on the endpoint collects fromthe SWD
tag directory on the endpoint. This data is sent via the NEAC
and PTC to the server.

5. Once the posture information is received by the PTS, it is
forwarded to the SWD Posture Validator via the NEAS. The SWD
Posture Validator also forwards the posture information to the
repository. The posture information is stored along with past
posture information collected about the endpoint.

2. Exposing Data to the Network

Because the endpoint posture information was sent in a standards-
based schema (1SQ | EC 19770-2: 2009) over secure, standardized
protocols, and the SWD tags are stored in a centralized repository
Iinked to unique endpoint identifiers, authorized parties are able to
access the posture information. Such authorized parties may incl ude,
but are not limted to, adnministrators or endpoint owners (via the
server’s admi nistrative interface), and other pieces of
infrastructure that can nmake use of this data (via the server’'s APl).
The server will provide

0 a standard administrative interface that allows data sharing with
aut hori zed parti es;

0 a standard APl that allows data sharing with authorized
i nfrastructure and software;

0 a persistent account of endpoints that have connected to the
network over a period of tinme set by the adm nistrator

o the identities provided by those endpoints; and

o what SWDs were reported by the endpoint.

Haynes, et al. Expi res Septenber 10, 2017 [ Page 10]



I nternet-Draft Endpoi nt Conpliance Profile March 2017

The endpoint will publish updates as its local SWD directory
changes, as well as each time it disconnects and reconnects to the

net wor k.
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Figure 3: Exposing Data to the Network

It should be noted that the neither the Endpoint Conpliance Profile
nor the protocols, interfaces, and data nodels that it references
provide solutions to the server capabilities |listed above. However,
these capabilities are useful and solutions for them should be
pursued in the future.
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4.2.2.1. Asset Managenent

Using the administrative interface on the server, an authorized user
can | earn:

o what endpoints are connected to the network at any given tine; and
o what SWD tags were reported for the endpoints.

The ability to answer these questions offers a standards-based
approach to asset managenent, which is a vital part of enterprise
processes such as conpliance report generation for the Federa
Information Security Mdernization Act (FISMA), Paynent Card |ndustry
Data Security Standard (PClI DSS), Health Insurance Portability and
Accountability Act (H PAA), etc.

4.2.2.2. Vulnerability Searches

The adninistrative interface also provides the ability for authorized
users or infrastructure to |ocate endpoints running software for
whi ch vul nerabilities have been announced. Because of

1. the unique IDs assigned to each endpoint; and

2. the rich application data provided in the endpoints’ posture
i nformati on,

the repository can be queried to find all endpoints running a
vul nerabl e application. Endpoints suspected of being vul nerable can
be addressed by the administrator or flagged for further scrutiny.

4.2.2.3. Threat Detection and Anal ysis

The repository’s standardi zed APl allows authorized infrastructure
endpoi nts and software to search endpoi nt posture assessnent

i nformati on for evidence that an endpoint’s software inventory has
changed, and can nake endpoint software inventory data available to
other endpoints. This autonmates security data sharing in a way that
expedites the correlation of relevant network data, allow ng

adm nistrators and infrastructure endpoints to identify odd endpoi nt
behavi or and configuration using secure, standards-based schema and
pr ot ocol s.

4.2.3. Non-supported Use Cases

Several use cases, including but not linmted to these, are not
covered by the Endpoint Conpliance Profile 1.0:
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4.

2. 4.

Gat hering other types of posture information: The Endpoi nt
Conpl i ance Profil e does not prevent adm nistrators fromcollecting
other types of posture information other than SWDs fromthe
endpoi nt; however it does not set requirements for doing so.

Sol ving the |ying endpoint problem The Endpoi nt Conpliance
Profil e does not address the |ying endpoint problem the Profile
makes no assertions that it can catch an endpoint that is, either
mal i ciously or accidentally, reporting fal se posture information
to the server. However, other solutions may be able to use the
posture information collected using the capabilities described in
this profile to catch an endpoint in a lie. For exanple, a sensor
may be able to conpare the posture information it has collected on
an endpoint’s activity on the network to what the endpoint
reported to the server and flag discrepancies. However, these
particul ar capabilities are not described in this profile.

Publ i sh/ subscri be repository interface: Future versions of the
Endpoi nt Conpliance Profile may specify a publish/subscribe
interface for the repository, so infrastructure endpoint can
subscribe to and receive published posture assessnment results from
the repository regardi ng endpoi nt configuration changes. However,
t he Endpoint Conpliance Profile 1.0 includes no such requirenents.

Profil e Requirenents

Here are the requirements that the Endpoint Conpliance Profile
protocol nmust nmeet in order to successfully fit in the SACM
architecture.

(0]

Meets the needs of the SACM architecture: The Endpoi nt Conpliance
Profil e nmust support the use cases described in [RFC7632] as they
apply to endpoint self-reporting and endpoi nt posture assessment.

Efficient: To minimze user frustration, it is essential to
m ni m ze del ays by neki ng endpoi nt posture infornmation collection
transm ssi on, and assessnent as brief and efficient as possible.

Ext ensi bl e: The Endpoi nt Compliance Profile needs to expand over
time as new features are added to the SACM architecture. The
solution nust allow new features to be added easily, providing for
a smooth transition and allowi ng newer and ol der architectura
conmponents to continue to work together. Further, the Endpoint
Conpl i ance Profile and the specifications referenced here nust
define safe extensibility mechani sns that enabl e innovation

wi t hout breaking interoperability.
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4.
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0 Easy to inplenent: The Endpoi nt Conpliance Profile should be easy

for vendors to inplenment in their products, and should result in
products that are easy for administrators to inplenment on their
networ ks. Products conformant to the Endpoint Conpliance Profile
shoul d i nteroperate seanm essly, and be sinple to integrate into
exi sting network infrastructure.

0 Easy to use: The Endpoint Compliance Profile should describe a

simple, integrated user interface that adm nistrators can use to
performthe activities listed in the profile’ s use cases. The
Endpoi nt Conpliance Profile should not constrain innovation by
specifying details of the user interface but rather functiona
requirenents.

o Platformindependent: Since network environnments may contain many
different types of endpoints, the solution should operate
i ndependently of the endpoint platform

0 Scal abl e: The Endpoint Conpliance Profile nust be designed to
scale to very | arge nunbers of endpoints.

5. Assunptions

Here are the assunptions that the Endpoint Conpliance Profile makes
about ot her conponents in the SACM architecture.

0 Existence of a server and repository: The Endpoi nt Conpliance
Profil e assumes that a server and repository exist.

0 Endpoint SWD installation: The Endpoint Conpliance Profile
assunes that an endpoint has been pre-provisioned with Software

Identification Tags for its applications, and that these SWD tags

are formatted and stored in conformance with [SWD].

0 Certificate provisioning: In order to inplenent the nost secure
endpoi nt identification option, the Endpoint Conpliance Profile
assunes that the enterprise has set up a certificate root
authority, and has provisioned each endpoint with an endpoi nt

identification certificate. This is not required if an enterprise

chooses to use other endpoint authentication nethods.

In addition, the Endpoint Conpliance Profile nmakes the foll ow ng
assunpti ons about the SACM ecosystem

o All network-connected endpoints are endpoints: As defined by
[I-D.ietf-sacmtermn nol ogy], an endpoint is any physical or
virtual conputing endpoint that can be connected to a network.
Post ure assessnent against policy is equally, if not nore,
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i mportant for continuously connected endpoints, such as enterprise
wor kstations and infrastructure endpoints, as it is for
sporadi cal ly connected endpoints. Continuously connected
endpoints are just as likely to fall out of conpliance with
policy, and a standardi zed posture assessnent nethod is necessary
to ensure they can be properly handl ed.

o0 Al endpoints on the network nust be uniquely identified: Many
adm nistrators struggle to identify what endpoints are connected
at any given time. By requiring a standardi zed net hod of endpoi nt
identity, the Endpoint Conpliance Profile will enable
adm nistrators to answer the basic question, "Wat is on ny
net work?" Uni que endpoint identification also enables the
compari son of current and past endpoint posture assessnents, by
all owi ng admi nistrators to correl ate assessnents fromthe sane
endpoint. This makes it easier to flag suspicious changes in
endpoi nt posture for nmanual or automatic review, and helps to
swiftly identify nmalicious changes to endpoint applications.

0 Posture assessments must occur over secure, standardized
protocol s: Endpoint identity and application information is very
val uabl e, both to adm nistrators and to attackers. Therefore, it
must be kept confidential, using secure protocols to transport it
fromthe endpoint to network infrastructure endpoints.
Additionally, it is critical that only authorized parties be
capabl e of requesting information, receiving information, or
taking action to change an endpoint’s connectivity status.
Rel yi ng on standardi zed protocols to provide this security enables
greater interoperability and conpatibility between endpoints, and
all ows for the devel opnent of conpliance testing to ensure that
each endpoi nt operates securely and in conformance wth
appropriate specifications. A standards body provides a process
for experts in protocols and cryptography to eval uate the
soundness of protocols and security managenent procedures; a set
of security standards allows an enterprise to nake the nost
effective use of their investnent in a security nanagenent
infrastructure

0 Posture assessnent results nust be formatted using standardized
schema: Wel|-known, standard schema allow for a universal |anguage
for generating conpliance reports. Wth each endpoi nt speaki ng
the sane | anguage, the Endpoi nt Conpliance Profile enables
i nformation sharing between user endpoints and infrastructure
endpoi nts, and between infrastructure endpoints that perform
different security tasks.

0 Posture information nmust be stored by the repository and nust be
exposed to an interface at the server: A standard schena enabl es
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5.

standard queries froman interface exposed to an adm nistrator at
the server console. A repository nust retain any current posture
information retrieved fromthe endpoint and store it indexed by
the unique identifier for the endpoint. Any PV specified by this
profile nmust be able to ascertain fromits correspondi ng PC

whet her the posture information is up to date. An interface on
the server nust support a request to the PV to obtain up-to-date
i nformati on when an endpoint is connected. This interface nust

al so support the ability to make a standard set of queries about
the posture information stored by the repository. 1In the future,
sonme fornms of posture information mght be retained at the
endpoint. The interface on the server nust accommodate the
ability to make a request through the PV to the correspondi ng PC
about the posture of the endpoint. Standard schema and protocols
al so enabl e the security of posture assessment results. By
storing these results indexed under the endpoint’s unique
identification, secure storage itself enabl es endpoint posture

i nformati on correlation, and ensures that the enterprise’s
Repositories always offer the freshest, npbst up-to-date view of
the enterprise’s endpoint posture information possible.

0 Posture information can be shared: By exposing posture information
using a standard interface and APl, other security and operationa
conmponents have a high level of insight into the enterprise’s
endpoints and the software installed on them This will support
i nnovation in the areas of asset nmanagenent, vulnerability
scanni ng, and administrative interfaces, as any authorized
infrastructure endpoint can interact with the posture information

0 Owners and admini strators nust have conplete control of posture
i nformation, policy, and endpoint nmitigation: Enterprise asset
posture information belongs to the enterprise. Standardized
schema, protocols and interfaces help to ensure that this posture
information is not |ocked in proprietary databases, but is nade
available to its owners. This enables adm nistrators to devel op
as nuanced a policy as necessary to keep their networks secure.

Endpoi nt Conpl i ance Requirenents

These requirenents are witten with a viewto performng a posture
assessnent on an endpoint; as the Endpoint Conpliance Profile grows
and evol ves, these requirenents will be expanded to address issues
that arise. Note that these requirenents refer to defined conponents
of the NEA architecture. As with the NEA architecture, inplenenters
have discretion as to how t hese NEA conponents map to separate pieces
of software or endpoints.
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5.1. Endpoi nt Pre-Provisioning

The follow ng requirenents assunme that the platformor OS vendor
supports the use of SWD tags and has identified a standard directory
| ocation for the SWD tags to be |located as specified by [SWD].

5.1.1. SWD Tags

The primary content for the Endpoint Conpliance Profile 1.0 is the
i nformati on conveyed in the el enents of a SWD tag.

The endpoint MJUST have SWD tags stored in a directory specified in
[SWD]. The tags SHOULD be provided by the software vendor; they NMAY
al so be generated by:

o the software installer; or

o third-party software that creates tags based on the applications
it sees installed on the endpoint.

The elenments in the SWD tag MJUST be popul ated as specified in
[SWD]. These tags, and the directory in which they are stored, MJST
be updated as software is added, renoved, or updated.

5.1.2. Endpoint Identity and Machine Certificate

The endpoi nt SHOULD aut henticate to the server using a machine
certificate during the establishnment of the outer tunnel achieved
with PT. [IF1M/] specifies howto pull an endpoint ID out of a
machi ne certificate. An endpoint |ID SHOULD be created in confornmance
with [IF-I1 W] froma nachine certificate sent via [ RFC6876] .

In the future, the identity could be a hardware certificate conpliant
with [| EEE-802-1ar]; ideally, this I D SHOULD be associated with the
identity of a hardware cryptographic nodule, in accordance with

[ EEE-802-1ar], if present on the endpoint. The enterprise SHOULD
stand up a certificate root authority; install its root certificate
on endpoints and on the server; and provision the endpoints and the
server with machine certificates. The endpoint MAY authenticate to
the server using a conbination of the machi ne account and password;
however, this is |less secure and not recomended.

5.2. Posture Validators and Posture Collectors
Any PC used in an Endpoi nt Conpliance Profile solution MIST be
conformant with [IF-IM]]; an Internet-Draft, under devel opnent, that

is a subset of the TCG TNC Integrity Measurenment Collector interface
[ITFF-IMC] and will be subnitted in the near future. Any Posture
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Val i dator used in an Endpoi nt Conpliance Profile solution MJST be
conformant with [IF-1MW].

5.2.1. SWD Posture Collectors and Posture Validators

5.2.1.1. The SWD Posture Coll ector
For the Endpoint Conpliance Profile, the SWD Posture Collector MJST
be conformant with [I-D.ietf-sacm nea-sw d-patnc], which includes
requi renents for:

1. Collecting SWD tags fromthe SWD directory
2. Mnitoring the SWD directory for changes

3. Initiating a session with the server to report changes to the
directory

4. Miintaining a list of changes to the SWD directory when updates
take place and no PT-TLS connection can be created with the
server

5. Responding to a request for SWD tags fromthe SWD Posture
Val i dator on the server

6. Responding to a query fromthe SWD Posture Validator as to
whet her all updates have been sent

The SWD Posture Collector is not responsible for detecting that the
SWD directory was not updated when an application was either
installed or uninstalled.

5.2.1.2. The SWD Posture Validator

Conformance to [I-D.ietf-sacm nea-sw d-patnc] enables the SWD
Posture Validator to:

1. Send messages to the SWD Posture Collector (at the behest of the
adm nistrator at the server console) requesting updates for SWD
tags | ocated on endpoi nt

2. Ask the SWD Posture Collector whether all updates to the SWD
directory located at the server have been sent

3. Conpare an endpoint’s SWD posture information to policy, and
make a recommendation to the NEAS about the endpoint
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In addition to these requirenents, a SWD Posture Validator used in
conformance with this profile MJST be capabl e of passing information
fromthe posture assessnment results and the endpoint identity
associated with those results to the repository for storage.

5.3. NEA dient (NEAC) and NEA Server (NEAS)

[ RFC5793] describes a standard way for the NEAC and the NEAS to
exchange messages.

5.3.1. NEAC

The NEAC MUST conformto [RFC5793], which |evies a nunber of
requi renents agai nst the NEAC. A NEAC that conplies with these
requirenents will be able to:

1. attenpt to initiate a session with the NEAS if the SWD Posture
Col I ector nakes a request to send an update to the SWD directory
to the server;

2. notify the SWD Posture Collector if no PT-TLS session with the
server can be created

3. notify the SWD Posture Coll ector when a PT-TLS session is
est abl i shed; and

4. receive information fromthe PCs, forward this infornation to the
server via the PTC

The NEAC MUST al so conformto [IF-IMJ] to enabl e comrmunications with
the SWD Posture Coll ector.

5.3.2. NEAS

The NEAS MUJST conformto all requirenents in the [ RFC5793] and
[IF-1 W] specifications. Conformance to [IF-1MW] enables the NEAS to
obtain endpoint identity information fromthe PTS, and pass this
information to any | MWs on the server.

5.4. Repository
ECP 1.0 requires a sinple administrative interface for the
repository. PVs on the server receive the endpoint data via PA-TNC
[ RFC5792] nessages sent from corresponding PCs on an endpoi nt and
store this information in the repository linked to the identity of
t he endpoi nt where the PCs are | ocat ed.

The administrative interface SHOULD enabl e an admini strator to:
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1. Query which endpoints have reported SWD tags for a particul ar
application
2. Query which SWD tags are installed on a particul ar endpoi nt

3. Query tags based on characteristics, such as vendor, publisher
etc.

In the future, if SACM decides to develop an interface to the
repository server, it should consider requirements for

1. Creating a secure channel between a publisher and the repository
2. Creating a secure channel between a subscriber and the repository

3. The types of interactions that nust be supported between
publ i shers and subscribers to a repository

6. Posture Transport Cient (PTC) and Posture Transport Server (PTS)

The PT-TLS protocol provides a transport service for carrying the PB-
TNC prot ocol nessages between the endpoint and the server

The PTC and PTS MUST i npl enment PT-TLS, since a connection is needed
t hat :

0 Can handle | arge volunmes of data, which mght require multiple
roundtrips, to be sent while the endpoint is connected

o Allows either the NEAC or NEAS to initiate a connection

0 Supports secure transport based on nachine certificates at both
ends of the connection

The PTC and PTS MUST support the use of nachine certificates for TLS
at each endpoint consistent with the requirenents stipulated in
[ RFC6876] and [ Server-Di scovery].

The PTC MUST be able to | ocate an authorized server, and switch to a
new server when required by the network, in conformance with
[ Server-Di scovery].
7. Administrative Interface and API
An interface is necessary to allow adm nistrators to nanage the

endpoi nts and software used in the Endpoint Conpliance Profile. This
interface SHOULD be accessible either on or through (as in the case
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of a remptely hosted interface) the server. Using this interface, an
aut hori zed user or administrator SHOULD be able to:

0 Query the repository

0 Send commands to the PVs, requesting information fromthe
associ ated PCs residing on network endpoints

0 Update the policy that resides on the server
An APl is necessary to allow infrastructure endpoints and software
access to the information stored in the repository. Using this API,
an aut hori zed endpoi nt SHOULD be able to:
0 Query the repository

8. Endpoint Conpliance Profile Exanples

8.1. Continuous Posture Assessnment of an Endpoi nt

Endpoi nt Server

e e e o + e e e o +
I I I I
I R + | I R +

| | SWD || | | SWD ||
| | Posture | | | | Posture | |
| | Collector | | | | Validator | |
| +----------- + | | +----------- + |
I I I I I I
| | TF-1MC| | | TF-1MW |
I I I I I I
| +----meee - + | | +----meee - +

| | PBdient | | | | PB Server | |
| +----------- + | | +----------- + |
I I I I I I
I I I I I I
I I I I I I
| +----meee - + | | +----meee - +

| | PT dient | |<------ > | PT Server | |
| +---------- + | PT-TLS | +----------- +

I I I I
T + T +

Fi gure 4: Continuous Posture Assessnment of an Endpoi nt
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8.1.1. Change on Endpoint Triggers Posture Assessnent

A new application is installed on the endpoint, and the SWD
directory is updated. This triggers an update fromthe SWD Posture
Coll ector to the SWD Posture Validator. The nessage is sent down
the NEA stack, encapsul ated by NEA protocols until it is sent by the
PTC to the PTS. The PTS then forwards it up through the stack, where
the | ayers of encapsulation are renoved until the SWD Message
arrives at the SWD Posture Vali dator.

Endpoi nt Server

oo + oo +
I I I I
| +----meee - + | | +----meee - + |
| | SWD || | | SWD ||
| | Posture | | | | Posture | |
| | Collector | | | | Vvalidator | |
I R + | I R + |
| | SWD Message [ [
[ | TF-IMC | for PA-TNC [ | TF-1TMW |
I I I I I I
| +----------- + | | +----------- + |
| | PBdient | | | | PB Server | |
I R + | I R + |
I I I I I I
[ [ | PB-TNC {SWD | [ [
| | | Message for | | |
| | | PA-TNG | | |
| +---emee - + | | +---emee - + |
| | PT dient | [<-------------- > | PT Server | |
| +--c--ennman- + | PT-TLS {PB-TNC | +----------- + |
| | {SWD Message | [
e + for PA-TNC}} e +

Fi gure 5: Conpliance Protocol Encapsul ation

The SWD Posture Validator stores the newtag information in the
repository. |If the tag indicates that the endpoint is conpliant to
the policy, then the process is conplete until the next tine an
update is needed (either because policy states that the endpoint nust
submit posture assessnent results periodically or because an
install/uninstall/update on the endpoint triggers a posture
assessnent).
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Figure 6: Storing SWDs in the Repository

If the endpoint has fallen out of conpliance with a policy,
server can alert the admnistrator via the server’s admnistrative

interface.
probl em
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The adnministrator can then take steps to address the
If the adnministrator has already established a policy for

autonatically addressing this problem that policy will be foll owed.
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(")
S
+-->|

Endpoi nt Server | 7\
Fom e e e oo + Fom e e e oo + |
I I I ||
| e + | | e +]
| | SWD || | | SWD |-|-+
| | Posture | | | | Posture | |
| | Collector | | | | Validator | |
| +---emee - + | | +---emee - + |
| | | | | | Reposi tory
[ | TF-1MC| [ | TF-1MW | o +
I I I I I I I I
| e + | | e + | | |
| | PBdient | | | | PB Server | | | |
| e + | | e + | | |
| | | | | | oo *
I I I I I I
I I I I I I
|+ ----------- +| |+ ----------- +|
| | PT dient | |<------ > | PT Server | |
| +----------- + | PT-TLS | +----------- +
I I I I
R L + R L +

Figure 7: Server Alerts Network Adnmin
8.2. Admi nistrator Searches for \Vul nerabl e Endpoi nts
An announcenent is nade that a particular version of a piece of
software has a vulnerability. The adm nistrator uses the

Adm ni strative Interface on the server to search the repository for
endpoints that reported the SWD tag for the vul nerabl e software.
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(")
S
+-->|

Endpoi nt Server | 7\
Fom e e e oo + Fom e e e oo + |
I I I ||
| e + | | e +]
| | SWD || | | SWD |-|-+
| | Posture | | | | Posture | |
| | Collector | | | | Validator | |
| +---emee - + | | +---emee - + |
| | | | | | Reposi tory
[ | TF-1MC| [ | TF-1MW | o +
I I I I I I I I
| e + | | e + | | |
| | PBdient | | | | PB Server | |------ >| |
| e + | | e + | | |
| | | | | | oo *
I I I I I I
I I I I I I
|+ ----------- +| |+ ----------- +|
| | PT dient | |<------ > | PT Server | |
| +----------- + | PT-TLS | +----------- +
I I I I
R L + R L +

Fi gure 8: Admin Searches for Vul nerabl e Endpoints

The repository returns a list of entries in the matching the

adm nistrator’s search. The administrator can then address the

vul nerabl e endpoi nts by taking sone followup action such as renoving
it fromthe network, quarantining it, or updating the vul nerabl e

sof tware
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10.

11.

11.

o | |
| Mary Lessels | U S. CGovernnent |
| | |
| Chris Salter | U S. CGovernnent [
S NS +

Table 1: Menbers of the TNC Work Group that Contributed to the
Docunent

| ANA Consi der ati ons

Thi s docunment does not define any new | ANA registries. However, this
docunent does reference other docunments that do define | ANA
registries. As aresult, the | ANA Considerations section of the
referenced docunents shoul d be consulted.

Security Considerations

The Endpoint Conpliance Profile offers substantial inprovenents in
endpoi nt security, as evidenced by the Australian Defense Signals
Directorate’s analysis that 85% of targeted cyber intrusions can be
prevented t hrough application white listing, patching applications
and operating systens, and using the |atest versions of applications.
[DSD] Despite these gains, sonme security risks continue to exist and
nmust be consi der ed.

To ensure that these benefits and risks are properly understood, this
Security Considerations section includes an analysis of the benefits
provi ded by the Endpoint Conpliance Profile (Section 11.1), the
attacks that nmay be nounted agai nst systens that inplenment the
Endpoi nt Conpliance Profile (Section 11.2), and the counterneasures
that may be used to prevent or mitigate these attacks (Section 11.3).
Overall, a substantial reduction in cyber risk can be achieved.

1. Security Benefits of Endpoint Conpliance Profile

Security weaknesses of the conmponents for this profile should be
considered in light of the practical considerations that nust be
addressed to have a viable solution.

Post ure assessnent has two parts: assessnent and foll ow up actions.
The point of posture assessment is to ensure that authorized users
are using authorized software configured to be as resilient as
possi bl e agai nst an attack.

Post ure assessnent answers the question whether the endpoint is
healthy. Qur goal for posture assessnent is to make it harder for an
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adversary to execute code on one of our endpoints. This profile
represents an inportant first step in reaching that goal. If we keep
our endpoints healthier, we are able to prevent nore attacks on our
endpoi nts and thus on our information systens.

The goal of ECP is to address posture assessnent in stages. Stage 1
is the ability to ascertain whether all endpoints are authorized and
whet her all applications are authorized and up to date. Stage 2 will
attenpt to address the harder problem of whether all software is
configured safely. Eventually, the goal is to also address
renedi ati on which is currently out-of-scope for the SACM WG t hat
presents a far greater security challenge than reporting, since
renediation inplies the ability of a renmpte party to nodify software
or its settings on endpoints.

A second security consideration is howto gain visibility over every
type of endpoint and every piece of software installed on the
endpoint. This is a problemof scaling and observation. A solution
is needed that can report fromevery type of endpoint. Al software
on the endpoint has to be discovered. Information about the software
has to be up to date and accurate. The information that is

di scovered has to be reported in a consistent format, so

adm nistrators do not have to squander tinme deci phering proprietary
systens and the information can be nade readily useful for other
security autonation purposes.

ECP is based on a nodel of a standards-based schema, a standards-
based set of protocols and interfaces, and the existence of an
oversi ght group, the I ETF, that can update the schenmas and protocols
to neet new use cases and security issues that may be di scovered.

The data elements in the schena deternine what work can be done
consistently for every endpoint and every piece of software. How the
data gets populated is an inportant consideration. ECP |everages the
SWD tags from|SO 19770-2 because the tag originates with a single
authoritative source, the application vendor itself. Moreover, there
is a natural incentive for the vendor to create this content, since
it makes it easier for enterprises and vendors to track whether
software is licensed. Practical considerations are security

consi derations. A sustainabl e business nodel for obtaining all the
necessary content is a fundanental requirenent.

The NEA nodel is based on having a NEAC run on an endpoi nt that
publ i shes posture information to a server. The advantages are easy
tolist. A platformvendor can inplenent its own NEAC and have it be
conmpatible with the NEAS froma different vendor. The interfaces are
| ayered on top of mature protocols such as TLS. TLS is the protoco
of choice for ECP, since:
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11.

0 it has proven secure properties,
0 it can be inplemented on nost types of endpoints,

o it allows the gathering of large anounts of information when a
endpoi nt is connected, and

0 it enables use of a mechanismto ensure that the client is
aut henticated (authorized) - a client certificate - which al so
provi des a consistent identifier

Mat ure protocols that can be inplenented on nost types of endpoints
and a standards-based schema with a sustainabl e business nodel are
both critical security considerations for conpliance.

Additionally, it is inportant to consider the future stages for ECP
such as a posture assessnent being followed up by sone action (e.qg.
renedi ation, alert, etc.). Ensuring that clients are taking
instructions only fromauthorized parties will be critical. [|nasnuch
as it is practical, enterprises will want to use the sanme
infrastructure and investnent in PKI to send those instructions to a
client.

Li kewi se, as nore information with nore value is gathered from
endpoints, we will also want to ensure that this information is only
rel eased to authorized applications and parties. For the next stage
of ECP, SACM rmay want to define an interface on the repository that
can be queried by other security automation applications to make it
easier to detect attacks and for other security autonation
applications. This interface has to be standards-based for
enterprises to reap the benefits of innovation that can be achieved
by meking the enterprise’s data available to other tools and

servi ces.

2. Threat Mbdel

This section lists the attacks that can be nmounted on an Endpoi nt
Conpl i ance Profile environment. The follow ng section (Section 11.3)
descri bes count erneasures.

Because t he Endpoi nt Conpliance Profile describes a specific use case
for NEA conponents, nmany security considerations for these conponents
are addressed in nore detail in the technical specifications:
[I-D.ietf-sacmnea-swi d-patnc], [IFIM], [RFC5793],

[ Server-Di scovery], [RFC6876], [IF-1MW].

Haynes, et al. Expi res Septenber 10, 2017 [ Page 29]



I nternet-Draft Endpoi nt Conpliance Profile March 2017

11.

11.

11.

2.1. Endpoint Attacks

Whi |l e the Endpoi nt Conpliance Profile provides substantia

i nprovenents in endpoint security as described in Section 11.1, a
certain percentage of endpoints will always get conprom sed. For
this reason, all parties nust regard data coming from endpoints as
potentially unreliable or even nmalicious. An analogy can be drawn
with human testinony in an investigation or trial. Human testinony
is essential but nust be regarded with suspicion

0 Conprom se of endpoint: A conprom sed endpoint may report false
i nformati on to confuse or even provide naliciously crafted
information with a goal of infecting others.

0 Putting bad information in SWD directory: Even if an endpoint is
not conpl etely conprom sed, sone of the software running on it may
be unreliable or even malicious. This software, potentially
i ncluding the SWD generation or discovery tool, or nalicious
software pretending to be a SWD generation or discovery tool, can
pl ace incorrect or maliciously crafted information into the SWD
directory. Endpoint users may even place such information in the
directory, whether notivated by curiosity or confusion or a desire
to bypass restrictions on their use of the endpoint.

o ldentity spoofing (inpersonation): A conpronised endpoint nmay
attenpt to inpersonate another endpoint to gain its privileges or
to besnmirch the reputation of that other endpoint.

2.2. Network Attacks

A variety of attacks can be nounted using the network. Generally,
the network cannot be trusted.

o Eavesdropping, nodification, injection, replay, deletion
o Traffic analysis

0 Denial of service and blocking traffic

2.3. Server Attacks

The server is a critical security elenent and therefore nerits
consi derabl e scrutiny.

0 Conprom sed trusted server: A conpromi sed server or a mnalicious
party that is able to inpersonate a server can incorrectly grant
or deny access to endpoints, place incorrect information into the
repository, or send nalicious nessages to endpoints
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o Msconfiguration of trusted server: Accidental or purposefu
nmi sconfiguration of a trusted server can cause effects that are
simlar to those listed for conprom sed trusted server.

o Mlicious untrusted server: An untrusted server cannot nount any
significant attacks because all properly inplenented endpoints
will refuse to engage in any neaningful dialog with such a server

2.4. Repository Attacks

The repository is also an inportant security el enment and therefore
merits careful scrutiny.

0 Putting bad information into trusted repository: An authorized
repository client such as a server may be able to put incorrect
information into a trusted repository or delete or nodify
historical information, causing incorrect decisions about endpoint
security. Placing maliciously crafted data in the repository
could even lead to conpronise of repository clients, if they fai
to carefully check such data.

0 Conprom sed trusted repository: A conpronised trusted repository
or a nalicious untrusted repository that is able to inpersonate a
trusted repository can lead to effects sinmlar to those listed for
"Putting bad information into trusted repository". Further, a
conmprom sed trusted repository can report different results to
different repository clients or deny access to the repository for
sel ected repository clients.

0 Msconfiguration of trusted repository: Accidental or purposefu
m sconfiguration of a trusted repository can deny access to the
repository or result in loss of historical data.

o Malicious untrusted repository: An untrusted repository cannot
mount any significant attacks because all properly inplenented
repository clients will refuse to engage in any neani ngful dial og
with such a repository.

3. Count er measur es

This section lists the counterneasures that can be used in an
Endpoi nt Conpliance Profile environnent.

3.1. Counterneasures for Endpoint Attacks
This profile is in and of itself a counterneasure for a conpron sed

endpoint. A primary defense for an endpoint is to run up to date
software configured to be run as safely as possible.
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Ensuring that anti-virus signatures are up to date and that a
firewall is configured are also protections for an endpoint that are
supported by the current NEA specifications.

Endpoi nts that have hardware cryptographi c nodul es that are

provi sioned by the enterprise, in accordance with [I|EEE-802-1ar], can
protect the private keys used for authentication and help prevent
adversaries fromstealing credentials that can be used for

i mpersonation. Future versions of the Endpoint Conmpliance Profile
may want to discuss in greater detail how to use a hardware

crypt ographi c nodule, in accordance with [| EEE-802-1ar], to protect
credentials and to protect the integrity of the code that executes
during the bootstrap process.

3.2. Counterneasures for Network Attacks

To address network attacks, [RFC6876] includes required encryption
authentication, integrity protection, and replay protection.

[ Server-Di scovery] also includes authorization checks to ensure that
only authorized servers are trusted by endpoints. Any unspecified or
not yet specified network protocols enployed in the Endpoint
Conpliance Profile (e.g. the protocol used to interface with the
repository) should include simlar protections.

These protections reduce the scope of the network threat to traffic
anal ysis and denial of service. Counterneasures for traffic analysis
(e.g. masking) are usually inpractical but may be enpl oyed.

Count erneasures for denial of service (e.g. detecting and bl ocking
particul ar sources) SHOULD be used when appropriate to detect and

bl ock deni al of service attacks. These are routine practices in
network security.

3.3. Counterneasures for Server Attacks

Because of the serious consequences of server conprom se, servers
SHOULD be especially well hardened agai nst attack and mininized to
reduce their attack surface. They SHOULD be nonitored using the NEA
protocols to ensure the integrity of the behavior and anal ysis data
stored on the server and SHOULD utilize a [I| EEE-802-1ar] conpliant
har dwar e cryptographic nodule for identity and/or integrity

measur enents of the server. They should be well nanaged to minimze
vulnerabilities in the underlying platformand in systens upon which
the server depends. Network security nmeasures such as firewalls or

i ntrusion detection systens nay be used to nmonitor and linit traffic
to and fromthe server. Personnel wth adm nistrative access to the
server should be carefully screened and nonitored to detect problens
as soon as possible. Server adnministrators should not use password-
based aut hentication but should instead use non-reusable credentials
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and nulti-factor authentication (where available). Physical security
measures shoul d be enpl oyed to prevent physical attacks on servers.

To ease detection of server conprom se should it occur, server
behavi or should be nonitored to detect unusual behavior (such as a
server reboot, unusual traffic patterns, or other odd behavior).
Endpoi nts should | og and/or notify users and/or adm nistrators when
pecul i ar server behavior is detected. To aid forensic investigation
per manent read-only audit |ogs of security-relevant information
pertaining to servers (especially admnistrative actions) should be
mai ntained. |f server conpronmise is detected, the server’s
certificate should be revoked and careful analysis should be
performed of the source and inpact of this conpronise. Any reusable
credentials that nay have been conprom sed shoul d be reissued.

Endpoi nts can reduce the threat of server conpromnmi se by mnimnm zing
the nunber of trusted servers, using the nechani sns described in
[ Server-Discovery].

3.4. Counterneasures for Repository Attacks

If the host for the repository is located on its own endpoint, it
shoul d be protected with the sane neasures taken to protect the
server. In this circunstance, all nessages between the server and
repository should be protected with a mature security protocol such
as TLS or | Psec.

The repository can aid in the detection of conproni sed endpoints if
an adversary cannot tanper with its contents. For instance, if an
endpoi nt reports that it does not have an application with a known
vul nerability installed, an adninistrator can check whether the
endpoi nt m ght be lying by querying the repository for the history of
what applications were installed on the endpoint.

To hel p prevent tanpering with the information in the repository:

1. Only authorized parties should have privilege to run code on the
endpoi nt and to change the repository.

2. |If a separate endpoint hosts the repository, then the
functionality of that endpoint should be linmted to hosting the
repository. The firewall on the repository should only all ow
access to the server and to any endpoint authorized for
admi ni stration.

3. The repository should ideally use "wite once" nedia to archive
the history of what was placed in the repository, to include a
snapshot of the current status of applications on endpoints.
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Privacy- Consi derati ons

The Endpoi nt Conpliance Profile specifically addresses the collection
of posture data fromenterprise endpoints by an enterprise network.
As such, privacy is not going to often arise as a concern for those
depl oying this solution.

A possi bl e exception may be the concerns a user nay have when
attenpting to connect a personal endpoint (such as a phone or nobile
endpoint) to an enterprise network. The user may not want to share
certain details, such as an endpoint identifier or SWD tags, with
the enterprise. The user can configure their NEAC to reject requests
for this information; however, it is possible that the enterprise
policy will not allow the user’s endpoint to connect to the network
wi t hout providing the requested data.

Change Log
1. -00to -01
There are no textual changes associated with this revision. This
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Added references to the Software I nventory Message and Attributes
(SWMA) for PA-TNC | -D.

Repl aced references to PCCTNC with I F- 1M

Renoved erroneous hyphens froma couple of section titles.

Made a few minor editorial changes.
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