SACM D. Waltermre, Ed.

I nternet-Draft NI ST
I nt ended status: Standards Track K. Wat son
Expi res: Cctober 29, 2017 DHS

C. Kahn

L. Lorenzin

Pul se Secure, LLC

M Cokus

D. Haynes

The M TRE Cor poration
H. Birkhol z
Fraunhofer SIT

April 27, 2017

SACM | nf or mati on Model
draft-ietf-sacminformtion-nodel -10

Abst ract

This docunment defines the Information Elenments that are transported
bet ween SACM conponents and their interconnected rel ationships. The
primary purpose of the Secure Automation and Conti nuous Mnitoring
(SACM Information Mddel is to ensure the interoperability of
correspondi ng SACM data nodel s and addresses the use cases defined by
SACM The Information El ements and correspondi ng types are

mai ntai ned as the 1 ANA "SACM I nformation El ements" registry.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on October 29, 2017.
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1. Introduction
The SACM I nformati on Model (1M serves nmultiple purposes

0 to ensure interoperability between SACM data nodels that are used
as transport encodi ngs,

0 to provide a standardi zed set of Information El enents - the SACM
Vocabul ary - to enable the exchange of content vital to automated
security posture assessnent, and

0 to enable secure information sharing in a scal abl e and extensible
fashion in order to support the tasks conducted by SACM
conponent s.

A conpl ete set of requirenents inposed on the IMcan be found in
[I-D.ietf-sacmrequirenents]. The SACMIMis intended to be used for
st andar di zed data exchange between SACM conponents (data in notion).
Neverthel ess, the Information Elements (1E) and their relationships
defined in this docunment can be | everaged to create and align
correspondi ng data nodels for data at rest.

The i nformati on nodel expresses, for exanple, target endpoint (TE)
attributes, guidance, and evaluation results. The corresponding
Information El enments are consunmed and produced by SACM conponents as
they carry out tasks.

The prinmary tasks that this information nodel supports (on data,
control, and nmanagenent plane) are:

o TE Discovery
0o TE Characterization

o TE dassification
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0o Collection
o Eval uation
o Information Sharing
0 SACM Conponent Di scovery
0 SACM Component Aut hentication
0 SACM Conponent Aut horization
0 SACM Conponent Regi stration
These tasks are defined in [I-D.ietf-sacmterninol ogy].
2. Conventions used in this docunent
2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2.2. Information El ement Exanpl es
The notation used to define the SACM Information Elenments (I1Es) is
based on a custom zed version of the IPFI X information nodel syntax
[ RFC7012] which is described in Figure 2. However, there are severa
exanpl es presented throughout the docunent that use a sinplified
pseudo-code to illustrate the basic structure. It should be noted
that while they include actual nanes of subjects and attributes as
wel|l as values, they are not intended to influence how correspondi ng
SACM | Es shoul d be defined in Section 7. The exanples are provided
for denonstration purposes only.
3. Information El ements
The 1 Es defined in this docunment conprise the building bl ocks by
which all SACM content is conposed. They are consunmed and provi ded
by SACM conponents on the data plane. Every Information El enent has
a unique label: its nane. Every type of IE defined by the SACMIMis

registered as a type at the | ANA registry. The Integer Index of the
| ANA SM nunber tables can be used by SACM data nodel s
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3.

.1

2

Context of Information El enents

The IEs in this informati on nodel represent information related to
assets in the followi ng areas (based on the use cases described in
[ RFC7632]):

o Endpoi nt Managenent

o Software Inventory Managenent

0 Hardware | nventory Managenent

o Configuration Managenent

0 Vul nerability Managenent
Extensibility of Infornmation El enents

A SACM dat a nodel based on this information nodel MAY include
additional information elenments that are not defined here. The

| abel s of additional Information Elenents included in different SACM
data nodel s MUST NOT conflict with the |abels of the Information

El ements defined by this infornmation nodel, and the nanes of
additional Information Elenents MUST NOT conflict with each other or
across nmultiple data nodels. In order to avoid nami ng conflicts, the
| abel s of additional | Es SHOULD be prefixed to avoid collisions
across extensions. The prefix MJST include an organi zationa
identifier and therefore, for exanple, MAY be an | ANA enterprise
nunber, a (partial) name space URI, or an organi zati on nane
abbr evi ati on.

Structure of Information El enents
There are two basic types of I|Es:

0 Attributes: Atonmic information elenents that are equivalent to
nane-val ue-pairs and can be conponents of Subjects.

0 Subjects: Conposite information el enents that have a nanme and are
made up of Attributes and/or other Subjects. Every IE that is
part of a Subject can have a quantity associated with it (e.qg.
zer o-one, none-unbounded). The content | Es of a Subject can be
ordered or unordered.

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 14]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

Exanpl e I nstance of an Attribute:
host name = "ar but us"

Exanpl e I nstance of a Subject:
coordi nates = (

latitude = N27.99619,

| ongi tude = E86.92761

)

Figure 1: Exanple instance of an attribute and subject.

In general, every piece of information that enables security posture
assessnent or further enriches the quality of the assessnent process
can be associated with metadata. In the SACMIM netadata is
represented by specific subjects and is bundled with other attributes
or subjects to provide additional information about them The I M
explicitly defines two kinds of netadata:

0 Metadata focusing on the data origin (the SACM conponent t hat
provides the information to the SACM donai n)

0 Metadata focusing on the data source (the target endpoint that is
assessed)

Met adata can al so include relationships that refer to other
associ ated I Es (or SACM content in general) by using referencing
| abel s that have to be included in the netadata of the associated |IE

Subj ects can be nested and the SACMIMallows for circular or
recursive nesting. The association of IES via nesting results in a
tree-like structure wherein subjects conpose the root and

i ntermedi ary nodes and attributes the |eaves of the tree. This
semantic structure does not inmpose a specific structure on SACM data
nmodel s regarding data in notion or data repository schemata for data
at rest.

The SACM | M provi des two conceptual top-level subjects that are used
to ensure a honobgeneous structure for SACM content and its associ ated
nmet adat a: SACM st at enents and SACM content-el enents. Every set of
IEs that is provided by a SACM conponent mnust provide the information
contained in these two subjects although it is up to the inplenenter
whet her or not the subjects are explicitly defined in a data nodel.

The notation the SACMIMis defined in is based on a nodified version
of the IP Information Fl ow Export (IPFIX) Information Mddel syntax
described in Section 2.1 of [RFC7012]. The custom zed syntax used by
the SACMIMis defined belowin Figure 2
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elementld (required):

enterpriseld (optional):

nane (required):

dat aType (required):

Waltermre,
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The nuneric identifier of the
Information Elenent. It is used
for the conpact identification
of an Information Elenent. If
this identifier is used without
an enterpriselD, then the

el ementld nust be uni que, and
the description of allowed val ues
is adm nistrated by | ANA. The
val ue "TBD' may be used during
devel opnent of the information
nmodel until an elementld is
assigned by 1ANA and filled

in at publication tine.

Enterprises may wi sh to define

I nformation El ements wit hout
registering themwith | ANA, for
exanpl e, for enterprise-internal
purposes. For such Information
El ements, the elenmentld is

not sufficient when used

outside the enterprise. If
specifications of enterprise-
specific Information El enents
are nmade public and/or if
enterprise-specific identifiers
are used by SACM conponents
outside the enterprise, then the
enterprise-specific identifier
MUST be nade gl obal ly uni que by
conbining it with an enterprise
identifier. Valid values for the
enterpriseld are defined by | ANA
as Structure of Managenent

Information (SM) network nanagenent

private enterprise nunbers.

A uni que and neani ngful nane for
the Information El enment.

There are two ki nds of datatypes:

2017

sinple and structured. Attributes are

defined using sinple datatypes
and subjects are defined using

structured datatypes. The contents of

the datatype field will be either
a reference to one of the sinple
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status (required):

description (required):

structure (optional):

references (optional):

Fi gure 2:

SACM | nf or mati on Mbodel

datatypes listed in Section

5.1, or the specification of
structured datatype as defined in
Section 5. 2.

The status of the specification
of the Information El enent.

Al |l owed values are "current" and
"deprecated". Al newy defined

Informati on El emrents have "current”

status. The process for noving
Information El ements to the
"deprecated" status is TBD

Descri bes the meaning of the
Information El ement, howit is
derived, conditions for its use,
etc.

A parsabl e property that provides
details about the definition of
structured Information El enents as
descri bed in Section 5. 2.

Identifies other RFCs or docunents
out side the | ETF which provide
addi tional information or context
about the Information El enent.

I nformation El enent Specification Tenplate

4.1. Information El enent Naming Convention

SACM I nformati on El enents nmust adhere to the foll ow ng nan ng
conventi ons.

o Names SHOULD be descriptive

0 Nanmes MUST be unique within the SACMregistry. Enterprise-
speci fic names SHOULD be prefixed with a Private Enterprise Nunber

[ PEN] .

Apri

2017

o Names MJST start with lowercase letters unless it begins with a

Private Enterprise Nunber

0 Conposed nanes MJST use capital letters for the first letter of
each part

Waltermre,

et al.

Expi res Cctober 29, 2017
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4.2. SACM Content El enents

Every piece of information that is provided by a SACM Conponent is

al ways associated with a set of data source netadata (e.g. the

ti mestanp when the information was coll ected, the target endpoint
fromwhich the this set of infornation is about, etc.) which is
provided in the SACM Content El enent Metadata. The SACM Cont ent

El ement is the subject information el ement that associates the
informati on with the SACM Content El ement Metadata. The SACM Cont ent
El ement Metadata nmay al so include rel ationshi ps that express

associ ations with other SACM Content Elements.

content-el ement = (
content-netadata = (
collection-timestanp = 146193322,
dat a- source = fb02e551-7101-4e68-8dec- 1f de6bd10981
)
host nane = "ar but us”
coordi nates = (
latitude = N27.99619,
| ongi tude = E86.92761
)
)

Figure 3: Exanple set of IEs associated with a tinmestanp and a target
endpoi nt | abel .

4, 3. SACM St at enment s

One or nore SACM Content El ements are bundled in a SACM St at enment .

In contrast to SACM Content El ement Metadata, SACM Statenent Metadata
focuses on the providing information about the SACM Conponent t hat
provided it rather than the target endpoint that the content is
about. The only content-specific nmetadata included in the SACM
Statenment is the statenent-type IE. Therefore, multiple SACM Cont ent
El ements that share the same SACM Statenment Metadata and are of the
same statenment-type can be included in a single SACM Statenent. A
SACM St atenment functions simlar to an envelope or a header and is
the subject information el enment that associ ates SACM St at enent

Met adata with security automation information provided in its SACM
Content Elenent(s). |Its purpose is to enable the tracking of the
origin of data inside a SACM donain and nore inportantly to enabl e
the mitigation of conflicting information that may originate from

di f ferent SACM Conponents. How a consuni ng SACM Conmponent actual ly
deals with conflicting information is out-of-scope of the SACMIM
Semantically, the termstatenent inplies that the SACM content

provi ded by a SACM Conponent mi ght not be correct in every context,
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but, rather is the result of a best-effort to produce correct
i nformati on.

sacm statement = (
statenent-nmetadata = (
publish-tinmestanp = 1461934031
data-origin = 24e67957-3d31-4878-8892- da2b35e121c2
statenment-type = observation
)
content-el ement = (
content-netadata = (
collection-tinestanp = 146193322
dat a- source = fb02e551-7101- 4e68- 8dec- 1f de6bd10981
)

host nane = "ar but us"
)

)

Figure 4: Exanple of a sinple SACM statement including a single
cont ent - el enent .
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sacm statenment = (
statement - met adata = (
publish-timestanp = 1461934031
data-origin = 24e67957-3d31-4878-8892- da2b35e121c?2
statenent-type = observation
)
content-el ement = (
content-nmetadata = (
collection-timestanp = 146193322,
dat a- source = fb02e551-7101-4e68- 8dec- 1f de6bd10981
)
coordi nates = (
latitude = N27.99619,
| ongi tude = E86.92761
)
)
)

sacm statenment = (
statement - met adata = (
publish-tinmestanp = 1461934744,
data-origin = e42885al1-0270-44e9- bb5c- 865cf 6bd4800,
statenent-type = observation
)
content-el ement = (
content-netadata = (
collection-tinmestanp = 146193821,
te-1abel = fb02e551-7101-4e68-8dec- 1f de6bd10981
)
coordi nates = (
| ati tude = N16.67622,
| ongi tude = E141. 55321
)
)
)

Figure 5: Exanple of conflicting information originating from
di fferent SACM conponents

4.4. Rel ationshi ps

An | E can be associated with another IE, e.g. a user-nane attribute
can be associated with a content-authorization subject. These
references are expressed via the rel ationships subject, which can be
included in a correspondi ng content-netadata subject. The

rel ati onshi ps subject includes a |list of one or nore references. The
SACM | M does not enforce a SACM domain to use unique identifiers as
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references. Therefore, there are at |least two ways to reference
anot her

o The value of a reference represents a specific content-|abel that
is unique in a SACM domain (and has to be included in the
correspondi ng content-el enent netadata in order to be referenced),
or

o0 The reference is a subject that includes an appropriate nunber of
IEs in order to identify the referenced content-element by its
actual content.

It is recommended to provide unique identifiers in a SACM donai n and
the SACM I M provi des a correspondi ng nani ng-convention as a reference
in Section 4.1. The alternative highlighted above sumari zes a valid
approach that does not require unique identifiers and is simlar to

t he approach of referencing target endpoints via identifying
attributes included in a characterization record.

content-el ement = (
content-netadata = (
collection-tinmestanp = 1461934031
te-1abel =
f b02e551- 7101- 4e68- 8dec- 1f de6bd10981
relationships = (
associ at ed-wi t h-user-account =
f 3d70ef 4- 7e18- 42af - a894- 8955ba87c¢95d

)
),

host nane = "ar but us"

)

content-el ement = (
content-netadata = (
content-1abel = f3d70ef4-7el8-42af - a894- 8955ba87c¢95d
)
user-account = (
username = romneo
aut hentication = |l oca

)
)

Fi gure 6: Exanple instance of a content-el enent subject associated
wi th another subject via its content netadata.
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4.5, Event

Event subjects provide a structure to represent the change of IE

val ues that was detected by a collection task at a specific point of
time. It is mandatory to include the new val ues and the collection
tinmestanp in an event subject and it is recomended to include the
past values and a collection tinestanp that were replaced by the new
| E values. Every event can also be associated with a subject-
specific event-tinestanp and a | astseen-tinmestanp that mght differ
fromthe corresponding collection-tinmestanps. |If these are onmtted
the collection-timestanp that is included in the content-netadata
subj ect is used instead.

sacm statement = (
statement - met adata = (
publish-timestanp = 1461934031
data-origin = 24e67957-3d31-4878-8892- da2b35e121c2
statement-type = event

),

event = (
event-attributes = (
event - nane = "host - nane change”

content-el enent = (
content-netadata = (
collection-tinmestanp = 146193322,
dat a- source =
f b02e551- 7101- 4e68- 8dec- 1f de6bd10981
event - conponent = past-state

),

host nane = "ar but us"
)
content-el ement = (
content-netadata = (
collection-timestanp = 146195723,
dat a- source =
f b02e551- 7101- 4e68- 8dec- 1f de6bd10981
event - conponent = current-state
)
hostnanme = "lil ac"
)
)
)

Figure 7: Exanple of a SACM statenment containing an event.
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4.6. Categories

Categories are special IEs that refer to nultiple types of IEs via
just one nanme. Therefore, they are simlar to a type-choice. A
prom nent exanple of a category is when identifying a target
endpoint. |In sonme cases, a target endpoint will be identified by a
set of identifying attributes and in other cases a target endpoint
will be identified by a target endpoint |abel which is unique within
a SACM domain. |If a subject includes the targetEndpoint information
el ement as one of its conponents, any of the category nenbers
(target Endpoi ntldentifier or target EndpointLabel) are valid to be
used in its place.

5. Abstract Data Types
This section describes the set of valid abstract data types that can
be used for the specification of the SACM Information El enents in
Section 7. SACM currently supports two classes of datatypes that can
be used to define Information El ements.

o Sinple: Datatypes that are atonic and are used to define the type
of data represented by an attribute Information El enent.

0 Structured: Datatypes that can be used to define the type of data
represented by a subject Information El enent.

Note that further abstract data types may be specified by future
extensions of the SACM i nformation nodel

5.1. Sinple Datatypes
5.1.1. | PFI X Dat at ypes

To facilitate the use of existing work, SACM supports the follow ng
abstract data types defined in Section 3 of [RFC7012].

0 unsigned8, unsignedl6, unsigned32, unsignhed64
0 signed8, signedl6, signed32, signhed64

o float32, float64

o bool ean

0 macAddress

0O octetArray
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5.

5.

2

2

o string

o dateTi mreSeconds, dateTineM I |i seconds, dateTi neM croseconds
dat eTi nreNanoSeconds

0 ipv4Address, ipv6Address
Structured Dat at ypes
1. List Datatypes

SACM defines the following abstract |ist data types that are used to
represent the structured data associated with subjects.

o list: indicates that the Information El enent order is not
significant but MAY be preserved

o orderedList: indicates that Information El enent order is
significant and MJUST be preserved.

The notation for defining a SACM structured datatype is based on
regul ar expressions, which are conposed of the keywords "list" or
"orderedList" and an Infornation El enment expression. |E expressions
use sone of the regul ar expression syntax and operators, but the
terms in the expression are the nanmes of defined Information El enments
i nstead of character classes. The syntax for defining Iist and
orderedLi st datatypes is described bel ow, using BNF:

<list-def> -> ("list"|"orderedList") "(" <ie-expression> ")"

<i e-expressi on> -> <i e-nane> <cardi nality>?
C ("," | "|") <ie-name> <cardinality>?)*

<Cardi nal i ty> _> "4 n I n +II I n ?II I
( "(" <non-neg-int> ("," <non-neg-int>)? ")" )

Figure 8: Syntax for Defining List Datatypes

As seen above, multiple occurrences of an Information El ement nmay be
present in a structured datatype. The cardinality of an Information
El ement within a structured Infornation El enent definition is defined
by the follow ng operators:
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* - zero or noDre occurrences
+ - one or nore occurrences
? - zero or one occurrence
(mn) - between mand n occurrences
Figure 9: Specifying Cardinality for Structured Datatypes

The absence of a cardinality operator inplies one mandatory
occurrence of the Information El enent.

Bel ow i s an exanple of a structured Information El erent definition.

personlnfo = list(firstNane, m ddl eNanes?, | ast Nane)
firstNane = string

m ddl eNanmes = order edLi st (m ddl eNane+)

ni ddl eName = string

| ast Name = string

As an exanpl e, consider the name "John Ronal d Reuel Tol kien".
Bel ow are instances of this nane, structured according to the
personl nfo definition.

personl nfo = (firstNanme="John", mi ddl eNanmes(ni ddl eNane="Ronal d",
m ddl eName="Reuel "), | ast Name="Tol ki en")

personl nfo = (m ddl eNanmes(m ddl eName="Ronal d*, m ddl eNane=" Reuel "),
| ast Nane="Tol ki en", firstNanme="John")

The instance belowis not legal with respect to the definition
of personlinfo because the order in m ddl eNanes is not preserved.

personlnfo = (firstNanme="John", m ddl eNarmes(ni ddl eNanme=" Reuel "
m ddl eNanme="Ronal d"), | ast Nane="Tol ki en")

Figure 10: Exanple of Defining a Structured List Datatype
5.2.2. Enuneration Datatype
SACM defines the foll owi ng abstract enuneration datatype that is used

to represent the restriction of an attribute value to a set of
val ues.
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name, hex-val ue, description
<enuner ati on-def> -> -> <nanme>
<nane> -> [0-9a-zA-Z] +
<hex-val ue> -> 0x[0-9a-fA-F] +
<description> -> [0-9a-zA-Z2\.\, ]+

";" <hex-value> ";" <description>

Figure 11: Syntax for Defining an Enuneration Datatype

Bel ow i s an exanple of a structured Information El erment definition
for an enuneration.

Red ; Ox1 ; The color is red.

Orange ; 0x2 The col or is orange.
Yel l ow ; 0x3 The color is yellow
Geen ; 0x4 The color is green.

Fi gure 12: Exanple of Defining a Structured Enuneration Datatype
5.2.3. Category Datatype

SACM defines the foll owi ng abstract category datatype that is used to
represent a type-choice between a set of information el enents.

<cat egory-def> -> "category(" <ie-expression> ")"
<i e-expression> -> <jie-nane> ("|" <ie-name>)*
<nane> -> [0-9a-zA-Z] +

Figure 13: Syntax for Defining an Category Datatype

Bel ow i s an exanple of a structured Information El enment definition
for a category.

t ar get Endpoi nt = cat egory(target Endpoi ntldentifier |
t ar get Endpoi nt Label )

Figure 14: Exanple of Defining a Structured Category Datatype

6. Information Mddel Assets
In order to represent the Information El enents related to the areas
listed in Section 3.1, the information nodel defines the information
needs (or netadata about those information needs) related to
foll owi ng types of assets which are defined in
[I-D.ietf-sacmtern nol ogy] (and included bel ow for conveni ence)
which are of interest to SACM Specifically:

o Endpoint
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o Software Conponent
0 Hardware Conponent
o ldentity
o Cuidance

o Evaluation Results

SACM | nfornmati on Mbdel
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The following figure shows the make up of an Endpoi nt asset which
contains zero or nore hardware conponents and zero or nore software
components each of which nmay have zero or nore instances running an

endpoint at any given tinme as well

as zero or

nore identities that

act on behal f of the endpoint when interfacing with other endpoints,

tools, or services.
the case of a virtualized environnent.

An endpoint may al so contain other endpoints in
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Fi gure 15: Model
6.1. Asset

As defined in [RFC4949], an asset

is a systemresource that

of an Endpoi nt

is (a)

required to be protected by an information system s security policy,
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(b) intended to be protected by a counterneasure, or (c) required for
a systenis m ssion.

In the scope of SACM an asset can be conposed of other assets.
Exanpl es of Assets include: Endpoints, Software, Quidance, or
Identity. Furthernore, an asset is not necessarily owned by an
organi zati on.

6. 2. Endpoint

From [ RFC5209], an endpoint is any conputing device that can be
connected to a network. Such devices normally are associated with a
particular link | ayer address before joining the network and
potentially an |I P address once on the network. This includes:

| apt ops, desktops, servers, cell phones, or any device that may have
an | P address.

To further clarify, an endpoint is any physical or virtual device
that may have a network address. Note that, network infrastructure
devices (e.g. switches, routers, firewalls), which fit the
definition, are also considered to be endpoints within this docunent.

Physi cal endpoints are always conposites that are conposed of
har dwar e conponents and software conponents. Virtual endpoints are
conmposed entirely of software conponents and rely on software
components that provide functions equival ent to hardware conponents.

The SACM architecture differentiates two essential categories of
endpoi nts: Endpoi nts whose security posture is intended to be
assessed (target endpoints) and endpoints that are specifically
excl uded from endpoi nt posture assessnent (excluded endpoints).

6. 3. Hardware Conponent

Har dwar e conponents are the distingui shabl e physical conponents that
conpose an endpoint. The conposition of an endpoint can be changed
over time by adding or renoving hardware components. In essence,
every physical endpoint is potentially a conmposite of nultiple

har dwar e conponents, typically resulting in a hierarchica

composi tion of hardware conponents. The conposition of hardware
conmponents is based on interconnects provided by specific hardware
types (e.g. nmainboard is a hardware type that provides | ocal busses
as an interconnect). In general, a hardware conponent can be

di stinguished by its serial nunber.

Exanpl es of a hardware conponents include: notherboards, network
i nterfaces, graphics cards, hard drives, etc.
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6.4. Software Conponent

A software package installed on an endpoint (including the operating
system) as well as a unique serial nunmber if present (e.g. a text
editor associated with a unique license key).

It should be noted that this includes both benign and harnfu

sof tware packages. Exanples of benign software conmponents include
applications, patches, operating system kernel, boot | oader,
firmvare, code enbedded on a webpage, etc. Exanples of malicious
sof tware conponents include: malware, trojans, viruses, etc.

6.4.1. Software |nstance

A running instance of the software conponent (e.g. on a multi-user
system one | ogged-in user has one instance of a text editor running
and anot her |ogged-in user has another instance of the same text
editor running, or on a single-user system a user could have
nmul ti pl e i ndependent instances of the same text editor running).

6.5. ldentity

Any mechani smthat can be used to identify an asset during an

aut henti cation process. Exanples include usernanes, user and device
certificates, etc. Note, that this is different than the identity of
assets in the context of designation as described in Section 11.1

6.6. Cui dance

GQuidance is input instructions to processes and tasks, such as
collection or evaluation. @uidance influences the behavior of a SACM
conponent and is considered content of the managenent plane.

Qui dance can be manually or automatically generated or provided.
Typically, the tasks that provide guidance to SACM conponents have a

| ow-frequency and tend to be sporadic. A proninent exanple of

gui dance are target endpoint profiles, but gui dance can have many
forms, including:

Configuration, e.g. a SACM conponent’s nane, or a CMDB's | Pv6
addr ess.

Profiles, e.g. a set of expected states for network behavior
associated with target endpoints enployed by specific users.

Policies, e.g. an interval to refresh the registration of a SACM

component, or a list of required capabilities for SACM conponents
in a specific |location.
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6

6

6

6

1. Collection CGuidance

A coll ector may need gui dance to govern what it collects and when

Col I ecti on Gui dance provides instructions for a Collector that
specifies which endpoint attributes to collect, when to collect them
and how to collect them Collection Quidance is conposed of Target
Endpoi nt Attribute Guidance, Frequency Cui dance, and Met hod Gui dance.

o Target Endpoint Attribute Cui dance: Set of endpoint attributes
that are supposed to be collected froma target endpoint. The
definition of the set of endpoint attributes is typically based on
an endpoi nt characterization record.

0o Frequency Cuidance: Specifies when endpoint attributes are to be
col | ected.

o0 Method Guidance: Indicates how endpoint attributes are to be
col I ect ed.

2. Evaluation @ui dance

An eval uator typically needs guidance to govern what it considers to
be a good or bad security posture. Evaluation Guidance provides
instructions for an Eval uator that specifies which endpoint
attributes to evaluate, the desired state of those endpoint
attributes, and any special requirenents that enable an Evaluator to
determine if the endpoint attributes can be used in the evaluation
(e.g. freshness of data, howit was collected, etc.). Evaluation
Gui dance i s conposed of Target Endpoint Attribute Quidance, Expected
Endpoint Attribute Val ue Gui dance, and Frequency Qui dance.

0 Target Endpoint Attribute Cuidance: Set of target endpoint
attributes that are supposed to be used in an evaluation as well
as any requirenents on the endpoint attributes. The definition of
the set of endpoint attributes is typically based on an endpoi nt
characterization record

0 Expected Endpoint Attribute Val ue Cui dance: The expected val ues of
the endpoint attributes described in the Target Endpoint Attribute
Qui dance.

o Frequency CQuidance: Specifies when endpoint attributes are to be
eval uat ed.

o Method Guidance: Indicates how endpoint attributes are to be
col | ect ed.
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6.6.3. Cdassification Gui dance

A SACM Conmponent carrying out the Target Endpoint C assification Task
may need gui dance on how to classify an endpoint. Specifically, how
to associate endpoint classes with a specific target endpoint
characterization record. Target Endpoint C asses function as

gui dance for collection, evaluation, renedi ation and security posture
assessnent in general. dassification Quidance is conposed of Target
Endpoi nt Attribute Guidance and C ass Cui dance.

0 Target Endpoint Attribute CGuidance: Set of target endpoint
attributes that are supposed to be used to identify the endpoint
characterization record

0 Cass Guidance: A list of target endpoint classes that are to be
associated with the identified target endpoint characterization
record

6.6.4. Storage Guidance

An SACM Comnponent typically needs gui dance to govern what information
it should store and where. Storage Gui dance provides instructions
for a SACM Conponent that specifies which security automation

i nformati on should be stored, for how | ong, and on whi ch endpoint.

St orage Gui dance is conposed of Target Endpoint Attribute Qui dance,
Expected Security Automation Informati on Gui dance, and Retention

Qui dance.

0 Target Endpoint Attribute CGuidance: Set of target endpoint
attributes that are supposed to be used to identify the endpoint
where the security automation information is to be stored.

0 Expected Security Automation Information Guidance: The security
automation information that is expected to be stored (guidance,
coll ected posture attributes, results, etc.).

0 Retention CQuidance: Specifies howlong the security autonation
i nformati on shoul d be stored.

6. 6. 5. Eval uation Results

Eval uation Results are the output of conparing the actual state of an
endpoi nt agai nst the expected state of an endpoint. In addition to
the actual results of the conparison, Evaluation Results should

i nclude the Evaluation Guidance and actual target endpoint attributes
val ues used to performthe eval uation
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7. Infornmation Mdel Elenents

This section defines the specific Information El ements and
relati onships that will be inplenented by data nodels and t
bet ween SACM Conponents.

7.1. sacnfttat enent

el ement 1 d: TBD

name: sacnttat enment

dat aType: orderedLi st

status: current

description: Associ ates SACM Statenent Metadata

whi ch provides data origin informati on about

t he provi di ng SACM Conponent with one or nore

SACM Content El ements that contain security

aut omati on i nformation.

structure: orderedLi st(sacnttat enent Met adat a,
sacnmCont ent El enent +)

7.2. sacnft at enent Met adat a

el ement1d: TBD

name: sacntt at enent Met adat a

dat aType: orderedLi st

status: current

description: Contains |IEs that provide

i nformati on about the data origin of the

provi di ng SACM Conponent as well as the

i nformati on necessary for other SACM

Conponents to understand the type of

security automation information in the

SACM St atement’ s SACM Cont ent El enment (s).

structure: orderedList(publicationTi mestanp,
dataOrigin, anyl E*)

7.3. sacnCont ent El enent

el ementld: TBD

nane: sacnCont ent El enent

dat aType: i st

status: current

description: Associates SACM Content El enent

Met adat a whi ch provi des infornmation about the
data source and type of security automation
information with the actual security automation
i nformation.

structure: TODO

Waltermire, et al. Expi res Cctober 29, 2017
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7.4. sacnCont ent El enent Met adat a

el ement 1 d: TBD
nane: sacnCont ent El enent Met adat a
dat aType: orderedLi st
status: current
description: Contains |Es that provide
i nformati on about the data source and type of
security automation information such that other
SACM Conponents are able to parse and understand
the security automation information contained
within the SACM Statenent’s SACM Content El enment (s).
structure: orderedList(collectionTi nestanp,

t ar get Endpoi nt, anyl E¥)

7.5. target Endpoi nt

el ement1d: TBD
name: target Endpoi nt
dat aType: category
status: current
description: Information that identifies a target
endpoint on the network. This may be a set of
attributes that can be used to identify an endpoint
on the network or a label that is unique to a SACM
domai n.
structure: category(target Endpointldentifier |
t ar get Endpoi nt Label )

7.6. targetEndpointldentifier

el ementld: TBD

nane: target Endpointldentifier

dat aType: i st

status: current

description: A set of attributes that uniquely

2017

identify a target endpoint on the network

structure: |ist(anylEt)

7.7. target Endpoi nt Labe

Waltermre,

el ement1d: TBD

name: target Endpoi nt Label

dat aType: string

status: current

description: A label that uniquely identifies
a target endpoi nt on SACM donai n.
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7.8. anylE

el ement 1 d: TBD

name: anyl E

dat aType: category

status: current

description: This category is a placehol der
for any information el ement defined within
the SACM I nformati on Model. Its purpose is

to provide an extension point in other
information el enents that enable themto
support the specific needs of an enterprise,
user, product, or service.

7.9. accessPrivil egeType

el ement1d: TBD

nane: accessPrivil egeType

dat aType: string

status: current

description: A set of types that represent access
privileges (read, wite, none, etc.).

7.10. account Nane

el ementl d: TBD

nanme: account Nanme

dat aType: string

status: current

description: A label that uniquely identifies an account
that can require sone formof (user) authentication to
access.

7.11. admini strativeDomai nType

el ement1d: TBD

nane: admi ni strativeDomai nType

dat aType: string

status: current

description: A label the is supposed to uniquely
identify an adm nistrative donain.

7.12. addressAssoci ati onType

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 34]



I nternet-Draft

SACM | nf or mati on Mbdel April

el enmentl d: TBD

namne:

addr essAssoci ati onType

dat aType: string

status: current

description: A label the is supposed to uniquely
identify an admi nistrative donain.

7.13. addressiMaskVal ue

el ementl d: TBD

namne:

addr essMaskVal ue

dat aType: string

status: current

description: A value that expresses a generic address
subnetting bitmask.

7.14. addressType

el enmentl d: TBD

namne:

addr essType

dat aType: string

status: current

description: A set of types that specifies the type
of address that is expressed in an address subject

(e.g.

7.15. addressVal ue

et hernet, nodbus, zigbee).

el enentld: TBD

namne:

addr essVal ue

dat aType: string
status: current
description: A value that expresses a generic network

addr ess.

7.16. applicationConponent

Waltermre,

el ementl d: TBD

nane:

appl i cati onConponent

dat aType: string
status: current
description: A label that references a "sub"-application

t hat

is part of the application (e.g. an add-on, a

ci pher-suite, a library).

et al.
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7.17. applicationLabe

el ement 1 d: TBD

nane: applicationLabe

dat aType: string

status: current

description: A label that is supposed to uniquely
ref erence an application

7.18. applicationType

el ement1d: TBD

nane: applicationType

dat aType: string

status: current

description: A set of types (FIXME maybe a finite set
is not realistic here - value not enunerator?) that
identifies the type of (user-space) application

(e.g. text-editor, policy-editor, service-client,
servi ce-server, cal endar, rouge-like RPG.

7.19. applicationManufacturer

el ement 1 d: TBD

name: applicati onManuf act urer

dat aType: string

status: current

description: The nane of the vendor that created the
appl i cation.

7.20. authenticator

el ementld: TBD

name: aut henti cator

dat aType: string

status: current

description: A label that references a SACM conponent
that can authenticate target endpoints (can be used in
a target-endpoint subject to express that the target
endpoi nt was aut henticated by that SACM conponent.

7.21. authenticationType
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el ementld: TBD

nane: authenticationType

dat aType: string

status: current

description: A set of types that express which type
of authentication was used to enable a network

i nteraction/ connecti on.

7.22. birthdate

el ement1d: TBD

name: birthdate

dat aType: string

status: current

description: A label for the registered day of
birth of a natural person (e.g. the date of birth

of

a person as an | SO date string).

references: http://rs.tdwg. org/ontol ogy/voc/ Person#bi rt hdat e

7.23. bytesReceived

el ementld: TBD

nane: bytesReceived

dat aType: string

status: current

description: A value that represents a nunber of octets
received on a network interface.

7.24. bytesReceived

el ementld: TBD

nane: bytesReceived

dat aType: string

status: current

description: A value that represents the nunber of
octets received on a network interface.

7.25. bytesSent

Waltermre, et

el ementld: TBD

nane: byt esSent

dat aType: string

status: current

description: A value that represents the nunber of
octets sent on a network interface.
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7.26. certificate

el ement 1 d: TBD

nane: certificate

dat aType: string

status: current

description: A value that expresses a certificate that
can be collected froma target endpoint.

7.27. collectionTaskType

el ement1d: TBD

nane: collectionTaskType

dat aType: string

status: current

description: A set of types that defines how coll ected
SACM content was acquired (e.g. network-observation
renot e-acqui sition, self-reported, derived, authority,
verified).

7.28. confidence

el ementld: TBD

nane: confidence

dat aType: string

status: current

description: A representation of the subjective probability
that the assessed value is correct. |If no confidence val ue
is given, it is assuned that the confidence is 1. Acceptable
val ues are between 0 and 1.

7.29. contentAction

el ementld: TBD

name: content Action

dat aType: string

status: current

description: A set of types that express a type of
action (e.g. add, delete, update). It can be associ at ed,
for instance, with an event subject or with a network
observati on.

7.30. countryCode
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el ementld: TBD

nane: countryCode

dat aType: string

status: current

description: A set of types according to | SO 3166-1

7.31. dataOrigin

el ement 1 d: TBD

nane: dataOrigin

dat aType: string

status: current

description: A label that uniquely identifies a SACM
component in and across SACM domai ns

7.32. dataSource

el ement1d: TBD

name: dataSource

dat aType: string

status: current

description: A label that is supposed to uniquely
identify the data source (e.g. a target endpoint or
sensor) that provided an initial endpoint attribute
record

7.33. default-depth

el ement1d: TBD

nane: default-depth

dat aType: string

status: current

description: A value that expresses how often a circul ar
reference of subject is allowed to repeat, or how deep
a recursive nesting may occur, respectively.

7.34. discoverer

el ementld: TBD

nane: di scoverer

dat aType: string

status: current

description: A label that refers to the SACM conponent
that discovered a target endpoint (can be used in a
target - endpoi nt subject to express, for exanple, that
the target endpoint was authenticated by that SACM
conponent) .
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7.35. enmmnil Address

elenmentld: TBD

nane: enail Address

dat aType: string

status: current

description: A value that expresses an enmil -address.

7.36. event Type

el ement1d: TBD

nanme: event Type

dat aType: string

status: current

description: a set of types that define the categories
of an event (e.g. access-Ievel -change,

change-of -privil ege, change-of-authorization

envi ronnent al - event, or provi sioni ng-event).

7.37. eventThreshol d

el ementld: TBD

nanme: event Threshol d

dat aType: string

status: current

description: |If applicable, a value that can be
included in an event subject to indicate what numeric
threshol d val ue was crossed to trigger that event.

7.38. event Threshol dNanme

7.39. eventTri

Waltermre, et

el ementld: TBD

name: event Thr eshol dNane

dat aType: string

status: current

description: If an event is created due to a crossed
threshold, the threshold m ght have a nane associ at ed
with it that can be expressed via this val ue.

gger

el ement1d: TBD

name: event Tri gger

dat aType: string

status: current

description: This value is used to express nore
conmpl ex trigger conditions that may cause the creation
of an event.
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7.40. firmvareld

7.41. host Nane

elenmentld: TBD

nane: firmaareld

dat aType: string

status: current

description: A label that represents the Bl OS or
firmvare 1D of a specific target endpoint.

el ement1d: TBD

name: host Nanme

dat aType: string

status: current

description: A label typically associated with an
endpoi nt, but, not always intended to be uni que given
scope.

7.42. interfacelLabe

el ementld: TBD

nane: interfacelLabel

dat aType: string

status: current

description: A unique |abel that can be used to
reference a network interface.

7.43. i pv6AddressSubnet Mask

el ement 1 d: TBD

name: i pv6Addr essSubnet Mask

dat aType: string

status: current

description: An |Pv6 subnet bitnask.

7.44. i pv6AddressSubnet MaskCi dr Not ati on

Waltermre, et

el ementld: TBD

nane: i pv6AddressSubnet MaskCi dr Not ati on

dat aType: string

status: current

description: An |Pv6 subnet bitmask in CIDR notation.

2017
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7.45. i pv6AddressVal ue

el ement 1 d: TBD

nane: i pv6AddressVal ue

dat aType: i pv6Address

status: current

description: An |Pv6 subnet bitmask in CIDR notation.

7.46. ipv4AddressSubnet Mask

el ement1d: TBD

nane: i pv4AddressSubnet Mask

dat aType: string

status: current

description: An |Pv4 subnet bitmask.

7.47. i pv4AddressSubnet MaskCi dr Not ati on

el ement 1 d: TBD

name: i pv4Addr essSubnet MaskGCi dr Not ati on

dat aType: string

status: current

description: An |Pv4 subnet bitmask in CIDR notation.

7.48. i pv4AddressVal ue

el ementld: TBD

nane: i pv4AddressVal ue

dat aType: i pv4Address

status: current

description: An | Pv4 address val ue.

7.49. layer2lnterfaceType

el ement 1 d: TBD

nane: |ayer2lnterfaceType

dat aType: string

status: current

description: A set of types referenced by | ANA if Type.

7.50. | ayer4Port Address
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el ement 1 d: TBD

name: | ayer 4Port Addr ess

dat aType: unsi gned32

status: current

description: A layer 4 port address
typically associated with TCP and UDP
pr ot ocol s.

7.51. layer4Protoco

el ement1d: TBD

nane: | ayer4Protocol

dat aType: string

status: current

description: A set of types that express a |layer 4
protocol (e.g. UDP or TCP).

7.52. | ocationNanme

el enentld: TBD
nane: | ocati onNane
dat aType: string
status: current

2017

description: A value that represents a named region of

physi cal space.

7.53. networ kZonelLocati on

el ement1d: TBD

name: networ kZonelLocati on

dat aType: string

status: current

description: The zone |ocation of an endpoint on the
network (e.g. internet, enterprise DM,
enterprise WAN, encl ave DVZ, encl ave).

7.54. |ayer2Net wor kLocati on

Waltermre, et

el ementld: TBD

nane: | ayer 2Net wor kLocat i on

dat aType: string

status: current

description: The location of a layer-2 interface on
the network (e.g. link-layer neighborhood,

shared broadcast domain).
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7.55. layer3NetworkLocation

el ement 1 d: TBD

nanme: | ayer 3Net wor kLocat i on

dat aType: string

status: current

description: The location of a layer-3 interface on
the network (e.g. next-hop routing nei ghbor).

7.56. macAddr essVal ue

el ement1d: TBD

name: macAddr essVal ue

dat aType: string

status: current

description: A value that expresses an Ethernet address.

7.57. nethodLabe

el ementl d: TBD

nane: met hodLabel

dat aType: string

status: current

description: A label that references a specific nethod
regi stered and used in a SACM donmain (e.g. nmethod to
match and re-identify target endpoints via identifying
attributes).

7.58. nethodRepository

el ementld: TBD

nane: met hodRepository

dat aType: string

status: current

description: A label that references a SACM conponent
met hods can be registered at and that can provide

gui dance in the form of registered methods to other
SACM conponents.

7.59. networkAccessLevel Type

el ement1d: TBD

nane: networkAccesslLevel Type

dat aType: string

status: current

description: A set of types that express categories

of network access-levels (e.g. block, quarantine, etc.).
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7.60. networkld

elenmentld: TBD

nane: networkld

dat aType: string

status: current

description: Mst networks such as AS, OSBF donains,
or VLANs can have an | D.

7.61. networklnterfaceNane

el ement1d: TBD

nane: networkl nt erfaceNane

dat aType: string

status: current

description: A label that uniquely identifies an
interface associated with a distinguishabl e endpoint.

7.62. networklLayer

el ementld: TBD

nane: networkLayer

dat aType: string

status: current

description: A set of layers that expresses the specific
network | ayer an interface operates on

7.63. networ kNanme

el ement1d: TBD

name: networ kNane

dat aType: string

status: current

description: A label that is associated with a network.
Sone networks, for exanple, effective

| ayer 2- br oadcast - donmai ns are difficult to "grasp" and
therefore quite difficult to name.

7.64. organizationld

el ement1d: TBD

nane: organi zationld

dat aType: string

status: current

description: A label that uniquely identifies an
organi zation via a PEN

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 45]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

7.65. patchld

el ement 1 d: TBD

nane: patchld

dat aType: string

status: current

description: A label that uniquely identifies a specific
sof t war e patch.

7.66. patchNane

el ement1d: TBD

nane: pat chName

dat aType: string

status: current

description: The vendor’s name of a software patch

7.67. personFirstNane

el ementld: TBD

nane: personkFirst Name

dat aType: string

status: current

description: The first name of a natural person

7.68. personlLast Name

el ementld: TBD

nanme: personLast Nanme

dat aType: string

status: current

description: The |last name of a natural person

7.69. personM ddl eName
el ement 1 d: TBD
name: personM ddl eNanme
dat aType: string
status: current
description: The nmiddl e nanme of a natural person

7.70. phoneNunber
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el ementld: TBD

name: phoneNunber

dat aType: string

status: current

description: A label that expresses the U S. nationa

phone nunber (e.g. pattern value="((\d{3}) )2\ d{3}-\d{4}").

7.71. phoneNunber Type

el ementld: TBD

nane: phoneNunber Type

dat aType: string

status: current

description: A set of types that express the type of
a phone nunber (e.g. DSN, Fax, Hone, Mbbile, Pager,
Secure, Unsecure, Wrk, Oher).

7.72. privilegeName

el ementl d: TBD

nane: privil egeName

dat aType: string

status: current

description: The attribute nane of the privilege
represented as an AVP

7.73. privilegeVal ue

el ement1d: TBD

nane: privilegeVal ue

dat aType: string

status: current

description: The value content of the privil ege
represented as an AVP

7.74. protocol

el ementld: TBD

nane: protocol

dat aType: string

status: current

description: A set of types that defines specific
protocol s above layer 4 (e.g. http, https, dns, ipp
or unknown) .
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7.75. publicKey

el ement 1 d: TBD

nane: publicKey

dat aType: string

status: current

description: The value of a public key (regardless of its
met hod of creation, crypto-system or signhature schene)
that can be collected froma target endpoint.

7.76. relationshi pContentEl ement Gui d

el ementld: TBD

name: rel ationshi pCont ent El ement Gui d

dat aType: string

status: current

description: A reference to a specific content el enent
used in a rel ationship subject.

7.77. relationshipStatenent El enent Gui d

el ementld: TBD

nane: rel ationshi pSt at enent El enent Gui d

dat aType: string

status: current

description: A reference to a specific SACM st at enent
used in a rel ationship subject.

7.78. relationshi pbjectLabe

el ement 1 d: TBD

nane: rel ationshi pQbj ect Labe

dat aType: string

status: current

description: Areference to a specific |label used in
content (e.g. a te-label or a user-id). This
reference is typically used if matching content
attribute can be done efficiantly and can al so be
included in addition to a

rel ati onshi p-content-el ement-gui d reference

7.79. relationshipType
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el ementld: TBD

nane: relationshipType

dat aType: string

status: current

description: A set of types that is in every instance

of a relationship subject to highlight what kind of

rel ati onship exists between the subject the relationship
is included in (e.g. associated with_user

appl i es_to_session, seen_on_interface,

associated_ with_flow, contains_virtual _device).

7.80. rol eNane

el ementld: TBD

nane: rol eNane

dat aType: string

status: current

description: A label that references a collection of
privileges assigned to a specific entity.

7.81. sessionStateType

el ement1d: TBD

name: sessionStateType

dat aType: string

status: current

description: A set of types a discernible session (an
ongoi ng network interaction) can be in (e.g.

Aut henti cating, Authenticated, Postured, Started,

Di sconnect ed) .

7.82. statenment@iid

el ementld: TBD

name: statenent Quid

dat aType: string

status: current

description: A label that expresses a gl obal unique
I D referencing a specific SACM st atenent that was
produced by a SACM component.

7.83. statenent Type
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el ementld: TBD

name: statenent Type

dat aType: string

status: current

description: A set of types that define the type of
content that is included in a SACM statenent (e.g
bservation, DirectoryContent, Correlation, Assessnent,
Qui dance, Event).

7. 84, st at us

el ement1d: TBD

name: status

dat aType: string

status: current

description: A set of types that defines possible
result values for a finding in general (e.g. true,

fal se, error, unknown, not applicable, not eval uated).

7.85. subAdm ni strati veDomai n

el ementld: TBD

name: subAdm ni strativeDonain

dat aType: string

status: current

description: A label for related child domains an

adm ni strative domain can be composed of (used in the
subj ect admi ni strativeDomain).

7.86. sublnterfacelLabe

el ementld: TBD

nane: sublnterfacelLabe

dat aType: string

status: current

description: A unique |abel a sub network interface
(e.g. a tagged vlan on a trunk) can be referenced
Wit h.

7.87. super Admi ni strativeDomain

el ement1d: TBD

nane: super Adni ni strativeDonai n

dat aType: string

status: current

description: a | abel for related parent domains an
adm nistrative donmain is part of (used
in the subject adm nistrativeDonain).
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7.88. superlnterfacelLabe

el ement 1 d: TBD

nane: superlnterfacelLabel

dat aType: string

status: current

description: a unique |abel a super network interface
(e.g. a physical interface a tunne
interface term nates on) can be referenced
wit h.

7.89. teAssessnentState

el ementld: TBD

name: teAssessnent State

dat aType: string

status: current

description: a set of types that defines the state of
assessnent of a target-endpoint (e.g.
i n-di scovery, discovered, in-classification
classified, in-assessnment, assessed).

7.90. telLabel

el ementld: TBD

nane: telabel

dat aType: string

status: current

description: an identifying | abel created froma set
of identifying attributes used to reference
a specific target endpoint.

7.91. teld

el ement 1 d: TBD

name: teld

dat aType: string

status: current

description: an identifying | abel that is created
random y, is supposed to be uni que, and
used to reference a specific target
endpoi nt .

7.92. tinestanpType
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el ement 1 d: TBD

nane: timestanpType

dat aType: string

status: current

description: a set of types that express what type of
action or event happened at that point
of time (e.g. discovered, classified,
coll ected, published). Can be included in
a generic tinmestanp subject.

7.93. unitsReceived

el ementld: TBD

nane: unitsReceived

dat aType: string

status: current

description: a value that represents a nunber of units
(e.g. franes, packets, cells or segnents)
received on a network interface.

7.94. unitsSent

el ement1d: TBD

name: unitsSent

dat aType: string

status: current

description: a value that represents a number of units
(e.g. franmes, packets, cells or segnents)
sent on a network interface.

7.95. userDirectory

el ementld: TBD

nane: userDirectory

dat aType: string

status: current

description: a label that identifies a specific type
of user-directory (e.g. |ldap, active-directory,

| ocal - user).

7.96. sacnlsserld

el ementld: TBD

nane: sacmJserld

dat aType: string

status: current

description: a | abel that references a specific user
known in a SACM donmmi n.

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 52]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

7.97. webSite

elenmentld: TBD

nane: webSite

dat aType: string

status: current

description: a URI that references a web-site.

7.98. WGS84Longi tude

el ement1d: TBD

nane: WGES84Longitude

dat aType: float64

status: current

description: a | abel that represents WGS 84 rev 2004
| ongi t ude.

7.99. WGSB4Latitude

el ementl d: TBD

name: WGS84Latitude

dat aType: fl oat64

status: current

description: a | abel that represents WGS 84 rev 2004
| atitude

7.100. WGS84Altitude

el ement1d: TBD

name: WGS84Al titude

dat aType: float64

status: current

description: a | abel that represents WGS 84 rev 2004
al titude.

7.101. hardwareSeri al Nunber

el ementld: TBD

nane: har dwareSeri al Nunber

dat aType: string

status: current

description: A globally unique identifier for a
particul ar piece of hardware assigned
by the vendor.
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7.102. interfaceNane

el ement 1 d: TBD

name: interfaceNane

dat aType: string

status: current

description: A short name uniquely describing an
interface, e.g. "Ethl/0". See [ RFC2863]
for the definition of the ifName object.

7.103. interfacel ndex

el ement 1 d: TBD

name: interfacel ndex

dat aType: unsi gned32

status: current

description: The index of an interface installed on an endpoint.
The val ue matches the val ue of managed obj ect
"iflndex’ as defined in [RFC2863]. Note that iflndex
val ues are not assigned statically to an interface
and that the interfaces may be renunbered every tinme
the device’s managenent systemis re-initialized,
as specified in [ RFC2863].

7.104. interfaceMacAddress

elenmentld: TBD

nane: interfaceMacAddress

dat aType: nacAddress

status: current

description: The | EEE 802 MAC address associated with a network
interface on an endpoint.

7.105. interfaceType

el ement1d: TBD

nane: interfaceType

dat aType: unsi gned32

status: current

description: The type of a network interface. The val ue matches
the val ue of managed object 'ifType as defined in
[ITANA registry ianaiftype-nib].

7.106. interfaceFl ags
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el ementld: TBD

nane: interfaceFl ags

dat aType: unsi gnedl6

status: current

description: This information el enent specifies the flags
associated with a network interface. Possible
val ues i ncl ude:

structure:
Up ;o Ox1 ; Interface is up.
Br oadcast ;o Ox2 ; Broadcast address valid.
Debug ; Ox4 ; Turn on debuggi ng.
Loopback ; 0Ox8 ; I's a | oopback net.
Poi nt -t 0- poi nt ; Ox10 ; Interface is point-to-point

I'ink.

No trailers ; 0x20 ; Avoid use of trailers.
Resources allocated ; 0x40 ; Resources all ocat ed.
No ARP ; Ox80 ; No address resol ution protocol
Recei ve all ; 0x100 ; Receive all packets

7.107. networklnterface

el ementld: TBD
name: networkl nterface
dat aType: orderedLi st
status: current
description: Information about a network interface
installed on an endpoint. The
foll owi ng high-1evel digram
descri bes the structure of
net workl nterface information
el ement .
structure: orderedList(interfaceNane, interfacel ndex, nacAddress,
interfaceType, flags)

7.108. softwareldentifier

el ementld: TBD

nane: softwareldentifier

dat aType: string

status: current

description: A globally unique identifier for a particul ar
software application.

7.109. softwareTitle
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el ementld: TBD

nane: softwareTitle

dat aType: string

status: current

description: The title of the software application

7.110. softwareCreator

el ement 1 d: TBD

nane: softwareCreator

dat aType: string

status: current

description: The software devel oper (e.g., vendor or author).

7.111. sinpl eSof t war eVer si on

el ement1d: TBD

nane: si npl eSof t war eVer si on

dat aType: string

status: current

description: The version string for a software application that
conforns to the format of a list of hierarchica
non- negati ve integers separated by a single character
delinmter format.

7.112. rpnBoftwar eVer si on

el ementld: TBD

nane: rpnBSoftwareVersion

dat aType: string

status: current

description: The version string for a software application that
conforns to the EPOCH: VERSI ON- RELEASE f or mat .

7.113. ciscoTrai nSof t war eVer si on

el ementld: TBD

nane: ci scoTrai nSof t war eVer si on

dat aType: string

status: current

description: The version string for a software application that
conforns to the Cisco ICS Train string fornat.

7.114. sof twareVersion
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el ementld: TBD

nane: softwareVerison

dat aType: category

status: current

description: The version of the software application. Software
applications nmay be versioned using a nunber of
schemas. The foll owi ng hi gh-1evel digram describes
the structure of the softwareVersion informtion
el ement .

structure: category(sinpl eSoftwareVersion | rpnSoftwareVersion

ci scoTrai nSof t war eVer si on)

7.115. softwarelLast Updated

el ementld: TBD

nane: softwarelast Updated

dat aType: dat eTi neSeconds

status: current

description: The date and time when the software instance
was | ast updated on the system (e.g., new
version instlalled or patch applied)

7.116. softwared ass
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el ementld: TBD

name: softwared ass

dat aType: enuneration

status: current

description: The class of the software instance.

structure:

Unknown ; Ox1 ; The class is not known.

O her ; Ox2 ; The class is known, but,
somet hi ng ot her than a val ue
listed in the enuneration

Driver ; Ox3 ; The class is a device driver

Configuration Software ; Ox4 ; The class is configuration
sof t war e

Application Software ; Ox5 ; The class is application
sof t war e

I nstrunentati on ; 0x6 ; The class is instrunmentation

Di agnostic Software ; Ox8 ; The class is diagnostic
sof t war e

Qperating System ; OX9 ; The class is operating
system

M ddl ewar e ; OXA ; The class is mddl eware.

Fi r mnar e ; OxB ; The class is firmnare.

Bl OS/ FCode ; OXC ; The class is BIOS or FCode.

Support/ Servi ce Pack ; OxD ; The class is a support or
servi ce pack.

Sof t ware Bundl e ; OXE ; The class is a software
bundl e.

Ref erences: See C assifications of the DMIF
Cl M Sof twarel dentity schema

7.117. softwarel nstance

el enent |

d: TBD

nanme: softwarel nstance
dat aType: orderedLi st

st at us:

current

description: Information about an instance of software

installed on an endpoint. The foll ow ng
hi gh-1 evel digram describes the structure of
t he softwarel nstance information el ement.

structure: orderedList(softwareldentifier, softwareTitle,

Waltermre,

sof t war eCreat or, softwareVersion
sof t war eLast Updat ed, softwared ass)
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7.118. gl obal |l yUni quel dentifier

el ement 1 d: TBD

nane: gl obal | yUni quel dentifier
dat aType: unsi gned8

status: current

description: TODO

7.119. creationTi nestanp

el ement1d: TBD
nane: creationTi nestanp
dat aType: dat eTi neSeconds
status: current
description: The date and time when the posture
i nformati on was created by a SACM Conponent.

7.120. collectionTi nestanp

el ementl d: TBD

nane: collectionTi nestanp

dat aType: dat eTi neSeconds

status: current

description: The date and time when the posture
i nformati on was coll ected or observed by a SACM
Component .

7.121. publicationTi mestanp

el ement1d: TBD

name: publicationTi nestanp

dat aType: dat eTi meSeconds

status: current

description: The date and time when the posture
i nformati on was publ i shed.

7.122. relayTi nestanp

el ementld: TBD
nane: rel ayTi mestanp
dat aType: dat eTi neSeconds
status: current
description: The date and tinme when the posture
i nformati on was relayed to anot her SACM Conponent.
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7.123. storageTi nestanp

el ement 1 d: TBD
name: storageTi nmestanp
dat aType: dat eTi neSeconds
status: current
description: The date and tinme when the posture
i nformati on was stored in a Repository.

7.124. type

el ement1d: TBD

nane: type

dat aType: enuneration

status: current

description: The type of data nodel use to represent
sonme set of endpoint information. The foll ow ng
table lists the set of data nodels supported by SACM

structure: TBD

7.125. protocol ldentifier

el ement 1 d: TBD

nane: protocol | dentifier

dat aType: unsi gned8

status: current

description: The value of the protocol nunber in the |IP packet
header. The protocol nunber identifies the |IP packet
payl oad type. Protocol nunbers are defined in the
| ANA Protocol Nunbers registry.

In Internet Protocol version 4 (I1Pv4), this is
carried in the Protocol field. |In Internet Protoco
version 6 (1 Pv6), this is carried in the Next Header
field in the | ast extension header of the packet.

7.126. sourceTransport Port

el ementld: TBD

name: sourceTransport Port

dat aType: unsi gnedl6

status: current

description: The source port identifier in the transport header
For the transport protocols UDP, TCP, and SCTP, this
is the source port number given in the respective
header. This field MAY al so be used for future
transport protocols that have 16-bit source port
identifiers.
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7.127. sourcel Pv4PrefixLength

elenmentld: TBD

nane: sourcel Pv4Prefi xLength

dat aType: unsi gned8

status: current

description: The nunber of contiguous bits that are relevant in
the sourcel Pv4Prefix Information El enment.

7.128. ingressinterface

el ement1d: TBD

name: ingresslnterface

dat aType: unsi gned32

status: current

description: The index of the IP interface where packets of this
Fl ow are being received. The value matches the
val ue of nmanaged object 'iflndex' as defined in
[ RFC2863]. Note that iflndex values are not assigned
statically to an interface and that the interfaces
may be renunbered every time the device' s managenent
systemis re-initialized, as specified in [ RFC2863].

7.129. destinationTransport Port

el ementld: TBD

nane: destinationTransport Port

dat aType: unsignedl6

status: current

description: The destination port identifier in the transport
header. For the transport protocols UDP, TCP, and
SCTP, this is the destination port nunber given in
the respective header. This field MAY al so be used
for future transport protocols that have 16-bit
destination port identifiers.

7.130. sourcel Pv6PrefixLength

elenmentld: TBD

nane: sourcel Pv6Prefi xLength

dat aType: unsi gned8

status: current

description: The nunber of contiguous bits that are relevant in
t he sourcel Pv6Prefix Information El enment.
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7.131. sourcel Pv4Prefix

el ement 1 d: TBD

nane: sourcel Pv4Prefi x

dat aType: i pv4Address

status: current

description: |Pv4 source address prefix.

7.132. destinationl Pv4Prefix

el ement1d: TBD

name: destinationl Pv4Prefix

dat aType: i pv4Address

status: current

description: |Pv4 destination address prefix.

7.133. sourceMacAddress

el ementld: TBD

nane: sourceMacAddress

dat aType: macAddress

status: current

description: The | EEE 802 source MAC address fi el d.

7.134. ipVersion

el ementld: TBD

nane: ipVersion

dat aType: unsi gned8

status: current

description: The IP version field in the | P packet header.

7.135. interfaceDescription

el ement1d: TBD

nane: interfaceDescription

dat aType: string

status: current

description: The description of an interface, e.qg.
"Fast Et hernet 1/0" or "I1SP connection".

7.136. applicationDescription

el ementld: TBD

nane: applicationDescription

dat aType: string

status: current

description: Specifies the description of an application.
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7.137. applicationld

el ement 1 d: TBD

nane: applicationld

dat aType: octetArray

status: current

description: Specifies an Application ID per [RFC6759].

7.138. applicati onName

el ement1d: TBD

nane: applicati onName

dat aType: string

status: current

description: Specifies the name of an application

7.139. exporterl Pv4Address

el ement 1 d: TBD

name: exporterl| Pv4Address

dat aType: i pv4Address

status: current

description: The |1Pv4 address used by the Exporting Process.
This is used by the Collector to identify the
Exporter in cases where the identity of the Exporter
may have been obscured by the use of a proxy.

7.140. exporterl Pv6Address

el ement1d: TBD

name: exporterl| Pv6Address

dat aType: i pv6Address

status: current

description: The | Pv6 address used by the Exporting Process.
This is used by the Collector to identify the
Exporter in cases where the identity of the
Exporter may have been obscured by the use of a
pr oxy.

7.141. portld
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el ement 1 d: TBD

nane: portld

dat aType: unsi gned32

status: current

description: An identifier of a line port that is unique per
| PFI X Devi ce hosting an Cbservation Point.
Typically, this Information El ement is used for
limting the scope of other Information El enents.

7.142. tenplateld

el ement1d: TBD

nane: tenplateld

dat aType: unsignedl6

status: current

description: An identifier of a Tenplate that is |ocally unique
within a conbination of a Transport session and an
bservati on Domai n.

Tenpl ate 1 Ds 0-255 are reserved for Tenplate Sets,
Options Tenplate Sets, and other reserved Sets yet
to be created. Tenplate IDs of Data Sets are
nunmbered from 256 to 65535.

Typically, this Information El ement is used for
limting the scope of other Information El enents.
Note that after a re-start of the Exporting Process
Tenpl ate identifiers my be re-assigned.

7.143. col |l ectorl Pv4Address

el ementld: TBD

name: col | ectorl Pv4Address

dat aType: i pv4Address

status: current

description: An |Pv4 address to which the Exporting Process sends
Fl ow i nf ormati on.

7.144. collectorl Pv6Address

el ement1d: TBD

name: col | ectorl Pv6Address

dat aType: i pv6Address

status: current

description: An |Pv6 address to which the Exporting Process sends
Fl ow i nf or mati on
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7.145. informationEl ement | ndex

el ement 1 d: TBD

nane: informationEl enent| ndex

dat aType: unsi gnedl6

status: current

description: A zero-based index of an Infornmation El enent
referenced by informati onEl ementld within a Tenpl ate
referenced by tenplateld; used to di sanbi guate
scope for tenplates containing nmultiple identica
I nformation El ements.

7.146. informati onEl enentld

elenmentld: TBD

name: infornmationEl enmentld

dat aType: unsi gnedl6

status: current

description: This Information El enment contains the ID of another
I nformation El enent.

7.147. informationEl enent Dat aType

el ement1d: TBD

nane: informati onEl enent Dat aType

dat aType: unsi gned8

status: current

description: A description of the abstract data type of an IPFIX
i nformati on el enent. These are taken fromthe
abstract data types defined in section 3.1 of the
| PFI X I nformati on Mbdel [RFC5102]; see that section
for more information on the types described in the
i nf ormati onEl ement Dat aType sub-registry.

These types are registered in the | ANA | PRI X
Information El enent Data Type subregistry. This
subregistry is intended to assign nunbers for type
names, not to provide a mechani smfor adding data
types to the IPFI X Protocol, and as such requires a
St andards Action [ RFC5226] to nodify.

7.148. informationEl emrent Descri ption
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el ement 1 d: TBD

nane: informati onEl enent Description

dat aType: string

status: current

description: A UTF-8 [RFC3629] encoded Uni code string containing
a hunan-readabl e description of an Information
El ement. The content of the
i nf ormati onEl erent Descri pti on MAY be annotated with
one or nore | anguage tags [ RFC4646], encoded
in-line [RFC2482] within the UTF-8 string, in order
to specify the language in which the description is
witten. Description text in nmultiple |anguages NAY
tag each section with its own | anguage tag; in this
case, the description information in each | anguage
SHOULD have equi val ent meaning. 1In the absence of
any | anguage tag, the "i-default"” [RFC2277] |anguage
SHOULD be assunmed. See the Security Considerations
section for notes on string handling for Infornation
El ement type records

7.149. informationEl enment Nane

el ement 1 d: TBD

name: i nformati onEl ement Nane

dat aType: string

status: current

description: A UTF-8 [RFC3629] encoded Uni code string containing
the nane of an Information El ement, intended as a
simple identifier. See the Security Considerations
section for notes on string handling for Infornation
El ement type records

7.150. informationEl emrent RangeBegi n

el ement 1 d: TBD

nane: infornati onEl enent RangeBegi n

dat aType: unsi gned64

status: current

description: Contains the inclusive | ow end of the range of
acceptabl e values for an Information El enent.

7.151. informationEl enent RangeEnd
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el ementld: TBD

nane: informati onEl enent RangeEnd

dat aType: unsi gned64

status: current

description: Contains the inclusive high end of the range of
acceptabl e values for an Infornation El enent.

7.152. informati onEl emrent Semanti cs

el ementld: TBD

name: informati onEl ement Semanti cs

dat aType: unsi gned8

status: current

description: A description of the semantics of an | PFl X
Information El enent. These are taken fromthe data
type semantics defined in section 3.2 of the IPFI X
I nformati on Model [ RFC5102]; see that section for
nmore i nformation on the types defined in the
i nformati onEl ement Semantics sub-registry. This
field may take the values in Table ; the special
val ue 0x00 (default) is used to note that no
semantics apply to the field; it cannot be
mani pul ated by a Coll ecting Process or File Reader
that does not understand it a priori

These semantics are registered in the 1 ANA | PFI X

I nformation El ement Semantics subregistry. This
subregistry is intended to assign numnbers for
semanti cs nanes, not to provide a nechanismfor
addi ng senantics to the | PFI X Protocol, and as such
requi res a Standards Action [RFC5226] to nodify.

7.153. informationEl ementUnits
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el ementld: TBD

nane: informationEl enentUnits

dat aType: unsi gnedl6

status: current

description: A description of the units of an IPFI X Information
El ement. These correspond to the units inplicitly
defined in the Informati on El enent definitions in
section 5 of the IPFI X Information Mdel [RFC5102];
see that section for nore information on the types
described in the informationEl ementsUnits
sub-registry. This field may take the values in
Tabl e 3 bel ow, the special value 0x00 (none) is
used to note that the field is unitless.

These types are registered in the | ANA | PRI X
Information El ement Units subregistry; new types
may be added on a First Conme First Served [ RFC5226]
basi s.

7.154. applicationCat egoryNane

el ementld: TBD

nane: applicationCat egoryNane

dat aType: string

status: current

description: An attribute that provides a first |eve
categori zation for each Application ID.

7.155. m bObj ect Val uel nt eger

el ementld: TBD

nane: m bCbj ect Val uel nt eger

dat aType: signed64

status: current

description: An IPFI X Information El enent which denotes that the
i nteger value of a MB object will be exported.
The M B Object ldentifier ("mbQojectldentifier")
for this field MIUST be exported in a MB Field
Option or via another neans. This Information
El ement is used for MB objects with the Base
Syntax of Integer32 and | NTEGER with | PFl X Reduced
Si ze Encoding used as required. The value is
encoded as per the standard | PFI X Abstract Data Type
of signed64.
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7.156. mi bObj ectVal ueCctet String

el ement 1 d: TBD

nane: m bCbj ect Val ueCctet String
dat aType: octetArray

status: current

description:

An | PFI X I nformati on El enent which denotes that an
Cctet String or Opaque value of a M B object will

be exported. The MB hject Identifier

("m bQbjectldentifier”) for this field MIST be
exported in a MB Field Option or via anot her neans.
This Information Elenent is used for MB objects
with the Base Syntax of OCTET STRI NG and Opaque. The
val ue is encoded as per the standard | PFI X Abstract
Data Type of octetArray.

7.157. m bbj ectVal ued D

el ement 1 d: TBD

nane: m bCbj ect Val ueO D
dat aType: octetArray
status: current

descri ption:

An | PFI X I nformation El ement which denotes that an
bject ldentifier or OD value of a MB object wll
be exported. The M B hject ldentifier

("m bMojectldentifier") for this field MIST be
exported in a MB Field Option or via another neans.
This Information Elenment is used for MB objects
with the Base Syntax of OBJECT |IDENTIFIER Note -
In this case the "m bObjectlidentifier" will define
which M B object is being exported while the val ue
contained in this Information Elenent will be an
O D as a value. The m bCbjectValuedQ D I nformation
El ement is encoded as ASN. 1/BER [BER] in an

octet Array.

7.158. mi bOhjectValueBits
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el ement 1 d: TBD

nane: m bObj ectVal ueBits
dat aType: octetArray
status: current

descri ption:

An | PFI X I nformati on El ement which denotes that a
set of Enunerated flags or bits froma M B object
will be exported. The MB Object Identifier

("m bMojectldentifier") for this field MIST be
exported in a MB Field Option or via another neans.
This Information Elenment is used for MB objects
with the Base Syntax of BITS. The flags or bits are
encoded as per the standard | PFI X Abstract Data Type
of octetArray, with sufficient Iength to accomvodate
the required nunber of bits. |If the nunber of bits
is not an integer nultiple of octets then the nost
significant bits at end of the octetArray MJIST be
set to zero.

7.159. i bQbj ect Val uel PAddr ess

el ementld: TBD

nane: m bCbj ect Val uel PAddr ess
dat aType: i pv4Address

status: current

description:

An | PFI X I nformati on El enent which denotes that the
| Pv4 Address of a MB object will be exported. The
MB bject ldentifier ("m bQojectldentifier") for
this field MUST be exported in a MB Field Option
or via another nmeans. This Information Elenent is
used for MB objects with the Base Syntax of

| Paddress. The value is encoded as per the standard
| PFI X Abstract Data Type of ipv4Address.

7.160. m bObj ect Val ueCount er
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el ementld: TBD

nane: m bCbj ect Val ueCount er

dat aType: unsi gned64

status: current

description: An IPFI X Information El enent which denotes that the
counter value of a MB object will be exported.
The M B Object ldentifier ("m bQojectldentifier")
for this field MIUST be exported in a MB Field
Option or via another neans. This Information
El ement is used for MB objects with the Base
Syntax of Counter32 or Counter64 with | PFI X Reduced
Si ze Encodi ng used as required. The value is encoded
as per the standard | PFI X Abstract Data Type
of unsi gned64.

7.161. m bbj ect Val ueGauge

el ement1d: TBD

nane: mi bCbj ect Val ueGauge

dat aType: unsi gned32

status: current

description: An IPFI X Information El ement which denotes that the
Gauge value of a MB object will be exported. The
MB bject ldentifier ("m bCojectldentifier") for
this field MUST be exported in a MB Field Option
or via another nmeans. This Information Elenent is
used for MB objects with the Base Syntax of Gauge32
The value is encoded as per the standard | PFI X
Abstract Data Type of unsigned64. This value wll
represent a non-negative integer, which nmay increase
or decrease, but shall never exceed a naxinmum
val ue, nor fall below a m ni mum val ue.

7.162. m bOoj ect Val ueTi nmeTi cks

el ement1d: TBD

nane: m bCbj ect Val ueTi nmeTi cks

dat aType: unsi gned32

status: current

description: An IPFIX Information El ement which denotes that the
Ti meTicks value of a MB object will be exported
The M B Object ldentifier ("m bCObjectldentifier")
for this field MJST be exported in a MB Field
Option or via another neans. This Information
El ement is used for MB objects with the Base
Syntax of TineTicks. The value is encoded as per
the standard | PFI X Abstract Data Type of unsigned32
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7.163. m bOhj ect Val ueUnsi gned

el ement 1 d: TBD

nane: m bCbj ect Val ueUnsi gned
dat aType: unsi gned64

status: current

description:

An | PFI X Information El ement which denotes that an
unsi gned integer value of a MB object will be
exported. The M B (bject ldentifier

("m bQbjectldentifier”) for this field MIST be
exported in a MB Field Option or via anot her neans.
This Information Elenent is used for MB objects
with the Base Syntax of unsigned64 with |PFl X
Reduced Si ze Encoding used as required. The value is
encoded as per the standard | PFI X Abstract Data Type
of unsi gned64.

7.164. m bQbj ect Val ueTabl e

el ementld: TBD

nane: m bCbj ect Val ueTabl e
dat aType: orderedLi st
status: current

descri ption:

structure:

An | PFI X I nformation El ement which denotes that a
conmpl ete or partial conceptual table will be
exported. The M B Object Identifier

("m bQbjectldentifier") for this field MIST be
exported in a MB Field Option or via another neans.
This Information Elenent is used for MB objects
with a SYNTAX of SEQUENCE. This is encoded as a
subTenpl at eLi st of m bObj ectValue I nformation

El ements. The tenplate specified in the

subTenpl at eLi st MJST be an Options Tenpl ate and
MUST include all the Objects listed in the | NDEX
cl ause as Scope Fiel ds.

order edLi st (ni bObj ect Val ueRow+)

7.165. m bhj ect Val ueRow
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el ement 1 d: TBD

nane: m bObj ect Val ueRow

dat aType: orderedLi st

status: current

description: An IPFI X Information El ement which denotes that a
single row of a conceptual table will be exported.
The M B Object ldentifier ("m bQojectldentifier")
for this field MIUST be exported in a MB Field
Option or via another neans. This Information
El ement is used for MB objects with a SYNTAX of
SEQUENCE. This is encoded as a subTenpl at eLi st of
m bQhj ect Val ue I nfornmation El enents. The
subTenpl at eLi st exported MJST contain exactly one
row (i.e., one instance of the subtenplate). The
tenpl ate specified in the subTenpl at eLi st MJST be
an Options Tenplate and MJUST include all the
bjects listed in the I NDEX cl ause as Scope Fi el ds.

structure: order edLi st (m bQoj ect Val ue+)

7.166. m bOhjectlidentifier

el ement 1 d: TBD

nane: m bCbjectldentifier

dat aType: octetArray

status: current

description: An IPFI X Information El ement which denotes that a
MB bject Identifier (MB OD) is exported in the
(Options) Tenplate Record. The m bCbjectldentifier
I nformation El enent contains the O D assigned to
the M B Object Type Definition encoded as
ASN. 1/ BER [ BER] .

7.167. m bSubldentifier

el ement1d: TBD

name: m bSubldentifier

dat aType: unsi gned32

status: current

description: A non-negative sub-identifier of an bject
Identifier (AQD).

7.168. m bl ndexl| ndi cat or
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el ement 1 d: TBD

name: m bl ndexI ndi cat or
dat aType: unsi gned64
status: current

descri ption:

This set of bit fields is used for marking the
Information El ements of a Data Record that serve as
I NDEX M B objects for an indexed Col utmar M B
object. Each bit represents an Information El enment
in the Data Record with the n-th bit representing
the n-th Information Elenent. A bit set to value 1
i ndi cates that the correspondi ng I nformation El enent
is an index of the Colunmnmar Object represented by
the m bFieldvalue. A bit set to value 0 indicates
that this is not the case.

If the Data Record contains nore than 64

I nformation El enents, the corresponding Tenpl ate
SHOULD be desi gned such that all | NDEX

Fields are anong the first 64 Infornation El ements,
because the ni bl ndexl ndicator only contains 64 bits.
If the Data Record contains |ess than 64
Information El enents, then the extra bits in the

m bl ndexl ndi cator for which no correspondi ng

I nformation El ement exists MJST have the val ue O,
and nust be disregarded by the Collector. This

I nformation El enent may be exported with

| PFI X Reduced Si ze Encodi ng.

7.169. mi bCaptureTi neSenmantics
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el ement 1 d: TBD

nane: mi bCaptureTi neSemanti cs
dat aType: unsi gned8

status: current

descri ption:

Indicates when in the lifetine of the flowthe MB
val ue was retrieved fromthe MB for a

m bhjectldentifier. This is used to indicate if
the val ue exported was collected fromthe MB
closer to flow creation or flow export time and
will refer to the Tinmestanp fields included in the
sane record. This field SHOULD be used when
exporting a ni bQojectValue that specifies counters
or statistics.

If the MB value was sanpled by SNWP prior to the

| PFI X Metering Process or Exporting Process
retrieving the value (i.e., the data is already
stale) and it's inportant to know the exact sanpling
time, then an additional observationTi ne* el enent
shoul d be paired with the O D using structured data.
Simlarly, if different m bCaptureTi meSemantics
apply to different m bCObject elenments within the
Data Record, then individual m bCaptureTi neSemantics

2017

shoul d be paired with each O D using structured dat a.

Val ues:

0. undefined

1. begin - The value for the MB object is captured
fromthe MB when the Flowis first observed

2. end - The value for the MB object is captured
fromthe MB when the Fl ow ends

3. export - The value for the MB object is
captured fromthe MB at export time

4. average - The value for the MB object is an
average of nultiple captures fromthe MB over the
observed life of the Flow

7.170. i bCont ext Engi nel D

el ementld: TBD

nane: m bCont ext Engi nel D
dat aType: octetArray
status: current

description:

A m bCont ext Engi nel D that specifies the SNMP engi ne
IDfor a MB field being exported over |PFIX
Definition as per [RFC3411] section 3.3.
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7.171. m bCont ext Nane

el ement 1 d: TBD

nane: m bCont ext Name

dat aType: string

status: current

description: This Information El enent denotes that a M B Cont ext
Nanme is specified for a MB field being exported
over | PFI X. Reference [ RFC3411] section 3.3.

7.172. m bObj ect Nane

el ementld: TBD

nane: mi bCbj ect Name

dat aType: string

status: current

description: The nane (called a descriptor in [ RFC2578]
of an object type definition.

7.173. mi bQbj ectDescription

el ementld: TBD

nane: m bCObj ect Descri ption

dat aType: string

status: current

description: The val ue of the DESCRI PTION cl ause of an M B obj ect
type definition.

7.174. m bQhj ect Synt ax

el ementld: TBD

nane: m bCbj ect Synt ax

dat aType: string

status: current

description: The value of the SYNTAX clause of an M B object type
definition, which may include a Textual Convention
or Subtyping. See [RFC2578].

7.175. m bMbdul eNane

el ement1d: TBD

name: mi bMbdul eNane

dat aType: string

status: current

description: The textual nane of the MB nodule that defines a MB
bj ect .
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7.176. interface

elenmentld: TBD

nane: interface

dat aType: i st

structure: list (interfaceName, hwAddress, inetAddr, netnask)
status: current

description: Represents an interface and its configuration
options.

7.177. iflisteners

el ement 1 d: TBD

name: iflisteners

dat aType: i st

structure: list (interfaceName, physical Protocol, hwAddress,
programNane, pid, userld)

status: current

description: Stores the results of checking for applications that

are bound to an ethernet interface on the system

7.178. physical Protocol

el ement1d: TBD

name: physi cal Prot ocol

dat aType: enuneration

structure:

ETH P_LOOP ; 0x1 ; Ethernet |oopback packet.

ETH P_PUP ; 0x2 ; Xerox PUP packet.

ETH P_PUPAT ; 0x3 ; Xerox PUP Address Transport packet.

ETH P IP ; Ox4 ; Internet protocol packet.

ETH P_X25 ; Ox5 ; CCITT X 25 packet.

ETH P_ARP ; 0Ox6 ; Address resol ution packet.

ETH P_BPQ ; O0x7 ; GBBPQ AX. 25 ethernet packet.

ETH P_| EEEPUP ; 0x8 ; Xerox | EEE802.3 PUP packet.

ETH P_| EEEPUPAT ; 0x9 ; Xerox | EEE802.3 PUP address transport
packet .

ETH P_DEC ; OxA ; DEC assigned protocol

ETH P_DNA DL ; OxB ; DEC DNA Dunp/Load

ETH P DNA RC ; OxC ; DEC DNA Renpte Consol e.

ETH P_DNA RT ; OxD ; DEC DNA Routi ng.

ETH P_LAT ; OxE ; DEC LAT

ETH P_DI AG ; OxF ; DEC Di agnosti cs.

ETH P_CUST ; 0x10 ; DEC Customer use.

ETH P_SCA ; 0x11 ; DEC Systems Comms Arch.

ETH P_RARP ; 0x12 ; Reverse address resol ution packet.

ETH P_ATALK ; 0x13 ; Appletal k DDP

ETH P_AARP ; 0x14 ; Appletal k AARP.
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ETH P_8021Q ; 0x15 ; 802.1Q VLAN Ext ended Header
ETH P_IPX ; 0x16 ; IPX over D X
ETH P I PV6 ; 0x17 ; |Pv6 over bl uebook
ETH P_SLOW; 0x18 ; Slow Protocol. See 802.3ad 43B
ETH P_WCCP ; 0x19 ; Wb-cache coordi nation protocol
ETH P_PPP_DI SC ; Ox1A ; PPPoE di scovery nessages.
ETH P_PPP_SES ; 0Ox1B ; PPPoE sessi on nessages.
ETH P_MPLS UC ; Ox1C ; MPLS Unicast traffic.
ETH P MPLS MC ; O0x1D ; MPLS Multicast traffic.
ETH P ATMWPQA ; Ox1E ; MultiProtocol Over ATM
ETH P_ATMFATE ; Ox1F ; Frane-based ATM Transport over Ethernet.
ETH P_ACE ; 0x20 ; ATA over Ethernet.
ETH P_TIPC ; 0x21 ; TIPC.
ETH P_802_3 ; 0x22 ; Dumry type for 802.3 franes.
ETH P_AX25 ; 0x23 ; Dummy protocol id for AX 25
ETH P_ALL ; 0x24 ; Every packet.
ETH P_802_2 ; 0x25 ; 802.2 franmes
ETH P_SNAP ; 0x26 ; Internal only.
ETH P_DDCWP ; 0x27 ; DEC DDCWMP: Internal only
ETH P_WAN_PPP ; 0x28 ; Dummy type for WAN PPP franes.
ETH P_PPP_MP ; 0x29 ; Dummy type for PPP MP franes.
ETH _P_PPPTALK ; Ox2A ; Dumy type for Atal k over PPP
ETH P_LOCALTALK ; 0x2B ; Localtal k pseudo type.
ETH P_TR 802 2 ; 0x2C ; 802.2 franes.
ETH P_MOBI TEX ; 0x2D ; Mbbitex.
ETH P_CONTROL ; Ox2E ; Card specific control franes.
ETH P I RDA ; Ox2F ; Linux-IrDA
ETH P_ECONET ; O0x30 ; Acorn Econet.
ETH P_HDLC ; 0x31 ; HDLC franes.
ETH P_ARCNET ; 0x32 ; 1A for ArcNet.
; Ox33 ; The enpty string value is pernmitted here
to allow for detailed error reporting.
status: current
description: The physical |ayer protocol used by the AF_PACKET
socket .

7.179. hwAddress

elenmentld: TBD

nane: hwAddress

dat aType: string

status: current

description: The hardware address associ ated
with the interface.
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7.180. progranmNanme

el ement 1 d: TBD

name: progranmName

dat aType: string

status: current

description: The name of the conmunicating
program

7.181. userld

el ement1d: TBD

nane: userld

dat aType: unsi gned32

status: current

description: The nuneric user id.

7.182. inetlisteningserver

el ementld: TBD
nane: inetlisteningserver
dat aType: i st
structure: list (transportProtocol, |ocal Address,
| ocal Port, |ocal Full Address, programNane, foreignAddress,
foreignPort, foreignFull Address, pid, userld)
status: current
description: Stores the results of checking for network servers
currently active on a system It holds information pertaining to
a specific protocol -address-port conbi nation.

7.183. transportProtoco

el ementld: TBD

name: transportProtocol

dat aType: string

status: current

description: The transport-I|ayer
protocol (tcp or udp).

7.184. | ocal Address

el ement 1 d: TBD

nane: | ocal Address

dat aType: i pAddress

status: current

description: This is the I P address being listened to. Note that
the | P address can be | Pv4 or |Pv6.
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7.185. | ocal Port

el ement 1 d: TBD

nane: | ocal Port

dat aType: unsi gned32

status: current

description: This is the TCP or UDP port
being listened to.

7.186. | ocal Ful | Addr ess

el ement1d: TBD

nane: | ocal Ful | Address

dat aType: string

status: current

description: The |IP address and network port on which the program
listens, including the |ocal address and the |local port. Note
that the I P address can be | Pv4d or | Pv6.

7.187. forei gnAddress

el ementld: TBD

nane: forei gnAddress

dat aType: i pAddress

status: current

description: The IP address with which the programis

comruni cating, or with which it will comunicate. Note that the
| P address can be | Pv4 or |Pv6.

7.188. foreignFul | Address

el ementld: TBD

nane: foreignFul |l Address

dat aType: i pAddress

status: current

description: The |IP address and network port to which the program
is communicating or will accept communications from including

the foreign address and foreign port. Note that the |IP address
can be | Pv4 or |Pve6.

7.189. selinuxbool ean
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el ementld: TBD
nane: selinuxbool ean
dat aType: i st
structure: list (selinuxNanme, currentStatus,
pendi ngSt at us)
status: current
description: Describes the current and pending status of a
SELi nux bool ean

7.190. selinuxNanme

el ement1d: TBD

nane: selinuxNane

dat aType: string

status: current

description: The nane of the SELi nux
bool ean.

7.191. currentStatus

elenmentld: TBD

name: currentStatus

dat aType: bool ean

status: current

description: Indicates current state of
t he specified SELi nux bool ean

7.192. pendi ngSt at us

el ement1d: TBD
name: pendi ngSt at us
dat aType: bool ean
status: current
description: Indicates the pending
state of the specified SELi nux bool ean

7.193. selinuxsecuritycontext

el ementld: TBD
nane: selinuxsecuritycontext
dat aType: i st
structure: list (filepath, path, filenane, pid,
usernanme, role, domai nType, |owSensitivity, |owCategory,
hi ghSensitivity, highCategory, raw owSensitivity,
rawl owCat egory, rawhi ghSensitivity, rawhi ghCategory)
status: current
description: Describes the SELi nux security
context of a file or process on the |Iocal system

2017
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7.194. filepath

elenmentld: TBD

nane: filepath

dat aType: string

status: current

description: Specifies the absolute path for a file on the
machi ne. A directory cannot be specified as a filepath.

7.195. path

el ement1d: TBD

nane: path

dat aType: string

status: current

description: Specifies the directory conponent of
the absolute path to a file on the nmachine.

7.196. filenane

elenmentld: TBD

name: fil enamne

dat aType: string

status: current

description: The nane of the file.

7.197. pid

el ement1d: TBD

nane: pid

dat aType: unsi gned32

status: current

description: The process ID of the
process.

7.198. role

el ementld: TBD

name: role

dat aType: string

status: current

description: Specifies the types that a process
may transition to (domain transitions).
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7.199. donai nType

elenmentld: TBD

nane: domai nType

dat aType: string

status: current

description: Specifies the domain in which the file is accessible
or the donmain in which a process executes.

7.200. lowSensitivity

el ement 1 d: TBD

nane: |owSensitivity

dat aType: string

status: current

description: Specifies the current sensitivity of a file or
process.

7.201. | owCategory

el ementld: TBD
nane: | owCat egory
dat aType: string
status: current
description: Specifies the set of
categories associated with the | ow sensitivity.

7.202. highSensitivity

el ement1d: TBD
name: highSensitivity
dat aType: string
status: current
description: Specifies the maxi mum
range for a file or the clearance for a process.

7.203. highCategory

el ementld: TBD
nane: hi ghCat egory
dat aType: string
status: current
description: Specifies the set of
categories associated with the high sensitivity.
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7.204. rawl owSensitivity

el ement 1 d: TBD

nane: raw owSensitivity

dat aType: string

status: current

description: Specifies the current sensitivity of a file or
process but in its raw context.

7.205. raw owCat egory

el ement1d: TBD

nane: raw owCat egory

dat aType: string

status: current

description: Specifies the set of categories associated with the
| ow sensitivity but in its raw context.

7.206. rawhighSensitivity

el ementld: TBD

nane: rawhi ghSensitivity

dat aType: string

status: current

description: Specifies the maximumrange for a file or the
cl earance for a process but in its raw context.

7.207. rawhi ghCat egory

el ement1d: TBD

nane: rawhi ghCat egory

dat aType: string

status: current

description: Specifies the set of categories associated with the
high sensitivity but in its raw context.

7.208. systendunitdependency

el ementld: TBD

nane: systendunitdependency

dat aType: i st

structure: list (unit, dependency)
status: current

description: Stores the dependencies of the systend
unit.
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7.209. unit

el ement 1 d: TBD

nane: unit

dat aType: string

status: current

description: Refers to the full systend unit nanme, which has a
formof "$nane. $type". For exanple "cupsd.service". This nane is
usual ly also the filenane of the unit configuration file.

7.210. dependency

el ementld: TBD

nane: dependency

dat aType: string

status: current

description: Refers to the nane of a unit that was confirned to
be a dependency of the given unit.

7.211. systendunitproperty

el ementld: TBD

nane: systendunitproperty

dat aType: i st

structure: list (unit, property, systendunitVal ue)

status: current
description: Stores the properties and values of a systend unit.

7.212. property

el ementld: TBD

name: property

dat aType: string

status: current

description: The property associated with a
systend unit.

7.213. systendunit Val ue

el ement1d: TBD

nane: systendunitVal ue

dat aType: string

status: current

description: The value of the property associated with a systend
unit. Exactly one value shall be used for all property types
except dbus arrays - each array el enent shall be represented by
one val ue.
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7.214. file

el ement 1 d: TBD

name: file

dat aType: i st

structure: list (filepath, path, filenane, fileType, userld,
aTime, cTine, nTinme, size)

status: current

description: The netadata associated with a file on the endpoint.

7.215. fileType

el ementld: TBD

name: fileType

dat aType: string

status: current

description: The file's type (e.g., regular file (regular),
directory, naned pipe (fifo), symbolic link, socket or block
speci al .)

7.216. groupld

el ement1d: TBD

nane: groupld

dat aType: unsi gned32

status: current

description: The group owner of the file, by
group numnber.

7.217. aTine

el ementld: TBD

name: aTi ne

dat aType: dat eTi neSeconds

status: current

description: The tine that the file was | ast
accessed.

7.218. <cTine

el ement1d: TBD

name: cTime

dat aType: dat eTi neSeconds

status: current

description: The tinme of the |ast change
to the file's inode.
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7.219. niline

elenmentld: TBD

nane: nili me

dat aType: dat eTi neSeconds

status: current

description: The tine of the last change to
the file's contents.

7.220. size

el ement1d: TBD

name: size

dat aType: unsi gned32

status: current

description: This is the size of the file in
byt es.

7.221. suid

el ementld: TBD

nane: suid

dat aType: bool ean

status: current

description: Indicates whether the programruns with the uid
(thus privileges) of the file's owner, rather than the calling
user.

7.222. sgqgid

el ementld: TBD

nane: sgid

dat aType: bool ean

status: current

description: Indicates whether the programruns with the gid
(thus privileges) of the file' s group owner, rather than the
calling user’s group

7.223. sticky

el ement1d: TBD

nane: sticky

dat aType: bool ean

status: current

description: |Indicates whether users can delete each other’s
files in this directory, when said directory is witable by
those users
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7.224. hasExt endedAcl

el ement 1 d: TBD

nane: hasExt endedAcl

dat aType: bool ean

status: current

description: Indicates whether the file or directory hasACL
perm ssions applied to it. If a system supports ACLs and the
file or directory doesn’t have an ACL, or it matches the standard
UNI X pernissions, the entity will have a status of ’'exists’ and
a value of "false’'. If the system supports ACLs and the file or
directory has an ACL, the entity will have a status of ’'exists
and a value of "true'. Lastly, if a systemdoesn’t support ACLs,
the entity will have a status of ’'does not exist’.

7.225. inetd

el ement 1 d: TBD

name: inetd

dat aType: i st

structure: list (serviceProtocol, serviceNane, serverProgram
server Argunent s, inetdEndpoi nt Type, execAsUser, wait Status)

status: current

description: Holds information associ ated
with different Internet services.

7.226. serverProgram

el ement 1 d: TBD

name: serverProgram

dat aType: string

status: current

description: Either the pathnane of a server programto be

i nvoked by inetd to performthe requested service, or the val ue
internal if inetd itself provides the service.

7.227. i netdEndpoint Type
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el ement 1 d: TBD
nane: i netdEndpoi nt Type
dat aType: enuneration

structure:

stream; Ox1l ; The streamvalue is used to describe a stream
socket .

dgram; O0x2 ; The dgramvalue is used to describe a datagram
socket .

raw ; 0x3 ; The raw value is used to describe a raw socket.
segpacket ; Ox4 ; The seqpacket value is used to describe a
sequenced packet socket.
tli ; Ox5 ; The tli value is used to describe all TLI endpoints.
sunrpc_tcp ; 0x6 ; The sunrpc_tcp value is used to describe all
SUNRPC TCP endpoi nt s.
sunrpc_udp ; 0x7 ; The sunrpc_udp value is used to describe all
SUNRPC UDP endpoi nt s.

; Ox8 ; The enpty string value is permtted here to allow for
detail ed error reporting.
status: current
description: The endpoint type (aka, socket type) associated with
the service

7.228. execAsUser

el ementld: TBD

nanme: execAsUser

dat aType: string

status: current

description: The user id of the user the
server program should run under.

7.229. waitStatus
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el ementld: TBD

nane: wait St atus

dat aType: enuneration

structure: wait ; Ox1 ; The value of 'wait’ specifies that the
server that is invoked by inetd will take over the |istening
socket associated with the service, and once |aunched, inetd will
wait for that server to exit, if ever, before it resunes
listening for new service requests.

nowait ; Ox2 ; The value of 'nowait’ specifies that the server
that is invoked by inetd will not wait for any existing server

to finish before taking over the listening socket associated with
the service

; Ox3 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Specifies whether the server that is invoked by
inetd will take over the |istening socket associated with the
service, and whether once |aunched, inetd will wait for that
server to exit, if ever, before it resunmes listening for new
service requests. The | egal values are "wait" or "nowait".

7.230. inetAddr

el ementl d: TBD

name: i net Addr

dat aType: i pAddress

status: current

description: The I P address of the specific interface. Note that
the I P address can be |1 Pv4 or |Pv6.

7.231. netmask

el ement1d: TBD

name: net mask

dat aType: i pAddress

status: current

description: The bitmask used to cal cul ate
the interface’ s | P network.

7.232. passwordlnfo
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el ement 1 d: TBD

nane: passwordl nfo

dat aType: i st

structure: list (username, password, userld, groupld, gcos,
honeDi r, | oginShell, |astLogin)

status: current

description: Describes user account information for a
system

7.233. user name

el ement1d: TBD

name: usernane

dat aType: string

status: current

description: The nane of the user.

7.234. password

el ementl d: TBD

nane: password

dat aType: string

status: current

description: The encrypted version of the
user’s password.

7.235. gcos

el ement1d: TBD
name: gcos

dat aType: string
status: current
descri ption:

7.236. honeDir

el ementld: TBD

nane: homeDir

dat aType: string

status: current

description: The user’s hone
directory.

7.237. | oginShel
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el ement 1 d: TBD

name: | ogi nShel

dat aType: string

status: current

description: The user’s shel
program

7.238. lastlLogin

el ementld: TBD

nane: |astLogin

dat aType: unsi gned32

status: current

description: The date and tinme when the
| ast | ogin occurred.

7.239. process

el ement 1 d: TBD

name: process

dat aType: i st

structure: list (commandLine, pid, ppid, priority, startTine)

status: current
description: Information about a process running on an endpoint.

7.240. commandLi ne

el ement 1 d: TBD

name: conmandLi ne

dat aType: string

status: current

description: The string used to start the
process. This includes any paraneters that are part of the
command |ine.

7.241. ppid

elenmentld: TBD

nane: ppid

dat aType: unsi gned32

status: current

description: The process ID of the process’s
parent process.
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7.242. priority

el ement 1 d: TBD

nane: priority

dat aType: unsi gned32

status: current

description: The scheduling priority with
whi ch the process runs.

7.243. startTine

el ement1d: TBD

name: startTinme

dat aType: string

status: current

description: The tine of day the process
started.

7.244. routingtable

el ementld: TBD
nane: routingtable
dat aType: i st
structure: list (destination, gateway, flags,
i nt er faceNane)
status: current
description: Holds information about an individual routing table
entry found in a systenis primary routing table.

7.245. destination

el ementld: TBD

nane: destination

dat aType: i pAddress

status: current

description: The destination |P address
prefix of the routing table entry.

7.246. gat eway

el ement1d: TBD

name: gateway

dat aType: i pAddress

status: current

description: The gateway of the specified
routing table entry.
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7.247. runlevellnfo

elenmentld: TBD

nane: runlevellnfo

dat aType: i st

structure: list (serviceNane, runlevel, start, kill)

status: current
description: Information about the start or kill state of a
specified service at a given runl evel

7.248. runl eve

el ementl d: TBD

name: runl evel

dat aType: string

status: current

description: Specifies the systemrunleve
associated with a service.

7. 249, start

el ement 1 d: TBD

name: start

dat aType: bool ean

status: current

description: Specifies whether the service is
scheduled to start at the runlevel

7.250. kil

el ementld: TBD

name: kill

dat aType: bool ean

status: current

description: Specifies whether the service is
schedul ed to be killed at the runlevel

7.251. shadow tem

el ement1d: TBD
name: shadow tem
dat aType: i st
structure: list (username, password, chglLst, chgAll ow,
chgReq, expWarn, explnact, expDate, flags, encryptMethod)
status: current
descri ption:
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7.252. chglLst

el ement 1 d: TBD

nane: chgLst

dat aType: dat eTi neSeconds

status: current

description: The date of the |ast password
change.

7.253. chgAll ow

el ement1d: TBD

name: chgAl | ow

dat aType: unsi gned32

status: current

description: Specifies how often in days a
user may change their password. It can al so be thought of
as the mni mum age of a password.

7.254. chgReq

el ementld: TBD
nane: chgReq
dat aType: unsi gned32
status: current
description: Describes how long a user can
keep a password before the systemforces her to change it.

7.255. expWarn

el ementld: TBD
name: expWarn
dat aType: unsi gned32
status: current
description: Describes how | ong before
password expiration the system begi ns warni ng the user

7.256. explnact

el ementld: TBD

nanme: expl nact

dat aType: unsi gned32

status: current

description: Describes how many days of
account inactivity the systemw |l wait after a password
expires before | ocking the account.

2017
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7.257. expDate

el ement 1 d: TBD

name: expDate

dat aType: dat eTi neSeconds

status: current

description: Specifies when will the
account’s password expire.

7.258. encrypt Met hod
el ement1d: TBD

nane: encrypt Met hod
dat aType: enuneration

April 2017

structure: DES ; Ox1 ; The DES met hod corresponds to the (none)

prefi x.

BSDi ; Ox2 ; The BSDi nethod corresponds to BSDi nodified

DES or the ' ' prefix.

MD5 ; Ox3 ; The MD5 nmethod corresponds to MD5 for

or the $1$ prefix.

Li nux/ BSD

Bl owfi sh ; Ox4 ; The Bl owfi sh nmethod corresponds to Bl owfi sh

(OpenBSD) or the $2$ or $2a$ prefixes.

Sun MD5 ; 0x5 ; The Sun MD5 nethod corresponds to the $nd5$

prefix.

SHA- 256 ; 0x6 ; The SHA-256 nethod corresponds to the $5$%

prefix.

SHA-512 ; 0Ox7 ; The SHA-512 nethod corresponds to the $6%
prefix. ; 0x8 ; The enpty string value is permtted here to
all ow for enpty elenents associated with variable references

status: current

description: Describes nmethod that is used for hashing

passwor ds.
7.259. synlink
el ement1d: TBD

name: symink
dat aType: i st

structure: list (syminkFilepath, canonical Path)

status: current

description: ldentifies the result generated for a symink

7.260. syminkFilepath
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el ement 1 d: TBD

name: symlinkFil epath

dat aType: string

status: current

description: Specifies the filepath to
the subject synbolic link file.

7.261. canoni cal Pat h

el ementld: TBD

name: canoni cal Path

dat aType: string

status: current

description: Specifies the canonica
path for the target of the symbolic link file specified by
the fil epath.

7.262. sysctl

el ementld: TBD

nane: sysctl

dat aType: i st

structure: list (kernel ParaneterNanme, kernel Paranet er Val ue+,
unane, nmachi ned ass, nodeNane, osNane, osRel ease,
osVersion, processorType)

status: current

description: Stores
information retrieved fromthe | ocal system about a kerne
paraneter and its respective val ue(s).

7.263. kernel Par anet er Nane

el ementld: TBD
nane: kernel Paramet er Nane
dat aType: string
status: current
description: The nane of a kerne
paraneter that was collected fromthe | ocal system

7.264. kernel Par anet er Val ue

el ement 1 d: TBD
nane: kernel Paranet er Val ue
dat aType: string
status: current
description: The current val ue(s)
for the specified kernel paraneter on the |ocal system
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7. 266.

I nternet-Draft

unane
elenmentld: TBD
name: unane
dat aType: i st
structure: list (nachi
osVer si on,
status: current
descri ption:
on.
machi ned ass

el enentld: TBD

nane: machi ned ass

dat aType: string

status: current

description: Specifies
har dwar e nane.

SACM | nf or mati on Mbodel

ned ass, nodeNane,

processor Type)

t he machi ne

osNane,

7.267. nodeNane
el enentld: TBD
nanme: nodeName
dat aType:
status: current
descri ption:

name.

7.268. osNane
el enentld: TBD
name: osName
dat aType:
status: current
descri ption:

nane.

7.269. osRel ease

el enentld: TBD

nane: osRel ease
dat aType:
status: current
descri ption:

ver si on.
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7.270. processorType

elenmentld: TBD

name: processorType

dat aType: string

status: current

description: Specifies the processor

type.
7.271. internetService

el ement1d: TBD

name: internetService

dat aType: i st

structure: list (serviceProtocol, serviceNane, flags,
noAccess, onlyFrom port, server, serverArgunents,
socket Type, registeredServiceType, user, wait, disabled)

status: current
description: Holds information associated with Internet services.

7.272. serviceProtoco

el ement1d: TBD

nane: serviceProtocol

dat aType: string

status: current

description: Specifies the protoco
that is used by the service

7.273. serviceNane

elenmentld: TBD

nane: serviceNane

dat aType: string

status: current

description: Specifies the name of the
servi ce.

7.274. flags

el ement 1 d: TBD
nane: flags
dat aType: string
status: current
description: Specifies m scellaneous settings
associated with the service with executing a program
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7.275. noAccess

elenmentld: TBD

nanme: noAccess

dat aType: string

status: current

description: Specifies the renpote hosts to
whi ch the service is unavail abl e.

7.276. onlyFrom

el ement1d: TBD

name: onl yFrom

dat aType: i pAddress

status: current

description: Specifies the renote hosts to
whi ch the service is avail able.

7.277. port

el ementld: TBD

name: port

dat aType: unsi gned32

status: current

description: The port entity specifies the port
used by the service.

7.278. server

el ement1d: TBD

name: server

dat aType: string

status: current

description: Specifies the executable that is
used to launch the service.

7.279. serverArgunents

el ementld: TBD
name: serverArgunents
dat aType: string
status: current
description: Specifies the argunents
that are passed to the executabl e when |aunching the service.
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7.280. socket Type

el ement 1 d: TBD

nane: socket Type

dat aType: string

status: current

description: Specifies the type of socket
that is used by the service. Possible values include: stream
dgram raw, or seqpacket.

7.281. registeredServiceType

el ement 1 d: TBD

nane: regi steredServiceType

dat aType: enuneration

structure: INTERNAL ; Ox1 ; The INTERNAL type is used to describe

services |ike echo, chargen, and others whose functionality is

supplied by xinetd itself.
RPC ; 0x2 ; The RPC type is used to describe services that
use renote procedure call ala NFS
UNLI STED ; 0Ox3 ; The UNLI STED type is used to describe
services that aren’'t listed in /etc/protocols or /etc/rpc.
TCPMUX ; 0x4 ; The TCPMJX type is used to describe services
that conformto RFC 1078. This type indiciates that the service
is responsible for handling the protocol handshake.
TCPMUXPLUS ; O0x5 ; The TCPMUXPLUS type is used to describe
services that conformto RFC 1078. This type indicates that
xinetd is responsible for handling the protoco
handshake.
; Ox6 ; The enpty string value is pernitted here to allow
for detailed error reporting.

status: current

description: Specifies the type of internet service.
7.282. wait

el ementld: TBD

nane: wait

dat aType: bool ean

status: current

description: Specifies whether or not the service is single-threaded
or multi-threaded and whet her or not xinetd accepts the connection
or the service accepts the connection. A value of 'true’ indicates
that the service is single-threaded and the service will accept the
connection. A value of 'false indicates that the service is nmulti-
threaded and xinetd will accept the connection
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7.283. disabl ed

el ementl d: TBD

nane: di sabl ed

dat aType: bool ean

status: current

description: Specifies whether or not the
service is disabled. A value of 'true' indicates that the
service is disabled and will not start. A val ue of
"false’ indicates that the service is not disabl ed.

7.284. w ndowsVi ew

el ementl d: TBD

name: w ndowsVi ew

dat aType: enuneration

structure: 32 bit ; Ox1 ; Indicates the 32 _bit w ndows view.

64 bit ; Ox2 ; Indicates the 64 _bit w ndows view

; Ox3 ; The enpty string value is permtted here to allow for

enpty el enents associated with error conditions.

status: current

description: |Indicates from which
view (32-bit or 64-bit), the information was coll ect ed.
A value of 32 bit’ indicates the Itemwas collected from
the 32-bit view. A value of '64-bit’ indicates the Item
was collected fromthe 64-bit view.

7.285. fileauditedperm ssions

el ement1d: TBD
nane: fil eauditedperm ssions
dat aType: i st
structure: list (filepath, path, filenane,
trusteeSid, trusteeNane, auditStandardDel ete,
audi t St andar dReadCont rol , audit StandardWit eDac,
audi t St andardW it eOwner, audit St andar dSynchroni ze,
audi t AccessSystentecurity, auditCGenericRead, auditCenericWite,
audi t Generi cExecute, auditGenericAll, auditFil eReadDat a,
auditFil eWiteData, auditFil eAppendData, auditFil eReadEa
auditFil eWiteEa, auditFileExecute, auditFileDeleteChild,
auditFil eReadAttributes, auditFileWiteAttributes,
wi ndowsVi ew)
status: current
description: Stores the audited access rights of a file that a
system access control list (SACL) structure grants to a specified
trustee. The trustee’s audited access rights are determ ned checking
all access control entries (ACEs) in the SACL.
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7.286. trusteeNane

elenmentld: TBD

name: trusteeNanme

dat aType: string

status: current

description: Specifies the trustee nane. A
trustee can be a user, group, or program (such as a W ndows
service).

7.287. auditStandardDel ete

el ement 1 d: TBD

name: audit St andar dDel et e

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: The right to delete the object.

7.288. auditStandar dReadContro
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el ement 1 d: TBD

name: audit St andar dReadCont r ol

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: The right to read the information in the object’s
security descriptor, not including the information in the SACL.

7.289. auditStandardWi t eDac

el ement 1 d: TBD

name: audit St andardWiteDac

dat aType: enuneration

structure: AUDI T_FAILURE ; 0Ox1 ; The audit type AUDI T_FAILURE is

used to performaudits on all unsuccessful occurrences of

specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDIT_NONE is used to cancel

all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T _SUCCESS is used to

performaudits on all successful occurrences of the specified

events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_ FAI LURE

is used to performaudits on all successful and unsuccessfu

occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for

detailed error reporting.

status: current

description: The right to nodify the DACL in the object’s security
descri ptor.

7.290. auditStandardWiteOaner
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el ement 1 d: TBD

name: audit St andar dW it eOaner

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is

used to performaudits on all unsuccessful occurrences of

specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel

all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to

performaudits on all successful occurrences of the specified

events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE

is used to performaudits on all successful and unsuccessfu

occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for

detailed error reporting.

status: current

description: The right to change the owner in the object’s security
descriptor.

7.291. audit StandardSynchroni ze

el ement 1 d: TBD

nane: audit StandardSynchroni ze

dat aType: enuneration

structure: AUDI T_FAILURE ; 0Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDIT_NONE is used to cancel

all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T _SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_ FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: The right to use the object for synchronization

This enables a thread to wait until the object is in the signaled
state. Sone object types do not support this access right.

7.292. auditAccessSystentecurity
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el ement 1 d: TBD

nane: audit AccessSystentecurity

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel

all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Indicates access to a system access control list (SACL).

7.293. auditGeneri cRead

el ementld: TBD

name: audit Generi cRead

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Read access.

7.294. auditGenericWite
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el ement 1 d: TBD

name: auditCGenericWite

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Wite access.

7.295. auditGeneri cExecute

el ementld: TBD

name: audit Generi cExecute

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Execute access.

7.296. auditGenericAl

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 107]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

el ement 1 d: TBD

name: audit CGeneri cAl

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Read, wite, and execute access.

7.297. auditFil eReadDat a

el ementld: TBD

name: audit Fil eReadDat a

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to read data fromthe file.

7.298. auditFileWiteData
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el ement 1 d: TBD

name: auditFileWiteData

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to wite data to the file.

7.299. auditFil eAppendDat a

el ementld: TBD

nane: auditFil eAppendDat a

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to append data to the file.

7.300. auditFil eReadEa

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 109]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

el ement 1 d: TBD

name: auditFil eReadEa

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to read extended attri butes.

7.301. auditFileWiteEa

el ementld: TBD

name: auditFileWiteEa

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to wite extended attri butes.

7.302. auditFileExecute
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el ement 1 d: TBD

name: auditFil eExecute

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to execute a file.

7.303. auditFil eDel eteChild

el ementld: TBD

name: auditFileDeleteChild

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Right to delete a directory and all the files it
contains (its children), even if the files are read-only.

7.304. auditFil eReadAttri butes
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el ement 1 d: TBD

name: auditFil eReadAttributes

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to read file attributes.

7.305. auditFileWiteAttributes

el ementld: TBD

name: auditFileWiteAttributes

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

description: Grants the right to change file attributes.

7.306. fileeffectiverights
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el ement 1 d: TBD

nane: fileeffectiverights

dat aType: i st

structure: list (filepath, path, filenane,
trusteeSid, trusteeNane, standardDel ete, standardReadContr ol
standardWit eDac, standardWiteOmner
st andardSynchroni ze, accessSystenSecurity, genericRead,
genericWite, genericExecute, genericAll, fileReadData,
fileWiteData, fil eAppendData, fileReadEa, fileWiteEa
fileExecute, fileDeleteChild, fileReadAttributes,
fileWiteAttributes, w ndowsVi ew)

status: current

description: Stores the effective rights of a file that a
di scretionary access control list (DACL) structure grants
to a specified trustee. The trustee’'s effective rights
are determ ned checking all access-allowed and access-deni ed
access control entries (ACEsS) in the DACL.

7.307. standardDel ete

elenmentld: TBD

nane: standardDel ete

dat aType: bool ean

status: current

description: The right to delete the
obj ect.

7.308. standardReadContro

el ement1d: TBD

nane: standardReadContr ol

dat aType: bool ean

status: current

description: The right to read
the information in the object’s security descriptor, not
including the information in the SACL.

7.309. standardWiteDac

el ementld: TBD
name: standardWiteDac
dat aType: bool ean
status: current
description: The right to nodify the
DACL in the object’s security descriptor.
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7.310. standardWit eOaner

elenmentld: TBD

nane: standardWiteOaner

dat aType: bool ean

status: current

description: The right to change

the owner in the object’s security descriptor

7.311. standardSynchronize

el ement1d: TBD

name: standardSynchronize

dat aType: bool ean

status: current

description: The right to use the

April 2017

obj ect for synchronization. This enables a thread to wait

until the object is in the signaled state.

types do not support this access right.
7.312. accessSystentecurity

el ement 1 d: TBD
nane: accessSystenfSecurity
dat aType: bool ean
status: current
description: |Indicates access to
a system access control list (SACL).

7.313. genericRead

el ementld: TBD

nane: generi cRead

dat aType: bool ean

status: current
description: Read access.

7.314. genericWite

el ementld: TBD

nane: genericWite

dat aType: bool ean

status: current
description: Wite access.
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7.315. genericExecute

el ement 1 d: TBD

nane: generi cExecute

dat aType: bool ean

status: current

description: Execute access.

7.316. genericAll

el ement1d: TBD

nane: generi cAll

dat aType: bool ean

status: current

description: Read, wite, and execute
access.

7.317. fil eReadData

el ementl d: TBD

nanme: fil eReadData

dat aType: bool ean

status: current

description: Grants the right to read
data fromthe file

7.318. fileWiteData

el ement1d: TBD

name: fileWiteData

dat aType: bool ean

status: current

description: Grants the right to wite
data to the file.

7.319. fileAppendData

el ementld: TBD

nane: fil eAppendData

dat aType: bool ean

status: current

description: Grants the right to
append data to the file.
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7.320. fil eReadEa

elenmentld: TBD

name: fil eReadEa

dat aType: bool ean

status: current

description: Grants the right to read
extended attributes.

7.321. fileWiteEa

el ement1d: TBD

nane: fileWiteEa

dat aType: bool ean

status: current

description: Grants the right to wite
extended attri butes.

7.322. fileExecute

elenmentld: TBD

nane: fil eExecute

dat aType: bool ean

status: current

description: Grants the right to execute
afile.

7.323. fileDeleteChild

el ement1d: TBD

name: fileDeleteChild

dat aType: bool ean

status: current

description: Right to delete a

April 2017

directory and all the files it contains (its children),

even if the files are read-only.
7.324. fileReadAttributes

elenmentld: TBD

nane: fileReadAttributes

dat aType: bool ean

status: current

description: Grants the right to
read file attributes.
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7.325. fileWiteAttributes

elenmentld: TBD

nane: fileWiteAttributes

dat aType: bool ean

status: current

description: Grants the right to
change file attributes

7.326. grouplnfo

el ement1d: TBD

name: grouplnfo

dat aType: i st

structure: list (group, usernane, subgroup)

status: current

description: Specifies the different users and subgroups, that
directly belong to specific groups.

7.327. group

el ementld: TBD

name: group

dat aType: string

status: current

description: Represents the nane of a particul ar

group.
7.328. subgroup

el ementld: TBD
nane: subgroup
dat aType: string
status: current
description: Represents the nane of a
particul ar subgroup in the specified group.

7.329. groupSidlnfo

el ementld: TBD
nane: groupSidlnfo
dat aType: i st
structure: list (groupSid, userSid, subgroupSid)
status: current
description: Specifies the different users and subgroups, that
directly belong to specific groups
(identified by SID).
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7.330. userSidlinfo

elenmentld: TBD

nane: user Sidlnfo

dat aType: i st

structure: list (userSid, enabled, groupSid, |astlLogon)

status: current
description: Specifies the different groups (identified by SID)
that a user belongs to.

7.331. userSid

el ementl d: TBD

name: userSid

dat aType: string

status: current

description: Represents the SID of a
particul ar user.

7.332. subgroupSid

el ement1d: TBD

nane: subgroupSid

dat aType: string

status: current

description: Represents the SID of a
particul ar subgroup.

7.333. | ockoutpolicy

el ementld: TBD

nane: | ockoutpolicy

dat aType: i st

structure: list (forcelLogoff, |ockoutDuration
| ockout Cbservati onW ndow, | ockout Threshol d)

status: current

description: Specifies various attributes associated
with |l ockout information for users and gl obal groups in the
security database

7.334. forcelLogoff
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el ement 1 d: TBD

name: forceLogoff

dat aType: unsi gned32

status: current

description: Specifies, in seconds, the
anount of tine between the end of the valid | ogon tine and
the time when the user is forced to log off the
net wor k.

7.335. | ockout Durati on

el ement1d: TBD

nane: | ockout Duration

dat aType: unsi gned32

status: current

description: Specifies, in seconds,
how | ong a | ocked account renains | ocked before it is
aut omati cal |y unl ocked.

7.336. | ockout Gbservati onW ndow

el ementld: TBD

name: | ockout Cbservati onW ndow

dat aType: unsi gned32

status: current

description: Specifies the
maxi mumtinme, in seconds, that can el apse between any two
failed |l ogon attenpts before | ockout occurs.

7.337. | ockout Threshol d

el ementld: TBD

nane: | ockout Threshol d

dat aType: unsi gned32

status: current

description: Specifies the nunmber of
invalid password authentications that can occur before an
account is marked "l ocked out."

7.338. passwordpolicy
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el ement 1 d: TBD

nane: passwordpolicy

dat aType: i st

structure: list (maxPasswdAge, m nPasswdAge,
m nPasswdLen, passwordHi st Len, passwor dConpl exity,
reversi bl eEncrypti on)

status: current

description: Specifies
policy information associated with passwords.

7.339. maxPasswdAge

el ementld: TBD

nane: maxPasswdAge

dat aType: unsi gned32

status: current

description: Specifies, in seconds (from
a DWORD), the nmaxinmum al |l owabl e password age. A val ue of
TI MEQ FOREVER (max DWORD val ue, 4294967295) i ndicates
that the password never expires. The m nimumvalid val ue
for this element is ONE_DAY (86400). See the
USER_MODALS I NFO O structure returned by a call to
Net User Mbdal sGet ().

7.340. nminPasswdAge

el ementld: TBD

nane: m nPasswdAge

dat aType: unsi gned32

status: current

description: Specifies the m nimum
nunber of seconds that can el apse between the tinme a password
changes and when it can be changed again. A value of
zero indicates that no delay is required between password
updat es.

7.341. m nPasswdlLen

elenmentld: TBD

nane: m nPasswdlLen

dat aType: unsi gned32

status: current

description: Specifies the m nimum
al | owabl e password length. Valid values for this elenment are
zero through PWEN.
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7.342.

passwor dHi st Len

el ement 1 d: TBD

nanme: passwordHi stlLen

dat aType: unsi gned32

status: current

description: Specifies the |ength of

7. 343.

password history maintained. A new password cannot nmatch any
of the previous usrnodO_password_hist_| en passwords.
Valid values for this element are zero through DEF_MAX PVWH ST.

passwor dConpl exi ty

el ementld: TBD

nane: passwordConpl exity

dat aType: bool ean

status: current

description: |ndicates whether

7.344.

passwords nust neet the conplexity requirements put forth
by the operating system

reversi bl eEncrypti on

el enentld: TBD

nane:

rever si bl eEncrypti on

dat aType: bool ean
status: current
description: |Indicates whether

7. 345.

or not passwords are stored using reversible encryption

portlnfo

el ementld: TBD
nane: portlnfo
dat aType: i st
structure: list (local Address, |ocal Port, transportProtocol

pid, foreignAddress, foreignPort)

status: current
description: Information about open |listening ports.

7. 346.

forei gnPort

el enmentl d: TBD

namne:

forei gnPort

dat aType: string
status: current
description: The TCP or UDP port to which

t he program conmuni cat es.
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7.347. printereffectiverights

el ement 1 d: TBD
nane: printereffectiverights
dat aType: i st
structure: list (printerNane, trusteeSid,
st andar dDel et e, standardReadControl, standardWiteDac,
st andar dWit eOaner, standardSynchroni ze,
accessSystenSecurity, genericRead, genericWite,
generi cExecute, genericAll, printerAccessAdni nister
printerAccessUse, jobAccessAdn nister, jobAccessRead)
status: current
description: Stores the effective rights of a printer that a
di scretionary access control list (DACL) structure grants to a
specified trustee. The trustee’'s effective rights are deternined
checking all access-all owed and access-deni ed access contro
entries (ACEs) in the DACL.

7.348. printerNane

el ementld: TBD

nane: printerNane

dat aType: string

status: current

description: Specifies the name of the
printer.

7.349. printerAccessAdni ni ster

el ement1d: TBD

name: printerAccessAdm ni ster
dat aType: bool ean

status: current

description:

7.350. printerAccessUse
el ementld: TBD
nane: printerAccessUse
dat aType: bool ean
status: current
descri ption:

7.351. jobAccessAdm nister
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el ement 1 d: TBD
name: j obAccessAdmi ni ster

dat aType:

st at us:

bool ean
current

descri ption:

SACM | nf or mati on Mbodel

7.352. jobAccessRead

el ement 1 d: TBD
nane: jobAccessRead

dat aType:

st at us:

bool ean
current

description:

7.353. registry

el ement1d: TBD
nane: registry

dat aType: i st
structure:
status: current

descri ption:

7.354. registryHve

Waltermre,

et al.

wi ndowsVi ew)

Specifies information that can be
coll ected about a particular registry key.

Expi res Cctober 29, 2017
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[ Page 123]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

el ement 1 d: TBD

name: registryHive

dat aType: enuneration

structure: HKEY_CLASSES ROOT ; 0Ox1 ; This registry subtree
contains information that associates file types with prograns
and configuration data for autonmation (e.g. COM
obj ects and Vi sual Basic Prograns).
HKEY_CURRENT_CONFI G ; 0x2 ; This registry subtree contains
configuration data for the current hardware profile.
HKEY_CURRENT_USER ; 0x3 ; This registry subtree contains the
user profile of the user that is currently logged into the
system
HKEY_LOCAL_MACHI NE ; 0Ox4 ; This registry subtree contains
i nformati on about the |ocal system
HKEY_USERS ; 0x5 ; This registry subtree contains user-specific
dat a.
; Ox6 ; The enpty string value is pernmtted here to all ow
for detailed error reporting.

status: current

description: The
hive that the registry key bel ongs to.

7.355. registryKey

el ementld: TBD

nane: registrykKey

dat aType: string

status: current

description: Describes the registry key.
Note that the hive portion of the string should not be
i ncluded, as this data can be found under the hive
el ement .

7.356. registryKeyName

el ement1d: TBD

nane: regi stryKeyName

dat aType: string

status: current

description: Describes the nane of a
registry key.

7.357. lastWiteTine
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el ement 1 d: TBD

name: |lastWiteTine

dat aType: unsi gned64

status: current

description: The last tine that the key or any of its value entries
were nodi fied. The value of this entity represents the
FI LETI ME structure which is a 64-bit value representing the
number of 100- nanosecond intervals since January 1, 1601
(UTC). Last wite tine can be queried on any key, with hives
being classified as a type of key. When collecting only
i nformati on about a registry hive or key the last wite tine
will be the tine the key or any of its entries were nodified.
When collecting only information about a registry nane the
last wite time will be the tinme the containing key was
nmodi fi ed. Thus when collecting information about a registry
nane, the last wite tinme does not correlate directly
to the specified nane. See the RegQueryl nfoKey function
| pftLast Wi teTi ne.

7.358. registryKeyType

el ementld: TBD

nane: regi stryKeyType

dat aType: enuneration

structure: reg_binary ; Ox1 ; The reg_binary type
is used by registry keys that specify binary data in any
form
reg dword ; Ox2 ; The reg_dword type is used by
regi stry keys that specify an unsigned 32-bit integer
reg dword little endian ; Ox3 ; The reg dword |ittle_endian
type is used by registry keys that specify an unsigned 32-bit
little-endian integer. It is designed to run on
little-endian computer architectures.
reg_dword_big endian ; 0x4 ; The reg_dword_bi g_endi an type
is used by registry keys that specify an unsigned 32-bit
big-endian integer. It is designed to run on big-endian
comput er architectures.
reg_expand_sz ; 0x5 ; The reg_expand_sz type is used by
registry keys to specify a null-term nated
string that contains unexpanded references to environnent
vari abl es (for exanple, "%ATHY%).
reg link ; Ox6 ; The reg link type is used by the registry
keys for null-term nated unicode strings. It is related to
target path of a synbolic link created by the
RegCr eat eKeyEx function
reg multi_sz ; Ox7 ; The reg_multi_sz type is used by
registry keys that specify an array of null-term nated
strings, ternmnated by two null characters.
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reg_none; 0x8 ;
The reg_none type is used by registry keys that have no
defined val ue type.
reg_qword; 0x9 ; The reg _qword type is used by registry keys
that specify an unsigned 64-bit integer
reg qword little_endian; OxXA ; The reg gword little_endian
type is used by registry keys that specify an unsigned
64-bit integer in little-endian conmputer architectures.
reg_sz; 0xB ; The reg sz type is used by registry keys that
specify a single null-term nated string.
reg resource list; OxC; The reg resource_list type is used
by registry keys that specify a resource |ist.
reg full _resource _descriptor; 0OxD ; The
reg full _resource_descriptor type is used by registry
keys that specify a full resource descriptor.
reg_resource_requirenents_list; OXE ; The
reg resource_requirenents list type is used by registry keys
that specify a resource requirenents |ist.
; OXF ; The enpty string value is pernitted here to all ow
for detailed error reporting.

status: current

description:
Specifies the type of data stored by the registry key.

7.359. registryKeyVal ue
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el ement 1 d: TBD

nane: regi stryKeyVal ue

dat aType: string

status: current

description: Holds the actual val ue
of the specified registry key. The representation of the
value as well as the associated datatype attribute
depends on type of data stored in the registry key. If the
val ue being tested is of type REG BI NARY, then the
datatype attribute should be set to 'binary’ and the data
represented by the value entity should follow the
xsd: hexBinary form (each binary octet is encoded as two hex
digits) If the value being tested is of type
REG DWORD, REG QWORD, REG DWORD LI TTLE_ENDI AN,
REG DWORD BI G ENDI AN, or REG QAORD LI TTLE_ENDI AN t hen t he
datatype attribute should be set to 'int’ and the val ue
entity should represent the data as an unsigned integer
DWORD and QACRD val ues represnt unsigned 32-bit and 64-bit
i ntegers, respectively. If the value being tested is of type
REG EXPAND_SZ, then the datatype attribute should be set to
"string’ and the pre-expanded string should be
represented by the value entity. If the value being tested
is of type REG MILTI _SZ, then only a single string (one
of the multiple strings) should be tested using the val ue
entity with the datatype attribute set to 'string . In
order to test nultiple values, multiple OVAL registry tests
shoul d be used. If the specified registry key is of
type REG SZ, then the datatype should be "string and the
val ue entity should be a copy of the string. If the
val ue being tested is of type REG LINK, then the datatype
attribute should be set to "string’ and the
nul | -term nated Uni code string should be represented by the
val ue entity.

7.360. regkeyauditedpern ssions
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el ement 1 d: TBD

nane: regkeyauditedperm ssions

dat aType: i st

structure: list (registryKey, trusteeSid, trusteeNane,
st andar dDel et e, standardReadControl, standardWiteDac,
standardWiteOwner, standardSynchroni ze,
accessSystenecurity, genericRead, genericWite,
generi cExecute, genericAll, keyQueryVal ue, keySet Val ue,
keyCr eat eSubKey, keyEnuner at eSubKeys, keyNotify,
keyCreat eLi nk, keyWwww6464Key, keyWww6432Key, keyWwb4Res,
wi ndowsVi ew)

status: current

description: Stores the audited access rights of a registry key

that a system access control list (SACL) structure grants to a

specified trustee. The trustee’s audited access rights are

determ ned checking all access control entries (ACEs) in the SACL.

7.361. auditKeyQueryVal ue

el ementld: TBD

nane: audit KeyQueryVal ue

dat aType: enuneration

structure: AUDIT FAILURE ; Ox1 ; The audit type AUDIT FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detail ed error reporting.

status: current

description:

7.362. audit KeySet Val ue
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el ement 1 d: TBD

nane: audit KeySet Val ue

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.363. audit KeyCr eat eSubKey

el ementld: TBD

nane: audit KeyCr eat eSubKey

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.364. audi t KeyEnuner at eSubKeys
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el ement 1 d: TBD

nane: audit KeyEnumer at eSubKeys

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.365. auditKeyNotify

el ementld: TBD

nane: auditKeyNotify

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.366. audit KeyCreateLi nk
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el ement 1 d: TBD

name: audit KeyCreat eLi nk

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.367. audi t KeyWwowe464Key

el ementld: TBD

nane: audi t KeyWwwe464Key

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.368. audi t KeyWowe432Key
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el ement 1 d: TBD

nane: audit KeyWwwe432Key

dat aType: enuneration

structure: AUDIT_FAILURE ; Ox1 ; The audit type AUDIT_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T _NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS_FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.369. audi t KeyWwowe4Res

el ementld: TBD

nane: audi t KeyWowe4Res

dat aType: enuneration

structure: AUDI T_FAILURE ; Ox1 ; The audit type AUDI T_FAILURE is
used to performaudits on all unsuccessful occurrences of
specified events when auditing is enabl ed.

AUDI T_NONE ; Ox2 ; The audit type AUDI T_NONE is used to cancel
all auditing options for the specified events.

AUDI T_SUCCESS ; 0x3 ; The audit type AUDI T_SUCCESS is used to
performaudits on all successful occurrences of the specified
events when auditing is enabl ed.

AUDI T_SUCCESS_FAI LURE ; 0x4 ; The audit type AUDI T_SUCCESS FAI LURE
is used to performaudits on all successful and unsuccessfu
occurrences of the specified events when auditing is enabl ed.

; Ox5 ; The enpty string value is permtted here to allow for
detailed error reporting.

status: current

descri ption:

7.370. regkeyeffectiverights
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name: regkeyeffectiverights

dat aType: i st

structure: list (registryHive, registryKey, trusteeSid
trust eeNane, standardDel ete, standardReadContr ol
standardWiteDac, standardWiteOaner, standardSynchronize
accessSystenecurity, genericRead, genericWite,
generi cExecute, genericAll, keyQueryVal ue, keySet Val ue,
keyCr eat eSubKey, keyEnuner at eSubKeys, keyNotify,
keyCreat eLi nk, keyWwww6464Key, keyWww6432Key, keyWwb4Res,
wi ndowsVi ew)

status: current

description:
di scretionary access contro
specified trustee.
checking all
entries (ACEs) in the DACL.

7.371. keyQueryVal ue
el ementld: TBD
nane: keyQueryVal ue
dat aType: bool ean
status: current
description: Specifies whether
permi ssion is granted to
7.372. keySet Val ue
el ement1d: TBD
nane: keySet Val ue
dat aType: bool ean
status: current
description: Specifies whether
perm ssion is granted to
7.373. keyCreat eSubKey
el ementld: TBD
nane: keyCreat eSubKey
dat aType: bool ean
status: current
description: Specifies whether
perm ssion is granted to

Waltermre, et al.
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Stores the effective rights of a registry key that a
list (DACL) structure grants to a
The trustee’s effective rights are deterni ned
access-al |l owed and access-deni ed access contro

or not
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or not
set the key's val ue.
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7.374. keyEnumer at eSubKeys

el ement 1 d: TBD

nane: keyEnuner at eSubKeys

dat aType: bool ean

status: current

description: Specifies whether or
not permission is granted to |list the subkeys associ ated
with key.

7.375. keyNotify

el ement 1 d: TBD
name: keyNotify
dat aType: bool ean
status: current
descri ption:

7.376. keyCreatelink

el ementld: TBD
nane: keyCreat eLink
dat aType: bool ean
status: current
description:

7.377. keyWwe464Key

el ement1d: TBD
nane: keyWw6464Key
dat aType: bool ean
status: current
descri ption:

7.378. keyWwwe432Key
el ement 1 d: TBD
name: keyWwe6432Key
dat aType: bool ean
status: current
descri ption:

7.379. keyWwe4Res

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 134]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

el ement 1 d: TBD
nane: keyWw64Res
dat aType: bool ean
status: current
descri ption:

7.380. service

el ement 1 d: TBD

nane: service

dat aType: i st

structure: list (serviceNane, displayNane, description
servi ceType, startType, currentState, control sAccepted
start Nanme, path, pid, serviceFlag, dependencies)

status: current

description: Stores information about Wndows services that are

present on the system

7.381. displayNane

elenmentld: TBD
nane: di spl ayNane
dat aType: string
status: current
description: Specifies the name of the
service as specified in adnministrative tools.

7.382. description

el ement 1 d: TBD

name: description

dat aType: string

status: current

description: Specifies the description of
the service

7.383. serviceType
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el ement 1 d: TBD

nane: serviceType

dat aType: enuneration

structure: SERVICE_FI LE_SYSTEM DRI VER ; 0x1 ; The
SERVI CE_FI LE_SYSTEM DRI VER type neans that the service is
a file systemdriver. The DWORD value that this
corresponds to i s 0x00000002.
SERVI CE_KERNEL_DRI VER ; 0x2 ; The SERVI CE_KERNEL_ DRI VER type
means that the service is a driver. The DWRD val ue t hat
this corresponds to is 0x00000001.
SERVI CE_W N32_OAN_PROCESS ; 0x3 ; The SERVI CE_W N32_OMN_PROCESS
type neans that the service runs in its own process. The DWORD
val ue that this corresponds to is 0x00000010.
SERVI CE_W N32_SHARE PRCCESS ; 0x4 ; The
SERVI CE_W N32_SHARE PROCESS type neans that the service runs
in a process with other services. The DWORD value that this
corresponds to is 0x00000020.
SERVI CE_| NTERACTI VE_PRCCESS ; 0x5 ; The
SERVI CE_W N32_SHARE_PRCCESS type neans that the service runs
in a process with other services. The DWRD value that this
corresponds to is 0x00000100.
; Ox6 ; The enpty string value is permtted here to allow for
enpty el enents associated with error conditions.

status: current

description:
Specifies the type of the service.

7.384. startType
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el ementld: TBD

name: startType

dat aType: enuneration

structure: SERVI CE_AUTO START ; 0x1 ; The SERVI CE_AUTO START type
means that the service is started automatically by the Service
Control Manager (SCM during startup. The DWORD val ue t hat
this corresponds to is 0x00000002
SERVI CE_BOOT_START ; 0x2 ; The SERVI CE_BOOT_START type neans
that the driver service is started by the system | oader. The
DWORD val ue that this corresponds to is 0x00000000.
SERVI CE_DEMAND_START ; 0x3 ; The SERVI CE_DEMAND_START type
means that the service is started by the Service Contro
Manager (SCM when StartService() is called. The DWORD val ue
that this corresponds to is 0x00000003.
SERVI CE_DI SABLED ; 0x4 ; The SERVI CE_DI SABLED type neans
that the service cannot be started. The DWORD val ue that
this corresponds to is 0x00000004.
SERVI CE_SYSTEM START ; O0x5 ; The SERVI CE_SYSTEM START type
means that the service is a device driver started by
I ol nitSystenm(). The DWORD value that this corresponds to is
0x00000001.
; Ox6 ; The enpty string value is permtted here to all ow
for enpty elenents associated with error conditions.

status: current

description: Specifies when the service should be started.

7. 385. current St at e
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el ement 1 d: TBD

nanme: currentState

dat aType: enuneration

structure: SERVI CE_CONTI NUE_PENDI NG ; 0x1 ; The
SERVI CE_CONTI NUE_PENDI NG type neans that the service has been
sent a comand to continue, however, the command has
not yet been executed. The DWORD val ue that this corresponds
to is 0x00000005. SERVI CE_PAUSE PENDI NG ; 0x2 ; The
SERVI CE_PAUSE _PENDI NG type neans that the service has been
sent a conmand to pause, however, the conmand has not
yet been executed. The DWORD val ue that this corresponds to
i s 0x00000006.
SERVI CE_PAUSED ; 0x3 ; The SERVI CE_PAUSED type neans t hat
the service is paused. The DWORD val ue that this corresponds
to i s 0x00000007.
SERVI CE_RUNNI NG ; 0x4 ; The SERVI CE_RUNNI NG type neans t hat
the service is running. The DWORD value that this
corresponds to is 0x00000004.
SERVI CE_START_PENDI NG ; 0x5 ; The SERVI CE_START_PENDI NG type
means that the service has been sent a command to start,
however, the conmand has not yet been executed. The DWORD
val ue that this corresponds to is 0x00000002
SERVI CE_STOP_PENDI NG ; 0x6 ; The SERVI CE_STOP_PENDI NG t ype
means that the service
has been sent a conmand to stop, however, the command has
not yet been executed. The DWORD val ue that this
corresponds to i s 0x00000003.
SERVI CE_STOPPED ; 0x7 ; The SERVI CE_STOPPED type neans t hat
the service is stopped. The DWORD val ue that this corresponds
to is 0x00000001.
; Ox8 ; The enpty string value is pernitted here to all ow
for enpty el enents associated with error conditions.

status: current

description: Specifies the current state of
the service

7.386. control sAccepted

el ementld: TBD
nane: control sAccepted
dat aType: enuneration
structure:
SERVI CE_ACCEPT_NETBI NDCHANGE ; 0x1 ;
The SERVI CE_ACCEPT_NETBI NDCHANGE type neans that the
service is a network component and can accept changes in its
bi ndi ng wi t hout being stopped or restarted. The DWRD val ue
that this corresponds to is 0x00000010.
SERVI CE_ACCEPT_PARAMCHANGE ; 0x2 ; The SERVI CE_ACCEPT_PARAMCHANGE
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type nmeans that the service can re-read its
startup paraneters w thout being stopped or restarted. The
DWORD val ue that this corresponds to is 0x00000008.
SERVI CE_ACCEPT_PAUSE_CONTI NUE ; 0x3 ; The
SERVI CE_ACCEPT_PAUSE_CONTI NUE type nmeans that the service
can be paused or continued. The DWORD val ue that this
corresponds to i s 0x00000002.
SERVI CE_ACCEPT_PRESHUTDOM ; 0x4 ; The
SERVI CE_ACCEPT_PRESHUTDOMN type nmeans that the service can
recei ve pre-shutdown notifications. The DWRD val ue
that this corresponds to is 0x00000100.
SERVI CE_ACCEPT_SHUTDOWN ; 0x5 ; The SERVI CE_ACCEPT_SHUTDO/WN
type nmeans that the service can receive shutdown notifications.
The DWORD val ue that this corresponds to is 0x00000004.
SERVI CE_ACCEPT_STCP ; 0x6 ; The SERVI CE_ACCEPT_STCP type
means that the service can be stopped. The DWORD val ue
that this corresponds to is 0x00000001
SERVI CE_ACCEPT_HARDWAREPROFI LECHANGE ; 0x7 ; The
SERVI CE_ACCEPT_HARDWAREPROFI LECHANGE type neans that the
service can receive notifications when the system s
hardware profile changes. The DWORD val ue that this
corresponds to is 0x00000020.
SERVI CE_ACCEPT_POWEREVENT ; 0x8 ; The SERVI CE_ACCEPT_POAEREVENT
type neans that the service can receive notifications when the
systenis power status has changed. The DWORD val ue that this
corresponds to is 0x00000040.
SERVI CE_ACCEPT_SESSI ONCHANGE ; 0x9 ; The
SERVI CE_ACCEPT_SESSI ONCHANGE type means that the service can
receive notifications when the systenis session
status has changed. The DWORD val ue that this corresponds
to i s 0x00000080.
SERVI CE_ACCEPT_TI MECHANGE ; OxA ; The SERVI CE_ACCEPT_TI MECHANGE
type nmeans that the service can receive notifications when
the systemtine changes. The DWORD val ue that this corresponds
to i s 0x00000200.
SERVI CE_ACCEPT_TRI GGEREVENT ; O0xB ; The
SERVI CE_ACCEPT_TRI GGEREVENT type neans that the service can
receive notifications when an event that the service
has registered for occurs on the system The DWRD val ue t hat
this corresponds to is 0x00000400.
; OXC ; The enpty string value is pernitted here to allow
for enpty el enents associated with error conditions.

status: current

description: Specifies the control codes that a service wll
accept and process.
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7.387. st art Nane

elenmentld: TBD

name: startName

dat aType: string

status: current

description: Specifies the account under
whi ch the process should run

7.388. serviceFl ag

el ement1d: TBD

nane: serviceFl ag

dat aType: bool ean

status: current

description: Specifies whether the
service is in a systemprocess that nust always run (true)
or if the service is in a non-system process or is not
runni ng (false).

7.389. dependenci es

el ement 1 d: TBD

nane: dependenci es

dat aType: string

status: current

description: Specifies the dependencies
of this service on other services.

7.390. serviceeffectiverights

el ementld: TBD

nane: serviceeffectiverights

dat aType: i st

structure: list (serviceNane, trusteeSid,
st andar dDel et e, standardReadControl, standardWiteDac
standardWiteOwner, genericRead, genericWite,
generi cExecute, serviceQueryConf, serviceChangeConf,
servi ceQueryStat, serviceEnumDependents, serviceStart,
serviceStop, servicePause, servicelnterrogate,
servi ceUser Defi ned)

status: current

description: Stores the
effective rights of a service that a discretionary access
control list (DACL) structure grants to a specified
trustee. The trustee's effective rights are determ ned by
checking all access-all owed and access-deni ed access
control entries (ACEs) in the DACL.
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7.391. trusteeSid

el ement 1 d: TBD

nane: trusteeSid

dat aType: string

status: current

description: Specifies the SIDthat is
associ ated with a user, group, system or program (such as a
W ndows service).

7.392. serviceQueryConf

el ementld: TBD
name: servi ceQueryConf
dat aType: bool ean
status: current
description: Specifies whether or
not permssion is granted to query the service configuration

7.393. servi ceChangeConf

el ementld: TBD
nane: servi ceChangeConf
dat aType: bool ean
status: current
description: Specifies whether or
not perm ssion is granted to change service configuration

7.394. serviceQueryStat

el ementld: TBD

nane: serviceQueryStat

dat aType: bool ean

status: current

description: Specifies whether or
not permssion is granted to query the service contro
manager about the status of the service.

7.395. servi ceEnunDependent s

el ement1d: TBD

nane: servi ceEnunDependents

dat aType: bool ean

status: current

description: Specifies whether
or not permssion is granted to query for an enuneration of
all the services dependent on the service.
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7.396. serviceStart

elenmentld: TBD
nane: serviceStart
dat aType: bool ean
status: current
description: Specifies whether or not
permi ssion is granted to start the service.

7.397. serviceStop

el ement1d: TBD
nane: serviceStop
dat aType: bool ean
status: current
description: Specifies whether or not
perm ssion is granted to stop the service.

7.398. servicePause

el ementld: TBD
nane: servicePause
dat aType: bool ean
status: current
description: Specifies whether or not
permi ssion is granted to pause or continue the service.

7.399. servicelnterrogate

el ement1d: TBD

name: servicelnterrogate

dat aType: bool ean

status: current

description: Specifies whether or not permssion is granted to
request the service to report its status i mediately.

7.400. serviceUserDefined

elenmentld: TBD

nane: serviceUserDefined

dat aType: bool ean

status: current

description: Specifies whether or
not permssion is granted to specify a user-defined
control code
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7.401. sharedresourceaudit edperm ssions

el ement 1 d: TBD

nane: sharedresourceauditedperm ssions

dat aType: i st

structure: list (netnane, trusteeSid,
st andar dDel et e, standardReadControl, standardWiteDac,
st andar dWit eOaner, standardSynchroni ze,
accessSystenSecurity, genericRead, genericWite,
generi cExecute, genericAll)

status: current

description: Stores
the audited access rights of a shared resource that a system
access control list (SACL) structure grants to a
specified trustee. The trustee’s audited access rights are
determ ned checking all access control entries (ACEs)
in the SACL.

7.402. net nanme

el ementld: TBD

name: netnane

dat aType: string

status: current

description: Specifies the name associ ated
with a particular shared resource.

7.403. sharedresourceeffectiverights

el ement1d: TBD

name: sharedresourceeffectiverights

dat aType: i st

structure: list (netnane, trusteeSid,
st andar dDel et e, standardReadControl, standardWiteDac
st andardWit eOwner, standardSynchroni ze,
accessSystenecurity, genericRead, genericWite,
generi cExecute, genericAll)

status: current

description: Stores
the effective rights of a shared resource that a
di scretionary access control list (DACL) structure grants
to a specified trustee. The trustee's effective rights are
determi ned checking all access-all owed and access-deni ed
access control entries (ACEs) in the DACL.
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7.404. user

elenmentld: TBD

name: user

dat aType: i st

structure: list (usernane, enabled, group, |astlLogon)
status: current

description: Specifies the groups to which a user bel ongs.

7.405. enabl ed

el ement1d: TBD

name: enabl ed

dat aType: bool ean

status: current

description: Represents whether the
particul ar user is enabled or not.

7.406. | astLogon

el ementld: TBD

nane: | astLogon

dat aType: unsi gned32

status: current

description: The date and time when the
| ast | ogon occurred.

7.407. groupSid

el ement1d: TBD

name: groupSid

dat aType: string

status: current

description: Represents the SID of a
particular group. If the specified user belongs to nore than
one group, then multiple groupSid el enents are
applicable. If the specified user is not a nenber of a single
group, then a single groupSid el enent should be
incldued with a status of 'does not exist’. If there is an
error determ ning the groups that the user bel ongs to,
then a single groupSid el enent should be included with a
status of 'error’

7.408. endpoi nt Type
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el ement 1 d: TBD

nane: endpoi nt Type
dat aType: enuneration
status: current

2017

description: The possible types of endpoint in the

enterprise.

structure:

wor kst ati on; Ox1; Workstation Endpoint
printer; 0x2; Printer Endpoint
router; 0x3; Router Endpoi nt

tabl et; 0x4; Tabl et Endpoi nt

7.409. endpoi nt Pur pose

el ement 1 d: TBD

nane: endpoi nt Pur pose

dat aType: string

status: current

description: A description of how the endpoint is
used within the enterprise
Exanpl es i nclude end user system
and public web server.

7.410. endpointCriticality

el ementld: TBD

nane: endpointCriticality

dat aType: string

status: current

description: An enterprise-defined rating which
indicates the criticality of the
endpoi nt. The rating should be
specific enough to assess the inpact
to the overall enterprise if the
endpoint is attacked or |ost.

7.411. ingestTi mestanp

Waltermre,

et al.

el ementld: TBD

nanme: ingestTi mestanp

dat aType: dat eTi neSeconds

status: current

description: The point in time that the
description of a vulnerability was
received by the enterprise.
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7.412.

7.413.

7.414.

7.415.

7.416.

vul nerabi lityVersion

el ement 1 d: TBD

nane: vul nerabilityVersion

dat aType: string

status: current

description: The version or iteration of the
vul nerability description information
(reported by the author, if applicable).

vul nerabilityExternal ld

el ement 1 d: TBD

name: vul nerabilityExternalld

dat aType: string

status: current

description: An external or third-party ID
assigned to the vulnerability
description. This could be multiple
IDs in sonme cases (e.g., vendor bug
I D, global 1D, discoverer’s local ID
third-party vulnerability database
ID, etc.).

vul nerabilitySeverity

el ementld: TBD

nane: vul nerabilitySeverity

dat aType: string

status: current

description: The severity of the vulnerability
(reported by the author, if applicable).

assessnent Ti nest anp

el ement1d: TBD

name: assessnent Ti mest anp

dat aType: dat eTi meSeconds

status: current

description: The point in time that the assessnent
was perfornmed agai nst an endpoint.

vul ner abl eSof t war e

Waltermire, et al. Expi res Cctober 29, 2017 [ Page 146]



I nternet-Draft SACM | nf or mati on Mbdel April 2017

el ementld: TBD

nane: vul nerabl eSof t ware

dat aType: i st

status: current

description: Alisting of software products
installed on the endpoint which are
known to have vul nerabilities.

structure: list(softwarel nstance*)

7.417. endpoi nt Vul nerabilityStatus

el ement1d: TBD
name: endpoi nt Vul nerabilityStatus
dat aType: enuneration
status: current
description: Overall vulnerability status of an
enterprise endpoint.
structure: Pass; 0x1; Endpoint passed the
vul nerability test(s).
Fail; 0x2; Endpoint failed the
vul nerability test(s).

7.418. vulnerabilityDescription

8.

el ementld: TBD

nane: vul nerabilityDescription

dat aType: string

status: current

description: A hunan-readabl e description of the
vul nerability.
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9.

10.

| ANA Consi der ati ons

Thi s docunment specifies an initial set of Information El ements for
SACMin Section 7. An Internet Assigned Nunbers Authority (1ANA)
registry will be created and populated with the Information El enents
in Section 7. New assignnents for SACM Information Elenents will be
adm ni stered by | ANA through Expert Review [ RFC2434]. The desi gnated
experts MJST check the requested Information El enents for
compl et eness and accuracy of the submission with respect to the

tenpl ate and requirements expressed in Section 4 and Section 4.1.
Requests for Information El enents that duplicate the functionality of
existing Information El enents SHOULD be declined. The snall est

avail abl e I nformation El enent identifier SHOULD be assigned to a new
Information El ement. The definition of new Information El ements MJST
be published using a well-established and persistent publication

medi um

Security Considerations

Post ure Assessnments need to be perforned in a safe and secure manner.
In that regard, there are nultiple aspects of security that apply to
t he conmuni cati ons between conponents as well as the capabilities
thenselves. This information nodel only contains an initial listing
of itens that need to be considered with respect to security and wll
need to be augnmented as the nodel continues to be devel oped.

Security considerations include:

Aut hentication: Every SACM Conponent and asset needs to be able to
identify itself and verify the identity of other SACM
Component s and assets.

Confidentiality: Conmunications between SACM Conponents need to be
protected from eavesdroppi ng or unauthorized collection
Sone communi cati ons between SACM Conponents and assets may
need to be protected as well.

Integrity: The information exchanged between SACM Conponents needs
to be protected fromnodification. Some exchanges between
assets and SACM Components will also have this requirenent.

Restricted Access: Access to the information collected, eval uated,
reported, and stored should only be viewabl e and consunabl e
to authenticated and authorized entities.

Consi derations with respect to the operational aspects of collection
eval uation, and storage security automation information can be found
in Section 11.
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Consi derations concerning the privacy of security autonation
i nformati on can be found in Section 12

11. Operational Considerations

The followi ng sections outline a series of operational considerations
for SACM depl oynents within an organi zation. This section nmay be
expanded to include other considerations as the W5 gains additiona
operational experience with SACM depl oynents and extendi ng the

i nformation nodel

11.1. Endpoi nt Designation

In order to successfully carry out endpoint posture assessment, it is
necessary to be able to identify the endpoints on a network and track
the changes to themover tine. Specifically, enabling SACM
Conponents to:

o Tell whether two endpoint attribute assertions concern the sane
endpoi nt

0 Respond to conpliance neasurenents, for exanple by reporting,
renedi ati ng, and quarantining (SACM does not specify these
responses, but SACM exists to enable them

I deally, every endpoint would be identified by a unique identifier
present on the endpoint, but, this is conplicated due to different
factors such as the variety of endpoints on a network, the ability of
tools to reliably access such an identifer, and the ability of tools
to correlate disparate identifiers. As aresult, it is necessary for
an endpoint to be identified by a set of attributes that uniquely
identify it on a network. The set of attributes that uniquely
identify an endpoint on a network will likely vary by organization
however, there are a nunber of properties to consider when sel ecting
identifying attributes as sone are better suited for identification
pur poses than ot hers.

Multiplicity: |Is the attribute typically associated with a single
endpoint or with nultiple endpoints? |If the attribute is
associated with a single endpoint, it is better for
i dentifying an endpoint on a network.

Persistence: How likely is the attribute to change? Does it never
change? Does it only change when the endpoint is
reprovi sioned? Does it only change due to an event? Does it
change on an ad-hoc and often unpredictable basis? Does it
constantly change? The less likely it is for an attribute to
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change over tine, the better it is for identifying an
endpoi nt on a network.

Imutability: How difficult is it to change the attribute? 1s the
attribute hardware rooted and never changes? Can the
attribute be changed by a user/process with the appropriate
access? Can the attribute be changed wi thout controlled
access. The less likely an attribute is to change over tine,
the better chance it will be usable to identify an endpoint
over tinme.

Verifiable: Can the attribute be corroborated? Can the attribute be
externally verified with source authentication? Can the
attribute be externally verified w thout source
authentication? Is it inpossible to externally verify the
attribute. Attributes that can be externally verified are
nore likely to be accurate and are better for identifying
endpoi nts on a network.

Wth that said, requiring SACM Conponents and end users to constantly
refer to a set of attributes to identify an endpoint, is particularly
burdensome. As a result, SACM supports the concept of a target
endpoi nt | abel which associates an identifier (unique to a SACM
domain) with the set of attributes used by an organi zation to
identify endpoints on a network. Once defined for an endpoint, the
target endpoint |abel can be used in place of the set of identifying
attributes.

11.2. Tinestanp Accuracy

An organi zation will |ikely have different collectors depl oyed across
the network that will be configured to collect posture attributes on
varyi ng frequencies (periodic, ad-hoc, event-driven, on endpoint, off
endpoint, etc.). Some collectors will detect changes as soon as they
occur whereas others will detect themat a later point during a

peri odi c scan or when an event has triggered the collection of
posture attributes. Furthernore, sone changes will be detected on
the endpoint and others will be observed off of the endpoint. As a
result of these differences, the accuracy of the tinestanp associ ated
with the collected information will vary. For exanple, if a
collector is only running once every 12 hours, the change probably
happened at sonme point in tine prior to the scan and the tinestanp is
likely not accurate. Due to this, it is inportant for system

admi nistrators to determne if the accuracy of a tinestanp is good
enough for their intended purposes.
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12. Privacy Considerations

In the | ETF, there are privacy concerns with respect to endpoint
identity and nmonitoring. This is especially true when the activity
on an endpoint can be linked to a particul ar person. For exanple, by
correlating endpoint attributes such as usernanmes, certificates, etc.
with browser activity, it may be possible to gain insight in to user
behavi or and trends beyond what is required to carry out endpoint
posture assessnments. In the hands of the wong person, this

i nformati on could be used to negatively influence a user’s behavi or
or to plan attacks against the organi zation’s infrastructure.

As a result, SACM data nodels shoul d incorporate a mechani sm by which
an organi zati on can desi gnate which endpoint attributes are

consi dered sensitive with respect to privacy. This will allow SACM
Conponents to handl e endpoint attributes in a manner consistent with
the organi zation’s privacy policies. Furthernore, organization's
shoul d put the proper nechanismin place to ensure endpoint
attributes are protected when transmtted, stored, and accessed to
ensure only authorized parties are granted access.

It should al so be noted that sone of this is often mtigated by
organi zational policies that require a user of an organization's
network to consent to sone |level of nonitoring in return for access
to the network and other resources. The information that is
nmonitored and collected will vary by organization and further

hi ghlights the need for a mechani sm by which an organi zati on can
specify what constitutes privacy sensitive information for them
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Change Log

A. 1. Changes in Revision 01

Added sone proposed normative text.

For provenance:

Added a cl ass " Met hod"

Added t he produced-using rel ationship between an AVP and a met hod
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Added t he produced-by rel ati onshi p between a Gui dance and a SACM
Component

Added t he hosted-by rel ati onship between a SACM Conponent and an
Endpoi nt

asserted-by and sunmmari zed-by have been renanmed to produced- by.
"User" is now "Account". |If a user has different credentials, SACM
cannot know that they belong to the same user. But, per KimW many
organi zati ons do have accounts that associate credentials.

The multiplicity of the based-on relationships has been corrected.

More rel ati onshi ps now have | abels, per UML convention

The di agram no | onger has causal arrow. They had becone redundant
and were nonstandard and clutter.

Renaned "credential” to "identity", follow ng industry usage. A
credential includes proof, such as a key or password. A usernane or
a di stinguished name is called an "identity".

Renoved Session, because an endpoint’s network activity is not SACM s
initial focus

Renoved Aut horization, for the sanme reason

Added nany-to-nmany rel ationshi p between Hardware Conponent and
Endpoint, for clarity

Added nmany-to-nmany rel ationship between Software Conponent and
Endpoint, for clarity

Added "contains" relationship between Network Interface and Network
Interface

Renoved rel ati onshi p between Network Interface and Account. The
endpoi nt knows the identity it used to gain network access. The PDP
al so knows that. But they probably do not know t he account.

Added rel ati onship between Network Interface and ldentity. The
endpoint and the PDP will typically know the identity.

Made identity-to-account a many-to-one rel ationship.
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A. 2. Changes in Revision 02
Added Section ldentifying Attributes.

Split the figure into Figure Mddel of Endpoint and Figure Information
El ement s.

Added Figure Information El ements Take 2, proposing a triple-store
nodel .

Sone editorial cleanup
A. 3. Changes in Revision 03

Moved Appendi x A. 1, Appendix A 2, and Mapping to SACM Use Cases into
the Appendi x. Added a reference to it in Section 1

Added the Section 4 section. Provided notes for the type of
informati on we need to add in this section

Added the Section 6 section. Moved sections on Endpoint, Hardware
Conponent, Software Conponent, Hardware |nstance, and Software
Instance there. Provided notes for the type of information we need
to add in this section.
Renoved t he Provenance of Information Section. SACMis not going to
sol ve provenance rather give organizations enough information to
figure it out.
Updated references to the Endpoint Security Posture Assessnent:
Enterpri se Use Cases docunent to reflect that it was published as an
RFC.
Fi xed the formatting of a few figures.
I ncluded references to [ RFC3580] where RADIUS i s nentioned.

A. 4. Changes in Revision 04
Integrated the I PFI X [ RFC7012] syntax into Section 4.

Converted nany of the existing SACM Infornation Elenents to the | PFI X
synt ax.

I ncl uded existing I PFl X I nformati on El enents and dat atypes that coul d
likely be reused for SACMin Section 7 and Section 4 respectively.
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Renoved the sections related to reports as described in
https://github. com sacrmng/ draft-ietf-sacminformation-nodel/
i ssues/ 30.

Cl eaned up other text throughout the docunent.
A. 5. Changes in Revision 05

Mer ged proposed changes fromthe I-DIMinto the WG I M
(https://github. coml sacmng/ draft-ietf-sacminformation-nodel/
i ssues/41).

Fi xed sone formatting warnings.

Renoved a duplicate |E and added a few | E datatypes that were
m ssi ng.

A. 6. Changes in Revision 06

Clarified that the SACM statenment and content-el enent subjects are
conceptual and that they do not need to be explicitly defined in a
data nodel as long as the necessary information is provided.

Updated the | PFI X syntax used to define Information El enents. There
are still a couple of open issues that need to be resol ved.

Updat ed sone of the Information Elenments contained in Section 7 to
use the revised I PFI X syntax. The rest of the Information El enents
will be converted in a later revision

Performed various clean-up and refactoring in Sections 6 and 7.
Still need to go through Section 8.

Renoved appendi ces that were not referenced in the body of the draft.
The text fromthemis still available in previous revisions of this
document if needed.

A. 7. Changes in Revision 07

Made various changes to the IPFI X syntax based on di scussions at the
| ETF 96 Meeting. Changes included the addition of a structure
property to the | E specification tenplate, the creation of an

enuner ation datatype, and the specification of an | E naning
conventi on.

Provi ded text to define Collection Quidance, Eval uation Qui dance,
Classification Guidance, Storage Gui dance, and Eval uation Results.
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I ncl uded additional IEs related to software, configuration, and the
vul nerability assessment scenario.

Added text for the | ANA considerations, security considerations,
operational considerations, and privacy considerations sections.

Performed various other editorial changes and cl ean- up.
A.8. Changes in Revision 08
Clarified text that describes subjects and attri butes.
Clarified text that describes SACM Statenents and Content El enents

Renmoved stray metadata property fields fromthe definitions of
several |Es.

Specified a syntax for defining category I|Es.
Added an anyCategory |E that represents any [Ein the I M

Fi xed several errors reported by the Travis-Cl continuous integration
servi ce.

Performed various other editorial changes and cl ean- up.
A.9. Changes in Revision 09

Added "derived", "authority", and "verified" to the
col l ecti onTaskType | E (https://github.com sacrnwg/draft-ietf-sacm
i nformati on-nodel /i ssues/ 18).

Updated | E exanples that use content-type to use statenment-type
(https://github. coml sacmng/ draft-ietf-sacminformation-nodel/
i ssues/ 56).

Added "networ kZoneLocation", "layer2NetworkLocation", and
"l ayer 3Net wor kLocation" | Es (https://github.conlsachng/draft-ietf-
sacm i nf ormati on- nodel /i ssues/9).

Created a softwareC ass attribute IE and added it to the

sof twar el nstance subject IE. Al so, renpved the os* attribute IEs
(https://github.com sacnwg/draft-ietf-sacminformation-nodel/

i ssues/ 10).
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A.10. Changes in Revision 10

Added several |Es necessary for the SACM Vul nerability Assessnent
Scenario (https://github.com sacrmwg/draft-ietf-sacminformation-
nodel /i ssues/ 43).

Fi xed various typos and formatting issues.
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