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Abstract

Thi s docunent provides environnment security requirenents for the SFC
architecture. Environnent security requirenents are independent of
the protocols used for SFC - such as NSH for exanple. As a result,
the requirenents provided in this document are intended to provide
good security practices so SFC can be securely depl oyed and oper at ed.
These security requirenments are designated as environnent security
requi renents as opposed to the protocol security requirenents.
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Requi renments notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

I nt roducti on

Thi s docunent provides environment security requirenments for the SFC
architecture [I-D.ietf-sfc-architecture]. Environment security
requirenents are i ndependent of the protocols used for SFC - such as
NSH [I-D.ietf-sfc-nsh]. As a result, the requirenents provided in
this docunent are intended to provide good security practice so SFC
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can be securely deployed and operated. These security requirenments
are designated as environnment security requirenments as opposed to the
protocol security requirenents. This document is built as foll ows.
Section 4 provides an overall description of the SFC environnment with
the introduction of the different planes (SFC Control Plane, the SFC
Managenment Pl ane, the Tenant’'s user Plane and the SFC Data Pl ane).
Section 6 lists environnent security requirenents for the SFC. These
requirenents are intended to prevent attacks, as well as network and
SFC mi sconfigurations. Wen such events happens, the security
recomendations al so aimat detecting and identifying the threats or
m sconfiguration as well as limting their inpact. Recomendations
al so may apply differently depending on the infrastructure. For
exanpl e trusted environment may enforce |lighter security
recomendat i ons than public and open SFC infrastructures. However,
one should al so consider future evolution of their infrastructure,
and consider the requirenents as a way to nmintain the SFC
architecture stable during its complete life cycle. For each
requirenent this docunment attenpts to provide further guidance on the
reasons to enforce it as well as what should be considered while
enforcing it or the associated risks of not enforcing it.

Thi s docunent assunmes the reader is famliar with the SFC
architecture defined in [I-D.ietf-sfc-architecture] as well as the
Internet Security d ossary [ RFC4949]

3. Term nol ogy and Acronyns

In addition to the termi nology defined in
[I-D.ietf-sfc-architecture], the docunent defines the follow ng
t er mi nol ogy:

- Tenant: A tenant is one organization that is using SFC. A tenant
may use SFC on one’s own private infrastructure or on a shared
infrastructure

- Tenant’'s User Data Pl ane: The tenant nay be using SFC to provide
service to its custoners or users. The conmunication of these
users is designated as Tenant’'s user Data Pl ane and i ncl udes
al |l conmmuni cations involving the tenant’s users. As a result,
if a user is conmunicating with a server or a user from another
domai n, the communication with that tenant’s user is part of
the Tenant’'s Users Data Pl ane.

4. SFC Environnent Overview
This section provides an overview of SFC. It is not in the scope to

this docunent to provide an explicit description of SFC. |Instead,
the reader is expected to read [ RFC7498],

Mgault, et al. Expires May 1, 2017 [ Page 3]



Internet-Draft SFC environnent Security requirenments Cct ober 2016

[I-D.ietf-sfc-architecture], [I-D.ietf-sfc-control-plane] and other
SFC rel ated docunents

Service Function Chaining (SFC) architecture is defined in
[I-D.ietf-sfc-architecture]. This section briefly illustrates the
mai n concepts of the SFC architecture and positions the architecture
wi thin an environment.

SFC Control Pl ane
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SFC Tenant’s Users Data Pl ane
Figure 1: SFC Environnent Overvi ew

SFC defined a Service Function Path (SFP) which is an ordered set of
Service Functions (SF) applied to part of the packets. The figure
above represents two SFP: SFP1 and SFP2. SFP2 is not detailled but
SFP1 defines a path that goes through SF_a and SF_b. SFP is defined
at the SF level, which means the path does not consider the specific
instance of an SF for exanple. A SF may be performed by different
instances of SF located at different positions. As a result, a
speci fic packet may pass through different instances of SFC. The
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ordered set of SF instances a packet goes through is called the
Rendered SF Path ( RSFP)

Upon the receipt of an inconing packet fromthe tenant’s user, the
SFC O assifier determ nes, according to Classifiers, which SFP is
associated to that packet. The packet is forwarded from Service
Function Forwarders (SFF) to SFF. SFF are then in charge of
forwardi ng the packet to the next SFF or to a SF. Forwarding

deci sions may be performed using SFP information provided by the SFC
Encapsul ation. As described in [I-D.ietf-sfc-nsh] the SFC

Encapsul ation contains SFP i nformati on such as the SFP I D and Service
I ndex and eventually (especially for the MD>2 in NSH) sone additiona
nmet adata. SF may be SFC aware or not. |n the case the SFC functions
are not SFC aware, a SFC Proxy performs the SFC Decapsul ation (resp
SFC Encapsul ation) before forwarding the packet to the SF (resp

after receiving the packet fromthe SF).

The environnent associated to SFC nay be separated into the four main
pl anes:

- SFC Managenent Pl ane and Control Plane are defined in
[I-D.ietf-sfc-control -plane]. The SFC MAnagenent Pl ane can be
assinlated to the cloud infrastructure provider allocating
various resource to the various SF and eventual ly active the
various SF conponents. Typically managenent operations woul d
consist in setting the nunber of CPU, nenory bandw dth
associated to the various SFs as well as specific configuration
paraneters of the SFC conponents. It is expected that the
interface between the various SFC conponents configuration will
be vendor specific. These configurations nmay be provided by
the Coud infrastructure provider or in the case of
mul titenancy by the adm nistrator of the virtual network, or by
each adm nistrator of the SFC conponents. The SFC contro
pl ane controls and configure the SFC rel ated conponents. The
Control Plane differs fromthe Managenent Plane as it only
concerns a subset of the paraneters and facilities associated
to the SF. In general, these paraneters are expected to only
modify the internal states of the different elements. This
aspect confers programmmability properties to the Control Pl ane
that are usually not provide to the Managenent Plane. It is
al so expected that the SFP are el aborated in this plane before
bei ng pushed into the SFC Data Pl ane, and nore generally, the
SFP state in the SFF is expected to cone fromcontrol rather
t han managenent.

- SFC Data Pl ane consists in all SF conponents as well as the

dat a exchanged between the SF conponents. Comuni cations
bet ween SF conponents includes the packet thenselves, their
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associ ated netadata, the routing logic - simlar to RIB - or SF
logic, i.e. what they retuned values are for exanple. |n other
words, the SFC Data Pl ane can al so be seen as all the el enents
that interact with a packet provided by an end user. O course
the end user is not expected to configure any of these el enent
through the SFC Data Plane. Instead it is expected to apply
the policies and configurations put in place by the SFC Tenant.

- SFC Tenant’s Users Data Pl ane consists in the traffic data
provided by the different users of the tenants. Wen a user is
communi cating with a server or another user -eventually from
anot her administrative domain - , the conmmunication belongs to
the SFC Tenant’'s Users Data Pl ane whenever packets are provided
by the server of by the user.

4.1. Deploynment of SFC Architecture

This section illustrates a depl oynent of SFC we consider in this
docunent .

A C oud Provider provides an infrastructure that is shared by

mul tiple SFC Tenants. The Coud Provider nmay al so provi de sone
servers or hardware that have a dedicated function. Such hardware
may be provided to the SFC Tenants under the formof a SF. It may
thus be shared by multiple SFC Tenants. Such SF are desighated as
third party SF. Another case of SF may al so consider a |ocal SF
proxying the traffic to a renote site or domain. The SF proxy
transparently to the SFC el enents may forward the traffic out of the
boundaries of the Tenant. |In sone case this nmay be needed, but in
some other case this may be done unbeknownst to the Tenant'’s.

Each SFC Tenant is responsible of its domain, that is to administrate
or provision the necessary resource and control all its SFC el ements
whi ch include defining SFC Paths, configuring the el enents..
Typically the coordination of the SFC elenents is likely to be
performed by a SDN controller.

Protecting the deployed SFC architecture fromattacker is one goal of
the security requirements. Sonme could easily argue that such
requirenents are not needed for exanple in a private SFC depl oynent
where SFC conponents may be considered in a trusted environnment and
admi nistrated by a single entity. However, even in a single

adm nistrative domain, inside attacks are possible. (e.g. inside
attacker sniffing the SFC netadata, sending spoofed packets etc.).
Then, the trusted domai n assunption nmay not remain valid over tine.
Suppose, for exanple, that the SFC architecture is now interconnected
with sone third party SF or SFF. Such SFC conponent is now outside
the initial trusted domain which has several security inplications.
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Simlarly, a single trusted domain with one tenant nay evol ve over
time and becone nultitenants and share a SFC platform These
tenants, may be trusted as in the case for exanple where each tenant
represents a different departnent of a single conpany.

Aut hentication is not sufficient, and relying only on a access
control presents sone risks. |If the tenants are not strongly
isolated - with physical or |ogical networks isolation, they may
share a common SFF and one tenant may update the SFP of the other
tenant. Such nisconfiguration has simlar inpact as a redirecting
attack. This docunent provide guidance that result in limting such
risks and inprove detection for further nmitigation

5. Threat Analysis

The SFC environnment is composed of the follow ng plans: SFC
Managenment Pl ane, SFC Control Plane, SFC Data Pl ane and SFC Tenant’s
User Data Plane. The purpose of these planes is to group a given set
of functions while linmting the interactions between these pl anes.

I nteractions between planes are only limited - in npst cases
controlled - but these interactions still exist and so may be used by
an attcker. As a result, for each plane, the threat analysis is
perfornmed by analysis the vulnerabilities present within each plane
as well as those perforned via the other planes.

Threat anal ysis of the Managenent Pl ane and the Control Plane have
been described in [I-D.ietf-sfc-control-plane]. The SFC Tenant’s
User Plane is out of the boundaries of the SFC admi nistrator. As a
result attacks performed on SFC Tenant's User Plan are not considered
in this section and this section limts its analysis on teh SFC Data
Pl an.

This section describes potential threats the SFC Data Pl ane may be
exposed. The list of threats is not expected to be conplete. More
especially, the threats nentioned are provided to illustrate sone
security requirenments for the SFC architecture. For sinplicity, this
docunment nostly considers that security breaches are performed by an
attacker. However, such breaches may al so be non-intentional and may
result from m sconfiguration for exanple.

Attacks may be perfornmed frominside the SFC Data Plane or from
outside the SFC Data plane, in which case, the attacker is in at

| east one of the follow ng planes: SFC Control Plane, SFC Managenent
Pl ane or SFC Tenants’ Users Plane. Some nost sophisticated attacks
may involve a coordination of attackers in nultiple planes.
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5.1. Attacks perfornmed fromthe SFC Control Plane

Attacks related to the control plane have been detailed in section 5
of [I-D.ietf-sfc-control-plane].

The different interfaces between the SFC Control Plane and the SFC
Data Pl ane are exposed in [draft-ietf-sfc-control-plane]. It
i ncl udes:

- Updating the classification rule of the SFC U assifier (also
referred as interface Cl).

- Updating the forwardi ng decision of the SFF (al so refereed as
interface C2). This interface is also used to provide the SFC
Control Plane some information for exanple on the system | oad,
network | oad or the | atency so appropriated SFP may be
conput ed.

- Updating SF's internal states (interface C3). This interface
is also used to provide the SFC Control Pl ane sone information
for exanple on the system|oad, network load or the |latency so
appropriated SFP may be conput ed.

- Updating SFC Proxy’'s internal states (interface C4). This
interface is also used to provide the SFC Control Plane somne
i nformati on for exanple on the system|oad, network | oad or the
| at ency so appropriated SFP may be comput ed.

An attacker may change the SFC O assifier classification and
completely nodify the services provided by the SFC. Such privileges
may be used to avoid sone control over the tenant’s traffic (like
firewalling service). An attacker may also nodify the filtering or
classification rules to overl oad heavy processing functions with

traffic. In a pay-what-you-use nodel, this could result in extra
cost for the tenant or to trigger a DoS attack on the tenant SFC Data
Pl ane.

Attack performed on the SFC Control Plane nostly consists in tenant
i mper sonation or comunication hijacking. This would enable an
attacker to control the SFC conponents associated to the tenant.
Simlarly an attacker may al so coll ect systemor network | oad
information in order to better orchestrate a DoS attack for exanple.
An attacker may also inject instructions in order to performa DoS
attack on a given SFC conponent or to prevent the tenant to contro
ot her SFC conponents.
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5.2. Attacks perfornmed fromthe SFC Managenent Pl ane

Attacks perfornmed on the SFC Managenent Plane are simlar to those
performed fromthe SFC Control Plane. The main difference is that
the SFC Managenent Plan provides usually a greater control of the SFC
component that the SFC Control Pl ane.

In addition, the actions perforned by the SFC Managenent Pl ane have
fewer restrictions, which neans it may be harder to enforce strong
control access policies.

5.3. Attacks perfornmed fromthe Tenant’'s Users Pl ane

The SFC Tenant’'s User Plane is not expected to have fine access
control policies on the packets sent or received by users. Unless
they are filtered, all packets are good candidate to the SFC
Classifier. This provides the user sone opportunities to test the
behavi or of the SFC

In addition, the Tenant’s Users Plane is not controlled by the SFC
Tenant, and users may initiate comunications where both ends - the
client and the server- are under the control of the sane user. Such
communi cati ons may be seen as user controlled comruni cati ons (UCC)

UCC rmay enabl e any user to monitor and neasure the health of the SFC
This may be an useful information to infer information on the
tenant’s activity or to define when a DoS attack may cause nore
damage. One way to neasure the health or load of the tenant’s SFCis
to regularly send a packet and neasure the tine it takes to be
received, in order to estimate the processing tine within the SFC

UCC may enable any user to test the consistency of the SFC. (One
exanpl e of inconsistency could be that SFC decapsul ation is not
perfornmed - or inconsistently perforned - before | eaving the SFC

whi ch could | eak sone netadata with private information. For

exanpl e, a user may send spoofed packet. Suppose for exanple, that a
request HTTP GET vi deo. exanpl e.comnovie is received with sonme extra
header information such as CLIENT ID: 1234567890, or CLI ENT_EMAI L:

client @xanmple.foo. |If these pieces of information are derived from
the source | P address, the attacker may collect them by changing the
| P address for exanple. |In this case, the spoofed packets as used to

collect private and confidential information of the tenant’s users.
Note that such threat is not specific to SFC, and results fromthe
combi nation of spoofed |IP and non-authenticated | P address are used
to identify a user. What is specific to SFCis that netadata are
likely to carry nmultiple pieces of information - potentially non-

aut henticated - associated to the user. |In the case above, neta-data
is carried over the HTTP header. Inserting the metadata in the HTTP
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header may be performed by a SF that takes its input fromthe SFC

encapsul ation. |In addition, SFC encapsulation may also leak this
information directly to a malicious node if that node belongs to the
SFC plane. In this later case, the user builds on the top of and

intrusion to the SFC Data Plane that is detailed | ater

In sone case, spoofed packet nmay inpersonate other’s tenants.
Suppose for exanple that the same infrastructure is used by multi
tenants, and which are identified by the I P address of their users.
In this case, spoofing an | P address associated to another tenant may
be sufficient to collect the informati on confidential and private
informati on. The best current practice to prevent such | eaks are
usual ly ingress filtering for exanple, which prevents unlegitinmate
flows to enter the network. Note that ingress filtering may al so be
performed at higher |ayers such as at application layers to prevent
unexpected applications to enter the network. Wen possible, the
cost needs to be balanced with the risk by the SFC tenants.

Simlarly, UCC nay enable any user to infer packet has been dropped
or is in aloop. Suppose a user send a spoofed packet and receives
no response. The attacker may infer that the packet has been dropped
or isinaloop. Aloop is expect to load the system and sending a
"wel I known packet" over the UCC and neasuring the response tine nay
det ermi ne whet her the packet has been dropped or is in a |oop

Correlation of time neasurenment and spoofed packet over a UCC may
provi de various type information that could be used by an attacker

- The attacker may correl ate spoofed packet and time neasurenent
in order discover the SFC topology or the logic of the SFC
Classifier. Typically, it may infer when new SFs are placed in
the SFC for exanple. 1In addition, as nmetadata are placed in
band, the tine response nmay al so provide an indication of the
size of the netadata associated to the packet. The conbination
of these pieces of information may help an attacker to
orchestrate a future attack on a specific SF either to maximn ze
the danages or to collect sonme netadata - like identification
credenti al s.

- The attacker may al so define the type of packets that require
the SFC the nore processing. Additional processing may be due
a large set of additional netadata that require fragnmentation
some packets that are not treated in a coherent and consi stent
manner within the SFC. Such information nmay be used for
exanple to optimze a DoS attack. In addition, it could al so
be used in order to artificially increase the necessary
resource of the Tenant in order to increase the cost of
operation for running its service.
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Ti me measurenment and spoofed packet in conbination with variable
query rate over a UCC may provide information on the orchestration of
the SFC itself. For exanple, the user may be able to detect when
elasticity nechanisns are triggered. Such attack is not SFC
specific, and may have occured with traditional cloud nechanisns.
However, the main difference between SFC and traditional cloud
mechani sms is that SFCis a standard way to interconnect SF. In that
sense, the use of SFC provides nore details to the attack as non
standard nechani sns.

An attacker nmay be able to | everage the know edge that SFC is in use
by specific carriers to effect the processing of data using the SFC
system as a processor in the attack. This |eads to a nunber of
potential weaknesses in the Internet ecosystem

An attacker nmay be able to characterize the type of client platforns
using a web site by carefully crafting data streans that will be
nmodi fi ed by the SFC system versus client systens that would view web
data unnodified. For exanple, |everaging SFC and carefully crafted
data, a malicious web site operator may be able to create a
particularly formatted comon file that when nodified by a cellular
operator for bandwi dth savings creates a file that may crash
(creating a DoS attack) on a select set of clients. dients not
accessing that web site using the same RSFP woul d not experience any
i ssues. Additionally, external examination of the malicious site
woul d not denonstrate any malicious content, relying on the SF to
nmodi fy the content.

A well crafted site could potentially |everage the variances of
functionality fromdifferent RSFPs in order to GEO | ocate a user. An
exanpl e woul d be creating an inage file which when reconpressed
creates inmage artifacts rendering the i mage unusabl e, but allow ng
the user to respond to such an event, thereby letting the web site
operator know the user has potentially noved froma higher to | ower
bandwi dth network location within the area of a specific network
operator.

5.4. Attacks perfornmed fromthe SFC Data Pl ane

Thi s section considers an attacker has been able to take control of
an SFC conponent. As a result, the attacker nmay becone able to
nodify the traffic and perform on-path attacks, it may also be able
to generate traffic, or redirect traffic to performsonme kind of Mn-
in-the-mddle attacks. This is clearly a fault, and security
policies should be set to avoid this situation. This section

anal yses in case this intrusion occurs, the potential consequences on
the SFC. As nentioned earlier, this section assunes all these
actions are perfornmed by an attacker. However, what is designated by
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an attack may also result fromm sconfigurations at various layer. A
SF or a SFF may becone inadvertently configured or programed which
may result in simlar outconmes as an attack. Whatever result in what
we designate as an attack, the purpose of security requirenents wll
be to detect, to analyse and nmitigate such security breaches

The traffic within the SFC Data Plane is conmposed of nultiple |ayers.
The traffic is conmposed of conmuni cati ons between SFC conponents.

The transport between the SFC conponent is the transport protocol and
is not considered in the SFC. It can typically be a L2 transport

| ayer, or an L3 transport |ayer using various encapsul ation

techni ques (VvLAN, VxLAN, GRE, |Psec tunnels for exanple). Each of
these transport |ayer adds or renobve attack vectors. The transport

| ayer carries SFC Encapsul ated that are conposed of an SFC
Encapsul ati on envel ope that carries netadata and a SFC payl oad t hat
is the actual packet exchanged between the two end points.

As a result, attacker may use the traffic to performattacks at
various layers. More specifically, attacks may be performed at the
transport layer, the SFC Encapsul ation | ayer or the SFC payl oad

| ayer.

- Attacks perfornmed at the transport |ayer nmay be related to SFC
in the sense that illegitimate SFC traffic could be provided to
the SF. Typically, a malicious node that is not expected to
comruni cate with that SF may inject packets into the SFC, such
mal i ci ous node may eventually spoof the |IP address of
legitimate SF, so the receiving SF may not be able to detect
the packet is not legitimate. Threats related to |IP spoofing
are described in [ RFC6959] and nmay be addresses by
authenticated traffic (e.g. wusing IPsec). Such threats are
not related to SFC even though they nay inpact a given SF.

- the SFC Encapsul ation as well as the SFC payl oad are usually
considered as input by a SF. As such they nay represent
efficient vector of attacks for the SF. Attacks perforned
t hrough SFC payl oad are simlar as the ones described in the
Tenant’s Users Data Plane section. As a result, such attacks
are not considered in this section, and this section nostly
consi ders attacks based on the SFC Encapsul ati on and nali ci ous
nmet adat a

When an attacker is within the SFC Data Plane, it may have a full or
partial control of one SF conponent in which case, the attacker is
likely to conprom se the associated SFCs. It could for exanple,

nodi fy the expected operation of the SFC. Note that in this case,
the SFC may be appropriately provisioned and set, however, the SFC
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does not operate as expected this may only be detected by nonitoring
and auditing the SFC Data Pl ane.

Al though traffic authentication nay be perforned at various |layers L2
L3 or at the SFC Encapsul ation | ayer, this section considers the SFC
traffic. As a result, the SFCtraffic is authenticated if the SF is

able to authenticate the inconi ng SFC packet.

When SFC traffic is not authenticated, an attacker may inject spoofed
packet in any SFC conponent. The attacker may use spoofed packet to
di scover the logic of the SFC. On the other hand, the attacker may
al so inject packet in order to performDoS attack via reflection. In
fact, as NSH provides the ability to add netadata, sone depl oynent
may end up with payloads carrying | arge nmetadata. Addition of such
overhead presents a vector for anplification within the SFC Data

Pl ane and thus either |load the network or the next SF. Note that
anplification may be generated by netadata, the SFC payl oad, and the
attacker nmay replay packets or conpletely craft new packets. In
addition, the attacker may choose a spoofed packet to increase the
CPU | oad on the SFC conmponents. For exanple, it could insert
additional netadata to generate fragmentation. Simlarly, it my

al so insert unnecessary netadata that nay need to be decapsul ated and
anal yzed even though they nmay not be considered for further actions.
Spoof ed packet nay not only be generated to attack the SFC conmponent
at the SFC layer. |In fact spoofed packet may al so target
applications of the SF. For exanple an attacker may al so forge
packet for HTTP based application - like a L7 firewall - in order to
performa sloworis [SLONORI S] like attack. Note that in this case
such attacks are addressed in the Tenant’s Users Data Plane section
The specificity here is that the attacker has a nore advanced
under st andi ng of the processing of the SFC, and can thus be nore
efficient.

When SFC traffic is not authenticated, an attacker may al so nodify
on-path the packet. By changing sone netadata contained in the SFC
Encapsul ation, the attacker may test and di scover the |ogic of the
SFF. Similarly, when the attacker is aware of the logic of a SFC
component, the attacker may nodify sone netadata in order to nodify
the expected operation of the SFC. Such exanpl e includes for exanple
redirection to a SF which could result in overloading the SF and
overall affect the conplete SFC. Simlarly, the attacker may al so
create loops within the SFC. Note that redirection may not occur
only in a given SFC. In fact, the attacker may use SFC branching to
af fect other SFC. Another exanple would also include a redirection
to a node owned by the attacker and which is conpletely outside the
SFC. Mdtivation for such redirection would be that the attacker has
full administrator privileges on that node, whereas it only has
limted capabilities on the corrupted node. Such attack is a nan-in-
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the-m ddl e attack. The inmportant thing to note is that in this case
the traffic is brought outside the legitimte SFC domain. |In fact,
performng a man-in-the-niddle attack as descri bed above neans t hat
the SFC domai n has been extended. This can be easily perforned in
case all node of the data center or the tenant’s virtual network is
likely to host a SFC conponent. A similar scenario may al so consider
that the traffic could be redirected outside the data center or the
tenant’s virtual network if the routing of firewall rule enables such
pol i ci es.

A direct consequence is that a corrupted SFC conponent may affect the
whol e SFC. This also nmeans that the trust of a given SFC decreases
with the nunber of SF involved as each SF presents a surface of

at t ack.

An attacker may al so perform passive attacks by listening to traffic
exchanged t hroughout the SFC Data Plane. Such attacks are descri bed
in [RFC7258]. Metadata are associated to each packet. These

nmet adata are additional pieces of information not carried in the
packet and necessary for each SF to operate. As a result, netadata
may contain private information such as identifiers or credentials.
In addition, observing the traffic may provide information on the
tenant’s activity. Note that encryption only may not prevent such
attacks, as activity nmay be inferred by the traffic |oad.

6. Security Requirenents

This section ains at providing environment security requirenents.
These requirenents are derived fromthe generalization of the threat
anal ysis described in Section 5. More specifically, the threat

anal ysis section was nostly illustrative, and its generalization

| eads us to the follow ng requirenents

Al t hough the security requirenents are derived from described
threats, the scope of security should be understood in a nmuch broader
way than addressing threats. |In fact the prinmary purpose of the
security requirements is to ensure the deploynent of the SFC
architecture can remain robust and stable.

The goal of this section is to provide sone security requirenents
that shoul d be checked agai nst any evol ution of the depl oynent of SFC
architecture. The requirenents shoul d be understood and the risks of
not follow ng them should be evaluated with the current depl oynent as
well as the foreseen evol utions.

Simlarly, the docunent provides neans to eval uate the consequences
of a security breach, as well as neans to detect them
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The motivations for the security requirenents are:
a) Preventing attacks

b) Preventing misconfigurations - as far as stability and security
of the SFC architecture is concerned.

c) Providing neans to evaluate the consequences of a security breach

d) Making possible to audit, and detect any m sbehavior that may
affect stability and security of the SFC.

6.1. Plane Isolation Requirenents

Pl ane Isolation consists inlimting the surface of attack of the SFC
Data Pl ane by controlling the interfaces between the SFC Data Pl ane
and t he ot her pl anes.

Conpl ete isolation of the planes is not possible, as there are stil
some communi cations that nust be enabled in order to benefit fromthe
benefits of SFC. Typically the SFC Control Plane configures the SFC
el ements used by the SFC Data Plane. Similarly, access to the SFC
Control Plane may be performed renotely, in which case interaction
bet ween the SFC Tenant’'s User and the SFC Control Plane may be
considered. As a result, isolation should be understood as enabling
communi cati ons between planes in a controlled way.

This section lists the recommendati ons so comuni cati on between
pl anes can be controlled. This involves controlling conmunications
bet ween planes as well as controlling conmunication within a plane.

The requirenents listed bel ow applies to all planes, whereas the
foll owi ng subsection are nore specific to each plane, providing
recomrendati ons on the interface with the SFC Data Pl ane.

REQL: In order to increase isolation every plane that comruni cates
wi th anot her plane SHOULD use a dedicated interface. |In our
case, the SFC Managenent Pl ane, the SFC Control Plane and the
SFC Data Pl ane SHOULD use dedi cat ed networks and dedi cat ed
interfaces. Isolation of inter-plane comunication nmay be
enforced using different ways. How isolation is enforced
depends on the type of traffic, the network environnent for
exanple, and within a given SFC architecture different
techni ques may be used for the different planes. One way to
i sol ate conmunications is to use conpletely different network
on dedicated NICS. On the other hand, depending on the
required level of isolation, a logical isolation nay be
performed using different | P addresses or ports with network
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logically isolated - that is using for exanple different

VXLAN, or GRE tunnels. 1In this case, isolation relies on the
trust associated to the different switches and router. In
case of a lake of trust on the on-path el enents, authenticated
encryption may be used to provide a logical isolation. Wth
aut henticated encryption, trust is placed on the end points.
Note al so that encryption can al so be used in conbination of
other isolation nechanisns in order to increase the |evel of

i sol ati on.

REQ2: Activity between planes SHOULD be nonitored and regul arly
audited. At |east operations performed between the planes as
wel | as the source and destination should be | ogged. Wen
possible the identity of the identities shoudl also be | ogged.
Activity may be performed i ndepedently by the different planes
as well as by different actors such as the SFC Tenants, te
infrastructure provider. The level of infornmation avail able
may al so differ between planes and actors.

REQ3: Traffic and conmuni cati ons between planes SHOULD be filtered
traffic or rate-limted. Filtering and rate-limting policies
may be finer grained and may apply for a subset of traffic.

The above requirenments nostly corresponds to the architecture best
current practice. Isolation is nostly notivated to avoid the planes
to interact on each other. For exanple the |load on the SFC Data

Pl ane should not affect the SFC Control Plane and SFC Managenent

Pl ane conmuni cations. Such requirenents are al so current best

practi ces.

Such recomendations are thus strongly recomended even in the case
the two planes are considered to belong to trusted environnents.

6.1.1. SFC Control Plane |solation

In order to limt the risks of an attack fromthe SFC Control Pl ane,
effort should be made in order to restrict the capabilities and the
i nformati on provided by the SFC Data Pl ane to the SFC Control Pl ane
to the authorized tenants only. 1In this case the authorized tenants
are the users or organizations responsible for the SFC donai n.

REQ4: Tenants of the SFC Control Plane SHOULD aut henticate in order
to prevent tenant’s usurpation or comuni cation hijacking.

REQ: Commruni cati ons between SFC Control Plane and the SFC Data
Pl ane MJST be aut henticated and encrypted in order to preserve
privacy. The purpose of encryption in this case prevents an
attacker to be aware of the action performed by the SFC
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Control Plane. Such information nay be used to orchestrate an
attack - especially when SFC conmponent report their CPU
net wor k | oad.

REQ6: Strong access control policies SHOULD be enforced. Contro
SHOULD be performed on the engaged resource (e.g. CPU
menory, di sk access for exanple) and SHOULD be associ at ed
explicitly to authorized tenants. By default, a tenant SHOULD
be deni ed any access to resource, and access SHOULD be
explicit.

G ven the SFC Control Plane traffic load that is expected to be |ight
- at least conpared to the SFC Tenant’s Users Data Plane or the SFC
Data Plane. As a result, encryption is not expect to inpact the
performances of the SFC architecture. Gven the effort to mgrate
froman non authenticated (and non protected) conmunications to a
protected comruni cati on, we recommend these requirenents to be
considered even in trusted environnents. By protecting these
communi cati ons by design, the deployed SFC architecture is al so ready
for future expansion of the Control Plane outside the initial trusted
domain. This coudl typically includes the evoluation to nmultiple
tenants as well as the inclusion of tenants that renptely access the
SFC Control Pl ane.

Access Control policies can be enforced in various ways. One way
could be to consider the systens of the SFto limt the resources
associ ated to each tenants. Oher ways include the use of APl in
order to limt the scope of possible interactions between the SFC
Control Plane and the SFC Data Plane. This is one way to linmit the
possibilities of the tenants. |In addition, each of these actions
shoul d be associated an authorized tenant, as well as authorized
paraneters. The use of APl belongs to best practices and so is
strongly recommended even in trusted environments.

REQ7: Audit SHOULD be perforned regularly to check access contro
policies are still up-to-date and prevent non-authorized users
to control the SFC Data Pl ane.

The purpose of audits is to provide evidences when sonethi ng went
wong. As aresult, audit facilities are expected to be provided
even in trusted environments.

6.1.2. SFC Managenent Pl ane |sol ation
The requirenents for the SFC Control Plane and SFC Managenent Pl ane
are simlar. The main difference of the interfaces between the SFC

Managenment Pl ane and the SFC Control Plane is that it is less likely
that APlIs could be used to configure the different SFC conponents.
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As a result, users of the SFC Managenent Plane are likely to have a
broader and wi der control over the SFC conponent.

REQB: it is RECOWENDED to enforce stronger authentication
mechani sns (for exanple relying on hardware tokens or keys)
and to limt the scope of adninistrative roles on a per
component basi s.

REQQ: SFC Control Plane and SFC Managenent Pl ane may present sone
overlap. Each SFC conponent MJST have clear policies in case
these two planes enter in conflict.

6.1.3. Tenant's Users Data Pl ane |sol ation

The Tenant’s Users Data Plane is supposed to have |less restricted
access control than the other SFC Managenent Pl ane and SFC Control

Pl anes. A typical use case could be that each tenant are controlling
and managing the SFC in order to provide services to their associated
users. The nunmber of users interacting with the SFC Data Pl ane is
expected to be larger than the nunmber of tenants interacting with the
SFC Control and SFC Management Planes. |In addition, the scope of
communi cations initiated or termnating at the user end points is
likely to be unlimted conpared to the scope of conmunications

bet ween the tenants and the SFC Control Plane or SFC Managenent

Plane. 1In such cases, the tenant nay be provided two roles. One to
grant access to the SFC, and another one to control and nanage the
SFC. These two roles should be able to interact and conmuni cate.

REQLO: Users SHOULD be authenticated, and only being granted access
to the SFC if authorized. Authorization nmay be provided by
the SFC itself or outside the SFC

REQL1: Filtering policies SHOULD prevent access to a user, or traffic
when a nalicious behavior is noticed. A nalicious activity
may be noticed once a given behavioral pattern is detected or
when unexpected load is nonitored in the SFC Data Pl ane.

REQL2: Tenant’'s User Plane SHOULD be nonitored, in order to detect
mal i ci ous behavi ors.

REQL3: When SFC is used by nultiple tenants, each tenant’'s traffic
SHOULD be isol ated based on authenticated information. More
specifically, the use of a Cassifier that can easily be
spoofed like an | P address SHOULD NOT be used.

REQL4: It is RECOMVENDED that user’s access authorization be

perfornmed outside the SFC. In fact granting access and
treating the traffic are two different functions, and we
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RECOMMVEND t hey remain separated. Then, splitting these two
functions nmakes it possible for a tester to performtests of
an potential attacker, w thout any contextual information.
More specifically, having a traffic identified as associ ated
to test by the SFC reduces the scope of the tests sinply
because an attacker will not be considered as a tester. For
that reason, we RECOMMEND aut horization is performed outside
the SFC, and SFC depl oyment may not be designed to

aut henti cate end users.

The renmaining requirenents are associated to nonitoring the network
and providing interactions between the access and the SFC. This
i nteraction may be provided outside SFC itself.

6.2. SFC Data Pl ane Requirenents

This section provides requirenents and recommendati on for the SFC
Dat a Pl ane.

REQL5: Conmmuni cations within the SFC Data Pl ane SHOULD be
authenticated in order to prevent the traffic to be nodified
or injected by an attacker. As a result, authentication
i ncludes the SFC Encapsul ation as well as the SFC payl oad.

REQL6: Communi cation MJUST NOT reveal privacy sensitive netadata.

REQL7: The metadata provided in the comunication MIST be Iimted in
intermof volune as to limt the anplification factor as well
as fragnentation.

REQL8: Metadata SHOULD NOT be considered by the SFF for forwarding
decision. In fact, the inputs considered for switching the
packet to the next SFF or a SF should involve a m ni mum
processing operation to be read. More specifically, these
i nputs are expected fixed I ength value fields in the SFC
Encapsul ati on header rather than any TLV fornat.

REQL9: When multiple tenants share a given infrastructure, the
traffic associated to each tenant MJST be aut henticated and
respective Tenant’s Users Planes MJST renmin isolated. More
specifically, if for exanple, a SFC Classifier is shared
between multiple tenants. The Classifier used to associate
the SFC MUST be authenticated. This is to limt the use of

spoofed Cl assifiers. In any case, the SFC conponent that
receives traffic frommultiple tenants is assuned to be
trust ed.
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REQ20: Being a nenber of a SFC domain SHOULD be explicitly nentioned
by the node and means shoul d be provided so the SFC donmain the
node bel ongs to may be checked. Such requirement intends to
prevent a packet to go outside a SFC dommin, for exanple in
the case of a man-in-the-mddle attacks, where a redirection
occurs outside the SFC donain. It is expected that nost
depl oynent will rely on border / port nechani sns that prevent
out sider users frominjecting packets wth spoofed netadata.
Al t hough such nechani snms are strongly recomended to depl oy,
in case of failure, they do not prevent man-in-the-mddle
attack outside the SFC domai n.

Aut hentication of the traffic within the SFC Data Plane is
particul arly recomended in an open environment where third party SF

or SFF are involved. It can also be recommended when a strong
isolation of the traffic is crucial for the infrastructure or to neet
sonme |level of certification. 1In addition, authentication may al so be

performed using various techni ques. The whol e packet may be
authenticated or linted to sone parts (like the flow ID).

Aut henticating the traffic and how or what to authenticate is a trade
of f between the risk associated and the cost of encryption. When
possi ble we recommend to authenticate, but we al so consider that the
price may be too high in controlled and snall trusted environnent.

Met adata is an inportant part of the SFC architecture, and their

i mpact on security should be closely evaluated. It is the
responsibility of the SFC adm nistrator to evaluate the privacy
associ ated by the netadata - section 5.2.2 of [RFC6973] - and
according to this evaluation to consider appropriated nechanisns to
prevent the privacy | eakage. Mechani sms shoul d be provided even

t hough they may not be activated.

As a general guidance exposing privacy sensitive netadata in any
conmuni cati ons between two any SFC conponent shoul d be avoided. [One
way, for exanple to avoid exposing privacy sensitive netadata is to
include a reference to the netadata instead of the netadata itself.
Anot her way could be to encrypt the nmetadata itself - but that is
part of the solution space.] Applying this principle prevents any
private oriented data to be | eaked. This requirenent is mandatory
when the SFC is not deployed in a trusted environnent.

When exposition of the privacy sensitive netadata cannot be avoi ded
and you are in a trusted domain, then exposing privacy sensitive

nmet adata may be considered as long as they do not | eak outside the
boundaries of the trusted environnent. |In this case, the security is
del egated to the security policies of the trusted environnent
boundari es, that may be outside the scope of SFC. Mre especially,
the security policies may be for exanple enforced by a firewall. In
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this specific case, the trusted environment MJST prevent | eakage of
the netadata out of the trusted environnent and MJUST ensure that

unt rusted node cannot access in any way the conmunications within the
trusted environnent.

The reason this requirement is set to MUST is to specify that if one
does not follow the requirenent it is at its your own risk and nust
provi de the necessary neans to prevent any leak - in our case
enforcing the necessary security policies that your environnent /
depl oynent needs.

Simlarly, it is the responsibility of the administrator to define
what an acceptable size for nmetadata is. Even in trusted

envi ronnment, we recommend the SFC administrator be able to define and
change this |evel

Processi ng netadata by the SFF seens al so expensive, and it is the
responsibility of the SFC administrator to eval uate whether
processing netadata by the SFF may inpact the SFC architecture. In
addition, metadata are expected to be associated to SF as opposed to
the forwarding information that are associated to the SFF. These

i nputs have different functions, are associated to different
processing rules, and may be adninistrated by different parties. It
is thus part of the general good practise to split these
functionalities. Optimzation may require to conbine the analysis of
nmet adata and forwarding information, but this should be handl ed
cautiously.

Assertion of belonging to a security domain, is especially
recomended in open environments. This may al so partly be addressed
by node aut henti cati ng.

In addition, the follow ng operational requirenents have been
i dentified:

REQ21: SFC conponents SHOULD be uniquely identified and have their
own cryptographic material. In other words the use of a
shared secret for all nodes SHOULD NOT be considered as one
corrupted node would be able to inpersonate any node of the
SFC Data Plane. This is especially useful for audit.

REQ2: Activity in the SFC Data Pl ane MJUST be nonitored and audited
regularly. Audit and log analysis is especially useful to
check that SFC architecture assessnents. They can be usefu
to detect a security breach for exanple before it is being
di scovered and exploited by a nalicious user. Monitoring the
systemis al so conplenentary in order to provide alarns when a
suspicious activity is detected. NMonitoring enables the
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6

7

3.

REQR3:

REQR4:

REQRS:

REQR6:

systemto react to unexpected behaviors in a dynanic way.
Both activities are conplenentary as nonitoring enables to
count er suspicious behavior and audit may detect

m sconfiguration or deep causes of a malicious behavior. For
these reasons, audit and nonitoring facilities are expected
even in trusted environment.

Isolate the Plane with border and firewall to restrict access
of SFC conponents to legitimate traffic. Mre specifically,
SFC conponents are supposed to be accessed only via dedicated
interfaces. Qutside these interfaces, inbound or outbound
traffic SHOULD be rejected.

Addi tional Requirenents

SFC Encapsul ation SHOULD carry sone identification so it can
be associated to the appropriated SFP as well as its position
within the SFC or SFP. Indicating the SFP ID nmay be
sufficient as long as a SFP can uni quely be associated to a
single SFC. Oherw se, the SFC shoul d be al so somehow
indicated. This is especially useful for audit and to avoid
traffic comng fromone SFC to mix wth another SFC

Aut hentication of the SFP IDis one way to enforce SFP ID

uni queness. This may not be mandatory, but |arge depl oynent
or deploynent that are involving nultiple parties are expected
enforce this. |In fact assunming SFP ID will have no collision
is an hypothesis that may be hard to fulfill over tinme.

Al though this requirenent is inplenentation specific, it is
RECOMVENDED t hat SFF and SF keep separate roles. SFF should
be focused on SF forwarding. As a result, they are expected
to access a linmted information fromthe packet - nostly fixed
size information. SF on the other hand are service oriented,
and are likely to access all SFC information which includes
met adata for exanple. The reasons to keep these functions are
clearly different and may involve different entities. For
exanpl e, SF managenent or SF configuration may involve
different adnministrators as those orchestrating the SFC

SFC Encapsul ati on SHOULD be integrity protected to prevent
attackers fromnodifying the SFP ID. See Data Pl ane
communi cati on Requirenments and consi derations)

Security Considerations

M gaul t,
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