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Abst ract

TCP- ENO negoti ates encryption at the transport layer. It also
defines a few paraneters that are intended to be used or configured
by applications. This docunment specifies operating systeminterfaces
for access to these TCP-ENO paraneters. W describe the interfaces
in terns of socket options, the de facto standard APl for adjusting
per-connection behavior in TCP/IP, and sysctl, a popul ar mechani sm
for setting global defaults. Operating systens that |ack socket or
sysctl functionality can inplenent simlar interfaces in their native
framewor ks, but should ideally adapt their interfaces fromthose
presented in this docunent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 3, 2016
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1. I nt roducti on
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The TCP Encryption Negotiation Option (TCP-ENO
[I-D.ietf-tcpinc-tcpeno] pernmits hosts to negotiate encryption of a

TCP

transparently,

connecti on.

One of TCP-ENO s use cases is to encrypt traffic
unbeknownst to | egacy applications.
encryption requires no changes to existing APIs.
cases require applications to interact with TCP- ENO

Transpar ent
However, other use
In particular:

o Transparent encryption protects only agai nst passive

eavesdr oppers.

Stronger security requires applications to

authenticate a _Session ID_ value associated with each encrypted
connecti on.

o Applications that have been updated to authenticate Session |IDs
must sonehow advertise this fact to peers in a backward-conpatible

way.
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this purpose, but this status is not accessible through existing
i nterfaces.

o Applications enploying TCP' s sinmultaneous open feature need a way
to supply a symmetry-breaking "rol e-override" bit to TCP- ENO

0 System adninistrators and applications may wi sh to set and exani ne
negoti ati on preferences, such as which encryption schenes (and
per haps versions) to enabl e and di sable.

o0 Applications that performtheir own encryption my w sh to disable
TCP-ENO entirely.

The remai nder of this docunent describes an APl through which systens
can neet the above needs. The APl extensions relate back to
quantities defined by TCP-ENO

2. APl extensions

This section describes an APl for per-connection options, followed by
a di scussion of systemw de configuration options.

2.1. Per-connection options

Appl i cation shoul d access TCP- ENO options through the sanme mechani sm
they use to access other TCP configuration options, such as
"TCP_NODELAY" [ RFC0896]. Wth the popul ar sockets API, this
mechani sm consi sts of two socket options, "getsockopt"” and
"setsockopt”, shown in Figure 1. Socket-based TCP- ENO

i mpl enent ati ons shoul d define a set of new "option_nane" val ues
accessible at "level" "I PPROTO TCP' (generally defined as 6, to match
the I P protocol field).

i nt getsockopt(int socket, int level, int option_nane,
void *option_val ue, socklen_t *option_len);

i nt setsockopt(int socket, int level, int option_nane,
const void *option_value, socklen_t option_Ilen);

Figure 1: Socket option API

Table 1 sumari zes the new "option_nane" argunents that TCP- ENO

i ntroduces to the socket option (or equivalent) systemcalls. For
each option, the table lists whether it is read-only (R) or read-
wite (RW, as well as the type of the option’s value. Read-wite
options, when read, always return the previously successfully witten
value or the default if they have not been witten. Options of type
"bytes" consist of a variable-length array of bytes, while options of
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type "int" consist of a small integer with the exact range indicated
in parentheses. W discuss each option in nore detail bel ow

Fom e e e e oo Fom e e e e oo o +
| Option name | RW| Type |
o e e e e e e aa oo o e e a o +
| TCP_ENO ENABLED | RW] int (-1 - 1) |
| TCP_ENO SESSI D | R | bytes |
| TCP_ENO NEGSPEC | R | int (32 - 127) |
| TCP_ENO_SPECS | RW| bytes |
| TCP_ENO SELF_ AWARE | RW]| int (0 - 3) [
| TCP_ENO PEER AWARE | R | int (0 - 3) |
| TCP_ENO ROLEOVERRIDE | RW| int (0 - 1) [
| TCP_ENO ROLE | R | int (0 - 1) |
| TCP_ENO LOCAL_ NAME | R | bytes |
| TCP_ENO_PEER_NAME | R | bytes |
| TCP_ENO RAW | RW| bytes |
| TCP_ENO TRANSCRIPT | R | bytes |
oo e e e a oo oo Fom e e e +

Tabl e 1: Suggested new | PPROTO TCP socket options

The socket options nust return errors under certain circunstances.
These errors are mapped to three suggested error codes shown in
Table 2. Mbst socket-based systens will already have constants for
these errors. Non-socket systens shoul d use existing error codes
corresponding to the same conditions. "EINVAL" is the existing error
returned when setting options on a closed socket. "ElI SCONN'
corresponds to calling connect a second tine, while "ENOTCONN'
corresponds to requesting the peer address of an unconnected socket.

Fomm e e e o - B m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Synbol | Description |
Fom e o - o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| EI NVAL | General error signifying bad paraneters |
| EISCONN | Option no longer valid because socket is connected |
| ENOTCONN | Option not (yet) valid because socket not connected |
Fomm e e e o - B m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Tabl e 2: Suggested error codes

TCP_ENO ENABLED When set to 0, conpletely disabl es TCP- ENO
regardl ess of any other socket option settings except
"TCP_ENO RAW. \When set to 1, enables TCP-ENO If set to -1, use
a systemw de default determined at the tinme of an "accept” or

"connect" systemcall, as described in Section 2.2. This option
must return an error ("EISCONN') after a SYN segnent has al ready
been sent.
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TCP_ENO SESSID Returns the session |ID of the connection, as defined
by the encryption spec in use. This option nust return an error
if encryption is disabled ("EINVAL"), the connection is not yet
established ("ENOTCONN'), or the transport |ayer does not
i mpl ement the negotiated spec ("ElINVAL").

TCP_ENO NEGSPEC Returns the 7-bit code point of the negotiated
encryption spec for the current connection. As defined by TCP-
ENO, the negotiated spec is the last valid suboption in the "B"
host’s SYN segnment. This option nust return an error if
encryption is disabled ("EINVAL") or the connection is not yet
establ i shed ("ENOTCONN").

TCP_ENO SPECS Allows the application to specify an ordered list of
encryption specs different fromthe systemdefault list. [If the
list is enpty, TCP-ENO is disabled for the connection. Each byte
in the list specifies one suboption type from 0x20-0xff. The I|ist
contai ns no suboption data for variable-1ength suboptions, only
the one-byte spec identifier. The high bit ("v") in these bytes
is ignored unless future inplenentations of encryption specs
assign it special meaning. The order of the list matters only for

the host playing the "B" role. Inplenentations nust return an
error ("EISCONN') if an application attenpts to set this option
after the SYN segnment has been sent. |Inplementations should

return an error ("EINVAL") if any of the bytes are bel ow 0x20 or
are not inplenmented by the TCP stack

TCP_ENO SELF AWARE The value is an integer fromO0-3, allow ng
applications to specify the "aa" bits in the general suboption
sent by the host. When listening on a socket, the value of this
option applies to each accepted connection. The default val ue

should be 0. |Inplenentations nust return an error ("EI SCONN') if
an application attenpts to set this option after a SYN segnent has
been sent.

TCP_ENO PEER_AWARE The value is an integer fromO-3 reporting the
"aa" bits in the general suboption of the peer’'s segnent.
| mpl enent ati ons nust return an error ("ENOTCONN') if an
application attenpts to read this value before the connection is
est abl i shed.

TCP_ENO ROLEOVERRI DE The value is a bit (0 or 1), indicating the
value of the "b" bit to set in the host’s general suboption. The
"b" bit breaks the symmetry of sinultaneous open to assign a
uni que role "A" or "B" to each end of the connection. The host
that sets the "b" bit assunes the "B" role (which in non-
si mul t aneous open is by default assigned to the passive opener).
| mpl enent ati ons nust return an error ("EI SCONN') for attenpts to
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set this option after the SYN segnent has al ready been sent. The
default value should be O.

TCP_ENO ROLE The value is a bit (0 or 1). TCP-ENO defines two
roles, "A" and "B", for the two ends of a connection. After a
normal three-way handshake, the active opener is "A" and the
passi ve opener is "B'. Sinultaneous open uses the role-override
bit to assign unique roles. This option returns 0 when the |oca
host has the "A" role, and 1 when the |ocal host has the "B" role.
This call must return an error before the connection is
established ("ENOTCONN') or if TCP-ENO has failed ("ElINVAL").

TCP_ENO LOCAL_NAME Returns the concatenation of the TCP_ENO ROLE
byte and the TCP_ENO SESSID. This provides a unique name for the
| ocal end of the connection

TCP_ENO PEER NAME Returns the concatenation of the negation of the
TCP_ENO ROLE byte and the TCP_ENO SESSID. This is the sanme val ue
as returned by TCP_ENO LOCAL_NAME on the other host, and hence
provi des a uni que nane for the renpte end of the connection

TCP_ENO RAW This option is for use by library-Ilevel inplenentations
of encryption specs. It allows applications to nake use of the
TCP- ENO option, potentially including encryption specs not
supported by the transport |ayer, and then entirely bypass any
TCP-1evel encryption so as to encrypt above the transport |ayer.
The default value of this option is a 0-byte vector, which
di sables RAWnode. |If the option is set to any other value, it
di sabl es all other socket options described in this section except
for TCP_ENO TRANSCRI PT.

The value of the option is a raw ENO option contents (w thout the
kind and length) to be included in the host’s SYN segnent. In raw
node, the TCP | ayer considers negotiation successful when the two
SYN segnents both contain a suboption with the sane encryption
spec value "cs" >= 0x20. For an active opener in raw node, the
TCP | ayer automatically sends a two-byte mininmal ENO option when
negotiation is successful. Note that raw node perfornms no sanity
checking on the "v" bits or any suboption data, and hence provides
slightly less flexibility than a true TCP-1evel inplenentation

TCP_ENO TRANSCRI PT Returns the negotiation transcript as specified
by TCP-ENO. Inplenentations nmust return an error if negotiation
failed ("EINVAL") or has not yet conpleted ("ENOTCONN').
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2.2. Systemw de options

In addition to these per-socket options, inplenentations should use
"sysctl" or an equival ent nechanismto allow admnistrators to
configure a default value for "TCP_ENO SPECS', as well as default
behavi or for when "TCP_ENO ENABLED' is -1. Table 3 provides a table
of suggested paraneters. The type "words" corresponds to a list of
16-bit unsigned words representing TCP port nunmbers (sinmilar to the
"baddynam c" sysctls that, on sone operating systens, blacklist

aut omati ¢ assignment of particular ports). These paraneters should
be placed al ongsi de nbst TCP paraneters. For exanple, on BSD derived
systems a suitable name woul d be "net.inet.tcp.eno_specs”, while on
Li nux a nore appropriate name would be "net.ipv4.tcp_eno_specs”

o e e e e e e e e e e e oo n TSRS +
| Nane | Type I
o m e e e e oo S +
| eno_specs | bytes [
| eno_enabl e_connect | int (O - 1) |
| eno_enable |isten | int (0O - 1) |
| eno_bad _connect _ports | words |
| eno_bad_listen_ports | words [
o m e e e e oo S +

Tabl e 3: Suggested sysctl val ues

"eno_specs” is sinply a string of bytes, and provides the default

val ue for the "TCP_ENO SPECS' socket option. [|f "TCP_ENO SPECS" is
non-enpty, the renmaining sysctls determ ne whether to attenpt TCP- ENO
negoti ati on when the "TCP_ENO ENABLED' option is -1 (the default),
using the follow ng rules.

0 On active openers: If "eno_enable_connect” is 0, then TCP-ENO is
disabled. If the renpote port nunber is in
"eno_bad_connect _ports", then TCP-ENO is disabled. Oherw se, the
host attenpts to use TCP- ENO

0 On passive openers: If "eno_enable listen" is 0, then TCP-ENO is
disabled. Oherwise, if the local port is in
"eno_bad |isten _ports", then TCP-ENO is disabled. Qherwise, if
the host receives an SYN segnent with an ENO option containing
conmpati bl e encryption specs, it attenpts negotiation

Because initial deployment may run into issues with m ddl eboxes or
i ncur sl owdown for unnecessary doubl e-encryption, sites may wish to
bl acklist particular ports. For exanple the follow ng conmand:

sysctl net.inet.tcp.eno_bad _connect ports=443, 993
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woul d di sabl e ENO encrypti on on outgoi ng connections to ports 443 and
993 (which use application-layer encryption for HTTP and | MAP,
respectively). |If the per-socket "TCP_ENO ENABLED' is not -1, it
overrides the sysctl val ues.

On a server, running:
sysctl net.inet.tcp.eno_bad_|isten_ports=443

makes it possible to disable TCP-ENO for incom ng HTTPS connection
wi t hout nodifying the web server to set "TCP_ENO ENABLED' to O

3. Examples

This section provides exanples of how applications mght authenticate
session I Ds. Authentication requires exchangi ng nessages over the
TCP connection, and hence is not backwards conpatible with existing
application protocols. To fall back to opportunistic encryption in
the event that both applications have not been updated to

aut henticate the session ID, TCP-ENO provides the application-aware
bits. To signal it has been upgraded to support application-I|eve
aut hentication, an application should set "TCP_ENO SELF AWARE" to 1
bef ore opening a connection. An application should then check that
"TCP_ENO PEER AWARE" is non-zero before attenpting to send

aut henticators that would otherwi se be misinterpreted as application
dat a.

3.1. Cookie-based authentication

I n cooki e-based authentication, a client and server both share a
cryptographically strong random or pseudo-random secret known as a
"cookie". Such a cookie is preferably at |least 128 bits long. To
aut henticate a session ID using a cookie, each host conputes and
sends the follow ng value to the other side:

aut henti cator = PRF(cookie, |ocal-nane)

Here "PRF" is a pseudo-random function such as HVAC- SHA- 256

[ RFC6234]. "local-name" is the result of the "TCP_ENO LOCAL_NAME"
socket option. Each side nust verify that the other side's

aut henticator is correct. To do so, software obtains the renote
host’ s local nane via the "TCP_ENO PEER NAME' socket option

Assumi ng the authenticators are correct, applications can rely on the
TCP-1 ayer encryption for resistance against active network attackers.

Note that if the same cookie is used in other contexts besides
session | D authentication, appropriate domain separation nust be
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enpl oyed, such as prefixing "local-name" with a unique prefix to
ensure "authenticator" cannot be used out of context.

3.2. Signature-based authentication

I n signature-based aut hentication, one or both endpoints of a
connecti on possess a private signhature key the public half of which
is known to or verifiable by the other endpoint. To authenticate
itself, the host with a private key conputes the follow ng signature:

aut henticator = Sign(PrivKey, |ocal-nane)

The other end verifies this value using the correspondi ng public key.
Whi chever side validates an authenticator in this way knows that the
other side belongs to a host that possesses the appropriate signature
key.

Once again, if the sanme signhature key is used in other contexts
besi des session I D authentication, appropriate donain separation
shoul d be enpl oyed, such as prefixing "local-name" with a uni que
prefix to ensure "authenticator" cannot be used out of context.

4., Security considerations

The TCP- ENO specification discusses several inportant security

consi derations that this document incorporates by reference. The
nmost i nportant one, which bears reiterating, is that until and unless
a session I D has been authenticated, TCP-ENO is vulnerable to an
active network attacker, through either a downgrade or active man-in-
t he-mi ddl e attack.

Because of this vulnerability to active network attackers, it is
critical that inplenentations return appropriate errors for socket
options when TCP-ENO i s not enabled. Equally critical is that
applications nust never use these socket options w thout checking for
errors.

Applications with high security requirenments that rely on TCP-ENO for
security nust either fail or fall back to application-Iayer
encryption if TCP-ENO fails or session |IDs authentication fails.
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