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Abstract

This docunent specifies a Transport Layer Security (TLS) [RFC5246]
extension for the negotiation of Token Bi nding protoco
[I-D.ietf-tokbind-protocol] version and key paraneters.
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1. Introduction

In order to use the Token Bi ndi ng protoco

[1-D.ietf-tokbind-protocol], the client and server need to agree on

the Token Bindi ng protocol version and the paraneters (signature
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algorithm length) of the Token Binding key. This docunent specifies

a new TLS extension to acconplish this negotiation wthout
i ntroduci ng additional network round-tri ps.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [RFC2119].
2. Token Binding Negotiation Cient Hello Extension

The client uses the "token_binding" TLS extension to indicate the

hi ghest supported Token Bi ndi ng protocol version and key paraneters.

enum {
t oken_bi ndi ng( TBD), (65535)
} Ext ensionType;

The "extension_data" field of this extension contains a
"TokenBi ndi ngPar anet ers" val ue.
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struct {
ui nt 8 maj or;
ui nt 8 minor;

} Protocol Version;

enum {
rsa2048 _pkcsl.5(0), rsa2048 pss(1l), ecdsap256(2), (255)
} TokenBi ndi ngKeyPar anet er s;

struct {
Pr ot ocol Ver si on t oken_bi ndi ng_versi on;
TokenBi ndi ngKeyPar anet ers key_paranmeters_list<1..2"8-1>
} TokenBi ndi ngPar anet er s;

"t oken_bi ndi ng_version" indicates the version of the Token Bi ndi ng
protocol the client wishes to use during this connection. This
SHOULD be the | atest (highest valued) version supported by the
client. [I-D.ietf-tokbind-protocol] describes version {1, 0} of the
protocol. Prototype inplenmentations of Token Binding drafts can

i ndi cate support of a specific draft version, e.g. {0, 1} or {0, 2}.

"key paraneters list" contains the list of identifiers of the Token
Bi ndi ng key paranmeters supported by the client, in descending order
of preference.

3. Token Bi nding Negotiation Server Hello Extension

The server uses the "token_bindi ng" TLS extension to indicate support
for the Token Binding protocol and to select the protocol version and
key parameters

The server that supports Token Binding and receives a client hello
message contai ning the "token_bindi ng" extension, will include the
"token_bindi ng" extension in the server hello if all of the foll ow ng
conditions are satisfied:

1. The server supports the Token Bi nding protocol version offered by
the client or a | ower version.

2. The server finds acceptable Token Bi nding key paraneters on the
client's list.

3. The server is also negotiating Extended Master Secret [RFC7627]
and Renegotiation Indication [ RFC5746] TLS extensions. This
requirenent only applies when TLS 1.2 or an older TLS version is
used (see security considerations section below for nore
details).
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The server will ignore any key paranmeters that it does not recognize.
The "extension_data" field of the "token_binding" extension is
structured the sane as described above for the client
"extension_data".

"t oken_bi ndi ng_version" contains the | ower of the Token Bi ndi ng
protocol version offered by the client in the "token_bindi ng"
ext ensi on and the hi ghest version supported by the server.

"key paraneters_list" contains exactly one Token Bi ndi ng key
paraneters identifier selected by the server fromthe client’s list.

4. Negotiating Token Binding Protocol Version and Key Paraneters

It is expected that a server will have a list of Token Bi ndi ng key
paraneters identifiers that it supports, in preference order. The
server MJST only select an identifier that the client offered. The
server SHOULD sel ect the nost highly preferred key paraneters
identifier it supports which is also advertised by the client. In
the event that the server supports none of the key paraneters that
the client advertises, then the server MJST NOT i ncl ude
"token_bi ndi ng" extension in the server hello.

The client receiving the "token_binding" extension MJST term nate the
handshake with a fatal "unsupported_extension" alert if any of the
followi ng conditions are true:

1. The client did not include the "token_bindi ng" extension in the
client hello.

2. "token_bi nding_version" is higher than the Token Bi ndi ng protoco
versi on advertised by the client.

3. "key paraneters list" includes nore than one Token Bi ndi ng key
paraneters identifier.

4. "key_paraneters_list" includes an identifier that was not
advertised by the client.

5. TLS 1.2 or an older TLS version is used, but Extended Master
Secret [ RFC7627] and Renegotiation Indication [ RFC5746] TLS
extensions are not negotiated (see security considerations
section below for nore details).

If the "token_binding" extension is included in the server hello and
the client supports the Token Bi ndi ng protocol version selected by
the server, it neans that the version and key paraneters have been
negoti ated between the client and the server and SHALL be definitive
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for the TLS connection. In this case, the client MJST use the
negoti ated key paraneters in the "provi ded_t oken_bi ndi ng" as
described in [I-D.ietf-tokbind-protocol].

If the client does not support the Token Binding protocol version
sel ected by the server, then the connection proceeds wi thout Token
Bi ndi ng.

Pl ease note that the Token Bi nding protocol version and key
paraneters are negotiated for each TLS connection, which neans that
the client and server include their "token_bindi ng" extensions both
in the full TLS handshake that establishes a new TLS session and in
t he subsequent abbreviated TLS handshakes that resume the TLS

sessi on.

5. | ANA Consi derati ons
Thi s docunent defines a new TLS extension "token_bindi ng", which
needs to be added to the | ANA "Transport Layer Security (TLS)
Ext ensi ons" registry.
This docunent establishes a registry for identifiers of Token Binding
key paraneters entitled "Token Bi ndi ng Key Paraneters" under the
"Token Bi ndi ng Protocol" heading.

Entries in this registry require the following fields:

0 Value: The octet value that identifies a set of Token Binding key
paraneters (0-255).

0 Description: The description of the Token Bindi ng key paraneters.

0 Specification: Areference to a specification that defines the
Token Bi ndi ng key paraneters.

This registry operates under the "Expert Review' policy as defined in
[ RFC5226]. The designated expert is advised to encourage the
inclusion of a reference to a pernanent and readily avail abl e
specification that enables the creation of interoperable
i npl ementations using the identified set of Token Binding key
paraneters
An initial set of registrations for this registry foll ows:

Val ue: 0

Description: rsa2048 pkcsl.5
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Speci fication: this docunent
Val ue: 1
Description: rsa2048 pss
Speci fication: this docunent
Val ue: 2
Description: ecdsap256
Speci fication: this docunent
6. Security Considerations
6.1. Downgrade Attacks

The Token Bi ndi ng protocol version and key paranmeters are negoti ated
via "token_bi nding" extension within the TLS handshake. TLS prevents
active attackers from nodifying the nmessages of the TLS handshake,
therefore it is not possible for the attacker to renove or nodify the
"token_bi ndi ng" extension. The signature algorithmand key |ength
used in the TokenBi nding of type "provided token_ binding" MJST nmatch
the paranmeters negotiated via "token_binding" extension

6.2. Triple Handshake Vulnerability in TLS 1.2 and d der TLS Versions

The Token Binding protocol relies on the TLS Exporters [ RFC5705] to
associ ate a TLS connection with a Token Binding. The triple
handshake attack [TRIPLE-HS] is a known TLS protocol vulnerability
all owi ng the attacker to synchronize exported keying material between
TLS connections. The attacker can then successfully replay bound
tokens. For this reason, the Token Binding protocol MJST NOT be
negotiated with these TLS versions, unless the Extended Master Secret
[ RFC7627] and Renegotiation Indication [RFC5746] TLS extensions have
al so been negoti at ed.
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