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Abstract

This docunent specifies Version 1.0 of the Token Bi ndi ng protocol

The Token Bindi ng protocol allows client/server applications to
create long-lived, uniquely identifiable TLS bindi ngs spanni ng

mul tiple TLS sessions and connections. Applications are then enabled
to cryptographically bind security tokens to the TLS | ayer

preventing token export and replay attacks. To protect privacy, the
Token Binding identifiers are only conveyed over TLS and can be reset
by the user at any tinme.
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1. Introduction
Servers often generate various security tokens (e.g. HITP cooki es,
QAut h [ RFC6749] tokens) for applications to present when accessing
protected resources. |In general, any party in possession of bearer
security tokens gain access to certain protected resource(s).
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Attackers take advantage of this by exporting bearer tokens from
user’s application connections or machines, presenting themto
application servers, and inpersonating authenticated users. The idea
of Token Binding is to prevent such attacks by cryptographically

bi ndi ng application security tokens to the underlying TLS [ RFC5246]

| ayer.

A Token Binding is established by a user agent generating a private-
public key pair (possibly within a secure hardware nodul e, such as a
Trusted Pl atform Mddul e) per target server, providing the public key
to the server, and proving possession of the corresponding private
key, on every TLS connection to the server. The proof of possession
i nvol ves signing the exported keying material (EKM [RFC5705] from
the TLS connection with the private key. The correspondi ng public
key is included in the Token Binding identifier structure (described
in the Section 3.2 "TokenBi ndi ng. tokenbi ndi ngi d"). Token Bi ndi ngs
are long-lived, i.e., they enconpass nultiple TLS connections and TLS
sessions between a given client and server. To protect privacy,
Token Binding |IDs are never conveyed over insecure connections and
can be reset by the user at any tinme, e.g., when clearing browser
cooki es.

When issuing a security token to a client that supports Token

Bi nding, a server includes the client’'s Token Binding ID (or its
cryptographi c hash) in the token. Later on, when a client presents a
security token containing a Token Binding ID, the server verifies
that the IDin the token matches the ID of the Token Bi ndi ng
established with the client. In the case of a m smatch, the server
rejects the token (details are application-specific).

In order to successfully export and replay a bound security token, an
attacker needs to also be able to use the client’s private key, which
is hard to do if the key is specially protected, e.g., generated in a
secure hardware nodul e.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Token Bi nding Protocol Overview
In the course of a TLS handshake, a client and server can use the

Token Bi ndi ng Negotiation TLS Extension
[I-D.ietf-tokbind-negotiation] to negotiate the Token Bi ndi ng
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protocol version and the paraneters (signature algorithm |ength) of
the Token Binding key. This negotiation does not require additiona
round-trips.

As described in [I-D.ietf-tokbind-negotiation], version 1.0 of the
Token Binding protocol is represented by TB Protocol Version.mgjor = 1
and TB_Protocol Version.mnor = 0 in the Token Bi ndi ng Negotiation TLS
Ext ensi on.

The Token Bi ndi ng protocol consists of one nessage sent by the client
to the server, proving possession of one or nore client-generated
asymetric private keys. This nessage is not sent if the Token

Bi ndi ng Negoti ation has been unsuccessful. The Token Bi ndi ng nmessage
is sent with the application protocol data over TLS.

A server receiving the Token Bi ndi ng nessage verifies that the key
paraneters in the message nmatch the Token Bi ndi ng paraneters
negotiated (e.g., via [I-D.ietf-tokbind-negotiation]), and then
val i dates the signatures contained in the Token Bindi ng nessage. |If
either of these checks fails, the server rejects the binding, along
with all associated bound tokens. Oherwi se, the Token Binding is
successfully established with the ID contained in the Token Binding
nmessage

When a server supporting the Token Bi nding protocol receives a bound
token, the server conpares the Token Binding IDin the token with the
Token Binding ID established with the client. |If the bound token is
received on a TLS connection w thout a Token Binding, or if the Token
Bi nding I Ds do not match, the token is rejected.

Thi s docunent defines the format of the Token Bi ndi ng protoco
message, the process of establishing a Token Binding, the format of
the Token Binding ID, and the process of validating a bound token
Token Bi ndi ng Negotiation TLS Extension
[I-D.ietf-tokbind-negotiation] describes the negotiation of the Token
Bi ndi ng protocol and key parameters. Token Bi nding over HTTP
[1-D.ietf-tokbind-https] explains how the Token Bi ndi ng message is
encapsul ated within HTTP/ 1.1 [ RFC7230] or HTTP/ 2 [ RFC7540] nessages.
[I-D.ietf-tokbind-https] al so descri bes Token Bi ndi ng between

mul tiple comunicating parties: User Agent, ldentity Provider and
Rel ying Party.

3. Token Bi ndi ng Protocol Message
The Token Binding nmessage is sent by the client to prove possession
of one or nore private keys held by the client. This nmessage MJST be

sent if the client and server successfully negotiated the use of the
Token Binding protocol (e.g., via [I-D.ietf-tokbind-negotiation] or a
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di fferent nechanisn), and MJUST NOT be sent otherw se. This nmessage
MUST be sent in the client’s first application protocol nessage.

This message MAY al so be sent in subsequent application protoco
messages, proving possession of additional private keys held by the
same client, which can be used to facilitate token binding between
nore than two conmuni cating parties. For exanple, Token Binding over
HTTP [I-D.ietf-tokbind-https] specifies an encapsul ati on of the Token
Bi ndi ng nessage in HITP application protocol messages, as well as
scenarios involving nore than two communi cating parties.

The Token Bindi ng nessage format is defined using TLS Presentation
Language (see Section 4 of [RFC5246]):

enum {
rsa2048_pkcsl.5(0), rsa2048 pss(1l), ecdsap256(2), (255)
} TokenBi ndi ngKeyPar anet ers;

struct {
opaque nodul us<1..2"16-1>
opaque publicexponent<l..2"8-1>
} RSAPubl i cKey;

struct {

opaque point <1..278-1>
} TB_ECPoI nt;
struct {

TokenBi ndi ngKeyPar anet ers key_par anet ers;
uintl16 key length; /* Length (in bytes) of the follow ng
TokenBi ndi ngl D. TokenBi ndi ngPubl i cKey */
sel ect (key_paraneters) {
case rsa2048 pkcsl.5:
case rsa2048_pss:
RSAPubl i cKey rsapubkey;
case ecdsap256:
TB_ECPoi nt point;
} TokenBi ndi ngPubl i cKey;
} TokenBi ndi ngl D;

enum {
(255) /* No initial TB_ExtensionType registrations */
} TB_Ext ensi onType;

struct {
TB_Ext ensi onType extensi on_type;
opaque extension_data<0..2"16-1>
} TB_Extensi on;
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enum {
provi ded_t oken_bi ndi ng(0), referred_token_binding(1), (255)
} TokenBi ndi ngType;

struct {
TokenBi ndi ngType t okenbi ndi ng_t ype;
TokenBi ndi ngl D t okenbi ndi ngi d;
opaque signature<64..2"16-1>; /* Signature over the concatenation
of tokenbindi ng_type,
key paraneters and exported
keying material (EKM */
TB_Ext ensi on ext ensi ons<0..2"16-1>;
} TokenBi ndi ng;

struct {
TokenBi ndi ng t okenbi ndi ngs<132..2"16- 1>
} TokenBi ndi ngMessage;

The Token Bi ndi ng nmessage consists of a series of TokenBi nding
structures, each containing the type of the token binding, the
TokenBi ndi ngl D, a signature using the Token Binding key, optionally
foll owed by TB Extension structures.

3.1. TokenBi ndi ng. t okenbi ndi ng_type
Thi s docunent defines two Token Bi nding types:

0 provided token_binding - used to establish a Token Bi ndi ng when
connecting to a server.

o referred_token_binding - used when requesting tokens that are
intended to be presented to a different server.

Token Binding over HITP [I-D.ietf-tokbind-https] describes a use case
for referred_token_bindi ng where Token Bi ndi ngs are established
between multiple comunicating parties: User Agent, ldentity Provider
and Relying Party. User Agent sends referred_token_binding to the
Identity Provider in order to prove possession of the Token Bi nding
key it uses with the Relying Party. The Identity Provider can then
bind the token it is supplying (for presentation to the Relying
Party) to the Token Binding ID contained in the

ref erred_t oken_bi ndi ng.

An i nmpl enentati on MJST ignore any unknown Token Bi ndi ng types.
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3.2. TokenBi ndi ng. t okenbi ndi ngi d

The 1D of the Token Binding established as a result of Token Bi ndi ng
message processing contains the identifier of the negotiated key
paraneters, the length (in bytes) of the Token Bi nding public key,
and the Token Binding public key itself. The Token Binding |ID can be
obtai ned fromthe TokenBi ndi ng structure by discarding the Token

Bi ndi ng type, signature and extensions.

When rsa2048 pkcsl.5 or rsa2048 pss is used, RSAPublicKey. nodul us and
RSAPubl i cKey. publ i cexponent contain the nodul us and exponent of a
2048-bit RSA public key represented in big-endian format, with

| eadi ng zero bytes onitted.

When ecdsap256 is used, TB_ECPoi nt.point contains the X coordinate
followed by the Y coordinate of a Curve P-256 key. The X and Y
coordi nates are unsigned 32-byte integers encoded in big-endian
format, preserving any |leading zero bytes. Future specifications may
define Token Bindi ng keys using other elliptic curves with their
correspondi ng signature and point formats.

Token Bi ndi ng protocol inplenentations SHOULD nake Token Binding | Ds
avail able to the application as opaque byte sequences, so that
applications do not rely on a particular Token Binding |ID structure.
E.g., server applications will use Token Binding |IDs when generating
and verifying bound tokens.

3.3. TokenBi ndi ng. si gnature

When rsa2048_pkcsl.5 is used, TokenBi ndi ng.signature contains the
signature generated using the RSASSA- PKCS1-v1_5 signature schene
defined in [ RFC8017] with SHA256 as the hash function

When rsa2048 pss is used, TokenBi nding.signature contains the
signature generated using the RSASSA- PSS signature schene defined in
[ RFCB8017] with SHA256 as the hash function. M3F1 with SHA256 MUST be
used as the mask generation function, and the salt |ength MJST equa
32 bytes.

When ecdsap256 is used, TokenBi ndi ng.signature contains a pair of
32-byte integers, R followed by S, generated with ECDSA using Curve
P-256 and SHA256 as defined in [ ANSI. X9-62.2005] and

[FIPS. 186-4.2013]. R and S are encoded in big-endian format,
preserving any | eading zero bytes.

The signature is conputed over the byte string representing the
concat enati on of:
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0 TokenBi ndi ngType val ue contained in the
TokenBi ndi ng. t okenbi ndi ng_type fi el d;

0 TokenBi ndi ngKeyPar anet ers val ue contained in the
TokenBi ndi ngl D. key_paraneters field;

0 Exported keying material (EKM value obtained fromthe current TLS
connecti on.

Pl ease note that TLS 1.2 and earlier versions support renegotiation,
whi ch produces a new TLS master secret for the sane connection, wth
associ at ed sessi on keys and EKM val ue. TokenBi ndi ng. si gnature MJST
be a signature of the EKM val ue derived fromthe TLS master secret
that produced the session keys encrypting the TLS application_data
record(s) containing this TokenBi nding. Such use of the current EKM
for the TLS connection nmakes replay of bound tokens within

renegoti ated TLS sessions detectable, but requires the application to
synchroni ze Token Bi ndi ng nessage generation and verification with
the TLS handshake state.

Speci fications defining the use of Token Binding with application
protocol s, such as Token Bi nding over HTTP [I-D.ietf-tokbind-https],
MAY prohibit the use of TLS renegotiation in conbination with Token
Bi ndi ng, obviating the need for such synchronization. Alternatively,
such specifications need to define a way to deterni ne which EKM val ue
corresponds to a given TokenBi ndi ngMessage, and a mechani sm
preventing a TokenBi ndi ngMessage from being split across TLS
renegoti ati on boundaries (i.e., due to TLS nessage fragnentation -
see Section 6.2.1 of [RFC5246]). Note that application |ayer
messages conveyi ng a TokenBi ndi ngMessage nay cross renegotiation
boundaries in ways that make processing difficult.

The EKM i s obtained using the Keying Material Exporters for TLS
defined in [ RFC5705], by supplying the follow ng input val ues:

0 Label: The ASCI| string "EXPORTER- Token-Bi ndi ng" with no
termi nati ng NUL.

o Context value: No application context supplied.

0 Length: 32 bytes.

TokenBi ndi ng. ext ensi ons

A Token Bi ndi ng nessage nay optionally contain a series of
TB_Extension structures, each consisting of an extension_type and

extension_data. The structure and neani ng of extension_data depends
on the specific extension_type.
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4.

4.

4.

Initially, no extension types are defined (see Section 6.3

"Token Bi ndi ng Extensions Registry"). One of the possible uses of
extensions envisioned at the time of this witing is attestation
cryptographic proof that allows the server to verify that the Token
Bi ndi ng key is hardware-bound. The definitions of such Token Binding
protocol extensions are outside the scope of this specification

Establ i shing a Token Bi ndi ng
1. dient Processing Rules

The client MJST include at |east one TokenBi nding structure in the
Token Bi ndi ng message. The key paraneters used in a

provi ded_t oken_bi ndi ng MUST natch those negotiated with the server
(e.g., via [I-D.ietf-tokbind-negotiation] or a different nmechanism

The client MJST generate and store Token Binding keys in a secure
manner that prevents key export. In order to prevent cooperating
servers fromlinking user identities, the scope of the Token Binding
keys MJST NOT be broader than the scope of the tokens, as defined by
the application protocol

When the client needs to send a referred_token binding to the
Identity Provider, the client SHALL construct the referred
TokenBi nding structure in the foll owi ng manner:

0 Set TokenBi ndi ng.tokenbi nding_type to referred_token_bi ndi ng.

0 Set TokenBindi ng.tokenbindingid to the Token Binding ID used with
the Relying Party.

0 Cenerate TokenBi ndi ng.signature, using the EKM val ue of the TLS
connection to the ldentity Provider, the Token Binding key
established with the Relying Party and the signature al gorithm
i ndi cated by the associated key paraneters. Note that these key
paraneters nmay differ fromthe key paraneters negotiated with the
Identity Provider.

Conveying referred Token Bindings in this fashion allows the ldentity
Provider to verify that the client controls the Token Bi ndi ng key
used with the Relying Party.

2. Server Processing Rules

The triple handshake vul nerability in TLS 1.2 and ol der TLS versions
affects the security of the Token Binding protocol, as described in
Section 7 "Security Considerations". Therefore, the server MJST NOT
negoti ate the use of the Token Bi nding protocol with these TLS
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versi ons, unless the server al so negotiates the Extended Master
Secret [RFC7627] and Renegoti ation Indication [ RFC5746] TLS
ext ensi ons.

If the use of the Token Bi nding protocol was not negotiated, but the
client sends the Token Bi ndi ng nessage, the server MJST reject any
cont ai ned bi ndi ngs.

If the Token Binding type is "provided_token_binding", the server
MUST verify that the signature algorithm (including elliptic curve in
the case of ECDSA) and key length in the Token Bindi ng nessage natch
t hose negotiated with this client (e.g., via
[I-D.ietf-tokbind-negotiation] or a different mechanism. In the
case of a mismatch, the server MJST reject the binding. Token

Bi ndi ngs of type "referred_t oken_bindi ng" may use different key
paraneters than those negotiated with this client.

I f the Token Bindi ng nessage does not contain at |east one
TokenBi ndi ng structure, or if a signature contained in any
TokenBi nding structure is invalid, the server MIST reject the
bi ndi ng.

Servers MJST ignore any unknown extensions. Initially, no extension
types are defined (see Section 6.3
"Token Bi ndi ng Extensions Registry").

If all checks defined above have passed successfully, the Token

Bi ndi ng between this client and server is established. The Token
Bi nding 1 D(s) conveyed in the Token Bi ndi ng Message can be provided
to the server-side application. The application may then use the
Token Binding IDs for bound security token creation and validation
see Section 5.

If a Token Binding is rejected, any associ ated bound tokens presented
on the current TLS connection MJST al so be rejected by the server

The effect of this is application-specific, e.g., failing requests, a
requi renent for the client to re-authenticate and present a different
token, or connection term nation

5. Bound Security Token Creation and Validation

Security tokens can be bound to the TLS layer in a variety of ways:
by enbeddi ng the Token Binding ID or its cryptographic hash in the
token, or by maintaining a database mappi ng tokens to Token Binding

I Ds. The specific method of generating bound security tokens is

appl i cation-defined and beyond the scope of this docunent. Note that
appl i cabl e security considerations are outlined in Section 7.
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Either or both clients and servers MAY create bound security tokens.
For exanple, HITPS servers enpl oying Token Binding for securing their
HTTP cookies will bind these cookies. In the case of a server-
initiated chal |l enge-response protocol enploying Token Bi ndi ng and
TLS, the client can, for exanple, incorporate the Token Binding ID
within the signed object it returns, thus binding the object.

Upon receipt of a security token, the server attenpts to retrieve
Token Binding ID information fromthe token and fromthe TLS
connection with the client. Application-provided policy determn nes

whet her to honor non-bound (bearer) tokens. |If the token is bound
and a Token Bi nding has not been established for the client
connection, the server MJUST reject the token. |f the Token Binding

ID for the token does not match the Token Binding |ID established for
the client connection, the server MIST reject the token

6. | ANA Consi derations

This section establishes three | ANA registries on a new registry page
entitled "Token Binding Protocol": "Token Bindi ng Key Paraneters"”
"Token Bi ndi ng Types" and "Token Bi nding Extensions". It also

regi sters a new TLS exporter label in the TLS Exporter Labe

Regi stry.

6.1. Token Binding Key Paraneters Registry
Thi s docunment establishes a registry for identifiers of Token Binding
key paraneters entitled "Token Bi ndi ng Key Paraneters" under the
"Token Bi ndi ng Protocol" headi ng.

Entries in this registry require the follow ng fields:

o Value: The octet value that identifies a set of Token Binding key
paraneters (0-255).

0 Description: The description of the Token Binding key paraneters.

o0 Specification: Areference to a specification that defines the
Token Bi ndi ng key paraneters.

This registry operates under the "Specification Required" policy as
defined in [RFC8126]. The designated expert will require the
inclusion of a reference to a pernanent and readily avail abl e
specification that enables the creation of interoperable

i npl ementations using the identified set of Token Binding key

par amet ers

An initial set of registrations for this registry foll ows:
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6

2

Val ue: O

Description: rsa2048 pkcsl.5

Speci fication: this docunent

Val ue: 1

Description: rsa2048 pss

Speci fication: this docunent

Val ue: 2

Descri ption: ecdsap256

Speci fication: this docunent

Token Bi ndi ng Types Registry

Thi s docunent establishes a registry for Token Binding type
identifiers entitled "Token Bi nding Types" under the "Token Bi ndi ng
Prot ocol " headi ng.

Entries in this registry require the followi ng fields:

0 Value: The octet value that identifies the Token Binding type
(0-255).

0 Description: The description of the Token Binding type.

o Specification: Areference to a specification that defines the
Token Bi ndi ng type.

This registry operates under the "Specification Required" policy as
defined in [RFC8126]. The designated expert will require the
inclusion of a reference to a pernanent and readily avail abl e
specification that enables the creation of interoperable

i mpl ement ations using the identified Token Binding type.

An initial set of registrations for this registry foll ows:

Val ue: 0
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Descri ption: provided_t oken_bi ndi ng

Speci fication: this docunent

Val ue: 1

Description: referred_t oken_binding

Speci fication: this docunent

Token Bi ndi ng Extensions Registry

Thi s docunment establishes a registry for Token Bindi ng extensions
entitled "Token Bindi ng Extensions" under the "Token Binding

Pr ot ocol " headi ng.

Entries in this registry require the follow ng fields:

o Value: The octet value that identifies the Token Bi ndi ng extension
(0-255).

0 Description: The description of the Token Bi ndi ng extension

o0 Specification: Areference to a specification that defines the
Token Bi ndi ng extensi on.

This registry operates under the "Specification Required" policy as
defined in [RFC8126]. The designated expert will require the
inclusion of a reference to a pernanent and readily avail abl e
specification that enables the creation of interoperable

i mpl ement ations using the identified Token Binding extension. This
docunent creates no initial registrations in the "Token Bi ndi ng

Ext ensi ons" registry.

Regi stration of Token Binding TLS Exporter Labe

Thi s docunment adds the following registration in the TLS Exporter
Label Registry:

Val ue: EXPORTER- Token- Bi ndi ng
DILS-OK: Y

Ref erence: this docunent
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7. Security Considerations
7.1. Security Token Repl ay

The goal of the Token Binding protocol is to prevent attackers from
exporting and replaying security tokens, thereby inpersonating
legitimate users and gai ning access to protected resources. Bound
tokens can be replayed by malware present in User Agents, which may
be undetectable by a server. However, in order to export bound
tokens to other machi nes and successfully replay them attackers al so
need to export correspondi ng Token Binding private keys. Token

Bi nding private keys are therefore high-value assets and SHOULD be
strongly protected, ideally by generating themin a hardware security
nmodul e that prevents key export.

The manner in which a token is bound to the TLS layer is application-
defined and beyond the scope of this docunent. However, the
resulting bound token needs to be integrity-protected, so that an
attacker cannot renove the binding or substitute a Token Binding ID
of their choice w thout detection

The Token Bi ndi ng protocol does not prevent cooperating clients from
sharing a bound token. A client could intentionally export a bound
token with the correspondi ng Token Bi nding private key, or perform
signatures using this key on behalf of another client.

7.2. Downgrade Attacks

The Token Bi ndi ng protocol MJST be negotiated using a nmechani smt hat
prevents downgrade. E.g., [I|-D.ietf-tokbind-negotiation] uses a TLS
extension for Token Binding negotiation. TLS detects handshake
message nodification by active attackers, therefore it is not

possi ble for an attacker to renove or nodify the "token_bindi ng"

ext ensi on w t hout breaking the TLS handshake. The signature

al gorithm and key length used in the TokenBi ndi ng of type

"provi ded_t oken_bi ndi ng" MJST match the negoti ated paraneters.

7.3. Privacy Considerations

The Token Bi ndi ng protocol uses persistent, long-lived Token Bi ndi ng
IDs. To protect privacy, Token Binding IDs are never transmitted in
clear text and can be reset by the user at any time, e.g. when
clearing browser cookies. Sonme applications offer a special privacy
nmode where they don’t store or use tokens supplied by the server,
e.g., "in private" browsing. Wen operating in this special privacy
node, applications SHOULD use newl y generated Token Bi ndi ng keys and
del ete them when exiting this node, or el se SHOULD NOT negoti ate
Token Binding at all.
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In order to prevent cooperating servers fromlinking user identities,
the scope of the Token Bindi ng keys MJUST NOT be broader than the
scope of the tokens, as defined by the application protocol

A server can use tokens and Token Binding IDs to track clients.
Client applications that automatically linmt the lifetine or scope of
tokens to maintain user privacy SHOULD apply the same validity tine
and scope lints to Token Bi ndi ng keys.

7.4. Token Binding Key Sharing Between Applications

7

9.

Exi sting systens provide a variety of platformspecific nechanisns
for certain applications to share tokens, e.g. to enable single sign-
on scenarios. For these scenarios to keep working w th bound tokens,
the applications that are allowed to share tokens will need to al so
share Token Bi nding keys. Care nust be taken to restrict the sharing
of Token Bi nding keys to the sane group(s) of applications that share
t he same tokens.

5. Triple Handshake Vulnerability in TLS 1.2 and O der TLS Versions

The Token Binding protocol relies on the TLS Exporters [ RFC5705] to
associate a TLS connection with a Token Binding. The triple
handshake attack [ TRIPLE-HS] is a known vulnerability in TLS 1.2 and
ol der TLS versions, allowi ng the attacker to synchronize keying

mat eri al between TLS connections. The attacker can then successfully
repl ay bound tokens. For this reason, the Token Bi ndi ng protoco

MUST NOT be negotiated with these TLS versions, unless the Extended
Mast er Secret [RFC7627] and Renegotiation Indication [ RFC5746] TLS
ext ensi ons have al so been negoti at ed.
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