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Abstract

This docunent specifies a Transport Layer Security (TLS) extension
for the negotiation of Token Binding protocol version and key
par aneters.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 24, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In order to use the Token Bi ndi ng protoco
[1-D.ietf-tokbind-protocol], the client and server need to agree on
the Token Bindi ng protocol version and the paraneters (signature
algorithm length) of the Token Binding key. This docunent specifies
a new TLS [ RFC5246] extension to acconplish this negotiation wthout

i ntroduci ng additional network round-trips in TLS 1.2 and earlier
versions. The negotiation of the Token Bi ndi ng protocol and key
paranmeters in conbination with TLS 1.3 and | ater versions is beyond
the scope of this docunent.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Token Binding Negotiation Cient Hello Extension

The client uses the "token_binding" TLS extension to indicate the
hi ghest supported Token Bi ndi ng protocol version and key paraneters.
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enum {
t oken_bi ndi ng(24), (65535)
} Ext ensi onType;

The "extension_data" field of this extension contains a
"TokenBi ndi ngPar anet ers" val ue.

struct {
uint8 mj or;
uint8 mnor;

} TB_Protocol Version;

enum {
rsa2048 pkcsl.5(0), rsa2048 pss(1l), ecdsap256(2), (255)
} TokenBi ndi ngKeyPar anet er s;

struct {
TB_Pr ot ocol Versi on token_bi ndi ng_ver si on
TokenBi ndi ngKeyPar anet ers key_paranmeters_list<1..2"8-1>
} TokenBi ndi ngPar anet er s;

"token_bi ndi ng_version" indicates the version of the Token Bi ndi ng
protocol the client wishes to use during this connection. |If the
client supports multiple Token Binding protocol versions, it SHOULD
i ndicate the | atest supported version (the one with the highest
TB_Prot ocol Versi on. maj or and TB_Prot ocol Version.mnor) in

TokenBi ndi ngPar anet ers. t oken_bi ndi ng_version. E.g. if the client
supports versions {1, 0} and {0, 13} of the Token Bi ndi ng protocol
it SHOULD indicate version {1, 0}. Please note that the server MAY
sel ect any | ower protocol version, see Section 3

"Token Bi ndi ng Negotiation Server Hello Extension" for nore details.
If the client does not support the Token Bindi ng protocol version
sel ected by the server, then the connection proceeds w thout Token
Binding. [I-D.ietf-tokbind-protocol] describes version {1, 0} of the
pr ot ocol

Pl ease note that the representation of the Token Bi ndi ng protoco
version using two octets ("mgjor" and "minor") is for human
conveni ence only and carries no protocol significance.

RFC EDI TOR: PLEASE REMOVE THE FCOLLOW NG PARAGRAPH. Prot ot ype
i mpl ement ati ons of Token Binding drafts can indicate support of a
specific draft version, e.g. {0, 1} or {0, 2}.

"key_paraneters_list" contains the list of identifiers of the Token
Bi ndi ng key paranmeters supported by the client, in descending order
of preference. [I-D.ietf-tokbind-protocol] establishes an | ANA
registry for Token Binding key paraneter identifiers.
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3. Token Binding Negotiation Server Hello Extension

The server uses the "token_bindi ng" TLS extension to indicate support
for the Token Binding protocol and to select the protocol version and
key paraneters

The server that supports Token Binding and receives a client hello
message contai ning the "token_bindi ng" extension will include the
"token_bi ndi ng" extension in the server hello if all of the foll ow ng
conditions are satisfied:

1. The server supports the Token Bi nding protocol version offered by
the client or a | ower version.

2. The server finds acceptable Token Bi nding key paraneters on the
client’s list.

3. The server is also negotiating the Extended Master Secret
[ RFC7627] and Renegotiation Indication [ RFC5746] TLS extensions.
This requirement applies when TLS 1.2 or an older TLS version is
used (see Section 6 "Security Considerations” below for nore
details).

The server will ignore any key paranmeters that it does not recognize.
The "extension_data" field of the "token_binding" extension is
structured the sanme as descri bed above for the client

"ext ensi on_dat a"

"t oken_bi ndi ng_versi on" contains the | ower of:

o the Token Binding protocol version offered by the client in the
"t oken_bi ndi ng" extension and

o the highest Token Binding protocol version supported by the
server.

"key_paraneters_list" contains exactly one Token Bindi ng key
paraneters identifier selected by the server fromthe client’s list.

4. Negotiating Token Bi nding Protocol Version and Key Paraneters

It is expected that a server will have a list of Token Bindi ng key
paraneters identifiers that it supports, in preference order. The
server MJST only select an identifier that the client offered. The
server SHOULD sel ect the nost highly preferred key paraneters
identifier it supports which is also advertised by the client. In
the event that the server supports none of the key paraneters that
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the client advertises, then the server MJUST NOT incl ude the
"token_bi ndi ng" extension in the server hello.

The client receiving the "token_bi nding" extension MJST term nate the
handshake with a fatal "unsupported extension" alert if any of the
followi ng conditions are true:

1. The client did not include the "token_binding" extension in the
client hello.

2. "token_binding version" is higher than the Token Bindi ng protoco
version advertised by the client.

3. "key_paraneters_list" includes nore than one Token Bi ndi ng key
paraneters identifier.

4, "Kkey paraneters_list" includes an identifier that was not
advertised by the client.

5. TLS 1.2 or an older TLS version is used, but the Extended Master
Secret [RFC7627] and TLS Renegotiation Indication [ RFC5746]
extensions are not negotiated (see Section 6
"Security Considerations" below for nore details).

If the "token_binding" extension is included in the server hello and
the client supports the Token Bi ndi ng protocol version selected by
the server, it nmeans that the version and key paraneters have been
negoti ated between the client and the server and SHALL be definitive
for the TLS connection. TLS 1.2 and earlier versions support
renegotiation, allowing the client and server to renegotiate the
Token Bi ndi ng protocol version and key paraneters on the sane
connection. The client MJST use the negotiated key paraneters in the
"provi ded_t oken_bi ndi ng" as described in [I-D.ietf-tokbind-protocol].

If the client does not support the Token Binding protocol version

sel ected by the server, then the connection proceeds without Token
Binding. There is no requirenent for the client to support any Token
Bi ndi ng versions other than the one advertised in the client’s

"t oken_bi ndi ng" extension.

Client and server applications can choose to handle failure to

negoti ate Token Binding in a variety of ways, e.g.: continue using
the connection as usual, shorten the lifetime of tokens issued during
this connection, require stronger authentication, term nate the
connection, etc.

The Token Bi ndi ng protocol version and key paraneters are negoti ated
for each TLS connection, which neans that the client and server
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i nclude their "token_binding" extensions both in the full TLS
handshake t hat establishes a new TLS session and in the subsequent
abbrevi ated TLS handshakes that resune the TLS session

| ANA Consi der ati ons

Thi s docunment updates the TLS "ExtensionType Val ues" registry. |ANA
has provided the follow ng tenmporary registration for the
"token_bi ndi ng" TLS extension:

Val ue: 24

Ext ensi on nane: token_bi ndi ng
Ref erence: this docunent
Recomended: Yes

I ANA is requested to nake this registration pernmanent, keeping the
val ue of 24, which has been used by the prototype inplenentations of
the Token Bi ndi ng protocol

Thi s docunent uses "Token Binding Key Paraneters" registry originally
created in [I-D.ietf-tokbind-protocol]. This docunent creates no new
registrations in this registry.

Security Consi derations
1. Downgrade Attacks

The Token Bi ndi ng protocol version and key paranmeters are negoti ated
via the "token_bindi ng" extension within the TLS handshake. TLS

det ects handshake nessage nodification by active attackers, therefore
it is not possible for an attacker to renove or nodify the

"t oken_bi ndi ng" extension w thout breaking the TLS handshake. The
signature algorithmand key length used in the Token Binding of type
"provi ded_t oken_bi ndi ng" MJST match the paraneters negotiated via the
"t oken_bi ndi ng" extensi on.

2. Triple Handshake Vulnerability in TLS 1.2 and O der TLS Versions

The Token Binding protocol relies on the TLS Exporters [ RFC5705] to
associ ate a TLS connection with a Token Binding. The triple
handshake attack [ TRIPLE-HS] is a known vulnerability in TLS 1.2 and
ol der TLS versions, allowi ng an attacker to synchroni ze keying

mat eri al between TLS connections. The attacker can then successfully
repl ay bound tokens. For this reason, the Token Bi ndi ng protoco

MUST NOT be negotiated with these TLS versions, unless the Extended

Popov, et al. Expi res Novenber 24, 2018 [ Page 6]



Internet-Draft Token Bi ndi ng Negotiation TLS Extension May 2018

8.

8.

Master Secret [RFC7627] and Renegotiation Indication [ RFC5746] TLS
ext ensi ons have al so been negoti at ed.
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