Public Notary Transparency S. Kent
Internet Draft BBN Technol ogi es
Expires: July 2016 January 30, 2016
I ntended Status: |nformational

Attack Mddel and Threat for Certificate Transparency
draft-ietf-trans-threat-anal ysis-04

Abst ract

Thi s docunent describes an attack nodel and discusses threats for
the Web PKI context in which security mechanisnms to detect m s-

i ssuance of web site certificates are bei ng devel oped. The nodel
provi des an anal ysis of detection and renedi ati on nechani sns for
both syntactic and semantic m s-issuance. The nodel introduces an
outline of attacks to organize the discussion. The nodel al so
describes the roles played by the elenments of the Certificate
Transparency (CT) system to establish a context for the nodel

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with
the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six

nmont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm

This Internet-Draft will expire on July 30, 2016.

Kent Expires July 30, 2016 [ Page 1]



Internet-Draft Attack Mbdel for Certificate M s-issuance January 2016

Tabl e of Contents

L. INntroduCti ON. . ... 3
P2 I o =T U 8
3. SemantiCc M S-1SSUANCE. . . ..ttt e e 9
3.1. Non-nalicious Wb PKI CA context ............. ..., 9
3.1.1. Certificate logged ...... ... 10
3.1.1.1. Benign 1 0Q. ..o 10
3.1.1.1.1. Self-monitoring Subject .......... ... .. .. ... . . ... ... 10
3.1.1.1.2. Benign third party Mnitor ......................... 10
3.1.1. 2 M sbehaving 1 og.......... ... . . 10
3.1.1.2.1. Self-nmonitoring Subject .......... ... . ... . ... . ... ... 11
3.1.1.2.2. Benign third party Mnitor ......................... 11
3.1.1. 3 M sbehaving third party Monitor........................ 12
3.1.2. Certificate not logged ........ .. .. . . . . 12
3.1.2.1. Self-nonitoring Subject.......... ... . ... ... .. . . . ... . ... 12
3.1.2.2. CT-enabled browser........... .. . . 12

3.2. Malicious Wb PKI CA context .......... ... 13
3.2.1. Certificate logged ....... ... 13
3.2.1.1. Benign 1 0Q. ..o 13
3.2.1.1.1. Self-monitoring Subject .......... ... .. .. ... . .. .. ... 13
3.2.1.1.2. Benign third party Mnitor ......................... 13
3.2.1.2. Msbehaving 1o0g.......... ... i, 14
3.2.1.2.1. Mnitors - third party and self .................... 14
3.2.1.3. Mshehaving third party Monitor........................ 14
3.2.2. Certificate not logged ........ .. .. . . . .. i, 14
3.2.2. 1. CT-aware browser. .. ... ...t 15

4, SyntactiC M S-1SSUANCE. . ..ottt e et e e e e e e 15
4.1. Non-malicious Wb PKI CA context ............. ... 15
4.1.1. Certificate logged ...... ... .. 15
4.1.1.1. Benign 1 00. ... .. 15
4.1.1.2. Msbehaving log or third party Monitor................. 16
4.1.1.3. Self-nmonitoring Subject and Benign third party Mnitor. 17
4.1.1. 4. CT-enabled browser........ ... . . . . . .. 17
4.1.2. Certificate not logged ....... .. ... . . . . .. 17
4.2. Malicious Wb PKI CA context .......... ... .. 17
4.2.1. Certificate logged ..... ... .. 18
4.2.1.1. Benign | 0g. ... .. 18
4.2.1.2. Msbehaving log or third party Munitor................. 18
4.2.1.3. Self-nonitoring Subject and Benign third party Mnitor. 18
4.2.1.4. CT-enabled browser........ ... .. . .. .. 18
4.2.2. Certificate is not logged ........ .. . .. . . . .. 19

5. Issues Applicable to Sections 3 and 4.......... .. ... ... .. . .. .. ... 19
5.1. How does a Subject know which Mnitor(s) touse? .............. 19
5.2. How does a Mbonitor discover new |l 0gs? .......... .. ... ... 19

Kent Expires July 30, 2016 [ Page 2]



nternet-Draft Attack Mbdel for Certificate Ms-issuance January 2016

5.3. CA response to report of a bogus or erroneous certificate ..... 20
5.4. Browser behavi or .. .. ... .. .. e 20
5.5. Renmediation for a malicious CA ... ... .. . . . . . . . .. 20
5.6. Auditing - detecting msbehaving logs ......................... 21
6. Security Considerati ONS. . ... ...t e e 22
7. TANA Considerati ONS. .. ... e e e e e e e e 22
8. ACKNOW edgImBNt S. . . . .o 23
9. ReferenCes. . ... e 24
9.1. Normative References .......... . . . 24
9.2. Informative References ........ ... . . . . . . . 24
AUt hor’ s Addr €SS ES. . ..ttt 24
Copyright Statement. . ... ... ... 25

1. Introduction

Certificate transparency (CT) is a set of mechani snms designed to
detect, deter, and facilitate renedi ation of certificate ms-

i ssuance. The termcertificate m s-issuance is defined here to
enconpass violations of either semantic or syntactic constraints.
The fundanmental semantic constraint for a certificate is that it was
issued to an entity that is authorized to represent the Subject (or
Subject Alternative) named in the certificate. (It is also assuned
that the entity requested the certificate fromthe CA that issued
it.) Throughout the remai nder of this docunent we refer to a
semantically mis-issued certificate as "bogus.")
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A certificate is characterized as syntactically nis-issued (aka
erroneous) if it violates syntax constraints associated with the
class of certificate that it purports to represent. Syntax
constraints for certificates are established by certificate
profiles, and typically are application-specific. For exanple,
certificates used in the Wb PKI environnment mi ght be characterized
as domai n validation (DV) or extended validation (EV) certificates.
Certificates used with applications such as IPsec or S/M ME have
different syntactic constraints fromthose in the Wb PKI context.

There are two classes of beneficiaries of CT: certificate Subjects
and relying parties (RPs). In the initial focus context of CT, the
Web PKI, Subjects are web sites and RPs are browsers enpl oyi ng HTTPS
to access these web sites.

A certificate Subject benefits from CT because CT hel ps detect
certificates that have been ms-issued in the nane of that Subject.
A Subject learns of a bogus certificate (issued in its nane), via
the Monitor function of CT. The Mnitor function nmay be provided by
the Subject itself, i.e., self-nmonitoring, or by a third party
trusted by the Subject. When a Subject is inforned of certificate

m s-i ssuance by a Mnitor, the Subject is expected to request/denmand
revocation of the bogus certificate. Revocation of a bogus
certificate is the primary neans of renedying nis-issuance.

Certificate Revocations Lists (CRLs) [RFC5280] are the primary means
of certificate revocation established by IETF (and | SO standards.
Unfortunately, nost browsers do not make use of CRLs to check the
revocation status of certificates presented by a TLS Server
(Subject). Some browsers nake use of Online Certificate Status

Pr ot ocol (OCSP) data [ RFC4366] as a standards-based alternative to
CRLs. Al so, nost browser vendors enploy proprietary nmeans of
revoking certificates, e.g., via a "blacklist" or a bad-CA-list.
Such capabilities enable a browser vendor to cause browsers to
reject any certificates on the blacklist or for which the issuing CA
is on the bad-CA-list. This approach al so renedi es m s-i ssuance.

Thr oughout the renainder of this docunent references to certificate
revocation as a renmedy enconpass this and anal ogous fornms of browser
behavior, if available. Note: there are no | ETF standards defining a
browser bl acklist capability.)

Note that a Subject can benefit fromthe Mnitor function of CT even
if the Subject’s certificate has not been | ogged. Mnitoring of |ogs
for certificates issued in the Subject’s name suffices to detect

m s-i ssuance targeting the Subject, if the bogus/erroneous
certificate is | ogged.
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A relying party (e.g., browser) benefits fromCT if it rejects a
bogus certificate, i.e., treats it as invalid. An RP is protected
fromaccepting a bogus certificate if that certificate is revoked,
and if the RP checks the revocation status of the certificate. (An
RP is also protected if a browser vendor "blacklists" a certificate
or "bad-CA-lists" a CA as noted above.) An RP also may benefit from
CTif the RP validates an SCT associated with a certificate, and
rejects the certificate if the Signed certificate Timestanp (SCT)
[TRANS] is invalid. If an RP verified that a certificate that clains
to have been | ogged has a valid log entry, the RP would have a

hi gher degree of confidence that the certificate is genuine.

However, checking logs in this fashion inposes a burden on RPs and
on |l ogs. Mreover, the existence of a log entry does not ensure that
the certificate is not ms-issued. Unless the certificate Subject is
monitoring the log(s) in question, a bogus certificate will not be
detected by CT nmechanisns. Finally, if an RP were to check logs for

i ndi vidual certificates, that would disclose to logs the identity of
web sites being visited by the RP, a privacy violation. Thus this
attack nodel assunmes that RPs will not check |log entries.

Note that all RPs may benefit from CT even if they do nothing with
SCTs. If Mbonitors inform Subjects of mis-issuance, and if a CA
revokes a certificate in response to a request fromthe
certificate's legitimte Subject, then an RP benefits w thout having
to i mpl enent any CT-specific nechanisns.

Al so note that one proposal for distributing Audit information (to
detect m shehaving logs) calls for a browser to send SCTs it
receives to the correspondi ng website when visited by the browser.
If a website acquires an inclusion proof froma |log for each
(unique) SCT it receives in this fashion, this would cause a bogus
SCT to be discovered, and, presumably, trigger a revocation request.

Logging [ TRANS] is the central el enent of CT. Loggi ng enables a
Monitor to detect a bogus certificate based on reference information
provided by the certificate Subject. Logging of certificates is
intended to deter nis-issuance, by creating a publicly-accessible
record that associates a CAwith any certificates that it ms-

i ssues. Loggi ng does not renmedy m s-issuance; but it does facilitate
renedi ati on by providing the informati on needed to enabl e detection
and consequently revocation of bogus certificates in sone

ci rcunst ances

Auditing is a function enployed by CT to detect m sbhehavior by | ogs
and to deter ms-issuance that is abetted by m sbehaving | ogs.

Audi ting detects several types of |og m shehavior, including
failures to adhere to the advertised Maxi nrum Merge Delay (MVD) and
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Signed Tree Head (STH) frequency count [ TRANS] violating the append-
only property, and providing inconsistent views of the log to
different log clients. The first three of these are relatively easy
for an individual auditor to detect, but the |ast form of

m sbehavi or requires conmuni cati on anong nultiple log clients.

Moni tors ought not trust |ogs that are detected ni sbehaving. Thus
the Audit function does not detect mis-issuance per se. There is no
agreed-upon Audit function design for CT at the tine of this
witing. As a result, the nodel nerely notes where Auditing is
needed to detect certain classes of attacks.

Figure 1 (below) illustrates the data exchanges anong the mgj or

el ements of the CT system based on the | og specification [ TRANS]
and on the assumed behavi or of other CT system el enents as descri bed
above. This Figure does not include the Audit function, because
there is not yet agreenment on how that function will work in a

di stributed, privacy-preserving fashion
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| | | | | |
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1] Retrieve accepted root certs

2] accepted root certs

3] Add chain to log/add PreCertChain to | og

SCT (enbedded in pre-cert, if applicable)

5] send cert + SCTs (or cert with enbedded SCTs)

6] Revocation request/response (in response to detected
m s-i ssuance)

7] cert + SCTs (or cert with enbedded SCTs)

Retrieve entries from Log

9] returned entries fromlog

[10] Retrieve latest STH

[11] returned STH

[12] bogus/erroneous cert notification

.—..—..—..—..—..—.
N
o

———
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Figure 1. Data Exchanges Between Major El enents of the CT System

Certificate m s-issuance nmay arise in one of several ways. The ways
by which CT enables a Subject (or others) to detect and redress m s-
i ssuance depends on the context and the entities involved in the

m s-i ssuance. This attack nodel applies to use of CT in the Wb PKI
context. If CT is extended to apply to other contexts, each context
will require its own attack nodel, although nost el enents of the
nodel described here are likely to be applicable.

Because certificates are issued by CAs, the top |evel
differentiation in this analysis is whether the CA that m s-issued a
certificate did so maliciously or not. Next, for each scenario, the
nodel considers whether or not the certificate was | ogged. Scenarios
are further differentiated based on whether the | ogs and nonitors
are benign or nalicious and whether a certificate's Subject is self-
monitoring or is using a third party Mnitoring service. Finally,
the anal ysis considers whether a browser is perform ng checking

rel evant to CT. The scenarios are organi zed as illustrated by the
foll owi ng outline:

Web PKI CA - nalicious vs non-malicious
Certificate - |ogged vs not |ogged
Log - benign vs malicious
Third party Monitor - benign vs nalicious
Certificate's Subject - self-nonitoring (or not)
Browser - CT-supporting (or not)
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The next section of the docunment briefly discusses threats.
Subsequent sections exam ne each of the cases described above. As
noted earlier, the focus here is on the Wb PKI context, although
nost of the analysis is applicable to other PKI contexts.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Threats

A threat is defined, traditionally, as a notivated, capable
adversary. An adversary who is not notivated to attack a systemis
not a threat. An adversary who is notivated but not "capable" al so
is not a threat. Threats change over tine; new cl asses of
adversaries may arise, new notivations may cone into play, and the
capabilities of adversaries may change. Nonetheless, it is useful to
docunent perceived threats against a systemto provide a context for
under st andi ng attacks. Even if the assunptions about adversaries
prove to be incorrect, docunenting the assunptions is val uable.

As noted above, the goals of CT are to deter, detect, and facilitate
remedi ati on of attacks on the web PKI. Such attacks can enable an
attacker to spoof the identity of TLS-enabled web sites. Spoofing
enabl es an adversary to acquire information that a TLS-enabl ed
client would not communicate if the client were aware of the
spoofing. Such information may include personal identification and
aut hentication information and el ectronic paynment authorization

i nformati on. Because of the nature of the information that may be
di vul ged, the principal adversaries in the CT context are perceived
to be (cyber) crimnals and nation states. Both adversaries are
notivated to acquire personal identification and authentication
information. Crinminals are also notivated to acquire electronic
paynment authorization information.

To nmake use of forged web site certificates, an adversary nust be
able to direct a TLS client to a spoofed web site, so that it can
present the forged certificate during a TLS handshake. An adversary
may achieve this in various ways, e.g., by causing a user to click
on alink to the website, or by manipulation of the DNS response
sent to a TLS client. The former type of attack is well within the
percei ved capabilities of both classes of adversary. The latter
attack may be possible for crimnals and is certainly a capability
available to a nation state within its borders. Nation states al so
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3.

may be able to conpromi se DNS servers outside their own
jurisdiction.

The el enents of CT nay thensel ves be targets of attacks, as

descri bed below. A crimnal organization nmght conprom se a CA and
cause it to issue bogus certificates, or it may exert influence over
a CA (or CAstaff) to do so, e.g., through extortion or physica
threat. (Even though the CAis not intentionally malicious in this
case, the action is equivalent to a malicious CA hence the use of
the term "bogus" here.) A nation state may operate or influence a CA
that is part of the large set of "root CAs" in browsers. A CA
acting in this fashion, is terned a "malicious" CA A nation state
al so might conpromise a CA in another country, to effect issuance of
bogus certificates. In this case the (non-malicious) CA, upon
detecting the conprom se (perhaps because of CT) is expected to work
with Subjects to renedy the nmis-issuance.

A log also might be conpronmi sed by a suitably sophisticated crinina
organi zation or by a nation state. Conpronmising a |og would enable a
conmprom sed or rogue CA to acquire SCTs, but log entries would be
suppressed, either for all log clients or for targeted clients
(e.g., to selected Mnitors or Auditors). It seenms unlikely that a
conprom sed, non-nalicious, |og would persist in presenting nultiple
views of its data, but a malicious |og would.

Finally, note that a browser trust store may include a CAthat is
intended to issue certificates to enable nonitoring of encrypted
browser sessions. The inclusion of a trust anchor for such a CAis
intended to facilitate nonitoring encrypted content, via an

aut horized man-in-the-mddle (MTM attack. CT is not designed to
detect and counter this type of |ocally-authorized interception

Semanti ¢ m s-i ssuance

3.1. Non-malicious Wb PKI CA context

In this section, we address the case where the CA has no intent to
i ssue a bogus certificate.

A CA may have mis-issued a certificate as a result of an error or

in the case of a bogus certificate, because it was the victimof a
soci al engineering attack or an attack such as the one that affected
Di gi Not ar

[ https://ww. vasco. conl conpany/ about _vasco/ press_roonf news_ar chive/ 2
011/ news_di gi notar_reports_any security_incident.aspx]. In the case
of an error, the CA should have a record of the erroneous
certificate and be prepared to revoke this certificate once it has
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di scovered and confirned the error. In the event of an attack, a CA
may have no record of a bogus certificate.

3.1.1. Certificate |ogged
3.1.1.1. Benign log

The log (or logs) is benign and thus is presuned to provide
consi stent, accurate responses to requests fromall clients.

If a bogus (pre-)certificate has been submitted to one or nore |ogs
prior to issuance to acquire an enbedded SCT, or post-issuance to
acquire a standal one SCT, detection of this nis-issuance is the
responsibility of a Mnitor.

3.1.1.1.1. Self-nonitoring Subject

If a Subject is tracking the log(s) to which a certificate was
submitted, and is performing self-nonitoring, then it will be able
to detect a bogus (pre-)certificate and request revocation. In this
case, the CA will make use of the log entry (supplied by the

Subj ect) to determ ne the serial nunber of the bogus certificate,
and investigate/revoke it. (See Sections 5.1, 5.2 and 5.3.)

3.1.1.1.2. Benign third party Mnitor

If a benign third party nmonitor is checking the logs to which a
certificate was subnmitted and is protecting the targeted Subject, it
will detect a bogus certificate and will alert the Subject. The
Subject, in turn, will ask the CA to revoke the bogus certificate.
In this case, the CAwill nake use of the log entry (supplied by the
Subj ect) to determine the serial nunber of the bogus certificate,
and revoke it (after investigation). (See Sections 5.1, 5.2 and
5.3.)

3.1.1.2. Msbehaving | og

In this case, the bogus (pre-)certificate has been submtted to one
or nore | ogs, each of which generate an SCT for the submission. A

m sbehaving | og probably will suppress a bogus certificate |og
entry, or it nmay create an entry for the certificate but report it
sel ectively. (A misbehaving log also could create and report entries
for bogus certificates that have not been issued by the indicated CA
(hereafter called "fake"). Unless a Monitor validates the associated
certificate chains up to roots that it trusts, these fake bogus
certificates could cause the Monitors to report non-existent
semantic problens to the Subject who would in turn report themto
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the purported issuing CA. This night cause the CA to do needl ess

i nvestigative work or perhaps incorrectly revoke and re-issue the
Subject’s real certificate. Note that for every certificate
submitted to a log, the log MIST verify a conplete certificate chain
up to one of the roots it accepts. So creating a log entry for a
fake bogus certificate marks the [ og as ni sbehavi ng.

3.1.1.2.1. Self-nmonitoring Subject

If a m sbehaving | og suppresses a bogus certificate log entry, a
Subj ect performing self-nonitoring will not detect the bogus
certificate. CT relies on an Audit nechanismto detect |og

m sbehavi or, as a deterrent. It is anticipated that logs that are
identified as persistently msbehaving will cease to be trusted by
Moni tors, non-malicious CAs, and by browser vendors. This assunption
forns the basis for the perceived deterrent. It is not clear if
mechani snms to detect this sort of |og misbehavior will be viable.

3.1.1.2.2. Benign third party Mnitor

Because a m sbehaving log will suppress a bogus certificate |og
entry (or report such entries inconsistently) a benign third party
Monitor that is protecting the targeted Subject also will not detect
a bogus certificate. In this scenario, CT relies on a distributed
Audi ting nmechani sm[gossip] to detect | og m sbehavior, as a
deterrent. (See Section 5.6 below. ) However, a Monitor (third-party
or self) nust participate in the Audit mechanismin order to become
aware of | og mi sbehavior.

If the misbehaving | og has | ogged the bogus certificate when issuing
the associated SCT, it will try to hide this fromthe Subject (if
self-nmonitoring) or fromthe Monitor protecting the Subject. It does
so by presenting themwith a view of its log entries and STH t hat
does not contain the bogus certificate. To other entities, the |og
presents log entries and an STH that include the bogus certificate.
Thi s di screpancy can be detected if there is an exchange of

i nformati on about the log entries and STH between the entities
receiving the view that excludes the bogus certificate and entities
that receive a view that includes it, i.e., a distributed Audit
mechani sm

If a malicious |og does not create an entry for a bogus certificate
(for which an SCT has been issued), then any Nbonitor/Auditor that
sees the bogus certificate will detect this when it checks with the
log for log entries and STH (see Section 3.1.2.)
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3.1.1.3. Msbehaving third party Monitor

A third party Mnitor that nmisbehaves will not notify the targeted
Subj ect of a bogus certificate. This is true irrespective of whether
the Monitor checks the | ogs or whether the | ogs are benign or

mal i ci ous/ conspi ri ng.

Not e that independent of any nis-issuance on the part of the CA a
m sbehavi ng Monitor could issue false warnings to a Subject that it
protects. These could cause the Subject to report non-existent
semantic problens to the issuing CA and cause the CA to do needl ess
i nvestigative work or perhaps incorrectly revoke and re-issue the
Subj ect’s certificate.

3.1.2. Certificate not |ogged

If the CA does not subnit a pre-certificate to a |log, whether a | og
i s benign or nisbehaving does not matter. The sanme is true if a
Subj ect is issued a certificate without an SCT and does not |og the
certificate itself, to acquire an SCT. Also, since there is no |og
entry in this scenario, there is no difference in outconme between a
beni gn and a m shehaving third party Mnitor. In both cases, no
Monitor (self or third-party) will detect a bogus certificate based
on Monitor functions and there will be no consequent reporting of
the problemto the Subject or by the Subject to the CA based on
exam nation of log entries.

3.1.2.1. Self-nonitoring Subject

A Subject performng self-nmonitoring will be able to detect the lack
of an enbedded SCT in the certificate it received fromthe CA or
the lack of an SCT supplied to the Subject via an out-of-band
channel . A Subject ought to notify the CAif the Subject expected
that its certificate was to be | ogged. (A Subject would expect its
certificate to be logged if there is an agreenent between the

Subj ect and the CA to do so, or because the CA advertises that it
logs all of the certificates that it issues.) If the certificate was
supposed to be | ogged, but was not, the CA can use the certificate
supplied by the Subject to investigate and renedy the problem In
the context of a benign CA, a failure to log the certificate night
be the result of an operations error, or evidence of an attack on

t he CA.

3.1.2.2. CT-enabl ed browser

If a browser rejects certificates without SCTs (see Section 5.4),
CAs may be "encouraged" to log the certificates they issue. This, in
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turn, would rmake it easier for Monitors to detect bogus
certificates. However, the CT architecture does not describe how
such behavi or by browsers can be depl oyed increnmental |y throughout
the Internet. As a result, this attack nodel does not assune that
browsers will reject a certificate that is not acconpani ed by an
SCT. In the CT architecture certificates have to be | ogged to enable
Monitors to detect ms-issuance, and to trigger subsequent
revocation [CTarch]. Thus the effectiveness of CT is diminished in
this context.

3.2. Malicious Wb PKI CA cont ext

In this section, we address the scenario in which the nmis-issuance
is intentional, not due to error. The CAis not the victimbut the
attacker.

3.2.1. Certificate |ogged
3.2.1.1. Benign |log

A bogus (pre-)certificate may be submitted to one or nore benign

| ogs prior to issuance, to acquire an enbedded SCT, or post-issuance
to acquire a standal one SCT. The log (or logs) replies correctly to
requests fromclients.

3.2.1.1.1. Self-nmonitoring Subject

If a Subject is checking the logs to which a certificate was
submitted and is performng self-nonitoring, it will be able to
detect the bogus certificate and will request revocation. The CA nay
refuse to revoke, or may substantially delay revoking, the bogus
certificate. For exanple, the CA could make excuses about inadequate
proof that the certificate is bogus, or argue that it cannot quickly
revoke the certificate because of |egal concerns, etc. In this case,
the CT nmechanisns will have detected m s-issuance, but the

i nformati on | ogged by CT does not help renedy the problem (See
Sections 4 and 6.)

3.2.1.1.2. Benign third party Mnitor

If a benign third party nonitor is checking the logs to which a
certificate was subnmitted and is protecting the targeted Subject, it
will detect the bogus certificate and will alert the Subject. The
Subject will then ask the CA to revoke the bogus certificate. As in
3.2.1.1.1, the CA may or may not revoke the certificate.
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3.2.1.2. Msbehaving | og

A bogus (pre-)certificate may have been submitted to one or nore

| ogs that are mi sbehaving, e.g., conspiring with an attacker. These
|l ogs may or may not issue SCTs, but will hide the log entries from
sone or all Monitors.

3.2.1.2.1. Muitors - third party and self

If log entries are hidden froma Mnitor (third party or self), the
Monitor will not be able to detect issuance of a bogus certificate.

The Audit function of CT is intended to detect |ogs that conspire to
del ay or suppress log entries (potentially selectively), based on
consi stency checking of logs. (See 3.1.1.2.2.) If a Mnitor |earns
of misbehaving | og operation, it alerts the Subjects that it is
protecting, so that they no | onger acquire SCTs fromthat |o0g. The
Moni tor al so avoids relying upon such a log in the future. However
unl ess a distributed Audit nechani sm proves effective in detecting
such m sbehavi or, CT cannot be relied upon to detect this form of

m s-i ssuance. (See Section 5.6 bel ow.)

3.2.1.3. Msbehaving third party Monitor

If the third party Monitor that is "protecting" the targeted Subject
is misbehaving, then it will not notify the targeted Subject of any
m s-i ssuance or of any nmal feasant | og behavior that it detects
irrespective of whether the logs it checks are benign or

mal i ci ous/ conspiring. The CT architecture does not include any
nmeasures to detect m sbehavior by third-party nonitors.

3.2.2. Certificate not |ogged

Because the CAis presuned malicious, it may choose to not subnmit a
(pre-)certificate to a log. This neans there is no SCT for the
certificate.

When a CA does not subnit a certificate to a log, whether a log is
beni gn or ni sbehaving does not matter. Also, since there is no |og
entry, there is no difference in behavior between a benign and a

m sbehaving third-party Monitor. Neither will report a problemto

t he Subj ect.

A bogus certificate would not be delivered to the legitimte

Subj ect. So the Subject, acting as a self-Mnitor, cannot detect the
i ssuance of a bogus certificate in this case.
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3.2.2.1. CT-aware browser

4.

If careful browsers reject certificates without SCTs, CAs may be
"encouraged" to log certificates (see section 5.4.) However, the CT
architecture does not describe how such behavi or by browsers can be
depl oyed increnentally throughout the Internet. As a result, this
attack nodel does not assunme that browsers will reject a certificate
that is not acconpanied by an SCT. Since certificates have to be

| ogged to enabl e detection of ms-issuance by Mnitors, and to
trigger subsequent revocation, the effectiveness of CT is dimnished
in this context.

Syntactic m s-issuance

4.1. Non-malicious Wb PKI CA cont ext

This section anal yzes the scenario in which the CA has no intent to
i ssue a syntactically incorrect certificate. As noted in Section 1,
we refer to a syntactically incorrect certificate as erroneous.

4.1.1. Certificate |ogged

4.1.1.1. Benign | og

If a (pre-)certificate is subnitted to a benign |og, syntactic ms-

i ssuance can (optionally) be detected, and noted. This w Il happen
only if the log perforns syntactic checks in general, and if the |og
is capabl e of perform ng the checks applicable to the subnitted
(pre-)certificate. (A (pre-)certificate SHOULD be | ogged even if it
fails syntactic validation; |ogging takes precedence over detection
of syntactic mis-issuance.) If syntactic validation fails, this can
be noted in an SCT extension returned to the submitter.

If the (pre-)certificate is submtted by the non-malicious issuing
CA, and if the CA has a record of the certificate content, then the
CA SHOULD renedy the syntactic problemand re-subnit the
(pre-)certificate to a log or logs. If this is a pre-certificate
submitted prior to issuance, syntactic checking by a | og hel ps avoid
i ssuance of an erroneous certificate. If the CA does not have a
record of the certificate contents, then presumably it was a bogus
certificate and the CA SHOULD revoke it.

If acertificate is submtted by its Subject, and is deened
erroneous, then the Subject SHOULD contact the issuing CA and
request a new certificate. If the Subject is a legitimte subscriber
of the CA, then the CAwll either have a record of the certificate
content or can obtain a copy of the certificate fromthe Subject.
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The CA will remedy the syntactic problemand either re-subnmit a
corrected (pre-)certificate to a log and send it to the Subject or
the Subject will re-submt it to a log. Here too syntactic checking
by a I og enabl es a Subject to be inforned that its certificate is
erroneous and thus may hasten issuance of a replacenent certificate.

If acertificate is submtted by a third party, that party m ght
contact the Subject or the issuing CA but because the party is not
the Subject of the certificate it is not clear how the CA will
respond.

Thi s anal ysis suggests that syntactic nis-issuance of a certificate
can be avoided by a CAif it makes use of logs that are capabl e of
perform ng these checks for the types of certificates that are
submitted, and if the CA acts on the feedback it receives. If a CA
uses a |log that does not perform such checks, or if the CA requests
checking relative to criteria not supported by the |og, then
syntactic ms-issuance will not be detected or avoided by this
mechanism Sinilarly, syntactic nis-issuance can be renedied if a
Subj ect submits a certificate to a log that performs syntactic
checks, and if the Subject asks the issuing CA to fix problens
detected by the log. (The issuer is presuned to be willing to re-
issue the certificate, correcting any problens, because the issuing
CA is not malicious.)

4.1.1.2. Msbehaving log or third party Mnitor

A log or Monitor that is conspiring with the attacker or is

i ndependently malicious, will either not perform syntactic checks,
even though it clains to do so, or sinply not report errors. The |og
entry and the SCT for an erroneous certificate will assert that the
certificate syntax was verified

As with detection of semantic ms-issuance, a distributed Audit
mechani smcould, in principle, detect m sbehavior by |ogs or
Monitors with respect to syntactic checking. For exanple, if for a
given certificate, some logs (or Mnitors) are reporting syntactic
errors and sonme that claimto do syntactic checking, are not
reporting these errors, this is indicative of m sbehavior by these
| ogs and/or Mbnitors.

Note that a malicious log (or Monitor) could report syntactic errors
for a syntactically valid certificate. This could result in
reporting of non-existent syntactic problenms to the issuing CA

whi ch might cause the CA to do needl ess investigative work or
perhaps incorrectly revoke and re-issue the Subject’s certificate.
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4.1.1.3. Self-nonitoring Subject and Benign third party Monitor

If a Subject or benign third party Monitor performs syntactic
checks, it will detect the erroneous certificate and the issuing CA
will be notified (by the Subject). If the Subject is a legitinmate
subscri ber of the CA then the CAwill either have a record of the
certificate content or can obtain a copy of the certificate fromthe
Subj ect. The CA SHOULD revoke the erroneous certificate (after

i nvestigation) and remedy the syntactic problem The CA SHOULD
either re-subnit the corrected (pre-)certificate to one or nore |ogs
and then send the result to the Subject, or send the corrected
certificate to the Subject, who will re-subnit it to one or nore

| ogs.

4.1.1.4. CT-enabl ed browser

If a browser rejects an erroneous certificate and notifies the

Subj ect and/or the issuing CA then syntactic ms-issuance will be
detected (see Section 5.) Unfortunately, experience suggests that
many browsers do not performthorough syntactic checks on
certificates, and so it seens unlikely that browsers will be a
reliable way to detect erroneous certificates. Mreover, a protoco
used by a browser to notify a Subject and/or CA of an erroneous
certificate represents a DoS potential, and thus may not be
appropriate. Additionally, if a browser directly contacts a CA when
an erroneous certificate is detected, this is a potential privacy
violation, i.e., the CAlearns that the browser user is visiting the
web site in question. These observations argue for syntactic
checking to be perforned by other elenments of the CT system e.g.

| ogs and/or Mbnitors.

4.1.2. Certificate not |ogged

If a CA does not subnmit a certificate to a log, there can be no
syntactic checking by the I og. Detection of syntactic errors will
depend on a Subject perfornming the requisite checks when it receives
its certificate froma CA. A Mnitor that performs syntactic checks
on behal f of a Subject also could detect such problenms, but the CT
architecture does not require Munitors to perform such checks.

4.2. Malicious Wb PKI CA cont ext
Thi s section anal yzes the scenario in which the CA's issuance of a

syntactically incorrect certificate is intentional, not due to
error. The CAis not the victimbut the attacker.
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4.2.1. Certificate | ogged
4.2.1.1. Benign | og

Because the CAis presuned to be malicious, the CA nay cause the | og
to not perform checks, in one of several ways. (See [ DOWAL] and
[ EXTVAL] for nore details on validation checks and CCl Ds).

1. The CA may assert that the certificate is being issued wo
regard to any guidelines (the "no guidelines" reserved CC D).

2. The CA may assert a CCID that has not been registered, and
thus no log will be able to perform a check

3. The CA may check to see which CCIDs a log declares it can
check, and chose a registered CCID that is not checked by the | og
i n question.

4. The CA may submit a (pre-) certificate to a log that is known
to not performany syntactic checks, and thus avoid syntactic
checki ng.

4.2.1.2. Mshehaving log or third party Mnitor

A nisbehaving log or third party Mnitor will either not perform
syntactic checks or not report any problenms that it discovers. (See
4.1.1.2 for further problens). Al so, as noted above, the CT
architecture includes no explicit provisions for detecting a

m sbehaving third-party Monitor

4.2.1.3. Self-nonitoring Subject and Benign third party Monitor

Irrespective of whether syntactic checks are performed by a log, a
mal i cious CA will acquire an enbedded SCT, or post-issuance wll
acquire a standal one SCT. |f Subjects or Monitors performsyntactic
checks that detect the syntactic ms-issuance and report the problem
to the CA, a malicious CA may do nothing or rmay delay the action(s)
needed to renedy the probl em

4.2.1.4. CT-enabl ed browser

As noted above (4.1.1.4), many browsers fail to performthorough
syntax checks on certificates. Such browsers would benefit from
havi ng such checks perforned by a log and reported in the SCT.
(Remenber, in this scenario, the log is benign.) However, if a
browser does not discrininate against certificates that do not
contain SCTs (or that are not acconpanied by an SCT in the TLS
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handshake), only mnimal benefits might accrue to the browser from
syntax checks perform by | ogs or Monitors.

If a browser accepts certificates that do not appear to have been
syntactically checked by a log (as indicated by the SCT), a
mal i ci ous CA need not worry about failing a | og-based check
Simlarly, if there is no requirement for a browser to reject a
certificate that was | ogged by an operator that does not perform
syntactic checks, the fourth attack noted in 4.2.1.1 will succeed as
well. If a browser were configured to know which versions of
certificate types are applicable to its use of a certificate, the
second and third attack strategi es noted above could be thwarted.

4.2.2. Certificate is not |ogged

5.

Since certificates are not logged in this scenario, a Mnitor
(third-party or self) cannot detect the issuance of an erroneous
certificate. Thus there is no difference between a benign or a

mal i ci ous/ conspiring log or a benign or conspiring/ malicious
Monitor. (A Subject MAY detect a syntax error by exam ning the
certificate returned to it by the Issuer.) However, even if errors
are detected and reported to the CA, a nmlicious/conspiring CA nmay
do nothing to fix the problemor nmay delay action

| ssues Applicable to Sections 3 and 4

5.1. How does a Subject know which Mnitor(s) to use?

If a CA submts a bogus certificate to one or nore | ogs, but these

| ogs are not tracked by a Monitor that is protecting the targeted
Subject, CT will not renedy this type of m s-issuance attack. |If
third-party Monitors advertise which | ogs they track, Subjects may
be able to use this information to sel ect an appropriate Mnitor (or
set thereof). Also, it is not clear whether every third-party

Moni tor MUST offer to track every Subject that requests protection
If a Subject acts as its own Mnitor, this problemis solved for

t hat Subj ect.

5.2. How does a Mbonitor discover new | ogs?

It is not clear how a (self-)Mnitor becones aware of all (rel evant)
l ogs, including newy created | ogs. The neans by which Mnitors
becone aware of new | ogs MJUST accommopdat e sel f-nonitoring by a
potentially very |l arge nunber of web site operators. If there are
many logs, it may not be feasible for a (self-) Mnitor to track al
of them or to determ ne what set of |ogs suffice to ensure an
adequat e | evel of coverage
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5.3. CA response to report of a bogus or erroneous certificate

A CA being presented with evidence of a bogus or erroneous
certificate, in the formof a log entry and/or SCT, will need to
examine its records to determne if it has know edge of the
certificate in question. It also will likely require the targeted
Subj ect to provide assurances that it is the authorized entity
representing the Subject name (subjectAltnane) in question. Thus a
Subj ect shoul d not expect imedi ate revocation of a contested
certificate. The tinme frame in which a CAwill respond to a
revocation request usually is described in the CPS for the CA. Oher
certificate fields and extensions nmay be of interest for forensic
pur poses, but are not required to effect revocation nor to verify
that the certificate to be revoked is bogus or erroneous, based on
applicable criteria. The SCT and | og entry, because each contains a
timestanp froma third party, is probably valuable for forensic

pur poses (assuming a non-conspiring | og operator).

5.4. Browser behavi or

If a browser is to reject a certificate that |acks an enbedded SCT,
or is not acconpani ed by an SCT transported via the TLS handshake,
this behavior needs to be defined in a way that is conpatible with
i ncrenmental deploynent. Issuing a warning to a (human) user is
probably insufficient, based on experience wi th warnings displayed
for expired certificates, lack of certificate revocation status
information, and simlar errors that violate RFC 5280 path
validation rules [RFC5280]. Unless a nechanismis defined that
acconmodat es i ncrenental deploynment of this capability, attackers
probably will avoid subnitting bogus certificates to (benign) |ogs
as a neans of evadi ng detection.

5.5. Renediation for a malicious CA

A targeted Subject night ask the parent of a nalicious CA to revoke
the certificate of the non-cooperative CA However, a request of
this sort may be rejected, e.g., because of the potential for
significant collateral damage. A browser mght be configured to
reject all certificates issued by the malicious CA e.g., using a
bad- CA-list distributed by a browser vendor. However, if the
mal i ci ous CA has a sufficient nunber of legitimate clients, treating
all of their certificates as bogus or erroneous still represents
serious collateral damage. If this specification were to require
that a browser can be configured to reject a specific, bogus or
erroneous certificate identified by a Monitor, then the bogus or
erroneous certificate could be rejected in that fashion. This
renedi ati on strategy calls for comruni cati on between Mnitors and
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browsers, or between Mnitors and browser vendors. Such

communi cati on has not been specified, i.e., there are no standard
ways to configure a browser to reject individual bogus or erroneous
certificates based on information provided by an external entity
such as a Mnitor. Mreover, the same or another nmalicious CA could
i ssue new bogus or erroneous certificates for the targeted Subject,
whi ch woul d have to be detected and rejected in this (as yet
unspeci fi ed) fashion. Thus, for now, CT does not seemto provide a
way to remedy this formof attack, even though it provides a basis
for detecting such attacks.

5.6. Auditing - detecting nisbehaving | ogs

The conbi nati on of a malicious CA and one or nore conspiring |ogs
motivates the definition of an audit function, to detect conspiring
logs. If a Monitor protecting a Subject does not see bogus
certificates, it cannot alert the Subject. If one or nore SCTs are
present in a certificate, or passed via the TLS handshake, a browser
has no way to know that the | ogged certificate is not visible to
Monitors. Only if Monitors and browsers reject certificates that
contain SCTs from conspiring |logs (based on information from an
auditor) will CT be able to detect and deter use of such |ogs. Thus
the nmeans by which a Mnitor perfornmng an audit function detects
such logs, and infornms browsers nust be specified for CT to be
effective in the context of nisbehaving | ogs.

Absent a wel | -defined mechanismthat enables Mnitors to verify that
data fromlogs are reported in a consistent fashion, CT cannot claim
to provide protection against logs that are nalicious or nay
conspire with, or are victins of, attackers effecting certificate

m s-i ssuance. The mechani sm needs to protect the privacy of users
with respect to which web sites they visit. It needs to scale to
acconmodate a potentially |arge nunber of self-nonitoring Subjects
and a vast nunber of browsers, if browsers are part of the
mechani sm Even when an Audit mechanismis defined, it will be
necessary to describe how the CT systemw |l deal with a nisbehaving
or conpromi sed | og. For exanple, will there be a mechanismto alert
all browsers to reject SCTs issued by such a | og? Absent a
description of a renediation strategy to deal w th nisbehaving or
conmprom sed | ogs, CT cannot ensure detection of nis-issuance in a

wi de range of scenari os.

Monitors play a critical role in detecting semantic certificate ms-
i ssuance, for Subjects that have requested nonitoring of their
certificates. A nmonitor (including a Subject performng self-

nmoni toring) exam nes logs for certificates associated with one or
nmore Subjects that are being "protected". A third-party Mnitor nust
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obtain a list of valid certificates for the Subject being nonitored,
in a secure manner, to use as a reference. It also nust be able to
identify and track a potentially |arge nunber of |ogs on behal f of
its Subjects. This may be a daunting task for Subjects that elect to
perform sel f-noni toring.

Note: A Monitor nmust not rely on a CA or RA database for its
reference information or use certificate discovery protocols; this
i nformati on nust be acquired by the Mnitor based on reference
certificates provided by a Subject. If a Monitor were to rely on a
CA or RA database (for the CA that issued a targeted certificate),
the Monitor woul d not detect mis-issuance due to nal feasance on the
part of that CA or the RA, or due to conpromi se of the CA or the
RA. If a CA or RA database is used, it would support detection of
m s-i ssuance by an unaut horized CA. A Mnitor nust not rely on
certificate discovery nechanisns to build the list of valid
certificates since such nechanisns mght result in bogus or
erroneous certificates being added to the list.

As noted above, Mnitors represent another target for adversaries
who wish to effect certificate ms-issuance. If a Mnitor is
conprom sed by, or conspires with, an attacker, it will fail to
alert a Subject to a bogus or erroneous certificate targeting that
Subj ect, as noted above. It is suggested that a Subject request
certificate nmonitoring fromnultiple sources to guard agai nst such
failures. Operation of a Monitor by a Subject, on its own behal f,
avoi ds dependence on third party Mnitors. However, the burden of
Moni tor operation may be viewed as too great for many web sites, and
thus this node of operation ought not be assuned to be universa
when eval uating protection agai nst Monitor conprom se.

6. Security Considerations

An attack and threat nodel is, by definition, a security-centric
docunent. Unlike a protocol description, a threat nodel does not
create security problens nor does it purport to address security
probl enms. This nobdel postulates a set of threats (i.e., notivated
capabl e adversaries) and exam nes cl asses of attacks that these
threats are capable of effecting, based on the notivations ascribed
to the threats. It then analyses the ways in which the CT
architecture addresses these attacks.

7. | ANA Consi derati ons

None.
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