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Closed since last 
IETF meeting



We did some stuff!



We deleted some stuff!



We improved account management!

POST /reg/asdf HTTP/1.1
{ “resource”: “reg”, “delete”: true }
/* signed as JWS */ 



We fixed a security issue!



We added more metadata!

GET /acme/directory HTTP/1.1
200 OK
{"meta": {"terms": "https://example.com/acme/terms", …}, …}

Link: <https://example.com/acme/sct/asdf>;rel="ct-sct"



Open issues



Miscellaneous



Challenges



OLD: { "resource": "new-authz", ... }
NEW: { "url": "https://example.com/acme/new-authz", ... }

OLD: Sign(K_old_priv, Sign(K_new_priv, Fingerprint(K_old_pub)))
NEW: Sign(K_new_priv, Sign(K_old_priv, Fingerprint(K_new_pub)))

NEW: Sign(K_new_priv, MAC(K_recovery_priv, Fingerprint(K_new_pub)))

Karthik’s Analysis



Wildcards



Preconditions?



ACME for pre-ACME CAs

https://mailarchive.ietf.org/arch/msg/acme/aP-7f7H6_4pqjDE4Dm4hXhH397c


The Original Proposal
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Deaggregating



Where do we go 
from here?



Rough Proposal


