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• One-Time 
Signatures

• Merkle

• Signatures

• Hierarchical

• Signatures
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• 1 Signature

• ~2KB

• 1,048,576 
Signatures

• ~4.5KB

• 1024 Signatures

• ~2.5KB



Private key state management
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State management issues

• Synchronization delay

• Synchronization failure

– Implementation problem

• Nonvolatile cloning

– System backup 

• Volatile cloning

– VM cloning
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Performance

Security; testable

Security; not testable

Security; not testable
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Performance

Security; testable

Security; not testable
Also breaks:

Entropy pools and PRNGs
Deterministic IVs and Nonces

Encryption counters
Digital signature seeds

One Time Passwords (OTP)
TCP sequence numbers



Scheme = (Key Generation, Signing, Verifying)
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Scheme = (Key Generation, Reservation, Signing, 
Verifying)
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{

reserve next R OTS keys Kj, Kj+1, … , Kj+R

while j < R {

   sign message Mj with Kj and increment i

}

}

Signing with State Reservation
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Hierarchical signatures and state reservation
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Hierarchical signatures and state reservation
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• Synchronization delay

• Synchronization failure

• Unintended cloning

– Nonvolatile 

– Volatile

Nonvolatile

Volatile
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– No synchronization or cloning issues!

• SPHINCS

– ~ 45 KB signatures

– Significantly slower signing times

Stateless HBS
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Hybrid stateful/stateless signatures
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• Synchronization delay

• Synchronization failure

• Unintended cloning

– Nonvolatile 

– Volatile
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