Authentication
and (D)TLS Profiles
for DNS-over-TLS
and DNS-over-DTLS
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Recap

 DNS-over-TLS is now approved as RFC
* DNS-over-DLITS is at version -06
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Recap

 |[ETF 94: WG agreed to create a ‘combined’
document for other authentication mechanism

e Authentication removed from DNS-over-DTLS
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What Is in the draft?

* SCope s
e Both DNS-over-TLS and DNS-over-DTLS

e Authentication of Recursive DNS Server by client




Terminology

 “Usage Profiles”

 Describe security properties, without
reference to a specific authentication
mechanism
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Usage Protile: No Privacy

* Usage Profiles
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Usage Profile: Opportunistic

 Usage Profiles
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Detecting attacks




Usage Profile: Strict

* Usage Profiles:

e Strict ~ Authenticate or dic ==
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Super Strict?

 Usage Profiles
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Relaxed?

 Usage Profiles

e Strict 4
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Auth mechanisms

Trusted Relationship




Auth mechanisms




Auth mechanisms




Auth mechanisms
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DHCP

* [0 securely auto configure |IP address and
domain name would require a new options

e and secure, trusted connection to DHCP
Selvcla
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(D)TLS protile

« BCP 195

e Session resumption
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Implementation Status

e Client: getdns
e Strict and Opportunistic
o SPKI pinset
e Hostname validation of cert

k) ~ '
iR A b @i Lt P P » ' & u A }) \ G Q " ﬂe S s g oy el e e ol e S R | ol | o
v 4 R b R A y Moas = P P i . = B | i " 3 [ O St - g A . e X 1 9 e ¥
4 = . ) el W ':.,.*n.‘ o Ay~ o N ;-,-~~,.... L ratii== L b O *-(’1'0':7"/"",‘-"'. ! '»"r"‘.(::.' = 7 -‘ ce “.--.-.~ .*_' S T l.: .-"f\t - l.," .,|.'_"‘ 1.- !‘-4"1 v '."‘"f"-‘.. FAge .« e ' B ._y"\"'.'_, Y
-~ ) » . i ¢ % L 2 : J B # - — 1 . a




~eedback and
review please!
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