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OUTLINE 

•  LP-WAN Characteristics 

•  LP-WAN at IETF 

• GAPs in the actual IETF protocols 
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LP-WAN TECHNOLOGIES 
Constrained and 

challenged network 
(as defined RFC 

7228) 
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Property industrial 
deployments, 
huge potential 

Complex Device 
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Acknowledgement 
management 



LP-WAN FAMILY CHARACTERISTICS 
•  Very small frame payload (15 – 100 bytes) 

•  Limit number of frames per day (10) 

•  Low bandwidth offering throughput between 50 bit/s to 250kbit/s 

•  High packet loss (caused by collisions or bad transmission conditions) 

• MTU variable (changing with modulation) 

•  Highly asymmetric (up/down) links or unidirectional links only 

•  Thousand of nodes per gateway 

•  Sleepy nodes (not as DTN) 

•  No Fragmentation in L2 (not all) 

• Mobility (not as mobile IP) and not all devices  

•  Star Topology 



LP-WAN AT IETF 

•  IP communication 
•  Preserve End to End communication 
•  Independence from L2 
•  Use or adapt actual protocols 
•  Use existing addressing spaces and naming schemes 

•  Strong Security 
•  Adapted to the LP-WAN applications as: health, personal usages (water, gas, bus timing, etc.)  

•  Scalability 

•  High Reliability 

•  Interoperability 

•  Header Compression to reduce overhead 



 

•  The overhead of IPv6 is not compatible with LP-WAN 

•  The variable MTU gives a variable fragmentation solution 

• Need to adapt NDP (Neighbor Discovery) to LP-WAN 

• draft-gomez-lpwan-ipv6-analysis-00  
 

IPv6 => LP-WAN 



6LoWPAN, 6Lo => LP-WAN 

• 6LoWPAN reduces header overhead for reliable L2 protocols 

• 6LoWPAN traditionally used for constrained node networks 
•  The LP-WAN technologies are even more constrained than typical 6LoWPAN 

• Challenge for 6LoWPAN mechanisms is that LP-WAN does not send ACK at L2  

• 6Lo adapts 6LoWPAN for constrained devices 
•  In LP-WAN the network is also constrained 

•  In LP-WAN devices are challenged 

• ROHC header compression reduces overhead (NB-IoT adopted) 



6TISCH => LP-WAN 

• Similar but different 

• 6tisch use synchronization to performs determinism 

• 6tisch infrastructure is MESH 
•  LP-WAN does not have a slotted channel 



ROUTING => LP-WAN 

•  LPWAN topology is a STAR  
•  Not need routing for the moment 

•  Future topologies could need an adaptation of a routing protocol 



CORE => LP-WAN 

• Adapt CORE solution to: 
•  Duty cycle  

•  Limited throughput 

•  To use CoAP  



MOBILITY => LP-WAN 

• Different mobility from MOBILE IP 
•  Not real-time communications 

•  Not high frequency 
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LP-WAN AT IETF  

•  Variable MTU 
•  Depends on encoding  

•  Fragmentation 

•  Acknowledgements Management 

•  Sleepy nodes (not as DTN) 

•  Functioning Mode 
•  Authentication through the application and not through network 

•  Structure 
•  Service made by sessions 

•  Network Management 

•  Reduce Number of packet per day, Small size of packets 



Analysis of IPv6 over LPWAN:  
design space and challenges 
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Mo;va;on
• ConnecIng	LPWAN	to	the	Internet	
•  Use	of	IPv6	over	LPWAN		

•  6Lo(WPAN)	tradiIonally	used	for	constrained	node	
networks	
• However,	some	LPWAN	technologies/setups	even	
more	constrained	than	typical	6Lo(WPAN)	ones:	
•  Lack	of	L2	fragmentaIon	support	
•  Maximum	payload	size	one	order	of	magnitude	less		
•  Bit	rate	several	orders	of	magnitude	less	
•  Further	limited	message	rate	

•  E.g.	due	to	regulatory	constraints	on	the	duty	cycle	

• Challenge	for	6Lo(WPAN)	mechanisms	
18	



Goals of this document

• Analysis	of	IPv6	over	LPWAN	
•  Analyze	the	applicability	of	exisIng	6Lo(WPAN)	funcIonality	
•  IdenIfy	possible	challenges	

• Guideline	for	future	IPv6	over	foo	(LPWAN)	technologies	
•  Design	space	dimensions,	aspects	to	consider,	and	recommendaIons	
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Protocol stack
•  (If	several	opIons	are	possible)	Which	lower	layer	
should	interface	with	the	adaptaIon	layer?	
•  Ability	of	enabling	a	link	
•  FragmentaIon	support	

•  Not	necessarily	becer	at	the	layer	two	
•  MulIplexing	upper	layer	protocols	
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Network topology and subnet model
•  LPWAN	typically	follow	the	star	topology	
• MulI-link	subnet	model	
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Address autoconfigura;on
•  IIDs	tradiIonally	derived	from	layer	two	address	in	
6Lo(WPAN)…	
• Privacy	concerns	
•  LPWAN	devices	should	not	embed	their	link	layer	address	
in	the	IID	by	default	
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Fragmenta;on
• Needed	to	saIsfy	the	IPv6	MTU	requirement	
•  If	LPWAN	technology	supports	fragmentaIon	
•  Analysis	needed:	fragmentaIon	may	be	performed	at	L2	or	at	
the	adaptaIon	layer	

• Otherwise,	fragmentaIon	at	the	adaptaIon	layer	
•  6Lo(WPAN)	fragmentaIon	header	
•  High	overhead	for	LPWAN	
•  Only	supports	maximum	L2	payload	size	≥	13	bytes	

• OpImized	approach	
•  E.g.	drai-gomez-lpwan-fragmentaIon-header	
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Neighbor Discovery (ND) (I/III)

• RFC	6775	defined	opImized	ND	for	6LoWPAN	
•  Host-iniIated	interacIons	
•  MulIcast-based	host	address	resoluIon	replaced	by	address	registraIon	
mechanism	
•  MulIhop	extensions	(prefix	disseminaIon,	DAD)	

•  Not	needed	in	star	topology	networks	
•  OpIonal	support	for	header	compression	

•  Suitable	for	LPWAN	?	

24	



Neighbor Discovery (ND) (II/III)

• OK	for	some	not	so	challenged	LPWAN	setups	
•  Maximum	payload	size	above	≥	60	bytes	
•  Duty-cycle-free	or	equivalent	operaIon	

• High	overhead	for	more	challenged	LPWAN	setups	
•  Maximum	payload	size	~	10	bytes	
•  Message	rate	~	0.1	message/minute	
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Neighbor Discovery (ND) (III/III)

•  Behavior	is	tunable	
•  Default	Router	LifeIme	(RS/RA)		

•  Max:	18	hours	
•  Valid	LifeIme	in	PIOs	(RS/RA)		

•  Max:	infinity	
•  Valid	LifeIme	in	6CO	(RS/RA)	

•  Max:	45	days		
•  Address	RegistraIon	LifeIme	(NS/NA)	

•  Max:	45	days	

• More	challenged	LPWAN	setups	may	need	further	funcIonality/
opImizaIon	beyond	RFCC	6775	
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Header Compression (HC)
•  RFC	6282	defines	6LoWPAN	HC	

•  Stateless	and	stateful	
•  2-byte	base	encoding	
•  1-byte	encoding	for	context-based	HC	

•  16	contexts	may	be	defined	
•  Context	may	be	disseminated	by	using	6CO	in	RAs	
•  Each	6CO	adds	16-24	bytes	

•  Minimum	compressed	header	with	fully	compressed	global	
addresses:	3	bytes	
•  Limited	to	16	global	addresses	

•  Minimum	compressed	header	with	compressed	prefix	of	only	
source	or	only	desInaIon:	11	bytes	

•  Minimum	compressed	header	with	compressed	prefix	of	both	
source	and	desInaIon:	19	bytes	

• More	challenged	LPWAN	setups	may	need	further	
funcIonality/opImizaIon	beyond	RFCC	6775	
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