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The Real Problem

- We don’t know how to manage larger
numbers of types of devices

- We don’t even know how to count how
many types of devices there are
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When this matters

Static environments Dynamic systems
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The Network Needs Two Pieces of
Information

 What the device
1S

- How the network
should protect it
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We have some constraints

-« Devices have very few resources to devote to security.

- The larger the footprint on the endpoint, the larger the threat
surface (more code = more bugs)

» Strong security will not be possible in some instances.
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How Should the Network Protect the

Device?

Assumptions

Assertions

A thing has an IP stack and a use or a
single number of uses.

With many types of things, it will not
be possible for security vendors to
profile them all.

Even those Things that can protect
themselves today may not be able to
do so in the future

Network administrators are the
ultimate arbiters of how their
networks will be used

Because a Thing has a single or a
small number of intended uses, it all
other uses must be unintended

Any intended use can be clearly
identified by the manufacturer

All other uses can be warned against
in a statement by the manufacturer

Manufacturers are in a generally
good position to make the
distinction

Drug Facts
Active Ingredient (in each tablet) Purpose
ASPIin 81 MQ.....oiicecce. PaIn reliever

Ises
'{cr the temporary relief of minor aches and pains or as
recommended by your doctor. Because of its delayed release
action, this product will not provide fast relief of headaches or
other symptoms needing immediate relief.

Do not use -if you have ever had an allergic reaction to any
other pain relievers/ fever reducers.

Warnings
Reyes syndrome: Children and teenagers who have or are recovering
from chicken pox or flu-like symptoms should not use this product.
When using this product, if changes in behavior with nausea and
vomiting occur, consult a doctor because these symptoms could
be an early sign of Reye's syndrome. a rare but serious illness.
Ask a doctor before use if you have -stomach problems (such as
heartbum, upset stomach, or stomach pain) that last or come back
bleeding problems -ulcers -asthma
Ask a doctor or pharmacist before use if .you are taking a

i drug for -diabetes -gout -arthritis

Allergy alert: Aspirin may cause a severe allergic reaction which

may include: -facial swe\ling asthma (wheezing) -shock -hives
Alcohol warning If you consume 3 or more alcoholic drinks every

day. Ask your doctor whether you should take aspirin or other pain
relievers/fever reducers. Aspirin may cause stomach bleeding.

Stop use and ask doctor if an allergic reaction occurs. Seek medical
help right away. -Pain gets worse or lasts more than 10 days
-redness or swelling is present -new symptoms occur
the ears or loss of hearing occurs

~

If pregnant or breast-feeding ask a health professional -

It is espcially important not to use aspirin during thz = -
of pregnancy unless definitely directed to do so.
because it may cause problems in the unbom
complications during delivery.

Keep out of the reach of children. In case of (%

help or contact a Poison Control Center imme §

Directions ’.
<drink a full glass of water with each dose. -AGS
12 years of age and over: take 4 to 8 tablets
exceed 48 tablets in 24 hours unless directed
-Children under 12 years: consult a doctor

Other Information -store at room temperature

Inactive Ingredients collodial silicon dioxide
sodium, FD&C Yellow #10 al lake, FD&C Yel #ey

methacrylic and copolymer, microcrystalline &
acid, talc, titanium dioxide, triethyl citrate




Translating intent into config

Any intended use can be clearly identified All other uses can be warned against
by the manufacturer In a statement by the manufacturer

O O,

access-list 10 permit host

access-list 10 deny any an
controller.mfg.example.com o ey =y



How to locate the policy? A URI

https://mud.mfg.example.com/.well-known/mud/CAS11LCDL/version2.12

“Manufacturer” Model Version

D OO



Expressing Manufacturer Usage
Descriptions

Router or firewall queries

connected.example.com

for policy associated
with that URI

https://fexample.com/.well-
known/mud/...

QW’W% o gy~

Access MUD

Device Switch Controller MUD File
Server

__>"
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Makes use of YANG-based XML

<?xml version = '1.0' encoding = 'UTF-8'? >
<edit-config
xmins="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:inet="urn:ietf:params:xml:ns:yang:ietf-inet-types"
xmlins:mud="urn:ietf:params:xml:ns:yang:cisco-manpolicy"
xmlns:acl="urn:ietf:params:xml:ns:yang:ietf-acl">
<mud:supportinformation>
<mud:lastUpdate>2015-05-12T20:00:50Z</mud:lastUpdate>
<mud:cacheValidity>1440</mud:cacheValidity>
</mud:supportinformation>
<config>
<top>
<acl:access-list>
<acl:access-list-entries>
<acl:access-list-entry>
<acl:rule-name>access-thermostat-controller</acl:rule-name>
<acl:matches>
<inet:hostname>controller.example.com</inet:hostname>
</acl:matches>
<acl:actions>
<acl:permit/>
</acl:actions>
</acl:access-list-entry>
<acl:access-list-entry>

<acl:rule-name>let-me-talk-to-other-thermostats</acl:rule-name>
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<acl:matches>
<mud:sameManufacturer/>
</acl:matches>
<acl:actions>
<acl:permit/>
</acl:actions>
</acl:access-list-entry>
<acl:access-list-entry>
<acl:rule-name>deny-other</acl:rule-name>
<acl:actions>
<acl:deny/>
</acl:actions>
</acl:access-list-entry>

</acl:access-list-entries>
</acl:access-list>

</top>
</config>

</edit-config>

MUD

Only the text in red would have to change
with the proposed standardization
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Expressing Manufacturer Usage
Descriptions

Site returns abstracted
XML (based on
YANG)

to device or firewall

More precise

config
is instantiated

https://fexample.com/.well-

known/mud/...

4 Y - - - dik?
— =
=

Access MUD Allow access to just
Device Switch Controller controller.connected.example.com MUD File

Server
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So what do we need to do this?

A way to communicate identifiers |IEEE 802.1AR & IEEE 802.1X, DHCP, LLDP

A way to express network configuration YANG

A way to retrieve the policy HTTP/TLS

An access-list model draft-ietf-netmod-acl-model

A URI to point at the policy draft-lear-ietf-netmod-mud

Use of DNS Names in ACLs draft-lear-ietf-acl-dnsname-00

A new PKIX constraint for the URI draft-lear-ietf-pkix-mud-extension-00
A DHCP option for the URI (2" best) draft-lear-ietf-dhc-mud-option-01

An LLDP TLV (later)



X.509 Constraint or DHCP option?

- |IEEE 802.1AR has stronger security properties
« DHCP is the 2" choice to deliver the MUD URI

« DHCP is still useful - assertion is from the device for its
protection.

« No code impact for systems already implementing 802.1AR

 Very easy to implement and deploy for any system already
implementing DHCP
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Some comments

« New use of YANG model
« Not tied to NETCONF
MUD files need to be signed
Extensibility is a little tricky (no capabilities exchange)

Perhaps some challenges around input versus output policies

Only covers access — not QoS (yet)

« Manufacturers have an operational role in this model
(but this only mirrors a need for them to support their

-products) ;



What is needed...

» Feedback!

- Would like more eyes on the draft and
the concept

- What to do with this draft?
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