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Relevant Drafts

» draft-jones-perc-private-media-framework
e draft-jennings-perc-double
» draft-jennings-perc-srtp-ekt-diet

» draft-jones-perc-dtls-tunnel



“Outer” (HBH) Keys and
“Inner” (E2E) Keys (multiple MDDs)
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DTLS for Key Management

Participant A

Tunnel does three things:

1. Tunnels DTLS between
participants and KMF

2. Sends MDD supported
suites to KMF

3. Sends HBH key info from
KMF to MDD
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Hop-by-Hop Keys
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Shared Encryption Context (EKT)
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E2E Keys
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All The Keys!
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Example Deployment:
Enterprise Cloud Services
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Example Deployment:
Public Internet Service
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Participant A Participant B

Session Setup (1/2)
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KMF

5. ClientHello (use_srtp,ekt)

1. ClientHello

2. ServerHello,Cert
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_ 11. Tunnel(Finished)+

Includes HBH keys in Key Info field

Cey Info

Now has both HBH and E2E keys

_ 14. ekt_key

Stores HBH keys for communication with Participant A

_ 13. Tunnel(ekt_key)

15. ekt_key_ack
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Participant A

Participant B
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Session Setup (2/2)

4. ServerHello,Cert

1. ClientHello (use_srtp,ekt)

2. Tunnel(ClientHello)
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7. Tunnel(Finished)+Kg

Includes HBH keys in Key Info field
2y Info

_ 10. ekt_key

Now has both HBH and E2E keys

Stores HBH keys for communication with Participant B

9. Tunnel(ekt_key)

11. ekt_key_ack
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13. SRTP(E2E key for A
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decrypts HBH, reencrypts HBH

14 SRTP(E2E key for A)+EKT

| Uses EKT key to extract A's E2E key from packe
15. SRTP(E2E key for B)+EKT

decrypts HBH, reencrypts HBH

_ 16. SRTP(E2E key for H

Uses EKT key to extract B's E2E key from packet
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Participant A

Participant B

Participant C

MDD

KMF

New User Joins

7. ekt _key

3. ekt_key

2. Tunnel(ekt_key)

4. ekt_key_ack
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5. Tunnel(ekt_key_ack)+Profiles

6. Tunnel(ekt_key)

8. ekt_key_ack

Changes E2E SRTP key

_ 11. ekt_key
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9. Tunnel(ekt_key_ack)+Profiles

_10. Tunnel(ekt_key)

12. ekt_key_ack

_ 15. SRTP(E2E key for ¢

C)+EKT

Changes E2E SRTP key
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14. SRTP(E2E key for O)+EKT

13. Tunnel(ekt_key_adk)+Profiles

decrypts HBH, reencrypts HBH

Uses EKT key to extract C's E2E key from packe

t
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_ 16. SRTP(E2E key for

Uses EKT key to extract C's E2E key from packet
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