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What changed in protocol?

Nothing!

tcpcrypt is finally stabilizing...



tcpcrypt timeline

2010 | 2014 2015 2015 2015
original tcpcrypt | tcpinc IETF-90 tcpmc IETF-92 tcplnc IETF-93 tcplnc IETF-94

........................................................................................................................................................................................................................................................

Built-in handshake
iNn SYN, SYN- ACK

........................................................................................................................................................................................................................................................

Stream based
Packet based | Packet based (TLV)
Header protection e header
protection
RSA ECDHE
AES, RC4 AES

STUN like check

to disable on fail TCPINC-BCP



Most feedback is on exposition
of draft—not protocol changes

e Separate out the “spec” from the “why” in draft.

 Harmonize terminology with TLS 1.3 spec (e.qg.,
“‘ephemeral secret” instead of “pseudo-random” key).

* Question: separate negotiation for key exchange and

symmetric cipher section vs. single negotiation for
both”?

* Question: if no randomness available yet, use plain-
text TCP or delay tcpcrypt connections”



Question: separate code
point for session resumption®

Approach 1: current specification. Use separate code
point for session resumption

Session Resume ECHDE P-521
0x20 SESSION_ID Ox22

getsockopt(TCP_ENO_NEGSPEC) -> 0x20
Problem: what cipher got resumed?

ENO

Approach 2: Use cipher ID followed by data to indicate
resumption

Session Resume P-256| ECHDE P-521
Ox21 SESSION _ID Ox22

getsockopt(TCP_ENO_NEGSPEC) -> 0x21

ENO




Effort shifting from draft to
implementation

 New tcpcrypt release (v0.4) in February. People
have been using it on all platforms.

e Signed Windows implementation.
e Signed OSX implementation.
» Official Fedora package (thanks to Paul Wouters)

» Official Debian package (thanks to Daniel
Gillmor)
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48% of the visitors to this website use tcpcrypt (37684 tcpcrypt hits). You're not one of them. Install tcpcrypt now and you'll be

able to enter the hall of fame!
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[SID: 9FDDCE25407424D843C49E8438308F71705D3G87 1EFASOEDI3CS58A130D03203EC]
Finally got it to work!!

[SID: FEBF3C3190FBI52ADOFE4GF38DOSEEADA3B72D19251EDA4SC6AFS2FASASS46 1FE]

thy's VM suddenly works!

[SID: 7CD463E3375910C87CECEQ32D506A98A41BF700027C6BAC23BCFEEESBC799C66]
thy use Ubuntu 14.04LTS, kernel version 4.2.0, network config: ethO Link encap:Et
hernet HWaddr bc:ee:7b:9¢:25:58 inet addr:192.168.0.246 Bcast:192.168.255.25
5 Mask:255.255.0.0 inet6 addr: fe80::beee:7bff.fe9¢c:2558/64 Scop

[SID: 1048075C852A589387598A5505112156765055870A3AEF92DA60A4CS 8DESDCEF]
Hi

[SID: 31091E8CAOGFB396BA686DCEOTI2ADI7382FATEO6BD4F2483A76DDDESBEES2A2]

[SID: 5D26050D5D63E4513C3A53896165082D74A0F82816D149387A633DB4CC2ETEAD]

ok

[SID: B879AAABDBS38BE8FI1G6DEIE4SF138ICB0A332EA7E4143A31266043600428DCC95]
che bello, sono molto felice, sprizzo gioia da tutti i pori yeeeee
(SID: DI13DSFO7E24A400304C85A15A0E4ASF715183C9D67DE383ESIDO0B33D350BA0C]
Hello Encrypted World.
ISID: DFCS6D70D4933AEEASQRE4TB6B4282FF57AGI686ARF77751E7CE490ESO6D4ET 8]

hi 623

ISID: DD3759A453A780D821D829429023D0344638504531A4076EBDEB7SDCCA47581A]
Excellent!

User agent
Windows/Chrome

Windows/Firefox

Linux/Firefox

Linux/Firefox

Linux/Firefox
Linux/Firefox
Windows/Firefox
Windows/Chrome
Mac/Safari

Mac/Chrome



Notes for a user-space
implementation

e Problem: how do we add ENO to the 3-way handshake
o Can’t use DIVERT - OSX no longer supports it.

e Firewall (drop) handshake. tcpcryptd eavesdrops it using PCAP, adds ENO
option to packet, and resends it via PCAP.

« Use IP-TOS to signal handshake to firewall so it can match packets to drop.

e Problem: how do we TLV data?

o Use REDIRECT to proxy connection via tcpcryptd and TLV payload. Just
like transparent proxies (e.g., Squid).

e Windows doesn’t support REDIRECT. We implemented it using DIVERT.
Similar to NAT, but always send to 127.0.0.1:rdr_port.



tcpcerypt packet tlow

connect(tcpcrypt.org, 80)
send(“GET / HTTP/1.0”);

Firewall

redirect port 80 to
» 127.0.01:65530

chrome

dst = get_orig_dst();
setsockopt(IP_TOS, 0x04);

connect(dst, 80):;

setsockopt(IP_TOS, 0x00);

send(tlv(read())

tcpcrypta
listen 65530

e

drop IP_TOS 0x04
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pcap_read(SYN)
pcap_inject(SYN-ENO)

{cpcrypt.org
80




What's next?

Address feedback in draft. More people to edit draft?
Mirja’s call for implementations. Anyone up for it”

Start a new clean implementation. Existing implementation
organically grew from DIVERT code and original tcpcrypt
spec (which are fundamentally ditferent).

Write a kernel implementation

e FreeBSD

e | INUX



