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What changed in protocol?

Nothing!

tcpcrypt is finally stabilizing…



tcpcrypt timeline
2010 

original tcpcrypt
2014 

tcpinc IETF-90
2015 

tcpinc IETF-92
2015 

tcpinc IETF-93
2015 

tcpinc IETF-94

Built-in handshake 
in SYN, SYN-ACK TCP-ENO

Packet based Packet based Stream based 
(TLV)

Header protection No header 
protection

RSA ECDHE

AES, RC4 AES

STUN-like check 
to disable on fail TCPINC-BCP



Most feedback is on exposition 
of draft—not protocol changes

• Separate out the “spec” from the “why” in draft. 

• Harmonize terminology with TLS 1.3 spec (e.g., 
“ephemeral secret” instead of “pseudo-random” key). 

• Question: separate negotiation for key exchange and 
symmetric cipher section vs. single negotiation for 
both? 

• Question: if no randomness available yet, use plain-
text TCP or delay tcpcrypt connections?



Question: separate code 
point for session resumption?

Approach 1: current specification. Use separate code 
point for session resumption

ENO Session Resume 
0x20 SESSION_ID

ECHDE P-521 
0x22

getsockopt(TCP_ENO_NEGSPEC) -> 0x20 
Problem: what cipher got resumed?

Approach 2: Use cipher ID followed by data to indicate 
resumption

Session Resume P-256 
0x21 SESSION_ID

ECHDE P-521 
0x22

getsockopt(TCP_ENO_NEGSPEC) -> 0x21

ENO



• New tcpcrypt release (v0.4) in February.  People 
have been using it on all platforms. 

• Signed Windows implementation. 

• Signed OSX implementation. 

• Official Fedora package (thanks to Paul Wouters) 

• Official Debian package (thanks to Daniel 
Gillmor)

Effort shifting from draft to 
implementation





Notes for a user-space 
implementation

• Problem: how do we add ENO to the 3-way handshake 

• Can’t use DIVERT - OSX no longer supports it. 

• Firewall (drop) handshake.  tcpcryptd eavesdrops it using PCAP, adds ENO 
option to packet, and resends it via PCAP. 

• Use IP-TOS to signal handshake to firewall so it can match packets to drop. 

• Problem: how do we TLV data? 

• Use REDIRECT to proxy connection via tcpcryptd and TLV payload.  Just 
like transparent proxies (e.g., Squid). 

• Windows doesn’t support REDIRECT.  We implemented it using DIVERT.  
Similar to NAT, but always send to 127.0.0.1:rdr_port.



tcpcrypt packet flow

chrome

Firewall 

redirect port 80 to 
127.0.01:65530 

drop IP_TOS 0x04 

connect(tcpcrypt.org, 80) 
send(“GET / HTTP/1.0”);

tcpcryptd 
listen 65530

dst = get_orig_dst(); 
setsockopt(IP_TOS, 0x04); 
connect(dst, 80); 
setsockopt(IP_TOS, 0x00); 
send(tlv(read())

pcap_read(SYN) 
pcap_inject(SYN-ENO) tcpcrypt.org 

80



What’s next?
• Address feedback in draft.  More people to edit draft? 

• Mirja’s call for implementations.  Anyone up for it? 

• Start a new clean implementation.  Existing implementation 
organically grew from DIVERT code and original tcpcrypt 
spec (which are fundamentally different). 

• Write a kernel implementation 

• FreeBSD 

• Linux


