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Abst ract

Secure DHCPv6 provi des authentication and encryption nmechani sns for
DHCPv6. This draft anal yses DHCPv6 threat nodel and provides
gui deline for secure DHCPv6 depl oynent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 7, 2016.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.
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Aut hors’ Addresses

I nt roducti on

The Dynam ¢ Host Configuration Protocol for |Pv6 [RFC3315] enables
DHCPv6 servers to configure network parameters dynamically. Due to
t he unsecured nature of DHCPv6, the various critical identifiers in
DHCPv6 are vul nerable to several types of attacks. Secure DHCPv6
[I-D.ietf-dhc-sedhcpv6] provides authentication and encryption
mechani sms for DHCPv6.

Thi s docunment anal yses DHCPv6 threat nodel and provi des sone
gui deline for secure DHCPv6 depl oynent. For secure DHCPv6

depl oynent, we mainly consider two different scenarios: roaning
client with | oose security policy and static client with strict
security policy.

DHCPv6 Threat Nbdel

DHCPv6 privacy consideration [I-D.ietf-dhc-dhcpv6-privacy] anal yses
the privacy problemfor DHCPv6, l|isting the various DHCPv6 options
contai ning the privacy information and the possible attacks to
DHCPv6.

Most of the privacy considerations for DHCPv6 focus on the client
privacy protection. As the public service infrastructures, the
privacy protection of the DHCPv6 server and relay agent is |ess

i mport ant.

The attack specific to a DHCPv6 client is the possibility of the

OO0 WWNDN

injection attack, MtM attack, spoofing attack. Because of the above

attacks, the client may be configured with the incorrect
configuration information, such as invalid | Pv6 address. In
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addition, the client is also faced up with passive attacks, such as
pervasive nonitoring. Pervasive nonitoring may gl ean the privacy
informati on of the IPv6 host, which is used to find | ocation

i nformation, previously visited networks and so on. [RFC7258] clains
that pervasive nonitoring should be mitigated in the design of |IETF
protocol s, where possible.

For the static clients, such as the devices in enterprise network,
they are always assumed to connect to exactly one network. The
static client can be easily pre-configured with the certificates of
the | ocal DHCPv6 servers. According to the pre-configured
information, the static client can detect the spoofing attack. The
typical attack is MtMattack. An intruder connects to the network
and uses DHCP spoofing to install itself as a MtM Because of the
MtMattack, the client’s privacy information nmay be nodified or

gl eaned by the MtM For the roamng clients, the typical attack is
spoofing attack. Because of the rogue server which nmasquerades as
valid server, the client is configured with the incorrect
configuration information.

The attack specific to a DHCPv6 server is the possibility of "denia
of service" (Dos) attack. Invalid clients may nasquerade as valid
clients to request |Pv6 addresses continually. The attack nay cause
t he exhaustion of valid | Pv6 addresses, CPU and network bandwi dth.
In addition, it also causes problemfor the naintenance and
managenent of the large tables on the DHCPv6 servers

3. Secure DHCPv6 Mechani sm Depl oynent
3.1. Secure DHCPv6 Overview

Secure DHCPv6 [|-D.ietf-dhc-sedhcpv6] provides the authentication and
encryption nmechanisns for DHCPv6. The Information-request and Reply
messages are exchanged to achi eve DHCPv6 server authentication. Then
the DHCPv6 client authentication is achieved through the first
encrypted DHCPv6 nessage sent fromthe client to the server, which
contains the client’s certificate information. Once the nutual

aut henti cation, the subsequent DHCPv6 nessages are all encrypted with
the recipient’s public key.

DHCPv6 server authentication protects the DHCPv6 client from
injection attack, spoofing attack, and MtM attack. DHCPv6 client
aut hentication protects the DHCPv6 server from Dos attack. DHCPv6
encryption protects DHCPv6 from passive attack, such as pervasive
nmoni t ori ng.
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3.2. Secure DHCPv6 Depl oynent Difficulties

Because of DHCPv6' s specific property, the depl oynent of Secure
DHCPv6 nmechanismis faced with sonme specific difficulties. The
DHCPv6 server is always assunmed to be pre-configured with the trusted
clients’ certificates or the trusted CAs’ certificates to verify the
clients’ identity. The difficulty of Secure DHCPv6 depl oynent is
that it is hard for the client to verify the server’s identity

wi t hout access to the network. According to the client’s capability
and security requirenent, different schenes for secure DHCPv6

depl oynent are applied.

3.3. Roanming dient with Loose Security Policy

In the scenario where the DHCPv6 clients are roam ng and have | oose
security requirement, opportunistic security plays a role.

Qpportuni stic security provides DHCPv6 encryption even when the

nmut ual authentication is not available. Based on the roaning
client’s capability, the DHCPv6 configuration process is either

aut henti cated and encrypted, or non-authenticated and encrypted.

If the client is pre-configured with the trusted servers

certificates or the trusted CAs' certificates, it has the capability
to achi eve server authentication. |If the client is pre-configured
with its own CA-signed certificate, it sends the CA-signed
certificate to the DHCPv6 server for client authentication. Wen the
client has been pre-configured with these certificate information

the DHCPv6 configuration process is authenticated and encrypted,

whi ch protects the DHCPv6 transaction from passive and active

att acks.

If the client is not pre-configured with these certificate

i nformati on, the comunication i s non-authenticated and encrypted.
Non- aut henti cated and encrypted conmunication is better than
cleartext, which defends agai nst pervasive nonitoring and ot her
passive attacks. Although the client is not capable of verifying the
server’'s identity, the client can obtain the server’s public key
through the server’s certificate. For the client authentication, the
client can send the self-signed certificate to the server if the
client is not configured with the CA-signed certificate. For the
DHCPv6 encryption, after the nutual public key comuni cati on process,
the DHCPv6 nessage is encrypted with the recipient’s public key.

3.4. Static Cient with Strict Security Policy
In the scenario where the DHCPv6 clients are static and have strict

security requirenment, the PKI plays a role. Then the default
security policy is that DHCPv6 configurati on comunication nust be
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5.

5. 1.
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aut henticated and encrypted. The static clients, such as the desktop
in enterprise network, are pre-configured with the trusted servers
certificates or the trusted CAs’ certificates which formthe
certificate path. Through the pre-configured information, the client
has the capability to achieve server authentication locally according
to the rule defined in [RFC5280]. For client authentication, the
client sends the CA-signed certificate to the server for client

aut henti cation. For DHCPv6 encryption, the DHCPv6 nessage is
encrypted with the recipient’s public key contained in the
certificate.

In sone scenarios, the roaming client may al so have strict security
requi renent, such as the byod in enterprise network. Because of the
strict security policy, the DHCPv6 configuration process is

aut henticated and encrypted. Although the roamng client is not pre-
configured with the certificates information, the trusted server’s
certificate and its own certificate can be obtained out of band, such
as by scanning a QR code. Through the obtained certificate

i nformation, the DHCPv6 client and the DHCPv6 server can achieve the
mut ual authentication. And then the subsequent DHCPv6 nessages are
encrypted with the recipient’s public key.

Security Considerations

Qpportunistic encryption is used for secure DHCPv6 depl oynment in the
scenari o where the security policy is |oose. Downgrade attacks
cannot be avoided if nodes can accept the un-authenticated and
encrypted DHCPv6 configuration
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