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Abst r act

Thi s docunment extends the DHCP and DHCPv6 protocols for the UDP
transport fromrelay agent to server and allows the port to be any
valid nunber on the DHCP relay system

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on February 20, 2017
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

RFC 2131 [RFC2131] and RFC 3315 [ RFC3315] specify the DHCP transport
protocol as UDP. They also define both the server side and client
side port nunbers. The DHCP server port is UDP nunber (67) and the
client port is UDP nunber (68); for DHCPv6 the server port is (546)
and the client port is (547).

This fixed client port nunber of DHCP protocol schenme creates
problens in certain DHCP rel ay operations and environnments. For
instance, in a large scale DHCP relay inplenentation on a single
switch node, the DHCP relay functionality nay be partitioned anong
mul tiple relay processes running under different CPUs. All those
DHCP rel ay processes nay share the same | P address of the switch
node. |If the UDP source port has to be a fixed nunber, the transport
socket operation of DHCP packets needs to go through a centra

| ocation or process which defeats the purpose of distributed DHCP
relay functionality.

In sone of the scal abl e operational environnment, the decision to
split functionality into nultiple processes on a node may not be
purely based on DHCP relay |load. But DHCP relay is one of the
functions in the nmultiple process inplenentation

Al t hough assigning the different source | P/IPv6 address for each DHCP
relay process can be a solution, it requires operational and network
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managenment involvenment. |t needs to be sure, at |east for DHCP, the
address space ampong the relay and server is in private |Pv4 address
domai n.

Thi s docunment proposes the option to relax the fixed source port
requirenent for the DHCP relay agents. This extension requires the
DHCP server or relay agent, in the case of relay chaining [ RFC3315],
to remenber the inbound packet’s UDP port nunber along with the IP/

| Pv6 address. The DHCP server MJUST use the UDP port nunber that the
incom ng relay agent uses instead of blindly setting the DHCP fi xed
port nunber.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Changes to DHCP and DHCPv6 Specifications
2.1. Changes to DHCP in RFC 2131

Section 4.1 of RFC 2131 [RFC2131] asserts that: DHCP uses UDP as its
transport protocol. DHCP nessages froma client to a server are sent
to the 'DHCP server’ port (67), and DHCP nessages froma server to a
client are sent to the "DHCP client’ port (68).

This specification adds to the above paragraph in the paragraph
bel ow

DHCP nessages froma relay agent to a server are sent to the ' DHCP
server’ port (67), and the UDP source port it uses can be any valid
UDP port available on the relay system including the DHCP port 67
The default is port nunber 67 if there is no explicit configuration
for generalized source UDP port extension of DHCP rel ay.

2.2. Changes to DHCPv6 in RFC 3315
Section 5.2 of RFC 3315 [RFC3315] asserts that: Cients listen for
DHCP nessages on UDP port 546. Servers and relay agents |isten for
DHCP nessages on UDP port 547.

This specification adds to the above paragraph in the paragraph
bel ow.

DHCP rel ay agents can listen for DHCP nessages from server or another

relay agent on any valid UDP port available on the relay system
i ncluding the DHCP UDP port 547. The default is port 547 if there is
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no explicit configuration for generalized source UDP port extension
of DHCP rel ay.

3. Relay Agent Source Port Sub-option and Option
Al t hough the DHCP or DHCPv6 server can inplicitly detect a source UDP
port that is different fromthe standard DHCP port nunber when it
recei ves an i nbound nessage fromrelay agents, this sub-option makes
the request explicit for the server to use a non-DHCP UDP port in the
reply nessage.

3.1. DHCP Relay Agent Source Port Sub-option

The Rel ay Agent Source Port sub-option is part of the rel ay-agent-

i nformati on option for DHCPv4 [ RFC3046]. It SHOULD be used by the
rel ay agent that uses a non-DHCP UDP port conmunicating with the DHCP
server.

The format of the DHCPv4 Rel ay Agent Source Port Sub-option is shown
bel ow.

B ol o s ks st S S S S S R S e
| SubOpt Code | Len
B s T I i R S e T S e i S R

Wher e:

SubOpt Code: TBD. 8 bits value, to be assigned by | ANA
Len: 8 bits value to be set to O.

When a DHCP server receives a nessage fromrelay agent with this
Rel ay Source Port sub-option, it MJST renenber the inbound nessage
UDP source port fromthe relay agent and use the sane port nunber for
the UDP destination port that sends the reply nessage to the sane
rel ay agent.

3.2. DHCPv6 Rel ay Agent Source Port Option
The Rel ay Agent Source Port Option is a new DHCPv6 option. It SHOULD
be used by the DHCPv6 rel ay agent that uses a non-DHCP UDP port

communi cating with the DHCP server and upstreamrel ay agent.

The format of the DHCPv6 Relay Agent Source Port Option is shown
bel ow
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Opt i on- Code [ Opti on-Len [
B i i S S i I e i S S R L e e e e
| UDP Source Port |
B o I NI S R S S R T S T S S

Wher e:

Option-Code: TBD. 16 bits value, to be assigned by | ANA
Option-Len: 16 bits value to be set to 2

UDP Source Port: 16 bits value. To be set by the DHCPv6 relay to
the UDP source port used for the packet.

Wth this Relay Source Port Option in the nessage, when a DHCPv6
server replies or a relay agent relays a message towards a downstream
relay agent, it MJST use the sanme port nunber for the UDP destination
to the previous hop relay agent.

4. Conmpatibility

Wth this extension of DHCP and DHCPv6 source port generalization

the server behavior is conpatible with the relay agent that uses the
DHCP fi xed UDP port. The DHCP server will reflect back the UDP well -
known port nunber (67/547) that the client uses when relaying back to
the relay agent. It is recommended to upgrade the server side first.

The inplementation is advised to allow the configuration for
specifying a fixed DHCP relay port nunber. This is for the case
where the DHCP relay agent is upgraded with this extension before the
server side upgrade

5. | ANA Consi der ati ons

A new sub-option, DHCP Rel ay Agent Source Port, is defined in this
docunent within the DHCPv4 Rel ay Agent Information Option. |t needs
to be assigned by | ANA fromthe DHCP Rel ay Agent sub-options space

[ RFC3046] .

A new option, DHCPv6 Relay Source Port, is defined in this docunent
for DHCPv6 and it needs to be assigned by | ANA for the DHCPv6 option
code.
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6. Security Considerations
If the network uses firewall to block or allow DHCP packets wi th both
static UDP source and destination port nunbers, this may no | onger
mat ch the packets from new DHCP rel ay agent and server software. The
firewall rules need to be nodified only to match the DHCP server side
of the UDP port nunber, and if necessary, |P addresses and other
attributes.
7. Acknow edgnents
TBD.
8. Docunent Change Log
8.1. Changes to draft-shen-dhc-client-port-03
0 Submitted August 2016
0 Added nore notivation paragraphs in the section of Introduction
0 Added the | anguage for default DHCP/ DHCPv4 relay ports of (67/547)
if not explicitly being provisioned for this generalized UDP
source port extension.
8.2. Changes to draft-shen-dhc-client-port-02
0 Submitted July 2016

0 Added 16-bits UDP Source Port field in the DHCPv6 Rel ay Agent
Source Port Opti on.

8.3. Changes to draft-shen-dhc-client-port-01
0 Submitted July 2016

0 Changed the docunent title from"Generalize Cient UDP Port Number
of DHCP Relay" to "Ceneralized Source UDP Port of DHCP Rel ay".

0 Changed the docunent text such that the source port extension is
only applied for DHCP and DHCPv6 rel ay agents.

o Defined the DHCPv4 Rel ay Agent Source Port sub-option and the
DHCPv6 Rel ay Agent Source Port option.
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8.4. Changes to draft-shen-dhc-client-port-00

o Initial

version of the draft is published in June 2016.
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