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I nt roducti on

The Dynam ¢ Host Configuration Protocol for IPv6 (DHCPv6, [RFC3315])
al | ows DHCPv6 servers to flexibly provide addressing and ot her
configuration information relating to local network infrastructure to
DHCP clients. The protocol provides no deployable security
mechani sm and consequently is vulnerable to various attacks.

Thi s docunment provides a brief summary of the security

vul nerabilities of the DHCPv6 protocol and then describes a new
extension to the protocol that provides two additional types of
security:

0o authentication of the DHCPv6 client and the DHCPv6 server to
def end agai nst active attacks, such as spoofing.

0 encryption between the DHCPv6 client and the DHCPv6 server in
order to protect the DHCPv6 communi cation from pervasive
noni t ori ng.

The extension specified in this docunent applies only to end-to-end
conmmuni cati on between DHCP servers and clients. Options added by
relay agents in Relay-Forward nessages, and options other than the
client nmessage in Relay-Reply nessages sent by DHCP servers, are not
protected. Such comunications are already protected using the
mechani sm described in [I-D.ietf-dhc-rel ay-server-security].

This extension introduces two new DHCPv6 nessages: the Encrypted-
Query and the Encrypted- Response nessages. |t defines six new DHCPv6
options: the Algorithm Certificate, Signature, |ncreasing-nunber,
Encrypti on- Key- Tag opti on and Encrypted- nessage opti ons.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119] when they
appear in ALL CAPS. Wien these words are not in ALL CAPS (such as
"shoul d* or "Should"), they have their usual English neanings, and
are not to be interpreted as [ RFC2119] key words.

Ter m nol ogy

This section defines term nology specific to secure DHCPv6 used in
thi s docunent.

secure DHCPv6 client: A node that initiates a DHCPv6 request on a
link to obtain DHCPv6 configuration paraneters from
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one or nore DHCPv6 servers using the encryption and
optional authentication mechanisnms defined in this
docunent .

secure DHCPv6 server: A DHCPv6 server that inplenments the
aut henti cation and encrypti on nechani sns defined in
this docunment, and is configured to use them

Security |ssues of DHCPv6

[ RFC3315] defines an authentication nechanismwth integrity
protection. This mechanismuses a symmetric key that is shared by
the client and server for authentication. |t does not provide any
key distribution nechani sm

For this approach, operators can set up a key database for both
servers and clients fromwhich the client obtains a key before
runni ng DHCPv6. However, manual key distribution runs counter to the
goal of mininizing the configuration data needed at each host.
Consequently, there are no known deploynments of this security
mechani sm

[ RFC3315] provides an additional nechanismfor preventing of f-network
timng attacks using the Reconfigure nessage: the Reconfigure Key

aut henti cati on method. However, this nethod protects only the
Reconfi gure nmessage. The key is transnmitted in plaintext to the
client in earlier exchanges and so this nethod is vulnerable to on-
pat h active attacks.

Anonymity Profile for DHCP Clients [ RFC7844] explains how to generate
DHCPv4 or DHCPv6 requests that minimze the disclosure of identifying
i nformati on. However, the anonynity profile linmts the use of the
certain options. It also cannot anticipate new options that may
contain private information. In addition, the anonynity profile does
not work in cases where the client wants to maintain anonynmity from
eavesdroppers but nust identify itself to the DHCP server with which
it intends to communi cate.

Privacy consideration for DHCPv6 [ RFC7824] presents an anal ysis of
the privacy issues associated with the use of DHCPv6 by Internet
users. No solutions are presented.

Current DHCPv6 nessages are still transmitted in cleartext and the
privacy information within the DHCPv6 nessage is not protected from
passi ve attack, such as pervasive monitoring [RFC7258]. The privacy
informati on of the | Pv6 host, such as DU D, nmay be gl eaned to find

| ocation information, previous visited networks and so on. [RFC7258]
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clainms that pervasive nonitoring should be nmitigated in the design of
| ETF protocol, where possible.

To better address the problem of passive nonitoring and to achieve
aut hentication without requiring a symmetric key distribution
solution for DHCP, this document defines an asymmetric key

aut henti cation and encryption nechanism This protects against both
active attacks, such as spoofing, and passive attacks, such as
pervasi ve nonitoring.

Secure DHCPv6 Overvi ew
Sol uti on Overvi ew

The following figure illustrates the secure DHCPv6 procedure.

Briefly, this extension establishes the server’s identity with an
anonynous | nformati on- Request exchange. Once the server’'s identity
has been established, the client nmay either choose to comunicate
with the server or not. Not conmunicating with an unknown server

avoi ds revealing private information, but if there is no known server
on a particular link, the client will be unable to communicate with a
DHCP server

If the client chooses to communicate with the sel ected server(s), it
uses the Encrypted-Query nessage to encapsulate its conmunications to
the DHCP server. The server responds wth Encrypted- Response
messages. Normal DHCP nessages are encapsul ated in these two new
messages using the new defined Encrypted-nessage option. Besides the
Encrypt ed- nessage option, the Signature option is defined to verify
the integrity of the DHCPv6 nmessages and then authentication of the
client and the server. The Increasing nunber option is defined to
detect a replay attack.
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Figure 1: Secure DHCPv6 Procedure

New Conponent s
The new conponents of the mechani smspecified in this docunent are as
fol | ows:
0 Servers and clients that use certificates first generate a public/

private key pair and then obtain a certificate that signs the
public key. The Certificate option is defined to carry the
certificate of the sender.

The algorithmoption is defined to carry the algorithnms lists for
algorithmagility.

The signature is generated using the private key to verify the
integrity of the DHCPv6 nessages. The Signature option is defined
to carry the signature

The increasing nunber is used to detect replayed packet. The
I ncreasi ng-nunber option is defined to carry a strictly-increasing
serial nunber.
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0 The encryption key Tag is calculated fromthe public key data.
The Encryption-Key-Tag option is defined to identify the used
public/private key pair.

0 The Encrypted-nessage option is defined to contain the encrypted
DHCPv6 nessage

0 The Encrypted- Query message is sent fromthe secure DHCPv6 client
to the secure DHCPv6 server. The Encrypted- Query nessage MJST
contain the Encrypted-nessage option and Encryption-Key- Tag
option. In addition, the Server ldentifier option MJST be
included if it is contained in the original DHCPv6 nessage. The
Encrypt ed- Query nessage MJST NOT contain any ot her options.

0 The Encrypted- Response nessage is sent fromthe secure DHCPv6
server to the secure DHCPv6 client. The Encrypted- Response
message MJST contain the Encrypted-nessage option. The Encrypted-
Response nmessage MUST NOT contain any other options.

Support for AlgorithmAgility

In order to provide a neans of addressing problens that nmay energe
with existing hash algorithns, signature algorithmand encryption
algorithnms in the future, this document provides a mechanismto
support algorithmagility. The support for algorithmagility in this
docunent is mainly a algorithmnotification mechani sm between the
client and the server. The sane client and server MJST use the sane
algorithmin a single comunication session. The client can offer a
set of algorithnms, and then the server selects one algorithmfor the
future comuni cati on.

| npact on RFC3315

For secure DHCPv6, the Solicit and Rebi nd nessages can be sent only
to the selected server(s) which share one common certificate. |[If the
client doesn't like the received Advertise(s) it could restart the
whol e process and sel ects another certificate, but it will be nore
expensi ve, and there’s no guarantee that other servers can provide
better Advertise(s).

[ RFC3315] provides an additional nechanismfor preventing of f-network
timng attacks using the Reconfigure nessage: the Reconfigure Key

aut henti cation nmethod. Secure DHCPv6 can protect the Reconfigure
message using the encryption nmethod. So the Reconfigure Key

aut henti cati on met hod SHOULD NOT be used if Secure DHCPv6 is applied.
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Applicability

In principle, secure DHCPv6 is applicable in any environnment where
physical security on the link is not assured and attacks on DHCPv6

are a concern. |In practice, however, authenticated and encrypted
DHCPv6 configuration will rely on sone operational assunptions nainly
regardi ng public key distribution and managenent. In order to

achi eve the w der use of secure DHCPv6, opportunistic security

[ RFC7435] can be applied to secure DHCPv6 depl oyment, which allows
DHCPv6 encryption in environnments where support for authentication or
a key distribution nechanismis not avail abl e.

Secure DHCPv6 can achi eve aut hentication and encrypti on based on pre-
sharing of authorized certificates. One feasible environment in an
early depl oynent stage would be enterprise networks. 1In enterprise
networks, the client is nmanually pre-configured with the trusted
servers’ public key and the server can al so be nmanually pre-
configured with the trusted clients’ public keys. 1In sone scenario,
such as coffee shop where the certificate cannot be validated and one
wants access to the Internet, then the DHCPv6 configurati on process
can be encrypted w thout authentication.

Note that this depl oynent scenari o based on nanual operation is not
much different fromthe existing, shared-secret based authentication
mechani sms defined in [RFC3315] in terns of operational costs.
However, Secure DHCPv6 is still securer than the shared-secret
mechanismin that even if clients’ keys stored for the server are
stol en that does not nean an imedi ate threat as these are public
keys. In addition, if sone kind of Public Key Infrastructure (PKI)
is used with Secure DHCPv6, even if the initial installation of the
certificates is done manually, it will help reduce operational costs
of revocation in case a private key (especially that of the server)
is conprom sed

DHCPv6 C i ent Behavi or

The secure DHCPv6 client is pre-configured with a certificate and its
corresponding private key for client authentication. |If the client
does not obtain a certificate from Certificate Authority (CA), it can
generate the self-signed certificate.

The secure DHCPv6 client sends an Information-request nessage as per

[ RFC3315]. The Information-request nessage is used by the DHCPv6
client to request the server’'s certificate information w thout having
addresses, prefixes or any non-security options assigned to it. The
contai ned Option Request option MJST carry the option code of the
Certificate option. |In addition, the contained Al gorithmoption MJST
be constructed as explained in Section 10.1.1. The Infornation-
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request message MJST NOT include any other DHCPv6 options except the
above options to ninimze the client’s privacy information | eakage.

When receiving the Reply nessages fromthe DHCPv6 servers, a secure
DHCPv6 client discards any DHCPv6 nessage that neets any of the
foll owi ng conditions:

o the Signature option is m ssing,
o multiple Signature options are present,
0 the Certificate option is m ssing.

And then the client first checks acknow edged hash, signature and
encryption algorithns that the server supports. The client checks
the signature/encryption algorithns through the certificate option
and checks the signature/hash algorithns through the signature
option. The SA-id in the certificate option nust be equal to the SA-
idin the signature option. |If they are different, then the client
drops the Reply message. The client uses the acknow edged al gorithns
in the subsequent nessages.

Then the client checks the authority of the server. In sone scenario
wher e non-aut henti cated encryption can be accepted, such as coffee
shop, then authentication is optional and can be skipped. For the
certificate check nethod, the client validates the certificates
through the pre-configured local trusted certificates |list or other
met hods. A certificate that finds a match in the local trust
certificates list is treated as verified. |If the certificate check
fails, the Reply nessage is dropped.

The client MJUST now aut henticate the server by verifying the

si gnature and checki ng increasing nunber, if there is a Increasing-
nunber option. The order of two procedures is left as an

i mpl ementation decision. It is RECOWENDED to check increasing
nunber first, because signature verification is rmuch nore

comput ationally expensive. The client checks the |ncreasing-nunber
option according to the rule defined in Section 9.1. For the message
wi t hout an I ncreasi ng-nunber option, according to the client’s |oca
policy, it MAY be acceptable or rejected. The Signature field
verification MIST show that the signature has been cal cul ated as
specified in Section 10.1.3. Only the nessages that get through both
the signature verification and increasing number check (if there is a
I ncreasi ng- nunber option) are accepted. Reply nessage that does not
pass the above tests MJST be di scarded.

If there are nultiple authenticated DHCPv6 certs, the client selects
one DHCPv6 cert for the follow ng communication. The selected
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certificate may correspond to nultiple DHCPv6 servers. |If there are
no aut henticated DHCPv6 certs or existing servers fai

aut hentication, the client should retry a nunber of times. The
client conducts the server discovery process as per section 18.1.5 of
[ RFC3315] to avoid a packet storm In this way, it is difficult for
a rogue server to beat out a busy "real" server. And then the client
takes sonme alternative action depending on its |local policy, such as
attenpting to use an unsecured DHCPv6 server.

Once the server has been authenticated, the DHCPv6 client sends the
Encrypt ed- Query nessage to the DHCPv6 server. The Encrypted-Query
message contains the Encrypted-nessage option, which MJST be
constructed as explained in Section 10.1.6. The Encrypted- nessage
option contains the encrypted DHCPv6 nmessage using the public key
contained in the selected cert. 1In addition, the Server ldentifier
option MJST be included if it is in the original nessage (i.e.
Request, Renew, Decline, Release) to avoid the need for other servers
receiving the nmessage to attenpt to decrypt it. The Encrypted-Query
message MJST include the Encryption-Key-Tag option to identify the
used public/private key pair, which is constructed as explained in
Section 10.1.5. The Encrypted- Query message MJST NOT contain any

ot her DHCPv6 option except the Server ldentifier option, Encryption-
Key- Tag option, Encrypted- Message opti on.

The first DHCPv6 message sent fromthe client to the server, such as
Solicit message, MUST contain the related information for client

aut hentication. The encryption text SHOULD be formatted as explain
in [RFC5652]. The Certificate option MJIST be constructed as
explained in Section 10.1.2. In addition, one and only one Signhature
option MJUST be contained, which MUST be constructed as explained in
Section 10.1.3. One and only one Increasing-nunber option SHOULD be
cont ai ned, which MJST be constructed as explained in Section 10.1. 4.
In addition, the subsequent encrypted DHCPv6 message sent fromthe
client can also contain the Increasing-nunber option to defend

agai nst replay attack.

For the received Encrypted- Response nessage, the client MJST drop the
Encrypt ed- Response message if other DHCPv6 option except Encrypted-
message option is contained. |If the transaction-id is 0, the client
also try to decrypt it. Then, the client extracts the Encrypted-
message option and decrypts it using its private key to obtain the
original DHCPv6 nessage. In this docunent, it is assuned that the
client will not have multiple DHCPv6 sessions with different DHCPv6
servers using different key pairs and only one key pair is used for
the encrypted DHCPv6 configuration process. After the decryption, it
handl es the nessage as per [RFC3315].1f the decrypted DHCPv6 nessage
contai ns the | ncreasing-nunber option, the DHCPv6 client checks it
according to the rule defined in Section 9.1.
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If the client fails to get the proper paraneters fromthe chosen
server(s), it can select another authenticated certificate and send
the Encrypted-Query nmessage to another authenticated server(s) for
paraneters configuration until the client obtains the proper
paraneters

When the decrypted nessage is Reply nessage with an error status
code, the error status code indicates the failure reason on the
server side. According to the received status code, the client MAY
take foll ow up action:

o Upon receiving an AuthenticationFail error status code, the client
is not able to build up the secure comunication with the server
However, there may be other DHCPv6 servers avail abl e t hat
successfully conpl ete authentication. The client MAY use the
Aut henticationFail as a hint and switch to other DHCPv6 server if
it has another one. The client SHOULD retry w th anot her
aut henticated certificate. However, if the client decides to
retransmt using the sane certificate after receiving
Aut henticationFail, it MJST NOT retransmt imediately and MJST
follow normal retransm ssion routines defined in [ RFC3315].

o Upon receiving a Repl ayDetected error status code, the client MAY
resend the nessage with an adjusted | ncreasing-nunber option
according to the returned nunber fromthe DHCPv6 server.

o Upon receiving a SignatureFail error status code, the client MAY
resend the nessage follow ng nornmal retransm ssion routines
defined in [ RFC3315].

DHCPv6 Server Behavi or

The secure DHCPv6 server is pre-configured with a certificate and its
correspondi ng private key for server authentication. |If the server
does not obtain the certificate fromCertificate Authority (CA), it
can generate the self-signed certificate.

When t he DHCPv6 server receives the Information-request nessage and
the contai ned Opti on Request option identifies the request is for the
server’s certificate information, it SHOULD first check the hash
signature, encryption algorithns sets that the client supports. The
server selects one hash, signature, encryption algorithmfromthe
acknow edged al gorithnms sets for the future conmmuni cation. And then,
the server replies with a Reply nessage to the client. The Reply
message MJST contain the requested Certificate option, which MIST be
constructed as explained in Section 10.1.2, and Server ldentifier
option. In addition, the Reply nessage MJUST contain one and only one
Si gnature option, which MJST be constructed as explained in
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Section 10.1.3. Besides, the Reply nessage SHOULD contain one and
only one Increasing-nunber option, which MJST be constructed as
expl ained in Section 10.1. 4.

Upon the receipt of Encrypted-Query nessage, the server MJST drop the
message if the other DHCPv6 option is contai ned except Server
Identifier option, Encryption-Key-Tag option, Encrypted-nmessage
option. Then, the server checks the Server ldentifier option. The
DHCPv6 server drops the message that is not for it, thus not paying
cost to decrypt nmessages. |If it is the target server, according to
the Encryption-Key-Tag option, the server identifies the used public/
private key pair and decrypts the Encrypted-nmessage option using the
corresponding private key. It is essential to note that the
encryption key tag is not a unique identifier. It is theoretically
possible for two different public keys to share one conmon encryption
key tag. The encryption key tag is used to limt the possible

candi date keys, but it does not uniquely identify a public/private
key pair. The server MJST try all corresponding key pairs. |f the
server cannot find the corresponding private key of the key tag or
the corresponding private key of the key tag is invalid for
decryption, then the server drops the received nessage.

If secure DHCPv6 server needs client authentication and decrypted
message is a Solicit/Information-request nessage which contains the
information for client authentication, the secure DHCPv6 server

di scards the received nessage that neets any of the foll ow ng

condi tions:

o the Signature option is m ssing,
o multiple Signature options are present,
o the Certificate option is m ssing.

For the signature failure, the server SHOULD send an encrypted Reply
message with an UnspecFail (value 1, [RFC3315]) error status code to
the client.

The server validates the client’s certificate through the |ocal pre-
configured trusted certificates list. A certificate that finds a
match in the local trust certificates list is treated as verified.
If the server does not know the certificate and can accept the non-
aut henticated encryption, then the server skips the authentication
process and uses it for encryption only. The nessage that fails

aut hentication validation MIST be dropped. 1In such failure, the
DHCPv6 server replies with an encrypted Reply nessage with an

Aut henticationFail error status code, defined in Section 10.3, back
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to the client. At this point, the server has either recognized the
aut hentication of the client, or decided to drop the nessage.

If the decrypted nessage contains the |Increasing-nunber option, the
server checks it according to the rule defined in Section 9.1. |If
the check fails, an encrypted Reply nessage with a Repl ayDetected
error status code, defined in Section 10.3, should be sent back to
the client. In the Reply nmessage, a Increasing-nunber option is
carried to indicate the server’s stored nunber for the client to use.
According to the server’s local policy, the nessage wi thout an

I ncreasi ng- nunber option MAY be acceptabl e or rejected.

The Signature field verification MIST show that the signature has
been cal cul ated as specified in Section 10.1.3. |If the signature
check fails, the DHCPv6 server SHOULD send an encrypted Reply message
with a SignatureFail error status code. Only the clients that get

t hrough both the signature verification and increasing nunber check
(if there is a Increasing-nunber option) are accepted as
authenticated clients and continue to be handl ed their nessage as
defined in [ RFC3315].

Once the client has been authenticated, the DHCPv6 server sends the
Encrypt ed-response nessage to the DHCPv6 client. |f the DHCPv6
message i s Reconfigure nessage, then the server set the transaction-
id of the Encrypted- Response nmessage to 0. The Encrypted-response
message MJST only contain the Encrypted-nmessage option, which MJST be
constructed as explained in Section 10.1.6. The encryption text
SHOULD be formatted as explain in [ RFC5652]. The Encrypted-nessage
option contains the encrypted DHCPv6 nessage that is encrypted using
the authenticated client’s public key. To provide the replay
protection, the |Increasing-nunber option SHOULD be contained in the
encrypted DHCPv6 nessage.

Rel ay Agent Behavi or

When a DHCPv6 rel ay agent receives an Encrypted-query or Encrypted-
response nessage, it may not recognize this nessage. The unknown
messages MUST be forwarded as described in [ RFC7283].

When a DHCPv6 rel ay agent recogni zes the Encrypted-query and

Encrypt ed-response nessages, it forwards the nessage according to
section 20 of [RFC3315]. There is nothing nore the relay agents have
to do, it neither needs to verify the messages fromclient or server
nor add any secure DHCPv6 options. Actually, by definition in this
docunent, relay agents MJST NOT add any secure DHCPv6 options.

Rel ay-forward and Rel ay-reply nessages MUST NOT contai n any
additional Certificate option or I|ncreasing-nunber option, aside from
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those present in the innernost encapsul ated nessages fromthe client
or server.

Processi ng Rul es
I ncreasi ng Nunber Check

In order to check the Increasing-nunber option, defined in

Section 10.1.4, the client/server has one stable stored nunber for
replay attack detection. The server should keep a record of the

i ncreasing nunber forever. And the client keeps a record of the

i ncreasi ng nunber during the DHCPv6 configuration process with the
DHCPv6 server. And the client can forget the increasing number
information after the transaction is finished. The client’s initia
| ocally stored increasing nunber is set to zero.

It is essential to renenber that the increasing nunber is finite.

Al arithmetic dealing with sequence nunmbers nust be performed nodul o
2"64. This unsigned arithnetic preserves the relationship of
sequence nunbers as they cycle from27"64 - 1 to 0 again.

In order to check the I ncreasing-nunber option, the follow ng
conpari son i s needed.

NUM STO = the stored nunber in the client/server

NUM REC = the acknow edged nunber fromthe received nessage

The | ncreasi ng-nunber option in the received nessage passes the
i ncreasi ng nunber check if NUMREC is nore than NUM STO. And then
the value of NUM STO i s changed into the value of NUM REC

The increasing nunber check fails if NUMREC is equal with or |ess
t han NUM STO

Encryption Key Tag Cal cul ati on

The generation nmethod of the encryption key tag adopts the method
define in Appendix B in [ RFC4034].

The followi ng reference inplenentation calculates the value of the

encryption key tag. The input is the data of the public key. The
code is witten for clarity not efficiency.
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First octet of the key tag is the nost significant 8 bits of the
return val ue;

Second octet of the key tag is the least significant 8 bits of the
return val ue.

* Ok Sk *

unsi gned i nt
keytag (

unsi gned char key[], /* the RDATA part of the DNSKEY RR */
unsi gned int keysize /* the RDLENGIH */

)

unsi gned | ong ac; /* assumed to be 32 bits or larger */
int i; /* |l oop index */

for (lac =0, i =0; i < keysize; ++i )

ac += (i & 1) ? key[i] : key[i] << 8;
ac += (ac >> 16) & OxFFFF;
return ac & OxFFFF;

Ext ensi ons for Secure DHCPv6

This section describes the extensions to DHCPv6. Six new DHCPv6
options, two new DHCPv6 nmessages and six new status codes are

def i ned.
1. New DHCPv6 Options
1.1. Algorithm Option

The Algorithmoption carries the algorithns sets for algorithm
agility, which is contained in the Infornmation-request nessage.

0 1 2 3
01234567890123456789012345678901

B S S I T S S e e S S T S S S S i i S S

OPTI ON_ALGORI THM [ option-len [

B o T S S S T S s T s

EA-id List

T I T S i T i S S S i T i S S S S S S S

SHA-id List

B S S I T S S e e S S T S S S S i i S S

Figure 2: Al gorithm Option
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0 option-code: OPTI ON_ALGORI THM ( TBAl) .

o option-len: length of EA-id List + length of SHA-id List in
octets.

0 EA-id: The format of the EA-id List field is shown in Figure 3.

0 1 2 3

01234567890123456789012345678901
B T S i T S S S S
| EA-| en | EA-id |
B T I S e S e T S S L e supr

B T S o T ST S e S i < S S S S SIS S S S S S
| EA-id |
B i S T i i S S S

EA- |l en The length of the foll ow ng EA-ids.

EA-i d 2-octets value to indicate the Encryption Al gorithmid.
The client enunerates the list of encryption algorithns it
supports to the server. The encryption algorithmis used
for the encrypted DHCPv6 configuration process. This design

is adopted in order to provide encryption algorithmagility.
The value is fromthe Encryption Al gorithmfor Secure DHCPv6

registry in lANA. Aregistry of the initial assigned val ues

is defined in Section 12. The RSA algorithm as the mandatory

encryption algorithm MJST be incl uded.
Figure 3: EA-id List Field
0 SHA-id List: The format of the SHA-id List field is shown in
Figure 4. The SHA-id List contains multiple pair of (SA-id, HA-

id). Each pair of (SA-id[i], HA-id[i]) is considered to specify a
speci fic signature nethod.
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0 1 2 3

01234567890123456789012345678901
T i S S T i S T e i i S S
[ SHA- | en [ SA-id[ 1] [
T o S T i S T i i S S i S s
| HA-i d[ 1] | SA-id[ 2] |
I T e T i s i i I S S S S 3
| HA-i d[ 2] | .
T i I S i T it S i S i S SR S S A S

T I I S i T i T S S e It L i T S A s
| SA-id[n] | HA-i d[ n] |
T i T S T i T S S S e i Sk i S SRS S S s

SHA- | en The length of the following SA-id and HA-id pairs.

SA-id 2-octets value to indicate the Signature Al gorithmid.
The client enunerates the Iist of signhature algorithms it
supports to the server. This design is adopted in
order to provide signature algorithmagility. The
value is fromthe Signature Al gorithmfor Secure
DHCPv6 registry in I ANA. The support of RSASSA- PKCS1-v1l 5
is mandatory. A registry of the initial assigned
values is defined in Section 12. The nandatory
signature al gorithns MJST be incl uded.

HA-i d 2-octets value to indicate the Hash Al gorithmi d.
The client enunerates the list of hash algorithns it
supports to the server. This design is adopted in order to
provi de hash algorithmagility. The value is fromthe
Hash Al gorithmfor Secure DHCPv6 registry in | ANA. The
support of SHA-256 is nandatory. A registry of the
initial assigned values is defined in Section 12.
The mandat ory hash al gorithns MJST be i ncl uded.

Figure 4: SHA-id List Field
10.1.2. Certificate Option
The Certificate option carries the certificate of the client/server,

which is contained in the Reply nessage. The format of the
Certificate option is described as foll ows:
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ OPTI ON_CERTI FI CATE [ option-len [
B i i S S i I e i S S R L e e e e
[ EA-id [ SA-id [

R R e R e s s e o S S e R e o o

! Certificate !

L—- B R L L e i i o o I T sk S S S S +-!|-
Figure 5: Certificate Option

0 option-code: OPTI ON_CERTI FI CATE ( TBA2).

o option-len: 4 + length of Certificate in octets.

0 EA-id: Encryption Algorithmid which is used for the certificate.
If the value of the EA-id is 0, then the public key in the
certificate is not used for encryption cal culation

0 SA-id: Signature Algorithmid which is used for the certificate.
If the value of the EA-id is 0, then the public key in the
certificate is not used for signature calcul ation

0 Certificate: A variable-length field containing certificates. The
encodi ng of certificate and certificate data MJST be in format as
defined in Section 3.6, [RFC7296]. The support of X 509
certificate is mandatory.

It should be noticed that the scenario where the val ues of EA-id and
SA-id are both 0 nmakes no sense and the client MJST di scard a nessage
wi th such val ues

1.3. Signature option

The Signature option contains a signature that is signed by the
private key to be attached to the Reply nessage. The Signature
option could be in any place within the DHCPv6 nessage while it is
logically created after the entire DHCPv6 header and options. |t
protects the entire DHCPv6 header and options, including itself. The
format of the Signature option is described as foll ows:
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ OPTI ON\_SI GNATURE [ option-len [
B i i S S i I e i S S R L e e e e
[ SA-id [ HA-i d [

R R e R e s s e o S S e R e o o

! Signature (variable | ength) !

:l-— B R L L e i i o o I T sk S S S S +-:|-
Figure 6: Signature Option

0 option-code: OPTI ON_SI GNATURE ( TBA3).

o option-len: 4 + length of Signature field in octets.

0 SA-id: Signature Algorithmid. The signature algorithmis used
for conputing the signature result. This design is adopted in
order to provide signature algorithmagility. The value is from
the Signature Algorithm for Secure DHCPv6 registry in | ANA.  The
support of RSASSA-PKCS1-v1l 5 is mandatory. A registry of the
initial assigned values is defined in Section 12

0 HA-id: Hash Algorithmid. The hash algorithmis used for
computing the signature result. This design is adopted in order
to provide hash algorithmagility. The value is fromthe Hash
Al gorithmfor Secure DHCPv6 registry in | ANA.  The support of
SHA- 256 is mandatory. A registry of the initial assigned val ues
is defined in Section 12

0 Signature: A variable-length field containing a digital signature.
The signature value is conputed with the hash al gorithm and the
signature algorithm as described in HA-id and SA-id. The
Signature field MJUST be padded, with all 0, to the next octet
boundary if its size is not a multiple of 8 bits. The padding
| ength depends on the signature algorithm which is indicated in
the SA-id field.

Note: If Secure DHCPv6 is used, the DHCPv6 nessage is encrypted in a
way that the authentication nmechani smdefined in RFC3315 does not
understand. So the Authentication option SHOULD NOT be used if
Secure DHCPv6 is applied.
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10.1.4. I ncreasing-nunber Option

The | ncreasing-nunber option carries the strictly increasing nunber
for anti-replay protection, which is contained in the Reply nessage
and the encrypted DHCPv6 nessage. It is optional

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_I NCREASI NG_NUM [ option-len [
B i i S S i I e i S S R L e e e e
I
I
+-

I ncreasi ng- Num (64-bit) [
B S e s i S S e i ST S S S T i e s

option-code OPTI ON_| NCREASI NG_NUM ( TBA4) .
option-len 8, in octets.

I ncreasi ng-Num A strictly increasing nunber for the replay attack detection
which is nore than the | ocal stored nunber.

Figure 7: Increasing-nunber Option
10.1.5. Encryption-Key-Tag Option

The Encryption-Key-Tag option carries the key identifier which is
calculated fromthe public key data. The Encrypted-Query nessage
MUST contain the Encryption-Key-Tag option to identify the used
public/private key pair.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| OPTI ON_ENCRYPTI ON_KEY_TAG | option-len |
B E e r e s i s i o T T s S S S S 2
| encryption key tag(16-bit) [
B Tl T sl i S S S S S

Fi gure 8: Encryption-Key-Tag Option
option-code OPTI ON_ENCRYPTI ON_KEY_TAG ( TBAS).
option-len 2, in octets.
encryption key tag A 16 bits field containing the encryption key tag

sent fromthe client to server to identify the used public/private
key pair. The encryption key tag is calculated fromthe public
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key data, like fingerprint of a specific public key. The specific
cal culation nmethod of the encryption key tag is illustrated in
Section 9. 2.

10.1. 6. Encrypted-nessage Option

The Encrypted- nessage option carries the encrypted DHCPv6 nessage,
which is calculated with the recipient’s public key. The Encrypted-
message option is contained in the Encrypted-Query nessage or the
Encrypt ed- Response nessage.

The format of the Encrypted-nmessage option is:

0 1 2 3
012345678901234567890123456789°01
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| opti on-code | option-len |
o S S
I I
. encrypted DHCPv6 nessage .

(vari abl e)

:l-— B R L L e i i o o I T sk S S S S +-:|-
Fi gure 9: Encrypted-nmessage Option

option-code OPTI ON_ENCRYPTED _MSG ( TBAG) .

option-len Length of the encrypted DHCPv6 nessage in octets.

encrypted DHCPv6 nessage A variable length field containing the
encrypted DHCPv6 nessage. In Encrypted-Query nmessage, it contains
encrypted DHCPv6 nessage sent froma client to server. In
Encrypt ed-response nessage, it contains encrypted DHCPv6 nessage
sent froma server to client.

10.2. New DHCPv6 Messages
Two new DHCPv6 nessages are defined to achieve the DHCPv6 encryption:

Encrypt ed- Query and Encrypt ed- Response. Both the DHCPv6 nessages
defined in this docunent share the follow ng format:
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ nsg-type | transaction-id [
B i i S S i I e i S S R L e e e e
I I
. options .
. (vari abl e) .
| |
B T i S S i S T h T i S S S S e
Figure 10: The format of Encrypted-Query and Encrypted- Response

Messages

nmeg-type Identifier of the nessage type. It can be either
Encrypt ed- Query (TBA7) or DHCPv6- Response (TBAS).

transaction-id The transaction ID for this nmessage exchange.

options The Encrypted- Query nmessage MJST contain the
Encrypt ed- nessage option, Encryption-Key-Tag option
and Server ldentifier option if the nessage in the
Encrypt ed- nessage option has a Server ldentifier
option. The Encrypted-RResponse nessage MJST only
contain the Encrypted-nessage option.

3. Status Codes

The follow ng new status codes, see Section 5.4 of [RFC3315] are
defi ned.

0 AuthenticationFail (TBD9): indicates that the message fromthe
DHCPv6 client fails authentication check.

0 ReplayDetected (TBD10): indicates the nmessage from DHCPv6 cli ent
fails the increasing nunber check.

0 SignatureFail (TBD11): indicates the nmessage from DHCPv6 client
fails the signature check.

Security Considerations

Thi s docunment provides the authentication and encrypti on nechani sns
for DHCPv6.

There are sone mandatory algorithmfor encryption algorithmin this

docunent. It nay be at sone point that the nmandatory algorithmis no
| onger safe to use.
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A server or a client, whose |local policy accepts nmessages w thout a
I ncreasi ng- nunber option, nay have to face the risk of replay
att acks.

Since the algorithmoption isn't protected by a signature, the |ist
can be forged wi thout detection, which can |l ead to a downgrade
att ack.

Li kewi se, since the Encryption-Key-Tag Option isn’t protected, an
attacker that can intercept the nessage can forge the val ue without
det ecti on.

If the client tries nore than one cert for client authentication, the
server can easily get a client that inplements this to enunerate its
entire cert list and probably learn a | ot about a client that way.
For this security item It is RECOVWENDED that client certificates
could be tied to specific server certificates by configuration
12. | ANA Consi derations

Thi s docunment defines six new DHCPv6 [ RFC3315] options. The 1ANA is
requested to assign values for these six options fromthe DHCPv6
Option Codes table of the DHCPv6 Paraneters registry maintained in
http://ww. iana. org/assi gnnent s/ dhcpv6-paraneters. The six options
are:

The Al gorithm Option (TBAl), described in Section 10.1.2.

The Certificate Option (TBA2), described in Section 10.1. 2.

The Signature Option (TBA3), described in Section 10.1. 3.

The | ncreasing-nunber Option (TBA4), described in Section 10.1. 4.

The Encryption-Key-Tag Option (TBA5), described in Section 10.1.5.

The Encrypted- nessage Option (TBA6), described in Section 10.1.6.
The 1ANA is al so requested to assign value for these two nessages
fromthe DHCPv6 Message Types table of the DHCPv6 Paraneters registry
mai ntained in http://ww.iana. org/assi gnments/dhcpv6- paraneters. The
two nmessages are:

The Encrypted- Query Message (TBA7), described in Section 10. 2.

The Encrypt ed- Response Message (TBA8), described in Section 10. 2.

Li, et al. Expi res August 25, 2017 [ Page 23]



Internet-Draft SeDHCPv 6 February 2017

Li,

The 1ANA is al so requested to add three new registry tables to the
DHCPv6 Parameters registry maintained in

http://ww. i ana. or g/ assi gnment s/ dhcpv6- paraneters. The three tables
are the Hash Al gorithmfor Secure DHCPv6 table, the Signature

Al gorithm for Secure DHCPv6 table and the Encryption Al gorithmfor
Secure DHCPv6 table.

Initial values for these registries are given below. Future
assignnents are to be nade through Standards Action [ RFC5226].

Assi gnnents for each registry consist of a nane, a value and a RFC
nunber where the registry is defined.

Hash Al gorithmfor Secure DHCPv6. The values in this table are
16-bit unsigned integers. The following initial values are assigned
for Hash Algorithm for Secure DHCPv6 in this document:

Narre | Value | RFGCs
___________________ e
SHA- 256 [ 0x01 | this docunent
SHA- 512 | 0x02 | this docunent

Signature Algorithm for Secure DHCPv6. The values in this table are
16-bit unsigned integers. The following initial values are assigned
for Signature Algorithmfor Secure DHCPv6 in this document:

Name | Value | RFCs
___________________ o
Non- Si gAl g [ 0x00 | this docunent
RSASSA- PKCS1-v1 5 | 0x01 | this docunent

Encryption algorithmfor Secure DHCPv6. The values in this table are
16-bit unsigned integers. The following initial values are assigned
for encryption algorithmfor Secure DHCPv6 in this docunent:

Narre | Value | RFGCs
___________________ e
Non- EncryAl g | 0x00 | this docunent
RSA | 0x01 | this docunent

I ANA is requested to assign the follow ng new DHCPv6 Status Codes,
defined in Section 10.3, in the DHCPv6 Paraneters regi stry naintai ned
in http://ww.iana.org/assi gnments/dhcpv6- paraneters

Code | Narme | Ref er ence
_________ e
TBD9 | Aut henticationFail | this docunent
TBD10 | Repl ayDet ect ed | this docunent
TBD11 | Si gnat ur eFai | | this docunent
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Change log [RFC Editor: Please renove]

draft-ietf-dhc-sedhcpv6-21: Add the reference of draft-ietf-dhc-relay
-server-security. Change the SA-ID List as SHA-ID List and del ete
the HA-id List. The SHA-id List contains the SA-id and HA-id pairs.
Add sone statenents about the Reconfigure nessage process. Add sone
specific text on the encryption key tag cal cul ati on nmet hod; Add nore
text on security consideration; Changes sone nistakes and grammar

m st akes

draft-ietf-dhc-sedhcpv6-20: Correct a few gramar mi st akes.

draft-ietf-dhc-sedhcpv6-19: In client behavior part, we adds sone
description about opportunistic security. In this way, in sone
scenario, authentication is optional. Add the reference of RFC 4034
for the encryption key tag calculation. Delete the part that the
rel ay agent cache server announcenents part. Add the assunption that

the client’s initial stored increasing nunber is set to zero. In
this way, for the first time increasing nunber check in the Reply
message, the check will always succeed, and then the locally stored

nunber is changed into the contained nunber in the Reply nessage
Correct many granmar m st akes.

draft-ietf-dhc-sedhcpv6-18: Add the Al gorithmoption. The algorithm
option contains the EA-id List, SA-id List, HA-id List, and then the
certificate and signature options do not contain the algorithmlist;
Add the Encryption Key Tag option to identify the used public/private
key pair; Delete the Al gorithnmNot Supported error status code; Del ete
some description on that secure DHCPv6 exchanges the server sel ection
met hod; Del ete the DecryptionFail error status code; For the case
where the client’s certificate is nissed, then the server discards
the received nessage. Add the assunption that: For DHCPv6 client,
just one certificate is used for the DHCPv6 configuration. Add the
statenent that: For the first Encrypted-Qery nessage, the server
needs to try all the possible private keys and then records the

rel ati onship between the public key and the encryption key tag.
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draft-ietf-dhc-sedhcpv6-17: Change the format of the certificate
option according to the comments from Bernie.

draft-ietf-dhc-sedhcpv6-16: For the algorithmagility part, the
provider can offer multiple EA-id, SA-id, HA-id and then receiver
choose one fromthe al gorithm set.

draft-ietf-dhc-sedhcpv6-15: |ncreasing nunber option only contains
the strictly increasing nunber; Add some description about why
encryption is needed in Security Issues of DHCPv6 part;

draft-ietf-dhc-sedhcpv6-14: For the deploynment part, Tofu is out of
scope and take Qpportunistic security into consideration; Increasing
nunber option is changed into 64 bits; Increasing nunber check is a
separate section; |ncreasingnunfail error status code is changed into
Repl ayDet ected error status code; Add the section of "caused change
to RFC3315";

draft-ietf-dhc-sedhcpv6-13: Change the Tinmestanp option into

I ncr easi ng- nunber option and the correspondi ng check met hod; Delete
the OCSP stampling part for the certificate check; Add the scenario
where the hash and signature al gorithns cannot be separated; Add the
conparison with RFC7824 and RFC7844; Add the encryption text fornmat
and reference of RFC5652. Add the consideration of scenario where
mul ti pl e DHCPv6 servers share one conmon DHCPv6 server. Add the
statement that Encrypted- Query and Encrypt ed- Response nessages can
only contain certain options: Server ldentifier option and Encrypted-
message option. Add opportunistic security for depl oynent

consi deration. Besides authentication+encyrption node, encryption-
only node is added.

draft-ietf-dhc-sedhcpv6-12: Add the Signature option and tinestanp
option during server/client authentication process. Add the hash
function and signature algorithm Add the requirenent: The

I nf ormati on-request nmessage cannot contain any other options except
ORO option. Mdify the use of "SHOULD'; Delete the reference of
RFC5280 and nodi fy the nethod of client/server cert verification; Add
the relay agent cache function for the quick response when there is
no aut henticated server. 2016-4-24.

draft-ietf-dhc-sedhcpv6-11: Del ete the Signature option, because the
encrypted DHCPv6 nessage and the | nfornmation-request nessage (only
contain the Certificate option) don't need the Signature option for
message integrity check; Rewite the "Applicability" section; Add the
encryption algorithmnegotiation process; To support the encryption
al gorithm negotiation, the Certificate option contains the EA-
id(encryption algorithmidentifier) field; Reserve the Ti nestanp
option to defend against the replay attacks for encrypted DHCPv6
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configuration process; Mdify the client behavior when there is no
aut henti cated DHCPv6 server; Add the DecryptionFail error code
2016- 3- 9.

draft-ietf-dhc-sedhcpv6-10: merge DHCPv6 aut henticati on and DHCPv6
encryption. The public key option is renoved, because the device can
generate the self-signed certificate if it is pre-configured the
public key not the certificate. 2015-12-10.

draft-ietf-dhc-sedhcpv6-09: change sone texts about the depl oynent
part.2015-12-10.

draft-ietf-dhc-sedhcpv6-08: clarified what the client and the server
should do if it receives a nessage using unsupported al gorithm
refined the error code treatnent regarding to AuthenticationFail and
Ti nmest anpFai | ; added consi deration on how to reduce the DoS attack
when using TOFU; other general editorial cleanups. 2015-06-10.

draft-ietf-dhc-sedhcpv6-07: renoved the depl oynent consideration
section; instead, described nore straightforward use cases with TOFU
in the overview section, and clarified how the public keys would be
stored at the recipient when TOFU is used. The overvi ew section al so
clarified the integration of PKI or other sinmilar infrastructure is
an open issue. 2015-03-23.

draft-ietf-dhc-sedhcpv6-06: renpve the limtation that only clients
use PKI- certificates and only servers use public keys. The new text
woul d allow clients use public keys and servers use PKl-certificates.
2015- 02- 18.

draft-ietf-dhc-sedhcpv6-05: addressed coments frommail |ist that
responsed to the second WALC. 2014-12-08.

draft-ietf-dhc-sedhcpv6-04: addressed coments fromnail |ist.
Maki ng tinmestanp an i ndependent and optional option. Reduce the
serverside authentication to base on only client’s certificate.
Reduce the clientside authentication to only Leaf of Faith base on
server’s public key. 2014-09-26.

draft-ietf-dhc-sedhcpv6-03: addressed coments from WALC. Added a
new secti on "Depl oynent Consideration". Corrected the Public Key
Field in the Public Key Option. Added consideration for |arge DHCPv6
nmessage transm ssion. Added TinmestanpFail error code. Refined the
retransnission rules on clients. 2014-06-18.

draft-ietf-dhc-sedhcpv6-02: addressed comrents (applicability

statenent, redesign the error codes and their logic) fromI|ETF89 DHC
WG neeting and vol unteer reviewers. 2014-04-14.
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draft-ietf-dhc-sedhcpv6-01: addressed comrents from | ETF88 DHC WG
meeting. Myved Dacheng Zhang from acknow edgenent to be co-aut hor.
2014- 02- 14.

draft-ietf-dhc-sedhcpv6-00: adopted by DHC W 2013-11-19.

draft-jiang-dhc-sedhcpv6-02: renoved protection between relay agent
and server due to conplexity, followi ng the comments from Ted Lenon,
Bernie Vol z. 2013-10-16.

draft-jiang-dhc-sedhcpv6-01: update according to review coments from
Ted Lenon, Bernie Volz, Ralph Drons. Separated Public Key/
Certificate option into two options. Refined nany detail ed

processes. 2013-10-08.

draft-jiang-dhc-sedhcpv6-00: original version, this draft is a

repl acenent of draft-ietf-dhc-secure-dhcpv6, which reached | ESG and
dead because of consideration regarding to CGA. The authors fol |l owed
t he suggestion from | ESG nmaki ng a general public key based mechani sm
2013- 06- 29.
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