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Abst ract

The Dynami ¢ Host Configuration Protocol for |Pv4 (DHCPv4) has no

gui dance for how to secure nessages exchanged between servers and
rel ay agents. The Dynanmic Host Configuration Protocol for |Pv6
(DHCPv6) states that |Psec should be used to secure nessages
exchanged between servers and rel ay agents, but does not recomend
encryption. And, with recent concerns about pervasive nmonitoring it
is appropriate to provide recomendati ons for DHCPv4 and al so inprove
the recomendations for DHCPv6. This docunent updates RFC1542 and
RFC3315.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 12, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.
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1. I nt roduction

The Dynam ¢ Host Configuration Protocol for |Pv4 (DHCPv4) [ RFC2131]
and [ RFC1542] has no gui dance for how to secure nessages exchanged
bet ween servers and relay agents. The Dynam ¢ Host Configuration
Protocol for |IPv6 (DHCPv6) [RFC3315] states that |Psec should be used
to secure nessages exchanged between servers and rel ay agents, but
does not recommend encryption. And, with recent concerns about
pervasi ve nonitoring [ RFC7258], it is appropriate to provide
recomendati ons for DHCPv4 and al so i nprove the reconmendations for
DHCPV 6.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Thi s docunment uses termninology from[RFC1542], [RFC2131], and
[ RFC3315] .

3. Security of Messages Exchanged Between Servers and Relay Agents

The followi ng text replaces the text in RFC3315 section 21.1 and al so
applies to DHCPv4 (RFC1542). This revised text essentially adds
encryption as relay agents may forward unencrypted client nessages as
wel | as include additional sensitive information, such as vendor-
specific information (for exanple, [CablelLabs-DHCP]) and [ RFC7839].
While IPsec is not nandated for relay to relay, relay to server, and
server to relay comunication, it is highly recomended unl ess sone
other security mechanisnms are already in place (such as VPN tunnels)
that protect this potentially sensitive traffic from pervasive
noni t ori ng.

Rel ay agents and servers that exchange nessages securely use the

| Psec mechani sms for | Pv6 [ RFC4301]. |If a client nessage is relayed
through nultiple relay agents, each of the relay agents must have
est abl i shed i ndependent, pairw se trust relationships. That is, if
messages fromclient Cwll be relayed by relay agent A to relay
agent B and then to the server, relay agents A and B nust be
configured to use | Psec for the nessages they exchange, and rel ay
agent B and the server nust be configured to use | Psec for the
messages they exchange.

Sel ectors Rel ay agents are nmanually configured with the
addresses of the relay agent or server to
whi ch DHCP nessages are to be forwarded
Each rel ay agent and server that will be
using | Psec for securing DHCP nessages nust
al so be configured with a list of the relay
agents to which nessages will be returned.
The selectors for the relay agents and
servers will be the pairs of addresses
defining relay agents and servers and the
direction of DHCP nessage exchange on DHCPv4
UDP port 67 or DHCPv6 UDP port 547.
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Mode Rel ay agents and servers MJST use | Psec in
transport node and Encapsul ating Security
Payl oad (ESP).

Encryption and authentication algorithns
Thi s docunent recomrends conbi ned node
al gorithms for ESP authenticated encryption
ESP encryption algorithns, and ESP
aut hentication algorithms as per section 2.1
2.2, and 2.3 of [RFC7321] respectively.
Encryption is recomended as relay agents nmay
forward unencrypted client nmessages as wel
as include additional sensitive information,
such as vendor-specific information (for
exanpl e, [Cabl eLabs-DHCP]) and [ RFC7839].

Key managenent Because the relay agents and servers are used
within an organi zation, public key schenes
are not necessary. Because the relay agents
and servers nust be manual ly confi gured
manual |y configured key managenent may
suffice, but does not provide defense against
repl ayed nessages. Accordingly, |KE
[ RFC2409] / I KE2 [RFC7296] with preshared
secrets SHOULD be supported. |IKE/IKEv2 with
public keys MAY be supported. Additiona
i nformati on on manual vs automated key
managenent and when one shoul d be used over
the other can be found in [ RFC4107].

Security policy DHCP nessages between rel ay agents and
servers should only be accepted from DHCP
peers as identified in the |oca
configuration.

Aut henti cati on Shared keys, indexed to the source |P address
of the received DHCP nessage, are adequate in
this application.

Avail ability Appropriate | Psec inplenentations are likely
to be available for servers and for relay
agents in nore full featured devices used in
enterprise and core | SP networks. |Psec is
less likely to be available for relay agents
in lowend devices primarily used in the hone
or small office markets.
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4. Security Considerations

This entire docunent is about security considerations and thus there
is little else to add in this particular section

As this docunment addresses securing nessages exchanged between rel ay
agents and servers, the nessage exchanges between clients and the
first hop relay agent or server are not secured. Cdients may foll ow
the recomendations in [RFC7844] to mininmze what information they
expose or nmake use of [I-D.ietf-dhc-sedhcpv6] to secure conmmuni cation
between the client and server

As nentioned in [ RFC4552] section 14, the follow ng are known
limtations of the usage of nmanual keys:

0 As the sequence nunbers cannot be negotiated, replay protection
cannot be provided. This |eaves DHCP insecure against all the
attacks that can be perforned by replayi ng DHCP packets.

o Manual keys are usually long lived (changing themoften is a
tedious task). This gives an attacker enough time to discover the
keys.

It should be noted if the recomrendations in this document are
followed, while the DHCP traffic on the wire between rel ays and
servers is encrypted, the unencrypted data nmay still be avail able

t hrough ot her attacks on the DHCP servers, relays, and rel ated
systens. Securing these systens and the data in databases and | ogs
al so needs to be considered - on the systens thenselves and if
transferred over a network (i.e., to network attached storage, for
backups, or to operational support systens).

Use of |Psec as described herein is also applicable to Lightweight
DHCPv6 Rel ay Agents [ RFC6221], as they have a link-local address
whi ch can be used to secure communication with their next hop
relay(s).

5. 1 ANA Consi derations
Thi s docunent has no requests of the fantastic | ANA team

6. Acknow edgnents
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