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Abst r act

Thi s docunment defines a YANG data nodel for the managenent of I|P
based tunnels. The data nodel includes configuration data and state
data. |In default format, it describes nmanaged attributes used for
managi ng tunnels of IPv4 or IPv6 over IPv4 tunnels. And it can also
serve as a base nodel which can be augnented with technol ogy-specific
details in other |p based tunnel nodels.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 4, 2017

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents

Liu, et al. Expi res January 4, 2017 [ Page 1]



Internet-Draft | Pl Pv4 Tunnel YANG Model July 2016

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Terminol ogy . .
1.2. Tree Diagrams . . . . . . . . . .
Architecture of IP tunnel YANG Mde
I P Tunnel Mbdel Design
3.1. Mbdel Overview . . . . . . .
3.2. | P Tunnel YANG Tree Di agrans
4. | P Tunnel YANG Data Mdel C e e e
5. Security Considerations . . . . . . . . . . . . . . . . . . . 13
6
7

wn
CUTADWWWN

. I ANA Considerations . . . . . . . . . . . . . . ... 13
. Normative References . . . . . . . . . . . . . . . . . . ... 14
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14

1. Introduction

An overview of tunnel is presented at [intarea-tunnel]. Over the
past several years, there has been a nunber of "tunneling" protocols
specified by the IETF. And this docunent defines a YANG data nodel
for the managenent of |P bases tunnels. |n default format, it covers
the follow ng tunnel types:

o IPvd in IPv4, related concepts are defined in [ RFC1853]

0 IPv6 in I Pvd manual tunnel, related concepts are defined in
[ RFC2003]

o0 IPv6 to IPv4 tunnel, related concepts are defined in [ RFC3056]

And notice that this nodel provides a framework and sone reusabl e
common attributes where technol ogy-specific | P tunnel YANG nodel s can
inherit constructs fromit without needing to redefine themwthin
the sub-technology. Therefore it also can serve as a base nodel

whi ch can be extended to include technol ogy specific details.
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Tree Diagrans

A simplified graphical representation of the data nodel is used in
this docunent. The neaning of the synbols in these diagrans is as
fol |l ows:

0 Brackets "[" and "]" enclose list keys.

0 Abbreviations before data node nanes: "rw' nmeans configuration
(read-wite), and "ro" neans state data (read-only).

o Synbol s after data node names: "?" means an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parent heses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. Architecture of |IP tunnel YANG Mde

In this docunent we define an | P based tunnel nodel, in default it
can describe the IPv6/4-in-1Pv4 tunnels including IPv4 in | Pv4
[ RFC1853], IPv6 in | Pv4 [ RFC2003], IPv6 to | Pv4 [ RFC3056].

Si nce some reusable comon core attributes of ip tunnels are defined,
it can also provide an optional solution for extending to the other

| P-based tunnel nodels. The users of |P-based tunnel nodel can
according to followi ng nethod to define other technol ogies specific

i p tunnel nodels:

o The | P based Tunnel YANG npbdel can acts as the root for other
Tunnel YANG nodel s.

0 Augnent the ip based tunnel nodel by adding the tunnel type is
defined as an identity that augnments the base " ip-tunnel-type "
defined in the | P based nodel

0 Augnent the ip based tunnel nobdel by adding new data nodes with

technol ogy specific paraneters into proper anchor points of the ip
tunnel nodel .
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Figure 1 depicts the relationship of different Tunnel YANG nodels to
the Ip Tunnel YANG Mobdel. It can default support the |Pv4-in-IPv4,

| Pv6-in-1Pv4, and | Pv6-to-1Pv4, and can al so be extended to another

| P base tunnel s encapsul ati on protocol
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Rel ati onshi p of technol ogy specific TUNNEL YANG nodel to |IP based
tunnel YANG nodel

3. | P Tunnel Mbdel Design
3.1. Mdel Overview

Thi s docunment defines the YANG nodel "ietf-ip-tunnel”. 1t includes
two nmodul es, one for configuration and one for state. At the top of
the Model there is Tunnels container for tunnel configuration data.
Multiple Tunnel lists keyed using tunnel nane and tunnel type within
the Tunnels container. To correctly identify an ip based tunnel the
bi nd-interface, |ocal-address, renote-address are defined under one
tunnel list. Notice that tunnels are handl ed by creating a | ogica
interface for each tunnel. Each |ogical interface (physical or
virtual) need to map to interface yang nodel [RFC7223]. To do so, in
this draft, the bind-interface are defined which with a |eafref type
and it can be used pointing to the correspondi ng interface-nane node
in the interface yang [ RFC7223].

The data nodel al so includes read-only counter so that the tunne
state can be read.
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3. 2.

The data node

| P Tunnel

nodul e:
+--rw Tunnel s
| +--rw Tunnel * [name type]

| Pl Pv4 Tunnel

YANG Tree Di agrans

ietf-ip-tunne

+--rw nane

+--rw type

+--rw | ocal - address?
+--rw renot e- addr ess?
+--rw routing-instance?
+--rw description?
+--rw bind-interface?
+--rw clear-df?

+--rw shut down?
+--rwtmu?

+--rw mrror-destination?
+--rw hop-limt?

+--rw tos?

+--ro tunnel -state
+--ro tunnel s*

+--ro nane?
+--ro type?
+--ro local-ip?
+--ro renote-ip?
+--ro (state)?

| +--:(up)
|  +--ro up?
+--: (down)

I

I

| | +--ro down?

| +--:(shutdown)

| +--ro shut down?
+--ro bind-interface?
+--ro user-configured?
+--ro routing-instance?
+--ro tntu?

+--ro clear-df?

+--ro down-reason?

+--ro resol ved-interface-nanme?

+--ro hop-limt?
+--ro tos?

YANG Mbde

has the following tree diagramfor the IP tunnels:
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4. | P Tunnel YANG Data Mbdel

<CODE BEG@ NS> file "ietf-ip-tunnel @016-06-20. yang"
nmodul e ietf-ip-tunnel{

namespace "urn:ietf:parans: xnm:ns:yang:ietf-ip-tunnel”;
prefix "iptnl";

inmport ietf-interfaces {
prefix "if";

}

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-routing {
prefix "rt";

}

inmport iana-if-type {
prefix ianaift;

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Working G oup.";

cont act
"Mandy. Li u@ri csson. com
Adam Fol des@ri csson. com
zhengguangyi ng@uawei . cont';

description
"Thi s YANG nodel defines the configuration data
and operational state data for generic |Pv4/6-in-1Pv4d tunnel.
It includes the IPv4 in IPv4, 6-to-4, and | Pv6 over |Pv4 nanual
tunnel s.";

revision 2016-04-27 {
description
"Made nodel nore generic in order to allow augnentation by e.g.
GRE tunnels.";
ref erence
"RFC XXXX: A YANG Data Mddel for |Pv4 Tunnel.";
}

revision 2016-03-11 {
description

Liu, et al. Expi res January 4, 2017 [ Page 6]



Internet-Draft | Pl Pv4 Tunnel YANG Model July 2016

"Col | apsed all tunnel types into a single subtree based on
suggestions to nmore closely follow the I P Tunnel MB.";
reference
"RFC XXXX: A YANG Data Mdel for |Pv4 Tunnel.";
}
revision 2015-10-14 {
description
"Updat e nodel based on comments.";
reference
"RFC XXXX: A YANG Data Mdel for |Pv4 Tunnel.";

}

revisi on 2015-07-20 {
description
"This version adds the follow ng new itens:
- hop-limt
- tos
- tunnel -type
Thi s version changes ’'ipv6to4-auto’ to 'ipv6tod "
ref erence
"RFC XXXX: A YANG Data Model for |Pv4 Tunnel.";

}

revision 2015-05-27 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for |Pv4 Tunnel.";

}

/* ldentities */
identity ip-tunnel-type {
description
"Base identity fromwhich identities describing
I P tunnel types are derived.";

}
identity ip-ip {
base i p-tunnel -type;
description
"This identity represents |Pv4d-in-1Pv4 tunnel type"
}

identity ipv6év4-manual {
base i p-tunnel -type;
description
"This identity represents |Pv6-to-1Pv4 manual tunnel type"

identity ipv6-to-v4d {
base i p-tunnel -type;
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description
"This identity represents the 6-to-4 tunnel type"

typedef routing-instance-ref {

type leafref {
path "/rt:routing/rt:routing-protocols/rt:routing-protocol/rt:nane";

}

description

"This type is used for leafs that reference a routing instance
configuration.";

}

[ *Configuration Data*/
cont ai ner Tunnel s{
description
"Configuration data for tunnels."
list Tunnel {
key "nane type";
description
"Configuration data for tunnels."”;
| eaf nane {
type string;
description
"Name of the tunnel.";
}

| eaf type {
type identityref {
base i p-tunnel -type;
}

description "The encapsul ati on type of the tunnel.";

}

| eaf routing-instance {
type routing-instance-ref;
description "The routing instance of the |ocal address.";
}
uses tunnel - confi g- conponents;
}
}

/* Configuration data */
groupi ng tunnel -confi g-conponents {
description
"Configuration data for all tunnels and subtunnel s";
| eaf description {

type string {
length "1..255";
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}

description
"Textual description for a tunnel. Can be any "+
"al phanuneric string, including spaces, not to exceed "+
"255 ASCI| characters."

| eaf bind-interface {
type if:interface-ref;
description
"Bind to an interface.";

| eaf | ocal -address {
type inet:ip-address-no-zone;
description "I P address of the |local end of the tunnel.";

}
| eaf renote-address {
when "type !=ipv6-to-v4" {
description
"6-t0-4 tunnels do not have a fixed renote endpoint.";
}

type inet:ip-address-no-zone;
description "I P address of the renote end of the tunnel.";

}

| eaf clear-df {
type enpty;
description
"If clear-df is absent, it neans that fragnentation of
tunnel packets are pernmitted. If clear-df is present,
it neans that fragmentation of tunnel packets are not
permtted.";

| eaf shutdown {
type enpty;
description
"Di sabl e/ enabl e the tunnel.";
}

leaf tmu {
type uint16 {
range "256..16384";
}

description
"Sets the Maxi num Transnission Unit (MIU) size for
packets sent in a tunnel. The default MIU is the MIU
for the interface to which the tunnel is bound.”
}
| eaf mirror-destination {
type string;
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description
"Designate the nane of a tunnel as a circuit
mrror destination. ";
}
| eaf hop-limt {
type uint8 {
range "0]1..255";

description
"The I Pv4 TTL or IPv6 Hop Limt which is used in the
outer | P header. A value of 0 indicates that the val ue
is copied fromthe payl oad' s header.";

| eaf tos {
type int8 {
range "-1..63";
}

description
"The method used to set the high 6 bits (the
differentiated services codepoint) of the |Pv4 TCS or
IPv6 Traffic Cass in the outer | P header. A value of -1
indicates that the bits are copied fromthe payl oad\u2019s
header. A value between 0 and 63 inclusive indicates
that the bit field is set to the indicated value."

}

[ *Qperational state data*/
groupi ng tunnel -oper-states {
description "QOperational states of tunnels";
choice state {
description "Choice of operational states”
case up {
| eaf up {
type enpty;
description "The tunnel is up.";

}

case down {
| eaf down {
type enpty;
description "The tunnel is down.";

}

case shutdown {
| eaf shutdown {

type enpty;
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description "The tunnel is shut down administratively.";
}
}
}
}

groupi ng tunnel - state-conponents {
description
"The basic tunnel information to be displayed."”

| eaf nane {
type string;
description
"Nanme of the tunnel.";

}

| eaf type {
type identityref;
description
"The type of the tunnel.";

| eaf local-ip {
type inet:ip-address-no-zone;
description
"I P address of the local end of the tunnel.";
}
| eaf renote-ip {
type inet:ip-address-no-zone;
description
"I P address of the renote end of the tunnel.";
}
uses tunnel - oper - st at es;
| eaf bind-interface {
type if:interface-state-ref;
description
"Bind to an interface.";
}
| eaf user-configured {
type bool ean;
description
"Indicate the tunnel is user-configured or dynanic.
Fal se is for dynamic.";

| eaf routing-instance {
type routing-instance-ref;
description
"Name of the reference routing instance. ";

Liu, et al. Expi res January 4, 2017 [ Page 11]



Internet-Draft | Pl Pv4 Tunnel YANG Model July 2016

leaf tmu {
type uint 16;
description
"The Maxi mum Transmi ssion Unit (MIU) size for
packets sent in a tunnel.";

| eaf clear-df {
type enpty;
description
"Indicate that the DF bit is cleared.";

| eaf down-reason {
type string;
description
"The reason of the tunnel is down."
}
| eaf resol ved-interface-namg{
type string;
description
"The egress interface name of the tunnel.";

}
| eaf hop-limt {
type uint32;
description
"The I Pv4 TTL or IPv6 Hop Linmit which is used in the outer IP
header. A value of O indicates that the calue is copied from
t he payl oad’ s header.";

| eaf tos {
type int32;
description
"The high 6 bits (the differentiated
services codepoint) of the IPv4 TGOS or IPv6 Traffic Class in
the outer I P header. A value of -1 indicates that the bits
are copied fromthe payl oad\u2019s header. A val ue between 0 and
63 inclusive indicates that the bit field is set to the
i ndi cated val ue. ";
}
}

contai ner tunnel -state {
config "fal se";

description

"Contain the information currently configured tunnels.";
list tunnels {

description

"Operational state data of tunnels.";
uses tunnel - st at e- conponent s;
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}

/I Augnent operational state data of IP interfaces
augrment "/if:interfaces-state/if:interface" {
when "if:type = "ianaift:tunnel’" {
description
"Augnent | P interface."”;
}
description
"Augnent operational state data of IP interfaces.";
| eaf tunnel -protocol {
type identityref;
description
"Indicate the state of the IP tunnel interface.”

<CODE ENDS>
5. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241] . The | owest NETCONF | ayer is the
secure transport |ayer and the nmandatory-to-inpl enent secure
transport is SSH [ RFC6242] . The NETCONF access control nodel

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
prot ocol operations and content.

6. | ANA Consi derations
This docunment registers a URI in the |ETF XM. regi stry [ RFC3688]
Following the format in RFC 3688, the following registration is
requested to be made:
URI: urn:ietf:parans:xnm:ns:yang:ietf-ip-tunne
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace

This docunent registers a YANG nodul e in the YANG Mbdul e Nanes
registry [ RFC6020].
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name: ietf-tunne
nanespace: urn:ietf: parans: xm :ns:yang:ietf-ip-tunne
prefix: itun reference: RFC XXXX
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