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Abst ract

A nunmber of application-layer protocols make use of |P broadcasts or
mul ti cast nessages for functions such as |ocal service discovery or
nane resol ution. Sone of these functions can only be inpl enented
efficiently using such nmechani sns. Wen using broadcasts or
mul ti cast nessages, a passive observer in the sane broadcast donain
can trivially record these nessages and anal yze their content.
Theref ore, broadcast/nulticast protocol designers need to take
speci al care when designing their protocols.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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1. Introduction

Broadcast and multicast nessages have a | arge receiver group by
design. Because of that, these two nmechanisns are vital for a number
of basic network functions such as auto-configuration. Application
devel opers use broadcast/nulticast nessages to inplenent things |ike
| ocal service or peer discovery and it appears that an increasing
number of applications nake use of it [ TRAC2016].

Usi ng broadcast/nulticast can becone problematic if the information
that is being distributed can be regarded as sensitive or when the
information that is distributed by nmultiple of these protocols can be
correlated in a way that sensitive data can be derived. This is
clearly true for any protocol, but broadcast/nulticast is special in
at least two respects: a) the aforenentioned | arge receiver group

whi ch makes it trivial for anybody on a LAN to collect the

i nformati on wi thout special privileges or a special location in the
network and b) encryption is nore difficult when broadcasting/

mul ti casti ng nmessages.

Privacy considerations of | ETF-specified protocols have received sone
attention in the recent past(e.g. [RFC7721] or
[I-D.ietf-dhc-dhcp-privacy]). This draft docunents a nunber of
privacy considerations for broadcast/nulticast protocol designers
that are intended to reduce the |ikelihood that a broadcast protoco
can be nisused to collect sensitive data about devices, users and
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groups of users on a LAN. These considerations particularly apply to
prot ocol s desi gned outside the IETF for tw reasons. For one, non-
standard protocols will likely not receive operational attention and
support in making them nore secure such as e.g. DHCP snoopi ng does
for DHCP because they typically are not docunented. The other reason
is that these protocols have been designed in isolation, where a set
of considerations to follow is useful in the absence of a |arger
community providing feedback. |In particular, carelessly designed
broadcast/nul ti cast protocols can break privacy efforts at different

| ayers of the protocol stack such as MAC address or |P address
randoni zati on [ RFC4941].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Privacy considerations

There are a few obvious and a few not necessarily obvious things

desi gners of broadcast/nulticast protocols should consider in respect
to the privacy inplications of their protocol. Most of these itens
are based on protocol behaviour observed as part of experinments on
operational networks [ TRAC2016] .

2.1. Message frequency

Frequent broadcast/nulticast traffic caused by an application can
gi ve user behaviour and online tinmes away. This allows a passive
observer to potentially deduce a user’s current activity (e.g. a
game) and it allows to create an online profile (i.e. tines the user
is on the network). The higher the frequency of these nmessages, the
nore accurate this profile will be. Gven that broadcasts are only
visible in the same broadcast donain, these nessages al so give the
rough location of the user away (e.g. a canpus or building).

Besi des the privacy inplications of frequent broadcasting, it also
represents a performance problem In particular in certain wreless
technol ogi es such as 802.11, broadcast and nulticast are transnitted
at a nmuch lower rate (the | owest conmon denoninator rate) conpared to
uni cast and therefore have a nmuch bigger inpact on the overal
available airtime. Further, it will linmt the ability for devices to
go to sleep if frequent broadcasts are being sent. A sinilar problem
in respect to Router Advertisenments is addressed in
[1-D.ietf-v6ops-reduci ng-ra-energy-consunption].
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If a protocol relies on frequent or periodic broadcast/nulticast
messages, the frequency SHOULD be chosen conservatively, in
particular if the messages contain persistent identifiers (see next
subsection). Also, intelligent nessage suppression nechani snms such
as the ones enployed in nDNS [ RFC6762] SHOULD be i npl enent ed.

2.2. Persistent identifiers

A few broadcast/nulticast protocols observed in the wild make use of
persistent identifiers. This includes the use of hostnanes or nore
abstract persistent identifiers such as a UU D or sinmilar. These

I Ds, which e.g. identify the installation of a certain application

nmi ght not change across updates of the software and are therefore
extrenmely long lived. This allows a passive observer to track a user
precisely if broadcast/nulticast nessages are frequent. This is even
true in case the I P and/or MAC address changes. Such identifiers
also allow two different interfaces (e.g. Wfi and Ethernet) to be
correlated to the sanme device. |f the application nakes use of
persistent identifiers for nultiple installations of the sane
application for the sane user, this even allows to infer that

di fferent devices belong to the sanme user

If a broadcast/nulticast protocol relies on IDs to be transmitted, it
SHOULD be considered if frequent ID rotations are possible in order
to nmake user tracking nore difficult. Persistent |IDs are considered
bad practice in general as persistent application layer IDs will make
efforts on |lower layers to random ze identifiers (e.g.

[1-D. huitema-6man-randont addr esses]) usel ess or at |east nuch nore
difficult.

2.3. Anticipate user behaviour

A large nunber of users nane their device after thenselves, either
using their first nane, last nane or both. Oten a hostnane includes
the type, nodel or naker of a device, its function or includes

| anguage specific infornmation. Based on gathered data, this appears
currently to be preval ent user behavi our [ TRAC2016]. For protocols
usi ng the hostname as part of the messages, this clearly will revea
personally identifiable information to everyone on the | ocal network.

Wher e possible, the use of hostnanes in broadcast/nulticast protocols
SHOULD be avoided. |If only a persistent IDis needed, this can be
generated. An application mght want to display the information it

wi Il broadcast on the LAN at install/config time, so the user is at

| east aware of the application’ s behaviour. More hostnane
considerations can be found in [I-D.ietf-intarea-hostnane-practice].
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2.4. Consider potential correlation

A large nunber of services and applications make use of the
broadcast/ mul ti cast mechanism That nmeans there are various sources
of information that are easily accessible by a passive observer. In
i solation, the information these protocols reveal night seem

harm ess, but given nultiple such protocols, it mght be possible to
correlate this information. E.g. a protocol that uses frequent
messages including a UUIDto identify the particular installation
does not give the identity of the user away. But a single nessage

i ncluding the user’s hostnanme mght just do that and it can be
correlated using e.g. the MAC address of the device's interface.

A broadcast protocol designer should be aware of the fact that even
if - inisolation - the information a protocol |eaks seens harnl ess,
there nmight be ways to correlate that information with other
broadcast protocol infornmation to reveal sensitive information about
a user.

2.5. Configurability

A lot of applications and services using broadcast protocols do not
i nclude the neans to declare "safe" environnents (e.g. based on the
SSID of a WFi network). E. g. a device connected to a public WFi
will likely broadcast the same informati on as when connected to the
home network. It would be beneficial if certain behaviour could be
restricted to "safe" environnents.

An application devel oper nmaki ng use of broadcasts as part of the
application SHOULD nmake the broadcast feature, if possible,
configurable, so that potentially sensitive informati on does not |eak
on public networks.

3. Operational considerations

Besi des changi ng end-user behavi or, choosing sensible defaults as an
operating system vendor (e.g. for suggesting host nanes) and the
consi derations for protocol designers nentioned in this docunent,
there are things that the network adm nistrators/operators can do to
limt the above nentioned problens.

A feature not uncomonly found on access points e.g. is to filter
broadcast and nmulticast traffic. This will potentially break certain
applications or sonme of their functionality but will also protect the
users frompotentially | eaking sensitive information
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