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1.

I nt roducti on

Operations, Adm nistration, and M ntenance (QAM are inportant
net wor ki ng functions that allow operators to:

1. Monitor networks connections (Connectivity Verification
Continuity Check).

2. Troubl eshoot failures (Fault verification and | ocalization).
3. Mnitor Performance

An overview of QAMtools is presented in [RFC7276] [ RFC7276]. COver
the years, many technol ogi es have devel oped simlar tools for fault
and performance managenent.

[ EEEB02. 1@ Connectivity Fault Managenent is a well-established OAM
standard that is widely adopted for Ethernet networks. ITUT

[G 8013][G 8013], MEF Service OCAM MPLS-TP [ RFC6371], TRILL

[ RFC7455] [ RFC7455] all define OAM mechani sms based on the

manageabi lity frame work of [IEEE802.1Q [|EEE802.1Q CFM

G ven the wi de adoption of the underlying OAM concepts defined in

[ EEE802. 1Q [ | EEE802.1(Q] CFM it is a reasonable choice to devel op
the unified managenent framework for connection oriented OAM based on
those concepts. 1In this docunent, we take the

[ EEEB02. 1Q [ | EEE802. 1(J CFM nodel and extend it to a technol ogy

i ndependent franework and define the correspondi ng YANG nodel
accordingly. The YANG nodel presented in this docunent is the base
nodel for connection oriented OAM protocols and supports generic
continuity check, connectivity verification (Loopback) and path

di scovery (traceroute). The generic YANG nodel for connection
oriented OAM i s designed to be extensible to other connection
oriented technol ogies. Technol ogy dependent nodes and renpte process
call (RPC) commands are defined in technol ogy specific YANG nodel s,
whi ch use and extend the base nodel defined here. As an exanple,
VXLAN uses source UDP port nunber for flow entropy, while TRILL uses
ei ther MAC addresses, the VLAN tag or fine grain | abel, and/or IP
addresses for flow entropy in the hashing for nultipath sel ection.

To capture this variation, correspondi ng YANG nodel s woul d define the
applicabl e structures as augnentation to the generic base nodel
presented here. This acconplishes three goals: First it keeps each
YANG nodel snaller and nmore manageable. Second, it allows

i ndependent devel oprment of correspondi ng YANG nodels. Third,

i npl ementations can limt support to only the applicable set of YANG
nodel s. (e.g. TRILL RBridge may only need to inplenent Generic nodel
and the TRILL YANG nodel).
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Al'l inplenentations that follow the YANG franework presented in this
docunent MUST i npl enent the generic connection oriented YANG node
presented here.

The YANG data nodel presented in this docunent is generated at the
managenent |ayer. Encapsul ations and state nmachi nes may differ
according to each OQAM protocol. A user who w shes to issues a
Continuity Check command or a Loopback or initiate a perfornmance
nmoni toring session can do so in the sane nmanner regardl ess of the
under | ying protocol or technol ogy or specific vendor inplenentation

As an exanpl e, consider a scenario where Loopback fromdevice Ato
Device B fails. Between device A and B there are | EEE 802.1 bridges
a, b and c. Let’'s assunme a,b and ¢ are using [| EEE802.1Q CFM Upon
detecting the Loopback failures, a user may decide to drill down to
the lower level at different segnents of the path and issue the
corresponding fault verification (LBM and fault isolation (LTM
tools, using the same API. This ability to drill down to a | ower

| ayer of the protocol stack at a specific segment within a path for
fault localization and troubl eshooting is referred to as "nested QAM
workflow'. It is a useful concept that leads to efficient network
troubl eshooti ng and nai nt enance workfl ows. The connection oriented
OAM YANG nodel presented in this docunent facilitates that without
needi ng changes to the underlying protocols.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Lower case
uses of these words are not to be interpreted as carrying [ RFC2119]
si gni ficance

The following notations are used within the data tree and carry the
meani ng as bel ow

Each node is printed as:
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<status> <fl ags> <nane> <opts> <type>

<status> i s one of:
+ for current
x for deprecated
o for obsolete

<flags> is one of:

rw for configuration data

ro for non-configuration data
-x for rpcs

-n for notifications

<nanme> i s the nane of the node

If the node is augnented into the tree from another nodule, its nane
is printed as <prefix>: <nanme>.

<opts> is one of:

for a presence container
for aleaf-list or list
[ <keys>] for a list’s keys
(choice)/: (case) Parentheses encl ose choice and case nodes,
and case nodes are also marked with a colon (":")
<type> is the nanme of the type for leafs and leaf-lists

? for an optional |eaf or choice
|
*

In this docunment, these words will appear with that interpretation
only when in ALL CAPS

2.1. Term nol ogy
CCM - Continuity Check Message [I| EEE802. 1Q .

ECMP - Equal Cost Ml ti path.

LBM - Loopback Message [| EEE802. 1Q .
MP - Mintenance Point [|EEE802.1Q.
VEP Mai nt enance End Poi nt [RFC7174] (Mai ntenance associ ati on End

Poi nt [ | EEE802. 1Q), MEG End Points [ RFC6371]).
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MP - Mintenance Internmediate Point [ RFC7174] (Maintenance domain
I nternediate Point[1 EEE802. 1(J, MEG I nternmedi ate Point
[ RFC6371]).

VA - Mai ntenance Association [| EEE802. 1Q [RFC7174].

VD - Mintenance Domain [| EEES802. 1QY

MEG - Mintenance Entity G oup [ RFC6371]

MIV - Multi-destination Tree Verification Message.

OAM - Operations, Administration, and Mii ntenance [ RFC6291].

TRILL - Transparent |nterconnection of Lots of Links [RFC6325].

CFM - Connectivity Fault Managenent [ RFC7174] [|EEE802.1Q .

RPC - Renote Process Call

cC - Continuity Check [RFC7276]. Continuity Checks are used to
verify that a destination is reachable and therefore al so
referred to as reachability verification

cv - Connectivity Verification [RFC7276]. Connectivity Verification

are used to verify that a destination is connected. It are
also referred to as path verification and used to verify not
only that the two MPs are connected, but also that they are
connected through the expected path, allow ng detection of
unexpect ed topol ogy changes.

3. Architecture of Generic YANG Model for OAM

In this docunent we define a generic YANG nodel for connection
oriented OAM protocols. The YANG nodel defined here is generic in a
sense that other technol ogies can extend it for technol ogy specific
needs. The Generic YANG nodel acts as the root for other OAM YANG
model s. This allows users to traverse between different OAM
protocols with ease through a uniform APl set. This also enables a
nested OAM workflow. Figure 1 depicts the relationship of different
OAM YANG nodel s to the Generic YANG Model for connection oriented
OAM  The Ceneric YANG nodel for OAM provi des a framework where
technol ogy- specific YANG nodel s can inherit constructs fromthe base
YANG nodel s wi thout needing to redefine themw thin the sub-

t echnol ogy.

Figure 1 depicts relationship of different YANG nodul es.
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| Connecti on|
| Oriented |
| gen I
| OAM YANG |
- - - - -+t

e R +
I I I
+- - - - -+ +- - - - -+ +- - - - -+
| TRILL [ | MPLS-TP | . . .| foo [
| OAM YANG | | OAM YANG | | OAM YANG |
+-+-+- +- +- + +-+-+- +- +- + +-+-+- +- +- +
I I I
| | o4 - - -+
| | . . .| foo [
| | | sub tech |
| | +- - - - -+
I I I
I I I
I e +
[ Uni f or m API |
e i +

Rel ati onshi p of OAM YANG nodel to generic (base) YANG nodel
4. Overview of the OAM Model

In this docunent we adopt the concepts of the [I EEE802.1Q CFM nodel
and structure it such that it can be adapted to different connection
ori ented OAM protocol s.

At the top of the Mddel is the Mintenance Donain. Each M ntenance
Domain is associated with a Mii ntenance Nane and a Domai n Level .

Under each Mai ntenance Donmin there is one or nore Mintenance
Association (MA). In TRILL this can be per Fine-Gained Label or for
VPLS this can be per VPLS instance.

Under each MA, there can be two or nore MEPs (Maintenance Associ ation
End Points). MEPs are addressed by their respective technol ogy
specific address identifiers. The YANG nodel presented here provides
flexibility to acconmodate different addressing schenes.

In the vertical direction orthogonal to the Mintenance Donain,
presented are the commands. Those, in YANG terns, are the rpc
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commands. These rpc commands provide uniformAPls for continuity
check, connectivity verification(loopback), path

di scovery(traceroute) and their equivalents as well as other OAM
comrands.

The generic YANG nodel defined here does not require explicit
configuration of OAMentities prior to using any of the OAM tool s. The
CAM tools used here are linmted to OAM tool set specified in section
5.1 of [RFC7276]. 1In order to facilitate zero- touch experience,
this docunent defines a default node of OQAM The default npbde of OAM
is referred to as the Base Mbde and specifies default values for each
of nodel paraneters, such as M ntenance Donain Level, Name of the
Mai nt enance Associ ation, Addresses of MEPs and so on. The default
val ues of these depend on the technol ogy. Base Mode for TRILL is
defined in [ RFC7455]. Base node for other technol ogies and future
ext ensi ons developed in |ETF will be defined in their corresponding
document s.

It is inportant to note that, no specific enhancenents are needed in
the YANG nodel to support Base Mbde. Inplenentations that conply
with this docunent, by default inplenment the data nodes of the

appl i cabl e technol ogy. Data nodes of the Base Mdde are read-only
nodes.

4.1. Maintenance Dormain (MD) configuration

The contai ner "domains” is the top | evel container within the gen-oam
nmodule. Wthin the container "domai ns", separate list is nmintained
per MD. The MD list uses the key MD-name-string for indexing. M
nane-string is a leaf and derived fromtype string. Additional nane
formats as defined in [I EEE802.1Q] or other standards can be incl uded
by association of the MD>-name-format with an identity-ref. MDD name-
format indicates the format of the augmented MD-nanes. NMD-nane is
presented as choice/case construct. Thus, it is easily augnentable
by derivative work.

nodul e: ietf-conn-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]

+--rw t echnol ogy i dentityref
+--rw MD-nane-string MD- nane- string
+--rw MD nane-f or mat ? i dentityref

+--rw (MD- nane) ?

| +--:(NMD-nane-null)

| +--rw MD-nanme-nul | ? enpty
+--rw nd-| evel ? MD- | evel

Sni ppet of data hierarchy related to OAM domai ns
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4.2. Maintenance Association (MA) configuration

Wthin a given M ntenance Donain there can be one or nore
Mai nt enance Associations (MA). MAs are represented as a |list and
i ndexed by the MA-nane-string. Simlar to MD nane defined
previously, additional name formats can be added by augnenting the

nane-format identity-ref and addi ng applicable case statenents to MA-
nane.

nodul e: ietf-conn-oam

+--rw domai ns
+--rw donmi n* [technol ogy MD name-string]

+--rw MAs

+--rw MA* [ MA- nane-string]
+--rw MA-nane-string MA- nane- string
+--rw MA- nane-f or mat ? i dentityref

+--rw ( MA- nane) ?
| +--:(MA-nane-null)
| +--rw MA-nanme-nul | ? enpty
Sni ppet of data hierarchy related to Maintenance Associ ations (M)
4.3. Maintenance Endpoint (MEP) configuration
Wthin a given M ntenance Association (MM, there can be one or nore

Mai nt enance End Points (MEP). MEPs are represented as a list within
the data hierarchy and i ndexed by the key MEP-nane.
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nodul e: i etf-conn-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]

+--rw t echnol ogy i dentityref
.+--rw MAs
+--rw MA* [ MA- name- string]
+--rw MA-nane-string MA- nane-string

+--rw MEP* [ nep-nane]
| +--rw mep-nane MEP- name

| +--rw (MEP-1D)?

| | +--:(MEP-ID-int)

| +--rw MEP-ID-int? i nt32

| +--rw MEP-ID-format? i dentityref

| +--rw (mep-address)?

| | +--:(mac-address)

| | | +--rw nmac-address? yang: mac- addr ess
| | +--:(ipv4-address)

| | | +--rwipv4-address? inet:ipv4-address
| | +--:(ipv6-address)

| ] +--rw i pv6-address? inet:ipv6-address

Sni ppet of data hierarchy related to Mintenance Endpoint (MEP)
4.4. rpc definitions

The rpc nodel facilitates issuing commands to a NETCONF server (in
this case to the device that need to execute the OAM command) and
obtain a response. rpc nodel defined here abstracts OAM specific
commands in a technol ogy i ndependent manner.

There are several rpc conmmands defined for the purpose of OAM In
this section we present a snippet of the continuity check command for
illustration purposes. Please refer to Section 4 for the conplete
data hierarchy and Section 5 for the YANG nodel .

nodul e: ietf-conn-oam
+--rw domai ns
+--rw domai n* [technol ogy MD- name-string]
+--rw t echnol ogy i dentityref
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rpcs:

+---x continuity-check {continuity-check}?

+- -

Kumar ,

+- -

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -

- 4

et

-w i nput

+---w technol ogy? i dentityref

+---w MD-nane-string -> |/ domai ns/ domai n/ MD- nane- st ri ng
+---w MA-nane-string -> |/ domai ns/ domai n/ MAs/ M/ MA- name-string
+---w cos-id? ui nt8

+---w (ttl)?

|  +--:(ip-ttl)

| | +--wip-ttl? uint8

|  +--:(npls-ttl)

| +---wnpls-ttl? uint8

+---w sub-type? i dentityref

+---w source-nmep? -> / domai ns/ domai n/ MAs/ MA/ MEP/ nep- name

+---w destination-nep
+---w (nep-address)?
| +--:(nac-address)

| | +---w nac-address? yang: mac- addr ess
| +--:(ipv4-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

[ +---w i pv6- address? i net:ipv6-address

+---w (MEP-1D)?

I
I
I
I
I
|
|
| | +--:(MEP-IDint)
I

I

| +---w MEP-ID-int? i nt 32

+---w MEP-1D-format? i dentityref
+---w count ? ui nt 32
+---w cc-transmit-interval ? I nterval
+---w packet - si ze? ui nt 32

ro out put
+--ro (nmonitor-stats)?
+--:(monitor-null)
+--ro nonitor-null? enpty
continuity-verification {connectivity-verification}?

-w i nput

+---w MD nane-string -> |/ domai ns/ domai n/ MD- nane- st ri ng
+---w MA-nane-string -> |/ domai ns/ domai n/ MAs/ M/ MA- name-stri ng
+---w cos-id? uint8

+---w (ttl)?

| +--:(ip-ttl)

| | +--wip-ttl? uint8

|  +--:(npls-ttl)

| +---w npls-ttl? uint8

+---w sub-type? i dentityref

+---w source-nmep? -> / domai ns/ domai n/ MAs/ MA/ MEP/ nep- name

+---w destination-nep
| +---w (nep-address)?
| | +--:(mac-address)
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| | +---w nmac-address? yang: mac- addr ess
| +--:(ipva-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +---w i pv6- address? i net:ipv6-address

+---w (MEP-1D)?

I
I
I
I
I
| | +--:(NMEP-IDint)
I

I

f——

| +---w MEP-1D-int? i nt 32
+---w MEP-1D-format? i dentityref
+---w count? ui nt 32
+---winterval ? I nterval
+---w packet - si ze? ui nt 32
--ro out put

+--ro (nmonitor-stats)?
+--:(monitor-null)
+--ro nonitor-null? enpty

e ———

---X traceroute {traceroute}?
+---w i nput
| +---w MD-name-string -> |/ domai ns/ domai n/ MD- nane- st ri ng
+---w MA-nane-string -> |/ domai ns/ domai n/ MAs/ M/ MA- name-string
+---w cos-id? uint8
+---w (ttl)?
| +--:(ip-ttl)
| | +---wip-ttl? uint8
|  +--:(npls-ttl)
| +---wnpls-ttl? uint8
+---w comuand- sub-type? i dentityref
+---w source-nep? -> /[ domai ns/ domai n/ MAs/ MA/ MEP/ nep- name

+---w destination-nep
+---w (mep-address)?
| +--:(nac-address)

| | +---w nmac-address? yang: mac- addr ess
| +--:(ipva-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +---w i pv6- address? i net:ipv6-address

+--w (MEP-1D)?

| +--:(NMEP-IDint)

| +---w MEP-1D-int? int32

+---w MEP-1D-format? i dentityref
+---w count ? ui nt 32
+---winterval ? | nt er val

+--ro0 out put
+--ro0 response* [response-index]

+--ro0 response-index uint8
+-ro (ttl)?

|  +--:(ip-ttl)

| | +--roip-ttl? uint8

Kumar, et al. Expi res January 9, 2017 [ Page 12]



Internet-Draft Connection-Oiented OAM YANG nodel July 2016

+--:(npls-ttl)
+--ro npls-ttl? uint8

--ro destination-nep
+--ro (nmep-address)?
| +--:(nac-address)
| | +--ro nmac-address? yang: mac- addr ess
| +--:(ipv4-address)
| | +--ro ipv4-address? i net:ipv4-address
| +--:(ipv6-address)
[ +--ro0 ipv6-address? i net:ipv6-address

+-ro (MEP-1D)?
| +--:(VMEP-IDint)
| +--ro MEP-ID-int? i nt32
+--ro MEP-1D-format? i dentityref
--ro (nonitor-stats)?
+--:(nmonitor-null)
+--ro nonitor-null? enpty

I
I
+
I
I
I
I
I
|
I
I
I
I
I
+

Sni ppet of data hierarchy related to rpc call continuity-check
4.5. notifications

Notification is sent on defect condition and defect clears with

Mai nt enance Domai n Nane, MA Nane, defect-type (The currently active
defects), generating-nepid, and defect-nmessage to indicate nore
details.

4.6. nonitor statistics

Grouping for nmonitoring statistics is to be used by Yang nodul es
whi ch Augnent Yang to provide statistics due to pro-active OAM Iike
CCM Messages. For exanple CCM Transnmit, CCM Receive, CCM Errors,

et c.

4.7. OAM data hierarchy

The conplete data hierarchy related to the connection oriented OAM
YANG nodel is presented bel ow

nodul e: ietf-conn-oam
+--rw domai ns
+--rw dormi n* [technol ogy MD name-string]

+--rw t echnol ogy i dentityref
+--rw MD-nane-string MD- nane-string
+--rw MD- nane-f or mat ? i dentityref

+--rw ( MD- nane) ?
|  +--:(NMD-nane-null)
| +--rw MD- nanme-nul | ? enpty
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+--rw nd-| evel ? MD- | evel
+--rw MAs
+--rw MA* [ MA- nane-string]
+--rw MA-nane-string MA- nanme-string
+--rw MA- nane- f or mat ? i dentityref

+--rw ( MA- nane) ?
| +--:(MA-name-null)

| +--rw MA-name-nul | ? enpty
+-rw (MA-ID)?

|  +--:(MA-id)

| | +--rw MA-id? ui nt 32
| +--:(MEG D)

| +--rw neg-id? string

+--rw (connectivity-context)?
| +--:(context-null)

[ +--rw context-null? enpty
+--rw cos-id? uint8
+--rw cc-enabl e? bool ean
+--rw MEP* [ mep-nane]

+--rw nmep- nane MEP- name

+--rw (MEP-1D)?

| +--:(MEP-1D-int)

| +-rw MEP-1D-int? i nt 32
+--rw MEP-1D-fornmat? i dentityref
+--rw (nmep-address) ?

| +--:(nmac-address)

| | +--rw nmac-address? yang: mac- addr ess
| +--:(ipv4-address)
| | +--rwipv4d-address? i net:ipv4-address
| +--:(ipv6-address)
| +--rw i pv6- address? i net:ipv6-address
+--rw cos-id? uint8
+--rw cc-enabl e? bool ean

+--rw sessi on-cooki e ui nt 32

+--rw destination-nmep

| +--rw (MEP-1D)?

| | +--:(MEP-ID-int)

| +--rw MEP-1D-int? i nt 32
| +--rw MEP-1D-format? identityref
+--rw desti nati on- nep- addr ess

| +--rw (mep-address)?

I

|

I

I

I

I

I

|

I

I

I

I

I

|

| +--rw session* [session-cookie]
I

I

I

I

|

I

I

I

| +--: (mac- addr ess)
I
|
I
I
I

I

| | +--rw nmac-address? yang: mac- addr ess
| +--: (i pv4-address)

[ | +--rwipv4-address? i net:ipv4-address
| +--: (i pv6-address)

| +--rw i pv6- address? i net:ipv6-address
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| +--rw cos-id? uint8
+-rw MP* [interface]
+--rw interface if:interface-ref

rpcs:
+---Xx continuity-check {continuity-check}?
|  +---winput

| +---w technol ogy? i dentityref
+---w MD-nane-string -> / domai ns/ domai n/ MD- nane- st ri ng
+---w MA-nane-string -> |/ domai ns/ domai n/ MAs/ MY/ MA- name-string
+---w cos-id? ui nt8
+---w (ttl)?
| +-:(ip-ttl)
| | +---wip-ttl? ui nt8
|  +--:(npls-ttl)
| +---wnpls-ttl? uint8
+---w sub-type? i dentityref
+---w source-nep? -> |/ domai ns/ domai n/ MAs/ MA/ MEP/ nep- nane

+---w destination-nmep
| +---w (nmep-address)?
| +--:(rmac-address)

| | +---w nac-address? yang: mac- addr ess
| +--:(ipv4-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +---w i pv6- address? i net:ipv6-address

+--w (NMEP-1D)?

I
I
I
I
I
I
| | +--:(MEP-1D-int)
I

I

[ +---w MEP-ID-int? i nt32

+---w MEP-1D-fornmat? i dentityref
+---w count ? ui nt 32
+---w cc-transmt-interval ? I nterval
+---w packet - si ze? ui nt 32
ro out put

+--ro (nonitor-stats)?
+--:(nmonitor-null)
+--ro nonitor-null? enpty

I
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
||
|+
I

I

I

+---x continuity-verification {connectivity-verification}?

| +---winput

| | +---w MDnane-string -> / domai ns/ domai n/ MD- nane- st ri ng

| | +---w MA-name-string -> |/ domai ns/ domai n/ MAs/ MY/ MA- name-string
| | +---wcos-id? uint8

| | +--w(ttl)?

| | | +--:(ip-ttl)

| | | | +---wip-ttl? uint8

| | | +--:(mpls-ttl)

[ 1 | +---w npls-ttl? uint8

| | +---w sub-type? i dentityref

| | +---w source-nep? -> /[ domai ns/ domai n/ MAs/ MA/ MEP/ nep- namne
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+---w destination-nmep
+---w (mep- addr ess) ?
| +--:(mac-address)

| | +---w nac-address? yang: mac- addr ess
| +--:(ipva-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +---w i pv6- address? i net:ipv6-address

+---w (MEP-1D)?

I
I
I
I
I
I
I
| | +--:(MEP-1D-int)
I

I

e —————

| +---w MEP-1D-int? i nt 32
+---w MEP-1D-fornmat? i dentityref
+---w count ? ui nt 32
+---winterval ? I nt erval
+---w packet - si ze? ui nt 32
--ro out put

+--ro (nmonitor-stats)?
+--:(monitor-null)
+--ro nonitor-null? enpty

e ———r—

---X traceroute {traceroute}?
+---w i nput
| +---w MD-nanme-string -> |/ domai ns/ domai n/ MD- nane- st ri ng
+---w MA-nane-string -> |/ domai ns/ domai n/ MAs/ MY/ MA- name-stri ng
+---w cos-id? uint8
+---w (ttl)?
|  +--:(ip-ttl)
| | +---wip-ttl? uint8
|  +--:(npls-ttl)
| +---w npls-ttl? uint8
+---w comand- sub-type? i dentityref
+---w source- mep? -> [ domai ns/ domai n/ MAs/ MV MEP/ nep- nane

+---w destination-nmep
+---w (nmep-address)?
| +--:(mac-address)

| | +---w nac-address? yang: mac- addr ess
| +--:(ipv4-address)

| | +---wipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| +---w i pv6- addr ess? i net:ipv6-address

+---w (MEP-1D)?

I
I
I
I
|
I
I
I
I
I
||
||
||
||
||
||
||
||
| | | +--:(MEP-ID-int)
||

||

I

|

+

| +---w MEP-ID-int? i nt32
+---w MEP-1D-format? i dentityref
+---w count ? ui nt 32
+---winterval ? I nterval
--ro out put
+--ro0 response* [response-index]
+--ro0 response-i ndex uint8

Kumar, et al. Expi res January 9, 2017 [ Page 16]



Internet-Draft Connection-Oi ented OAM YANG
+--ro (ttl)?
|  +--:(ip-ttl)
| | +--roip-ttl? uint8
|  +--:(npls-ttl)
| +--ro npls-ttl? uint8

+--ro destination-mep
+--ro (mep-address)?
| +--:(rmac-address)

nodel July 2016

|
| | | +--ro nmac-address? yang: mac- addr ess
| | +--:(ipv4-address)
| | | +--ro ipv4-address? i net:i pv4-address
| | +--:(ipv6-address)
| +--ro ipv6-address? i net:ipv6-address
| +--ro (MEP-1D)?
| | +--:(MEP-ID-int)
| +--ro MEP-ID-int? i nt32
| +--ro MEP-ID-format? i dentityref
+--ro (nonitor-stats)?

+--:(monitor-null)

+--ro nonitor-null? enpty

notifications:
+---n defect-condition-notification

| +--ro technol ogy? i dentityref

+--ro MD-nane-string

+--ro MA-name-string

I

I

| +--ro mep-nane?

| +--ro defect-type? i dentityref
| +--ro generating-nepid

| | +--ro (MEP-ID)?

| | | +--:(MEP-IDint)

|1 +--ro MEP-ID-int? i nt32
| | +--ro MEP-ID-format? i dentityref
| +--ro (defect)?

[ +--:(defect-null)

| | +--ro defect-null? enpty
| +--: (def ect-code)

| +--ro defect-code? i nt 32

+---n defect-cleared-notification
+--ro technol ogy? i dentityref
+--ro MD-nane-string
+--ro MA-nane-string
+--ro nep-nane?

+--ro defect-type? i dentityref
+--ro generating-nepid

| +--ro (MEP-1D)?

| | +-:(MEP-ID-int)

| +--ro MEP-I1D-int? i nt 32
| +--ro MEP-ID-format? i dentityref
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+--ro (defect)?
+--:(defect-null)

| +--ro defect-null? enpty
+--: (def ect-code)
+--ro defect-code? i nt32

data hierarchy of OAM
5.  OAM YANG Mbdul e
<CODE BEG NS> file "ietf-conn-oam yang"

nodul e ietf-conn-oam {
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-conn-oant;
prefix goam

inmport ietf-interfaces {
prefix if;

} _

i mport ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;

}

organi zation "I ETF LI ME Wrki ng G oup”

cont act
"WG Web: http://tools.ietf.org/wg/line
WG Li st: mailto:linme@etf.org

WG Chair: Carlos Pignataro cpighata@i sco.com
W5 Chair: Ron Bonica rboni ca@ uni per. net

Edi t or: Deepak Kumar dekumar @i sco. com
Edi t or: Qn Wi bill.wi@uawei.com
Edi t or: Zi tao Wang wangzi t ao@uawei . cont';

description

"Thi s YANG nodul e defines the generic configuration
statistics and rpc for connection oriented OAM
to be used within ETF in a protocol indpendent manner
Functional |evel abstraction is indendent
with YANG nodeling. It is assuned that each protoco
maps correspondi ng abstracts to its native format.
Each protocol may extend the YANG nodel defined
here to include protocol specific extensions"

revision 2016-03-15 {

description
"Initial revision. - 05 version";
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reference "draft-ietf-Iinme-yang-oam nodel";

}

/* features */
feature connectivity-verification {
description
"This feature indicates that the server supports
executing connectivity verification OAM command and
returning a response. Servers that do not advertise
this feature will not support executing
connectivity verification command or rpc nodel for
connectivity verification command.";
}
feature continuity-check{
description
"This feature indicates that the server supports
executing continuity check OAM command and
returning a response. Servers that do not advertise
this feature will not support executing
continuity check command or rpc nodel for
continuity check command. "

}

feature traceroute{
description
"This feature indicates that the server supports
executing traceroute OAM conmmand and
returning a response. Servers that do not advertise
this feature will not support executing
traceroute conmmand or rpc nodel for
traceroute conmand.";

}
/* ldentities */

identity technol ogy-types {
description
"this is the base identy of technol ogy types which are
TRILL, MPLS-TP, vpl s etc"

}

i dentity command-sub-type {
description
"defines different rpc comrand subtypes,
e.g rfc6905 trill OAM this is optional for nost cases”

}

identity nane-format {
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description
"This defines the name format, | EEE 8021Q CFM defi nes varyi ng
styles of nanmes. It is expected nane format as an identity ref
to be extended with new types.";

}

identity nane-format-null {
base nane-for mat;
description
"defines nane format as nul | "
}

identity identifier-formt {
description
"identifier-format identity can be augnented to define other
format identifiers used in MEP-1D etc";

}

identity identifier-format-integer {
base identifier-format;
description
"defines identifier-format to be integer"”;

}

identity defect-types {
description
"defines different defect types, e.g. renote rdi
m s-connection defect, loss of continuity";
}
identity rdi {
base defect-types;
description
"Indi cates the aggregate health of the renote MEPs. ";
}

identity renote-nmep-defect(
base defect-types;
description
"Indi cates that one or nore of the renote MEPS is

reporting a failure

}

identity loss-of-continuity{
base defect-types
description
"If no proactive CCV OAM packets fromthe source
MEP (and in the case of CV, this includes the
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requi renent to have the expected gl obally uni que
Source MEP identifier) are received within the interva
equal to 3.5 times the receiving MEP s

configured CC-V reception period.

}

identity invalid-oam defect({
base defect-types;
description
"Indicates that one or nore invalid OAM nessages has been
received and that 3.5 tinmes that OAM nessage transmni ssion
interval has not yet expired.";

}

identity cross-connect -defect{
base defect-types
description
"I'ndi cates that one or nore cross-connect defect
(for exanmple, a service |ID does not match the VLAN.)
messages has been received and that 3.5 tinmes that OAM nessage
transm ssion interval has not yet expired.”

}
/* typedefs */

typedef MEP-name {
type string;
description
"Generic adm nistrative nane for a VMVEP";

}

typedef Interval{
type deci mal 64{
fraction-digits 2;

units "mlliseconds"

description

"Interval between packets in mlliseconds.
0 nmeans no packets are sent.";

}
typedef MD-nane-string {
type string;
description
"CGeneric admnistrative nane for an M
}

Kumar, et al. Expi res January 9, 2017 [ Page 21]



Internet-Draft Connection-Oiented OAM YANG nodel July 2016

typedef MA-nane-string {
type string;
description
"Ceneric administrative nane for an MA";
}

typedef oam counter32 {
type yang: zer o- based- count er 32;
description
"defines 32 bit counter for CAM;
}

typedef MD-Ievel {
type uint32 {

range "0..255";

}

description
"Mai ntenance Domain level. The level may be restricted in
certain protocols (eg to 0-7)";

}
[ * groupings */

groupi ng MEG | D{
| eaf meg-id{
type string;
description
"concatenation of domain and ma, For exanple a co-routed
bidirectional LSP, MEGID is Al-{d obal _I D:: Node_ID::
Tunnel _Nun}:: Z9-{d obal _I D:: Node_I D: : Tunnel _Nunt::LSP_Num ";

}

description
"MEG | D grouping.";
}

grouping tine-to-live {
choice ttl{
case ip-ttl{
leaf ip-ttl{
type uint8;
defaul t "255";
description
"time to live";

}

case npls-ttl{
| eaf npls-ttl{

Kumar, et al. Expi res January 9, 2017 [ Page 22]



Internet-Draft Connection-Oiented OAM YANG nodel July 2016

type uint8;
description

"Time to live. Wien an I P packet is inposed with a | abel
the IP TTL value is first decrenmented then copied into
the MPLS TTL. As each LSR the MPLS franme’s TTL is
decrenment ed. Thi s behavi or can be nodified with no

mpls ip ttl. When a MPLS | abel is popped, the MPLS

TTL value is decrenented then copied in the IP TTL

field. If the MPLS TTL value is great than IP TTL,

that values is not copied over. This is to prevent

a possible condition of forwarding |oop and TTL

never reaching 0. Wen two MPLS | abel s are swapped,
decrenment by 1 and copy over the result into the new | abel.
When a new MPLS | abels is pushed, decrenent by 1 and copy
over the result into the new | abel. Wen a new MPLS | abel s
i s popped, decrenent by 1 and copy over the result into
the | abel bel ow. [ RFC3443]"

}
}
description
"Tinme to Live.";
}

description
"Time to Live grouping.";
}
groupi ng def ect - message {
choi ce defect {
case defect-null {
description

"this is a placehol der when no defect status is needed"
| eaf defect-null {
type enpty;
description
"there is no defect define, it will be defined in
technol ogy specific nodel.";

}

case defect-code {
description
"this is a placeholder to display defect code."
| eaf defect-code {
type int32;
description
"defect code is integer value specific to technology.";
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description
"def ect Message choices.";
}

description
"def ect Message.";
}

groupi ng nep-address {
choi ce nep-address {
case nmc-address {
| eaf mac-address {
type yang: mac- addr ess;
description
"MAC Address”;
}
description
"MAC Address based MEP Addressing.";
}
case ipv4-address {
| eaf ipv4-address {
type inet:ipv4-address;
description
"I pv4 Address"”;

description
"I p Address based MEP Addressing.”
}
case ipv6-address {
| eaf ipv6-address {

type inet:ipv6-address;

description

"I pv6 Address";

}
description
"ipv6 Address based MEP Addressing."
}
description
"MEP Addressing.”;
}

description
"MEP Address";
}

groupi ng mai nt enance-domai n-id {
description
"Grouping containing |l eaves sufficient to identify an M
| eaf technol ogy {
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type identityref {
base technol ogy-types;

mandat ory true;

description
"Defines the technol ogy";
}
| eaf MD-name-string {
type MD nane-string;
mandat ory true;
description
"Defines the generic adnministrative maintenance domai n nane";

}
}

groupi ng MD- nane {
| eaf MD-name-format {
type identityref {
base nane-fornat;
}
description
"Nanme format.";

choi ce MDD nanme {
case MD-name-null {
| eaf NMD-nane-null {
when "../../../MD-nane-format = nane-format-null" {
description
"MD nane format is equal to null format.";

}

type enpty;
description

“MD nane Nul | .";

}
}

description
"MD nane.";
}
description
"MD nane";
}

grouping ma-identifier {
description
"Grouping containing leaves sufficient to identify an MA";
| eaf MA-name-string {
type MA-name-string;
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description

"MA nane string.";

}
}

groupi ng MA-nane {
description
"MA nane";
| eaf MA-name-format {
type identityref {
base nane-format;
}
description
"Ma nane format";
}
choi ce MA-nane {
case MA-nane-null {
| eaf MA-nanme-null {
when "../../../MA-name-format = nane-format-null" {
description
VIR
}

type enpty;
description
“enpty”;
}

}

description
"MA nane";
}
}

grouping MEP-1D {
choice MEP-1D {
default "MEP-ID-int";
case MEP-ID-int {
| eaf MEP-ID-int {
type int32;
description
"MEP IDin integer format";
}
}

description
"MEP-1 D',
}

| eaf MEP-ID-format {
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type identityref {
base identifier-format;
}
description
"MEP ID format.";
}
description
"MEP- I D';
}

groupi ng MEP {
description

"Defines elements within the MEP";

| eaf mep-nane {
type MEP-nane,
mandat ory true
description

"CGeneric admnistrative nane of the MEP";

}
uses MEP-I D;
uses nep-address;

}

grouping nmonitor-stats {
description

"grouping for nonitoring statistics,
by others who use this conponent”;

choice nonitor-stats {

default "nonitor-null"
case monitor-null {
description

"this is a place hol der when
no nonitoring statistics is needed"

| eaf nonitor-null {

type enpty;
description

"there is no nonitoring statistics to be

}
}

description
"define the nonitor stats";
}
}

grouping MP {
description
"defines MP";
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| eaf interface {
type if:interface-ref;
description
"I nterface";
}

}

groupi ng connectivity-context ({
description
"Grouping defining the connectivity context for an MA; for
exanple, a VRF for VPLS, or an LSP for MPLS-TP. This will be
augrment ed by each protocol who use this conponent”;
choi ce connectivity-context {
default "context-null"
case context-null {
description
"this is a place hol der when no context is needed"
| eaf context-null {
type enpty;
description
"there is no context define"
}
}

description
"connectivity context";
}
}

groupi ng cos {
description

"Priority used in transmtted packets; for exanple, in the
EXP field in MPLS-TP.";
| eaf cos-id {
type uint8;
description
"class of service";
}

}

cont ai ner donmai ns {
description
"Contains configuration related data. Wthin the container
is list of fault domains. Whin each dom an has List of MA";
list domain {
key "technol ogy MD- name-string”

ordered-by system
description
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"Define the list of Domains within the | ETF- OAM';
uses mai nt enance-donai n-i d;
uses MDD nane;
| eaf nd-1evel {

type MD-|evel;

description

"Defines the MD Level ";

}

cont ai ner MAs {

description

"This container defines MA, within that have multiple MA
and within MA have MEP, M P";

list MA {
key "MA-nane-string";
ordered-by system
uses ma-identifier;
uses MA-nane,
choi ce MA-I D

case MA-id{
| eaf MA-i d{
type uint32;

description
"MA Identifier";

description
"MA I D case";

case MEG |
uses MEG I D
description
"In case MPLS-TP, the MA equivalent to MEG';
}
description
"The MA/ MEG identifier";
}
uses connectivity-context;
uses cos {
description
"Default class of service for this MA, which may be overridden
for particular MEPs, sessions or operations.";

| eaf cc-enabl ¢{
type bool ean;
description
"Indi cate whether the CC enable.";

}
list MEP {
key "mep-nane";
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order ed-by system
description
"contain |list of MEPS';
uses MEP;
uses cos;
| eaf cc-enabl ¢
type bool ean;
description
"I ndi cate whether the CC enable.”

list session {
key "session-cookie";
or der ed- by user;
description
"Monitoring session to/froma particular renote MEP
Dependi ng on the protocol, this could represent CC
messages received froma single renote MEP (if the
protocol uses multicast CCs) or a target to which
uni cast echo request CCs are sent and from which
responses are received (if the protocol uses a
uni cast request/response nechanism.";
| eaf session-cookie {
type uint32;
description
"Cookie to identify different sessions, when there
are nultiple remote MEPs or nultiple sessions to
the sanme renote MEP.";
}
cont ai ner destination-nep {
uses MEP-I1D
description
"Destination MEP";
}
cont ai ner destination-nep-address {
uses mep-address;
description
"Destinati on MEP Address"
}
uses cos;
}

}
list MP {

key "interface";

uses M P;

description

"Mai nt enance | nternedi ate Point";

}

description
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"Mai nt enance Association list";
}
}
}
}

notification defect-condition-notification {
description
"When defect condition is nmet this notification is sent”;
| eaf technol ogy {
type identityref {
base technol ogy-types;
}
description
"the technol ogy";
}
| eaf MD-name-string {
type leafref{
pat h "/ domai ns/ domai n/ MD- name- st ri ng"

mandat ory true
description
"Indicate which MD is seeing the defect";

| eaf MA-nane-string{
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MA/ MA- name- stri ng”;

mandat ory true
description
"Indicate which MA is seeing the defect";

| eaf mep-nane {
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MA MEP/ nep- nane";

description
"Indicate which MEP is seeing the defect"”;

}
| eaf defect-type {
type identityref {
base defect-types

}

description
"The currently active defects on the specific MEP.";

}

cont ai ner generating-nepid {
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uses MEP-I1D
description
"Who is generating the defect (if known) if

unknown nmake it 0.";
}
uses def ect-nessage {
description
"defect nmessage to indicate nore details.";
}
}

notification defect-cleared-notification {
description
"When defect cleared is net this notification is sent";
| eaf technol ogy {
type identityref {
base technol ogy-types;
}
description
"the technol ogy";

| eaf MD-name-string {
type leafref{
pat h "/ domai ns/ domai n/ MD- nare- st ri ng"

mandat ory true;
description
"Indicate which MD is seeing the defect";

| eaf MA-nane-string{
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MA/ MA- name-stri ng";
}
mandat ory true
description
"Indicate which MA is seeing the defect";
}
| eaf mep-nane {
type leafref{
pat h "/ domai ns/ domai n/ MAs/ M/ MEP/ mep- nane";
}
description
"Indicate which MEP is seeing the defect"”;

}

| eaf defect-type {
type identityref {
base defect-types
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}

description

"The currently active defects on the specific MEP.";
}
cont ai ner generating-nepid {
uses MEP-I D;
description
"Who is generating the defect (if known) if
unknown make it 0.";

uses def ect-nessage {
description
"defect nmessage to indicate nore details.";
}
}

rpc continuity-check {
i f-feature continuity-check;
description
"Cenerates continuity-check as per RFC7276 Table 4."
i nput {
| eaf technol ogy {
type identityref {
base technol ogy-types;
}
description
"t he technol ogy";

| eaf MD-name-string {
type leafref{
pat h "/ domai ns/ domai n/ MD- name- st ri ng"
}
mandat ory true
description
"Indicate which MD is seeing the defect";
}
| eaf MA-nane-string{
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MA/ MA- nane-string";
}
mandat ory true
description
"Indicate which MA is seeing the defect”;
}
uses cos;
uses tine-to-live;
| eaf sub-type {
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type identityref {
base conmand- sub-type
}

description
"defines different command types";
}

| eaf source-nep {
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MV MEP/ mep- nane"”;

}
description
"Source MEP';

}

cont ai ner destination-nep {
uses nep-address;
uses MEP-1D {
description "Only applicable if the destination is a MEP";
}

description
"Destinati on MEP";

| eaf count {
type uint32;
default "3";
description
"Number of continuity-check nmessage to send”

| eaf cc-transmit-interval {
type Interval
description

"Interval between echo requests”
}
| eaf packet-size {
type uint32 {
range "64..10000";

}
default "64";
description
"Size of continuity-check packets, in octets";
}

out put {
uses nonitor-stats {
description
"Stats of continuity check.";
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}
}

rpc continuity-verification {
i f-feature connectivity-verification;
description
"CGenerates continuity-verification as per RFC7276 Table 4."
i nput {
| eaf MD-name-string {
type leafref{
pat h "/ domai ns/ domai n/ MD- nare- st ri ng"
}
mandat ory true
description
"Indicate which MD is seeing the defect”;
}
| eaf MA-nane-string{
type leafref{
pat h "/ domai ns/ domai n/ MAs/ MA/ MA- name- stri ng";

mandat ory true

description

"Indicate which MA is seeing the defect";
}

uses cos;

uses tine-to-live;

| eaf sub-type {

type identityref {
base conmand- sub-type
}

description
"defines different command types”
}

| eaf source-nep {
type leafref{
path "/ domai ns/ domai n/ MAs/ MA/ MEP/ mep- nane" ;

}
description
"Source MEP";

}

cont ai ner destination-nep {
uses nep-address;
uses MEP-1D {
description "Only applicable if the destination is a MEP"
}

description
"Destination MEP';
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}

| eaf count {
type uint32;
default "3";
description
"Nunber of continuity-verification message to send"

| eaf interval {
type Interval
description
"Interval between echo requests”;
}
| eaf packet-size {
type uint32 {
range "64..10000";
}
default "64";
description
"Size of continuity-verification packets, in octets";

}

out put {
uses nonitor-stats {
description
"Stats of continuity check.";

}
}
}
rpc traceroute {
if-feature traceroute;
description
"Cenerates Traceroute or Path Trace and return response.
Ref erenci ng RFC7276 for conmon Tool set nane, for

MPLS-TP OAMit’'s Route Tracing, and for TRILL CAMIt’'s
Path Tracing tool. Starts with TTL of one and increnent

by one at each hop. Untill destination reached or TTL
reach max val ue";
i nput {

| eaf MD-name-string {
type leafref{
pat h "/ domai ns/ domai n/ MD- nane- st ri ng"

mandat ory true
description
"Indicate which MD is seeing the defect”;

| eaf MA-nane-string{
type leafref{
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pat h "/ domai ns/ domai n/ MAs/ MA/ MA- name- stri ng";

mandat ory true;

description

"Indicate which MA is seeing the defect";
}

uses cos;

uses tine-to-live;

| eaf conmmand- sub-type {
type identityref {

base conmmand- sub-type;
}
description
"defines different comand types"”;
}

| eaf source-nep {
type leafref{
path "/ domai ns/ domai n/ MAs/ MA/ MEP/ mep- nane" ;

}
description
"Source MEP";

}

cont ai ner destination-nep {
uses nep-address;
uses MEP-1D {
description "Only applicable if the destination is a MEP";
}
description
"Destination MEP";

| eaf count {
type uint32;
default "1";
description
"Nurmber of traceroute probes to send. |n protocols where a
separate nessage is sent at each TTL, this is the nunber
of packets to send at each TTL.";

| eaf interval {
type Interval;
description
"Interval between echo requests”;
}

out put {
list response {
key "response-index";
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| eaf response-index {
type uint8;
description
"Arbitrary index for the response. |n protocols that
guarantee there is only a single response at each TTL
, the TTL can be used as the response
i ndex.";
}
uses tine-to-live;
cont ai ner destination-nep {
description "MEP from which the response has been received"
uses nep-address;
uses MEP-1D {
description
"Only applicable if the destination is a MeEP"
}

}

uses nonitor-stats {
description
"Stats of traceroute.”

description
"Li st of response.";
}

}
}
}

YANG nodul e of OAM
<CCDE ENDS>
6. Base Mbde
The Base Mode defines default configuration that MJST be present in
the devices that conply with this docunent. Base Mdde allows users
to have "zero-touch" experience. Several paraneters require
technol ogy specific definition

6.1. MEP Address

In the Base Mbde of operation, the MEP Address is by default the IP
address of the interface on which the MEP is | ocated.
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6.2. MEP I D for Base Mbdde

In the Base Mbde of operation, each device creates a single UP MEP
associated with a virtual OAM port with no physical |ayer (NULL PHY).
The MEPI D associated with this MEP is zero (0). The choice of MEP-1D
zero i s explai ned bel ow.

MEPID is 2 octet field by default. It is never used on the wire
except when using CCM It is inmportant to have nethod that can
derive MEP I D of base node in an automatic manner with no user
intervention. |P address cannot be directly used for this purpose as
the MEP ID is nmuch snmaller field. For Base Mbde of operation we
propose to use MEP ID zero (0) as the default MEP-1D.

CCM packet use MEP-1D on the payl oad. CCM MJUST NOT be used in the
Base Mbde. Hence CCM MUST be di sabl ed on the Mi ntenance Associ ati on
of the Base Mbde.

If CCMis required, users MJST configure a separate Mi ntenance
associ ation and assign unique value for the correspondi ng MEP | Ds.

[ EEEB02. 1 CFM defines MEP I D as an unsigned integer in the range 1
to 8191. |In this docunent we propose to extend the range to 0 to
65535. Value 0 is reserved for MEP I D of Base Mbde operation and
MUST NOT be used for other purposes.

6. 3. Mai ntenance Associ ation

MAI D [ | EEE802. 1QQ has a flexible format and includes two parts:

Mai nt enance Domai n Nanme and Short MA name. |In the Based Mode of
operation, the value of the Mintenance Domai n Name nust be the
character string "GenericBaseMde" (excluding the quotes "). |In Base

Mode operation Short MA Nane format is set to 2-octet integer format
(value 3 in Short MA Fornmat field [I EEEB02.1Q ) and Short MA nane set
to 65532 (OxFFFC).

7. connection-oriented oam yang nodel applicability

i etf-conn-oam nodel defined in this docunment provides technol ogy-

i ndependent abstraction of key OAM constructs for connection oriented
protocols. This nodel can be further extended to include technol ogy
specific details, e.g., adding new data nodes with technol ogy
specific functions and paraneters into proper anchor points of the
base nodel, so as to devel op a technol ogy-specific connection-

ori ented OAM nodel .

This section denonstrates the usability of the connection-oriented
YANG OAM data nodel to various connection-oriented OAM technol ogi es,
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e.g., TRILL and MPLS-TP. Note that, in this section, we only present
several snippets of technol ogy-specific nodel extensions for
illustrative purposes. The conplete nodel extensions should be

wor ked on in respective protocol working groups.

7.1. Ceneric YANG Model extension for TRILL OAM

The TRILL YANG nodul e i s augnmenting connection oriented OAM nodul e
for both configuration and RPC commands.

The TRILL YANG nodul e requires the base TRILL nodule ([I-D.ietf-
trill-yang]) to be supported as there is a strong relationship
bet ween those nodul es.

The configuration extensions for connection oriented OAM i ncl ude MD
configuration extension, Technol ogy type extension, MA configuration
ext ensi on, Connectivity-Context Extension, MEP Configuration

Ext ensi on, ECWMP extension. In the RPC extension, the continuity-
check and pat h-di scovery RPC are extended with TRILL specific.

7.1.1. MND Configuration Extension

MD | evel configuration paraneters are managenent information which
can be inherited in the TRILL OAM nodel and set by connection
oriented base nodel as default values. For exanple donmain nane can
be set to area-1Din the TRILL OAM case. 1In addition, at the

Mai nt enance Domain | evel, domain data node at root |evel can be
augnented with technol ogy type.

Note that MD | evel configuration paraneters provi des context
information for managenment systemto correlate faults, defects,
network failures with location information, which hel ps quickly
identify root causes of network failures.

7.1.1.1. Technol ogy Type Extension

No TRILL technol ogy type has been defined in the connection oriented
base nodel. Therefore a technology type extension is required in the
TRILL OAM nodel . The technol ogy type "trill" is defined as an
identity that augnents the base "technol ogy-types" defined in the
connection oriented base nodel :

identity trill{

base goamtechnol ogy-types;
description

"trill type";
}
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7

1.

2. MA Configuration Extension

MA | evel configuration parameters are managenent information which
can be inherited in the TRILL OAM nodel and set by connection
oriented base nodel as default values. |In addition, at the

Mai nt enance Association(MA) |evel, MA data node at the second | eve
can be augmented with connectivity-context extension

Note that MA | evel configuration paraneters provi des context

i nformati on for nmanagenent systemto correlate faults, defects,
network failures with location infornmation, which hel ps quickly
identify root causes of network failures.

7.1.2.1. Connectivity-Context Extension

In TRILL OAM one exanpl e of connectivity-context is either a 12 bit
VLAN ID or a 24 bit Fine Gain Label. The connection oriented base
nmodel defines a placeholder for context-id. This allows other
technol ogies to easily augnment that to include technol ogy specific
ext ensi ons. The snippet bel ow depicts an exanpl e of augnenting
connectivity-context to include either VLAN ID or Fine G ain Label

augrment /goam domai ns/ goam domai n/ goam MAs
/ goam MA / goam connecti vity-cont ext:
+--:(connectivity-context-vlan)
| +--rw connectivity-context-vlan? vl an
+--:(connectivity-context-fgl)
+--rw connectivity-context-fgl? f gl

7.1.3. MEP Configuration Extension

The MEP configuration definition in the connection oriented base
nmodel al ready supports configuring the interface of MEP with either
MAC address or | P address. In addition, the MEP address can be
represented using a 2 octet RBridge Nicknane in TRILL OAM. Hence,
the TRILL OAM nodel augments the MEP configuration in base nodel to
add a ni cknanme case into the MEP address choi ce node as foll ows:

augrment /goam domai ns/ goam domai n/ goam MAs
/ goam MY goam MEP/ goam nep- addr ess:
+--:( nep-address-trill)
| +--rw mep-address-trill? tril-rb-nicknane

In addition, at the Maintenance Associ ati on Endpoi nt (MEP) |evel, MEP
data node at the third | evel can be augnmented wi th ECMP ext ension
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7.1.3.1. ECWP Extension

Since TRILL supports ECWVP path selection, flowentropy in TRILL is
defined as a 96 octet field in the LI ME nodel extension for TRILL
OAM  The snippet below illustrates its extension

augrment /goam domai ns/ goam domai n/ goam MAs/ goam MA goam MEP
+-rw flowentropy-trill? flowentropy-trill
augrment /goam domai ns/ goam domai n/ goam MAs/ goam MA goam MEP
/ goam sessi on:
+-rw flowentropy-trill? flowentropy-trill

7.1.4. RPC extension

In the TRILL OAM YANG nodel, the continuity-check and path-di scovery
RPC commands are extended with TRILL specific requirenments. The

sni ppet bel ow depicts an exanple of illustrates the TRILL OAM RPC
ext ensi on.

augment /goam conti nuity-check/goam i nput:
+--ro (out-of-band)?
| +--:(ipv4-address)

| | +--ro ipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| | +--ro ipv6-address? i net:ipv6-address
|  +--:(trill-nicknane)

| +--ro trill-nickname? tril-rb-nicknane

+--ro diagnostic-vlan? bool ean

augrment /goam conti nuity-check/ goam i nput:
+--ro flowentropy-trill? flowentropy-trill

augment /goam conti nuity-check/ goam out put:

+--ro upstreamrbridge? tril-rb-nicknane

+--ro0 next-hop-rbridge* tril-rb-nicknane
augnment /goam pat h-di scovery/ goam i nput:

+--ro (out-of-band)?

| +--:(ipv4-address)

| | +--ro ipv4-address? i net:ipv4-address
| +--:(ipv6-address)

| | +--ro ipv6-address? i net:ipv6-address
| +--:(trill-nicknane)

| +--ro trill-nickname? tril-rb-nicknane

+--ro diagnostic-vlan? bool ean
augnent /goam pat h-di scovery/ goam i nput:
+--ro flowentropy-trill? flowentropy-trill
augrment /goam pat h- di scovery/ goam out put/goam r esponse
+--ro upstreamrbridge? tril-rb-nicknane
+--ro0 next-hop-rbridge* tril-rb-nicknane
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7.2. Ceneric YANG Model extension for MPLS-TP OAM

The MPLS-TP OAM YANG nodul e can augnent connection oriented OAM
Modul e with sone technol ogy-specific details. And the [npls-tp-oam
yang] presents the YANG Data nodel for MPLS-TP OAM

The configuration extensions for connection oriented OAM i ncl ude MD
configuration extension, Technol ogy type extension, Sub Technol ogy
Type Extension , MA configuration extension, MEP Configuration

Ext ensi on.

7.2.1. ND Configuration Extension

MD | evel configuration parameters are managenent information which
can be inherited in the MPLS-TP OAM nodel and set by LIME base node
as default values. For exanple donain name can be set to area-ID or
the provider’s Autononous System Nunber (ASN) [ RFC6370] in the MPLS-TP
OAM case. In addition, at the Miintenance Donmain | evel, domain data
node at root |evel can be augnmented with technol ogy type and sub-

t echnol ogy type.

Note that MD | evel configuration paranmeters provides context

i nformati on for managenent systemto correlate faults, defects,
network failures with location information, which hel ps quickly
identify root causes of network failures

7.2.1.1. Technol ogy Type Extension

No MPLS-TP technol ogy type has been defined in the connection

ori ented base nodel, hence it is required in the MPLS OAM nodel . The
technol ogy type "nmpls-tp" is defined as an identity that augments the
base "technol ogy-types" defined in the connection oriented base

nodel

identity npls-tp{
base goamt echnol ogy-types;
description

"npls-tp type";

7.2.1.2. Sub Technol ogy Type Extension

In MPLS-TP, since different encapsul ation types such as | P/ UDP
Encapsul ati on, PW ACH encapsul ati on can be enpl oyed, the "technol ogy-
sub-type" data node is defined and added into the MPLS OAM nodel to
further identify the encapsulation types within the MPLS-TP OAM
nodel . Based on it, we also define a technol ogy sub-type for | P/ UDP
encapsul ati on and PW ACH encapsul ati on. Oher Encapsul ation types
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can be defined in the sane way. The snippet bel ow depicts an exanpl e
of several encapsul ation types.

identity technol ogy-sub-type {

description
“certain inplenentations can have different
encapsul ati on types such as ip/udp, pwach and so on
I nstead of defining separate nodels for each
encapsul ati on, we define a technol ogy sub-type to

further identify different encapsul ati ons.

Technol ogy sub-type is associated at the MA level"; }

identity technol ogy-sub-type-udp {
base technol ogy-sub-type;
description
"technol ogy sub-type is | P/UDP encapsul ati on"

}

identity technol ogy-sub-type-ach {
base technol ogy-sub-type;
description
"technol ogy sub-type is PWACH encapsul ati on"
}
}

augment "/ goam donmai ns/ goam donai n/ goam MAs/ goam MA" {
| eaf technol ogy-sub-type {
type identityref {
base technol ogy-sub-type;
}
}
}

7.2.2. MA Configuration Extension

MA | evel configuration paraneters are managenent information which
can be inherited in the MPLS-TP OAM nodel and set by Connection
Oriented base nodel as default values. Meg-1d paraneter under MA
data node will be selected for MPLT-TP OAM nodel. Therefore one
exanpl e of MA Nanme could be MEG LSP ID or MEG Section ID or MEG PW
| D[ RFC6370] .

Note that MA | evel configuration paraneters provi des context

i nformati on for management systemto correlate faults, defects
network failures with location information, which hel ps quickly
identify root causes of network failures.
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7.2.3. MEP Configuration Extension

In MPLS-TP, MEP-1D is either a variable Iength | abel value in case of
G ACH encapsul ation or a 2 octet unsigned integer value in case of
| P/ UDP encapsul ation. One exanple of MEP-IDis MPLS-TP LSP_MEP_ | D

[RFC6370]. In the connection-oriented base nodel, MEP-1D is defined
as a choi ce/ case node which can supports an int32 value, and the same
definition can be used for MPLS-TP with no further nodification. In

addition, at the M ntenance Associ ation Endpoi nt (MEP) |evel, MEP
data node at the third |l evel can be augnented with Session extension
and interface extension.

8. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241] [RFC6241]. The |owest NETCONF | ayer
is the secure transport |layer and the nandatory-to-inplenent secure
transport is SSH [ RFC6242] [ RFC6242]. The NETCONF access contro
nmodel [ RFC6536] [RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF pr ot ocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

The vul nerable "config true" subtrees and data nodes are the
fol | owi ng:

/ goam domai ns/ goam domai n/

/ goam donai ns/ goam donmai n/ goam MAs/ goam M4/

/ goam donmai ns/ goam domai n/ goam MAs/ goam MY goam MEP

/ goam domai ns/ goam domai n/ goam MAs/ goam MY goam MEP/ goam sessi on/
Unaut hori zed access to any of these lists can adversely affect OAM
managenent system handling of end-to-end OAM and coordi nati on of OAM
within underlying network layers This may | ead to inconsistent

configuration, reporting, and presentation for the OAM nmechani snms
used to manage the networKk.
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9.

10.

11.

11.

| ANA Consi derations
This docunment registers a URI in the |ETF XM registry [ RFC3688]
[ RFC3688]. Following the format in RFC 3688, the foll ow ng
registration is requested to be nmde:

URI: urn:ietf:parans: xm :ns:yang:ietf-gen-oam

Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-gen-oam nanmespace: urn:ietf:paranms: xn :ns:yang:ietf-gen-oam

prefix: goamreference: RFC XXXX
Acknowl edgrent s
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nmodel presented in this docunent.
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