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1. Term nol ogy

In this docunment, the key words "MAY", "MJST, "MJST NOI*, " SHOULD',
and "SHOULD NOT", are to be interpreted as described in [ RFC2119].
This docunent al so incorporates the term nol ogy of the MODERN
Framework [|-D.ietf-nodern-probl emfranmework].

2. Motivation

Tel ephone nunbers remain the worl dwi de standard identifier for
routing calls and text nessages over the Public Switched Tel ephone
Network (PSTN). Increasingly, real-tinme comunications is mgrating
to the Internet, and bringing tel ephone nunbers with it. As
identifiers, however, telephone nunbers differ fundanentally from
those comonly used by Internet applications. Email, the web and
native Voice over |IP (VolP) systens such as SIP ([ RFC3261]) use
identifiers that rely on the Domain Nane System (DNS) to resolve a
domai n portion of the identifier to a particular |P address;
commonl y, Uniform Resource Indicators (URIs) with a user and host
component serve this purpose. To help tel ephone nunbers work
simlarly on the Internet, a nunber of efforts have specified
mechani sms to manage and retrieve informati on about tel ephone nunbers
via network services. SIP, for exanple, quickly devel oped a
convention for using a TEL URIl in the user part of its URIs.

The ENUM ([ RFC6116]) effort originally specified a public DNS profile
for translating tel ephone nunbers into URIs. Due to the difficulty
of coordinating the public adm nistration of tel ephone nunbers in the
DNS, this work transitioned to "infrastructure" ENUM ([ RFC5067]),

whi ch assuned private DNS i npl enentations, each of which could give a
different answer to the sanme request to translate a tel ephone nunber
dependi ng on who asked, or other internal factors. The framework of
t he SPEERM NT wor ki ng group ([ RFC6406]), expanding on these
requirenents, differentiating the mapping of a tel ephone nunber to a
target network (the "Look-up Function") fromthe nmappi ng nade by the
originating network to the proper next-hop to reach such a target
network (the "Location Routing Function"). To provision the data
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associated with tel ephone nunbers, the DRI NKS working group
([ RFC6461]) designed systens for uploadi ng back-end data to the
services that would answer ENUM queri es.

None of the preceding efforts, however, enconpassed the entire
lifecycle of a telephone nunber as an Internet identifier. They
focused |l argely on service data, on howto "resolve" a tel ephone
nunber to a location on the Internet, rather than on administrative
questions of how nunbers are acquired, how the entities associated
with tel ephone nunbers are authorized to provision data, and how what
ki nds of systens need to be in place to allow a diverse comunity of
devi ces, applications and users to rely on tel ephone nunbers. Early
consi derations were noreover based on overlapping, but not entirely
consistent, information nodels: intrinsic limtations in the DNS kept
the queries and responses of ENUMrel atively sinple, whereas the

DRI NKS provi sioni ng system consi dered a nuch richer syntax.

The need for solutions in this space is pressing, as nmany carriers
wor | dwi de contenplate nmigrating their entire PSTN infrastructure onto
the Internet within the next decade. Further pressures cone from
energi ng I nternet communi cati ons providers who never invested in PSTN
infrastructure in the first place, but want access to services
related to tel ephone nunbers. This includes devices, services, and
applications on the Internet that make use of tel ephone nunbers and
need to distribute and nanage nunbering inventory: for exanple, an

I nt ernet-enabl ed PBX that m ght want to automate the process for

al | owi ng new connected phones to acquire nunbers and provision
contact information for their users. Utimtely, the resources
identified by tel ephone nunbers nust al so be reachabl e on the
Internet, and different applications mght want to use different

protocols to retrieve informati on about nunmbers. |n sone
environnments, there are perfornmance constraints that would require a
very |ightweight binary protocol; in others, applications n ght

pref er human-readabl e markup | anguages suitable for interfacing with
existing APls. The use cases associated with these functions are
detailed in [I-D.ietf-nodern-probl emframework].

Therefore, this docunment proposes a reconsideration of tel ephone
service and adm nistration data on the Internet, based on an

i nformati on nodel that allows records associated with tel ephone
nunber to be created, nodified and accessed through network
interfaces. This docunent specifies no particular syntax or encodi ng
for queries or responses, but instead describes an extensible

i nformati on nodel for the senmantics of provisioning and querying
operations associated with a tel ephone nunber.
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3.

Overvi ew of Operations

In TeRI, Cients use Operations to acquire, nmanage, or retrieve
Records, which are typically stored at Services. Every Qperation
consists of a Request and a Response. Requests nmay pass directly
froma Cient to a Service, or they may pass through one or nore
Request I nternediaries; Request Internediaries can nodify Requests
and Responses in transit. A Response will contain a Response Code
indicating the status of the requested Operation. Both Requests and
Responses can, in certain Operations, carry Records. TeRl does not
specify any specific data format or underlying protocol to

i nstanti ate Requests, Responses, or Records: TeRl is an abstract
architecture that nust be inplemented with concrete bindings and
encodi ngs (see Section 6).

The TeRl information nodel (see Section 4) specifies the baseline
contents of Records, though Records are designed to be extended by
future specifications for particular use cases or environnments.
Records provide information related to tel ephone nunbers; a Record
may apply to one tel ephone nunber, a block of nunbers, or severa

di screte bl ocks of nunbers. There nmay be nmultiple Records stored at
a Service which cover a single tel ephone nunber: this may include
mul tiple Records that apply only to that one tel ephone nunber, which
probably have been provisioned by different Authorities, as well as
Records applying to a tel ephone nunber range which contains that one
t el ephone number. Authorities sign Records, and Cients typically
have a trust relationship with those Authorities.

The three TeRl Operations are as follows:

The Acquisition Operation enables a Client to request the

al l ocation of unallocated tel ephone nunbers that are held by a
Service on behalf of an Authority. A Service nakes an

aut hori zati on decision before allocating the tel ephone nunber(s)
in accordance with the policy of the Authority. One or nore new
Records may be created as a result of a successful Acquisition
Operation, and the Service will pass any such Record(s) to the
acquiring Client as well as retaining themlocally at the Service.
As a result of a successful Acquisition Operation, the

adm nistrative entity operating the ient will typically becone a
new Authority for the allocated tel ephone nunbers.

The Managenent Operation enables a Client to push new values for a
Record to a Service. |In the baseline Operation described in this
docunent, the dient pushes the entire value of the Record to the
Service. The Service then nmakes an authorization decision to
determi ne whether or not the Cient is permitted to upload the
Record in question. The policy behind those authorization
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decisions is outside the scope of this docunent, though at a high-
level, the dient nust be an Authority for a tel ephone nunber in
order to publish and nodify Records associated with that nunber.
However, outside of hierarchical Authorities, Cients will not be
able to nodify or delete Records related to that nunber that have
been provisioned by other Authorities.

The Retrieval Operation enables a dient to request one or nore
Records that are stored at a Service. Sonme Records may contain
public information, and sonme nmay contain information that requires
an aut horization decision to be made before it is shared with a
Client. Note that Services may have trust relationships with
Request Internediaries, and that the Response may depend on that
trust relationship rather than on the Service's trust relationship
with the Client. Although a dient acquires Records froma
Service, a client need not have a trust relationship with it -
typically, the dient trusts the Record because it trusts the

Aut hority which signed the Record.

Al entities that act as TeRl Services will offer at |east the
Management and Retrieval interfaces, and some will also offer the
Acqui sition interface. Al entities that act as TeRl Cients wll

i npl ement at | east the Retrieval Operation; others may inplenment the
client side of one or both of the Managenent and Acqui sition

I nterfaces.

3.1. Relationship to the MODERN Framewor k

The MODERN Framework [1-D.ietf-nodern-problemfranmework] enunerates a
series of actors and use cases related to tel ephone nunber

admi nistration on the Internet. |In ternms of actors, it details

i nteracti ons between Users, Communi cations Service Providers (CSPs),
Regi stries, Registrars, and Governnent Entities. These actors

i mpl ement the interfaces and Qperations of TeRI Cients or Services
in support of various use cases. Typically, Users, CSPs, and
Governnment Entities act as TeRl Cdients, and CSPs, Registries, and
Regi strars act as TeRl Services.

In the MODERN framework, the lifecycle of a nunber begins with a
Regi stry. Registrars acquire tel ephone nunbers from Registries, and
make those nunbers available for allocation. Thus, an Acquisition
Qperation is used by a Registrar that acquires nunbers froma

Regi stry, and this Request, if successful, will result in the
creation of a Record that is returned in the Response. That Record
renders the Registrar an Authority for the tel ephone nunmbers in
question, but that Record will contain exclusively Adm nistrative
Data, with no Service Data.
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In sone cases, that Registrar will also fulfil the role of a CSP, and
as a CSP, it will allocate those nunbers to Users and generate any
associ ated Records itself. Alternatively, a Registrar that does not
act as a CSP nmay in turn act as a TeRl Service to which CSPs, and
potentially Users, will send Acquisition Requests to acquire nunber

bl ocks or individual nunbers. Through that process, CSPs and Users
can al so beconme Authorities for tel ephone nunmbers. New Records
contai ning Administrative Data indicating the contact information and
so forth of the CSP or the User will be generated when that

al | ocation occurs; those Records will be stored at the Registrar.

The Registrar nmay al so house a "glue" Record of Service Data that

i ndi cates the servicing CSP for the tel ephone nunber, and in
particular the Retrieval interface of that CSP where Records with
further Service Data can be found.

The Authorities who create and propagate Records of Service Data are
typically CSPs and Users. Mst comonly, CSPs will store these
Service Data Records, and make them accessible through a Retrieva
interface. CSPs may al so propagate these Records to various externa
directories; the signature of the CSP and expiry data in the Record
will prove its integrity and freshness to any relying party. It is
envisioned that nmultiple Authorities may create Records for different
services that are associated with a given tel ephone nunber.

Finally, CSPs and Users may query a Retrieval interface at a CSP to
acquire Records containing Service Data that will enable themto
route communi cations. The Retrieval interface will enable Cients to
ask for Records associated with particular services, though Retrieva
can present Clients with a nunber of service options. Entities may
al so query the Retrieval Interface of Registrars to acquire

Adni ni strative Data about a tel ephone nunmber, though it is likely
that authorization policies will restrict access to that data.
Governnment Entities may have legal relationships with Registrars that
grant them authorization privileges with regard to Admi nistrative

Dat a.

4. The Informati on Model

The fundanmental building block of the TeRI nodel is the Record. A
Record is created by an Authority who has authority over a particul ar
t el ephone nunber or a set of nunbers. There nay be nore than one

Aut hority who is authorized to create Records for a particular

t el ephone nunber, and a TeRl service nay have multiple Records
corresponding to a single tel ephone nunber, including potentially
Records associated with a range of nunbers that enconpasses a
particul ar tel ephone nunber. Under various circunstances detailed in
Section 5, participants in the nunbering ecosystemmay create, read,
updat e, and nodi fy Records.
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Records contain El ements that hold data about the tel ephone nunber.
Elements in this informati on nodel have a Nane, which may optionally
be associated with a Type and Value. El enents are grouped into
Servi ce El ements and Administrative El enents.

4.1. Record El enents

A Record is made up of El ements, which may be either Service Data
El ements or Administrative Data El ements.

4.1.1. ldentifier

Every Record has an Identifier, which is a globally unique identifier
of the Record. The ldentifier will typically be created at the sane
time as the Record itself, at a tine when an assignment or del egation
has occurred (as described in [I-D.ietf-nodern-problemfranmework]).

4.1.2. Authority

Every Record contains an Authority el ement the source of the data:
either the entity that provisioned the data with the Service, or the
external source fromwhich the Service collected the data. The
Authority elenent ideally gives a logical identity of the source of
the data. A public key value may al so be designated by the Authority
el ement .

4.1.3. Contact
Every Record has at |east one Contact. The Contact contains
admi ni strative data about the assignee of the tel ephone nunber,

t hough additi onal Contacts may contain information about del egates
(as defined in [I-D.ietf-nodern-problemfranework]).

4.1.4. Subject
Every Record has a Subject. As TeRl Records concern tel ephone
numbers, the Subject of a Record is either a tel ephone nunber type or
a tel ephone nunber range type.

4.1.5. Service

Records optionally have one or nore Service entries. A Service may
be of any Service Type, as given in Section 4.2.1.
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4.1.5.1. Priority

Optionally, a Service may specify a weighted Priority associated with
a Record. Priorities are between 0 and 1, with a value of 1 having
the highest priority.

4.1.5.2. Expiration

Optionally, a Service may specify an absolute tine at which a Record
will no longer be valid, should a client or internmediary wish to
cache a Record. In the absence of an Expiration el enent, Records nmay
be cached for a maxi mum of twenty-four hours.

4.1.6. Signature

Optionally, a Record contains a Signature elenent. The Signature
el ement contains a signature over the concatenation of the other
el ements given the Record. Signatures are provided by the Authority
responsi bl e for the Record.
[ Synt ax TBD]

4.2. Elenment Val ue Types
The renmai nder of a Record is nmade up of Elenents. El enments types are
specified in this section. Every Elenent Type has a Type Code. A
Type Code is used as a short formfor the Elenent in a Record

4.2.1. Service Types

4.2.1.1. Tel ephone Number Type

The t el ephone nunber type conforns to the tel ephone nunber syntax
given in [ RFC3966] Section 3, in the ABNF for "tel ephone-subscriber."”

Type Code: T

[TBD - need for subtying? E. 164, Service Code, Short Code, Prefix,
Nati onal | y- Speci fi c and Unknown. ]

N

.2.1.1.1. TN Range Type

The TN range type consists of a prefix of a tel ephone nunber (per

[ RFC3966] "tel ephone-subscriber"), and is semantically equivalent to
all syntactically-valid tel ephone nunbers bel ow that prefix. For
exanple, in the North American Nunbering plan, the prefix 157143454
woul d be equivalent to all nunbers ranging from 15714345400 to
15714345499.
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[TBD - identify alternative ways of specifying ranges, potentially as
separate el enent types]

Type Code: R
4.2.1.2. Donmain Nane Type

The domai n nane type conforns to the syntax of RFCL034 Section 3.5
and Section 2.1 of [RFC1123].

Type Code: D
4.2.1.3. Uniform Resource Indicator (UR) Type

The Uniform Resource Indicator (URI) type conforns to the syntax for
URI's given in [RFC3986] (see Section 3).

Type Code: U
4.2.1.4. Internet Protocol (IP) Address Type
The I P Address type conforns to the ABNF syntax of either the
| Pv4address given in RFC3986 (Appendix A) or the | Pv6reference of
[ RFC5954] .
Type Code: |
4.2.1.5. Trunk G oup Type

The trunk group type conforns to the "trunk-group-I|abel” ABNF given
in [RFC4904] (Section 5).

Type Code: G
4.2.1.6. Service Provider ldentifier (SPID) Type
The SPID type consists of a four-digit nunber.
[TBD - introduce other elements for alternative SPID syntaxes]
Type Code: ?
4.2.2. Public Key Type
The Credential type consists of a public key [encoding TBD].

Type Code: C
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4.2.3. Contact Type
The contact type follows the conventions of jCard [ RFC7095].
Type Code: C

4.2.4. Expiry Type

The Expiry type is an absolute time conformant to the syntax of
[ RFC3339] .

Type Code: E
4.2.5. Priority Type
The Priority type contains a nunber between 0 and 1, confornming to

the specification of the "q" paraneter of the Contact header field in
[ RFC3261] .

Type Code: P
4.2.6. Record ldentifier Type

The Record Identifier Type consists of a unique identifier for a
record [format TBD].

Type Code: U

N

.2.7. Signature
[ Syntax TBD]
Type Code: S
4.2.8. Extension Type
This code is reserved for future use.
Type Code: X
5. Operations

In this section are detailed the three TeRl Operations: Acquisition
Management, and Retrieval Operations.

Pet er son Expi res January 9, 2017 [ Page 11]



Internet-Draft TeRl Franmewor k July 2016

5.1. Comon to Al Operations

Al'l QOperations in the TeRl nodel consist of Requests and Responses.
A Request froma TeRl Client to a Service nmay attenpt to create,
read, update, or delete TeRl Records. Requests nmay focus only on
particular parts of a TeRl record. A Response gives the result of
the Operation back to the Cient, which may indicate success of
failure.

5.1.1. Requests

Al'l TeRl Requests have a Source, a Subject, and optionally a set of
Attributes which further specify the nature of the Request. Sone
Requests will contain the Identifier of the Record they concern, and
may convey that in an Attribute; others will query for all Records
mat chi ng a gi ven Subj ect.

5.1.1.1. Source

The Source is a required element in all Requests. 1In this
specification, two categories of Sources are defined: Request Source
and Request Internediary. At |east one of these Sources nust be
present in a Retrieval Request, and nultiple Sources are permtted.
Responses do not contain a Source.

Future specifications may extend the set of Source types.
5.1.1.1.1. Request Source

Every Request generated by a Cient has a Request Source, which
identifies the originator of the Request. This represents the

| ogical identity of the user or service provider who first sent the
Request, rather than the identity of any Internediate entity. This
field is provided in the Source to authenticate the poser of the
Request, so that the Service can make any necessary authori zation
decisions as it formul ates a Response.

In sone service deploynments, an Internediary may wi sh to mask the
Request’s Source froma Service. The renmoval of the Request’s Source
by an Internediary is permtted by TeRl, but any Internediary that
renoves the Request Source nust provide a Request Internmediary for

t he Source el ement.

A Request Source el enment has a Type, which indicates how the | ogica
identity of the originator of the Request has been represented. The
Type field of the Request Source is extensible. Initial values

i nclude a domain nane, a URI and a tel ephone nunber.
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The Type el ement of the Request Source is followed by a Val ue, which
contains the identity. The format of the identity is determ ned by
t he Type.

5.1.1.1.2. Request Internediary

Optionally, Requests may contain one or nore Request |nternediary
elements in the Source. A Request Internediary resides between the
originator of the Request (the Client) and the Service, where it may
aggregate queries, proxy them transcode them or provide any rel ated
relay function to assist the delivery of Requests to the Service.

The Request Intermediary elenment, |ike the Request Source, contains
the logical identity of the service that relayed the Request. This
field is provided in the Source for those deploynments in which the
Servi ce makes an authori zation decision based on the identity of the
Internediary rather than a Request Source.

A Request Internediary el enent has a Type, which indicates how the

|l ogical identity of the Intermediary has been represented. The Type
el ement of the Request Intermediary is extensible. Initial values

i nclude a domain nane, an X 509 certificate subject, or a UR

The Type of the Request Internediary elenent is followed by a Val ue,
whi ch contains the identity. The format of the identity is
determ ned by the Type.

5.1.1.2. Subject

Al'l Requests have a Subject. The Subject identifies the resource
that the Request concerns. Responses only contain a Subject if the
Subj ect of the Response differs fromthat of the original Request,
whi ch may occur when (for exanple) the Subject contains a broad
range, and the Service replies with a nore narrow Subject. Future
specifications, including Profiles, nmay define alternative Subject
el ement s.

5.1.1.2.1. Attributes

TeRl Attributes consist of a Nane with an optional Type and an
Optional Value. Mst Attributes are specific to the Operation

5.1.2. Responses
Al'l TeRl responses consist of a Response Code and optionally a set of

Attributes which convey further information about the QOperation.
Most Attributes are specific to the Operation
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5.1.2.1. Response Code
Al'l Responses contain a Response Code

Response Codes defined by this docunent include: Success, Subject
Does Not Exist, Subject Conflict, No Suitable Records Exist for
Subj ect, Subject Syntax Error, Unknown Attribute, Unauthorized
Source, Route Source Topol ogy Unavail abl e.

[ TBD]
5.2. The Acquisition Operation

An Acqui sition Request has a Source and a Subject, and may have one
or nore Attributes. An Acquisition Response has a Response Code, and
will contain one Record if it is successful

The Subj ect of an Acquisition Request always specifies a Tel ephone
Nunmber Type or a Tel ephone Nunber Range Type. |If the Subject
contains a particular tel ephone nunber, then the Acquisition Request
is a Request to acquire that particular tel ephone nunber. If it is a
range, the Acquisition Request should be considered to be for the
entire range, but Attributes of the Request may linit the scope of
the resources requested. The Service will deternine whether or not
the Client is authorized to acquire the resources in question based
on the Source of the Acquisition Request.

The Response to an Acquisition Request will contain a Success
Response Code if the resource can be allocated. The Subject of a
Success Response wi |l always contain the Tel ephone Nunmber Type or

Tel ephone Number Range that has been allocated. A successfu

Acqui sition Response nust contain a Record with a Identifier Element;
that Record may al so contain a Public Key attribute. By default,
this Record will contain only Adninistrative El enments, without
Service Elenents. |f a requested tel ephone nunber (or range) is

al ready allocated, or a tel ephone nunber in the specified range is
not avail able, then a Subject Conflict Response Code is returned.

5.3. The Managenent Operation

A Managenent Request conprises a Source, a Subject, and one or nore
Records; it also may contain one or nore Attributes. A Managenent
Response contai ns a Response Code, and optionally may contain a
Record.

The Subj ect of a Managenment Request al ways specifies a Tel ephone

Nunber Type or a Tel ephone Nunber Range Type. In alnost all
ci rcunst ances, however, the Service will |ocate that Record(s) that a
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Management Request nodifies through the Identifier attribute of each
Record in the Managenment Request.

A Managenent Request contains at |east one Record; it nmay contain
mul tiple Records. Each Record in the Managenent Request nust contain
a Record Identifier Elenment which designates the Record that the
Client is requesting that the Service replace with the Record

i ncluded in the Managenment Request. The Service will authorize

whet her or not the Client is authorized to nodify the Record in
question via the Source of the Managenent Request.

5.4. The Retrieval Operation

Every Retrieval Request conprises a Source and a Subject, and may
have one or nore Attributes. A Retrieval Response has a Response
Code, optionally one or nore Records, and optionally a Subject, if
the Subject differs fromthat of the Request.

Retrieval Requests optionally contain Attributes; a Request with no
specified Attributes requests that the Service return any Attributes
associated with the Subject. In a Request, the presence of one or
nmore Attributes limts the scope of the Request to Records about the
Subj ect containing those Attributes, or the Attributes otherw se
qualify the Request. Typically an Attribute will specify a Service
or Service Type that the Cient seeks Records for.

Successful Retrieval Responses always contain one or nore Records;
unsuccessful Responses never contain Records.

5.5. Common Attributes
Attributes are broadly divided between Service Attributes and
Adm nistrative Attributes. Service Attributes provide informtion
required to route comunications, including URIs. The format of the
el ements contained in the Attributes is given in Section 4.2.

5.5.1. Administrative Attributes

Adm nistrative Attributes defined by this document include: CNAM
(Type Display Nanme), SPID (Type SPID), dialplan (Type ?) [TBD

5.5.2. Service Attributes

Service Attributes defined by this docunent include: voip (Type URl),
sns (Type URI) [TBD]
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5.5.2. 1. Rout e Source

Optionally, Retrieval Requests may contain a Route Source Attribute
which identifies a reference point in the network from which any
Service Attributes in the response should be calculated. It

t heref ore al ways designates a network el enent, though dependi ng on
the circunstances, it may be an endpoint, a gateway, a border device,
or any other agent that makes forwardi ng decisions for tel ephone
calls and rel ated servi ces.

A Route Source el ement has a Type, which indicates how t he network

el ement has been represented. The Type field of the Request Source
is extensible. Initial values include a domain nanme, an |IP address
or a trunk group.

The Type of the Route Source elenent is followed by a Val ue, which
designates the network elenent. The format of the identity is
determ ned by the Type.

6. I nplenmenting Operations

This framework specifies an abstract Request/Response protocol that
enables a Cient to send Requests to a Service about tel ephone
nunbers or rel ated tel ephone services. Requests nay pass through one
or nore Internmediaries on their way froma Cient to a Service; for
exanpl e, through aggregators or service bureaus. A dient

est abli shes the Subject of a Request, and optionally includes one or
nore Attributes to focus the scope of the Request. Wen a Service
receives a Request, it perforns any necessary authorization and
policy decisions based on the Source. |If policy pernmits, the Service
generates a Response, which will consist of a Response Code and one
or nmore Records associated with the Subject. The Service then sends
the Response through the sane path that the Request foll owed;
transactional identifiers set by the dient and Service correlate the
Request to the Response and assist any internediary routing.

6.1. Transport |ndependence

The i nformati on nodel provided for Requests and Responses in this
framework is independent of any underlying transport or encoding.
Future specifications will define Bindings that specify particul ar
transports and Encodi ngs for Requests and Responses. |n sone

depl oynent environnents, for exanple, a binary encodi ng and

I i ghtwei ght transport mght be nore appropriate than the use of a web
protocol. This specification provides a tenplate of requirements
that nust be addressed by any encodi ng schene.
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It is a design goal of this work that the semantics of Requests and
Responses survive interworking through translations from one encoding
to another; for exanple, when an Intermediary receives a binary
Request froma Cient, it should be able to transcode it to an XM
format to send to a Service w thout discarding any of the origina
semanti cs.

6. 2. Bindings

A TeRl Binding is an underlying protocol that carries Requests and
Responses. Future specifications nay define Bindings in accordance
with the procedures in the | ANA Considerations sections of this
docunent .

By underlying protocol, this specification nmeans both transport-|ayer
protocols as well as any application-layer protocols that the Binding
requires. Thus an exanple Binding mght specify a conbination of

TCP, TLS, HTTP and SCAP as the underlying transport for TeRl.
Alternatively, it might only specify a very |ightweight underlying
protocol like UDP. A Binding may be specific to a particul ar
Encoding, or it may be independent of any Encodi ng.

Bi ndi ngs nust specify whether they are continuous, transactional or
non-transactional. A continuous Binding creates a persistent
connection between two TeRl entities over which many, potentially
unrel ated, Requests and Responses mght flow. Many Bi ndi ngs defi ned
for use between an Internediary and a Service will have this
property, as Internmediaries nay aggregate on behalf of many Cients,
and opening a separate transport-layer connection for each new
Request would be inefficient. A transactional Binding creates a
tenporary connection between two TeRl entities for the purpose of
fulfilling a single Request; any Responses to the Request will use
the sane connection to return to the sender of the Request. Finally,
a non-transactional Binding does not rely on any sort of connection
semantics: the senders of Requests and Responses will always initiate
a new instance of the Binding to send a nessage.

Thi s docunment makes no provision for discovering the Bindings
supported by a TeRI Cient, Internmediary or Service. Internediaries
may transcode between Bindings if necessary when acting to connect a
Client and a Service, especially if the dient and Service support no
Bi ndi ngs i n common.

A Bi ndi ng specification nust enunerate all categories of netadata
required to establish a connection using a Binding. For sone

Bi ndi ngs, this might conprise solely an I P address and a port; for
other Bindings, this mght instead require higher-layer application
identifiers like a URI. This nmetadata includes any identifiers
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necessary for correlating Requests to Responses in a continuous or
non-transacti onal Bi nding; any Encodi ng nmaki ng use of these Bi ndi ngs
must specify how it carries those el ements.

Bi ndi ngs nust al so describe the security services they nake
avai l abl e. Bindings nust have a neans of providing mutual

aut hentication, integrity and confidentiality between Cients
Internediaries and Services. |f a Binding supports TLS, for exanple,
these features can be provided by using TLS in an appropriate

depl oynent environnent.

6. 3. Encodi ngs

A TeRl Encodi ng specifies how the Request and Response are
constructed syntactically. An Encoding may be specific to a
particular Binding, or it nmay be specified i ndependently of any
Bi ndi ng.

An Encodi ng may define an object format; for exanple, an XML or JSON
obj ect, described with any appropriate schemas, or an ABNF
description. An Encoding might alternatively specify a mappi ng of
the senmantic el enents of Requests and Responses on to the existing
fields of headers of a protocol, especially when that protocol has
been defined as an underlying protocol Binding. Encodings nust also
define whether or not they provide a bundling feature that allows

mul tiple Requests to be carried within particular objects or

mappi ngs.

Every Encodi ng nust specify how each senantic El enent Type of a
Request and Response will be represented. For all baseline TeR
Attributes and El ement Types, the Encodi ng specifies whether val ues
will be text or binary, how they will be encoded. Many baseline

El ement Types (such as tel ephone nunbers) can appear in different

pl aces in a TeRl nessage; Encodi ngs need only specify these conmon

el ement types once. Due to the extensibility of TeRl, however,
future specifications night define El ement Types that an Encodi ng
does not address. Profiles using those extensions and Encodi hgs nust
explain their interaction

Encodi ngs nust al so describe the security services they nake
available. 1In particular, encodings nust describe a neans of

provi ding authentication of the Sources and Authorities of Requests
and Responses respectively, as well as an integrity check over
critical elenments including the Subject of Requests and the Record of
Responses.
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[TBD - we may define nore about the conputation of this signature,
i ncludi ng canonicalization of elenents, in this franework, and make
it a requirenent for encodings to support this mechanisni

6.4. Profiles

For particul ar depl oyment environments, only one Binding, Encoding
and set of Attributes or other extended el enents may be neani ngful
Future specifications may therefore define TeRl Profiles, which
descri be a particular deploynment environnent and the Binding,
Encodi ng and set of Attributes or elenents it requires.

Profiles may be extensible, but any Attributes or elements required
to negotiate support for extensions nust be defined within the
Profile.

7. Security Considerations

The framework of this document differs fromprevious efforts to
manage tel ephone nunbers on the Internet largely by offering a nmuch

richer set of security services. |In particular, it requires that
three entities be capable of authenticating thenselves to one another
at the layer of a binding: dients, Internmediaries and Services. It

furthernore requires object security at the encoding |ayer so that
Sources and Authorities can sign data in order to authenticate
Requests and Responses that may pass through Intermediaries, and

nmor eover so that Authorities can prove to Clients that their Records
are authoritative even when the Authority does not operate the
Service. The requirenents that bindings and encodi ngs nust satisfy
to neet these security needs are specified in Section 6.1

[ TBD - nore]
8. | ANA Consi derati ons

This specification defines several registries: A registry of
El ements, a registry of Element Types, a registry of Attributes, and
a registry of Response Codes.

This docunent creates a registry of Elenents for use with this
franmework. This registry is extensible, with an | ANA Regi stration
policy of Specification Required. Any new El enent registered nust
supply the nanme of the Elenent, the name of the parent Elenent in the
i nformati on nodel, and a code point. [TBD

This specification pre-provisions the Elenent Types registry with the

entries given in Section 6. These elenents are indexed by their Type
Code. This registry is extensible, with an | ANA Registration policy
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10.

of Specification Required. Any new El enment Type registered nust
supply the nanme of the El ement Type, the nane of the parent el enent
in the informati on nodel, and a Type Code.

This specification creates an Attribute registry which is indexed by
Attribute names. This registry is extensible, with an | ANA

Regi stration policy of Specification Required. Any new el ement

regi stered nmust supply the name of Attribute, and list all El enent
Types that may be associated with Values of the Attribute.

This docunment furthernore creates a registry of Response Codes. This
registry is pre-provisioned with the values given in Section 5.5.
[ TBD]

Acknowl edgenent s

The authors would like to thank Paul Kyzviat and Dale Worley for
their input into this specification.

I nformati ve References

[1-D.ietf-nodern-probl emfranework]
Peterson, J. and T. McGarry, "Modern Problem Statenent,
Use Cases, and Franmework", draft-ietf-nodern-problem
framework-00 (work in progress), April 2016.

[ RFC1123] Braden, R, Ed., "Requirenents for Internet Hosts -
Application and Support”, STD 3, RFC 1123,
DO 10.17487/ RFC1123, Cctober 1989,
<http://wwv. rfc-editor.org/info/rfcll23>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SI P: Session Initiation Protocol”, RFC 3261,
DA 10.17487/ RFC3261, June 2002,
<http://ww.rfc-editor.org/info/rfc3261>.

[ RFC3324] Wwatson, M, "Short Term Requirenments for Network Asserted
Identity", RFC 3324, DO 10.17487/RFC3324, Novenber 2002,
<http://ww. rfc-editor.org/info/rfc3324>.

Pet er son Expi res January 9, 2017 [ Page 20]



Internet-Draft TeRl Franmewor k July 2016

[ RFC3325] Jennings, C., Peterson, J., and M Watson, "Private
Extensions to the Session Initiation Protocol (SIP) for
Asserted ldentity within Trusted Networks", RFC 3325,
DO 10.17487/ RFC3325, Novenber 2002,
<http://ww.rfc-editor.org/info/rfc3325>.

[RFC3339] Kiyne, G and C. Newnman, "Date and Tinme on the Internet:
Ti nestanps”, RFC 3339, DA 10.17487/RFC3339, July 2002,
<http://ww. rfc-editor.org/info/rfc3339>.

[ RFC3966] Schul zrinne, H., "The tel URl for Tel ephone Nunbers",
RFC 3966, DO 10.17487/ RFC3966, Decenber 2004,
<http://wwmv rfc-editor.org/info/rfc3966>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<http://wwv. rfc-editor.org/info/rfc3986>.

[ RFC4474] Peterson, J. and C. Jennings, "Enhancenents for
Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", RFC 4474,
DO 10.17487/ RFC4474, August 2006,
<http://wwv. rfc-editor.org/infol/rfc4474>.

[ RFC4904] c@urbani, V. and C. Jennings, "Representing Trunk G oups in
tel/sip Uniform Resource ldentifiers (URIs)", RFC 4904,
DO 10. 17487/ RFC4904, June 2007,
<http://ww.rfc-editor.org/info/rfc4904>.

[RFC4916] Elwell, J., "Connected lIdentity in the Session Initiation
Protocol (SIP)", RFC 4916, DO 10.17487/ RFC4916, June
2007, <http://www.rfc-editor.org/info/rfc4916>.

[ RFC5039] Rosenberg, J. and C. Jennings, "The Session Initiation
Protocol (SIP) and Spani, RFC 5039, DA 10.17487/ RFC5039,
January 2008, <http://wwv rfc-editor.org/info/rfc5039>.

[ RFC5067] Lind, S. and P. Pfautz, "Infrastructure ENUM
Requi renents", RFC 5067, DO 10.17487/ RFC5067, Novenber
2007, <http://ww.rfc-editor.org/info/rfc5067>.

[ RFC5727] Peterson, J., Jennings, C., and R Sparks, "Change Process
for the Session Initiation Protocol (SIP) and the Real -
time Applications and Infrastructure Area", BCP 67,
RFC 5727, DA 10.17487/ RFC5727, March 2010,
<http://ww.rfc-editor.org/info/rfc5727>.

Pet er son Expi res January 9, 2017 [ Page 21]



Internet-Draft TeRl Franmewor k July 2016

[ RFC5954] «@urbani, V., Ed., Carpenter, B., Ed., and B. Tate, Ed.,
"Essential Correction for |1Pv6 ABNF and URI Conparison in
RFC 3261", RFC 5954, DO 10. 17487/ RFC5954, August 2010,
<http://ww.rfc-editor.org/info/rfc5954>,

[ RFC6116] Bradner, S., Conroy, L., and K. Fujiwara, "The E. 164 to
Uni form Resource ldentifiers (URI) Dynami c Del egation
Di scovery System (DDDS) Application (ENUM", RFC 6116,
DA 10.17487/ RFC6116, March 2011,
<http://ww.rfc-editor.org/info/rfc6116>.

[ RFC6406] Malas, D., Ed. and J. Livingood, Ed., "Session PEERi ng for
Mul ti medi a | NTerconnect (SPEERM NT) Architecture",
RFC 6406, DO 10.17487/ RFC6406, Novenber 2011,
<http://ww. rfc-editor.org/info/rfc6406>.

[ RFC6461] Channabasappa, S., Ed., "Data for Reachability of Inter-
/Intra-NetworK SIP (DRI NKS) Use Cases and Protocol
Requi rements", RFC 6461, DO 10.17487/ RFC6461, January
2012, <http://ww. rfc-editor.org/info/rfc6461>.

[ RFC6698] Hoffnan, P. and J. Schlyter, "The DNS-Based Aut hentication
of Naned Entities (DANE) Transport Layer Security (TLS)
Protocol: TLSA", RFC 6698, DO 10.17487/ RFC6698, August
2012, <http://ww. rfc-editor.org/info/rfc6698>.

[ RFC6950] Peterson, J., Kol kman, O, Tschofenig, H, and B. Aboba,
"Architectural Considerations on Application Features in
the DNS', RFC 6950, DO 10.17487/ RFC6950, Cctober 2013,
<http://wwv. rfc-editor.org/info/rfc6950>.

[ RFC7095] Kewi sch, P., "jCard: The JSON Format for vCard", RFC 7095,
DA 10.17487/ RFC7095, January 2014,
<http://ww.rfc-editor.org/info/rfc7095>.

[ RFC7340] Peterson, J., Schulzrinne, H, and H Tschofenig, "Secure
Tel ephone ldentity Probl em Statenment and Requirenents”,
RFC 7340, DA 10. 17487/ RFC7340, Septenber 2014,
<http://ww. rfc-editor.org/info/rfc7340>.

Aut hor’ s Address

Jon Pet erson
Neustar, Inc.

Enmai | : jon. peterson@eustar. biz

Pet er son Expi res January 9, 2017 [ Page 22]



