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Abst r act

The functions of the public switched tel ephone network (PSTN) are
rapidly migrating to the Internet. This is generating new
requirenents for many traditional elements of the PSTN, including

t el ephone nunmbers (TNs). TNs no | onger serve sinply as tel ephone
routing addresses, they are now identifiers which may be used by

I nternet-based services for a variety of purposes including session
establishnent, identity verification, and service enablenent. This
probl em st at emrent exani nes how the existing tools for allocating and
managi ng tel ephone nunbers do not align with the use cases of the
Internet environnment, and proposes a framework for |nternet-based
services relying on TNs.
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1.

Pr obl em St at enent

The chal | enges of utilizing tel ephone nunbers (TNs) on the Internet
have been known for sone tine. |Internet tel ephony provided the first
use case for routing tel ephone nunbers on the Internet in a nmanner
simlar to howcalls are routed in the public sw tched tel ephone
network (PSTN). As the Internet had no service for discovering the
endpoi nts associated with tel ephone nunbers, ENUM [ 3] created a DNS-
based mechani smfor resolving TNs in an | P environnment, by defining
procedures for translating TNs into URIs for use by protocols such as
SIP [2]. The resulting database was designed to function in a nmanner
simlar to the systens that route calls in the PSTN. Oiginally, it
was envi si oned that ENUM woul d be depl oyed as a gl obal hierarchica
service, though in practice, it has only been depl oyed pi eceneal by
various parties. Mst notably, ENUMis used as an internal network
function, and is hardly used between service provider networks. The
ori gi nal ENUM concept of a single root, el64.arpa, proved to be
politically and practically challenging, and |less centralized nodel s
have thus flourished. Subsequently, the DRINKS [4] framework showed
ways that authorities might provision information about TNs at an
ENUM service or simlar Internet-based directory. These technol ogies
have al so generally tried to preserve the features and architecture
famliar to the PSTN nunbering environnent.

Over time, Internet tel ephony has enconpassed functions that differ
substantially fromtraditional PSTN routing and managenent,
especially as non-traditional providers have begun to utilize
nunbering resources. An increasing nunber of enterprises, over-the-
top Voice over | P providers, text nessaging services, and rel ated
non-carrier services have becone heavy users of telephone nunbers.

An enterprise, for exanple, could deploy an I P PBX that receives a

bl ock of tel ephone nunbers froma carrier and then in turn distribute
those nunbers to new I P tel ephones when they associate with the PBX
Internet services offer users portals where they can all ocate new

t el ephone nunbers on the fly, assign nultiple "alias" tel ephone
numbers to a single line service, inplenent various mobility or find-
me-foll owme applications, and so on. Peer-to-peer tel ephone

net wor ks have encouraged experinents with distributed databases for

t el ephone number routing and even allocation

This dynam c control over tel ephone nunbers has few precedents in the
tradi tional PSTN outside of nunmber portability. Nunmber portability
has been inplemented in many countries, and the capability of a user
to choose and change their service provider while retaining their TN
is widely inplenented now However, TN administration processes
rooted in PSTN technol ogy and policies dictate that this be an
exception process fraught with problens and delays. Oiginally,
processes were built to associate a specific TNto a specific service
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provi der and never change it. Wth nunber portability, the industry
had to build new infrastructure, new adninistrative functions and
processes to change the association of the TN from one service
provider to another. Thanks to the increasing sophistication of
consuner nobile devices as Internet endpoints as well as tel ephones,
users now associate TNs with many |Internet applications other than
tel ephony. This has generated new interest in nodels simlar to
those in place for adm nistering freephone services in the United
States, where a user purchases a nunmber through a sort of nunber
registrar and controls its admnistration (such as routing) on their
own, typically using Internet services to directly nake changes to
the service associated with tel ephone nunbers.

Most TNs today are assigned to specific geographies, at both an
international |evel and w thin national nunbering plans. Nunbering
practices today are tightly coupled with the nmanner that service
provi ders interconnect, as well as how TNs are routed and

adm ni stered: the PSTN was carefully designed to del egate switching
intelligence geographically. In interexchange carrier routing in
North America, for exanple, calls to a particular TN are often handed
off to the term nating service provider close to the geography where
that TN is assigned. But the overwhel mi ng success of nobile

t el ephones has increasing eroded the connection between nunbers and
regions. Furthernore, the topology of IP networks is not anchored to
geography in the sane way that the tel ephone network is. In an
Internet environnent, establishing a network architecture for routing
TNs could depend little on geography. Adapting TNs to the Internet
requires nore security, richer datasets and nore conpl ex query and
response capabilities than previous efforts have provided.

This docunment will create a common understandi ng of the problem
statenment related to allocating, managing, and resolving TNs in an IP
environment. It outlines a framework and lists notivating use cases
for creating | P-based mechanisns for TNs. It is inportant to

acknow edge at the outset that there are various evolving

i nternational and national policies and processes related to TNs, and
any solutions need to be flexible enough to account for variations in
policy and requirenents.

2. Definitions

This section provides definitions for actors, data types and data
managenment architectures as they are discussed in this docunent.

Di fferent nunbering spaces may instantiate these roles and concepts
differently: practices that apply to non-geographic freephone
nunbers, for exanple, may not apply to geographic nunbers, and
practices that exist under one Nunbering Authority nmay not be
permitted under another. The purpose of this framework is to
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identify the characteristics of protocol tools that will satisfy the
di verse requirenments for tel ephone nunber acquisition, managenent,
and retrieval on the Internet.

2.1. Actors
The following roles of actors are defined in this document:

Nunmbering Authority: A regulatory body within a country that nanages
that country’s TNs. The Nunbering Authority deci des nationa
nunbering policy for the nation, region, or other domain for which
it has authority, including what TNs can be allocated, and which
are reserved.

Registry: An entity that admi nisters the allocation of TNs based on
a Nunbering Authority's policies. Nunmbering authorities can act
as the Registries thenselves, or they can outsource the function
to other entities. There are two subtypes of Registries: an
Authoritative Registry and a Distributed Registry. The genera
term Registry in this document refers to both kinds of Registries.

Authoritative Registry: An authoritative Registry is a single entity
with sole responsibility for specific nunbering resources.

Distributed Registry: Distributed Registries are multiple Registries
responsi ble for the sane nunbering resources.

Registrar: An entity that distributes the tel ephone nunbers
adm nistered by a Registry; typically, there are many Registrars
that can distribute nunbers froma single Registry, through
Regi strars may serve nmultiple Registries as well. A Registrar has
busi ness relationships with its assignees and collects
adm nistrative informati on fromthem

Conmruni cati on Service Provider (CSP): A provider of conmunications
servi ces, where those services can be identified by TNs. This
i ncludes both traditional tel ephone carriers or enterprises as
well as service providers with no presence on the PSTN who use
TNs. This framework does not assune that any single CSP provides
all the conmmunications service related to a particular TN

Service Enabler: An entity that works with CSPs to enabl e
conmuni cation service to a User; perhaps a vendor, or third-party
i ntegrator.

User: An individual reachable through a communications service
usual ly a custoner of a conmunication service provider
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Government Entity: An entity that, due to |egal powers deriving from
nati onal policy, has privileged access to information about nunber
adm ni stration under certain conditions.

Not e that an individual, conpany or other entity may act in one or
nmore of the rol es above; for exanple, a conpany may be a CSP and al so
a Registrar. Although Numbering Authorities are listed as actors,
they are unlikely to actually participate in the protocol flows

t hensel ves, though in sone situations a Nunbering Authority and

Regi stry may be the sane administrative entity.

Al'l actors that are recipients of nunmbering resources, be they a CSP,
Servi ce Enabler, or User, can also be said to have a relationship to
a Registry of either an assignee or del egate:

Assignee: An actor that is assigned a TN directly by a Registrar; an
assignee always has a direct relationship with a Registrar.

Del egate: An actor that is delegated a TN from an assi gnee or
anot her del egate, who does not necessarily have a direct
relationship with a Registrar. Delegates may del egate one or nore
of their TN assignnent(s) to one or nore further downstream
subdel egat es

As an exanpl e, consider a case where a Nunbering Authority al so acts
as a Registry, and it issues 10,000 bl ocks of TNs to CSPs, which in
this case also act as Registrars. CSP/Registrars would then be
responsi ble for distributing nunbering resources to Users and ot her
CSPs. In this case, an enterprise deploying IP PBXs also acts as a
CSP, and it acquires nunber blocks for its enterprise seats in chunks
of 100 froma CSP acting as a Registrar with whomthe enterprise has
a business relationship. The enterprise is in this case the
assignee, as it receives nunbering resources directly froma
Registrar. As it doles out individual nunbers to its Users, the
enterprise delegates its own nunbering resources to those Users and
their communi cations endpoints. The overall ecosystem m ght | ook as
fol | ows.
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Figure 1: Chain of Nunber Assignnent
2.2. Data Types
The followi ng data types are defined in this docunent:

Adm ni strative Data: assignnment data related to the TN and the
rel evant actors; it includes TN status (assigned, unassigned,
etc.), contact data for the assignee or delegate, and typically
does not require real-time perfornance as access to this data is
not required for ordinary call or session establishnent.

Service Data: data necessary to enable service for the TN, it
i ncl udes addressing data, service features, and so on, and
typically does require real-time performance, in so far as this
data typically must be queried during call set-up

Admi ni strative and service data can fit into three categories:

Public: data that anyone can access, for exanple a |ist of which
nunbering resources (unall ocated nunber ranges) are avail able for
acquisition fromthe Registry.

Sem -restricted: data that a subset of actors can access, for
exanpl e CSPs nmay be able to access other CSP' s service data.
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Restricted: data that is only available to a snall subset of actors,
for exanple a Governnment Entity nmay be able access contact
information for a User.

While it mght appear there are really only two categories, public
and restricted based on requestor, the distinction between sem -
restricted and restricted is hel pful for the use cases bel ow

2.3. Data Managenent Architectures

This franmework generally assunes that adninistrative and service data
is maintained by CSPs, Registrars, and Registries. The role of a
Regi stry described here is a "thin" one, where the Registry nanages
basic allocation information for the nunbering space, such as

i nformati on about whether or not the nunber is assigned, and if

assigned, by which Registrar. It is the Registrar that in turn
manages detail ed administrative data about those assignnments, such as
contact or billing information for the assignee. In some nodels,

CSPs and Registrars will be conposed (the same adninistrative
entity), and in others the Registry and Registrar may simlarly be
composed. Typically, service data resides largely at the CSP itself,
though in sone nodels a "thicker" Registry may itself contain a
pointer to the servicing CSP for a nunber or nunber block. In
addition to traditional centralized Registries, this framewrk al so
supports environments where the sane data is bei ng managed by
multiple administrative entities, and stored in many |locations. A
distribute registry systemis discussed further in [16].

Data store: a service that stores and enabl es access to
admi ni strative and/ or service data.

Ref erence Address: a URL that dereferences to the | ocation of the
data store

Distributed data stores: refers to adnministrative or service data
being stored with nmultiple actors. For exanple, CSPs could
provision their service data to nultiple other CSPs.

Distributed Registries: refers to multiple Registries managing the
same nunbering resource. Actors could interact with one or
multiple Registries. The Registries would update each other when
change occurs. The challenge is to ensure there are no cl ashes,
e.g., two Registries assigning the same TN to two different
actors.
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3.

Fr amewor k

The framework outlined in this docunment requires three Internet-based
mechani sns for nanagi ng and resol ving tel ephone nunbers (TNs) in an

| P environnent. These nechanisns will |ikely reuse existing
protocols for sharing structured data; it is unlikely that new
protocol devel opnment work will be required, though new information
nmodel s specific to the data itself will be a major focus of framework
devel opment. Likely candidates for reuse here include work done in
DRINKS [4] and VWEIRDS [12], as well as the TeRl [13] framework.

These protocol mechani snms are scoped in a way that makes themlikely
to apply to a broad range of future policies for nunber

adm nistration. It is not the purpose of this framework to dictate
nunber policy, but instead to provide tools that will work with
policies as they evolve going forward. These nechani sns therefore do
not assunme that nunmber administration is centralized, nor that nunber
all ocations are restricted to any category of service providers,

t hough these tools nust and will work in environments with those
properties.

The three nechani sns are:

Acquisition: a protocol nechanismfor acquiring TNs, including an
enrol | ment process.

Managenment: a protocol mechani smfor associating data with TNs.
Retrieval: a protocol nechanismfor retrieving data about TNs.

The acquisition mechanismw ||l enable actors to acquire TNs for use
with a communications service. The acquisition mechanismw ||
provide a neans to request nunbering resources froma service
operated by a Registrar, CSP or simlar actor. TNs nmay be requested
ei ther on a nunber-by-nunber basis, or as inventory blocks. Any
actor who grants nunbering resources will retain nmetadata about the
assi gnnent, including the responsible organization or individual to
whom nunbers have been assi gned.

The managenent nechanismw ||l | et actors provision data associ ated
with TNs. For exanple, if a User has been assigned a TN, they nmay
select a CSP to provide a particular service associated with the TN,
or a CSP nmay assign a TN to a User upon service activation. In
either case, a mechanismis needed to provision data associated with
the TN at that CSP.

The retrieval nechanismw ||l enable actors to learn information about
TNs, typically by sending a request to a CSP. For sone infornation,
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an actor nay need to send a request to a Registry rather than a CSP.
Different parties may be authorized to receive different information
about TNs.

As an exanple, a CSP mi ght use the acquisition interface to acquire a
chunk of nunbers froma Registrar. Users might then provision

adm ni strative data associated with those nunbers at the CSP through
the managenent interface, and query for service data relating to
those nunbers through the retrieval interface of the CSP.

| Regi stry|
o

\\

\' CSP |
o - -+

Figure 2: Exanple of the Three Interfaces

4, Use Cases

The high-level use cases in this section will provide an overvi ew of
the expected operation of the three interfaces in the MODERN probl em
space.
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4.1. Acquisition

There are various scenarios for how TNs can be acquired by the

rel evant actors: a CSP, Service Enabler, or User. There are three
actors from which nunbers can be acquired: a Registrar, a CSP and a
User (presumably one who is delegating to another party). It is
assuned that Registrars are either conposed with Registries, or that
Regi strars have established business rel ationships with Registries
that enable themto distribute the nunbers that the Registries here
adm nister. |In these use cases, a User may acquire TNs either froma
CSP or a Registry, or froman internedi ate del egate.

4.1.1. CSP Acquires TNs from Regi strar

The nmost fundanental and traditional nunmbering use case i s one where
a CSP, such as a carrier, requests a block of nunbers froma
Regi strar to hold as inventory or assign to custoners.

Thr ough sone out - of - band busi ness process, a CSP devel ops a
relationship with a Registrar. The Registrar maintains a profile of
the CSP and what qualifications they possess for requesting TNs. The
CSP may then request TNs fromwi thin a specific pool of nunbers in
the authority of the Registry; such as region, nobile, wireline,
tollfree, etc. The Registrar must authenticate and authorize the
CSP, and then either grant or deny a request. Wen an assignnent
occurs, the Registry creates and stores administrative information
related to the assignment such as TN status and Regi strar contact

i nformati on, and renoves the specific TN(s) fromthe pool of those
that are available for assignnent. As a part of the acquisition and
assi gnnent process, the Registry provides any necessary credentials
(for example, STIR certificates [14]) to the Registrar to be used to
prove the assignnment for future transactions.

Before it is eligible to receive TN assignnents, per the policy of a
nati onal authority, the CSP nay need to have submitted (again,

t hrough sone out-of -band process) additional qualifying infornmation
such as current utilization rate or a denand forecast.

There are two scenari os under which a CSP requests resources; they
are requesting inventory, or they are requesting for a specific User
or delegate. TNs assigned to a User are al ways consi dered assi gned,
not inventory. The CSP will associate service information for that
TN, e.g., service address, and nake it available to other CSPs to
enabl e interoperability. The CSP may need to update the Registrar
regarding this service activation (this is part of the "TN status”
mai ntai ned by the Registrar).
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4.1.2. User Acquires TNs from CSP

Today, a User typically acquires a TN from CSP when signing up for
conmmuni cati ons service or turning on a new device. |In this use case,
the User becones the del egate of the CSP.

A User creates or has a relationship with the CSP, and subscribes to
a comruni cations service which includes the use of a TN. The CSP
collects and stores adm nistrative data about the User. The CSP then
activates the User on their network and creates any necessary service
data to enable interoperability with other CSPs. The CSP could al so
update public or privileged databases accessi bl e by other Actors.

The CSP provi des any necessary credentials to the User (for exanple,
a STIR certificate [14]) to prove the assignment for future
transactions. Such credential could be del egated fromthe one
provided by the Registrar to the CSP to continue the chain of

assi gnnent .

The CSP could assign a TN fromits existing inventory or it could
acquire a new TN fromthe Registrar as part of the assignnent

process. If it assigns it fromits existing inventory it would
renove the specific TN fromthe pool of those avail able for
assignnent. |t may al so update the Regi strar about the assignnent so

the Registrar has current assignment data.
4.1.3. CSP Delegates TNs to Anot her CSP

A reseller or a service bureau mght acquire a block of nunbers from
a CSP to be issued to Users.

In this case, the delegate CSP has a business relationship with the
assignee CSP. The assignee CSP collects and stores adnministrative
data about the delegate. The assignee then activates the del egate on
their network and creates any necessary service data to enable
interoperability with other CSPs. The CSP coul d al so update public
or privileged databases accessible by other Actors. The CSP provides
any necessary credentials to the delegate CSP (for example, a STIR
certificate [14]) to prove the assignment for future transactions.
Such credentials could be del egated fromthe one provided by the
Registry to the CSP to continue the chain of assignnent.

The CSP coul d assign a block fromits existing inventory or it could
acquire new TNs fromthe Registrar as part of the assignnent process
If it assigns it fromits existing inventory it would renove the
specific TN fromthe pool of those available for assignment. It may
al so update the Registrar about the assignment so the Registrar has
current assignnent data. The Del egate nmay need to provide
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utilization and assignment data to the Registry, either directly or
t hrough the CSP.

4.1.4. User Acquires TNs from a Del egate

Acquiring a TN from a del egate follows the process in Section 4.1.2,
as it should be sinmlar to how a User acquires TNs froma CSP. In
this case, the del egate re-del egating the TNs woul d be perforning
functions done by the CSP, e.g., providing any credentials,
collecting admnistrative data, creative service data, and so on

4.1.5. User Acquires Numbers from Regi strar

Today, a user wishing to acquire a freephone nunber may browse the
exi sting inventory through one or nore Registrars, conparing their
prices and services. Each such Registrar either is a CSP, or has a
busi ness relationship with a CSP to provide services for that
freephone numnber.

Acquiring a TN froma Registrar follows the process in Section 4.1.1
as it should be simlar to how a CSP acquires TNs froma Registrar.
In this case, the User nust establish some business relationship
directly to a Registrar, simlarly to how such functions are
conduct ed today when Users purchase domain nanes. For the purpose of
status information kept by the Registry, TNs assigned to a User are
al ways consi dered assigned, not inventory.

In this use case, after receiving a nunber assignnent fromthe

Regi strar, a User will then obtain conmunications service froma CSP,
and provide to the CSP the TN to be used for that service. The CSP
will associate service information for that TN, e.g., service
address, and nmeke it available to other CSPs to enabl e
interoperability.

4.2. Managenent

The managenent protocol mechanismis needed to associate
adm nistrative and service data with TNs, and may be used to refresh
or rollover associated credentials.

4.2.1. WManagenent of Adninistrative Data

Admini strative data is primarily related to the status of the TN, its
adm nistrative contacts, and the actors involved in providing service
to the TN. Protocol interactions for admnistrative data will
therefore predom nantly occur between CSPs and Users to the

Regi strar, or between Users and del egate CSPs to the CSP
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Most administrative data is not a good candidate for a distributed
data store nodel. Access to it does not require real-tine
performance therefore | ocal caches are not necessary. And it wll
i nclude sensitive information such as user and contact data.

Sone of the data could lend itself to being publicly available, such
as CSP and TN assignnent status. |In that case it would be deened
public information for the purposes of the retrieval interface.

4.2.1.1. CSP to Registrar

After a CSP acquires a TN or block of TNs fromthe Registrar (per
Section 4.1.1 above), it then provides adm nistrative data to the
Regi strar as a step in the acquisition process. The Registrar wll
aut henticate the CSP and deternmine if the CSP is authorized to
provision the adnministrative data for the TNs in question. The
Registry will update the status of the TN, i.e., that it is
unavail abl e for assignment. The Registrar will also maintain

adm ni strative data provided by the CSP.

Changes to this admnistrative data will not be frequent. Exanples
of changes woul d be term nating service (see Section 4.2.3.2) and
changing a CSP or del egate. Changes shoul d be authenticated by a
credential to prove admi nistrative responsibility for the TN

In a distributed Registry nodel, TN status, e.g., allocated,

assi gned, avail able, unavail able, would need to be provided to other
Registries in real-tine. Qher adninistrative data could be sent to
all Registries or other Registries could get a reference address to
the host Registry’'s data store.

4,.2.1.2. User to CSP

After a User acquires a TN or block of TNs froma CSP, the User wll
provide adninistrative data to the CSP. The CSP comonly acts as a
Registrar in this case, maintaining the adninistrative data and only
notify the Registry of the change in TN status. |In this case, the
Regi stry maintains a reference address to the CSP/Registrar’s

adm nistrative data store so relevant actors have the ability to
access the data. Alternatively a CSP could send the adnministrative
data to an external Registrar to store. |If there is a delegate

bet ween the CSP and user, they will have to ensure there is a
mechani sm for the del egate to update the CSP as change occurs.
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4.2.1.3. User to Registrar

If the User has a direct relationship with the Registrar, then
naturally the user could provision adnmi nistrative data associ ated
with their TN directly to the Registrar. This is the case, for
exanple, with the freephone exanple, where a User has a business
relationship with its freephone provider, and the freephone provider
mai ntai ns account and billing data. While del egates necessarily are
not assi gnees, sone environnments as an optim zation nmight want to
support a nodel where the del egate updates the Registrar directly on
changes, as opposed to sending that data to the CSP or through the
CSP to the Registrar. As stated already, the protocol should enable
Users to acquire TNs directly froma Registrar, which Registrar nmay
or may not also act as a CSP. In these cases the updates woul d be
simlar to that described in Section 4.2.1.1

4.2.2. Mnagenent of Service Data

Service data is data required by an originating or internediate CSP
to enabl e comunications service to a User: a SIP URl is an exanple
of one service data el ement conmonly used to route comuni cations.
CSPs typically create and nmanage service data, however it is possible
that del egates and Users could as well. For nobst use cases involving
i ndividual Users, it is anticipated that |ower-Ilevel service

i nformati on changes woul d be conmuni cated to CSPs via existing
protocols (like the baseline SIP REA STER [2] nethod) rather than

t hrough any new interfaces defined by MODERN

4,2.2.1. CSP to other CSPs

After a User enrolls for service with a CSP, in the case where the
CSP was assigned the TN by a Registrar, the CSP will then create a
service address (such as a SIP URI) and associate it with the TN.

The CSP needs to update this data to enable service interoperability.
There are multiple ways that this update can occur, though nost
commonly service data is exposed through the retrieval interface (see
Section 4.3. For certain deploynent architectures, like a
distributed data store nodel, CSPs nay need to provide data directly
to ot her CSPs.

If the CSP is assigning a TN fromits own inventory it nay not need
to perform service data updates as change occurs because the existing
service data associated with inventory may be sufficient once the TN
is put in service. They would however |ikely update the Registry on
the change in status.
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4.2.2.2. User to CSP

Users could al so associate service data to their TNs at the CSP. An
exanple is a User acquires a TN fromthe Registrar (as described in
Section 4.1.5) and wants to provide that TN to the CSP so the CSP can
enabl e service. In this case, once the user provides the nunber to
the CSP, the CSP woul d update the Registry or other actors as
outlined in Section 4.2.2.1

4.2.3. Managi ng Change

This section will address sone special use cases that were not
covered in other sections of 4.2

4.2.3.1. Changing the CSP for an Existing Conmuni cations Service

A User who subscribes to a communi cati ons service, and received their
TN fromthat CSP, wishes to retain the sane TN but nove their service
to a different CSP. The User provides their credential to the new
CSP and the CSP initiates the change in service.

In the sinplest scenario, where there’'s an authoritative conposed
Regi stry/ Regi strar that maintains service data, the new CSP provides
the new service data with the User’'s credential to the Registry/

Regi strar, which then nmakes the change. The old credential is
revoked and a new one is provided. The new CSP or the Registrar
woul d send a notification to the old CSP, so they can disable
service. The old CSP will undo any del egations to the User,

i ncluding invalidating any cryptographic credentials (e.g. STIR
certificates [13]) previously granted to the User. Any service data
mai nt ai ned by the CSP nust be renmoved, and sinilarly, the CSP nust
del ete any such information it provisioned in the Registry.

In a simlar nodel to common practice in sone environnments today, the
User could provide their credential to the old CSP, and the old CSP
initiates the change in service

If there was a distributed Registry that maintained service data, the
Regi stry woul d al so have to update the other Registries of the
change.

4.2.3.2. Termnating a Service

A User who subscribes to a conmunications service, and received their
TN fromthe CSP, wishes to termnate their service. At this tine,
the CSP will undo any del egations to the User, including invalidating
any cryptographic credentials (e.g. STIR certificates [13])
previously granted to the User. Any service data nmintained by the
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CSP nmust be renoved, and simlarly, the CSP nust delete any such
information it provisioned in the Registrar.

The TN will change state from assi gned to unassigned, the CSP w |l
update the Registry. Depending on policies the TN could go back into
the Registry, CSP, or delegate’s pool of available TNs and would
likely enter an ageing process.

In an alternative use case, a User who received their own TN
assignnent directly froma Registrar termnates their service with a
CSP. At this tinme, the User might termnate their assignnment from
the Registrar, and return the TN to the Registry for re-assignment.
Alternatively, they could retain the TN and elect to assign it to
some other service at a later tine.

4.3. Retrieva
Retrieval of admi nistrative or service data will be subject to access

restrictions based on the category of the specific data; public,
sem -restricted or restricted. Both adm nistrative and service data

can have data elenents that fall into each of these categories. It
is expected that the mpjority of administrative and service data wll
fall into the sem -restricted category: access to this information
may require some form of authorization, though service data cruci al
to reachability will need to be accessible. In some environments,
it’'s possible that none of the service data will be considered
publi c.

The retrieval protocol nechanismfor sem-restricted and restricted
data needs a way for the receiver of the request to identify the
originator of the request and what is being requested. The receiver
of the request will process that request based on this information

4,.3.1. Retrieval of Public Data

Under nost circunstances, a CSP wants its conmunications service to
be publicly reachable through TNs, so the retrieval interface
supports public interfaces that permt clients to query for service
data about a TN. Some service data may however require that the
client by authorized to receive it, per the use case in Section 4.3.3
bel ow

Public data can sinply be posted on websites or nmade avail abl e

through a publicly available API. Public data hosted by a CSP may
have a reference address at the Registry.
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4.3.2. Retrieval of Semi-restricted Administrative Data

A CSP is having service problens conpleting calls to a specific TN,
so it wants to contact the CSP serving that TN. The Registry

aut horizes the originating CSP to access this information. |t
initiates a query to the Registry, the Registry verifies the
requestor and the requested data and Registry responds with the
serving CSP and contact data.

Alternatively that information could be part of a distributed data
store and not stored at the Registry. |In that case, the CSP has the
data in a local distributed data store and it initiates the query to
the |l ocal data store. The local data store responds with the CSP and
contact data. No verification is necessary because it was done when
the CSP was aut horized to receive the data store.

4,.3.3. Retrieval of Sem -restricted Service Data

A User on a CSP's network calls a TN. The CSP initiates a query for
service data associated with the TNto complete the call, and wll
recei ve speci al service data because the CSP operates in a closed
envi ronnment where different CSPs receive different responses, and
only authorized CSPs may access service data. The query and response
nmust have real -time performance. There are nultiple scenarios for
the query and response.

In a distributed data store nodel each CSP distributes its updated
service data to all other CSPs. The originating CSP has the service
data in its local data store and queries it. The local data store
responds with the service data. The service data can be a reference
address to a data store mmintained by the serving CSP or it can be
the service address itself. |In the case where it’'s a reference
address the query would go to the serving CSP and they would verify
the requestor and the requested data and respond. |In the case where
it’s the service address it would process the call using that.

In sone environnents, aspects of the service data may reside at the
Registry itself (for exanple, the assigned CSP for a TN), and thus a
the query may be sent to the Registry. The Registry verifies the
requestor and the requested data and responds with the service data,
such as a SIP URI containing the donmain of the assigned CSP.

4.3.4. Retrieval of Restricted Data
In this case, a Government Entity wi shes to access information about
a particular User, who subscribes to a conmunications service. The

entity that operates the Registry on behalf of the National Authority
in this case has sone pre-defined relationship with the Governnent
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Entity. When the CSP acquired TNs fromthe National Authority, it
was a condition of that assignment that the CSP provi de access for
Governnent Entities to tel ephone nunbering data when certain
conditions apply. The required data may reside either in the CSP or
in the Registrar.

For a case where the CSP del egates a nunber to the User, the CSP

m ght provision the Registrar (or itself, if the CSP is conposed wth
a Registrar) with information relevant to the User. At such a tinme
as the Governnent Entity needs information about that User, the
Governnent Entity may contact the Registrar or CSP to acquire the
necessary data. The interfaces necessary for this will be the sane
as those described in Section 4.3; the Government Entity will be

aut henti cated, and an authorization decision will be nade by the

Regi strar or CSP under the policy dictates established by the

Nati onal Authority.
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6. | ANA Consi derations
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7. Security Considerations

The acqui sition, managenent, and retrieval of administrative and
service data associated with tel ephone nunbers rai ses a nunmber of
security issues.

Any mechani smthat allows an individual or organization to acquire

t el ephone nunbers will require a neans of nutual authentication, of
integrity protection, and of confidentiality. A Registry as defined
in this docunent will surely want to authenticate the source of an
acquisition request as a first step in the authorization process to
determ ne whether or not the resource will be granted. Integrity of
both the request and response is essential to ensuring that tanpering
does not allow attackers to block acquisitions, or worse, to
conmmandeer resources. Confidentiality is essential to preventing
eavesdroppers from | earni ng about allocations, including the
personal ly identifying informati on associated with the adnministrative
or technical contracts for allocations.

A managenent interface for tel ephone nunbers has simlar
requirenents. Wthout proper authentication and authorization
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nmechani sms in place, an attack could use the managenent interface to
di srupt service data or administrative data, which could deny service
to users, enable new inpersonation attacks, prevent billing systens
fromoperating properly, and cause simlar systemfailures.

Finally, a retrieval interfaces has its own needs for nutual

aut hentication, integrity protection, and for confidentiality. Any
CSP sending a request to retrieve service data associated with a
nunber will want to know that it is reaching the proper authority,
that the response fromthat authority has not been tanpered with in
transit, and in nost cases the CSP will not want to reveal to
eavesdroppers the nunber it is requesting or the response that it has
received. Simlarly, any service answering such a query will want to
have a neans of authenticating the source of the query, and of
protecting the integrity and confidentiality of its responses.
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