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Abst ract

Mul tipath TCP (MPTCP), described in [4], is an extension to TCP to
provide the ability to sinultaneously use multiple paths between
peers.

dr aft - paasch- npt cp-appl i cati on-aut hentication specifies "application

| ayer authentication" for Multipath TCP, an alternatively negotiated
keyi ng nechanismfor MPTCP. This allows keying material to be
sourced froman application | ayer protocol in order to secure MP_JO N
handshakes.

Thi s docunent expl ains how to use the proposed application-I|ayer

aut hentication extension with TLS [6], in order to |l everage securely
exchanged keys for MPTCP security, whilst simultaneously freeing the
MPTCP t oken to be used as a channel for additional information

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenber 28, 2016
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

As described in draft-paasch-nptcp-application-authentication, the
use of "application-layer authentication" allows the Key used in
MPTCP aut hentication to be provided by the application |ayer, thus
permitting the use of existing secure comunication channels for
exchangi ng keying material. Furthernore, this decouples the key from
the token and thus allows the token to be used for conveying
addi ti onal semantics, such as helping front-end proxies route traffic
to appropriate back-end servers.

TLS [6] provides a secure authentication channel between end hosts,
where keys are not transnmitted in the clear. The protocol generates
a master secret for a connection, and a nethod is described in [3]
for exporting a key generated fromthis and other properties which
can then be used by the application |layer. This docunent shows how
to use this exported key, along with the nethod in draft-paasch-

npt cp- appl i cati on-aut hentication, for providing alternative keying
mechani sms for MPTCP
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2. Technical |nplenentation

As described in draft-paasch-nptcp-application-authentication, the
initial MP_CAPABLE handshake wi Il exchange an arbitrary token for

i dentifying an MPTCP connection. Wilst it is RECOWENDED that the
token is hard to guess, it can be used to carry any data, such as
arbitrary routing information, and the security provided by the
application-layer security will mtigate any risks of an attacker
guessi ng tokens.

When an MPTCP end host wi shes to open a new subflow, it will follow
the sane exchange as described in [4], however the keying naterial
(Key-A and Key-B) will be derived fromthe TLS handshake, as
described in [3]. The "label" field MIST be "EXPORTER- MPTCP". The
I ength used in the key-derivation, following [3] is 16. Key-A are
the 64 nost-significant bits, while Key-B are the 64 remaining bits.
This requires the key exchange to have conpl eted before subflows can
be created. Oher than the source of the keys, the exchange renains
the sane. The MP_CAPABLE and MP_JO N exchange therefore | ooks |ike
this:

| oo >|
R R EEEEEE LD |
| SYN ACK + MP_CAPABLE( Token- B) |
I I I
| ACK + MP_CAPABLE( Token-A, Token- B) |
A R |
| | SYN + MP_JO N(Token-B, R-A |
| |- >
| | S |
[ | SYN ACK + MP_JO N(HMAC-B, R-B) |
| | |
[ [ ACK + MP_JO N( HVAC- A) [
| |- >
| R EELEEEEERPREEE |
I I ACK I

HVAC- A = HVAC( Key=( Key- A+Key-B), Msg=(R- A+R-B))

HVAC- B = HVAC( Key=( Key- B+Key- A), Mg=(R- B+R-A))

Figure 1: Exanple Use of MPTCP Authentication

Paasch & Ford Expi res Novenber 28, 2016 [ Page 3]



Internet-Draft TLS Aut hentication for MPTCP May 2016

3.

5.

5.

5.

Security Considerations

This draft relies on the security provided by TLS [6] and the key
export mechanismof [3] to provide additional security for the MPTCP
handshake nechani sm These changes renove |ingering risks,
originally identified in [7], where an intercept of the initial MPTCP
handshake coul d al | ow sessi on hijack.

| ANA Consi der ations

| ANA woul d be requested to add a value to the TLS Exporter Labe
registry as described in [3]. The label is "EXPORTER MPTCP".
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