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Abst r act

Mul tipath TCP [ RFC6824] defines the ADD ADDR option that allows a
host to announce its addresses to the rempote host. In this docunent
we propose sone inprovenents to this nechani sm
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1. Introduction

Miultipath TCP is an extension to TCP [ RFCO793] that was specified in
[ RFC6824]. Miltipath TCP allows hosts to use nultiple paths to send
and receive the data bel onging to one connection. For this, a
Multipath TCP is conposed of several TCP connections that are called
subflows. [RFC6824] defines two options to manage the host

addr esses:

0 ADD ADDR is used to announce one address bound to a host (possibly
conbi ned with a port nunber)

0o REMOVE ADDR is used to indicate that an address previously
attached to a host is not anynore attached to this host

To cope with Network Address Transl ation (NAT), the ADD _ADDR and
REMOVE_ADDR options contain an address identifier encoded as an 8
bits integer.

When the initial subflowis created, it is assunmed to be initiated
fromthe address of the client whose identifier is 0 towards the
address of the server whose identifier is also 0. Both the client
and the server can use ADD ADDR to advertise the other addresses that
they use. Wen an additional subflowis created, the MP_JO N option
placed in the SYN (resp. SYN+ACK) contains the identifier of the
address used to create (resp. accept) the subfl ow

The latest Multipath TCP draft [I-D.ietf-nptcp-rfc6824bis] defines
the ADD ADDR option as shown in Figure 1.
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1 2 3
01234567890123456789012345678901
e e e o e e e o Fom e - Fom e - e e e o +
[ Ki nd [ Lengt h | Subtype| (resvd)| Address ID |
. e R R . +
| Address (I Pv4 - 4 octets / IPv6 - 16 octets) |
e T T +
| Port (2 octets, optional) | |
S + |
[ Truncated HVAC (8 octets) [
| - +
I I
e T +

Figure 1: The Multipath TCP ADD ADDR option fornmat

In this docunment, we propose to slightly nodify the fornmat of this
option based on issues that have been detected while working with the
Multipath TCP i nplementation in the Linux kernel. More precisely, we
address four different problenms. The first, discussed in

Section 2.1, is that the ADD ADDR option is sent unreliably. This

i mplies that the host sending an ADD ADDR option cannot be sure that
the address that it has advertised has been | earned by the distant
host. The second issue, discussed in Section 2.2 is the handling of
backup subflows. Miltipath TCP supports the creation of backup
subflows through the B bit in the MP_JO N option. These backup

subfl ows consune energy and radi o ressources on nobile devices and it
woul d be useful for a host to be able to advertise a backup address
that would be used to create subflows after a failure. The third
issue is that multihomed hosts nmay have preferences on the
utilisation of some of their addresses/interfaces to create

addi tional subflows. Section 2.3 proposes a priority field that

all ows themto advertise these preferences. The fourth issue is that
mul ti honed hosts, especially with I Pv6, often have several addresses
assigned to each interface. |In this case, it can be difficult to
establish disjoint paths between the comunicating hosts.

Section 2.4 proposes a conmunity field in the ADD ADDR option to

i ndi cate that some addresses share the sane path. The |ast issue,

di scussed in Section 2.5 is that sone hosts, e.g. servers behind a

| oad bal ancer or clients behind a firewall, nay want to indicate that
the address used for the initial subflow should not be used to create
addi ti onal ones.
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2. Proposed ADD ADDR option

To cope with the issues described later in this docunent we propose a
new format for this option. The format for this new option is shown

in Figure 2.

1 2 3
01234567890123456789012345678901
e e e o e e e o Fom e - Fom e - e e e o +
[ Ki nd [ Lengt h | Subtype| E| (rsv)| Address ID |
. e R R R . +
[ Address (I Pv4 - 4 octets / |IPv6 - 16 octets) |
. T I Fommemmceeaaaas +
| Commu |prio | B Port (2 octets, optional) | |
S S S + |
I I
| Truncated HVAC (8 octets) R +
I I
TN +

Figure 2: The proposed Miultipath TCP new ADD ADDR option for mat

2.1. Reliability

A first issue with the ADD ADDR option is that since it is
transmitted as a TCP option, it is not delivered reliably
[Cellnet12]. When a host announces an | Pv4 address, it can insert
the ADD ADDR option inside a segnent that carries data that would
thus be delivered reliably Iike user data. However, if the ADD ADDR
option contains an | Pv6 address, it mght be too large to fit inside
a segnment that already contains a DSS option and possibly other
options such as the [ RFC1323] tinestanps. Gven its length, the
ADD_ADDR option cannot be placed in the sane segnent as a DSS option
In these two cases, the ADD ADDR option will be often transmitted
inside a duplicate ACK that is not delivered reliably. [Cellnetl2]
proposes a nethod to inprove the reliability of the transni ssion of
the ADD _ADDR option, but to our know edge this nmethod has never been
i npl emented. To cope with packet |osses, we propose to rely on the
"E" (Echo) flag in the ADD ADDR option (Figure 3).
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1 2 3
01234567890123456789012345678901
e e e o e e e o Fom e - Fom e - e e e o +
[ Ki nd [ Lengt h | Subtype| E| (rsv)| Address ID |
o e oo o e oo Fom e e Fom e e o e oo +

Figure 3: The part of the proposed Miltipath TCP new ADD ADDR opti on
format with the Echo fl ag

The "E" flag is the "Echo" flag. When set to 0, it indicates that
the host sending this option is advertising a new address to the
receiving host. Wen set to 1, it indicates that the host sending
this option acknow edges the reception of an ADD ADDR option by
echoing it. Upon reception of an ADD ADDR option wi thout the "E"
flag set, the receiving host MIST return the exact option that it
received with the "E" flag set to 1 to indicate the reception of the
ADD _ADDR option. |If an host advertising a new address does nt
receive an echo, or receives an invalid echo of the option it MAY
retransmt the ADD ADDR. To cope with the loss of the echo of the
option, if an host that advertised a new address w thout receiving
the echo receives an MP._ JON on this address, it MJST consider this
address as havi ng been echoed, and MUST NOT retransnit this ADD ADDR
agai n.

2.2. Backup

The subflows that conpose a Miultipath TCP connection are not all
equal . [RFC6824] defines two types of subfl ows:

o the regul ar subfl ows
o the backup subfl ows

The regul ar subflows can be used to transport any data. The backup
subflows are intended to be used only when all the regular subfl ows
fail. [RFC6824] defines themby using the follow ng sentence: "Hosts
can indicate at initial subflow setup whether they w sh the subfl ow
to be used as a regular or backup path - a backup path only being
used if there are no regular paths available."

In [ RFC6824] a host can specify the type of a subflow during the

t hr ee- way- handshake by using the "B" flag of the MP_JO N option as
shown in Figure 4 and Figure 5 or when the subflow is already

est abli shed by sending an MP_PRI O option shown in Figure 6

Duchene & Bonaventure Expi res January 9, 2017 [ Page 5]



Internet-Draft MPTCP ADDR July 2016

1 2 3

01234567890123456789012345678901
e e e o e e e o Fom e - H-- - - - TR +
[ Ki nd | Length = 12 | Subtype]| | Bl Address ID |
. . R S Fodemmemieiaaaaa +
| Recei ver’'s Token (32 bits) [
T +
| Sender’ s Random Number (32 bits) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Figure 4: Join Connection (MP_JON) Option (for Initial SYN)

1 2 3
01234567890123456789012345678901
Fom e e e oo Fom e e e oo Fom oo - +-- - - - AR +
| Ki nd | Length = 16 | Subtype| | B| Address ID |
o e oo o e oo Fom e e +--- - - T +

Figure 5: Join Connection (MP_JON) Option (for Respondi ng SYN ACK)

1 2 3
01234567890123456789012345678901
I I oo - e e I +

| Ki nd | Length | Subt ype| | Bl Addri D (opt)
e e e o e e e o Fom e - H-- - - - TR +

Fi gure 6: Change Subflow Priority (MP_PRIO Option

Both solutions rely on the principle that a subflow can be set in
backup node only when being already established or during the subflow
setup. On nobile devices, backup subflows consune radi o ressources
when they are established. This could unnecessarily consune both
energy on the nobile device [ATCl4] and radio ressources in the
network for subflows that do not carry any data. Measurenents on
smart phones [ PAM2016] indicate that many subflows do not carry any
data but still consunme resources for the SYN, RST and FI N packets.

To allow hosts using Multipath TCP to save ressources, we propose to

add the "B" "Backup" Flag in the ADD ADDR option as shown in
Figure 7. This would allow an host to save ressources by being aware
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of the renote backup addresses that could be used if all the non-
backup subflows fail w thout having to establish a subflow, achieving
a break-bef ore-make schene.

1 2 3
01234567890123456789012345678901
R LT R LT R LT R LT +
| Commu |prio | B Port (2 octets, optional) | |
S S S + |

Figure 7: The part of the proposed Miultipath TCP new ADD ADDR opti on
format with the Backup fl ag

2.3. Priorities

The backup node defined in [ RFC6824] only supports an "all-or-
not hi ng" nmode in the usage of the subflows, where an host night just
prefer to use certain subflow over others

To allow an host to informthe receving host about its preference in
terns of subflow usage, we propose to nodify the ADD ADDR option by
adding 3 "priority" bits as shown in Figure 8.

1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o e e e o +
| Commu |prio | B Port (2 octets, optional) [ [
. . . + |

Figure 8: The part of the proposed Miltipath TCP new ADD ADDR opti on
format with the priority bits

This host MAY use this priority to deternine when to establish a
subflow towards this address. The priority field MIST be interpreted
as an unsigned integer value with the highest nunerical value being
the nmost preferred one.

To allow the priority of an already established subflow to be

nmodi fi ed, we propose to nodify the MP_PRI O option by adding the 3
priority bits next to the "B" flag has shown in Figure 9.
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1 2 3
01234567890123456789012345678901
e e e o e e e o Fom e - H-- - - - TR +
[ Ki nd [ Lengt h | Subtype|prio | Bl AddrID (opt) |
o e oo o e oo Fom e e +--- o= T +

Figure 9: Change Subflow Priority (MP_PRIO Option with 3 priority
bits added

To allow the hosts to advertise a per-subflow priority during the
t hr ee- way- handshake we nodify the MP_JO N option by adding the 3
priority bits as shown in Figure 10 and Figure 11,

1 2 3

01234567890123456789012345678901
Fom e e e oo Fom e e e oo Fom oo - +-- - - - AR +
| Ki nd | Length = 12 | Subtype| prio|B| Address ID |
o e oo o e oo Fom e e +--- - - T +
| Recei ver’'s Token (32 bits) [
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e oo +
| Sender’ s Random Number (32 bits) |
o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo oo +

Fi gure 10: Join Connection (MP_JON) Option (for Initial SYN) with
the 3 priority bits

1 2 3
01234567890123456789012345678901
o e oo o e oo Fom e e +--- - - T +
| Ki nd | Length = 16 | Subtype| prio| B Address ID |
B B Fomm oo - +----- T +

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee o +
| Sender’ s Random Nunber (32 bits) |
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e oo +

Figure 11: Join Connection (MP_JON) Option (for Respondi ng SYN ACK)
with the 3 priority bits

The priority bits included in the MP_JO N specify indicate the

priority associated to this subflow A host MAY use this information
when schedul i ng packets over this particular subflow.
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2.4. Path diversity
+--- IPv4 1 ---+
I I
+--- IPv6 1 ---+--- Interface 1 ---+
I I I
client --- Internet ---+--- IPv6 2 ---+ |
| +--- Server
I I
I I
+--- IPv4 1 ---+--- Interface 2 ---+

Figure 12: A dua

stack server with multiple |IP addresses attached to

the sane interface

As shown in Figure 12 a host mi ght have severa

to a single interface.

| P addr esses assi gned

Sone clients would like to be able to create

subfl ows over disjoint paths to maxim se the diversity of the

subf | ows.
sever a
pat h.

Wth the current ADD _ADDR option
ADD_ADDR has no way of knowi ng the diversity between these
In the case of Figure 12 it could end up establishing 4

t he host receiving

subfl ows where 2 could be sufficient to maxim se diversity.

To allow a host to informthe receiving host about the diversity of

sever al

addresses we propose to nodify the ADD ADDR to include 4 bits
describing a "Comunity" associated to this address.
val ues are an opaque field and it

The conmunity
i s expected that two addresses

havi ng the same conmunity share sonme resources

Duchene & Bonaventure

1 2 3
01234567890123456789012345678901
B B B B +
| Commu | B|prio | Port (2 octets, optional) | |
Fom e e e oo Fom e e e oo Fom e e e oo + [

Fi gure 13: The part of the proposed Miltipath TCP new ADD ADDR opti on
format with the Comunity bits

Wth the conmmunity bits, a dual-stack host could elect to regroup all
the addresses attached to a single interface under the sane
community, allow ng the receiving host to decide on which advertised
addresses it wants to establish new subfl ows.
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2.5. Load bal ancing

Many | arge web sites are served by servers that are behind a | oad
bal ancer. The | oad bal ancer receives the connection establishnent
attenpts and forwards themto the actual servers that serve the
requests. One issue for the end-to-end depl oynent of Miltipath TCP
is it ability to be used on | oad-bal ancers. Different types of |oad
bal ancers are possible. W consider a sinple but inportant |oad

bal ancer than does not maintain any per-flow state. This |oad

bal ancer is illustrated in illustrated in Figure 14. A stateless

| oad bal ancer can be inplenmented by hashing the five tuple (IP
addresses and port nunbers) of each incom ng packet and forward t hem
to one of the servers based on the hash value conputed. Wth TCP,
this | oad bal ancer ensures that all the packets that belong to one
TCP connection are sent to the same server

+--4---- S1
~--|LB|---- S2
+--4---- S3

Figure 14: Statel ess |oad bal ancer

Wth Miltipath TCP, this approach cannot be used anynore when
subflows are created by the clients. Such subflows can use any five
tupl e and thus packets belonging to themw || be forwarded over any
server, not necessarily the one that was sel ected by the hashing
function for the initial subflow

To allow Multipath TCP to work for hosts being hosted behind

unnodi fied layer 4 |oad bal ancers, we propose to use the unused "B"
flag in the MP_CAPABLE option sent (shown in Figure 15 in the
SYN+ACK. This flag would allow a host behind a | ayer 4 | oad bal ancer
to informthe other host that this address MJUST NOT be used to create
addi tional subfl ows.

A host receiving an MP_CAPABLE with the "B" set to 1 MJST NOT try to
establish a subflow to the address used in the MP_CAPABLE. This bit
can al so be used in the MP_CAPABLE option sent in the SYN by a client
that resides behind a NAT or firewall or does not accept server-
initiated subflows.
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1 2 3
01234567890123456789012345678901
e e e o e e e o Fom e - Fom e - e e e o +
[ Ki nd [ Lengt h | Subt ype| Versi on| Al B| C| D] E| F| G H|
o e oo o e oo Fom e e Fom e e o e oo +

| Option Sender’s Key (64 bits) |
[ (if option Length > 4) [

[ Option Receiver’'s Key (64 bhits) [
| (if option Length > 12) |

| Data-Level Length (16 bits) | Checksum (16 bits, optional)

Fi gure 15: Multipath Capabl e (MP_CAPABLE) Option

This bit can be used by the servers behind a statel ess | oad

bal ancers. Each of these servers has a different I P address than the
address of the | oad bal ancer. The servers set the "B" flag in the
MP_CAPABLE option that they return and advertise their own address by
usi ng the ADD ADDR option. Upon reception of this option, the
clients can create the additional subflows towards these addresses.
Conpared with current statel ess |oad bal ancers, an advantage of this
approach is that the packets belonging to the additional subflows do
not need to pass through the | oad bal ancer

3. | ANA consi derations

Thi s docunment proposes some nodifications to the Miultipath TCP
options defined in [ RFC6824]. These nodifications do not require any
specific action from | ANA

4. Security considerations

The security considerations defined for Miultipath TCP in [ RFC6182]
and [ RFC7430] are applicable.

The "E" flag, community and priority values in the ADD ADDR option do
not change the security considerations for the handling of this
option. Since the ADD ADDR option is protected by an HVAC, an off-
pat h attacker cannot inject such an option in an existing Miltipath
TCP connecti on
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The "priority" field of the MP_PRIO option is not protected by a
HVAC. It could be useful to consider the utilisation of an HVAC to
protect this option |ike the ADD ADDR opti on

The "B" flag of the MP_CAPABLE option does not change the security
considerations of this option. |f an attacker that resides on a path
sets this bit, it could prevent the establishnent of subflows.
However, Miltipath TCP does not protect against an attacker that
resides on the path of the initial subflow and can nodify the SYN
SYN+ACK packet s.

5. Concl usi on

In this docunent, we have di scussed several issues with the
adverti senment of addresses with the address advertisenent in
Multipath TCP. W have proposed several nodifications to the
protocol to address these issues.
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