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One of the aims of this draft is to provide a standard nanespace and
path for these configuration itens regardl ess of the underlying
interface type. For exanple a standard nanmespace and path for
configuring or reading the MAC address associated with an interface
is provided that can be used for any interface type that uses

Et hernet fram ng

Several of the augnmentations defined here are not backed by any
formal standard specification. |Instead, they are for features that
are comonly inplenented in equival ent ways by multiple independent
net wor k equi pment vendors. The aimof this draft is to define conmon
pat hs and | eaves for the configuration of these equival ent features
in a uniformway, making it easier for users of the YANG nodel to
access these features in a vendor independent way. Were necessary,
a description of the expected behavior is also provided with the aim
of ensuring vendors inplenentations are consistent with the specified
behavi our.

G ven that the nodules contain a collection of discrete features with
the conmon thene that they generically apply to interfaces, it is

pl ausi bl e that not all inplenentors of the YANG nodule will decide to
support all features. Hence separate feature keywords are defined
for each logically discrete feature to allow inplenentors the
flexibility to choose which specific parts of the nbdel they support.

The augnentations are split into two separate YANG nodul es that each
focus on a particular area of functionality. The two YANG nodul es
defined in this internet draft are:

i nterface-extensions.yang - Defines extensions to the | ETF
interface data nodel to support common configuration data nodes.

etherlike-interfaces.yang - Defines a nodule for any configuration
and operational data nodes that are conmobn across interfaces that
use Et hernet franm ng.
1.1. Termnol ogy
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.2. Tree Diagrans
A simplified graphical representation of the data nodel is used in

this docunent. The neaning of the synbols in these diagrans is as
fol |l ows:
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o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite), and "ro" neans state data (read-only).

0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list or leaf-list.

o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. (Objectives

The ai m of of the YANG nodul es contained in this draft is to provide
standard definitions for common interface based configuration on
net wor k devi ces.

The expectation is that the YANG | eaves that are being defined are
fairly widely inplenented by network vendors. However, the features
descri bed here are nostly not backed by fornal standards because they
are fairly basic in their behavior and do not need to interoperate
with other devices. Were required a concise explanation of the
expect ed behavior is also provided to ensure consi stency between
vendors

3. Interfaces Extensions Mdul e

The Interfaces Common nodul e provi des sone basic extensions to the
| ETF interfaces YANG nodul e.

The nodul e provi des:

0 A bandwi dth configuration leaf to specify the bandw dth avail able
on an interface to control routing netrics.

0 Acarrier delay feature used to provide control over short lived
link state flaps.

0 An interface link state danpening feature that is used to provide
control over longer lived link state flaps.

0 An encapsul ation contai ner and extensible choice statenent for use

by any interface types that allow for configurable L2
encapsul ati ons.
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0 A loopback configuration leaf that is primarily ained at | oopback
at the physical |ayer.

0o MU configuration | eaves applicable to all packet/frane based
i nterfaces.

0 A transport layer leaf to indicate whether the interface handl es
traffic at L1, L2 or L3.

0 A parent interface |eaf useable for all types of sub-interface
that are children of parent interfaces.

The "interface-extensions" YANG nodul e has the follow ng structure:

nmodul e: ietf-interfaces-conmmon
augrment /if:interfaces/if:interface:
+--rw bandwi dt h? ui nt 64
augrment /if:interfaces/if:interface:
+--rw carrier-del ay
+--rw down? ui nt 32
+--rw up? ui nt 32
augrment /if:interfaces/if:interface:
+--rw danpeni ng!

+--rw half-life? ui nt 32
+--rw reuse? ui nt 32
+--rw suppress? ui nt 32

+--rw max-suppress-tinme? ui nt 32
augrment /if:interfaces/if:interface:
+--rw encapsul ation
+--rw (encaps-type)?
augrment /if:interfaces/if:interface:
+--rw | oopback? i dentityref
augrment /if:interfaces/if:interface:
+-rw | 2-ntu? uint16 {configurable-I2-ntu}?
augrment /if:interfaces/if:interface:
+--rw parent-interface? if:interface-ref
augrment /if:interfaces/if:interface:
+--rw transport-|ayer? enumrer ati on

3.1. Bandwi dth
The bandwi dth configuration | eaf allows the specified bandwi dth of an
interface to be reduced fromthe inherent interface bandwi dth. The
bandwi dth [ eaf affects the routing nmetric cost associated with the
i nterface.

Note that the bandwi dth | eaf does not actually limt the anmount of
traffic that can be sent/received over the interface. |[|f required,
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interface traffic can be limted to the required bandw dth by
configuring an explicit QoS policy.

Note for reviewers: Gven that the bandwi dth only controls routing
metrics, it may be nore appropriate for this leaf, or an equivalent,
to be defined as part of one of the routing YANG nodul es. Although
conversely, it is also worth considering that the correspondi ng

exi sting CLI configuration command is an interface | evel bandw dth
command in many inpl ementations.

3.2. Carrier Delay

The carrier delay feature augnents the | ETF interfaces data node
with configuration for a sinple algorithmthat is used, generally on
physical interfaces, to suppress short transient changes in the
interface link state. 1t can be used in conjunction with the
danmpeni ng feature described in Section 3.3 to provide effective
control of unstable links and unwanted state transitions.

The principal of the carrier delay feature is to use a short per
interface tiner to ensure that any interface link state transition
that occurs and reverts back within the specified tinme interval is
entirely suppressed without providing any signalling to any upper

| ayer protocols that the state transition has occurred. E. g. in the
case that the link state transition is suppressed then there is no
change of the /if:interfaces-state/if:interface/oper-status or
lif:interfaces-state/if:interfaces/|ast-change |eaves for the
interface that the feature is operating on. One obvious side effect
of using this feature that is worth noting is that any state
transition will always be delayed by the specified tine interval

The configuration allows for separate tiner values to be used in the
suppressi on of down->up->down link transitions vs up->down->up |ink
transitions.

The carrier delay down tiner |eaf specifies the anount of tine that
an interface that is currently in link up state nust be continuously
down before the down state change is reported to higher |eve
protocols. Use of this timer can cause traffic to be black holed for
the configured value and del ay reconvergence after link failures,
therefore its use is nornally restricted to cases where it is
necessary to allow enough time for another protection nechani sm (such
as an optical layer automatic protection systen) to take effect.

The carrier delay up tinmer |eaf specifies the amount of tine that an
interface that is currently in |ink down state nust be continuously
up before the down->up link state transition is reported to higher

| evel protocols. This tiner is generally useful as a debounce

Wlton, et al. Expi res January 8, 2017 [ Page 6]



Internet-Draft I nterface Extensions YANG July 2016

mechanismto ensure that a link is relatively stable before being
brought into service. 1t can also be used effectively to limt the
frequency at which link state transition events can occur. The
default value for this leaf is deternmined by the underlying network
devi ce.

3.3. Danpening

The danpening feature introduces a configurable exponential decay
mechani smto suppress the effects of excessive interface link state
flapping. This feature allows the network operator to configure a
device to automatically identify and selectively danpen a | oca
interface which is flapping. Danpening an interface keeps the
interface operationally down until the interface stops flapping and
becones stable. Configuring the danpening feature can inprove
convergence tines and stability throughout the network by isolating
failures so that disturbances are not propagated, which reduces the
utilization of system processing resources by other devices in the
network and inproves overall network stability.

The basic algorithmuses a counter that is nominally increased by
1000 units every time the underlying interface |ink state changes
fromup to down. |[|f the counter increases above the suppress
threshold then the interface is kept down (and out of service) unti
ei ther the maxi mum suppression time is reached, or the counter has
reduced bel ow the reuse threshold. The half-life period deterni nes
that rate at which the counter is periodically reduced.

I npl enentations are not required to use a penalty of 1000 units in
their danpening al gorithm but should ensure that the Suppress
Threshol d and Reuse Threshold values are scaled relative to the
nom nal 1000 unit penalty to ensure that the same configuration

val ues provi de consistent behaviour. The configurable values are
described in nore detail bel ow

3.3.1. Suppress Threshold

The suppress threshold is the value of the accunul ated penalty that
triggers the device to danmpen a flapping interface. The flapping
interface is identified by the device and assigned a penalty for each
up to down link state change, but the interface is not automatically
danmpened. The device tracks the penalties that a flapping interface
accunul ates. Wien the accunul ated penalty reaches the default or
configured suppress threshold, the interface is placed in a danpened
state.
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3.3. 2. Hal f - Li fe Peri od

The half-life period determ nes how fast the accunul ated penalties
can decay exponentially. Any penalties that have been accunul ated on
a flapping interface are reduced by half after each half-1ife period.

3.3.3. Reuse Threshol d

If, after one or nore half-life periods, the accunul ated penalty
decreases below the reuse threshold and the underlying interface |ink
state is up then the interface is taken out of danpened state and

all owed to go up.

3.3.4. Maxi mum Suppress Tine

The maxi mum suppress tinme represents the nmaxi num anount of tine an
interface can renmi n danpened when a penalty is assigned to an
interface. The default of the nmaxi mum suppress tinmer is four tines
the half-life period. The nmaxi mum value of the accurul ated penalty
is calculated using the maxi num suppress tine, reuse threshold and
hal f-1ife period.

3.4. Encapsul ation

The encapsul ati on contai ner holds a choice node that is to be
augrmented with datalink |ayer specific encapsul ati ons, such as HDLC
PPP, or sub-interface 802.1Q tag match encapsul ations. |t ensures
that an interface can only have a single datalink | ayer protocol
confi gured.

3.5. Loopback

The | oopback configuration |eaf allows any physical interface to be
configured to be in one of the possible follow ng physical | oopback
nodes, i.e. internal |oopback, |ine |oopback, or use of an externa

| oopback connector. The use of YANG identities allows for the nodel
to be extended with other nmodes of |oopback if required.

3.6. MU

Two MIU configuration | eaves are provided to programthe |ayer 2
interface in two different ways. Different nmechani sns are provided
to reflect the fact that devices handle their MIU configuration in
different ways. A given device would only normally be expected to
support MU configuration using one of these nechanisns.

The preferable way to configure MU is using the |2-mu |eaf that
specifies the maxi mum size of a layer 2 frane including header and
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payl oad, but excluding any frame check sequence (FCS) bytes. The
payl oad MIU avail able to higher layer protocols is calculated from
the I 2-nmtu after taking the layer 2 header size into account.

For Ethernet interfaces carrying 802.1Q VLAN tagged franes, the
| 2-mu excludes the 4-8 byte overhead of any known (e.g. explicitly
mat ched by a child sub-interface) 801.1Q VLAN tags.

The alternative way to configure MIUis using the |3-ntu | eaf that
specifies the maxi num si ze of payload carried by a | ayer 2 frane.
The maxi num si ze of the layer 2 frame can then be derived by adding
on the size of the layer 2 header overheads.

Note for reviewers: Is it correct/beneficial to support |13-mu? It
woul d be easier for clients if they only had a single MIU that they
could configure. Can all devices sensibly handle an | 2-ntu
configuration | eaf?

3.7. Sub-interface

The sub-interface feature specifies the mnimal |eaves required to
define a child interface that is parented to another interface.

A sub-interface is a logical interface that handles a subset of the
traffic on the parent interface. Separate configuration |eaves are
used to classify the subset of ingress traffic received on the parent
interface to be processed in the context of a given sub-interface.
Al'l egress traffic processed on a sub-interface is given to the
parent interface for transm ssion. Oherwise, a sub-interface is
like any other interface in /if:interfaces and supports the standard
interface features and configuration

For some vendor specific interface nam ng conventions the nane of the
child interface is sufficient to deternine the parent interface,
which inplies that the child interface can never be reparented to a
different parent interface after it has been created w thout deleting
the existing the sub-interface and recreating a new sub-interface.
Even in this case it is useful to have a well defined leaf to cleanly
identify the parent interface.

The nodel also allows for arbitrarily naned sub-interfaces by having
an explicit parent-interface |eaf define the child -> parent
relationship. In this nanming scenario it is also possible for

i mpl ementations to allow for logical interfaces to be reparented to
new parent interfaces w thout needing the sub-interface to be
destroyed and recreated.
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3.8. Transport Layer

The transport |ayer |eaf provides additional information as to which
layer an interface is logically operating and forwarding traffic at.
The inplication of this leaf is that for traffic forwarded at a given
| ayer that any headers for lower |ayers are stripped off before the
packet is forwarded at the given layer. Conversely, on egress any

| ower |ayer headers nust be added to the packet before it is
transmtted out of the interface.

This leaf can also be used as a sinple nmechanismto deterni ne whether
particul ar types of configuration are valid. E. g. a layer 2 QS
policy could ensure that it is only applied to a interface running at
transport |ayer 2.

4. Interfaces Ethernet-Li ke Mdul e

The Interfaces Ethernet-Like Mdule is a small nodul e that contains
all configuration and operational data that is comon across
interface types that use Ethernet framing as their datalink |ayer
encapsul ati on.

This nmodul e currently contains |eaves for the configuration and
reporting of the operational MAC address and the burnt-in MAC address
(BI'A) associated with any interface using Ethernet franing.

The "interfaces-ethernet-like" YANG nodul e has the foll ow ng
structure:

modul e: ietf-interfaces-ethernet-Ilike
augrment /if:interfaces/if:interface:
+--rw ethernet-1like
+--rw nmac- addr ess? yang: mac- addr ess
augnent /if:interfaces-state/if:interface:
+--ro ethernet-1ike
+--ro nmac-address? yang: mac- addr ess
+--ro bi a- mac- addr ess? yang: mac- addr ess

5. I nterfaces Conmon YANG Modul e

Thi s YANG nodul e augnents the interface container defined in RFC 7223
[ RFC7223] .

<CODE BEG@ NS> file "ietf-interfaces-comon@016-07-07. yang"
nmodul e ietf-interfaces-comon {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-interfaces-conmon";
prefix if-cm;
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inmport ietf-interfaces {
prefix if;
}

import iana-if-type {
prefix ianaift;
}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng Group”;

cont act
"W Web: <http://tools.ietf.org/ wy/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: Lou Berger
<mai | t 0: | ber ger @ abn. net >

WG Chai r: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

Edi t or: Robert W/ ton
<mai lto:rwilton@i sco. conp";

description
"This nodul e contai ns common definitions for extending the | ETF
i nterface YANG nodel (RFC 7223) with common configurable |ayer 2
properties.

Copyright (c) 2016 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of XXX; see the RFC
itself for full legal notices.";

revision 2016-07-07 {
description
"Update nodule title and description text to | ETF standard
text";

reference "Internet draft: draft-ietf-netnod-intf-ext-yang-01";
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}

revision 2015-10-19 {
description
"Add support for various common interface configuration
paraneters that are likely to be widely inplenmented by various
net work devi ce vendors.";

reference "Internet draft: draft-wlton-netnod-intf-ext-yang-01"

}

feature bandw dth {
description
"This feature indicates that the device supports configurable
interface bandw dth.";
reference "Section 3.1 Bandw dt h*;

}

feature carrier-delay {
description
"This feature indicates that configurable interface
carrier delay is supported, which is a feature is used to
limt the propagation of very short interface |link state
flaps.";
reference "Section 3.2 Carrier Del ay";

}

feature danpening {
description
"This feature indicates that the device supports interface
dampeni ng, which is a feature that is used to limt the
propagati on of interface link state flaps over |onger
peri ods";
ref erence "Section 3.3 Danpeni ng"

}

feature | oopback {
description
"This feature indicates that configurable interface | oopback
is supported.”;
reference "Section 3.5 Loopback";

}

feature configurable-12-ntu {
description
"This feature indicates that the device supports configuring
| ayer 2 MIUs on interfaces. Such MU configurations include
the | ayer 2 header overheads (but exclude any FCS overhead).
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The payl oad MIU avail able to higher layer protocols is either
derived fromthe layer 2 MIU, taking into account the size of
the layer 2 header, or is further restricted by explicit |ayer
3 or protocol specific MIU configuration.”;

reference "Section 3.6 MIU'

}

feature sub-interfaces {

description
"This feature indicates that the device supports the
instantiation of sub-interfaces. Sub-interfaces are defined
as logical child interfaces that allow features and forwardi ng
decisions to be applied to a subset of the traffic processed
on the specified parent interface."

reference "Section 3.7 Sub-interface"

}

feature transport-1layer {
description
"This feature indicates that the device supports configurable
transport |ayer.";
reference "Section 3.8 Transport Layer";

}

/*

* Define conmon identities to help allow interface types to be

* assigned properties.

*/

identity sub-interface {

description "Base type for generic sub-interfaces. New or custom

interface types can derive fromthis type to
i nherit generic sub-interface configuration”

}

identity ethSublnterface{
base ianaift:| 2vl an;
base sub-interface;

description "Sub-interface of any interface types that uses
Et hernet framing (with or wi thout 802.1Q tagging)";

}

identity |oopback {
description "Base type for interface | oopback options";

identity |oopback-internal {

base | oopback;
description "All egress traffic on the interface is internally
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| ooped back within the interface to be received on
the ingress path.";

}
identity | oopback-line {
base | oopback;
description "All ingress traffic received on the interface is
internally | ooped back within the interface to the
egress path.";

identity | oopback-connector {
base | oopback;
description "The interface has a physical |oopback connector
attached to that loops all egress traffic back into
the interface’s ingress path, wth equival ent
semantics to | oopback-internal”

}

/*
* Augnents the |ETF interfaces nodel with a leaf to explicitly
* specify the bandwi dth available on an interface.
*/
augrment "/if:interfaces/if:interface" {
if-feature "bandw dth";

description "Add a top |l evel node for interface bandw dth.";
| eaf bandwi dth {
type uint 64;
units kbps;
description
"The bandwi dth available on the interface in Kb/s. This
configuration is used by routing protocols to adjust the
metrics associated with the interface, but does not limt
the amount of traffic that can be sent or received on the
interface. A separate QoS policy would need to be configured
tolimt the ingress or egress traffic. If not configured,
the default bandwi dth is the nmaxi num avail abl e bandw dth of
the underlying interface.";

}
}

/*
* Defines standard YANG for the Carrier Delay feature.
*/
augrment "/if:interfaces/if:interface" {
if-feature "carrier-del ay”;
description "Augnents the | ETF interface nodel with
carrier delay configuration for interfaces that
support it.";
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container carrier-delay {
description "Holds carrier delay related feature
configuration”;
| eaf down {
type uint32;
units mlliseconds;
description
"Del ays the propagation of a 'loss of carrier signal’ event
that woul d cause the interface state to go down, i.e. the
command al l ows short link flaps to be suppressed. The
configured value indicates the mininumtinme interval (in
m | 1iseconds) that the carrier signal nust be continuously
down before the interface state is brought down. If not
configured, the behaviour on loss of carrier signal is
vendor/interface specific, but with the genera
expectation that there should be little or no delay.";

}
| eaf up {
type uint32;
units mlliseconds;
description
"Defines the mininumtinme interval (in nmlliseconds) that
the carrier signal nust be continuously present and
error free before the interface state is allowed to
transition fromdown to up. |If not configured, the
behavi our is vendor/interface specific, but with the
general expectation that sufficient default del ay
shoul d be used to ensure that the interface is stable
when enabl ed before being reported as being up
Configured values that are too |ow for the hardware
capabilties may be rejected.”;
}
}
}

/*

* Augrments the | ETF interfaces nodel with a container to hold
* generic interface danpening

*/
augrment "/if:interfaces/if:interface" {

i f-feature "danpening";

description

"Add a container for interface danpening configuration"

cont ai ner danpeni ng {
presence "Enable interface link flap danpening with default
settings (that are vendor/device specific)";
description "Interface danpening linits the propagati on of
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interface link state flaps over |onger periods"”
leaf half-life {
type uint32;
units seconds;
description
"The Time (in seconds) after which a penalty reaches half
its original value. Once the interface has been assigned
a penalty, the penalty is decreased by half after the
half-1ife period. For some devices, the all owed val ues may
be restricted to particular nmultiples of seconds. The
default value is vendor/device specific."

}

| eaf reuse {
type uint32;
description
"Penalty val ue bel ow which a stable interface is
unsuppressed (i.e. brought up) (no units). The default
val ue is vendor/device specific. The penalty value for a
i nk up->down state change is nominally 1000 units.";

}

| eaf suppress {
type uint32;
description
"Limit at which an interface is suppressed (i.e. held down)
when its penalty exceeds that limt (no units). The val ue
nmust be greater than the reuse threshold. The default
val ue is vendor/device specific. The penalty value for a
l'ink up->down state change is nominally 1000 units.";

}

| eaf max-suppress-tine {

type uint32;

uni ts seconds;

description
"Maxi mumtinme (in seconds) that an interface can be
suppressed. This value effectively acts as a ceiling that
the penalty val ue cannot exceed. The default value is
vendor/device specific.";

* Various types of interfaces support a configurable |ayer 2
* encapsul ati on, any that are supported by YANG should be
* listed here.
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*

* Different encapsul ati ons can hook into the comobn encaps-type
* choi ce statenment.
*/
augrment "/if:interfaces/if:interface" {
when "if:type "ianaift:ethernetCsnacd or

if:type = ianaift:ieee8023adLag’ or
if:type = 'ethSublnterface’ or

if:type = 'ianaift:pos or

if:type = 'ianaift:atnBublnterface " {

description "All interface types that can have a configurable
L2 encapsul ation";

/*

* TODO - Should we introduce an abstract type to nmake this

* extensible to new interface types, or vendor specific
* interface types?

*/

}

description "Add encapsul ation top |l evel node to interface types
that support a configurable L2 encapsul ation";

cont ai ner encapsul ation {
description
"Hol ds the L2 encapsul ation associated with an interface"
choi ce encaps-type {
description "Extensible choice of L2 encapsul ati ons”
}
}
}

/*
* Various types of interfaces support | oopback configuration, any
* that are supported by YANG should be listed here.
*/
augnment "/if:interfaces/if:interface" {
when "if:type "ianaift:ethernetCsnacd’ or

if:type = 'ianaift:sonet’ or
if:type = 'ianaift:atm or
if:type = 'ianaift:otnQu " {

description
"Al'l interface types that support |oopback configuration.";

if-feature "l oopback"”;
description "Augnents the I ETF interface nodel wth | oopback
configuration for interfaces that support it.";

| eaf | oopback {
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type identityref {
base | oopback;
}
description "Enables traffic | oopback.";
}
}

/*
* Many types of interfaces support a configurable |ayer 2 MIU
*/
augrment "/if:interfaces/if:interface" {
description "Add configurable |ayer 2 MU to all appropriate
interface types.";

leaf [2-nmu {

if-feature "configurable-l2-ntu";

type uintl1l6 {
range "64 .. 65535";

}

description
"The maxi num si ze of layer 2 frames that may be transmitted
or received on the interface (excluding any FCS overhead).
In the case of Ethernet interfaces it al so excludes the
4-8 byte overhead of any known (i.e. explicitly matched by
a child sub-interface) 801.1Q VLAN tags.";

}
}
/*
* Add generic support for sub-interfaces.
*
* This should be extended to cover all interface types that are
* child interfaces of other interfaces.
*/

augrment "/if:interfaces/if:interface" {
when "derived-from(if:type, 'sub-interface’') or
if:type "ianaift:atnBublnterface or
if:type "ianaift:franeRelay’ " {
description
"Any ianaift:types that explicitly represent sub-interfaces
or any types that derive fromthe sub-interface identity"

if-feature "sub-interfaces";
description "Add a parent interface field to interfaces that
nmodel sub-interfaces”
| eaf parent-interface {
type if:interface-ref;
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mandat ory true
description
"This is the reference to the parent interface of this
sub-interface.";
}
}

/*
* Augnments the IETF interfaces nodel with a leaf that indicates
* which layer traffic is to be transported at.
*/
augnment "/if:interfaces/if:interface" {
if-feature "transport-1layer";
description "Add a top |l evel node to appropriate interfaces to
i ndi cate which tranport layer an interface is
operating at";

| eaf transport-Ilayer {
type enuneration {
enum | ayer-1 {
val ue 1;
description "Layer 1 transport.";
}
enum | ayer-2 {
val ue 2;
description "Layer 2 transport”;
}
enum | ayer-3 {
val ue 3;
description "Layer 3 transport”;

}

default |ayer-3;
description
"The transport layer at which the interface is operating at";
}

}

}
<CODE ENDS>

6. Interfaces Ethernet-Like YANG Mdul e
Thi s YANG nodul e augnments the interface container defined in RFC 7223
[ RFC7223] for Etherlike interfaces. This includes Ethernet
interfaces, 802.3 LAG (802.1AX) interfaces, VLAN sub-interfaces,
Switch Virtual interfaces, and Pseudo-Wre Head-End interfaces.

<CODE BEG NS> file "ietf-interfaces-ethernet-1ike@016-07-07.yang"
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nodul e ietf-interfaces-ethernet-Ilike {
nanmespace
"urn:ietf:parans: xm :ns:yang:ietf-interfaces-ethernet-Iike"

prefix ethlike;

inmport ietf-interfaces {
prefix if;
}

i mport ietf-yang-types {
prefix yang;
}

import iana-if-type {
prefix ianaift;
}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: Lou Berger
<mai | t o: | ber ger @ abn. net >

WG Chair: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

Edi t or: Robert W/ ton
<mai lto:rwilton@i sco. conp";

description
"This nodul e contai ns YANG definitions for configuration for
"Ethernet-like interfaces. It is applicable to all interface
types that use Ethernet franm ng and expose an Ethernet MAC
| ayer, and includes such interfaces as physical Ethernet
interfaces, Ethernet LAG interfaces and VLAN sub-interfaces.

Copyright (c) 2016 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
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Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of XXX; see the RFC
itself for full legal notices.";

revisi on 2016-07-07 {
description
"Update nodule title and description text to | ETF standard
text";

reference "Internet draft: draft-ietf-netnod-intf-ext-yang-01";

}

revisi on 2015- 06-26 {
description "Updated reference to new internet draft nane.";

ref erence
"Internet draft: draft-wlton-netnod-intf-ext-yang-00"
}
/*
* Configuration paraneters for Etherlike interfaces.
*/

augnment "/if:interfaces/if:interface" {
when "if:type "ianaift:ethernetCsmacd or

if:type = 'ianaift:ieee8023adLag’ or
if:type = 'ianaift:l2vlan' or
if:type = 'ianaift:ifPwlype " {

description "Applies to all Ethernet-like interfaces";

}

description
"Augnent the interface nodel with configuration parameters for
all Ethernet-like interfaces"

cont ai ner ethernet-Ilike {
description "Contains configuration paraneters for interfaces
that use Ethernet fram ng and expose an Et hernet
MAC | ayer.";
| eaf mac-address {
type yang: mac- addr ess;
description
"The configured MAC address of the interface.";

/*
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* (Qperational state for Etherlike interfaces.
*/

augrment "/if:interfaces-state/if:interface" {
when "if:type "ianaift:ethernetCsnmacd or

if:type = 'ianaift:ieee8023adLag’ or
if:type = 'ianaift:l2vlan' or
if:type = 'ianaift:ifPwlype' " {

description "Applies to all Ethernet-like interfaces";
}
description
"Augnents the interface nodel with operational state paranmeters
for all Ethernet-like interfaces.";
cont ai ner ethernet-Ilike {
description "Contains operational state parameters for
interfaces that use Ethernet fram ng and expose an
Et hernet MAC | ayer.";
| eaf mac-address {
type yang: mac- addr ess;
description
"The operational MAC address of the interface, if
appl i cabl e";

| eaf bia-nmac-address {
type yang: mac- addr ess;
description
"The "burnt-in’ MAC address. |.e the default MAC address
assigned to the interface if none is explicitly
configured.";

}
}
}

}
<CODE ENDS>
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9.

9.

Security Considerations

The YANG nodul e defined in this nmeno is designed to be accessed via
the NETCONF protocol RFC 6241 [RFC6241]. The |owest NETCONF | ayer is
the secure transport |ayer and the mandatory to inplenment secure
transport is SSH RFC 6242 [ RFC6242]. The NETCONF access contro

nmodel RFC 6536 [ RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF pr ot ocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e which
are witable/creatable/deletable (i.e. config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g. edit-config) to
these data nodes w thout proper protection can have a negative effect
on network operations. These are the subtrees and data nodes and
their sensitivity/vulnerability:

1. interfaces-comon. yang

The interfaces-comon YANG nodul e contains various configuration

| eaves that affect the behavior of interfaces. Mbdifying these

| eaves can cause an interface to go down, or becone unreliable, or to
drop traffic forwarded over it. More specific details of the
possi bl e failure nodes are given bel ow.

The follow ng | eaf could cause the interface to go down, and stop
processing any ingress or egress traffic on the interface:

o J/if:interfaces/if:interface/l oopback

The follow ng | eaf could cause changes to the routing nmetrics. Any
change in routing nmetrics could cause too nmuch traffic to be routed
through the interface, or through other interfaces in the network,
potentially causing traffic | oss due to excesssive traffic on a
particular interface or network device:

o J/if:interfaces/if:interface/bandw dth

The followi ng | eaves could cause instabilities at the interface link
| ayer, and cause unwanted hi gher |ayer routing path changes if the

| eaves are nodified, although they would generally only affect a
devi ce that had some underlying link stability issues:

o /if:interfaces/if:interface/carrier-del ay/down

o /if:interfaces/if:interface/carrier-delay/up
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o /if:interfaces/if:interface/danpening/half-life

o /if:interfaces/if:interface/danpening/reuse

o /if:interfaces/if:interface/danpeni ng/suppress

o J/if:interfaces/if:interface/danpeni ng/ max-suppress-tine

The follow ng | eaves could cause traffic loss on the interface
because the received or transmtted frames do not conply with the
frane nmatching criteria on the interface and hence woul d be dropped:
o J/if:interfaces/if:interface/encapsulation

o J/if:interfaces/if:interface/l2-ntu

o /if:interfaces/if:interface/l3-ntu

o J/if:interfaces/if:interface/transport-I|ayer

Normal Iy devices will not allow the parent-interface |eaf to be
changed after the interfce has been created. If an inplenmentation
did allow the parent-interface leaf to be changed then it could cause
all traffic on the affected interface to be dropped. The affected

leaf is:

o /if:interfaces/if:interface/parent-interface

2. interfaces-ethernet-like.yang

General ly, the configuration nodes in the interfaces-ethernet-Ilike
YANG nodul e are concerned with configuration that is comobn across
all types of Ethernet-like interfaces. Currently, the nodule only
contains a node for configuring the operational MAC address to use on
an interface. Adding/nodifying/deleting this |eaf has the potentia
ri sk of causing protocol instability, excessive protocol traffic, and
general traffic loss, particularly if the configuration change caused
a duplicate MAC address to be present on the local network . The
followi ng leaf is affected:

o interfaces/interface/ethernet-I|ike/nac-address
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