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Abst ract

Thi s docunent describes the Fault YANG data nodel for nodeling and
reporting standing al arm conditions.
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1.

I nt roducti on

Net wor k devi ces, controllers, orchestrators, and applications
generate faults indicating active alarmstate on entities. These
faults are reported to the northbound systens, which can di agnose and
take corrective actions to fix these faults.

Faults raised by various entities in the systemare present in the
fault nodel in the operational datastore. New faults are reported to
the clients using notifications. On systemre-start, faults are

redi scovered, and the fault nodel is re-populated in the operationa
datastore. 1In sone systens, faults once cleared, may get noved to
historical fault log, which is outside the scope of this docunent.

The fault definition is based on existing standards [X 733] [RFC3877]
and is widely adopted for alarmreporting. This docunent provides
the YANG nodel for Faults described in the existing standards [ X 733]
[ RFC3877] .

Faul t YANG Dat a Model

Note: The Fault YANG Data Mdel contains the nost wi dely used
attributes from[X 733]. It is being discussed if this YANG nodel
shoul d contain all attributes as defined in [X 733] and [ RFC3877].

The ietf-fault-types YANG nodel does not currently include all
probabl e causes as defined in X. 733. The full list of probable
causes will be added in the next version of the docunent.

New networ k architectures that include controllers, orchestrators
PCE, applications, etc., require new fault types and probabl e causes
to be defined. These new fault types and probabl e causes will be
defined in the next version of the nodel.
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2. 1. YANG Tr ee

nmodul e: ietf-fault
+--ro faults
+--ro fault* [fault-id]

+--ro fault-id inet:uri
+--ro (entity-type)?
|  +--:(id)

| +--ro entity-id inet:uri
| +--:(nane)
| +--ro entity-name string
+--ro fault-type i dentityref
+--ro probabl e-cause i dentityref
+--ro fault-tine yang: dat e-and-ti ne
+--ro fault-severity enumner ati on
+--ro service-affecting? bool ean
+--ro additional -text? string

notifications:
+---n fault-event

+--ro fault-id inet:uri

+--ro (entity-type)?

|  +--:(id)

| | +--ro entity-id i net:uri
| +--:(nane)

| +--ro entity-name string
+--ro fault-type i dentityref
+--ro probabl e-cause i dentityref
+--ro fault-tine yang: dat e-and-ti ne
+--ro fault-severity enurer ation
+--ro service-affecting? bool ean

+--ro additional -text? string

2.2. Fault YANG Model

<CODE BEG NS> file "ietf-fault@016-06-22.yang"

nodul e ietf-fault {
nanespace "urn:ietf:params:xm:ns:yang:ietf-fault"”;
prefix flt;
inmport ietf-inet-types { prefix "inet"; }
import ietf-yang-types { prefix "yang"; }
inmport ietf-fault-types { prefix "flt-types"; }

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
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"WG Web: <http://tools.ietf.org/wg/ netnod/ >
W5 List: <mailto:netnod@etf.org>

Editor: Anurag Sharna
<mai | t o: AnShar ma@ nf i ner a. con®

Editor: Rajan Rao
<mai |l to:rrao@ nfi nera. conp

Editor: X an Zhang
<mai | t 0: zhang. xi an@uawei . con»";

description
"Fault YANG Data Mbdel for Network Topol ogy and Services.";

revision 2016-06-22 {
description
"Initial revision.";
reference
"TBD";
}

grouping fault-entity {
description
"Reference to the entity for which the fault is reported.”
choice entity-type {
description
"Entity reference type."
case id {
| eaf entity-id {
type inet:uri;
mandat ory true;
description
"An identifier for the entity on which the fault
is raised. This entity can be in the device,
domai n controllers, elenment managenment systens,

or northbound orchestrators. ";
}
}
case nane {
| eaf entity-nanme {
type string;
mandat ory true
description
"Name for the entity on which the fault is
raised. This entity can be in the device,
domai n controllers, elenent nmanagenent systens,

or northbound orchestrators. ";
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}

grouping fault-info-attributes {
description
"Fault Info attributes.";

leaf fault-id {
type inet:uri;
mandat ory true
description
"An identifier for the fault. This identifier should be
chosen such that sanme fault will always be identified
using the sane identifier."

}

uses fault-entity;

| eaf fault-type {
type identityref {
base flt-types:fault-type;
}

mandat ory true
description
"This parameter categorizes the fault.";

}

| eaf probabl e-cause {
type identityref {
base flt-types: probabl e-cause-type;

mandat ory true

description

"This paranmeter defines further qualification as to the
probabl e cause of the alarm";

}

| eaf fault-time {
type yang: date-and-ti ne;
mandat ory true
description
"Time that the fault was raised / reported.”;

}

| eaf fault-severity {
type enuneration {
enum Critical {
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description
"The Critical severity level indicates that a
service affecting condition has occurred and an
i medi ate corrective action is required.”
}
enum Maj or {
description
"The Major severity level indicates that a
service affecting condition has devel oped and
an urgent corrective action is required."”;

enum M nor {
description
"The M nor severity level indicates the
exi stence of a non-service affecting fault
condition and that corrective action shoul d
be taken in order to prevent a nore serious
(for exanple, service affecting) fault.";

}

enum War ni ng {
description
"The Warning severity level indicates the
detection of a potential or inmpending service
affecting fault, before any significant
effects have been felt.";

}

enum Cl eared {
description
"The O eared severity level indicates the
clearing of one or nore previously reported
alarns. ";

enum | ndeternmi nate {
description
"The I ndeterninate severity |l evel indicates
that the severity |level cannot be
determned. ";

}

mandat ory true

description

"This paraneter indicates the perceived severity |evel of
the fault.";

}

| eaf service-affecting {
type bool ean;
description
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"This paraneter indicates if the fault inmpacts an active
service. If the fault is service affecting then the val ue
is true. If the fault does not affect the service then
the value is false.";

}
| eaf additional-text {
type string;
description
"This paraneter, when present, allows a free formtext
description to be reported.”;
}

}

container faults {
description
"Serves as top-level container for list of faults."
config "fal se";
list fault {
key "fault-id";
uses fault-info-attributes;
description
"Describes a fault.";
ref erence
"I TU Reconmendati on X 733"

}

notification fault-event {
description
"Fault Notification."
uses fault-info-attributes;

<CCDE ENDS>
2.3. Fault Types YANG Modde
<CODE BEG NS> file "ietf-fault-types@016-06-22. yang"
modul e ietf-fault-types {
yang-version 1,
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-fault-types”
prefix flt-types;

organi zati on
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"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wg/ netnod/ >
WG List: <mailto:netnod@etf.org>

Editor: Anurag Sharnma
<mui | t 0: AnShar na@ nf i ner a. cone

Editor: Rajan Rao
<mai | to: rrao@ nfi nera. conp

Editor: Xi an Zhang
<mai | t 0: zhang. xi an@uawei . con>";

description
"This nodul e contains Fault data type definitions."

revi sion 2016- 06-22 {
description
"Initial revision.";
ref erence
"TBD';
}

identity probabl e-cause-type {
description
"Base identity from which specific probable cause types
are derived.";

}

identity LGS {
base probabl e-cause-type
description
"Loss of Signal.";

}

identity LOF {
base probabl e-cause-type
description
"Loss of Frane.";

}

identity fram ng-error {
base probabl e-cause-type
description
"Frami ng error probable fault cause.";
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identity fault-type {
description
"Base identity fromwhich specific fault types are
derived.";

}

identity comunication-fault-type {
base fault-type
description
"A fault of this type is principally associated with the
procedures and/ or processes required to convey
i nformati on fromone point to another.";
reference "I TU Recormendati on X. 733"

}

identity QoS-fault-type {
base fault-type
description
"Afault of this type is principally associated with a
degradation in the quality of a service.";
reference "I TU Recormendati on X. 733"

}

identity processing-fault-type {
base fault-type
description
"Afault of this type is principally associated with a
software or processing fault.";
reference "I TU Reconmendati on X. 733"

}

identity equiprment-fault-type {
base fault-type
description
"A fault of this type is principally associated with an
equi prent fault.";

}

identity environmental -fault-type {
base fault-type
description
"Afault of this type is principally associated with a
condition relating to an enclosure in which the
equi prent resides.";

}
<CODE ENDS>
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3. Security Considerations

TBD

4. | ANA Consi derations

TBD
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