Net wor k Wor ki ng Group J. Schoenwael der, Ed.
I nternet-Draft Jacobs University
I ntended status: Standards Track June 10, 2016
Expi res: Decenber 12, 2016

A Revi sed Conceptual Mdel for YANG Dat astores
dr af t - schoenw net nod-r evi sed- dat ast or es-01

Abst r act

Dat astores are a fundanental concept binding the YANG data nodeling
| anguage to protocols transporting data defined in YANG data nodel s,
such as NETCONF or RESTCONF. This docunent defines a revised
conceptual nodel of datastores based on the experience gained with
the initial sinpler nodel and addressing requirenents that were not
wel | supported in the initial nodel.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 12, 2016
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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I ntroduction

Thi s docunent provides a revised architectural framework for
datastores as they are used by network managenent protocols such as
NETCONF [ RFC6241], RESTCONF [I-D.ietf-netconf-restconf] and the YANG
[ RFC6020] data nodeling | anguage. Datastores are a fundanenta
concept bindi ng managenent data nodels to network nmanagenent
protocol s and agreenent on a conmon architectural nodel of datastores
ensures that data nodels can be witten in a network managenent
protocol agnostic way. This architectural framework identifies a set
of conceptual datastores but it does not mandate that all network
managenent protocol s expose all these conceptual datastores
Furthernore, the architecture does not detail how data is encoded by
net wor k managenent protocol s.

Backgr ound

NETCONF [ RFC6241] provides the followi ng definitions:
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0 datastore: A conceptual place to store and access information. A
datastore might be inplenented, for exanple, using files, a
dat abase, flash nmenory | ocations, or conbinations thereof.

o configuration datastore: The datastore hol ding the conplete set of
configuration data that is required to get a device fromits
initial default state into a desired operational state.

YANG 1.1 [I-D.ietf-netnod-rfc6020bis] provides the follow ng
refinements when NETCONF is used with YANG (which is the usual case
but note that NETCONF was defined before YANG did exist):

0 datastore: Wien nodeled with YANG a datastore is realized as an
instanti ated data tree.

o configuration datastore: Wien nodeled with YANG a configuration
datastore is realized as an instantiated data tree with
configuration data.

RFC 6244 defined operational state data as foll ows:

0 COperational state data is a set of data that has been obtained by
the systemat runtine and influences the systenis behavior simlar
to configuration data. In contrast to configuration data,
operational state is transient and nodified by interactions with
i nternal conponents or other systens via specialized protocols.

Section 4.3.3 of RFC 6244 di scusses operational state and anbng ot her
things nentions the option to consider operational state as being
stored in another datastore. Section 4.4 of this docunment then
concludes that at the time of the witing, nodeling state as a
separate data tree is the reconmended approach

I npl enent ati on experience and requests from operators indicate that
the datastore nodel initially designed for NETCONF and refined by
YANG needs to be extended. In particular, the notion of intended
configuration and applied configuration has devel oped. Furthernore,
separating operational state data fromconfiguration data in a
separate branch has been found operationally conplicated. The

rel ati onshi p between the branches is not nachine readable and filter
expressi ons operating on configuration data and on rel ated
operational state data are different.

3. Oiginal Mdel of Datastores

The follow ng drawi ng shows the original nodel of datastores as it is
currently used by NETCONF [ RFC6241]:
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ct = config true; cf = config false; rw=read-wite; ro = read-only

Note that read-only (ro) and read-write (rw) is to be understood at a
conceptual level. In NETCONF, for exanple, support for the
<candi dat e> and <startup> datastores is optional and the <running>
dat astore does not have to be witable. Furthernore, the <startup>
datastore can only be nodified by copying <running> to <startup> in
the standardi zed NETCONF dat astore editing nodel. The RESTCONF
protocol does not expose these differences and instead provides only
a witable unified datastore, which hides whether edits are done
through a <candi date> datastore or by directly nodifying the

<runni ng> datastore or via sone other inplenentation specific
mechani sm  RESTCONF al so hi des how configuration is nade persistent.
Note that inplenentations nay al so have additional datastores that
can propagate changes to the <running> datastore. NETCONF explicitly
mentions so call ed named dat ast ores.

Sone observati ons:

0 Operational state has not been defined as a datastore although
there were proposals in the past to introduce an operational state
dat ast ore.

0 The NETCONF <get/> operation returns the content of the <running/>
configuration datastore together with the operational state. It
is therefore necessary that config false data is in a different
branch than the config true data. This is in particular relevant
if operational state data can have a different lifetinme conpared
to configuration data or if configuration data is not imrediately
or successfully applied.
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0 Several inplenmentations have proprietary nmechani snms that allow
clients to store inactive data in the <running> datastore; this
inactive data is only exposed to clients that indicate that they
support the concept of inactive data; clients not indicating
support for inactive data receive the content of the <runni ng>
datastore with the inactive data renpved. Validation always
happens on the <runni ng> datastore with inactive data renoved.

0 Some operators have reported that it is essential for themto be
able to retrieve the configuration that has actually been
successfully applied, which may be a subset or a superset of the
<runni ng> confi guration

4. Revised Mddel of Datastores

Bel ow i s a new conceptual nopdel of datastores extending the origina
nmodel in order reflect the experience gained with the original nodel
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. + Fommemeeeas +
| <candi date> | | <startup> |
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| Fommmmm e aas + |
R >| <running> |[<-------- +
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Fom e e o +
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%
R +
| <intended> | // subject to validation
| (ct, ro) [
Fom e e o +
(B) /1 e.g., mssing resources or del ays
%
s +
| <applied> |
| (ct, ro) |
S +
| .
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| <operational -state> |
| (ct + cf, ro) |

ct = config true; cf = config false; rw=read-wite; ro = read-only
The mai n changes are:

o The original <running> configuration datastore has been split into
the <runni ng> configuration datastore and the <intended>
configuration datastore. The <intended> configuration datastore
contains the configuration that is intended to be applied to the
device. On a traditional NETCONF inplenentation, <running> and
<i ntended> are always the same. However, inplenentations that
support inactive configuration usually expose <running> to clients
that understand inactive configuration and they expose <intended>
to clients that do not understand inactive configuration. The
introduction of an <intended> datastore nakes this difference
explicit.
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0 A new <applied> configuration datastore has been introduced that
reflects the configuration currently active on the device. This
may be a subset or a superset of the <intended> configuration
Possi bl e reasons for differences are situations where intended
configuration can’'t be applied due to nissing resources or where
configuration changes take noticeable tinme to becone appli ed.

o0 The operational state is considered to reside in a conceptua
<operational -state> datastore. This new read-only datastore
consists of config true and config fal se nodes; in the origina
nodel the operational state only had config fal se nodes. The
reason for incorporating config true nodes here is to be able to
expose all operational settings without having to replicate
definitions in the data nodels.

o The nodel foresees control-plane datastores that are by definition

not part of the persistent configuration of a device. |n sone
contexts, these have been ternmed epheneral datastores since the
information is epheneral, i.e., lost upon reboot. The control-

pl ane datastores interact with the rest of the systemlike any

ot her control -pl ane nmechani sns (e.g., routing protocols, discovery
protocols). Note that the epheneral datastore discussed in |I2RS
docunents nmaps to a control -plane datastore in the revised

dat ast ore nodel described here.

5. Discussion
5.1. Mssing Resources

Sonetinmes sone parts of <intended> configuration refer to resources
that are not present and hence parts of the <intended> configuration
cannot be applied. A typical exanple is an interface configuration
that refers to an interface that is not currently present. In such a
situation, the interface configuration remains in <intended> but the
interface configuration will not appear in <applied>

5.2. Systemcontroll ed Resources

Sonetinmes resources are controlled by the device and such system
controll ed resources appear in (and di sappear from the operationa
state dynamically. |If a systemcontrolled resource has natching
configuration in <intended> when it appears, the systemwll try to
apply the configuration, which causes the configuration to appear in
<appl i ed> eventually (if application of the configuration was
successful).
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5.3. Auto-configured or Auto-negotiated Val ues

Sonetinmes configuration |eafs support special values that instruct
the systemto automatically configure a value. An exanple is an MIU
that is configured to "auto’ to let the systemdetermne a suitable
MIU val ue. Anot her exanple is Ethernet auto-negotiation of |ink
speed. |In such a situation, the <intended> and <applied>
configuration datastores report the value "auto’ while the
corresponding |l eaf in the operational state datastore will report the
actual MIU value or the auto-negotiated |ink speed.

Since a config true | eaf may be used both for configuration and for
reporting operational state, the value set of a leaf allowed in a
configuration datastore may be different fromthe value set of the
corresponding |l eaf in the operational state datastore.

5.4. (Qperational State with Different Oigins

6

Sonetinmes a single list is used to report operational state val ues
that originate fromdifference sources, i.e., configuration, contro
pl ane protocols, or internal processing. An exanple are |P addresses
of an interface that can originate fromconfiguration, from DHCP, or
may be dynamically auto-configured. |In this case, the operationa
state datastore will report all |P addresses that are assigned to an
interface while the applied configuration datastore only lists the
successfully configured addresses that have originated fromthe

i ntended configuration datastore

I mplications

.1. Inplications on NETCONF

0 A mechanismis needed to announce support for <intended> and
<appl i ed> configuration datastores.

0 Support for <intended> and <applied> datastores should be a
feature (optional to inplement).

o For systens supporting <intended> or <applied> configuration
dat astores, the <get-config/> operation may be used to retrieve
data stored in these new datastores.

0 A new operation should be added to retrieve the operational state
data store (e.g., <get-state/>). (In principle <get-config/>
could work but it would be a confusing nane.)

0 The <get/> operation will be deprecated since it returns data from
two datastores that nmay overlap in the revised datastore nodel
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6. 2.

6. 3.

6. 4.

I nvoki ng <get-config/> on <running> will return <intended> for
backwards conpatibility. [XXX: How to deal with <edit-config/>
for old and new clients with inactive nodes? XXX]

I mpl i cations on RESTCONF

The {+restconf}/data resource represents the conbi ned
configuration and state data resources that can be accessed by a
client. This is effectively bundling <running> together with
<operational -state> mnuch |ike the <get/> operation of NETCONF.
The RESTCONF desi gn shoul d change such that the {+restconf}/data
resource does not return the content of multiple datastores.
Instead, it should return the <runni ng> datastore by default.

The "content” query paraneter can be used to sel ect whether
config, nonconfig or all data is returned. It defaults to all.
The "content" query paraneter should be changed to allow the
sel ection of other datastores, e.g., <operational-state>

I mplications on YANG

Sone clarifications nay be needed if this revised nodel is
adopted. YANG currently describes validation in terns of the
<runni ng> configuration datastore while it really happens on the
<i nt ended> configurati on datastore

I mplications on Data Mdels

Since the NETCONF <get/> operation returns the content of the
<runni ng/ > configuration datastore and the operational state
together in one tree, data nodels were often forced to branch at
the top-level into a config true branch and a structurally simlar
config-fal se branch that replicated sone of the config true nodes
and added state nodes. Wth the revised datastore nodel, this is
not needed anynore since the different datastores handl e the
different lifetimes of data objects and together with the
deprecation of the <get/> operation it is not possible to wite

si mpl er nodel s.

There may be sone differences in the value set of sone objects
that are used for both configuration and state. At this point of
time, these are considered to be rare cases that can be dealt with
using text in description statements. Future versions of YANG may
consider whether it is reasonable to allow value sets of schema
nodes to be partitioned into config true and config fal se val ue
sets.
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7.

0O It is desirable to be able to obtain informati on why a certain
val ue exists in the operational state datastore. Metadata
annotations [I-D.ietf-netnod-yang-netadata] should be defined that
allowto report the origin of data in the operational state
datastore. Note that the definition needs to be flexible and
incremental ly depl oyabl e since not all systens today maintain
i nformati on about the origin with the operational state.

| ANA Consi derations

None.

Security Considerations

Thi s docunent di scusses a conceptual nodel of datastores for network

managenent usi ng NETCONF/ RESTCONF and YANG. It has no security

i mpact on the Internet.
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