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1. Introduction

Operating systens, processes and applications generate nessages
indicating their own status or the occurrence of events. These
messages are useful for managi ng and/or debugging the network and its
services. The BSD syslog protocol is a wi dely adopted protocol that
is used for transm ssion and processing of the nmessages.

Si nce each process, application and operating systemwas witten
somewhat independently, there is little uniformty to the content of
sysl og nessages. For this reason, no assunption is nade upon the
formatting or contents of the messages. The protocol is sinply
designed to transport these event nessages. No acknow edgenent of
the receipt is nmade

Essentially, a syslog process receives nessages (fromthe kernel
processes, applications or other syslog processes) and processes
those. The processing involves logging to a local file, displaying
on console, user terninal, and/or relaying to syslog processes on
other machines. The processing is determ ned by the "facility" that
originated the message and the "severity" assigned to the nessage by
the facility.
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We are using definitions of syslog protocol from[RFC5424] in this
RFC.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Termnol ogy

The term "nessage originator" is derived fromthe term"originator"
as defined in [ RFC5424]: an "originator" generates syslog content to
be carried in a nmessage

The term "nmessage distributor” is defined as a function that filters
| og nessages and then distributes them

The ternms "relay" and "collectors" are as defined in [ RFC5424].
2. Probl em Stat enent

Thi s docunment defines a YANG [ RFC6020] configuration data nodel that
may be used to configure one or nore syslog processes running on a
system YANG nodel s can be used with network managenent protocols
such as NETCONF [ RFC6241] to install, manipulate, and delete the
configuration of network devices.

The data nodel nekes use of the YANG "feature" construct which allows
i mpl ementations to support only those syslog features that lie within
their capabilities.

This nmodul e can be used to configure the syslog application
conceptual |ayer [RFC5424].

3. Design of the Syslog Mdel

The sysl og nodel was designed by conparing various syslog features
i mpl ement ed by various vendors’ in different inplenmentations.

This draft addresses the conmon | eafs between inplenmentations and
creates a common nodel, which can be augnented with proprietary
features, if necessary. The base nodel is designed to be very sinple
for mximumflexibility.

Sysl og consists of nessage originators, and nessage distributors.
The follow ng di gram shows sysl og nessages flowi ng froma nessage
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originator, to message distributors where suppression filtering can
take pl ace.

Many vendors extend the list of facilities available for logging in
their inplenentation. An exanple is included in Extending Facilities

(Appendi x A 1).

Message Originators

TSRS B S SIS B S SIS B S SIS +
| Various | cs | | Renot e [
| Conponents | | Ker nel | | Line Cards | | Servers |
S B R S B R S B R S +
o m e e oo o - B SR B SR B SR +
| SNWP | | Interface | | St andby | Sysl og |
[ Events | Events | | Supervisor | | Itself [
S B R S B R S B R S +
I I
oot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e am o +

|
I
I
I
R S oo +
I I I
% % % |
Message Distributors [
Fomm e 4 Fo-mmmaaaas 4 Fo-mmmaaaas + |
I | | Log | | Log I I
| Console | | Buffer | | File(s) | [
S + F--mm e a - oo + F--mm e a - oo + |
|
T +
I
% %
B B oS, +
| Remote Rel ay(s)/| | User
| Col | ectors(s) | | Sessions(s)|
o e e oo F R S +

The | eaves in the base syslog nmodel |og-input-transports container
correspond to renote nessage originators or renote nessage rel ays.

The | eaves in the base syslog nodel |og-actions container correspond
to each nessage distributor:
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consol e

| og buffer

log file(s)

renote relay(s)/collector(s)
user session(s).

Optional features are used to specified functionality that is present
in specific vendor configurations.

3.1. Syslog Mdule

A sinplified graphical representation of the conplete data tree is
presented here.

Each node is printed as:
<status> <fl ags> <nane> <opts> <type> <if-features>

<status> is one of:

+

for current
for deprecated
o for obsolete

X

<flags> i s one of:
rw for configuration data
ro for non-configuration data
-x for rpcs
-n for notifications
<nane> is the nane of the node

(<nane>) neans that the node is a choice node
:(<nane>) neans that the node is a case node

If the node is augnented into the tree from another nodule, its nane
is printed as <prefix>: <nanme>.

<opts> is one of:
? for an optional |eaf or choice
I for a presence container
* for aleaf-list or list
[ <keys>] for a list’s keys

<type> is the nane of the type for leafs and leaf-lists
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If the type is a leafref, the type is printed as "-> TARCGET", where
TARGET is either the leafref path, with prefixed renoved if possible.

<if-features> is the list of features this node depends on, printed
within curly brackets and a question mark "{...}?"

nmodul e: ietf-syslog
+--rw sysl og
+--rw actions

+--rw consol e!

| +--rwlog-selector
+-rw (selector-facility)
| +--:(no-log-facility)
| | +--rwno-facilities? enpty
| +--:(log-facility)
[ +-rw log-facility* [facility]
| +-rwfacility uni on
| +--rw severity uni on
| +--rw conpare-op? enuneration {sel ect-sev-conpare}?
+--rw pattern-mtch? string {sel ect-match}?

+--rw pattern-match? string {select-match}?
--rw structured-data? bool ean {structured-data}?

+--rw buffer

| +--rwlog-selector

| | +--rw (selector-facility)

| | | +--:(no-log-facility)

| | | +--rwno-facilities? enpty

| | | +--:(log-facility)

I +-rw log-facility* [facility]

|| | +-rwfacility uni on

I +--rw severity uni on

| 1 | +--rw conpare-op? enuner ation {sel ect-sev-conpare}?
| | +--rw pattern-match? string {select-match}?

| +--rw buffer-limt-bytes? uint64 {buffer-limt-bytes}?

| +--rw buffer-limt-messages? uint 64 {buffer-limt-messages}?
| +--rw structured-data? bool ean {structured-data}?
+-rwfile

| +--rwlog-file* [nane]

| +--rw hame inet:uri

| +--rw | og-sel ector

| | +--rw (selector-facility)

[ | | +--:(no-log-facility)

| | | | +--rwno-facilities? enpty

| | | +--:(log-facility)

| | ] +--rw log-facility* [facility]

| | +-rwfacility uni on

| | +--rw severity uni on

[ | +--rw conpare-op? enuner ation {sel ect-sev-conpare}?
!
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+--rw file-archive
+--rw nunmber-of -files? uint32 {file-limt-size}?

I

I

| +--rw max-file-size? uinte4 {file-limt-size}?

[ +--rwrollover? uint32 {file-limt-duration}?
| +--rw retention? uintle {file-limt-duration}?
+--rw renote

| +--rw destination* [nane]

| +--rw hame string

| +--rw (transport)

I | +--:(tcp)

I | | +--rwtcp

| | +--rw address? i net: host

[ [ +--rw port? i net: port-nunber

I | +--:(udp)

| | | +--rwudp

[ | +--rw address? i net: host

| | +--rw port? i net: port-nunber

| | +--:(tls)

| | +-rwtls

| +--rw | og-sel ector

| | +--rw (selector-facility)

[ | | +--:(no-log-facility)

| | | | +--rwno-facilities? enpty

| | | +--:(log-facility)

| | ] +--rw log-facility* [facility]

| | +-rwfacility uni on

| | +--rw severity uni on

[ | +--rw conpar e-op? enuner ation {sel ect-sev-conpare}?
| | +--rw pattern-natch? string {select-match}?

| +--rw destination-facility? i dentityref

| +--rw source-interface? if:interface-ref

| +--rw structured-data? bool ean {structured-data}?
| +--rw sysl og-si gn! {signed-nessages}?

[ +--rw cert-initial-repeat ui nt 16

| +--rw cert-resend-del ay uintl16

| +--rw cert-resend-count uintl16

| +--rw si g- nax- del ay ui nt 16

| +--rw si g-nunber -resends uint16

| +--rw si g-resend- del ay uint16

[ +--rw si g-resend- count ui nt 16

+--rw session
+--rw all -users!
| +--rwlog-selector
+--rw (selector-facility)
| +--:(no-log-facility)
| | +--rwno-facilities? enpty
| +--:(log-facility)
| +--rw log-facility* [facility]
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| | +--rw facility uni on
| | +--rw severity uni on
| | +--rw conpar e-op? enuner ation {sel ect-sev-conpare}?
[ +--rw pattern-match? string {select-match}?
+--rw user* [ nane]
+--rw name string

+--rw | og- sel ector
+--rw (selector-facility)
| +--:(no-log-facility)
| +--rwno-facilities? enpty
+-:(log-facility)
+--rw log-facility* [facility]

I
I
I
I
| +--rw severity uni on
I
+

+--rw facility uni on
+--rw conpar e-op? enuner ation {sel ect-sev-conpare}?
--rw pattern-natch? string {select-match}?

4. Syslog YANG Modul es
4.1. The ietf-syslog-types Mdul e
This nodul e references [ RFC5424].

<CODE BEG NS> file "ietf-syslog-types.yang"

nmodul e ietf-syslog-types {
nanespace "urn:ietf:params:xm:ns:yang:ietf-syslog-types";
prefix sysl ogtypes;

organi zation "I ETF NETMOD (NETCONF Data Model i ng Language) Wbrki ng
G oup”;
cont act
"W Web: <http://tools.ietf.org/wy/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: Lou Berger
<mai |l t o: | berger @ abn. net >

WG Chair: Kent Watsen
<mai | t o: kwat sen@ uni per. net >

Edi t or: Ki ran Agrahara Sreenivasa
<mai | t 0: kkoushi k@i sco. conp

Edi t or: Clyde W/ des
<mai | to:cwi | des@i sco. conp"”;
description
"This nodul e contains a collection of YANG type definitions for
SYSLOG
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Copyright (c) 2016 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The key words 'MJUST', 'MJUST NOT', 'REQUIRED , ' SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' MAY', and
"OPTIONAL’ in the nodule text are to be interpreted as descri bed
in RFC 2119 (http://tools.ietf.org/htm/rfc2119).

This version of this YANG nodule is part of RFC XXXX
(http://tools.ietf.org/htm/rfcXXXX); see the RFC itself for
full legal notices.";

ref erence
"RFC 5424: The Sysl og Protocol";

revision 2016-07-08 {
description
"Initial Revision";
reference
"RFC XXXX: SYSLOG YANG Model ";
}

typedef severity {
type enuneration {
enum "ener gency" {
val ue O0;
description
"Emergency Level Msg";
}

enum "alert" {
val ue 1;
description
"Alert Level Mg";
}

enum "critical" {
val ue 2;
description
"Critical Level Msg";
}

enum "error" {
val ue 3;
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description
"Error Level Msg";
}

enum "war ni ng" {
val ue 4;
description
"Warni ng Level Msg";
}

enum "notice" {
val ue 5;
description
"Notification Level Mg";

enum "info" {
val ue 6;
description
"Informational Level Msg";

enum "debug" {
val ue 7;
description
"Debuggi ng Level Msg";
}
}

description
"The definitions for Syslog nessage severity as per RFC 5424."
}

identity syslog-facility {
description
"This identity is used as a base for all syslog facilities as
per RFC 5424.";

}

identity kern {
base syslog-facility;
description
"The facility for kernel nessages (0) as defined in RFC 5424.";
}

identity user {
base syslog-facility;
description
"The facility for user-level nmessages (1) as defined in RFC 5424.";
}

identity mail {
base syslog-facility;
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description
"The facility for the mail system (2) as defined in RFC 5424."
}

i dentity daenon {
base syslog-facility;
description
"The facility for the system daenons (3) as defined in RFC 5424.";
}

identity auth {
base syslog-facility;
description
"The facility for security/authorization nmessages (4) as defined
in RFC 5424.";

}

identity syslog {
base syslog-facility;
description
"The facility for messages generated internally by syslogd
facility (5)as defined in RFC 5424.";

}

identity Ipr {
base syslog-facility;
description
"The facility for the line printer subsystem (6) as defined in
RFC 5424.";

}

identity news {
base syslog-facility;
description
"The facility for the network news subsystem (7) as defined in
RFC 5424.";

}

identity uucp {
base syslog-facility;
description
"The facility for the UUCP subsystem (8) as defined in RFC 5424.";
}

identity cron {
base syslog-facility;
description
"The facility for the clock daenon (9) as defined in RFC 5424.";

W des & Koushi k Expi res January 9, 2017 [ Page 11]



Internet-Draft Abbreviated Title July 2016

}

identity authpriv {
base syslog-facility;
description
"The facility for privileged security/authorization nmessages (10)
as defined in RFC 5424.";

}

identity ftp {
base syslog-facility;
description
"The facility for the FTP daenon (11) as defined in RFC 5424.";
}

identity ntp {
base syslog-facility;
description
"The facility for the NTP subsystem (12) as defined in RFC 5424.";
}

identity audit {
base syslog-facility;
description
"The facility for log audit messages (13) as defined in RFC 5424.";
}

identity console {
base syslog-facility;
description
"The facility for log alert messages (14) as defined in RFC 5424.";
}

identity cron2 {
base syslog-facility;
description
"The facility for the second clock daenon (15) as defined in
RFC 5424.";

}

identity local 0 {
base syslog-facility;
description
"The facility for local use 0 nessages (16) as defined in
RFC 5424.";

}

identity locall {
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base syslog-facility;
description
"The facility for local use 1 nessages (17) as defined in
RFC 5424.";

}

identity local2 {
base syslog-facility;
description
"The facility for local use 2 nessages (18) as defined in
RFC 5424.";

}

identity local 3 {
base syslog-facility;
description
"The facility for local use 3 nessages (19) as defined in
RFC 5424.";

}

identity local4 {
base syslog-facility;
description
"The facility for local use 4 nessages (20) as defined in
RFC 5424.";

}

identity local5 {
base syslog-facility;
description
"The facility for local use 5 nessages (21) as defined in
RFC 5424.";

}

identity local 6 {
base syslog-facility;
description
"The facility for |local use 6 nessages (22) as defined in
RFC 5424.";

}

identity local7 {
base syslog-facility;
description
"The facility for |ocal use 7 nessages (23) as defined in
RFC 5424.";
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<CODE ENDS>

4.

2. The ietf-syslog Mdule

This nmodul e i nports typedefs from[RFC6021] and [ RFC7223],

July 2016

and it

ref erences [ RFC5424], [RFC5425], [RFC5426], [RFC6587], and [ RFC5848].

<CODE BEG@ NS> file "ietf-syslog.yang"
nmodul e ietf-syslog {

nanespace "urn:ietf:parans: xnl:ns:yang:ietf-syslog";
prefix syslog;

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

[linport ietf-tls-client {

11

prefix tlsc;

1}

i mport ietf-syslog-types {
prefix sysl ogtypes;
}

organi zation "I ETF NETMOD (NETCONF Data Mbdel i ng Language)
Wor ki ng Group”;
cont act
"W Web: <http://tools.ietf.org/wy/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: Lou Berger
<mai |l t o: | berger @ abn. net >

WG Chair: Kent Watsen
<mai | t o: kwat sen@ uni per. net >

Edi t or: Ki ran Agrahara Sreenivasa
<mai | t 0: kkoushi k@i sco. conp

Edi t or: Clyde W/ des
<mai | to:cwi | des@i sco. conp"”;
description
"This nodul e contains a collection of YANG definitions
for syslog configuration.
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The Sysl og Protocol

Transport Layer Security (TLS) Transport Mapping for Syslog
Transm ssi on of Syslog Messages over UDP

Transm ssi on of Syslog Messages over TCP

Si gned Sysl og Messages";

-07-08 {

Revi si on";

"RFC XXXX: Sysl og YANG Model *;

}

feature buffe
description

r-limt-bytes {

"This feature indicates that |ocal nenory |ogging buffers

are lim

}

feature buffe
description

ted in size using a linmt expressed in bytes.";

r-limt-messages {

"This feature indicates that |ocal nenory |ogging buffers

are |im

ted in size using a lint expressed in nunber

of | og nessages.";

}

feature file-
description
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"This feature indicates that file |ogging resources
are managed using size and nunmber limts.";

}

feature file-limt-duration {
description
"This feature indicates that file |ogging resources
are managed using tinme based limts.";

}

feature sel ect-sev-conpare {
description
"This feature represents the ability to sel ect nessages
usi ng the additional operators equal to, or not equal to
when conparing the syslog nessage severity."”

}

feature select-match {
description
"This feature represents the ability to sel ect nmessages based
on a Posix 1003.2 regul ar expression pattern match."

}

feature structured-data {
description
"This feature represents the ability to | og nmessages
in structured-data format as per RFC 5424."

}

feature signed-nessages {
description
"This feature represents the ability to configure signed
sysl og nmessages according to RFC 5848."

groupi ng | og-severity {
description
"This grouping defines the severity value that is used to
sel ect | og nessages.";
| eaf severity {
type union {
type sysl ogtypes: severity;
type enuneration {
enum al | {
val ue -1;
description
"Thi s enum describes the case where all severities
are selected.”;
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}

enum none {
val ue -2;
description
"Thi s enum descri bes the case where no severities
are selected.”;
}
}

mandat ory true

description
"This | eaf specifies the syslog nessage severity. Wen
severity is specified, the default severity conparison
is all nessages of the specified severity and greater are
selected. "all’ is a special case which neans all severities
are selected. 'none’ is a special case which neans that
no sel ection should occur or disable this filter."

}
| eaf conpare-op {
when ' ../severity !'= "all" and
../severity !'= "none"’ {
description
"The conpare-op is not applicable for severity "all’ or

severity 'none'";

i f-feature sel ect-sev-conpare
type enuneration {
enum equal s-or-hi gher {
description
"This enum specifies all nessages of the specified
severity and higher are | ogged according to the
gi ven | og-action";

enum equal s {
description
"This enum specifies all nmessages that are for
the specified severity are | ogged according to the
gi ven | og-action";
}
enum not - equal s {
description
"This enum specifies all nmessages that are not for
the specified severity are | ogged according to the
gi ven | og-action";

}

defaul t equal s-or-higher;
description
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"This | eaf describes the option to specify how the
severity conparison is performed.";

}
}

groupi ng sel ector {
description
"This grouping defines a syslog selector which is used to
sel ect | og nmessages for the log-action (buffer, file,
etc). Choose one of the follow ng:
no-log-facility
log-facility [<facility> <severity>...]";
cont ai ner | og-selector {
description
"This container describes the |og selector paraneters
for syslog.";
choice selector-facility {
mandat ory true
description
"This choice describes the option to specify no
facilities, or a specific facility which can be
all for all facilities.™;
case no-log-facility {
description
"This case specifies no facilities will match when
comparing the syslog nessage facility. This is a
met hod that can be used to effectively disable a
particul ar |log-action (buffer, file, etc).";
| eaf no-facilities {
type enpty;
description
"This | eaf specifies that no facilities are sel ected
for this |l og-action.";

}

case log-facility {
description
"This case specifies one or nore specified facilities
wi Il match when conparing the syslog nessage facility.";
list log-facility {
key facility;
description
"This list describes a collection of syslog
facilities and severities.";
leaf facility {
type union {
type identityref {
base sysl ogtypes:syslog-facility;
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}
type enuneration {

enum al | {

description
"Thi s enum describes the case where all
facilities are requested.";

}

}

}

description
"The leaf uniquely identifies a syslog facility."
}

uses | og-severity;
}
}
}
| eaf pattern-match {
if-feature sel ect-match;
type string;
description
"This | eaf desribes a Posix 1003.2 regul ar expression

string that can be used to select a syslog nessage for

| ogging. The match is perforned on the RFC 5424
SYSLOG MsG field.";

}
}
}

groupi ng structured-data {
description

"Thi s groupi ng defines the syslog structured data option
which is used to select the format used to wite |og
nmessages. ";

| eaf structured-data {

i f-feature structured-data;

type bool ean;

default false

description

"This | eaf describes how | og nessages are witten to
the log file. If true, nessages will be witten
with one or nore STRUCTURED- DATA el enents as per
RFC5424; if false, nmessages will be witten with
STRUCTURED- DATA = NI LVALUE. ";

}
}

cont ai ner syslog {
description
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"This container describes the configuration paraneters for
sysl og. ";
contai ner actions {
description
"This container describes the | og-action paraneters
for syslog.";
cont ai ner consol e {
presence "Enabl es | oggi ng consol e configuration”
description
"Thi s container describes the configuration paraneters for
consol e | ogging.";
uses sel ector;
}
cont ai ner buffer {
description
"This container describes the configuration paraneters for
| ocal nmenory buffer |ogging. The buffer is circular in
nature, so newer nessages overwite ol der nessages after
the buffer is filled. The nethod used to read sysl og nessages
fromthe buffer is supplied by the Iocal inplenmentation.";
uses sel ector;
| eaf buffer-limt-bytes {
if-feature buffer-limt-bytes;
type uint 64;
units "bytes";
description
"This | eaf configures the anount of menory (in bytes) that
will be dedicated to the |Iocal nenory | ogging buffer
The default value varies by inplenentation.”;

| eaf buffer-limt-messages {

if-feature buffer-limt-nmessages;

type uint 64;

units "l og nessages"”

description
"This | eaf configures the nunmber of |og nessages that
will be dedicated to the | ocal nmenory | ogging buffer.
The default value varies by inplenmentation.";

}

uses structured-dat a;
}
container file {
description
"This container describes the configuration paraneters for
file logging. If file-archive limts are not supplied, it
is assuned that the local inplenentation defined limts wll
be used.";
list log-file {
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key "nane";
description
"This list describes a collection of |ocal |ogging
files.";
| eaf nane {
type inet:uri {
pattern 'file:.*’
}
description
"This | eaf specifies the nane of the log file which
MUST use the uri schenme file:."
}
uses sel ector;
uses structured-data;
container file-archive {
description
"This container describes the configuration
paranmeters for log file archiving.";
| eaf nunber-of-files {
if-feature file-linit-size
type uint32;
description
"This | eaf specifies the naxi mum nunber of | og
files retained. Specify 1 for inplenentations
that only support one log file.";
}
| eaf max-file-size {
if-feature file-limt-size
type uint 64;
units "negabytes”;
description
"This | eaf specifies the maximumlog file size.";

| eaf rollover {
if-feature file-limt-duration;
type uint32;
units "m nutes";
description
"This | eaf specifies the length of tine that |og
events should be witten to a specific log file.
Log events that arrive after the rollover period
cause the current log file to be closed and a new
log file to be opened.";
}
| eaf retention {
if-feature file-limt-duration;
type uint 16;
units "hours";
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description
"This | eaf specifies the length of time that
compl eted/ cl osed | og event files should be stored
inthe file systembefore they are deleted."”;
}
}
}
}
contai ner renote {
description
"This container describes the configuration paraneters for
forwardi ng syslog nmessages to renote relays or collectors."”;
list destination {
key "nane";
description
"This list describes a collection of renote | ogging
destinations."”;
| eaf nane {
type string;
description
"An arbitrary name for the endpoint to connect to."
}

choi ce transport {
mandat ory true
description
"This choice describes the transport option."
case tcp {
container tcp {
description
"This container describes the TCP transport
options.";
ref erence
"RFC 6587: Transm ssion of Syslog Messages over TCP";
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of
the renote host. One of the foll ow ng nust
be specified: an ipv4 address, an ipv6
address, or a host nane.";
}
| eaf port {
type inet:port-nunber;
default 514;
description
"This | eaf specifies the port nunber used to
deliver nessages to the renote server.";
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}

case udp {
contai ner udp {
description
"This container describes the UDP transport
options.";
ref erence
"RFC 5426: Transm ssion of Syslog Messages over UDP"
| eaf address {
type inet: host;
description
"The | eaf uniquely specifies the address of
the renote host. One of the foll ow ng nmust be
specified: an ipv4 address, an ipv6 address,
or a host nane.";

| eaf port {
type inet: port-numnber;
default 514,
description

"This | eaf specifies the port nunber used to
deliver nessages to the renote server.";
}
}
}

case tls {
container tls {
description
"Thi s container describes the TLS transport options.";
ref erence
"RFC 5425: Transport Layer Security (TLS) Transport
Mappi ng for Syslog ";

/1 uses tlsc:initiating-tls-client-grouping {
/1 refine port {
/11 default 6514;
/11 description
/1 "TCP port 6514 has been allocated as the default
/1 port for syslog over TLS."
11 }
11 }
}
}
}

uses sel ector;
| eaf destination-facility {
type identityref {
base sysl ogtypes:syslog-facility;

W des & Koushi k Expi res January 9, 2017 [ Page 23]



Internet-Draft Abbreviated Title July 2016

}
default sysl ogtypes: | ocal 7;

description
"This |l eaf specifies the facility used in nessages
delivered to the remote server.";
}
| eaf source-interface {
type if:interface-ref;
description
"This | eaf sets the source interface for the renote
syslog server. Either the interface nane or the
interface | P address can be specified. If not set,
nmessages sent to a renote syslog server will
contain the I P address of the interface the syslog
message uses to exit the network el enent”;
}
uses structured-data;
cont ai ner sysl og-sign {
i f-feature signed-nmessages
presence
"If present, syslog-sign is activated."
description
"This container describes the configuration
paraneters for signed syslog nessages as descri bed
by RFC 5848.";
ref erence
"RFC 5848: Signed Syslog Messages”
| eaf cert-initial-repeat {
type uint 16;
mandat ory true
description
"This | eaf specifies the nunber of times each
Certificate Block should be sent before the first
message is sent.";

| eaf cert-resend-delay {
type uint 16;
mandat ory true;
description
"This |l eaf specifies the naximnumtine delay in
seconds until resending the Certificate Bl ock."

| eaf cert-resend-count {
type uint 16;
mandat ory true
description
"This | eaf specifies the naxi mum nunber of other
sysl og nmessages to send until resending the
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Certificate Bl ock.";

}
| eaf sig-max-delay {
type uint 16;
mandat ory true
description
"This | eaf specifies when to generate a new
Signature Block. If this many seconds have
el apsed since the message with the first nessage
nunber of the Signature Block was sent, a new
Si gnature Bl ock should be generated.";
}
| eaf sig-nunber-resends {
type uint 16;
mandat ory true
description
"This | eaf specifies the nunber of tinmes a
Signature Block is resent. (It is recommended to
sel ect a value of greater than O in particul ar
when the UDP transport [RFC5426] is used.).";
}
| eaf sig-resend-delay {
type uint 16;
mandat ory true
description
"This | eaf specifies when to send the next
Signature Bl ock transm ssion based on tinme. If
this many seconds have el apsed since the previous
sending of this Signature Block, resend it.";
}
| eaf sig-resend-count {
type uint 16;
mandat ory true
description
"This | eaf specifies when to send the next
Si gnature Bl ock transni ssion based on a count.
If this many other syslog nessages have been sent
since the previous sending of this Signature
Bl ock, resend it.";
}

}
}
}

cont ai ner session {
description
"This container describes the configuration paraneters for
user CLI session |ogging configuration.";
contai ner all-users {

W des & Koushi k Expi res January 9, 2017 [ Page 25]



Internet-Draft Abbreviated Title July 2016

presence "Enables logging to all user sessions."
description
"This container describes the configuration
paraneters for all users.";
uses sel ector;

list user {
key "nane";
description
"This |list describes a collection of user names.";
| eaf nane {
type string;
description
"This | eaf uniquely describes a user nanme which
is the login nane of the user whose session
is to receive | og nessages.";
}
uses sel ector;
}
}
}
}

}
<CODE ENDS>
5. Usage Exanpl es

Requi renent :
Enabl e consol e | oggi ng of syslogs of severity critica

Here is the exanpl e syslog configuration xm:
<rpc nmessage-i d="101" xm ns="urn:ietf:paranms: xm :ns:netconf:base: 1. 0">
<edi t-config>
<t ar get >
<candi dat e/ >
</target>
<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<sysl og xm ns="urn:ietf:parans: xm :ns:yang:ietf-syslog"
xm ns: sysl og="urn:ietf:parans: xm :ns:yang:ietf-syslog">
<actions>
<consol e>
<l og- sel ector>
<log-facility>
<facility>all</facility>
<severity>critical </severity>
</log-facility>
</l og-sel ect or >
</ consol e>
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</ actions>
</ sysl og>
</ config>
</edit-config>
</rpc>

<?xm version="1.0" encodi ng="UTF-8"?>

<rpc-reply nmessage-id="101" xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0">
<ok/ >

</rpc-reply>

Enabl e renote | oggi ng of syslogs to udp destination 2001: db8: a0Ob: 12f0:: 1
for facility auth, severity error

<rpc nmessage-i d="101" xm ns="urn:ietf:paranms: xm :ns:netconf:base: 1. 0">
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<config xm ns: xc="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<sysl og xm ns="urn:ietf:parans: xm :ns:yang:ietf-syslog"
xm ns: sysl og="urn:ietf:parans: xm :ns:yang:ietf-syslog">
<actions>
<r enot e>
<desti nati on>
<name>r enot el</ name>
<udp>
<addr ess>2001: db8: aOb: 12f 0: : 1</ addr ess>
</ udp>
<l og- sel ector>
<log-facility>
<facility xm ns:sysl ogtypes=
"urn:ietf:parans: xm :ns:yang:ietf-syslog-types">
sysl ogtypes: auth</facility>
<severity>error</severity>
</[log-facility>
</l og- sel ect or >
</ desti nation>
</ r enot e>
</ actions>
</ sysl og>
</ config>
</edit-config>
</rpc>

<?xm version="1.0" encodi ng="UTF-8"?>
<rpc-reply nessage-id="101" xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0">

W des & Koushi k Expi res January 9, 2017 [ Page 27]



Internet-Draft

<ok/ >
</rpc-reply>
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| ANA Consi der ati ons

This docunent registers two URIs in the | ETF XM. regi stry [ RFC3688].

Following the format in RFC 3688,

requested to be made:

URI: urn:ietf:parans: xm :ns:yang:ietf-syslog-types

Regi strant Contact: The | ESG

XM.: N A, the requested UR

is an XM. nanespace.

the following registration is

Thi s docunment registers a YANG nodul e in the YANG Mbdul e Nanes

registry [ RFC6020].

nane: ietf-syslog-types namespace:

sysl og-types

prefix: ietf-syslog-types reference: RFC XXXX

Foll owi ng the format in RFC 3688,

requested to be nmde:
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urn:ietf:paranms: xm:ns:yang:ietf-
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URI: urn:ietf:parans: xm:ns:yang:ietf-syslog
Regi strant Contact: The |ESG
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-syslog nanespace: urn:ietf:parans:xm:ns:yang:ietf-syslog
prefix: ietf-syslog
ref erence: RFC XXXX

8. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory-to-inpl enment secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
protocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

8. 1. Resource Constraints

Net wor k admi nistrators nust take the tine to estimte the appropriate
menory limts caused by the configuration of actions/buffer using
buffer-limt-bytes and/or buffer-limt-nmessages where necessary to
limt the anmount of nenory used.

Net wor k admi nistrators nust take the tine to estimte the appropriate
storage capacity caused by the configuration of actions/file using
file-archive attributes to limt storage used.

It is the responsibility of the network admisintrator to ensure that
the configured nessage fl ow does not overwhel m system resources.
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8.2. Inappropriate Configuration

It is the responsibility of the network admisintrator to ensure that
the nmessages are actually going to the intended recipients.
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Appendi x A. I npl ementor Guidelines

A 1. Extending Facilities
Many vendors extend the list of facilities available for logging in
their inplenentation. Additional facilities may not work with the
sysl og protocol as defined in [ RFC5424] and hence such facilities
apply for local syslog-like |ogging functionality.
The following is an exanple that shows how additional facilities

could be added to the list of available facilities (in this exanple
two facilities are added):
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nmodul e vendor - sysl og-types-exanpl e {
nanespace "urn:vendor: parans: xm : ns: yang: vendor - sysl og-t ypes"
prefix vendor-sysl ogtypes;

import ietf-syslog-types {
prefix sysl ogtypes;
}

organi zation "Vendor, Inc.";
cont act
"Vendor, |Inc.
Cust omer Service

E-mail : sysl og-yang@endor. conf';

description
"This nodul e contains a collection of vendor-sprecific YANG type
definitions for SYSLOG “;

revision 2016-03-20 {
description
"Version 1.0";
ref erence
"Vendor SYSLOG Types: SYSLOG YANG Model "
}

identity vendor_specific_type_1 {
base sysl ogtypes:syslog-facility;

}

identity vendor_specific_type_ 2 {
base sysl ogtypes: syslog-facility;
}
}
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