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Abst ract

Thi s docunment describes the use of 1S 1S as a light-weight contro

pl ane protocol for Network Virtualization over L3 (NVo3) overlay
networks. This |ight-weight control plane protocol is intended for
smal | and even medi um si zed enterprise canmpus networ ks where the NVo3
technology is to be used.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 2, 2017
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

[ RFC7364] discusses the need of an overl ay-based network
virtualization approach, referred to as Network Virtualization over
Layer3 (NVo3), for providing nulti-tenancy capabilities in |large data
centers networks and outlines the needs for a control plane protoco
to facilitate running these NVo3 overlay networks. [RFC7365]
provides a framework for NVo3 overlay networks and neanwhil e
describes the needs for a control plane protocol to provide the

foll owi ng capabilities such as auto-provisioning/service discovery,
addr ess mappi ng adverti senent and tunnel managenent.

Due to the succuss of the NVo3 technology in data center networks,
nore and nore enterpises are considering the deploynent of this
technology in their canmpus networks so as to replace the old spanning
tree protocols. Although BGP or Software Defined Network (SDN)
controller could still be used as the control plane protocol in
canpus networks, both of them seema bit heavywei ght, especially for
smal | and even nedi um si zed canpus net worKks.

IS-1S protocol [IS1S] is a much proven and wel | -known routing

prot ocol which has been w dely depl oyed in canpus networks for many
years. Due to its extendibility, IS 1S protocol nowis not only used
for propagating IP reachability information in Layer3 networks (see

[ RFC1195]), but also used for propagati ng MAC reachability
informati on in Layer2 networks or Layer2 overlay networks [ RFC6165].

et al. Expi res January 2, 2017 [ Page 2]



Internet-Draft NVo3 CP using ISI'S July 2016

By using 1S-1S as a |ightweight control plane protocol for NVo3
overlay networks, the network provisiong is greatly sinplified
((e.g., only a single protocol to be deployed)), which is nuch
significant to canpus networks.

This |S-1S based NVo3 control plane protocol could support any
specific NVo3 data encapsul ation formats such as VXLAN [ RFC7348],
VXLAN-GPE [I-D.ietf-nvo3-vxlan-gpe] , and NVGRE [ RFC7637] .
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. Term nol ogy

This meno makes use of the ternms defined in [ RFC7365] and
[I-D.ietf-bier-architecture].

3. VN Menbershi p Auto-di scovery
By propagating the VN nenbership info anbng Network Virtualization
Edges (NVEs), NVEs belonging to the same VN instance coul d discover
one anot her automatically. The VN menbership info is carried in a VN
Menber ship I nfo sub-TLV (as shown in Section 3.1) of the follow ng
TLVs originated by that NVE
1. TLV-135 (IPv4) defined in [ RFC5305].
2. TLV-236 (IPv6) defined in [ RFC5308]

When the above TLV is propagated across | evel boundaries, the VN
Menbership Info sub-TLV contained in that TLV SHOULD be kept.

3.1. VN Menbership Info Sub-TLV

The VN Menbership Info sub-TLV has the follow ng format:
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0 1 2 3
01234567890123456789012345678901
B i i S I ik e S

Type=TBD | Length [
T N e S S S R T st SN DR S SR

VN I D | S| Reserved |

B T i S T i S T i S S
ub-domain 1D | Reserved |
B I e T i i S S s sl St S S S

+ 0w+

R i R

i i s S e e T S R ek ik i SR SR SR S

VN I D | S| Reserved |
T e e i e e o e T i s sl eIt N B T SR S
Sub-domain I D | Reserved |
B T s T S i S S S i (T S I S S S o S i

+-
I
+- 4-
I

+-

Type: TBD;
Lengt h: Vari abl e;

VN ID: This fieldis filled with a 24-bit globally significant VN
ID for a particular attached VN instance.

S-Flag: This field indicates the existence of the Sub-domain ID
field. Wien the S-Flag is set, the Sub-domain ID field MIST be
filled with a valid sub-domain ID. Oherwi se, it SHOULD be set to
zero.

Sub-dormain ID: This fieldis filled with a 8-bit BlIER sub-donain
IDto which the VN has been associ ated
[I-D.ietf-bier-architecture]. The field is only useful in the
case where the Broadcast, Unknown-unicast and Multicast (BUM
packets within a VN are transported across the underlay by using
the BI ER forwardi ng node.

Tunnel Encapsul ati on Capability Adverti senent

To reach a consensus on what specific tunnel encapsulation format to
be used between ingress and egress NVE pairs autonatically, egress
NVEs SHOULD advertise their own tunnel encapsul ation capabilities by
usi ng the Encapsul ation Capability sub-TLV as defined in

[1-D. xu-isis-encapsul ati on-cap]
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MAC Address Learning

MAC addresses of |local CE hosts would still be learnt by NVEs as
nornmal bridges. As for |learning MAC addresses of renpote CE hosts,
there are two options: 1) data-plane based MAC | earning and 2)
control - plane based MAC | earning. |f unknown unicast fl ood
suppression is strongly required even at the cost of consumi ng nore
forwardi ng tabl e resources, the control -plane based MAC | earni ng
option could be considered. Oherw se, the data-plane based MAC

| earni ng option i s RECOVMENDED.

Control - pl ane based MAC Learning for Renote CE Hosts

In the control - pl ane based MAC address | earni ng mechani sm MAC
reachability information of a given VN instance woul d be exchanged
across NVEs of that VN instance via IS-1S as well. Upon |earning MAC
addresses of their local TES s sonehow, NVEs SHOULD i mredi ately
advertise these MAC addresses to renpte NVEs of the sane VN instance
by using the MAC-Reachability TLV as defined in [ RFC6165]. One or
more MAC- Reachability TLVs are carried in a LSP which in turn is
encapsul ated with an Ethernet header. The source MAC address is the
originating NVE's MAC address whereas the destination MAC address is
a to-be-defined nmulticast MAC address specifically identifying all
NVEs. Such Ethernet frames containing IS-1S LSPs are forwarded
towards renmote NVEs as if they were customer nulticast Ethernet
franes. Egress NVEs receiving the above frames SHOULD i ntercept them
and accordingly process them The routable |IP address of the NVE
originating these MAC routes could be derived either fromthe "IP
Interface Address" field contained in the corresponding LSPs (Note
that the I P address here SHOULD be identical to the routable IP
address associated with the VN menbership Info) or fromthe tunnel
source | P address of the NVo3 encapsul ated packet containing such MAC
routes. Since these LSPs are fully transparent to core routers of
the underlying networks (i.e., non-NVE routers), there is no inpact
on the control plane of core routers at all.

| ANA Consi der ati ons

The type code for VN Menbership Info sub-TLV is required to be
al | ocat ed by | ANA.

Security Considerations

Thi s docunment doesn’t introduce additional security risk to IS-IS,
nor does it provide any additional security feature for IS-IS
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