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Abst ract

This draft specifies an extension to the I PFI X information node
defined in [ RFC7012] to export the BGP community [RFC1997]
information. Three information el enments, bgpCommunity,

bgpSour ceCommuni tyLi st and bgpDesti nati onComuni tyLi st, are
introduced in this docunent to carry the BGP community information.
bgpConmmuni ty, containing exactly one BGP community value, is used to
consist the list in bgpSourceComrunitylList and
bgpDesti nati onComuni tyLi st, which are corresponding to a specific
flow s source IP and destination |P respectively.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 13, 2017
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roduction

I P Flow I nformati on Export (IPFIX) [RFC7011] provi des network

admi nistrators with traffic flow information using the information
elements (1Es) defined in [IANA-IPFI X] registries. Based on the
traffic flow information, network administrators know the amount and
direction of the traffic in their network, then they can optim ze
their network when needed. For exanple, they can steer sone flows
fromthe congested links to the low utilised |inks.

[ ANA- | PFI X] has already defined the following IEs for traffic flow
i nformati on exporting in different grain: sourcel Pv4Address,

sourcel Pv4Prefix, destinationl Pv4Address, destinationl Pv4Prefi x,
bgpSour ceAsNunber, bgpDesti nati onAsNunber, bgpNext Hopl Pv4Addr ess,
etc. In sone circunstances, however, especially when traffic

engi neering and optinazation are used in the Tier 1 or Tier 2
operators’ backbone networks, traffic flow infornmation based on these
IEs is not suitable. Flowinformation based on |IP address or IP
prefix is much nore nediculous. On the contrary, flow information
based on AS nunber is too coarse. BGP community [RFC1997], which
describes a group of routes sharing sone conmobn properties, is
preferablely used for fine granularity traffic engineering
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[ Conmunity-TE] [ RFC4384]. Unfortunately, [IANA-I1PFIX] has no IE
defined for BGP community information, yet.

Fl ow i nformati on based on BGP conmmunity can be collected by a

medi ator defined in [ RFC6183]. Mediator is responsible for the
correlation between flow information and BGP comunity. However no

| Es are defined in [ RFC6183] for exporting BGP community information
in IPFIX. Furthernore, to correlate the BGP community with the flow
i nformati on, medi ator needs to |l earn BGP routes and | ookup in the BGP
routing table to get the matching entry for the specific flow

Neither BGP route |earning nor routing table lookup is trivial for a
mediator. Mediator is mainly introduced to rel ease the perfornmance
requi renent for the exporter [RFC5982]. |In fact, to obtain the
information for BGP related | Es that have al ready been defined, such
as bgpSour ceAsNunmber, bgpDesti nati onAsNunber, and
bgpNext Hopl Pv4Addr ess, etc, exporter has to hold the up-to-date BGP
routing table and ook up in the BGP routing table. The exporter can
get the community information in the same procedure. So, getting BGP
community informati on adds no nore requirenent for exporter. Sone
vendors have already inplenented this feture in their exporters using
private IEs. So, exporter is RECOMVENDED to export the BGP conmunity
information in IPFI X directly, other than the nedi ator

This draft specifies an extension to the |IPFI X information nodel
defined in [RFC7012] to export the BGP conmunity information. Three
| Es, bgpConmmunity, bgpSourceComunitylist and
bgpDesti nati onComuni tyList, are introduced to conplete this task
bgpConmmunity contai ns one BGP comunity val ue.

BgpSour ceConmmuni t yLi st consists of a list of bgpConmunity
corresponding with the source I P address of a specific flow, and
bgpDesti nati onCommuni tyLi st consists of a list of bgpCommunity
corresponding with the destination |IP address of a specific flow

BgpComruni ty, bgpSourceComunityLi st and bgpDesti nati onComuni tyLi st

| Es are applicable for both IPv4 and IPv6 traffic. Both exporter and
nmedi ator can use these three |Es to export BGP community information

in | PFIX

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

3.

BGP Community I nformation El enents

In order to export BGP comunity information along with other flow

i nformati on defined by I PFIX, we need to introduce three new I|Es.

One is bgpConmunity, which is used to identify that the value in this
IEis BGP community [RFC1997]. The other two are

bgpSour ceCommuni tyLi st and bgpDesti nati onComruni tyLi st. They both
are basicLi st [ RFC6313] of bgpCommunity. bgpSourceConmunitylist and
bgpDesti nati onComuni tyLi st are used to export BGP comunity

i nformati on corresponding to a specific flow s source |IP and
destination IP respectively. Flow information based on BGP conmunity
can then be accumul ated and anal ysed by the collector or other
appl i cations.

The details of these three new introduced IEs are illustrated bel ow,
i ncluding nane, ID, type, senantics, description and units.

. 1. bgpCommunity

| El enent | D | to be assigned by I ANA 458 is suggested |
| Nme | bgpComunity |
T e e T et neaz T
beia Type Semantics | igemitier T
| Description |  BGP commnity as defined in [RFCL997] |
| wits | none |

Figure 1: bgpComunity

2.  bgpSour ceConmuni t yLi st
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| El enent | D | to be assigned by I ANA, 459 is suggested |
| nNme | bgpSourceCommunitylist |
T mia wpe 1 basiclisi, as speciied in [RFG31s]
baia Type Semmniics | TG T
| Description | zero or more BGP communities corresponding |

| | with source I P address of a specific flow |

Fi gure 2: bgpSour ceConmuni t yLi st

3.3. bgpDestinati onConmuni tyLi st

| El enent | D | to be assigned by | ANA, 460 is suggested |
| Name | bgpDestinationCommunitylist |
T mata wpe 1T basiclisi, as specited in [Reosatal
| baia Type Semantics | TG T
| Description | zero or more BGP communities corresponding |

[ [with destination | P address of a specific flow

Fi gure 3: bgpDestinati onConmunityLi st

4. Security Considerations
This docunment only defines three new IEs for IPFIX. So, this
docunent itself does not directly introduce security issues. The
same security considerations as for the | PFI X Protocol Specification
[ RFC7011] and Informati on Mdel [RFC7012] apply.

5. 1 ANA Consi derations
This draft specifies three new | PFI X | Es, bgpComrunity,

bgpSour ceCommuni tyLi st and bgpDesti nati onComuni tyLi st, to export BGP
community information along with other flow infornmation.
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7.

7.1.

7.2.

Li,

The Elenment I Ds for these three IEs are solicited to be assigned by
| ANA.  Nunmber 458, 459 and 460 are suggested for bgpComunity,
bgpSour ceCommuni t yLi st and bgpDesti nati onComuni tyLi st, respectively.
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Appendi x A.  Application Exanple

In this section, we give an exanple to show the encoding format for
the three new introduced |Es.

Fl ow i nformation including BGP communities is shown in the bel ow
table. Suppose we want all the fields to be reported by | PFI X

Figure 4: Flow information including BGP comunities

A.1l. Tenplate Record
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2 3

01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

SET ID = 2

L

ength = 24 [

B o T S T i T e T i S S S S S S e T e

S s S S i wity S S S S e

i S S i i SN NN

0] bgpSour ceConmmuni tyLi st
B s i T e e O S R i T T S T S e S e e S e

0l

Tenplate I D = 256
T S S T wib aNi SNE S

Sour cel Pv4Address = 8

0| Destinationl Pv4Address = 12

0| bgpDesti nati onConmuni tyLi st
|

= 460

= 459

Field Count = 4

+- +-+-+-+-|+

Field length = 4 |
+- - e - -+

Field length = 4 [
e ek

Field I ength = OXFFFF [
I s

Field | ength = OXFFFF |
|

B S T S S S e s S S S S S S i S S S e

In this exanpl e,
data record.
bgpDesti nati onConmuni tyLi st

Figure 5: Tenpl ate Record Encodi ng For nat

the Tenplate IDis 256, which will be used in the
The field length for bgpSourceConmunitylList and
i s OXFFFF, which neans the length of this

IE is variable, the actual length of this IEis indicated by the |ist
length field in the basic Iist format as per [RFC6313].

A 2.

Li,

The data set

Dat a Set

0

1

is represented as follows:

2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

SET ID = 256

Length = 92 |

B T i S S i S T h T i S S S S e
1.1.1.1 |
B E e r e s i s i o T T s S S S S 2
Desti nati onl Pv4Addr ess
B T o ik i T S S S S

S

B i S S A e

B e e

i i S i i N S

et al.

Sour cel Pv4Addr ess

255 | List length
B e s it I SRR TR

e
bgpConmunity = 458
+- +- +-

+

+
BGP Sour ce Conmuni t
+

+
ty Vi
+
BGP Source Conmunity Vi
+
BGP Source Conmunity

+

Expi res August 13, 2017

I
+
val u
+-
Val u
+
al u
+

+
ue
+-
ue
+-
ue
+

+00+I\J+H+
FE N+

1

7

+O+ PPt
+I—‘+I—‘+H+

2.2.2.2

s T il St NP S S B

Field Len = 4
B i S i

001 |
B ik SN S S S

002 [
B e Sk Ei S

001 [
B e ik i e

I
+- +

| semanti c=al | of |
+- +

I
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[ 255 [ List length = 13 | semantic =all of |
B i s T T S T et S S T S I T s sl s ol ST S S S
| bgpConmunity = 458 | Field Len = 4 |
B T i S S i S T h T i S S S S e
| BGP Destination Community Value 1 = 2:1002 |
B E e r e s i s i o T T s S S S S 2
| BGP Destination Community Value 2 = 8:1001 |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Sour cel Pv4Address = 3.3.3.3 |
B T i S S i S T h T i S S S S e
I

| Destinationl Pv4Address = 4.4.4. 4
B E e r e s i s i o T T s S S S S 2

[ 255 [ List length = 17 | semantic =all of |
B T T i I T T o S S S e b S S S
[ bgpCommunity = 458 [ Field Len = 4

B o T T S S S e ot ST S i el TR TR T S S S e o +-L
| BGP Source Community Value 1 = 3:1001 |
B o i T e e S e S i T S R S e S e e sl S B T S
[ BGP Source Conmunity Value 2 = 3:1002 |
B T o S e i ik S S I i i S Tl i e e

|

| BGP Source Conmunity Value 3 = 8:1001
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

| 255 | List length = 13 | semantic =all of |
B o i T e e S e S i T S R S e S e e sl S B T S
| bgpConmunity = 458 | Field Len = 4 |

B T T i I T T o S S S e b S S S
| BGP Destination Community Value 1 = 4:1001 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| BGP Destination Community Value 2 = 8:1001 |
B E e r e s i s i o T T s S S S S 2

Figure 6: Data Set Encodi ng For mat
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