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Abst ract

I n-band operation, adnministration and mai ntenance (OAM records
operational and telenmetry information in the packet while the packet
traverses a path between two points in the network. In-band OAMis
to conpl enment current out-of-band OAM nechani sns based on | CMP or
other types of probe packets. This docunent outlines how in-band OAM
data records can be transported in protocols such as NSH, Segnent
Routi ng, VXLAN GPE, native |IPv6 (via extension header), and |Pv4.
Transport options are currently investigated as part of an

i npl ementation study. This docunent is intended to only serve

i nformati onal purposes.
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1. Introduction

Thi s docunent di scusses transport mechanisns for "in-band" operation
adm ni stration, and nmai ntenance (OAM data records. |n-band OAM
records OAMinformation within the packet while the packet traverses
a particular network domain. The term"in-band" refers to the fact
that the OAM data is added to the data packets rather than is being
sent within packets specifically dedicated to OAM A di scussi on of
the motivation and requirenents for in-band OAM can be found in
[draft-brockners-inband-oamrequirenents]. Data types and data
formats for in-band OAM are defined in
[draft-brockners-inband-oam dat a] .
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Thi s docunment outlines transport encapsul ations for the in-band QAM
data defined in [draft-brockners-inband-oamdata]. This docunent is
to serve informational purposes only. As part of an in-band OAM

i npl ementation study different protocol encapsulations for in-band
OAM data are being explored. Once data formats and encapsul ati on
approaches are settled, protocol specific specifications for in-band
OAM data transport will address the standardi zati on aspect.

The data for in-band OAM defined in [draft-brockners-inband-oam dat a]
can be carried in a variety of protocols based on the depl oynent
needs. This docunent discusses transport of in-band OAM data for the
foll owi ng protocol s:

o |Pv6

0 VXLAN- GPE

o NSH

0 Segnent Routing (l1Pv6 and MPLS)

This list is non-exhaustive, as it is possible to carry the in-band
OAM data in several other protocols and transports.

A feasibility study of in-band QAMis currently underway as part of
the FD.io project [FD.io]. The in-band OAM i npl enent ati on study
shoul d be considered as a "tool box" to showcase how "in-band" OAM
can conpl enent probe-packet based OAM nechani sns for different

depl oynents and packet transport formats. For details, see the open
source code in the FD.io [FD.io].

2. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Abbrevi ations used in this docunent:

MTU: Maxi mum Transmt Unit

QAM Operations, Adm nistration, and Mi ntenance
SR Segrment Routi ng

Sl Dt Segnent ldentifier

NSH: Net wor k Servi ce Header
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POT: Proof of Transit
SFC: Servi ce Function Chain

VXLAN- GPE: Virtual eXtensible Local Area Network, Generic Protocol
Ext ensi on

3. In-Band OAM Met adata Transport in |IPv6

Thi s mechani sns of in-band OAMin | Pv6 conpl enent others proposed to
enhance di agnostics of |IPv6 networks, such as the | Pv6 Perfornmance
and Di agnostic Metrics Destination Option described in
[I-D.ietf-ippm6man-pdmoption]. The |P Performance and Di agnostic
Metrics Destination Option is destination focused and specific to

| Pv6, whereas in-band OQAMis performed between end-points of the
network or a network domain where it is enabled and used.

A historical note: The idea of |Pv6 route recording was originally
i ntroduced by [draft-kitanura-ipv6-record-route] back in year 2000.
Wth | Pv6 now being generally depl oyed and new concepts such as
Segment Routing [I-D.ietf-spring-segnent-routing] being introduced,
it is inperative to further nmature the operations, adm nistration,
and mai nt enance mechani sns available to | Pv6 networks.

The in-band OAM options translate into options for an | Pv6 extension
header. The extension header would be inserted by either a host
source of the packet, or by a transit/donmai n-edge node.

3.1. In-band OAMin | Pv6 Hop by Hop Extension Header

This section defines in-band OQAM for | Pv6 transport. |n-band QAM
data is transported as an | Pv6 hop-by-hop extension header.

3.1.1. In-band OAM Hop by Hop Options

Brief recap of the I Pv6 hop-by-hop header as well as the options used
for carrying in-band OAM dat a:
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i T e o o s T e e et e ok o Sl e

| Next Header | Hdr Ext Len | |

Bl o ks ks st S S S i S R S e +
Opti ons

B i S S T s i S T st i S S S S S S S S i

B e o i e e e e e i i i T T

| Option Type | Opt Data Len | Option Data

B i T S e T e i s i i S

Wth 2 highest order bits of Option Type indicating the foll ow ng:

00 - skip over this option and continue processing the header

01 - discard the packet.

10 - discard the packet and, regardl ess of whether or not the
packet’s Destination Address was a nulticast address, send an
| CMP Paraneter Problem Code 2, nessage to the packet'’s
Source Address, pointing to the unrecogni zed Option Type.

11 - discard the packet and, only if the packet’s Destination
Address was not a nulticast address, send an | CMP Paraneter
Probl em Code 2, nessage to the packet’s Source Address
pointing to the unrecogni zed Option Type.

3rd highest bit:
0 - Option Data does not change en-route
1 - Option Data may change en-route

I n-band OAM data records are inserted as options in an |Pv6 hop-by-
hop extension header:

1. Tracing Option: The in-band OAM Traci ng option defined in
[draft-brockners-inband-oamdata] is represented as a | Pv6 option
in hop by hop extension header by allocating follow ng type:

Option Type: 001xxxxxx 8-bit identifier of the type of option
xxxxxx=TBD_| ANA_TRACE_OPTI ON_I PV6.
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2. Proof of Transit Option: The in-band OAM POT option defined in
[draft-brockners-inband-oamdata] is represented as a | Pv6 option
in hop by hop extension header by allocating follow ng type:

Option Type: 001xxxxxx 8-bit identifier of the type of option
XXXXXX=TBD_I ANA_POT_OPTI ON_I PV6.

3. Edge to Edge Option: The in-band OAM E2E option defined in
[draft-brockners-inband-oamdata] is represented as a | Pv6 option
in hop by hop extension header by allocating follow ng type:

Option Type: 000xxxxxx 8-bit identifier of the type of option
xxxxxx=TBD_| ANA_E2E_OPTI ON_I PV6.

3.1.2. Procedure at the Ingress Edge to Insert the |In-band OAM Header

In an adninistrative domain where in-band OAM i s used, insertion of
the in-band OAM header is enabled at the required edge nodes by neans
of configuration.

Such a config SHOULD al | ow sel ecti ve enabl enent of in-band OAM header
insertion for a subset of traffic (e.g., one or several "pipes").

Further the ingress edge node shoul d be aware of maximum size of the
header that can be inserted. Details on how the maxi num size/size of
the in-band OAM dormain are retrieved are outside the scope of this
docunent .

Let n = max nunber of nodes to be all ocated;
(Based on PMIU advertised in the donain)

Let k = nunber of node data that can be allocated by this node
Let node_data_size = size of each node_data based on in-band OAM type

i f (packet matches traffic for which in-band QAMis enabl ed) {
Create in-band OAM hbyh ext header with k node data preall ocated
I ncrement payload length in | Pv6é header :

with size of in-band OAM hbyh ext header
Popul at e node data at :
(size of in-band OAM hbyh header = 8) + k * node_data_si ze

fromthe begi nning of the header
Set segnents left to: k - 1
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3.1.3. Procedure at I|nternedi ate Nodes

If a network node receives a packet with an in-band OAM header and it
is enabled to process in-band OAM data it perforns the foll ow ng:

k = nunber of node data that this node can allocate
if (in-band OAM ext hbyh header is present) {
if (Segnents Left > 0)) {
popul ate node data at
node data start[Segnents Left]
Segnents Left = Segnents Left - 1
}
}

3.1.4. Procedure at the Egress Edge to Renove the In-band OAM Header

egress_edge = list of interfaces where in-band OAM hbyh ext
header is to be stripped

Bef ore forwardi ng packet out of interfaces in egress_edge |ist:
i f (in-band OAM hbyh ext header is present) {

renove the in-band OAM hbyh ext header

possi bly store the record along with additiona

fields for analysis and export

Decrenent Payl oad Length in | Pv6 header

by size of in-band OAM ext header

4. In-band OAM Met adata Transport in VXLAN GPE

VXLAN-GPE [ | -D.ietf-nvo3-vxl an-gpe] encapsul ation is sonmewhat similar
to | Pv6 extension headers in that a series of headers can be
contained in the header as a linked list. The different in-band OAM
types are added as options within a new in-band OAM protocol header
in VXLAN GPE.
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I n- band OAM header in VXLAN GPE header:

0 1 2 3
01234567890123456789012345678901
i i S i I S S S S i U S S it St M SN SNy
[ Quter Ethernet Header [
I I S T i i S i i i S O e ik Sk N e
| Quter | P Header |
B i S S T s i S T st i S S S S S S S S i
Qut er UDP Header

L++-+-+-+-++++++++++++++++++++++++++-L+
|RIR Ver| 1| PR g Reserved | NP =i.b.CAM | |
B e e e e e e o e e e h Tk o ok T S R N S € = =
| Virtual Network Identifier (VN) | Reserved |
B T S S e i S T T s T S S S S T S S

| Type =i.b.OAM| i.b.OAM HDR len | Reserved | NP =I1PEHh | |
B i S S L e E ok S S SR S e e Y e |\
| i n-band OAM opti ons |
B e e ok o o e e s s o i s sl R N R SR

I I

| |

[ Payl oad + Padding (L2/L3/ESP/...) [

I I

I I

I I

B e e s i i o e S e e sl sl s TR S S S S S S S

The VXLAN- GPE header and fields are defined in
[I-D.ietf-nvo3-vxlan-gpe]. in-band OAM specific fields and header are
defined here:

Type: 8-bit unsigned integer defining in-band OAM header type

in-band OAM HDR | en: 8-bit unsigned integer. Length of the in-band
OAM HDR in 8-octet units

i n-band OAM options: Variable-length field, of length such that the

compl ete in-band OAM header is an integer nmultiple of 8 octets
I ong. Contains one or nore TLV-encoded options of the fornmat:
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5.

B s e o i e e
| Option Type | Opt Data Len | Option Data
B T o I T 21T TS

Option Type 8-bit identifier of the type of option.

Opt Data Len 8-bit unsigned integer. Length of the Option
Data field of this option, in octets.

Option Data Vari able-1ength field. Option-Type-specific
dat a.

The in-band OAM options defined in [draft-brockners-inband-oam dat a]
are encoded with an option type allocated in the new in-band QAM | ANA
registry - in-band OAM PROTOCOL_OPTI ON_REG STRY_I ANA TBD. In
addition the follow ng padding options are defined to be used when
necessary to align subsequent options and to pad out the containing
header to a nultiple of 8 octets in Iength.

Padl option (alignnment requirenent: none)

B S S

I 0 I
+o e e e e e e -+
NOTE: The format of the Padl option is a special case -- it does

not have |l ength and val ue fields.

The Padl option is used to insert one octet of padding into the
Options area of a header. |If nore than one octet of padding is
required, the PadN option, described next, should be used, rather
than nultiple Padl options.

PadN option (alignnment requirenent: none)

i e T S e T T T T TR

[ 1 | Opt Data Len | Option Data

B e e e i i e e

The PadN option is used to insert two or nore octets of padding
into the Options area of a header. For N octets of padding, the
Opt Data Len field contains the value N2, and the Option Data
consists of N-2 zero-val ued octets.

I n-band OAM Met adata Transport in NSH

In Service Function Chaining (SFC) [RFC7665], the Network Service
Header (NSH) [I-D.ietf-sfc-nsh] already includes path tracing
capabilities [I-D. penno-sfc-trace], but currently does not offer a
solution to securely prove that packets really traversed the service
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chain. The "Proof of Transit" capabilities (see
[draft-brockners-inband-oamrequirenments] and
[draft-brockners-proof-of-transit]) of in-band OAM can be | everaged
within NSH  Proof of transit in-band OAM data is added as NSH Type 2
net adat a

0 1 2 3
01234567890123456789012345678901
B S T S T S i i S s S S S S

[ TLV d ass=Ci sco (0x0009) |C Type=POT | F|RI R Len=4

i S T e o S S i S S i i S SN S S S
| Random (I
R S S S s it S S S S i S S S
| Randon( cont d) | C
B e S S T i sl ST S R YT ST S S S S S SR S S S S S e SV 4
| Cumul ati ve | |
e e i T e it I R S S R e S
| Cunul ative (contd) |
T S T s i S S S S ity S S S S S S i o SH S

TLV O ass: Describes the scope of the "Type" field. |In some cases,
the TLV Cass will identify a specific vendor, in others, the TLV
Class will identify specific standards body allocated types. POT
is currently defined using the Cisco (0x0009) TLV cl ass.

Type: The specific type of information being carried, within the
scope of a given TLV Class. Value allocation is the
responsibility of the TLV Class owner. Currently a type val ue of
0x94 is used for proof of transit

Reserved bits: Two reserved bit are present for future use. The
reserved bits MJST be set to 0x0

F: One bit. Indicates which POT-profile is active. 0 nmeans the even
POT-profile is active, 1 neans the odd POT-profile is active.

Length: Length of the variable netadata, in 4-octet words. Here the
length is 4.

Random 64-bit Per packet Random nunber.

Cunul ative: 64-bit Cunulative that is updated by the Service
Functi ons.
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6.

6.

6.

1.

2.

I n-band OAM Met adata Transport in Segnent Routing
In-band OAMin SRwith I Pv6 Transport

Simlar to NSH, a service chain or path defined using Segnent Routin
for IPv6 can be verified using the in-band OAM "Proof of Transit"
approach. The Segnment Routing Header (SRH) for IPv6 offers the
ability to transport TLV structured data, simlar to what NSH does
(see [I-D.ietf-6man-segnent-routing-header]). A new "POT TLV' is
defined for the SRH which is to carry proof of transit in-band OAM
dat a.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [ RESERVED | F| FI ags [
B T i S T e S T i S S R
[ Random [
B e i I i S T e i i e R S S I S S S S
| Randon{ cont d) |
B i S S T s i S T st i S S S S S S S S i
[ Cumul ati ve [
B i I S i i S S i S S e
[ Cumul ati ve (contd) |
B i e e i i i e S e e st SR S S S

Type: To be assigned by | ANA
Length: 18.

RESERVED: 8 bits. SHOULD be unset on transm ssion and MJST be
i gnored on receipt.

F: 1 bit. Indicates which POT-profile is active. 0 neans the even
POT-profile is active, 1 neans the odd POT-profile is active.

Flags: 8 bits. No flags are defined in this docunent.
Random 64-bit per packet random nunber.

Cunul ative: 64-bit cunulative value that is updated at specific
nodes that formthe service path to be verified.

In-band OAMin SR with MPLS Transport
I n-band OAM "Proof of Transit" data can also be carried as part of

the MPLS | abel stack. Details will be addressed in a future version
of this docunent.
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7. | ANA Consi derati ons

| ANA considerations will be added in a future version of this
docunent .

8. Manageability Considerations

Manageabi lity considerations will be addressed in a | ater version of
thi s docunent. .

9. Security Considerations

Security considerations will be addressed in a later version of this
docunent. For a discussion of security requirenments of in-band OAM
pl ease refer to [draft-brockners-inband-oamrequirenments].
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