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Abstract

The operator facing data nodel is valuable to reduce the operation
and nanagenent. This docunent describes requirenents of the conposed
VPN service nodel for operators to deploy end to end PE-based VPN
services across multiple autononmous systens.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 19, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. I nt roduction

Internet Service Providers (ISPs) have significant interest on

provi ding Provider Edge (PE) based virtual private network (VPN)
services, in which the tunnel endpoints are the PE devices. |In this
case, the Customer Edge (CE) devices do not need to have any specia
VPN capabilities. Custoners can reduce support costs by outsourcing
VPN operations to | SPs and using the obtained connectivity.

Typically, custoners require either layer 2 or layer 3 connectivity
services to exchange traffic anbng a collection of sites. The |SP
gets the requirenment and deploys the end to end VPN across nultiple
aut ononous systenms (AS) with an orchestrator

The nodel described in [I-D.ietf-13sml 3vpn-service-nodel] is used
for conmuni cati on between custoners and network operators. It
facilitates custoners to request the layer 3 VPN service while
conceal i ng many provi der paranmeters they do not know.

However, the network operators have a different view of the nanaged
network. An operator facing nodel is required to reduce the
operation and nanagenent while still having reasonable control on the
network. So that the operators can verify and optim ze the VPN

depl oynent based on the existing network.

Thi s docunent describes requirenments of the generic VPN nodel from

the operators’ view for the PE-based VPN service configuration. It
ainms at providing a sinplified configuration on how the requested VPN
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service is to be depl oyed over the shared network infrastructure.
This nmodel is Iimted to PE-Based VPNs as described in RFC 4110

[ RFC4110] with the combination of |ayer 2 and |ayer 3 VPN services in
mul ti ple ASes.

2. Definitions

0 Segnent VPN service: The VPN service depl oyed for one segnent
which is usually an AS.

0 Conposed VPN service: The VPN service deployed within the ISP
adm ni strative donain across one or nore segnents. |t could be a
combi nation of layer 2 and |l ayer 3 VPN services for each segment.

3. Use Cases and Usage

In practice, ISP nmay have various scenarios for the end to end VPN
servi ce depl oynent depending on the network infrastructure and the
customer sites connectivity requirements. It will consequently
generate requirements of the generic conposed VPN service node
design. The composed VPN service data nodel described in this
docunent covers the follow ng scenarios

0o Milti-AS VPN Service: Custoner sites are located in different
aut ononous systenms(AS). |SP need to deploy the VPN service across
mul ti ple ASes.

0 Conposed L2 and L3 VPN Service: Al though the custoner nmay request
either layer 2 or layer 3 VPN service, the network infrastructure
anong custonmer sites may require different VPN service in the
corresponding AS. So, an end to end VPN service within the | SP
domai n may be a conposition of multiple segnental |ayer 2 and
| ayer 3 VPN services

o0 Dynamic Site Insertion: The custoner site that is not in the
previously provisioned VPN can be quickly included.

A typical usage of this operator facing nodel is as an input for an
orchestration | ayer which will be responsible to translate it to
segnment VPN i nformation for the configutation of domain controllers.
As shown in the following figure, while, for exanple, users may send
hi ghly abstracted | ayer 3 VPN service requests to the application
(e.g. BSS), it's not enough for operators to deploy an end to end
VPN service. The operator facing interface enabl es configuration of
VPN depl oynent by introduci ng nore network know egde and garvenance
policies. For exanple :
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4.

0 Optimnize the VPN depl oynent of the custoner’s requests based on
the exiting networking, e.g. deploy the L3VPN request fromthe
customer to nultiple VPN segnments (I PRAN, PTN, |IPCore) in the end
to end environment.

0 Add the operation requirenments, e.g. operation visualization
nmoni toring, diagnosis.

o Manage various policies for different custoners.
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Desi gn Requi renents

The PE-based VPN service is nodeled with a recursive pattern as shown
inthe following figure. The VPN service deployed within each AS is
nmodel ed as a Segment VPN object including the VPN description
information within this AS and the Access Points (AP) that are used
to connect to the peered device or AS. As an end to end VPN service
within the ISP domain, it's then nodel ed as a Conposed VPN obj ect
with the overall VPN information and the APs that are used to connect
to the peered custoner sites.
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Generic PE-based VPN Mddeling

The conposed VPN nodel can be structured as in the follow ng figure.
The Conposed VPN top container contains VPN basic information, a |ist
of segnent VPN information, and a list of access point information

The Basic Information here includes overall description for this
conposed VPN service. 1.e., all the properties (e.g., topol ogy,
service type) in this object describe the overview that the customer
want, no matter with any segment VPN information

The Access Point List in the Conposed VPN container describes a list
of APs that are used to connect to the peered custoner sites.
However, the AP is nodel ed with generic Access Point | nformation
provided by the PE either in the conposed VPN view or in the segnent
VPN view. The AP contai ns:

o0 the basic information that is relatively static, no matter which
exact peer AP is going to connect.

o the information about the routing protocol that is used to
exchange the routing information with the renote peer. This
object is extensible with any posible routing protocols. The BGP
and static routing listed are exanples to show how t hese two
wi dely used sol utions are descri bed.

o0 the QoS description. There can be two kinds of QoS configuration.
The AP based QoS: describes the QoS requirements on the access
point. For exanple, the CAR (committed access rate) definition on
the i nbound or outbound ports. The flow based QoS: describes the
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QS requirenents on a flow. This enables the fine grained QS
control with the capability of identifying the flow

A conmposed VPN includes one or nore segrment VPN desribed by the
Segnent VPN List. Each Segnent VPN Information is only described
fromthe segment point of view |.e., the description here takes
care about how the segnent VPN | ooks like and how it can conmuni cate
wi th peered devices outside this segnment VPN. The segnent
information is conposed of the basic information and a |ist of APs.
The set of APs in the description are interfaces that custoner sites
or other segnent VPNs can attach. In different scenarios, each
segnent VPN could be a layer 2 VPN, or layer 3 VPN

B +
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B +
I
| T +
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| B +
[ +- - Topol ogy
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| +--
I
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| e +
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I +-- QoS
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| +--L L.
I
| e +
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+--Basic I nformation
+--Access Point List
+--. ..
Conposed VPN Model Structure
5. | ANA Consi derati ons

TBD

Deng Expi res January 19, 2017 [ Page 6]



Internet-Draft Conposed VPN Servi ce Model July 2016

6. Security Considerations
TBD
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