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Abst ract

Opportuni stic Secure Real -time Transport Protocol (OSRTP) allows
encrypted nmedia to be used in environments where support for
encryption is not known in advance, and not required. OSRTP is an

i mpl ementati on of Opportunistic Security, as defined in RFC 7435.
COSRTP does not require advanced SDP extensions or features and is
fully backwards conpatible with existing secure and insecure

i mpl ementations. OSRTP is not specific to any key managenent
technique for SRTP. OSRTP is a transitional approach useful for

m grating existing deploynents of real-tine communications to a fully
encrypted and authenticated state.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 1, 2016
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Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Qpportunistic Security [RFC7435] (OS) is an approach to security that
defines a third node for security between "cleartext"” and
"conprehensi ve protection"” that allows encryption and aut hentication
to be used if supported but will not result in failures if it is not
supported. In ternms of secure nedia, cleartext is RTP [ RFC3550]
nmedi a which is negotiated with the AVP (Audio Video Profile) profile
defined [ RFC3551]. Conprehensive protection is Secure RTP [ RFC3711],
negotiated with a secure profile, such as SAVP or SAVPF [ RFC5124].
OSRTP al l ows SRTP to be negotiated with the AVP profile, with
fallback to RTP if SRTP is not supported

There have been sonme extensions to SDP to allow profiles to be
negoti ated such as SDP Capabilities Negotiation (capneg) [RFC5939]
However, these approaches are conmplex and have very limted

depl oynent in comunication systens. Oher key nanagenent protocols
for SRTP have been devel oped which by design use OS, such as ZRTP

[ RFC6189]. This approach for OSRTP is based on
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[I-D. kapl an-nmusi c-best-effort-srtp] where it was called "best effort
SRTP". [I-D. kapl an-mmusi c-best-effort-srtp] has a full discussion of
the motivation and requirenents for opportunistic secure nedia.

OSRTP uses the presence of SRTP keying-related attributes in an SDP
offer to indicate support for opportunistic secure nedia. The
presence of SRTP keying-related attributes in the SDP answer

i ndicates that the other party also supports OSRTP and encrypted and
aut henticated nedia will be used. OSRTP requires no additiona
extensions to SDP or new attributes and is defined independently of
the key agreenent nmechanismused. OSRTP is only usable when nedia is
negoti ated using the O fer/Answer protocol [RFC3264].

1.1. Applicability Statenent

OSRTP is a transitional approach that provides a migration path from
unencrypted comunication (RTP) to fully encrypted comunication

(SRTP). It is only to be used in existing deploynments which are
attenpting to transition to fully secure comruni cati ons. New
applications and new depl oynents will not use OSRTP.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

3. Definition of Qpportunistic Security for SRTP

To indicate support for OSRTP in an SDP offer, the offerer uses the
AVP profile [RFC3551] but includes SRTP keying attributes. OSRTP is
not specific to any key managenent techni que for SRTP. For exanple:

If the offerer supports DTLS-  SRTP key agreenent [RFC5763], then an
a=fingerprint attribute will be present, or

If the offerer supports SDP Security Descriptions key agreenent
[ RFCA568], then an a=crypto attribute will be present, or

If the offerer supports ZRTP key agreenent [RFC6189], then an
a=zrtp-hash attribute will be present.

To accept OSRTP, an answerer receiving an offer indicating support

for OSRTP generates an SDP answer containing SRTP keying attributes
whi ch match one of the keying nmethods in the offer. The answer MJST
NOT contain attributes fromnore than one keying nethod, even if the
of fer contained multiple keying nethod attributes. The selected SRTP
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key managenent approach is followed and SRTP nedia is used for this
session. |If the SRTP key managenent fails for any reason, the nedia
session MJUST fail. To decline OSRTP, the answerer generates an SDP
answer omtting SRTP keying attributes, and the nedia session
proceeds with RTP with no encryption or authentication used.

If the offerer of OSRTP receives an SDP answer which does not contain
SRTP keying attributes, then the nmedia session proceeds with RTP. If
the SDP answer contains SRTP keying attributes, then that particul ar
SRTP key managenent approach is followed and SRTP nedia is used for
this session. |f the SRTP key managenent fails, the nedia session
MUST fail.

It is inmportant to note that OSRTP makes no changes, and has no
effect on media sessions in which the offer contains a secure profile
of RTP, such as SAVP or SAVPF. As discussed in [RFC7435], this is
the "conprehensive protection"” for nedia node.

4. Security Considerations

The security considerations of [RFC7435] apply to OSRTP, as well as
the security considerations of the particular SRTP key agreenent
approach used. However, the authentication requirenents of a
particul ar SRTP key agreenent approach are rel axed when that key
agreement is used with OSRTP. For exanple:

For DTLS- SRTP key agreenent [RFC5763], an authenticated signaling
channel does not need to be used with GSRTP if it is not
avai |l abl e.

For SDP Security Descriptions key agreenent [RFC4568], an

aut henti cated signaling channel does not need to be used with
OSRTP if it is not available, although an encrypted signaling
channel must still be used.

For ZRTP key agreenent [RFC6189], the security considerations are
unchanged, since ZRTP does not rely on the security of the
si gnal i ng channel

As discussed in [ RFC7435], OSRTP is used in cases where support for
encryption by the other party is not known in advance, and not
required. For cases where it is known that the other party supports
SRTP or SRTP needs to be used, OSRTP MJUST NOT be used. Instead, a
secure profile of RTP is used in the offer.

Johnston, et al. Expi res Septenber 1, 2016 [ Page 4]



Internet-Draft OSRTP February 2016

5.

7

7

1.

| mpl ement ati on Status

Note to RFC Editor: Please renpve this entire section prior to
publication, including the reference to [ RFC6982].

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC6982].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC6982], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nature.

It is up to the individual working groups to use this infornmation as
they see fit".

There are inplenmentations of [I-D.kapl an-musi c-best-effort-srtp] in
depl oyed products by Mcrosoft and Unify. The I MIC "Best Practices
for SIP Security" docunment [IMIC-SIP] recomends this approach. The
SI P Forum plans to include support in the SIPconnect 2.0 SIP trunking
recomendat i on [ SI PCONNECT] which is under devel opnment. There are
many depl oynents of ZRTP [ RFC6189].
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