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Abstract

Al t hough the Session Initiation Protocol (SIP) includes a suite of
security services that has been expanded by nunmerous specifications
over the years, there is no single place that explains howto use SIP
to establish confidential nmedia sessions. Additionally, existing
mechani sms have sone feature gaps that need to be identified and
resolved in order for themto address the pervasive nonitoring threat
nodel . This specification describes best practices for negotiating
confidential nedia with SIP, including both conprehensive protection
solutions which bind the nedia to SIP-layer identities as well as
opportuni stic security sol utions.
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1. I nt roduction

The Session Initiation Protocol (SIP) [RFC3261] includes a suite of
security services, ranging from Di gest authentication for
authenticating entities with a shared secret, to TLS for transport
security, to SSMME (optional) for body security. SIP is frequently
used to establish nedia sessions, in particular audio or audiovisua
sessions, which have their own security nechanisns avail able, such as
Secure RTP [RFC3711]. However, the practices needed to bind security
at the nmedia layer to security at the SIP layer, to provide an
assurance that protection is in place all the way up the stack, rely
on a great many external security mechani sms and practices, and
require a central point of documentation to explain their optinmal use
as a best practice.
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Revel ati ons about wi despread pervasive nonitoring of the Internet
have led to a reevaluation of the threat nodel for Internet

communi cations [RFC7258]. In order to maxinize the use of security
features, especially of nedia confidentiality, opportunistic nmeasures
must often serve as a stopgap when a full suite of services cannot be
negotiated all the way up the stack. This docunment expl ains the
limtations that may inhibit the use of conprehensive protection, and
provi des recomendati ons for which external security mechani sns

i npl ementers should use to negotiate secure nedia with SIP. It

nor eover gives a gap analysis of the limtations of existing
solutions, and specifies solutions to address them

Various specifications that user agents nust inplenent to support
medi a confidentiality are given in the sections below a summary of
the best current practices appears in Section 8.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [ RFC2119] and RFC 6919 [ RFC6919].

3. Security at the SIP and SDP | ayer

There are two approaches to providing confidentiality for nedia
sessions set up with SIP: conprehensive protection and opportunistic
security (as defined in [ RFC7435]).

3.1. Conprehensive Protection

Conpr ehensi ve protection for media sessions established by SIP
requires the interaction of three protocols: SIP, the Session
Description Protocol (SDP), and the Real -tine Protocol, in particular
its secure profile SRTP. Broadly, it is the responsibility of SIP to
provide integrity for the nmedia keying attributes conveyed by SDP
and those attributes will in turn identify the keys used by endpoints
in the RTP nmedi a session that SDP negotiates. In that way, once SIP
and SDP have exchanged the necessary information to initiate a
session, the nedia endpoints will have a strong assurance that the
keys they exchange have not been tanpered with by third parties, and
that end-to-end confidentiality is avail able.

Qur current target nechanismfor establishing the identity of the
endpoints of a SIP session is the use of STIR
[I-D.ietf-stir-rfc4474bis]. The STIR signature has been designed to
prevent a class of inpersonation attacks that are comonly used in
robocal | i ng, voicenail hacking, and related threats. STIR generates
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a signature over certain features of SIP requests, including header
field values that contain an identity for the originator of the
request, such as the From header field or P-Asserted-ldentity field,
and al so over the nedia keys in SDP if they are present. As
currently defined, STIR only provides a signature over the
"a=fingerprint" attribute, which is a key fingerprint utilized by
DTLS- SRTP [ RFC5763]; consequently, STIR only offers conprehensive
protection for SIP sessions, in concert with SDP and SRTP, when DTLS-
SRTP is the nedia security service. The underlying security object
of STIRis extensible, however, and it would be possible to provide
signatures over other SDP attributes that contain alternate keying
material. A profile for using STIR to provide nedia confidentiality
is given in Section 4.

3.2. QOpportunistic Security

Wirk is already underway on defining approaches to opportunistic
nmedi a security for SIP in [I-D.johnston-dispatch-osrtp], which builds
on the prior efforts of [I-D. kapl an-mmusi c-best-effort-srtp]. The
maj or protocol change proposed by that draft is to signal the use of
opportuni stic encryption by negotiating the AVP profile in SDP

rather than the SAVP profile (as specified in [ RFC3711]) that would
ordinarily be used when negotiating SRTP.

Qpportuni stic encryption approaches typically have no integrity
protection for the keying material in SDP. Sending SIP over TLS hop-
by- hop between user agents and any internediaries will reduce the
prospect that active attackers can alter keys for session requests on
the wire. However, opportunistic confidentiality for nedia wll
prevent passive attacks of the formnost common in the threat of
pervasi ve nonitoring.

4. STIR Profile for Endpoint Authentication and Verification Services

A STIR[I-D.ietf-stir-rfc4474bis] verification service can act in
concert with an SRTP nmedia endpoint to ensure that the key
fingerprints, as given in SDP, match the keys exchanged to establish
DTLS- SRTP. Typically, the verification service function would in
this case be inplenented in the SIP UAS, which would be conposed with
the nmedia endpoint. |If the STIR authentication service or
verification service functions are inplenented at an internediary

rat her than an endpoint, this introduces the possibility that the
intermediary could act as a nan-in-the-mddle, altering key
fingerprints. As this attack is not in STIR s core threat nodel

whi ch focuses on inpersonation rather than man-in-the-m ddle attacks,
STIR offers no specific protections against it. However, it would be
possible to build a deploynent profile of STIR for nedia
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confidentiality which shifts these responsibilities to the endpoints
rather than the internediaries.

In order to be conpliant with best practices for SIP nedia
confidentiality with conprehensive protection, user agent

i mpl ement ati ons MJST i npl ement both the authentication service and
verification service roles described in [I-D.ietf-stir-rfc4474bis].

When generating either an offer or an answer, conpliant
i mpl ementati ons MJUST include an "a=fingerprint" attribute containing
the fingerprint of an appropriate key (see Section 4.1).

4.1. Credentials

In order to inplenment the authentication service function, SIP

endpoi nts nust acquire the credentials needed to sign for their own
identity. That identity is typically carried in the From header
field of a SIP request, and either contains a greenfield SIP UR

(e.g. "sip:alice@xanple.cont') or a tel ephone nunber, which can
appear in a variety of ways (e.g. "sip:+17004561212@xanpl e. conj.
[I-D.ietf-stir-rfc4474bis] Section 7 contains guidance for separating
the two, and determ ning what sort of credential is needed to sign
for each.

To date, few commercial certificate authorities issue certificates
for SIP URIs or tel ephone nunbers. This is one reason why the STIR
standard is architected to pernmit internmediaries to act as an

aut hentication service on behalf of an entire domain, just as in SIP
an proxy server can provide donain-level SIP service. Wile
certificate authorities that offered proof-of-possession certificates
simlar to those used in the email world could be offered for SIP
either for greenfield identifiers or for tel ephone nunbers, this
specification does not require their use.

For users who do not possess such certificates, DTLS SRTP [ RFC5763]
permits the use of self-signed keys. This profile of STIR for nedia
confidentiality therefore relaxes the authority requirenents of
[I-D.ietf-stir-rfc4474bis] to allow the use of self-signed keys for
aut henti cation services that are conposed with user agents, by
generating a certificate (per the guidance of
[I-D.ietf-stir-certificates]) with a subject corresponding to the
user’'s identity. Such a credential could be used for trust on first
use (see [RFC7435]) by relying parties. Note that relying parties
SHOULD NOT use certificate revocati on nechani sns or real-tine
certificate verification systens for self-signed certificates as they
will not increase confidence in the certificate.
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Users who wi sh to remain anonynous can instead generate sel f-signed
certificates as described in Section 4. 2.

4.2. Anonynous Communi cations

In sone cases, the identity of the initiator of a SIP session may be
wi t hhel d due to user or provider policy. Per the recommendati ons of
[ RFC3323], this may involve using an identity such as
"anonynous@nonynous.invalid® in the identity fields of a SIP
request. [I-D.ietf-stir-rfc4474bis] does not currently permt

aut hentication services to sign for requests that supply this
identity. It does however permit signing for valid domains, such as
"anonynous@xanpl e.com " as a way of inplenmentation an anonymi zation
service as specified in [ RFC3323].

Even for anonynous sessions, providing nedia confidentiality and
partial SDP integrity is still desirable. This specification
RECOMVENDS usi ng one-tine self-signed certificates for anonynous
communi cations, with a subject Al t Nane of

"si p: anonynmous@nonynous. i nvalid". After a session is termnated,
the certificate should be discarded, and a new one, with new keying
mat eri al, should be generated before each future anonynous call. As

with self-signed certificates, relying parties SHOULD NOT use
certificate revocation nmechanisns or real-tinme certificate
verification systems for anonynmous certificates as they will not
i ncrease confidence in the certificate.

4.3. Connected Identity Usage

STIR[I-D.ietf-stir-rfc4474bis] provides integrity protection for the
SDP bodi es of SIP requests, but not SIP responses. Wen a session is
establi shed, therefore, any SDP body carried by a 200 cl ass response
in the backwards direction will not be protected by an authentication
service and cannot be verified. Thus, sending a secured SDP body in
the backwards direction will require an extra RTT, typically a
request sent in the backwards direction

The probl em of providing "Connected lIdentity" for the origina
RFC4474 was explored in [RFC4916], which uses a provisional or md-
di al og UPDATE request in the backwards direction to convey an
Identity header for the recipient of an INVITE. The procedures in
that specification are largely conpatible with the revision of the
Identity header in [I-D.ietf-stir-rfc4474bis]. However, the

foll owi ng updates to [ RFC4916] are required

The UPDATE carrying signed SDP with a fingerprint in the backwards

direction MJST be sent during dialog establishnment, follow ng the
recei pt of a PRACK after a provisional 1xx response.
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For use with this STIR Profile for nedia confidentiality, the UAS
that responds to the INVITE request MJST act as an authentication
service for the UPDATE sent in the backwards direction.

The use of RFC4916 has sone further interactions with | CE, see
Section 7.

5. Media Security Protocols

As there are several ways to negotiate nedia security with SDP, any
of which m ght be used with either opportunistic or conprehensive
protection, further guidance to inplenenters is needed. In
[1-D.johnston-dispatch-osrtp], opportunistic approaches consi dered

i nclude DTLS- SRTP, security descriptions [ RFC4568], and ZRTP

[ RFC6189]. In order to prevent nmen-in-the-mddle fromdecrypting
media traffic, the "a=crypto" SDP paraneter of security descriptions
requires signaling confidentiality which STIR and rel ated

conpr ehensi ve protection approaches cannot provide, so delivering
keys by value in SDP in this fashion is NOI RECOWENDED. Both DTLS-
SRTP and ZRTP instead provi de hashes which are carried in SDP, and
thus require only integrity protection rather than confidentiality.

O DTLS- SRTP and ZRTP, only DTLS-SRTP is a Standards Track I nternet
protocol. For that reason, this specification REQU RES support for
DTLS- SRTP, and all ows support for other media security protocols
OPTI ONALLY.

[TBD] Future versions of this specification will explore the issue of
mul tiple fingerprints appearing in the nmessage, and offers that
i ncl ude both DTLS- SRTP and ZRTP security.

6. Relayed Media and Conferencing

Provi ding end-to-end nedia confidentiality for SIP is conplicated by
the presence of nmany forns of nedia relays. Wile many nedia rel ays
nmerely proxy nmedia to a destination, others present thenselves as
medi a endpoints and terninate security associations before re-
originating nedia to its destination.

Centralized conference bridges are one type of entity that typically
term nates a nedia session in order to mux nmedia fromnultiple
sources and then to re-originate the nuxed nedia to conference
participants. In many such inplenentations, only hop-by-hop nedi a
confidentiality is possible. Wrk is ongoing to specify a neans to
encrypt both the hop-by-hop nmedia between a user agent and a
centralized server as well as the end-to-end nedi a between user
agents. As this is the best practice for supporting
[I-D.ietf-perc-double].
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Anot her class of entities that mght relay SIP nedia are back-to-back
user agents (B2BUAs). If a B2BUA follows the guidance in [RFC7879],
it may be possible for those devices to act as nedia relays while
still permitting end-to-end confidentiality between user agents.

Utimately, if an endpoint can decrypt nedia it receives, then that
endpoi nt can forward the decrypted nedia w thout the know edge or
consent of the media's originator. No media confidentiality
mechani sm can protect against these sorts of relayed disclosures, or
trusted entities that can decrypt nedia and then record a copy to be
sent el sewhere (see [ RFC7245]).

7. |1CE and Connected ldentity

Providing confidentiality for nmedia with conprehensive protection
requires careful timng of when nedia streans should be sent and when
a user interface should signify that confidentiality is in place.

In order to best enable end-to-end connectivity between user agents,
and to avoid nedia relays as nmuch as possible, inplementations of
this specification nust support ICE [I-D.ietf-ice-rfc5245bis]. To
speed up call establishnment, it is RECOMWENDED that inplenentations
support trickle ICE [I-D.ietf-nmusic-trickle-ice-sip].

Note that in the conprehensive protection case, the use of Connected
Identity [RFC4916] with I CE entails that the answer containing the
key fingerprints, and thus the STIR signature, will cone in an UPDATE
sent in the backwards direction a provisional response and

acknow edgnent (PRACK), rather than in any earlier SDP body. Only at
such a tine as that UPDATE is received will the nedia keys be

consi dered exchanged in this case

Simlarly, in order to prevent, or at |least nmitigate, the denial-of-
service attack envisioned in [ RFC5245] Section 18.5.1, this
specification incorporates best practices for ensuring that

reci pients of nedia fl ows have consented to receive such flows.

I mpl enent ati ons of this specification MJST inplenent the STUN usage
for consent freshness defined in [ RFC7675].

8. Best Current Practices

The following are the best practices for SIP user agents to provide
medi a confidentiality for SIP sessions.

| mpl enent ati ons MUST support the STIR endpoint profile given in
Section 4.
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10.

11.

12.

| mpl enent ati ons MUST support DTLS- SRTP for key-nanagenent, as
described in Section 5.

| mpl enent ati ons MUST support the ICE, and the STUN consent freshness
mechani sm as specified in Section 7.

| mpl enent ati ons MUST support the PERC "doubl e" nechani sm as
specifies in Section 6.
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