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Abst ract

In support of Segment Routing (SR) routing protocols advertise a
variety of identifiers used to define the segnents which direct
forwardi ng of packets. In cases where the infornmation advertised by
a given protocol instance is either internally inconsistent or
conflicts with advertisenents from anot her protocol instance a neans
of achi eving consi stent forwardi ng behavior in the network is
required. This docunent defines the policies used to resolve these
occurrences.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 24, 2016
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1. Introduction

Segrment Routing (SR) as defined in [ SR-ARCH] utilizes forwarding
instructions called "segnents” to direct packets through the network.
Dependi ng on the forwardi ng plane architecture in use, routing
protocol s advertise various identifiers which define the permnissible
val ues whi ch can be used as segnments, which values are assigned to
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specific prefixes, etc. Were segnents have gl obal scope it is
necessary to have non-conflicting assignnments - but given that the
advertisenents may originate fromnmultiple nodes the possibility

exi sts that advertisenents may be received which are either
internally inconsistent or conflicting with advertisenents origi nated

by other nodes. |In such cases it is necessary to have consi stent
resolution of conflicts network-wide in order to avoid forwarding
| oops.

The problemto be addressed is protocol independent i.e., segnent

rel ated advertisenents nay be originated by nultiple nodes using
different protocols and yet the conflict resolution MUST be the sane
on all nodes regardl ess of the protocol used to transport the
adverti senents.

The renmai nder of this docunent defines conflict resolution policies
whi ch neet these requirenents. Al protocols which support SR MJST
adhere to the policies defined in this docunent.

2. SR d obal Bl ock Inconsistency

In support of an MPLS datapl ane routing protocols advertise an SR

A obal Bl ock (SRGB) which defines a set of |abel ranges reserved for
use by the advertising node in support of SR The details of how
protocol s advertise this information can be found in the protoco
specific drafts e.g., [SR-OSPF], [SR-OSPFv3], and [SR1S-19]

However the protocol independent semantics are illustrated by the
fol |l owi ng exanpl e:

G nsberg, et al. Expi res Decenber 24, 2016 [ Page 3]



Internet-Draft sr-conflict-resolution June 2016

The originating router advertises the follow ng ranges:

Range 1: (100, 199)
Range 2: (1000, 1099)
Range 3: (500, 599)

The receiving routers concatenate the ranges and build the Segnent
Routing d obal Block (SRGB) as follows:

SRGB = (100, 199)
(1000, 1099)
(500, 599)

The i ndeces span multiple ranges:
i ndex=0 neans | abel 100

ihdex 99 neans | abel 199
i ndex 100 neans | abel 1000
i ndex 199 neans | abel 1099

ihdex 200 neans | abel 500

Note that the ranges are an ordered set - what |abels are mapped to a
gi ven i ndex depends on the placenent of a given | abel range in the
set of ranges adverti sed.

For the set of ranges to be usable the ranges MJST be disjoint.
Sender behavior is defined in various SR protocol drafts such as [ SR-
I S-1S] which specify that senders MJUST NOT advertise overl appi ng
ranges.

Recei vers of SRGB ranges MJST validate the SRGB ranges advertised by
other nodes. |If the advertised ranges do not conformto the
restrictions defined in the respective protocol specification
receivers MJST ignore all advertised SRGB ranges fromthat node.
perationally the node is treated as though it did not advertise any
SRGB ranges. [SR-MPLS] defines the procedures for nmapping gl oba

SI Ds to outgoing |abels.

Note that utilization of local SIDs (e.g. adjacency SIDs) advertised
by a node is not affected by the state of the adverti sed SRGB
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3.

SR- MPLS Segnent ldentifier Conflicts

In support of an MPLS dat apl ane Segnment identifiers (SIDs) are
advertised and associated with a given prefix. SIDs may be
advertised in the prefix reachability advertisenents originated by a
routing protocol (PFX) . SIDs may al so be advertised by a Segnent
Routi ng Mappi ng Server (SRVS).

Mappi ng entries have an explicit context which includes the topol ogy
and the SR algorithm A generalized mapping entry can be represented
using the foll owi ng definitions:

Src- PFX or SRVB

Pi - Initial prefix

Pe - End prefix

L - Prefix length

Lx - Maxi mum prefix length (32 for |Pv4, 128 for |Pv6)
Si - Initial SID value

Se - End SID val ue

R - Range value (See Note 1)

T - Topol ogy

A Al gorithm

A Mapping Entry is then the tuple: (Src, Pi/L, Si, R T, A
Pe (Pi + ((R1) << (Lx-L))
Se S + (R1)

NOTE 1: The SID advertised in a prefix reachability advertisenent
al ways has an inplicit range of 1.

Conflicts in SID advertisenments may occur as a result of

m sconfiguration. Conflicts may occur either in the set of

adverti senents originated by a single node or between advertisenents
originated by different nodes. Conflicts which occur within the set
of advertisenents (P-SID and SRMS) originated by a single node SHOULD
be prevented by configuration validation on the originating node.

When conflicts occur, it is not possible for routers to know which of
the conflicting advertisenents is "correct”". |n order to avoid
forwardi ng | oops and/or bl ackholes, there is a need for all nodes to
resolve the conflicts in a consistent manner. This in turn requires
that all routers have identical sets of advertisenents and that they
all use the sane selection algorithm This docunent defines
procedures to achi eve these goals.
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3.1. Conflict Types

Two types of conflicts may occur - Prefix Conflicts and SID
Conflicts. Exanples are provided in this section to illustrate these
conflict types.

3.1.1. Prefix Conflict
When different SIDs are assigned to the sane prefix we have a "prefix
conflict". Prefix conflicts are specific to mapping entries sharing
the sane topol ogy and al gorithm

Exanpl e PC1

(PFX, 192.0.2.120/32, 200, 1, 0, 0)
(PFX, 192.0.2.120/32, 30, 1, 0, 0)

The prefix 192.0.2.120/32 has been assigned two different Sl Ds:
200 by the first advertisenent
30 by the second adverti senent

Exanpl e PC2

(PFX, 2001:DB8::1/128, 400, 1, 2, 0)
(PFX, 2001:DB8::1/128, 50, 1, 2, 0)

The prefix 2001: DB8::1/128 has been assigned two different SIDs:
400 by the first advertisenent
50 by the second adverti senent

Prefix conflicts may al so occur as a result of overlapping prefix
ranges.
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Exanpl e PC3

(SRMs, 192.0.2.1/32, 200, 200, 0, 0)
(SRvVS, 192.0.2.121/32, 30, 10, 0, 0)

Prefixes 192.0.2.121/32 - 192.0.2.130/32 are assigned two
different SIDs:

320 through 329 by the first advertisenent

30 through 39 by the second adverti senent

Exanpl e PC4
(SRMS, 2001:DB8::1/128, 400, 200, 2, 0)
(SRMS, 2001:DB8::121/128, 50, 10, 2, 0)

Prefixes 2001: DB8::121/128 - 2001: DB8:: 130/ 128 are assi gned
two different SlDs:

420 through 429 by the first adverti senent

50 through 59 by the second adverti senent

Exanpl es PC3 and PC4 illustrate a conplication - only part of the
range advertised in the first advertisenment is in conflict. It is
logically possible to isolate the conflicting portion and try to use
the non-conflicting portion(s) at the cost of increased

i npl ement ation conplexity.

A variant of the overlapping prefix range is a case where we have
over |l apping prefix ranges but no actual SID conflict.

Exanpl e PC5

(SRVB, 192.0.2.1/32, 200, 200, 0, 0)
(SRVB, 192.0.2.121/32, 320, 10, 0, 0)

(SRvVS, 2001:DB8::1/128, 400, 200, 2, 0)
(SRVS, 2001:DB8::121/128, 520, 10, 2, 0)

Al though there is prefix overlap between the two | Pv4 entries (and
the two I Pv6 entries) the same SIDis assigned to all of the shared
prefixes by the two entries.
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G ven two mappi ng entries:

(SRC, P1/L1, S1, Rl, T1, Al) and
(SRC, P2/L2, S2, R2, T2, A2)

where P1 <= P2
a prefix conflict exists if all of the following are true:

1) (T1 == T2) && (Al == A2)

2)P1 <= P2
3)The prefixes are in the sane address fanily.
2)L1 == L2

3)(Ple >= P2) && ((S1 + (P2 - P1)) != S2)

3.1.2. SID Conflict

When the sane SID has been assigned to multiple prefixes we have a
"SID conflict". SID conflicts are independent of address-fanmily

i ndependent of prefix |len, independent of topology, and independent
of algorithm A SID conflict occurs when a mapping entry which has
previously been checked to have no prefix conflict assigns one or
nore SIDs that are assigned by another entry which al so has no prefix
conflicts.

Exanpl e SC1

(PFX, 192.0.2.1/32, 200, 1, 0, 0)

(PFX, 192.0.2.222/32, 200, 1, 0, 0)

SI D 200 has been assigned to 192.0.2.1/32 by the

first advertisenent.

The second advertisement assigns SID 200 to 192.0. 2. 222/ 32.

Exanpl e SC2

(PFX, 2001:DB8::1/128, 400, 1, 2, 0)

(PFX, 2001:DB8::222/128, 400, 1, 2, 0)

SI D 400 has been assigned to 2001: DB8::1/128 by the

first advertisenent.
The second advertisenent assigns SID 400 to 2001: DB8: : 222/ 128

SID conflicts may al so occur as a result of overlapping SID ranges.
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Exanpl e SC3

(SRMs, 192.0.2.1/32, 200, 200, 0, 0)
(SRVS, 198.51.100.1/32, 300, 10, 0, 0)

SI Ds 300 - 309 have been assigned to two different prefixes.
The first advertisenent assigns these SIDs

to 192.0.2.101/32 - 192.0.2.110/ 32

The second advertisenment assigns these SIDs to

198. 51. 100. 1/32 - 198.51.100. 10/ 32

Exanpl e SC4
(SRMS, 2001:DB8::1/128, 400, 200, 2, 0)
(SRVS, 2001:DB8:1::1/128, 500, 10, 2, 0)

SI Ds 500 - 509 have been assigned to two different prefixes.
The first advertisenent assigns these SIDs to
2001: DB8::101/128 - 2001: DB8:: 10A/ 128.

The second advertisenment assigns these SIDs to
2001: DB8: 1::1/128 - 2001:DB8: 1:: A/ 128.

Exanpl es SC3 and SC4 illustrate a conplication - only part of the
range advertised in the first advertisement is in conflict.

3.2. Processing conflicting entries
Two general approaches can be used to process conflicting entries.
1. Conflicting entries can be ignored

2. A standard preference algorithmcan be used to choose whi ch of
the conflicting entries will be used

The follow ng sections discuss these two approaches in nore detail
Not e: This docunent does not discuss any inplenentation details i.e.
what type of data structure is used to store the entries (trie, radix
tree, etc.) nor what type of keys may be used to perform | ookups in
t he dat abase.

3.2.1. Policy: lIgnore conflicting entries
In cases where entries are in conflict none of the conflicting

entries are used i.e., the network operates as if the conflicting
advertisenents were not present.
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I mpl ementations are required to identify the conflicting entries and
ensure that they are not used.

3.2.2. Policy: Preference Al gorithm Quarantine

For entries which are in conflict properties of the conflicting
adverti senents are used to determ ne which of the conflicting entries
are used in forwarding and which are "quaranti ned" and not used. The
entire quarantined entry is not used.

This approach requires that conflicting entries first be identified
and then eval uated based on a preference rule. Based on which entry
is preferred this in turn may inpact what other entries are
considered in conflict i.e. if Aconflicts with B and B conflicts
with C- it is possible that A does NOT conflict with C. Hence if as
a result of the evaluation of the conflict between A and B, entry B
is not used the conflict between B and C will not be detected.

3.2.3. Policy: Preference algorithnignore overlap only

A variation of the preference algorithmapproach is to quarantine
only the portions of the less preferred entry which actually
conflicts. The original entry is split into nultiple ranges. The
ranges which are in conflict are quarantined. The ranges which are
not in conflict are used in forwarding. This approach adds
complexity as the relationship between the derived sub-ranges of the
original mapping entry have to be associated with the original entry
- and every tine sone change to the adverti senent database occurs the
derived sub-ranges have to be recal cul ated

3.2.4. Preference Al gorithm
The following algorithmis used to select the preferred mapping entry
when a conflict exists. Evaluation is made in the order specified.
Prefix conflicts are evaluated first. SID conflicts are then
eval uated on the Active entries remaining after Prefix Conflicts have
been resol ved.
1. PFX source wins over SRMS source
2. Smaller range w ns
3. IPv6 entry wins over IPv4 entry

4. Longer prefix length w ns

5. Snaller algorithmw ns
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6. Smaller starting address (considered as an unsigned integer
val ue) w ns

7. Smaller starting SID wins
8. If topology IDs are NOT identical both entries MJST be ignored

Using smal l er range as the highest priority tie breaker makes
advertisenents with a range of 1 the nost preferred. This has the
nice property that a single msconfiguration of an SRMS entry with a
|l arge range will not be preferred over a | arge nunber of
advertisements with smaller ranges.

Since topology identifiers are locally scoped, it is not possible to
make a consistent choice network wi de when all elenments of a mapping
entry are identical except for the topology. This is why both
entries MJUST be ignored in such cases (Rule #8 above). Note that
Rul e #8 only applies when considering SID conflicts since Prefix
conflicts are restricted to a single topol ogy.

3.2.5. Exanple Behavior - Single Topol ogy/ Al gorithm

The followi ng mapping entries exist:in the database. For brevity,
Topol ogy/ Algorithmis omtted and assuned to be (0,0) in all entries.

1. (PFX, 192.0.2.1/32, 100, 1)
2. (PFX, 192.0.2.101/32, 200, 1)

3. (SRw™s5, 192.0.2.1/32, 400, 255) !Prefix conflict with entries 1
and 2

4. (SRMS, 198.51.100.40/32, 200,1) 'SID conflict with entry 2
The tabl e bel ow shows what napping entries will be used in the

forwardi ng plane (Active) and which ones will not be used (Excluded)
under the three candidate policies:

G nsberg, et al. Expi res Decenber 24, 2016 [ Page 11]



Internet-Draft sr-conflict-resolution June 2016

| Policy | Active Entries | Excluded Entries |

| | (PFX, 192. 0. 2. 1/ 32, 100, 1) |
| | | (PFX, 192. 0. 2. 101/ 32, 200, 1)

| | (SRMS, 192. 0. 2. 1/ 32, 400, 255) |

| | (SRMS, 198. 51. 100. 40/ 32, 200, 1) |

| Quar ant i ne| (PFX, 192. 0. 1. 1/32,100,1) | (SRVS, 192. 0. 2. 1/ 32, 400, 255)
| | (PFX, 192. 0. 2. 101/ 32, 200, 1) | ( SRVS, 198. 51. 100. 40/ 32, 200, 1) |

| Overlap- | (PFX, 192.0.2.1/32,100,1) | (SRVB, 198. 51. 100. 40/ 32, 200, 1) |
| only | (PFX, 192. 0. 2. 101/ 32, 200, 1) | *( SRVS, 192. 0. 2. 1/ 32, 400, 1)

| | * ( SRVB, 192. 0. 2. 2/ 32, 401, 99) | * ( SRVB, 192. 0. 2. 101/ 32, 500, 1)

| | * ( SRVB, 192. 0. 2. 102/ 32, |
| | 501, 153) | |
o o m e e e e e e e e e e e e e e oo +

* Derived from (SRMS, 192. 0. 2. 1/ 32, 400, 300)
3.2.6. Exanple Behavior - Miltiple Topol ogies

When using a preference rule the order in which conflict resolution
is applied has an inpact on what entries are usable when entries for
mul tiple topologies (or algorithns) are present. The follow ng
mappi ng entries exist in the database:

1. (PFX, 192.0.2.1/32, 100, 1, 0, 0) !Topology O

2. (PFX, 192.0.2.1/32, 200, 1, 0, 0) !Topology 0O, Prefix Conflict
with entry #1

3. (PFX, 198.51.100.40/32, 200,1,1,0) ! Topology 1, SID conflict
with entry 2

The tabl e bel ow shows what napping entries will be used in the
forwardi ng plane (Active) and which ones will not be used (Excluded)
under the Quarantine Policy based on the order in which conflict
resolution is applied.
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| O der | Active Entries | Excluded Entries |

| Prefix- | (PFX, 192.0.2.1/32, 100, 1,0, 0)| (PFX, 192. 0. 2. 101/ 32, 200, 1, 0) |
| Conflict| (PFX, 198. 51. 100. 40/ 32, 200, 1, | |

| First [ 1,0) [ [
e I T +
| SI D | (PFX, 192.0. 2.1/ 32,100, 1, 0, 0) | (PFX, 192. 0. 2. 101/ 32, 200, 1, 0) |
| Conflict] | (PFX, 198. 51. 100. 40/ 32, 200, 1,

| First [ [ 1,0) [
S TN +
This illustrates the advantage of evaluating prefix conflicts within
a given topology (or algorithm before evaluating topology (or

al gorithm independent SID conflicts. It insures that entries which

wi Il be excluded based on intratopol ogy preference will not prevent a
SI D assigned in another topology from being considered Active.

3.2.7. Evaluation of Policy Alternatives

The previous sections have defined three alternatives for resolving
conflicts - ignore, quarantine, and ignore overlap-only.

The ignore policy inpacts the greatest ampunt of traffic as
forwarding to all destinations which have a conflict is affected.

Quarantine allows forwarding for sone destinations which have a
conflict to be supported.

I gnore overlap-only nmaxi m zes the destinations which will be
forwarded as all destinations covered by some mapping entry

(regardl ess of range) will be able to use the SID assigned by the

Wi nning range. This alternative increases inplenentation conplexity
as conpared to quarantine. Mapping entries with a range greater than
1 which are in conflict with other mapping entries have to internally
be split into 2 or nore "derived mapping entries". The derived
mappi ng entries then fall into two categories - those that are in
conflict with other mapping entries and those which are NOT in
conflict. The forner are ignored and the latter are used. Each tine
t he underived nmappi ng database is updated the derived entries have to
be reconputed based on the updated database. Internal data
structures have to be naintained which maintain the rel ationship

bet ween the adverti sed mapping entry and the set of derived mapping
entries. Al nodes in the network have to achieve the same behavi or
regardl ess of inplenentation internals.
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There is then a tradeoff between a goal of maximizing traffic
delivery and the risks associated with increased inplenmentation
compl exity.

It is the opinion of the authors that "quarantine" is the best
alternative.

3.2.8. Cuaranteei ng Dat abase Consi stency

In order to obtain consistent active entries all nodes in a network
MUST have the same mapping entry database. Mapping entries can be
obtained froma variety of sources

0 SIDs can be configured locally for prefixes assigned to interfaces
on the router itself. Only SIDs which are advertised to protoco
peers can be considered as part of the mapping entry database.

0 SIDs can be received in prefix reachability advertisenments from
protocol peers. These advertisenments nay originate from peers
Il ocal to the area or be | eaked from other areas and/or
redistributed fromother routing protocols.

0 SIDs can be received from SRVS advertisenents - these
advertisenents can originate fromrouters local to the area or
| eaked from ot her areas

0 In cases where multiple routing protocols are in use nmapping
entries advertised by all routing protocols MJST be incl uded.

4. Scope of SR-MPLS SID Conflicts

The previous section defines the types of SID conflicts and
procedures to resolve such conflicts when using an MPLS dat apl ane.
The mapping entry database used MJUST be popul ated with entries for
destinations for which the associated SID will be used to derive the
| abels installed in the forwarding plane of routers in the network
Thi s consists of entries associated with intra-donmain routes.

There are cases where destinations which are external to the domain
are advertised by protocol speakers running within that network - and
it is possible that those advertisenents have SIDs associated with

t hose destinations. However, if reachability to a destination is
topol ogi cal |y outside the forwardi ng domain of the protocol instance
then the SIDs for such destinations will never be installed in the
forwardi ng plane of any router within the domain - so such

adverti senents cannot create a SID conflict within the donmain. Such
entries therefore MJUST NOT be installed in the database used for
intra-domain conflict resolution

G nsberg, et al. Expi res Decenber 24, 2016 [ Page 14]



Internet-Draft sr-conflict-resolution June 2016

8.

Consi der the case of two sites "A and B" associated with a given

[ RFC4364] VPN. Connectivity between the sites is via a provider
backbone. SIDs associated with destinations in Site A wll never be
installed in the forwarding plane of routers in Site B. Reachability
bet ween the sites (assuning SR is being used across the backbone)
only requires using a SID associated with a gateway PE. So a
destination in Site A MAY use the same SID as a destination in Site B
wi t hout introducing any conflict in the forwarding plane of routers
in Site A

Such cases are handled by insuring that the napping entries in the
dat abase used by the procedures defined in the previous section only
include entries associated with advertisenents within the site.
Security Considerations
TBD

| ANA Consi deration
Thi s docunent has no actions for | ANA
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ospfv3-segnent -routi ng- ext ensi ons-05(work in progress)"”,
March 2016.

8.2. Informational References

[ SR-ARCH] "Segnent Routing Architecture, draft-ietf-spring-segnent-
routing-08(work in progress)", My 2016.
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