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Abst ract

Thi s docunment specifies properties and characteristics of a Lower
Effort (LE) per-hop behavior (PHB). The primary objective of this LE
PHB is to protect best-effort (BE) traffic (packets forwarded with
the default PHB) from LE traffic in congestion situations, i.e., when
resources becone scarce, best-effort traffic has precedence over LE
traffic and may preenpt it. There are nunerous uses for this PHB
e.g., for background traffic of |ow precedence, such as bul k data
transfers with low priority in time, non time-critical backups,

| arger software updates, web search engi nes while gathering
information fromweb servers and so on. This docunment recomends a
standard DSCP val ue for the LE PHB

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on February 2, 2017

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

This docunent defines a Differentiated Services per-hop behavior

RFC 2474 [ RFC2474] called "Lower Effort" (LE) which is intended for
traffic of sufficiently |ow urgency, in which all other traffic takes
precedence over LE traffic in consunption of network |ink bandw dt h.
Low urgency traffic has got a low priority in tinme, which does not
necessarily inply that it is generally of mnor inportance. From
this viewpoint, it can be considered as a network equivalent to a
background priority for processes in an operating system There may
or may not be nenory (buffer) resources allocated for this type of
traffic.

Sone networks carry traffic for which delivery is considered
optional; that is, packets of this type of traffic ought to consune
network resources only when no other traffic is present.
Alternatively, the effect of this type of traffic on all other
network traffic is strictly limted. This is distinct from "best-
effort” (BE) traffic since the network nmakes no comm tnent to deliver
LE packets. In contrast, BE traffic receives an inplied "good faith"
conmi tnent of at |east some avail abl e network resources. This
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docunment proposes a Lower Effort Differentiated Services per-hop
behavi or (LE PHB) for handling this "optional" traffic in a
differenti ated servi ces node.

1.1. Applicability

A Lower Effort PHB is for sending extrenely non-critical traffic
across a Differentiated Services (DS) domain or DS region. There
shoul d be an expectation that packets of the LE PHB may be del ayed or
dropped when any other traffic is present. Use of the LE PHB night
assi st a network operator in noving certain kinds of traffic or users
to off-peak tinmes. Alternatively, or in addition, packets can be
designated for the LE PHB when the goal is to protect all other
packet traffic fromconpetition with the LE aggregate while not

compl etely banning LE traffic fromthe network. An LE PHB shoul d not
be used for a custoner’s "normal internet" traffic nor should packets
be "downgraded" to the LE PHB used as a substitute for dropping
packets that ought sinply to be dropped as unauthorized. The LE PHB
is expected to have applicability in netwrks that have at | east sone
unused capacity at some tinmes of day.

This is a PHB that allows networks to protect thenselves from

sel ected types of traffic rather than giving a selected traffic
aggregate preferential treatnment. Mreover, it nmay also exploit all
unused resources from ot her PHBs.

There is no intrinsic reason to limt the applicability of the LE PHB

to any particular application or type of traffic. It is intended as
an additional tool for adninistrators in engineering networks. For
instance, it can be used for filling up protection capacity of

transm ssion |links which is otherwi se unused. Sonme network providers
keep link utilization below 50%in order to being able carrying all
traffic without loss in case of rerouting due to a link failure. LE
marked traffic can utilize the normally unused capacity and will be
preenpted automatically in case of link failure when 100% of the Iink

capacity is required for all other traffic. Ideally, applications
mark their packets as LE traffic, since they know the urgency of
flows.

Exanpl e uses for the LE PHB conpri se

o For traffic caused by world-wi de web search engi nes whil e they
gather information fromweb servers

o For software updates or dissem nation of new rel eases of operating
systens.
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o For backup traffic or non-time critical sychronization or
mrroring traffic.

o For content distribution transfers between caches.
o For Netnews and other "bulk mail" of the I|Internet.

o For "downgraded" traffic from sone other PHB when this does not
viol ate the operational objectives of the other PHB or the overal
network. LE should not be used for the general case of downgraded
traffic, but may be used by design, e.g., to protect an interna
network fromuntrusted external traffic sources. |In this case
there is no way for attackers to preenpt internal (non LE) traffic
by flooding. Another use case is mentioned in [RFC3754]: non-
admtted nulticast traffic.

1.2. Deploynment Considerations

I nternet-w de depl oynent of the LE PHB is eased by the follow ng
properties:

0 No harmto other traffic: since the LE PHB has got the | owest
priority it does not take resources fromother PHBs. Depl oynent
across different provider domains causes no trust issues or attack
vectors to existing traffic.

0 No parameters or configuration: the LE PHB requires no parameters
and no configuration of traffic profiles and so on.

o No traffic conditioning mechanisms: the LE PHB requires only a
gueue and a schedul i ng mechani sm but no traffic neters, droppers
or shapers.

Since LE traffic may be starved conpletely for a | onger period of
time, transport protocols or applications should be able to detect
such a situation and should resune the transfer as soon as possible.
1.3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
2. PHB Description
This PHB is defined in relation to the default PHB (best-effort). A

packet forwarded with this PHB SHOULD have | ower precedence than
packets forwarded with the default PHB. Ideally, LE packets should
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be forwarded only if no best-effort packet is waiting for its

transm ssion. A straightforward inplementation could be a sinple
priority schedul er serving the default PHB queue with higher priority
than the | ower-effort PHB queue. Alternative inplenentations nay use
scheduling algorithns that assign a very small weight to the LE
class. This, however, nmay sonetinmes cause better service for LE
packets conpared to BE packets in cases when the BE share is fully
utilized and the LE share not.

3. Traffic Conditioning Actions

As for nost other PHBs an initial classification and nmarking woul d
usual ly be perforned at the first DS boundary node. |n nmany cases,
packets may al so be pre-marked in DS aware end systens by
applications due to their specific know edge about the particul ar
precedence of packets. There is no incentive for DS donmins to
distrust this initial marking, because letting LE traffic enter a DS
domain causes no harm In the worst case it evokes the sane effect
as it would have been marked with the default PHB, i.e., as best-
effort traffic. Thus, any policing such as limting the traffic rate
is not necessary at the DS boundary.

Usual | y, the anmount of LE traffic is inplicitly limted by queueing
mechani snms and rel ated di scard actions of the PHB. Therefore, there
is normally no need to neter and police LE traffic explicitly.

4. Reconmended DS Codepoi nt
The recomended codepoint for the LE PHB i s 000010.

RFC 4594 [ RFC4594] recomended to use CS1 as codepoint (as nentioned
in [RFC3662]. This is problematic since it nmay cause a priority
inversion resulting in treating LE packets with higher precedence
than BE packets. Existing inplenentations SHOULD therefore use the
unanbi guous LE codepoi nt 000010 whenever possible.

5. Renmarking to other DSCPs/PHBs

"DSCP bl eaching”, i.e., setting the DSCP to 000000 (default PHB) is
not recommended for this PHB. This nay cause effects that are in
contrast to the original intent in protecting BE traffic fromLE
traffic. |In case DS dormai ns do not support the LE PHB, they may
treat LE nmarked packets with the default PHB instead, but they should
do so without remarking to the DSCP 000000. The reason for this is
that later traversed DS domains may then have still the possibility
to treat such packets according the LE PHB.
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6.

8.

8.

8.

| ANA Consi der ati ons

This meno includes a request to assign a Differentiated Services

Fi el d Codepoint (DSCP) 000010 fromthe Differentiated Services Field
Codepoints (DSCP) registry https://ww.iana. org/assi gnnents/dscp-
regi stry/dscp-registry. xm

Security Considerations

There are no specific security exposures for this PHB. Since it
defines a new class of |ow forwarding priority, other traffic nmay be
downgraded to this LE PHB in case it is remarked as LE traffic. See
the general security considerations in RFC 2474 [ RFC2474] and RFC
2475 [ RFC2475].
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Appendi x A, History of the LE PHB

A first version of this PHB was suggested by Rol and Bl ess and Kl aus
Wehrle in 1999 [draft-bl ess-diffserv-1be-phb-00]. After some

di scussion in the DiffServ Wirking G oup Brian Carpenter and Kathie
Ni chol s proposed a bul k handl i ng per-domai n behavi or and believed a
PHB was not necessary. Eventually, Lower Effort was specified as
per-donai n behavior and finally becane [ RFC3662]. Mbdre detailed

i nformati on about its history can be found in Section 10 of

[ RFC3662] .
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