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Published Resource Records

_presence._tcp.local: type PIR,
alice@Alice’s Notebook._presence._tcp.local

alice@Alice’s Notebook._presence._tcp.local:
type SRV, port 5298,
target Alice’s Notebook.local

alice@Alice’s Notebook._presence._tcp.local:
type TXT,
vc=! ver=2.10.6 node=libpurple
port.p2pj=5298 txtvers=1
status=gaming
last=Wonderland

1st=Alice

Alice’s Notebook.local: type A, addr 134.34.10.36 J
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Two-Stage

Two-stage Approach

Two-Stage

Directory Discovery
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Two-Stage
Pairing
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Two-Stage
Obfuscated Instance Name

Algorithm 1: Create a multi hint _psds instance.

Data: secret]| |

Result: obfuscated name[ ]

seed := 4 bytes rounded timestamp;

for i=0; i < [m/10]; i := i+1 do

| obfuscated_name]i] := BASE64(seed);

end

for i=0; i < m; i:=i+1 do
long hash := HASH(seed | secret][i]);
instance hash := first 4 bytes of long_hash;
obfuscated name[|i/10]] := obfuscated name[|i/10]] |
BASEG64(instance _hash);

end
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Two-Stage
Two Stage Summary

Private Directory Discovery

@ use obfuscated host name
@ use encoded instance name

@ only paired peers can identify instances

Actual Service Discovery

@ only via PSDS
@ use DNS-SD > TLS (DH-PSK)
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Conclusion
Conclusion

Should we adopt this draft?

@ preserves privacy

o efficient
o reduces visual clutter
°

offers services selectively

Should we work on pairing?

@ essential for privacy preserving service discovery

@ other applications will also benefit
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Conclusion

Private Directory Discovery cont’

Directory Browsing]

_psds._tls@ PTR

_psds._tls@ PTR  tbUlsuz2/SUK._psds._tls.Q
“psds._tls.@ PTR  phib+MU8YjMK. psds. tls.Q
“psds._tls.@ PTR  U/xP28NELAo=. psds._tls.Q
“psds._tls.@ PTR  psKvLGOSpho=. psds._tls.Q
Tpsds._tls.@ PTR  2/0Du83z/cOK. psds. tls.@

Directory Resolving]

psKvLG9Spho=. _psds._tls.0 SRV, TXT

psKvLGISpAo=. psds. tls.@ SRV 0 0 13337 dFYmXKxOV1UK.Q
psKvLGISphAo=. psds. tls.@ TXT <empty>

Address Resolving]

dFYmXKxOVIUK.Q A
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Conclusion

Service Discovery

PSDS

Service Browsing via PSDS]

_share._tcp.@  PTI
_music._tcp.@  PT

R
R

_share._tcp.@ PTR share Bob._share. _tcp.@
PTR  my music. _music.

tep.@

Service Resolving via PSDS]

Bob'’s Notebook. _presence. _tcp.@
share Bob._share. _tcp.@
my music. _music. _tcp.@

SRV, TXT
SRV, TXT
SRV, TXT

Bob's Notebook. _presence. _tcp.@ SRV
Bob’s Notebook. _presence. _tcp.@  TXT

share Bob._share. _tcp.@ SRV
share Bob._share. _tcp.@ T
ic. _music._tcp.0 SRV

0 0 43242 dFYmXKxOV1UK.Q
ver=2.10.6 status=stoned
last=Marley 1st=Bob

00 12341 dFYmXKxOV1UK.Q
<empty>

0 0 43763 dFYmXKxOV1UK.Q
<empty>
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Conclusion

Direct Resolving

Conclusion

Direct Directory Resolving]

guhIzfgV25cK. psds. tls.@ SRV, TXT
psKvLGISpho=. psds._tls.@ SRV, TXT
yEyBLCgatwYK. _psds._tls.@ SRV, TXT

psKvLGISpho=. psds. tIs.@ SRV 00 13337 dFYmXKxOV1UK.Q
psKvLG9Spho=. psds. tls.@ TXT <empty>

Address Resolving]

dFYmXKxOVIUK.Q A

dFYmXKxOVIUK.Q A 192.0.2.1
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