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Introduction & Motivation

Flow-based Monitoring
+ Meeded esperialy on high speed links (irafc volume)
« Useful for securnty analysis, performance evaluation,
accourting, . . .
Fitfalls
« Agggred
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our goals
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- Shart-termn continucus packet captura — Time Machine
- Mltogether: combining packer- & llow- based princiles

Software Defined Monitoring (SDM)
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Time Machine by Kornexl & Paxson

+ “Claver Caveman Approach”
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+ Principle of our approach (for 100 Gbps)

- Sionng packets in RAM (because of speed)

« Implemented soffware ring bulfer
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and keeps them stored o long as il

+ After alert is repoetod, we start Fue capturing
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Introduction & Motivation

Flow-based Monitoring
- Needed especially on high speed links (traffic volume)
- Useful for security analysis, performance evaluation,

accounting, . . .

Pitfalls
- Aggregated data is not enough for:
- forensic analysis
- learning patterns to improve detection/prevention
- verification of detected events

Our goals
- Automatic live capture on demand (driven by feedback)
- Short-term continuous packet capture — Time Machine
. Altogether: combining packet- & flow- based principles
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Already Tested Scenarios

TAS

+ Detection of Network scans

- Communication tunnels via DNS

- Guessing SIF dal phan
Uszing SDM with Tirme Mazhine, wa can get
evidence and verfication of detected events,

SIP Fraud Attack

- Gateway shoud nat allow forwarding
calls to PETH withaut peaper
authenticaton.

+ Many gatewsys have very poor
security measures {if any at all)

« & call to PSTH via the gateway
reQUIre 10 [Uess A correct prefix.
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Software Defined Monitoring (SDM)

ETHERNET

3

Flow
Computation




Detection and Alerting: Infrastructure of SDM feedback
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SDM Timemachine

Already Tested Scenarios

A
- Detection of netwark scans
+ Communication turneks vie DRS
- Guessing SIP dial plan
Using 5044 with Time Machine, we can gee
evidence and verification of detecied events.
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Visualization
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Time Machine by Kornexl & Paxson

- “Clever Caveman Approach”

- Proposed in:
Kornexl, Stefan, et al. "Building
a time machine for efficient recor-
ding and retrieval of high-volume
network traffic. "Proceedings of
the 5th ACM SIGCOMM conference on Internet
Measurement. USENIX Association, 2005.

- Storage of packets on hard drives

- Long-term storage

- Clever = not all packets, just beginning of flows

(containing headers)




Our SDM Time Machine

- Principle of our approach (for 100 Gbps)

- Storing packets in RAM (because of speed)

- Implemented software ring buffer

- Time Machine stores first n packets of each flow
and keeps them stored as long as possible

- After alert is reported, we start live capturing

- Plus we have historical packets from the ring buffer
= we can look into the past!
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Already Tested Scenarios

- Detection of network scans

- Communication tunnels via DNS

- Guessing SIP dial plan
Using SDM with Time Machine, we can get
evidence and verification of detected events.
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Stored/skipped packets
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Configuration of network probe

- 24 CPU cores
- 64 GB RAM
- 80 Gbps COMBO card (capable of SDM)

- Using 56 GB,

- at 80 Gbps line,

- storing first 10 packets of each flow,
- we can store about 15 min of traffic.

- Note: it Is highly dependend on traffic
volume and distribution.



Size of stored history - 56 GB TM
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SIP Fraud Attack

- Gateway should not allow forwarding
calls to PSTN without proper
authentication.

- Many gateways have very poor
security measures (if any at all)

- A call to PSTN via the gateway
require to guess a correct prefix.



Attack Scheme

Attack logic

Computer
infacted with o,
malware [/

‘ Attacker
S

Company

Organization

Gateway to PSTN

00H7250257THS6G A, B.C.D
00097259257T9560A.8.C.D
B000725925770560A.83.C.D

+97259257T956GA.B.C.D
7250257 TISE0A B.C.D
10097250257T956G A, B.C.D
BO0DYTISRU2HTTISHOA B.C.D
B009T260257TI560A.B.C.D
TODOT259257TO560A.B.C.D
400972509257T9560A. B.C.D
30007259257705604.83.C.D
20097259257795604.3.C.D
50097250257T9560A.8.C.D
990009725025TTI56GA.B.C.D
99980097259257TI560 A B.C.D
99909009725025TTU5E0 A B.C.D

Prefix Guessing

SIP Call Initiation
A B
& 6 Attack scheme
- Caller Callee
: | invite
e ¥-times ™
. 404 Not Found_|
N X-times
= o > Invit e————p|
ore o Trying—|
200 K la——200 OK— |

D99999006725025TTI56GA.B.C.D
99999900097 25925TTO560A B.C.D
999999000007250257T9560A.B.C.D
9999999990097 259257 TH56QA B.C. 1D
99999999090047 250257 TUSE0A B3.C. 1D
900007259257 T956GA.B.C.D
09725925779560@A. B.C.D
000097259257T79560A B.C.D
000000097259257TO56GA . B.C.D
0000000097 259257 TO560A . B.C.1D
00000000097259257T956GA B.C.D
0000000000972592577956GA.B.C.D
B100097259257T9564A . B.C.D
990007259257 7956GA.B.C.D
910097259257705604 B.C.D
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SIP Call Initiation
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INVITE »

- 100 Trying

B 180 Ringing

- 200 OK
ACK g

- Media -
BYE >

- 200 OK

Attack scheme
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Prefix Guessing

00972592577956@A.B.C.D 99999900972592577956QA .B.C.D
000972592577956@A.B.C.D 999999900972592577956@A.B.C.D
900972592577956@A.B.C.D 9999999900972592577956@QA.B.C.D

+972592577956@A.B.C.D 99999999900972592577956@QA.B.C.D
972592577956@A.B.C.D 999999999900972592577956@Q A .B.C.D
100972592577956@A .B.C.D 9000972592577956@QA .B.C.D
800972592577956@A.B.C.D 0972592577956@QA.B.C.D
600972592577956@QA.B.C.D 0000972592577956QA.B.C.D
700972592577956@A.B.C.D 0000000972592577956@QA.B.C.D
400972592577956@A.B.C.D 00000000972592577956@QA.B.C.D
300972592577956@A.B.C.D 000000000972592577956@A .B.C.D
200972592577956@A.B.C.D 0000000000972592577956@QA.B.C.D
500972592577956@A.B.C.D 91000972592577956@A . B.C.D
99900972592577956@A . B.C.D 9900972592577956@QA .B.C.D
999900972592577956@QA .B.C.D 9100972592577956@QA . B.C.D

9999900972592577956@QA.B.C.D



Attack Scheme

Attack logic

Computer
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‘ Attacker
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Detection

Architecture
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PBX and VoIP
gateway to
PSTM
Meonitoring
probe

Collector
MNemea system
Supervisor
VolP fraud
detector

Prefix T

ree - data structure

Details & Parameters

Prefix tree is generated for each
unique IP address observed.
Parameters:
|_max - the maximal prefix
length
T - the treshold on number of
tested unique prefixes
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Detalls & Parameters

Prefix tree is generated for each
unique IP address observed.
Parameters:
|_max - the maximal prefix
length
T - the treshold on number of
tested unique prefixes



Prefix Tree - data structure
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Details & Parameters

Prefix tree is generated for each
unique IP address observed.
Parameters:
|_max - the maximal prefix
length
T - the treshold on number of
tested unique prefixes
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Already Tested Scenarios

P ol

+ Detection of network scans

+ Communication tunnels via DNS

+ Guessing SIF dial plan
Using SDM with Time Machine, we can get
evidence and verification of detected events.

SIP Fraud Attack

- Garteway should not allow forwarding
calls to PSTH without proper
authentication.

- Many galeways have very poor
secutity measures (if any at all)

- Acal o PSTM via the gateway
reguire to guess a comect prefix,

Netfox Detective

Conclusion

- We can monitor 100 Ghps.
- Detection uses extended flow records
« Presented system provides:
+ flow records
« full packet capture of detected IP
« history: beginning of each flow of
detected IP - Time Machine

Flow Size - are n packets enough?
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Netfox Detective
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SDM Feedback Overview

DETECTIVE  INVESTIGATION  VIEW  ANALYZERS  HELP

Investigation explorer = 1§ X EUEHISENCE EUERET DS RN AL U ENER RS SIP Fraud overview x §
a = ST ENENT SIP fraud analyzer  SIP fraud prefix trie X E—
Iy
4 B Gopures Invites 16900 g
B o231z Callers 16900 E
B vorsierzasaizim Callees 16900
Mg oo Calls per caller16900

Suspici |Ps 93.115.28.176
PR T S—— Hepieens Attack scheme
& voip_alert2354(12) ot Caller e Callee
] Expors raction
'Ih 100GE 16900
- T
P IP Address | 404 Not found—
- 16900
B Vol 235412 (15) Invite

100 Trying

Hard drive  Delay buffer

Capturing progress: [ INEG_—

Settings MNemea messages

Main output

6/9/2016 11:40:24 AM Copying capture file voip_alert_2334[12)_tm

6/9/2016 11:40:24 AM Copying capture file has finished voip_alert_2354{12)_tm

6/9/2016 11:40:24 AM Adding capture voip_alert_2354(12)_tm

6/9/2016 11:40:24 AM Capture file added voip_alert_2354(12)_tm

6/9/2016 11:40:25 AM Starting export application data 15 conversations to group “voip_alert_2354(12)°
6/9/2016 11:40:26 AM Application data export finished Target group “voip_alert_2354(12)"

Running tasks: 0



Filtration of Intercepted Events

DETECTIVE  INVESTIGATION

+J-BE

4 Tg coprures
voip_alert_2354(12)
voip_alert_2354(12)_tm
voip_alert_2348
voip_alert_2340_rm
voip_alert_1186
voip_alert_1186_tm

woip_alert_S51

volp_alert_551_tm
rl Logs

4 g Detected Events
W voip_slert 2354(12)
N voip_slert 2349
W@ voip_alert_1126
W vop_slen 551

4 g Bports
- oo

4 @ P (163)

B vopslen2354012) [15)

B vorslen 2348 2
voip_alert 1126  [28)

voip_alet 551 ([80)

Main output

VIEW  ANALYZERS  HELP

Workspace manager Investigation manager

S

IP fraud attack (LR ENE 8 SIP fraud prefix trie

Showed item: 68

Drag a column header and drop it here to group by that column

From T

To

Contact T

-
Method 7T | Statusinfo 7 |StatusCode T

<sip:48422725851@31.186.86.14>
<5ip:48422725851@31.186.86.14>
<sip:umed_trunk3@31,186.86.14>
<sip:umed_trunk3@31,186.86.14>
<sipiumed_trunk3@31,186.86.14>
<sip:umed_trunk3@31,186.86.14>
<sip:48422725870@31.186.86.14>
<sip:48422725870@31.186.86.14>
<s5ip:48422725870@321.186.86.14>
<5ip:48422725870@31.186.86.14>
<5ip:48422725870@31.186.86.14>
<5ip:48422725870@31.186.86.14>
<sip;iumed_trunk3@31,186.86.14>
<sip:umed_trunk3@31.186.86.14>
<sip:umed_trunk3@31,186.86.14>
<sip:umed_trunk3@31.186.86.14>
<5ip:48422725870@21.186.86.14>
<5ip:48422725870@321.186.86.14>
<5ip:48422725870@31.186.86.14>
<sip:48422725870@31.186.86.14>

<<indRA?PT72SATNMAT 1RA AR 1d>

<sip:426326629@31.186.86.14>
<s5ip:426326629@31.186.86.14>
<sip:umed_trunk3@31,186.86.14>
<sip:umed_trunk3@31.186.86.14>
<sipiumed_trunk3@31,186.86.14>
<sipiumed_trunk3@31,186.86.14>
<sip:422565152@31.186.86.14>
<sip:422565152@31.186.86.14>
<5ip:422565152@31.186.86.14>
<5ip:422565152@31.186.86.14>
<5ip:422565152@31.186.86.14>
<5ip:422565152@31.186.86.14>
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<sip:umed_trunk3@212.51.198.238:20000>
<sip:.umed_trunk3@212.51.198.238:20000>
<sip:umed_trunk3@212.51.198.238:20000>
<5ip:48422725870@212.51.198.238:20000>
<5ip:48422725870@212.51.198.238:20000>
<5ip:48422725870®212.51.198.238:20000>
<sip:48422725870@®212.51.198.238:20000>

<sin'dRA? I T2SATNM 212 51 1GR 2 IA 200N >
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Captured Alert Detalls
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Packet Sequence Pattern

« 4P 212.51.218.242:0 - 185.40.4.95:0 conversation taxonomy reassembled stream
Transport Layer: P Up Flow Packets/Bytes: 0/ 0 Start:  1/1/0001 12:00:00 AM
Application Layer: Down Flow Packets/Bytes: 46 / 22358 End:  1/1/0001 12:00:00 AM
Client Host Address:  212.51.218.2420  Server Host Address: 185.40.4.95:0

Malformed Frames: 0 Missing Frames:

Extracted Bytes: Missing Bytes: (0%)
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Packet Analysis
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» r‘c:mm Structure Netwnrlr. Header Transport Header Application
Mg Lo P Ethernet = smac: BAEOF3622FCO, dmac: 0026982CF4C8 Offset T 0 0% 48 14 GF 0F 10 0T
4 W Detected Svans P Intemnet Protocol = s 148.81.190.140, da: 185.404.95
0000 00 26 98 2C F4 C8 8B E0 Eepaaan
i voip_slen 2354 4 \ser Datagram Protocel = sp: 5060, dp: 5074, len: 579
S Po 5060 oooe F3 62 2F CO 08B 00 45 00 .bf...E.
~ =
4 . B oures 0010 02 57 38 20 00 00 3C 11 JHE...<.
— H -
- T Destination Port = 5074 oo1e 34 11 94 51 BE 8C BS 28 4..0...(
4 P Length = 579 0020 04 SF 13 €4 13 D2 02 43 e e
i vz 23 Checksum = 21989 0028 55 E5 53 49 50 2F 32 2E U.SIP/2.
4 UDP Application data = Length : 5T1B 0030 30 20 34 30 31 20 55 &E 0.401.Un
ASCIl Data = SIP/2.0 401 Unauthorized 0038 61 75 74 68 6F 72 &% TA authoriz
Via: SIP/2.0/UDP 185.40.4.95:5074;branch=z9hG4bK-de2f90bcd49c6a34c 1 e79058988b2 148 received=185.40.4.95rport=5074 0040 65 64 OD | OA|SE £9 | 61 | 3A ed. Wias
From: 8888 <sip:3888@148.81.190,140>;tag=d 780 7e8
To: 1100972595746420 <sip:1100972595746420@148.81.190,140> tag=a531668¢90 ooss 20 (53|49 50) 2F | 52 | 2E| 30 -SIB/2.0
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Visualization
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Conclusion

SIP Fraud Attack

+ Gateway should not allow forwarding
calls to PSTN without proper
authentication.

« Many gateways have very poor
securily measures (il any al all)

+ A call to PSTN via the gateway
require to guess a correct prefi.
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Conclusion

+ We can monitor 100 Gbps.
+ Detection uses extended flow records
+ Presented system provides.
+ flow records
« full packet capture of detected |P
= history: beginning of each flow of
detected IP - Time Machine
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Conclusion

- We can monitor 100 Gbps.
- Detection uses extended flow records
- Presented system provides:
- flow records
- full packet capture of detected IP
- history. beginning of each flow of
detected IP - Time Machine
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