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Abst ract

In I Pv6 Statel ess Address Autoconfiguration (SLAAC), random zing the
interface identifier (I1D) is a common practice to pronote privacy.
If there are a very |large nunber of nodes, as has been discussed in
several use cases, the effect will to proportionately increase the
nunber of 11Ds. A duplicate address detection (DAD) cycle is needed
for each configured IID, introducing nore and nore overhead into the
network. Each failed DAD requires the initiating node to regenerate
a new | I D and undergo the DAD cycle again. This docunent proposes an
optim zed approach when higher privacy is required by given network
by all owi ng 6LBR (6LoWPAN Border Router) to provide a unique |ID,
avoi ding the potential duplication. Such practice also prevent
probable failure of time-critical application by enabling 6LBR to
suggest unique 11D, in case of address collision.

Additionally, further optimzations are suggested to enable multiple
concurrent DAD cycles and to return the suggested |1 D from 6LBR to
6LN in a space-efficient nanner.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2017.
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I nt roducti on

| Pv6 addresses in SLAAC are forned by concatenating a network prefix,
acquired from Router Advertisenent (RA) nessages, with a locally
generated |1 D [ RFC4862], [RFC2464]. Since the best nethod for
generating |1 Ds depends on the nature of networks, none of the
proposed nechani sns[ RFC4941], [ RFC7217] is considered a default
mechani sm  Usi ng nei ghbour discovery (ND), the uniqueness of newy
generated IIDis verified [RFC6775]. 6LBR perforns DAD, and replies
with a status. A failed DAD would require the initiating 6LN
(6LOWPAN node) to regenerate an |ID and wait for another DAD cycl e,
until the 6LN successfully registers a unique address [ RFC6775].
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A locally generated |11 D can be derived either from an enbedded | EEE
identifier [RFC4941], or randomy (based on a few vari abl es)
[RFC7217]. Since MAC reuse is unfortunately far nore comon than
usual |y assuned [RFC7217], |1Ds derived from MAC address are likely
to cause nore than the expected nunber of DAD failures. As soon as
the 6LN generates an IID, it sends the NS (Neighbor Solicitation)
message to 6LR (LLN Router). Then 6LR proceeds to send an | CMPv6
based DAR (Duplicate Address Request) nessage to 6LBR  An LN sends
out a NS after checking its | ocal cache for duplication; before
proceeding with DAR the 6LR al so protects agai nst address
duplication within a locally naintained Nei ghbor Cache Entry (NCE)

[ RFC7217] .

Use cases includi ng huge nunbers of nodes and vast scal e networks are
di scussed in [ RFC5548], [RFC5827]. The use of arbitrary II1Ds can
resol ve privacy concerns for a participating node, but a sinple NS
intended to be targeted to a small group of nodes can pollute all the
wirel ess bandwi dth [I-D. vyncke-6man-ntast-not-efficient]. Milticast
NS and NA are nuch nore frequent in |arge scale radi o environnent
with nmobil e devices [I-D.thubert-6l o-backbone-router]. Since the
I1Ds may be sporadically changed for privacy, the probability
increases that a duplicate II1Ds would result in DAD failure and
repeat ed DAD cycl es.

On the other hand, waiting for 6LN to regenerate another I1D due to a
failed DAD nmight lead to failure of time-critical application.

Thi s docunent describes optinizations to 6LOWPAN ND whi ch enabl e 6LBR
to grant a unique |ID for failed DAD, to undergo concurrent DAD and
to return an IIDto 6LN in a space-efficient manner.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119]. This document uses term nology from[RFC6775], [RFC2464],
[I-D.ietf-6man-default-iids], and
[I-D.ietf-6man-i pv6-address-generation-privacy].
SLLAGC Statel ess Link-Local Address Option
RI D:. Random | Dentifi er
PRF: Pseudo Random Functi on

1D Interface I Dentifier
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Thi s docunent al so uses the follow ng terns:
EARO Ext ended Address Regi stration Option
EDAR. Ext ended Duplicate Address Request
EDAC. Extended Duplicate Address Confirmation
LSB: Least Significant Bit
3. Likelihood of Address Collision
Fol  owi ng are several reasons to support necessity of this proposal

o Manufacturer may not follow a fine grained randomess in MAC
addr esses,

o Shorter than 64 bits MAC addresses are used in nunmerous constrained
t echnol ogi es, and

o Frequency of an 11D being changed, depends on the degree of privacy
that a particular application requires.

It depends on the way an |ID is generated using MAC address and with
shorter MAC addresses, it is nore likely to face address collision

4. 11D Assignnment by 6LBR
MAC driven |1 Ds [ RFC2464] reduce or elimnate the need for DAD, but
in practice such |1 D generation is discouraged
([I-D.ietf-6man-defaul t-iids],
[I-D.ietf-6man-i pv6-address-generation-privacy]), as common privacy
concerns still persist, for instance:
o0 Network activity correlation
o Location tracking,
0 Address scanni ng, and
0 Device-specific vulnerability exploitation
Moreover, nultiple approaches are proposed to suit different network
constraints. Mechanisns such as specified in [ RFC4941], which is

mai nl y based on MAC address or an appropriate sinple random nunber
generation algorithmcan be considered to generate I1D.
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Considering the scalability of a network and enabling 6LBR to suggest
an |1D, the method for 11D generation specified in [RFC7217] SHOULD
be used as this method is appropriate to support periodically

changi ng 11 Ds.

RI D (Random I dentifier) :=
| Prefix|Interface | ndex| N WI Dl DAD Count er| Randonm zed Secret Key|
\

\ /
\ /
Fom e e e oo Fom e e e oo Fom e e e oo +
| Hash Function |
F F F +
/ \
/ \

Extract 64 LSBs
Figure 1: Using RFC7217 to generate II1D

If DAD fails, the 6LBR will use public values for Prefix, Interface

I ndex, and Network ID; the remaining two variables (DAD Counter,
Random zed Secret Key) are | ocal values. Neighbor solicitation using
Iink-1ocal address cannot be avoi ded, but only the newy generated
I1D needs to be forwarded to the LN

6LN 6LR 6LBR
1. I --- NS with Address Reg——>l I

| [ ARO + SLLAQ | I
5 I I ---------- EDAR -------- > I
3 I I Sememmeo-- EDAC --------- I
4. i <-- NAwith Address Reg --- i i

[ EARO wi th St at us]
Figure 2: DAD cycle when 6LBR generates an |ID

The approach in this draft is reactive rather than proactive; 6LBR
only replies with a locally generated |11 D when DAD fails.

4.1. Advantages of suggested al gorithm

Ref erence to [ RFC7217] the resulting 11D fulfils follow ng nmain
advant ages:
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o For a given interface, sane prefix and subnet would al ways result
in sane |ID,

oIt would always be a different 11D generated when a different
prefix is used, and

o DAD Counter is another paraneter that is used in this algorithm
In case of address collision, this paraneter is incremented and the
resulting address would be different than the previ ous address.

4.2. Extended Request/Confirmation Message

The Prefix is the same throughout each LoWPAN network. This draft
uses that feature to reduce the size of the DAR

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| Type | Code | Checksum |
B T T i I T T o S S S e b S S S
St at us | Rsrv | Cycle | Regi stration Lifetime

i Sl S T i st S T i sl S S S SR

EUI - 64

I
I
I
, I
Regi stered 11D
I

I

+-

I

+ +

I

B i s T T S T et S S T S I T s sl s ol ST S S S

I

+ +

I

T T e o e e S S e e TR E
Fi gure 3: Extended Duplicati on Address Request

The fields are simlar to DAR in [RFC6775] except:

Type: 159 (TBD)

Cycle: 4 out of 8 reserved bits to identify the DAD cycl e between

gi ven 6LR and 6LBR  The reference is used |ater by 6LR to extract

Il D suggested by 6LBR

Unli ke the DAR, the Registered IID (64 bit) is returned instead of
Regi stered Address (128 bit).

EDAC reduces the space needed for returning the EU -64:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Code [ Checksum [
B i i S S i I e i S S R L e e e e
St at us | Rsrv | Cycle | Regi stration Lifetine
B e i S e e i S R T e O et s st S T S R S S R

I I
+- +
| _ |
+ EUI - 64/ XOR Aggr egati on +
I I
T T e b i i e e s . S I SR S
Fi gure 4: Extended Duplication Address Confirmation

The fields are simlar to DAC in [RFC6775] except:

Type: 160 (TBD)

Cycle: 4 out of 8 reserved bits identify the DAD cycle between the

6LR and 6LBR. The reference is used later by 6LR to extract the IID

suggested by 6LBR

In case of a failed DAD, a 6LBR-generated |1 D is aggregated using XOR
with EU -64; otherwi se the sane EU -64 occupies the 64 bits.

4.3. Extended Address Registration Option

ARO and EARO can ONLY be initiated by host and 6LR, respectively.

[ RFC6775] expects the reply of a host initiated ARO from 6LR with the
same ARO except for changing the status bit to indicate the
duplication detection. EARO is introduced in this docunment; 6LR can
send out this option if it receives EDAC instead of DAC from 6LBR

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| Type | Length = 2 | St at us | Reserved |
B T T i I T T o S S S e b S S S
| Reserved | Regi stration Lifetime |

B S i i i I I S S S S S S S S S S
+ EUl - 64/ XOR Aggr egati on +
B T o S o e I et T s o S e e i sl wik sl ST S A

Fi gure 5: Extended Address Registration Option

The fields are simlar to AROin [RFC6775] except:
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Type: 36 (TBD)

EUI - 64/ XOR Aggregation: a 64 bit 11D generated by 6LBRis XOR ed with
EUI - 64.

5. Concurrent DAD

In [ RFC6775], 6LN is expected to generate an II D, so 6LR only acts on
the first unique 11D claimand silently discards any later clains for
the sane IID. In contrast, this docunent enables 6LBR to assign a
unique IIDin case of a duplicate IID claimby 6LR For this
purpose, a "Cycle" field is introduced to enable concurrency that
will be helpful for |arge-scale networks [RFC5548]. See Figure 3 and
Figure 4 for the format of the Cycle field.

6. Aggregation Approach

Each iteration of DAR and DAC [ RFC6775] carries the entire 128 bit
Regi stered Address during the DAD routine, even though the network
Prefix is the same throughout each LoWPAN. This document enabl es
eliding the network prefix part of the Registered Address as well in
EDAC and EARO usi ng sinple XOR aggregation. The aggregated 64 bit
field carries EU -64 and suggested IID. See Figure 4 and Figure 5
for the fornmat of the EUl-64/ XOR Aggregati on.

Under the proposed arrangenent, 6LBR would only aggregate val ues, 6LN
woul d only extract values and 6LR woul d do bot h.

At 6LR before sending EDAR to 6LBR:

0 6LR woul d use the 4 out of 8 Reserved "Cycle" bits of EDAR to keep
track of multiple DAD cycles. These iterations are recorded at 6LR
and that information is used to extract |1 D/ EU -64 from EDAC to be
forwarded to the appropriate 6LN.

At 6LBR before sending to 6LR

o If Status = 0 (Success), then 6LBR returns EDAC using all the
val ues as received from EDAR

olf Status = 1 (Duplicate), then 6LBR generates IID and XORs it with
EU -64 to return in the EDAC to 6LR

At 6LR before sending to 6LN:

o If Status = 0 (Success) then keep the claimed address of 6LN as
Destination Address for ARO to 6LN.
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olf Status = 1 (Duplicate), then match the "Cycle" bits of EDAC to
extract (using XOR) the EU -64 address and use the extracted address
as the Destination Address for EARO to 6LN.

Finally, at 6LN:

o If Status = 0 (Success), 6LN starts using the address that it
cl ai ned.

o If Status = 1 (Duplicate) then 6LN XORs the received EU -64 address
with its clainmed EU -64, which results in the newly generated |IID
sent by 6LBR

7. | ANA Consi derati ons

7.1. EDAR and EDAC Messages, and EARO Option

The docunent requires two new | CVMPv6 type numbers under the
subregistry "I CVWPv6 "type" Nunbers’:

0 Extended Duplicate Address Request (159)
0 Extended Duplicate Address Confirnation (160)

This docunment requires a new ND option type under the subregistry
"I Pv6 Nei ghbor Discovery Option Formats":

0 Extended Address Registration Option (36)
7.2. Additions to Status Field

One new value is required for the "Address Registration Option Status
Val ues" sub-registry under the "1 Pv6 Nei ghbor Di scovery Option

For mat s"
o m e e oo o +
| Status | Description |
Fomm e - - o m e e e e e e e e e e e e e e e m e e e e e mm e e e am o +
| O | Success |
| 1 | Duplicate Address [
| 2 | Nei ghbor Cache Full |
| 3 | 6LBR generated IID |
| 4-255 | Allocated using Standards Action [ RFC5226] |

Addition to Status bits
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8. Security Considerations
TBD
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