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Abst ract

RFC 7668 descri bes the adaptati on of 6LOWPAN techniques to enabl e

| Pv6 over Bluetooth | ow energy networks that follow the star

topol ogy. However, recent Bluetooth specifications allow the
formati on of extended topol ogies as well. This docunent specifies
the mechani snms needed to enable | Pv6 over nesh networks conposed of
Bl uetooth | ow energy |inks established by using the Bl uetooth

I nternet Protocol Support Profile.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect

Gonez, et al. Expires May 4, 2017 [ Page 1]



Internet-Draft | Pv6 mesh over Bl uetooth LE Cct ober 2016

to this docunment. Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction .
1.1. Term nol ogy and ReqU|renents Language
2. Bluetooth LE Networks and the | PSP .
3. Specification of |IPv6 nesh over Bl uetooth LE netmorks .
Prot ocol stack
Subnet nodel
Li nk nodel .
3 1. Stateless address autoconflguratlon.
.3.2. Neighbor D scovery
.3.3. Header conpression .
.3.4. Unicast and multicast napplng
IANA Consi derations . A .
Security Considerations
Acknowl edgenent s
Ref erences .
7 1. Nornmtive References
7.2. Infornmative References
Aut hors’ Addresses

WWWWWN R

Nook

1. I nt roduction

=

QUOWWOWWWWONOUTUO DDA WWWN

Bl uetooth | ow energy (hereinafter, Bluetooth LE) was first introduced

in the Bluetooth 4.0 specification. Bluetooth LE (which has been
mar ket ed as Bluetooth Snart) is a | ow power wirel ess technol ogy
designed for short-range control and nonitoring applications.

Bl uetooth LE is currently inplenented in a wi de range of consumer

el ectroni cs devi ces, such as snartphones and wearabl e devices. @G ven

the high potential of this technology for the Internet of Things,
Bl uet oot h Special Interest Group (Bluetooth SIG and the | ETF have
produced specifications in order to enable |Pv6 over Bluetooth LE

t he

such as the Internet Protocol Support Profile (I1PSP) [IPSP], and RFC

7668, respectively. Bluetooth 4.0 only supports Bluetooth LE

networks that follow the star topology. In consequence, RFC 7668 was

specifically devel oped and optinized for that type of network
topol ogy. However, subsequent Bl uetooth specifications allow the
formati on of extended topol ogi es [BTCorev4. 1], such as the nesh

topol ogy. The functionality described in RFC 7668 is not sufficient

and would fail to enable IPv6 over nesh networks conposed of

Bl uetooth LE |inks. This docunent specifies the nechanisns needed to

enabl e 1 Pv6 over nesh networks conposed of Bluetooth LE |inks. This

specification also allows to run I Pv6 over Bluetooth LE star topol ogy
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1.

3.

networ ks, albeit without all the topol ogy-specific optinizations
contained in RFC 7668.

1. Term nol ogy and Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The terns 6LOWPAN Node (6LN), 6LoWPAN Router (6LR) and 6LoWPAN Border
Router (6LBR) are defined as in [RFC6775], with an addition that

Bl uetooth LE central and Bluetooth LE peripheral (see Section 2) can
bot h be adopted by a 6LN, a 6LR or a 6LBR

Bl uet oot h LE Networ ks and the | PSP

Bl uetooth LE defines two Generic Access Profile (GAP) rol es of

rel evance herein: the Bluetooth LE central role and the Bluetooth LE
peripheral role. A device in the central role, which is called
central fromnow on, has traditionally been able to manage nultiple
si mul t aneous connections with a nunber of devices in the periphera
role, called peripherals hereinafter. Bluetooth 4.1 introduced the
possibility for a peripheral to be connected to nore than one centra
simul taneously, therefore all owi ng extended topol ogi es beyond the
star topology for a Bluetooth LE network. 1In addition, a device may
simul taneously be a central in a set of link |ayer connections, as
well as a peripheral in others. On the other hand, the I PSP enabl es
di scovery of | P-enabled devices and the establishnment of a |ink | ayer
connection for transporting |IPv6 packets. The | PSP defines the Node
and Router roles for devices that consune/originate | Pv6 packets and
for devices that can route | Pv6 packets, respectively. Consistently
with Bluetooth 4.1, a device nmay inplenment both roles simultaneously.

Thi s docunent assumes a nesh network conposed of Bluetooth LE Iinks,
where |ink | ayer connections have been established between

nei ghbori ng | Pv6-enabl ed devices. The IPv6 forwarding devices of the
mesh have to inplenment both Node and Router roles, while sinpler

| eaf-only nodes can inplenent only the Node role. In an |IPv6-enabled
mesh of Bluetooth LE Iinks, a node is a neighbor of another node, and
vice versa, if a link layer connection has been established between
both by using the I PSP functionality for discovery and |ink |ayer
connection establishment for |Pv6 packet transport.

Specification of |1Pv6 nesh over Bluetooth LE networks
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3.1. Protocol stack

Figure 1 illustrates the protocol stack for |Pv6 nmesh over Bl uetooth
LE networks. There are two nmain differences with the | Pv6 over

Bl uetooth LE stack in RFC 7668: a) the adaptation |ayer bel ow | Pv6
(labelled as "6Lo for mesh of Bluetooth LE") is now adapted for mesh
net wor ks of Bluetooth LE links, and b) the protocol stack for |Pv6
mesh networ ks of Bluetooth LE links includes |IPv6 routing
functionality.

oo e e e e e e e e e e e eaaa o +

| Appli cation |

Fomm e oo - B +

| PSS | | UDP/ TCP/ ot her |

Fomm e - B +
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Fomm e oo - Fo e e e e e e e e e e e e e e e e e e e e e e +
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o o m e e e e e e e e e e e e e e e e e e e e eee - +
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Figure 1: Protocol stack for |IPv6 nesh over Bluetooth LE
3.2. Subnet nodel

For 1 Pv6 nmesh over Bluetooth LE, a multilink nodel has been chosen

as further illustrated in Figure 2. As IPv6 over Bluetooth LE is

i ntended for constrained nodes, and for Internet of Things use cases
and environnents, the conplexity of inplenmenting a separate subnet on
each peripheral-central link and routing between the subnets appears
to be excessive. In this specification, the benefits of treating the
collection of point-to-point links between a central and its
connected peripherals as a single multilink subnet rather than a
multiplicity of separate subnets are considered to outweigh the

mul tilink nodel’s drawbacks as described in [ RFC4903].
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to the I nternet

Figure 2: Exanple of an IPv6 nesh over a Bluetooth LE network
connected to the Internet

One or nore 6LBRs are connected to the Internet. 6LNs are connected
to the network through a 6LR or a 6LBR A prefix is used on the
whol e subnet.

| Pv6 mesh networks over Bluetooth LE MUST foll ow a route-over
approach. This docunent does not specify the routing protocol to be
used in an | Pv6 nmesh over Bluetooth LE

3.3. Link nodel
3.3.1. Stateless address autoconfiguration

6LN, 6LR and 6LBR | Pv6 addresses in an | Pv6 nmesh over Bluetooth LE
are configured as per section 3.2.2 of RFC 7668.

Mul ti hop DAD functionality as defined in section 8.2 of RFC 6775, or
sone substitute mechani sm (see section 3.3.2), MJIST be supported.

3.3.2. Neighbor Discovery

" Nei ghbor Di scovery Optimization for |Pv6 over Low Power Wrel ess
Personal Area Networks (6LoWPANs)' [RFC6775] describes the nei ghbor
di scovery approach as adapted for use in several 6LoWPAN topol ogi es,
i ncluding the mesh topology. The route-over functionality of RFC
6775 MJST be support ed.

The follow ng aspects of the Nei ghbor Discovery optim zations
[ RFC6775] are applicable to Bluetooth LE 6LNSs:
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1. A Bluetooth LE 6LN MJUST NOT register its link-local address. A
Bl uetooth LE 6LN MJST register its non-link-local addresses with its
routers by sending a Neighbor Solicitation (NS) nmessage with the
Address Regi stration Option (ARO and process the Nei ghbor
Advertisenment (NA) accordingly. The NS with the ARO opti on MJST be
sent irrespective of the nethod used to generate the IID. The ARO
option requires use of an EU -64 identifier [RFC6775]. |In the case
of Bluetooth LE, the field SHALL be filled with the 48-bit device
address used by the Bluetooth LE node converted into 64-bit Mdified
EU - 64 format [RFC4291].

If the 6LN registers for a sanme conpression context nultiple
addresses that are not based on Bl uetooth device address, the header
conmpression efficiency will decrease.

2. For sending Router Solicitations and processing Router
Advertisenents the Bluetooth LE 6LNs MJST, respectively, follow
Sections 5.3 and 5.4 of the [RFC6775].

3. The router behavior for 6LRs and 6LBRs is described in Section 6
of RFC 6775. However, as per this specification, routers SHALL NOT
use nulticast NSs to discover other routers’ link |ayer addresses.

4. Border router behavior is described in Section 7 of RFC 6775.

RFC 6775 defines substitutable nechanisns for distributing prefixes
and context information (section 8.1 of RFC 6775), as well as for
Duplicate Address Detection across a route-over 6LOWPAN (section 8.2
of RFC 6775). Inplenmentations of this specification MUST support the
features described in sections 8.1 and 8.2 of RFC 6775 unl ess sone
alternative ("substitute") fromsome other specification is

support ed.

3.3.3. Header conpression

Header conpression as defined in RFC 6282 [ RFC6282], which specifies
the conpression fornmat for | Pv6 datagrans on top of |EEE 802.15.4, is
REQUI RED as the basis for | Pv6 header conpression on top of Bluetooth
LE. Al headers MJST be conpressed according to RFC 6282 [ RFC6282]
encodi ng fornmats.

To enabl e efficient header conpression, when the 6LBR sends a Router
Advertisenment it MJST include a 6LOWPAN Cont ext Option (6CO

[ RFC6775] matching each address prefix advertised via a Prefix
Information Option (PIO [RFC4861] for use in statel ess address

aut oconfiguration.
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The specific optimzations of RFC 7668 for header conpression, which
exploit the star topology and ARO, cannot be generalized in a nesh
net wor k conposed of Bluetooth LE links. Still, a subset of those
optim zations can be applied in sone cases in such a network. In
particular, the latter conprise link-1ocal interactions, non-link-

| ocal packet transmi ssions originated and performed by a 6LN, and
non-1ink-1ocal packet transm ssions originated by a 6LN nei ghbor and
sent to a 6LN. For the rest of packet transm ssions, context-based
compressi on MAY be used.

When a device transnits a packet to a neighbor, the sender MJST fully
elide the source IIDif the source |IPv6 address is the link-1oca
address based on the sender’s Bluetooth device address (SAC=0,
SAM=11).  The sender also MUST fully elide the destination |IPv6
address if it is the link-1ocal-address based on the nei ghbor’s

Bl uet oot h devi ce address (DAC=0, DAM=11).

Wien a 6LN transmits a packet, with a non-link-1ocal source address
that the 6LN has registered with AROin the next-hop router for the

i ndi cated prefix, the source address MJST be fully elided if it is
the | atest address that the 6LN has registered for the indicated
prefix (SAC=1, SAMF1l). |If the source non-link-local address is not
the | atest registered by the 6LN, then the 64-bits of the |1 D SHALL
be fully carried in-line (SAC=1, SAMEOl) or if the first 48-bits of
the 11D match with the |l atest address registered by the 6LN, then the
| ast 16-bits of the |1 D SHALL be carried in-line (SAC=1, SAM:10).

When a router transnits a packet to a neighboring 6LN, with a non-

I ink-1ocal destination address, the router MJST fully elide the
destination | Pv6 address if the destination address is the |atest

regi stered by the 6LN with ARO for the indicated context (DAC=1,
DAME11). If the destination address is a non-link-1ocal address and
not the latest registered, then the 6LN MJST either include the IID
part fully in-line (DAME01) or, if the first 48-bits of the 11D match
to the latest registered address, then elide those 48-bits (DAM=10).

3.3.4. Unicast and nulticast nmapping

The Bl uetooth LE Link Layer does not support nulticast. Hence,
traffic is always uni cast between two Bl uetooth LE nei ghboring nodes.
If a node needs to send a nulticast packet to several neighbors, it
has to replicate the packet and unicast it on each |link. However
this may not be energy efficient, and particular care nmust be taken
if the node is battery powered. A router (i.e. a 6LR or a 6LBR) MJST
keep track of neighboring nmulticast listeners, and it MJST NOT
forward nulticast packets to neighbors that have not registered as
listeners for multicast groups the packets belong to.
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4.

7

| ANA Consi derati ons

There are no | ANA considerations related to this docunent.
Security Considerations

The security considerations in RFC 7668 apply.

| Pv6 nesh networks over Bluetooth LE require a routing protocol to
find end-to-end paths. Unfortunately, the routing protocol may
generate additional opportunities for threats and attacks to the
net wor k.

RFC 7416 [RFC 7416] provides a systematic overview of threats and
attacks on the 1 Pv6 Routing Protocol for Low Power and Lossy Networks
(RPL), as well as counterneasures. In that docunent, described
threats and attacks conprise threats due to failures to authenticate,
threats due to failure to keep routing information, threats and
attacks on integrity, and threats and attacks on availability.
Reported counterneasures conprise confidentiality attack, integrity
attack, and availability attack counterneasures.

Wil e this specification does not state the routing protocol to be
used in I Pv6 nmesh over Bluetooth LE networks, the guidance of RFC
7416 is useful when RPL is used in such scenarios. Furthernore, such
gui dance may partly apply for other routing protocols as well.
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