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Abst ract

Thi s docunment specifies a new type to the 6LOWPAN Di spatch Page 1
[I-D.ietf-roll-routing-dispatch] for carrying the expiration time of
data packets within the 6LOWPAN routing header. The expiration tine
is useful in making forwardi ng and schedul i ng decisions for tine
critical IoT M2M applications that need deterministic delay

guar ant ees over constrai ned networks and operate within time-
synchroni zed net works.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 1, 2017.
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1. Introduction

Low Power and Lossy Networks (LLNs) coul d be enpl oyed for

i npl ementing real tine industrial applications that require end-to-
end del ay guarantees [I|-D. grossnman-det net-use-cases]. The

Determ nistic Network requires that data packets generated by the
senders have to reach the receivers within strict tinme bounds.
Including an expiration tine information in the packets enabl es

i ntermedi ate nodes to make appropriate packet forwardi ng and
schedul i ng decisions to neet this requirenent.

The draft [I-D.ietf-roll-routing-dispatch] specifies the 6LOWPAN
Routi ng Header (6LoRH), conpression schenes for RPL routing (source
routing) operation [RFC6554], header conpression of RPI field

[ RFC6553], and IP-in-1P encapsul ation. This docunent specifies a new
Ti mest anp- 6LoRH type to the 6LoWPAN Di spatch Page 1 for including the
expiration tine of data packets within the 6LoWPAN routing header

In addition, this specification specifies handling of the expiration
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ti me when packets traverse through tine-synchroni zed networks
operating in different tinmezones and distinct reference cl ocks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. 6LORHC Header For mat
The generic header format of the 6LORHC header is specified in

[I-D.ietf-roll-routing-dispatch]. Figure 1 describes the generic
header format for the 6LOoRHC header

0 1

0123456789012345

B T i I S S i N -+
|1]0l X TSE | Type I I
T T S S it SN S -+

<-- Length inpiiéd by Type/ TSE -->
Fi gure 1: 6LORHC header fornmat

1. Xbit: In Figure 1, if "X is Othenit is a critical header. |If
"X is 1, then it is a elective header

2. TSE: Type Specific Extension. The neani ng depends on the Type,
whi ch nust be known to all the nodes. The interpretation of the
TSE depends on the Type field that follows. For instance, it may
be used to transport control bits, the nunber of elenments in an
array, or the length of the remainder of 6LORHC expressed in a
unit other than bytes.

3. Type: Type of the 6LoRHC
4. Length: variable

4. Ti mest anp- 6LoRH header
The Ti nest anp- 6LoRH header (see Figure 2) is an elective 6LoRH header
that provides a conpressed formof expiration tine for an | Pv6
datagram Al nodes within the network SHOULD support the Tinestanp-
6LORH header in order to support delay-sensitive determnistic

applications. 1In this specification, the packet origination tine is
represented in mcroseconds. |In the case of 6tisch networks which is
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expl ai ned below, the origination tine is the current ASN
[I-D.vil aj osana-6tisch-ninimal] converted into mcroseconds.

0 1

0123456789012345
B e T o S S I ik T T -+ L - -
| 1] 0] 1] D] Size |6LoRH Type TBD | Expiration time in mcrosec
B T s S i e S S S -+ L - L -+

Fi gure 2: Ti mestanp-6LoRH header format

Dflag (1 bit): The 'D flag, set by the Sender, indicates the action
that needs to be taken when an 6LR detects expiration tinme is
elapsed. If "D bit is 1, then the 6LR SHOULD drop the packet if the
expiration time is elapsed. If D bit is 0, then the 6LR can choose
to ignore the expiration tine and forward it.

Size (4 bits): Size represents the total length of expiration tinme
measured in octets. In this specification, the maxi numlength of the
expiration time is 8 octets (64 bits).

For exanple, Size = 0001 neans the expiration tine in the 6LoRHC
timestanp header is 1 octet (8 bits) long. Likew se, Size = 1000
nmeans the expiration tine in the 6LORHC timestanp header is 8 octet
(64 bits) Iong.

6LORH Type: In this specification, Type value for the Tinestanp-6LoRH
is TBD.

Expiration tine: This field describes the tine |imt before which the
packet SHOULD be delivered to the Receiver:

expiration_time = packet_origination_time +
max_al | owabl e_transm ssi on_del ay.

Whenever the Sender initiates the IP datagram it includes the

Ti mest anp- 6LoRH header along with other 6LORH routing header
informati on. The 6LoRH timestanp contains the expiration time as
given in the above expression. Since the maxi num al |l owabl e
transm ssion delay is specific to each application, the expiration
time is of variable |ength.

Exanmple: In a 6Ti SCH network let the time-slot length be 10nms. |If
the packet_origination_time = Current ASN is 200, and the
max_al | owabl e_delay is 1 second, then

expiration_tinme = packet _origination_tinme + nmax_al |l owabl e_del ay
= 200*10ms + 1 second
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= 3 * 1076 nicroseconds

This expiration time requires 22 bits, or 3 octets, in length. The
Size is represented as x0011

5. Ti nmestanp- 6LoRH Header in Heterogeneous Network Scenari os

In this section, Tinmestanp-6LoRH header operation is described for 3
different network scenarios. Figure 3 depicts a constrained time-
synchroni zed LLN that has two subnets N1 and N2, connected through
BBRs [I-D.ietf-6lo-backbone-router] with different reference clock
times T1 and T2.

) +
| Time Synchronized
[ net wor k [
TS TS +
I
I
I
S S +
I I
+--- o= + +--- o= +
[ | Backbone [ | Backbone
0 | | router | | router
+----- + +----- +
0 0 0
0 o o 0O 0O O 0O o0 O
o] LLN o] o LLN o o
o o 0 0 00O 0o o

6LoWPAN Net wor k (N1 sub-net) 6LoWPAN Net wor k (N2 sub-net)
Figure 3: Intra-network Tinezone Scenario
Case 1: Endpoints in the sane DODAG N1 sub-net) in non-storing node.

Let us consider the scenario, as shown in Figure 4, where the Sender
'S has an | P datagramto be routed to a Receiver 'R wthin the sane
DODAG.  For the route segnment from Sender to 6LBR, the Sender

i ncludes a Ti mestanp-6LoRH header. Subsequently, 6LR will perform
hop- by-hop operation to forward the packet towards the 6LBR.  Once
the I P datagramreaches 6LBR, it generates |Pv6-in-1Pv6 encapsul ated
packet when sendi ng the packet downwards to the Receiver
[I-D.ietf-roll-useofrplinfo]. The 6LBR copies the Tinmestanp-6LoRH
header fromthe Sender originated |IP header to the outer |P header
The Ti nest anp- 6LoRH header contained in the inner |IP header is

el i ded.
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At the tunnel endpoint of |Pv6-in-I1Pv6 encapsul ation, the Ti mestanp-
6LORH header is copied back fromthe outer header to inner header,
and the inner |IP packet is handed over to 'R.

Fom e e +
n | 6LBR | [
I I I I
| oo + |
Defaul t | (F)/ I\ | IP-in-IP
routing | I\ /] N [ Encapsul ati on
I / \ (9 (D |
| (A 4= R A A
| 7]\ [\: (B) : R |
S : : [\ \%

Figure 4: End points within same DODAG N1 sub-net)

Case 2: Packet transm ssion in Heterogeneous Deterministic Networks
(Het er ogeneous L2 Technol ogi es)

Let us consider the scenario, as shown in Figure 5 where the Sender
'S (belonging to DODAG 1) has I P datagramto be routed to a Receiver
"R over a time-synchronized | Pv6 network. For the route segnent
from’S to 6LBR, 'S includes a Tinestanp-6LoRH header

B +
| Tine |
| synchronized [------ R
| network |
I +
I
I
__________ U
n I
| Ho- - - -+
| | 6LBR |
Default | | |
routing | +o---- - +
| (F)/ /] \
[ [\ /] N
I / \' (O | (D
(A (By /| 1]\
[\ [ \: (B
S : [\

Figure 5: Packet transnmission in different Deterninistic Networks or
I nt er net
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Subsequently, 6LR will perform hop-by-hop operation to forward the
packet towards the 6LBR. Once the | P datagramreaches 6LBR of
DODAGL, it perfornms the follow ng operation. It conputes the
remaining tinme by subtracting the elapsed tinme fromthe expiration
time. The Tinestanp-6LoRH header is updated with the remaining tine.
This value can then be encoded into | n-band OAM Edge to Edge option
[I-D. brockners-inband- oam data] and handed over to | Pv6 |ayer for
further routing. Since the |IP datagramis routed to another tine
synchroni zed determnistic network following its own distinct
reference clock, the expiration tinme in In-band OQAM i s updated by
adding the renmaining time to the current tine according to the tine
synchroni zati on of the network of the outgoing interface.

Case 3: Packet transm ssion across different DODAGs (N1 to N2)

Let us consider the scenario, as shown in Figure 6, where the Sender
'S (belonging to DODAG 1) has an | P datagramto be sent to Receiver
"R bel onging to another DODAG (DODAG 2). For the route segnent from
'S to 6LBR, 'S includes the Tinmestanp-6LoRH header. Subsequently,

each 6LR wi ||l perform hop-by-hop operation to forward t he packet
towards the 6LBR. Once the | P datagramreaches 6LBR of DODAGL, it
perforns the followi ng operation. It conputes the renmaining tine by

subtracting the elapsed tine fromthe expiration tine. The
expiration tinme in the Ti nestanp-6LoRH header is updated with the
remaining time. It will then forward the packet to 6LBR of DODAG2.
Once the | P datagram reaches 6LBR of DODA®, it updates the

Ti mest anp- 6LoRH header by adding the current tinme of DODAR.
Further, it generates |Pv6-in-1Pv6 encapsul ated packet when sendi ng
the packet downwards to the Receiver [I-D.ietf-roll-useofrplinfo].

Ti me synchroni zed network

o +-
DODAGL +———|+———+ +———|+———+ DODAG2
Instance 1 | 6LBR | | 6LBR | Instance 2
- L]
(F)/ ]\ (F)/ ]\ |
I\ /] \ I\ /] \ |
/ \ (O | (D / \ (O | (D |IP-in-IP
(A (B) / | /7 |\ (A (B) / | / |\ | Encapsulation
I\ | \: (E) [\ [ \: (B : ]
S:: : [\ Do : [\ |
: : : R \%
Network N1, time zone T1 Net Wrk N2, time zone T2

Fi gure 6: Packet transmission in different DODAGS(N1 to N2)
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Let us consider an exanple of a 6Ti SCH network where S in DODAGL
generates the packet at ASN 200 to R in DODA®R. Let the maxi num

al | owabl e delay be 1 second. The time-slot |length in DODAGL and
DODAR2 is assuned to be 10ns. Once the expiration tinme is encoded in
Ti mest anp- 6LoRH header, the packet is forwarded to LBR of DODAGL.

Let us say the packet reaches LBR of DODAGL at ASN 250.

current _time = ASN at LBR * slot_I| ength_val ue.
remaining tinme = expiration_tine - current _tine.

= ((packet _origination_tine + nax_all owabl e_transm ssi on_del ay) -
current tinmne)

(200*10 ms + 1 second) - 2.5 seconds
0.5 second
5 * 10°5 m croseconds.

The remaining tine is encoded in In-Band OAM (see Case 2) and
forwarded to LBR2 over a different L2-interface, typically wred.
Once the packet reaches LBR2, the expiration time in Timestanp-6LoRH
header is re-calculated by adding to it the current ASN, before
forwardi ng the packet to its connected 6Ti SCH net wor k.

6. | ANA Consi derati ons

Thi s docunment defines a new 6LOWPAN Ti nest anp Header Type, and
assigned a value of TBD fromthe 6LoWPAN Di spat ch Pagel nunber space.

Fi gure 7: Tinmestanp-6LoRH header type
7. Security Considerations
The security considerations of [RFC4944], [RFC6282] and [ RFC6553]
apply. Using a conpressed fornat as opposed to the full in-line

format is logically equival ent and does not create an opening for a
new t hreat when conpared to [ RFC6550], [RFC6553] and [ RFC6554].
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