6l o Wrking G oup C. CGonez

I nternet-Draft J. Paradells
I nt ended status: Standards Track UPC/ i 2CAT
Expires: April 26, 2017 J. Crowcroft

Uni versity of Canbri dge
Cct ober 23, 2016

Optim zed 6LOWPAN Fragnent ati on Header
draft - gonmez- 6l o- opti m zed-fragnent ati on- header - 00

Abst ract

RFC 4944 specifies 6LOWPAN fragnentation, in order to support the

| Pv6 MIU requirenment over |EEE 802.15.4-2003 networks. The 6LoWPAN
fragmentati on header format conprises a 4-byte format for the first
fragment, and a 5-byte format for subsequent fragments. This
specification defines a nore efficient 3-byte, optinized 6LoWPAN
fragmentati on header for all fragnents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 26, 2017
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

| Pv6 over Low Power Wrel ess Personal Area Network (6LoWPAN) was
originally designed as an adaptation |ayer intended to enable |IPv6
over | EEE 802.15.4- 2003 networks [ RFC4944]. One of the 6LoWPAN
protocol suite conponents is fragnentation, which fulfills the |IPv6
MIU requi rement of 1280 bytes [RFC2460] over a radio interface with a
| ayer two (L2) payload size around 100 bytes (in the best case) and
wi t hout fragnmentation support [RFC4944].

RFC 4944 defines the 6LOWPAN fragnentati on header format, which
conmprises a 4-byte format for the first fragment, and a 5-byte format
for subsequent fragnents. This specification defines a nore
efficient 3-byte, optim zed 6LoWPAN Fragnentati on Header (6LoFH).

The benefits of using 6LoFH are the follow ng:

-- Reduced overhead for transporting an | Pv6 packet that requires
fragmentation (see Annex A). This decreases consunption of energy
and bandw dth, which are typically limted resources in the scenarios
where 6LOWPAN fragnentation is used

-- Because the datagram offset can be expressed in increnents of a
single octet, 6LoOFH enables the transport of |Pv6 packets over L2
data units with a maxi num payl oad size as snall as only 4 bytes in
the nmost extrenme case. Note that RFC 4944 fragnmentation can only be
used over L2 technologies with a maxi num L2 payl oad size of at |east
13 bytes.

Gonez, et al. Expires April 26, 2017 [ Page 2]



Internet-Draft 6l o fragnentation header Cct ober 2016

In conparison with the 6LoWPAN fragmentati on header, parsing of the
6l oFH format is also sinplified, as the format has a constant size
and a 'symmretric’ shape for both the first fragment and subsequent
fragments. However, receiver buffer nanagenent will involve greater
complexity as explained in Section 3.

1.1. Conventions used in this docunent

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

2. ©6LoFH rul es and for mat

If an entire payload (e.g., IPv6) datagramfits within a single L2
data unit, it is unfragnmented and a fragnentation header is not
needed. |f the datagram does not fit within a single L2 data unit,
it SHALL be broken into fragments. The first fragment SHALL contain
the first fragment header as defined in Figure 1.

1 2
012345678901234567890123
B i e i o S i ik e T S B TR e
|1 100 1 dat agram si ze | datagramtag |
B S i T e e e O S T e I et i S e S S s

Figure 1: First Fragnent

The second and subsequent fragments (up to and including the |ast)
SHALL contain a fragnentati on header that confornms to the format
shown in Figure 2.

1 2
012345678901234567890123
e e o T T o e e S R e e e R e
|1 1010 dat agr am of f set | datagramtag |
B i i S S I T i i T S R

Fi gure 2: Subsequent Fragnents

datagram si ze: This 11-bit field encodes the size of the entire IP
packet before link-layer fragmentation (but after IP |ayer
fragmentation). For IPv6, the datagram size SHALL be 40 octets (the
size of the unconpressed | Pv6 header) nore than the val ue of Payl oad
Length in the | Pv6 header [ RFC4944] of the packet. Note that this
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packet nmay al ready be fragnmented by hosts involved in the
comruni cation, i.e., this field needs to encode a maxi mum | ength of
1280 octets (the required by |IPv6).

datagramtag: The value of datagramtag (datagramtag) SHALL be the
same for all fragnents of a payload (e.g., |Pv6) datagram The
sender SHALL increnment datagramtag for successive, fragnented
datagranms. The increnmented val ue of datagramtag SHALL wrap from 255
back to zero. This fieldis 8 bits long, and its initial value is
not defi ned.

datagram offset: This field is present only in the second and
subsequent fragments and SHALL specify the offset, in increments of 1
octet, of the fragment fromthe begi nning of the payl oad dat agram
The first octet of the datagram (e.g., the start of the |1 Pv6 header)
has an offset of zero; the inplicit value of datagramoffset in the
first fragment is zero. This field is 11 bits |ong.

The recipient of link fragments SHALL use (1) the sender’s L2 source
address, (2) the destination’s L2 address, (3) datagramsize, and (4)
datagramtag to identify all the fragments that belong to a given

dat agram

Upon receipt of a link fragnment, the recipient starts constructing
the original unfragnented packet whose size is datagramsize. It
uses the datagramoffset field to determ ne the location of the

i ndi vidual fragnents within the original unfragnmented packet. For
exanple, it may place the data payl oad (except the encapsul ation
header) within a payl oad datagram reassenbly buffer at the |ocation
specified by datagramoffset. The size of the reassenbly buffer
SHALL be determi ned from datagram size

If a fragnment recipient disassociates fromits L2 network, the

reci pient MIUST discard all link fragnents of all partially
reassenbl ed payl oad datagrans, and fragnment senders MJST discard all
not yet transmtted link fragments of all partially transnitted

payl oad (e.g., |Pv6) datagrans. Similarly, when a node first
receives a fragnent with a given datagramtag, it starts a reassenbly
timer. Wien this time expires, if the entire packet has not been
reassenbl ed, the existing fragnents MJST be di scarded and the
reassenbly state MJST be flushed. The reassenbly tinmeout MJST be set
to a maxi num of TBD seconds).

3. Changes from RFC 4944 fragnentati on header and rationale
The main changes introduced in this specification to the

fragmentation header fornmat defined in RFC 4944 are |isted bel ow
together with their rationale:
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-- The datagram size field is only included in the first fragment.
Rationale: In the RFC 4944 fragnentati on header, the datagram size
was included in all fragnents to ease the task of reassenbly at the
receiver, since in an | EEE 802. 15.4 nesh network, the fragnent that
arrives earliest to a destination is not necessarily the first
fragment transnitted by the source. Nevertheless, the fragnentation
format defined in this docunent supports reordering, at the expense
of additional conplexity in this regard

-- The datagramtag size is reduced from2 bytes to 1 byte.
Rationale: Gven the low bit rate, as well as the relatively | ow
nmessage rate in | EEE 802.15.4 scenarios, anbiguities due to datagram
tag wapping events are unlikely despite the reduced tag space.
-- The datagram offset size is increased from8 bits to 11 bits.
Rationale: This allows to express the datagram offset in single-octet
i ncrements.

4. |1 ANA Consi derations

Thi s docunment allocates the follow ng sixteen RFC 4944 Di spatch type
val ues:

11001 000
t hr ough

11001 111
and

11010 000
t hr ough

11010 111

5. Security Considerations

6LoWPAN fragnentation attacks have been analyzed in the literature.
Count erneasures to these have been proposed as wel |l [HHWH|

A node can performa buffer reservation attack by sending a first
fragment to a target. Then, the receiver will reserve buffer space
for the whol e packet on the basis of the datagram size announced in
that first fragnent. Oher incom ng fragnented packets will be
dropped while the reassenbly buffer is occupied during the reassenbly
timeout. Once that tinmeout expires, the attacker can repeat the sanme
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procedure, and iterate, thus creating a denial of service attack

The (low) cost to mount this attack is linear with the nunmber of
buffers at the target node. However, the cost for an attacker can be
increased if individual fragnents of nultiple packets can be stored
in the reassenbly buffer. To further increase the attack cost, the
reassenbly buffer can be split into fragnment-sized buffer slots.

Once a packet is conplete, it is processed normally. If buffer

overl oad occurs, a receiver can discard packets based on the sender
behavi or, which may hel p identify which fragments have been sent by
an attacker.

In another type of attack, the nmalicious node is required to have
overhearing capabilities. |If an attacker can overhear a fragnent, it
can send a spoofed duplicate (e.g. with random payl oad) to the
destination. A receiver cannot distinguish legitimte from spoofed
fragments. Therefore, the original |Pv6 packet will be considered
corrupt and will be dropped. To protect resource-constrai ned nodes
fromthis attack, it has been proposed to establish a binding anong
the fragnents to be transnitted by a node, by applying content-
chaining to the different fragnents, based on cryptographi c hash
functionality. The aimof this technique is to allow a receiver to
identify illegitimte fragnents.

Further attacks may invol ve sending overl apped fragnents (i.e.
conprising some overl apping parts of the original datagram or
announci ng a datagramsize in the first fragment that does not
reflect the actual anobunt of data carried by the fragnments.

I mpl enenters shoul d make sure that correct operation is not affected
by such events.
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7. Annex A Quantitative perfornance conparison of RFC 4944
fragmentati on header with 6LoFH

o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo o +
| | Pv6 datagram si ze (bytes) |
S S S S +
[ 40 [ 100 [ 640 [ 1280 [
s o m e e oo o - o m e e oo o - o m e e oo o - o m e e oo o - +
| L2 payl oad (bytes)| 4944 |6LoFH | 4944 | 6LoFH | 4944 | 6LoFH | 4944 | 6LoFH |
e e e e oo oo e e e - e e e - e e e - e e e - +
[ 10 | ---- | 18 | ---- | 45 | ---- | 276 | ---- | 549
o e e e o - S Fom e e Fom e e Fom e e Fom e e S +
[ 20 | 19 | 9 | 59 | 18 | 394 | 114 | 794 | 228
s o m e e oo o - Fomm - - - Fomm - - - Fomm - - - Fomm - - - o m e e oo o - +
| 40 | 0 | 0 | 19 | 9 | 99 | 54 | 199 ] 105
e e e e oo oo e e e - Homm - - - Homm - - - Homm - - - Homm - - - e e e - +
[ 60 [ 0 | 0 | 9 | 6 | 69 | 36 | 134 | 69
o e e e o - S Fom e e Fom e e Fom e e Fom e e S +
[ 80 [ 0 | 0 | 9 | 6 | 44 | 27 | 89 | 51
s o m e e oo o - Fomm - - - Fomm - - - Fomm - - - Fomm - - - o m e e oo o - +
| 100 | 0 | 0 | 0 | 0O | 39 | 21 | 74 | 42
e e e e oo oo e e e - Homm - - - Homm - - - Homm - - - Homm - - - e e e - +

Figure 3: Adaptation |ayer fragnentation overhead (in bytes) required
to transport an | Pv6 datagram

Note 1: while | EEE 802. 15. 4-2003 al |l ows a nmaxi num L2 payl oad size
between 81 and 102 bytes, a range of L2 payload size between 10 and
100 bytes is considered in the study to illustrate the performance of
6LoFH al so for other potential L2 technologies with short payl oad
size and wi thout fragnmentation support.

Note 2: with the RFC 4944 fragnentati on header it is not possible to
transport | Pv6 datagrans of the considered sizes over a 10-byte
payl oad L2 technol ogy.
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