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Abst ract

This specification updates 6LOoWPAN Nei ghbor Di scovery (RFC6775), to
clarify the role of the protocol as a registration technique,
simplify the registration operation in 6LOWPAN routers, and provide
enhancenents to the registration capabilities, in particular for the
registration to a backbone router for proxy ND operations.
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1. Introduction

The scope of this draft is an I Pv6 Low Power Lossy Network (LLN)

whi ch can be a sinple star or a nore conpl ex nesh topol ogy. The LLN
may be anchored at an | Pv6 Backbone Router (6BBR). The Backbone
Routers interconnect the LLNs over a Backbone Link and enul ate that
the LLN nodes are present on the Backbone using proxy-ND operations.

| Pv6 Nei ghbor Discovery (ND) Optimzation for |Pv6 over Low Power
Wrel ess Personal Area Networks(6LoWPANs) [ RFC6775] introduced a
proactive registration nechanismto | Pv6 ND services for nodes
bel onging to a LLN
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Thi s specification nodifies and extends the behavi our and protoco
el ements of [RFC6775] to enable additional capabilities, in
particular the registration to a 6BBR for proxy ND operations
[I-D.ietf-6lo0-backbone-router].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Readers are expected to be familiar with all the terns and concepts
that are discussed in "Nei ghbor Discovery for |IP version 6"

[ RFC4861], "IPv6 Statel ess Address Autoconfiguration" [RFC4862],

"I Pv6 over Low Power Wreless Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenment, and Goal s" [ RFC4919],

Nei ghbor Di scovery Optim zation for Low power and Lossy Networks
[RFC6775] and "Multi-Ilink Subnet Support in |IPve"
[I-D.ietf-ipve-nultilink-subnets].

Additionally, this docunment uses terminology from"Terns Used in
Routing for Low Power and Lossy Networks" [RFC7102] and
[I-D.ietf-6tisch-term nology], as well as this additiona

t er mi nol ogy:

Backbone This is an IPv6 transit link that interconnects 2 or nore
Backbone Routers. It is expected to be deployed as a high
speed backbone in order to federate a potentially large set of
LLNS. Also referred to as a LLN backbone or Backbone network.

Backbone Router An |IPv6 router that federates the LLN using a
Backbone link as a backbone. A 6BBR acts as a 6LoWPAN Bor der
Routers (6LBR) and an Energy Aware Default Router (NEAR)

Extended LLN This is the aggregation of nmultiple LLNs as defined in
[ RFC4919], interconnected by a Backbone Link via Backbone
Routers, and forming a single I Pv6 MiultiLink Subnet.

Regi stration The process during which a wirel ess Node registers its
address(es) with the Border Router so the 6BBR can proxy ND for
it over the backbone.

Bi nding The state in the 6BBR that associates an | P address with a
MAC address, a port and sone other information about the node
that owns the |IP address.

Regi stered Node The node for which the registration is perforned,
whi ch owns the fields in the EARO option
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Regi stering Node The node that perforns the registration to the
6BBR, either for one of its own addresses, in which case it is
Regi stered Node and indicates its owm MAC Address as SLLA in
the NS(ARO, or on behalf of a Registered Node that is
reachabl e over a LLN mesh. In the latter case, if the
Regi stered Node is reachable fromthe 6BBR over a Mesh-Under
nmesh, the Registering Node indicates the MAC Address of the
Regi stered Node as SLLA in the NS(ARO). Oherwise, it is
expected that the Registered Device is reachable over a Route-
Over nesh fromthe Registering Node, in which case the SLLA in
the NS(ARO is that of the Registering Node, which causes it to
attract the packets fromthe 6BBR to the Regi stered Node and
route them over the LLN

Regi stered Address The address owned by the Regi stered Node node
that is being registered.

3. Updating RFC 6775

The support of this specification is signaled in Router Advertisenent
(RA) messages by 6LOWPAN Router (6LR) (how thbd). Support for this
specification can also be inferred fromthe update of the ARO option
in the ND exchanges

A Regi stering Node that supports this specification will favor
registering to a 6LR that indicates support for this specification
over that of [RFC6775].

3.1. Extended Address Registration Option

This specification extends the Address Registration Option (ARO used
for the process of address registration. The new AROis referred to
as Extended ARO (EARO), and its semantics are nodified as foll ows:

The address that is being registered with a Nei ghbor Solicitation
(NS) with an EARO is now the Target Address, as opposed to the Source
Address as specified in [RFC6775]. This change enables a 6LBR to use
an address of his as source to the proxy-registration of an address
that belongs to a LLN Node to a 6BBR This also limts the use of an
address as source address before it is registered and the associ ated
Duplicate Address Detection (DAD) is conplete.

The Unique IDin the EARO option does no nore have to be a MAC
address. A new TLV format is introduced and a | ANA registry is
created for the type (TBD). This enables in particular the use of a
Provabl e Tenporary U D (PT-U D) as opposed to burn-in MAC address,
the PT-U D providing a trusted anchor by the 6LR and 6LBR to protect
the state associated to the node.
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The specification introduces a Transaction ID (TID) field in the
EARO. The TID MIST be provided by a node that supports this
specification and a new T flag MJST be set to indicate so. The T bit
can be used to deternm ne whether the peer supports this

speci fication.

3.2. Registering the Target Address

One of the requirements that this specification serves is the
capability by a router such as a RPL root to proxy-register an
address to a 6BBR on behalf of a 6LN, as discussed in Appendi x A 4.
In order to serve that requirenent, this specification changes the
behavi our of the 6LN and the 6LR so that the Registered Address is
found in the Target Address field of the NS and NA nmessages as
opposed to the Source Address.

Wth this convention, a TLLA option would indicate the |ink-Iayer
address of the 6LN that owns the address, whereas the SLLA Option in
a NS nessage indicates that of the Registering Node, which can be the
owner device, or a proxy.

Since the Registering Node is the one that has reachability with the
6LR, and is the one expecting packets for the 6LN, it nakes sense to
mai ntain conpatibility with [RFC6775], and it is REQU RED that an
SLLA Option is always placed in a registration NS(EARO nessage.

3.3. Link-local Addresses and Registration

Consi dering that LLN nodes are often not wired and may nove, there is
no guarantee that a link-local address stays uni que between a
potentially variable and unbounded set of nei ghboring nodes.

Conpared to [ RFC6775], this specification only requires that a |ink-

| ocal address is unique fromthe perspective of the peering nodes.
This sinplifies the Duplicate Address Detection (DAD) for |ink-loca
addresses, and there is no DAR/ DAC exchange between the 6LR and a
6LBR for link-1ocal addresses.

Additionally, [RFC6775] requires that a 6LOWPAN Node (6LN) uses an
address being registered as the source of the registration nmessage.
This generates conplexities in the 6LR to be able to cope with a
potential duplication, in particular for global addresses. To
sinplify this, a 6LN and a 6LR that conformthis specification always
use link-1ocal addresses as source and destination addresses for the
regi stration NS/ NA exchange. As a result, the registration is
globally faster, and some of the conplexity is renpoved.

In nore details:
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An exchange between two nodes using link-local addresses inplies that
they are reachabl e over one hop and that at |east one of the 2 nodes
acts as a 6LR A node MJST register a link-local address to a 6LR in
order to obtain reachability fromthat 6LR beyond the current
exchange, and in particular to use the link-1ocal address as source
address to register other addresses, e.g. global addresses. |If there
is no collision with an address previously registered to this 6LR by
anot her 6LN, then, fromthe standpoint of this 6LR this link-1oca
address is unique and the registration is acceptable. Conversely, it
may possi bly happen that two different 6LRs expose a sane |ink-1oca
address but different |ink-layer addresses. In that case, a 6LN may
only interact with one of the 6LR so as to avoid confusion in the 6LN
nei ghbor cache.

The DAD process between the 6LR and a 6LoWPAN Border Router (6LBR)
which is based on a Duplicate Address Request (DAR) / Duplicate
Address Confirmati on (DAC) exchange as described in [ RFC6775], does
not need to take place for link-1ocal addresses.

It is desired that a 6LR does not need to nodify its state associ ated
to the Source Address of an NS(EARO) nessage. For that reason, when
possible, it is RECOWENDED to use an address that is already
registered with a 6LR

When registering to a 6LR that conforns this specification, a node
MUST use a link-local address as the source address of the
registration, whatever the type of IPv6 address that is being

regi stered. That |ink-local Address MJST be either already
registrered, or the address that is being registered.

When a Regi stering Node does not have an al ready-regi stered address,
it MUST register a link-1ocal address, using it as both the Source
and the Target Address of an NS(EARO nessage. |In that case, it is
RECOMVENDED to use a link-local address that is (expected to be)
globally unique, e.g. derived froma burn-in MAC address. An EARO
option in the response NA indicates that the 6LR supports this

speci fication.

Since there is no DAR/ DAC exchange for |ink-local addresses, the 6LR
may answer immediately to the registration of a link-local address,
based solely on its existing state and the Source Link-Layer Option
that MJUST be placed in the NS(EARO nessage as required in [RFC6775].

A node needs to register its IPv6 d obal Unicast |Pv6 Addresses (GUA)
to a 6LR in order to obtain a global reachability for these addresses
via that 6LR As opposed to a node that conplies to [ RFC6775], a
Regi stering Node registering a GUA does use that GUA as Source
Address for the registration to a 6LR that confornms this
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4.

specification. The DAR/ DAC exchange MJST take place for non-1link-
| ocal addresses as prescribed by [ RFC6775].

Applicability and Requirenents Served

This specification extends 6LOWPAN ND to sequence the registration
and serves the requirenents expressed Appendix A 1 by enabling the
mobility of devices fromone LLN to the next based on the

compl enentary work in [1-D.ietf-6lo-backbone-router].

In the context of the the TineSlotted Channel Hopping (TSCH) node of
[ 1 EEE802154], the 6Ti SCH architecture [I-D.ietf-6tisch-architecture]

i ntroduces how a 6LOWPAN ND host coul d connect to the Internet via a
RPL mesh Network, but this requires additions to the 6LOAPAN ND
protocol to support nobility and reachability in a secured and
manageabl e environnent. This specification details the new
operations that are required to inplenent the 6Ti SCH architecture and
serves the requirenents listed in Appendix A 2

The term LLN is used loosely in this specification to cover multiple
types of WLANs and WPANs, i ncluding Low Power W-Fi, BLUETOOTH(R) Low
Ener gy, |EEE802. 11AH and | EEEB02. 15.4 wirel ess neshes, so as to
address the requirenents discussed in Appendix A 3

This specification can be used by any wirel ess node to associ ate at
Layer-3 with a 6BBR and register its |IPv6 addresses to obtain routing
services including proxy-ND operations over the backbone, effectively
providing a solution to the requirenents expressed in Appendi x A 4.

Ef fici ency aware |1 Pv6 Nei ghbor Di scovery Optim zations

[1-D. chakrabarti-nordmark-6man-efficient-nd] suggests that 6LoWPAN ND
[ RFC6775] can be extended to other types of |inks beyond | EEE802. 15. 4
for which it was defined. The registration technique is beneficial
when the Link-Layer technique used to carry IPv6 nulticast packets is
not sufficiently efficient in terns of delivery ratio or energy
consunption in the end devices, in particular to enable energy-
constrai ned sl eeping nodes. The value of such extension is
especially apparent in the case of nobile wreless nodes, to reduce
the multicast operations that are related to classical ND ([ RFC4861],
[ RFC4862]) and plague the wireless nmedium This serves scalability
requirenents listed in Appendi x A 6.

The Enhanced Address Regi stration Option (EARO
Wth the ARO option defined in 6LOWPAN ND [ RFC6775], the address

being registered and its owner can be uniquely identified and natched
with the Binding Table entries of each Backbone Router.
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The Enhanced Address Registration Option (EARO is intended to be
used as a replacenent to the ARO option within Neighbor Discovery NS
and NA messages between a LLN node and its 6LOoWPAN Router (6LR), as
well as in Duplicate Address Request (DAR) and the Duplicate Address
Confirmati on (DAC) nessages between 6LRs and 6LBRs in LLNs neshes
such as 6Ti SCH net wor ks

An NS nessage with an EARO option is a registration if and only if it
al so carries an SLLAO option. The AERO option al so used in NS and NA
messages between Backbone Routers over the backbone Iink to sort out
the distributed registration state, and in that case, it does not
carry the SLLAO option and is not confused with a registration

The EARO extends the ARO and is recogni zed by the setting of the TID
bit. A node that supports this specification MIST al ways use an EARO
as a replacenent to an AROin its registration to a router. This is
harm ess since the TID bit and fields are reserved in [ RFC6775] are
ignored by a legacy router. A router that supports this
specification answers to an AROwith an ARO and to an EARO with an
EARO

This specification changes the behavior of the peers in a
registration flows. To enable backward conpatibility, a node that
registers to a router that is not known to support this specification
MUST behave as prescribed by [ RFC6775]. Once the router is known to
support this specification, the node MIST obey this specification

When using the EARO option, the address being registered is found in
the Target Address field of the NS and NA nessages. This differs
from 6LOWPAN ND [ RFC6775] which specifies that the address being
registered is the source of the NS

The reason for this change is to enable proxy-registrations on behal f
of other nodes in Route-Over nmeshes, for instance to enable that a
RPL root registers addresses on behalf LLN nodes that are deeper in a
6Ti SCH nesh. In that case, the Registering Node MJST indicate its
own address as source of the ND nessage and its MAC address in the
Source Link-Layer Address Option (SLLAO, since it still expects to
get the packets and route them down the nesh. But the Registered
Addr ess bel ongs to another node, the Registered Node, and that
address is indicated in the Target Address field of the NS nessage.

One way of achieving all the above is for a node to first register an
address that it owns in order to validate that the router supports
this specification, placing the sane address in the Source and Target
Address fields of the NS nessage. The node may for instance register
an address that is based on EU -64. For such address, DAD is not
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requi red and using the SLLAO option in the NSis actually nore
anenabl e with ol der ND specifications such as ODAD [ RFC4429].

Once that first registration is conplete, the node knows fromthe
setting of the TID in the response whether the router supports this
specification. |If this is verified, the node may register other
addresses that it owns, or proxy-register addresses on behalf sone
anot her node, indicating those addresses being registered in the
Target Address field of the NS nessages, while using one of its own,
al ready regi stered, addresses as source.

The format of the EARO option is as foll ows:
0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
| Type | Length = 2 | St at us | Reserved |
I T i S i s i it S S N S S S
| Reserved |T| TID | Regi stration Lifetime |
B i S S T s i S T st i S S S S S S S S i
I I
+ Owner Unique ID (EU-64 or equival ent) +
I I
T T i i S T iy S S S S S
Fi gure 1: EARO
Option Fields
Type:
Length: 2

St at us:
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See [ RFC6775]. Note that a Status of 1 "Duplicate
Address" applies to the Registered Address. |If the Source
Address conflicts with an existing registration
"Duplicate Source Address" should be used instead

Moved: The registration fails because it is not the
freshest

Renoved: The binding state was renoved. This nmay be
pl aced in an asynchronous NS(ARO nessage, or as the
rejection of a proxy registration to a Backbone Router

Proof requested: The registering node is challenged for
owni ng the regi stered address or for being an acceptabl e
proxy for the registration

Duplicate Source Address: The address used as source of
the NS(ARO conflicts with an existing registration

Admi ni strative Rejection: The address being registered is
reserved for another use by an adm nistrative decision
(e.g. placed in a DHCPv6 pool); The Registering Node is
requested to forma different address and retry

I nvalid Regi stered Address: The address being registered
is not usable on this link, e.g. it is not topologically
correct
Invalid Source Address: The address used as source of the
NS(ARO) is not usable on this |link, e.g. it is not
topol ogically correct

Table 1

Reserved: This field is unused. It MJST be initialized to zero by
the sender and MJUST be ignored by the receiver

T. One bit flag. Set if the next octet is a used as a TID.
TID: 1-byte integer; a transaction id that is maintained by the node

and increnented with each transaction. it is recomended that the
node maintains the TID in a persistent storage.
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Regi stration Lifetime: 16-bit integer; expressed in mnutes. O
means that the registration has ended and the state should be
removed.

Owner Unique ldentifier (QUI): A globally unique identifier for the
node associated. This can be the EU -64 derived II1D of an
interface, or some provable | D obtained cryptographically.

New status values are introduced, their values to be confirnmed by
| ANA:

Moved: This status indicates that the registration is rejected
because another nore recent registration was done, as indicated by
a sane OUI and a nore recent TID. One possible cause is a stale
registration that has progressed slowy in the network and was
passed by a nore recent one. It could also indicate a QU
col I'i sion.

Renmoved: This status is expected in asynchronous nessages from a
registrar (6LR 6LBR, 6BBR) to indicate that the registration
state is renoved, for instance due to tine out of a lifetine, or a
movenent. It is used for instance by a 6BBR in a NA(ARO nessage
to indicate that the ownership of the proxy state on the backbone
was transfered to another 6BBR, which is indicative of a novenent
of the device. The receiver of the NA is the device that has

performed a registration that is now stale and it should clean up
its state.

6. Backward Conpatibility
6.1. Legacy 6LOWPAN Node

A legacy 6LN will use the registered address as source and will not
use an EARO option. In order to be backward conpati bl e, an updated
6LR needs to accept that registration if it is valid per [RFC3972],
and manage the bindi ng cache accordingly.

The main difference with [ RFC3972] is that DAR/ DAC exchange for DAD
may be avoided for link-local addresses. Additionally, the 6LR
SHOULD use an EARO in the reply, and nay use all the status codes
defined in this specification

6.2. Legacy 6LOWPAN Rout er

The first registration by a an updated 6LN is for a link-1loca
address, using that |ink-local address as source. A |legacy 6LN will
not nakes a difference and accept -or reject- that registration as if
the 6LN was a | egacy node
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An updated 6LN wi ||l always use an EARO option in the registration NS
message, whereas a legacy 6LN will always areply with an ARO option
in the NA nessage. So fromthat first registration, the updated 6LN
can figure whether the 6LR supports this specification or not.

When facing a | egacy 6LR, an updated 6LN nmay attenpt to find an
alternate 6LR that is updated. In order to be backward conpati bl e,
based on the discovery that a 6LR is | egacy, the 6LN needs to

fall back to | egacy behavi our and source the packet with the

regi strered address.

The main difference is that the updated 6LN SHOULD use an EARO in the
request regardl ess of the type of 6LN, |egacy or updated

6.3. Legacy 6LOWPAN Border Router

Wth this specification, the DAR/ DAC transports an EARO option as
opposed to an ARO option. As described for the NS/ NA exchange,

devi ces that support this specification always use an EARO opti on and
all the associ ated behavi our.

7. Security Considerations

This specification expects that the link layer is sufficiently
protected, either by means of physical or IP security for the
Backbone Link or MAC subl ayer cryptography. |In particular, it is
expected that the LLN MAC provi des secure unicast to/fromthe
Backbone Router and secure Broadcast fromthe Backbone Router in a
way that prevents tenpering with or replaying the RA nessages.

The use of EU -64 for forming the Interface IDin the link-1oca
address prevents the usage of Secure ND ([ RFC3971] and [ RFC3972]) and
address privacy techniques. This specification RECOAWENDS t he use of
addi tional protection against address theft such as provided by
[I-D. sari kaya- 6l o-ap-nd], which guarantees the ownership of the QU D

When the ownership of the QU D cannot be assessed, this specification
limts the cases where the QUID and the TID are multicasted, and
obfuscates themin responses to attenpts to take over an address.

The LLN nodes depend on the 6LBR and the 6BBR for their operation. A
trust nodel nust be put in place to ensure that the right devices are
acting in these roles, so as to avoid threats such as bl ack-holing,

or bonbi ng attack whereby an inpersonated 6LBR woul d destroy state in
the network by using the "Renoved" status code.
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8. | ANA Consi derati ons
This docunment requires the foll ow ng additions:

Address Registration Option Status Val ues Registry

oo T T T +
| Status | Description |
Fom e e e - - o e e e e e e e e e +
[ 3 | Moved [
I I I
| 4 | Renoved |
I I I
| 5 | Proof requested |
I I I
[ 6 | I'nvalid Source Address [
I I I
[ 7 | Administrative Rejection |
oo - T +

IANA is required to change the registry accordingly
Tabl e 2: New ARO St atus val ues
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Appendi x A.  Requirements

This section lists requirenents that were discussed at 6l o for an
update to 6LOWPAN ND. This specification neets nost of them but
those listed in Appendix A5 which are deferred to a different
specification such as [|-D. sarikaya-6l o-ap-nd].

A.1. Requirenents Related to Mbility

Due to the unstable nature of LLN links, even in a LLN of immobile
nodes a 6LN may change its point of attachment to a 6LR say 6LR-a,
and may not be able to notify 6LR-a. Consequently, 6LR-a may stil
attract traffic that it cannot deliver any nore. When links to a 6LR
change state, there is thus a need to identify stale states in a 6LR
and restore reachability in a tinely fashion.

Regl. 1: Upon a change of point of attachnent, connectivity via a new
6LR MUST be restored tinely without the need to de-register fromthe
previ ous 6LR

Reql. 2: For that purpose, the protocol MJST enable to differentiate
between nmultiple registrations fromone 6LOWAN Node and
registrations fromdifferent 6LOWPAN Nodes cl ai m ng the sane address.
Reql. 3: Stale states MJST be cleaned up in 6LRs.

Reql. 4. A 6LoWPAN Node SHOULD al so be capable to register its Address
to multiple 6LRs, and this, concurrently.

A.2. Requirenents Related to Routing Protocols
The point of attachnent of a 6LN nmay be a 6LR in an LLN nmesh. |Pv6

routing in a LLN can be based on RPL, which is the routing protoco
that was defined at the IETF for this particular purpose. Oher
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routing protocols than RPL are al so considered by Standard Defi ni ng
Organi zations (SDO on the basis of the expected network
characteristics. It is required that a 6LoWPAN Node attached via ND
to a 6LR woul d need to participate in the selected routing protoco
to obtain reachability via the 6LR

Next to the 6LBR uni cast address registered by ND, other addresses
including nmulticast addresses are needed as well. For exanple a
routing protocol often uses a nulticast address to regi ster changes
to established paths. ND needs to register such a nulticast address
to enable routing concurrently with discovery.

Mul ticast is needed for groups. G oups MAY be formed by device type
(e.g. routers, street lanps), location (CGeography, RPL sub-tree), or
bot h.

The Bit Index Explicit Replication (BIER) Architecture
[I-D.ietf-bier-architecture] proposes an optinized technique to
enable nmulticast in a LLNwith a very linmted requirenment for routing
state in the nodes.

Rel ated requirenents are

Reg2.1: The ND registration nethod SHOULD be extended in such a
fashion that the 6LR MAY advertise the Address of a 6LoWPAN Node over
the selected routing protocol and obtain reachability to that Address
usi ng the sel ected routing protocol.

Req2.2: Considering RPL, the Address Registration Option that is used
in the ND registration SHOULD be extended to carry enough information
to generate a DAO nessage as specified in [ RFC6550] section 6.4, in
particular the capability to conpute a Path Sequence and, as an
option, a RPLInstancel D

Req2.3: Multicast operations SHOULD be supported and optim zed, for

i nstance using BIER or MPL. Wiether ND is appropriate for the
registration to the 6BBR is to be defined, considering the additiona
burden of supporting the Milticast Listener Discovery Version 2

[ RFC3810] (M.Dv2) for |Pv6.

A. 3. Requirenents Related to the Variety of Low Power Link types

6LoWPAN ND [ RFC6775] was defined with a focus on | EEE802.15.4 and in
particul ar the capability to derive a unique ldentifier froma

gl obal Il y uni que MAC-64 address. At this point, the 6l o Wrking G oup
i s extending the 6LOWPAN Header Conpression (HC) [RFC6282] technique
to other link types ITUT G 9959 [ RFC7428], WMaster-Sl ave/ Token-
Passing [I-D.ietf-6l0-6lobac], DECT Utra Low Energy
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[I-D.ietf-6lo-dect-ule], Near Field Comunication [I-D.ietf-6lo-nfc],
| EEE802. 11ah [ |- D. del car pi o- 6l o-W anah], as well as | EEE1901. 2
Nar r owband Power | i ne Conmuni cati on Networ ks

[1-D. popa- 6l o-6l opl c-i pv6-over-i eeel9012- net wor ks] and BLUETOOTH( R)
Low Energy [ RFC7668].

Rel ated requirenments are

Req3. 1: The support of the registration mechani sm SHOULD be extended
to nore LLN links than | EEE 802. 15.4, matching at |east the LLN |inks
for which an "I Pv6 over foo" specification exists, as well as Low
Power W-Fi.

Req3.2: As part of this extension, a mechanismto conpute a unique
Identifier should be provided, with the capability to forma Link-
Local Address that SHOULD be unique at |east within the LLN connected
to a 6LBR discovered by ND in each node within the LLN

Reg3. 3: The Address Registration Option used in the ND registration
SHOULD be extended to carry the relevant fornms of unique ldentifier.

Req3. 4: The Nei ghbour Discovery should specify the formation of a
site-local address that follows the security recomrendati ons from
[ RFC7217] .

A. 4. Requirenments Related to Proxy Operations

Duty-cycl ed devices may not be able to answer thenselves to a | ookup
froma node that uses classical ND on a backbone and nay need a
proxy. Additionally, the duty-cycled device may need to rely on the
6LBR to performregistration to the 6BBR

The ND registration nmethod SHOULD defend the addresses of duty-cycled
devices that are sleeping nost of the tine and not capable to defend
their own Addresses.

Rel ated requirenments are

Req4.1: The registration mechani sm SHOULD enable a third party to
proxy regi ster an Address on behal f of a 6LoWPAN node that may be

sl eeping or | ocated deeper in an LLN nesh.

Req4.2: The registration mechani sm SHOULD be applicable to a duty-
cycl ed device regardless of the link type, and enable a 6BBR to
operate as a proxy to defend the regi stered Addresses on its behal f.

Req4. 3: The registration mechani sm SHOULD enabl e | ong sl eep
durations, in the order of multiple days to a nonth.
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A.5. Requirenents Related to Security

In order to guarantee the operations of the 6LOWPAN ND fl ows, the
spoofing of the 6LR, 6LBR and 6BBRs rol es should be avoided. Once a
node successfully registers an address, 6LoWPAN ND shoul d provide
energy-efficient means for the 6LBR to protect that ownership even
when the node that registered the address is sleeping.

In particular, the 6LR and the 6LBR then should be able to verify
whet her a subsequent registration for a given Address cones fromthe
ori gi nal node.

In a LLN it nakes sense to base security on layer-2 security. During
bootstrap of the LLN, nodes join the network after authorization by a
Joi ni ng Assistant (JA) or a Commi ssioning Tool (CT). After joining
nodes conmuni cate with each other via secured links. The keys for
the layer-2 security are distributed by the JACT. The JA/CT can be
part of the LLN or be outside the LLN. In both cases it is needed

t hat packets are routed between JA/CT and the joining node.

Rel ated requirenents are

Reqg5. 1: 6LOWPAN ND security nechani sns SHOULD provi de a nechani smfor
the 6LR, 6LBR and 6BBR to authenticate and authorize one another for
their respective roles, as well as with the 6LOWPAN Node for the role
of 6LR

Req5. 2: 6LOWPAN ND security nechani sns SHOULD provi de a nechani smfor
the 6LR and the 6LBR to validate new registration of authorized
nodes. Joi ning of unauthorized nodes MJST be inpossible.

Req5. 3: 6LOWPAN ND security mechanisns SHOULD | ead to small packet
sizes. In particular, the NS, NA DAR and DAC nessages for a re-
registration flow SHOULD NOT exceed 80 octets so as to fit in a
secured | EEE802. 15. 4 franme.

Req5.4: Recurrent 6LOWPAN ND security operations MJIST NOT be
computationally intensive on the LOWPAN Node CPU. Wen a Key hash
calculation is enployed, a nechanismlighter than SHA-1 SHOULD be
preferred.

Req5.5: The nunber of Keys that the 6LOWPAN Node needs to mani pul ate
SHOULD be mi ni m zed.

Req5. 6: The 6LOWPAN ND security mechani sms SHOULD enabl e CCOWF for use
at both Layer 2 and Layer 3, and SHOULD enabl e the reuse of security
code that has to be present on the device for upper |ayer security
such as TLS
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Req5.7: Public key and signhature sizes SHOULD be mininized while
mai nt ai ni ng adequate confidentiality and data origin authentication
for multiple types of applications with various degrees of
criticality.

Reg5. 8: Routing of packets should continue when |inks pass fromthe
unsecured to the secured state.

Req5. 9: 6LOWPAN ND security nmechani sns SHOULD provi de a mechani sm for
the 6LR and the 6LBR to validate whether a new registration for a

gi ven address corresponds to the sane 6LoWPAN Node that registered it
initially, and, if not, determine the rightful owner, and deny or
clean-up the registration that is duplicate.

A.6. Requirenments Related to Scal ability

Use cases from Automatic Meter Reading (AMR collection tree
operations) and Advanced Metering Infrastructure (AM, bi-directiona
conmuni cation to the neters) indicate the needs for a | arge nunber of
LLN nodes pertaining to a single RPL DODAG (e.g. 5000) and connected
to the 6LBR over a | arge nunber of LLN hops (e.g. 15).

Rel ated requirenents are

Reg6. 1: The registrati on mechani sm SHOULD enabl e a single 6LBR to
register multiple thousands of devices.

Req6.2: The timng of the registration operation should allow for a
| arge latency such as found in LLNs with ten and nore hops.
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