6Ti SCH M  Vucinic, Ed.

I nternet-Draft Inria
I nt ended status: Standards Track J. Sinpbn
Expires: April 28, 2017 Li near Technol ogy

K. Pister

University of California Berkel ey
COct ober 25, 2016

M ni mal Security Framework for 6Ti SCH
draft-vucinic-6tisch-mninal-security-00

Abst ract

This draft describes the mninmal mechani snms required to support
secure initial configuration in a device being added to a 6Ti SCH
network. The goal of this configuration is to set |ink-layer keys,
and to establish a secure session between each joining node and the
JCE who may use that to further configure the joining device

Addi tional security behaviors and nmechani sns nay be added on top of
this mnimal franmework.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 28, 2017
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1.

I nt roducti on

When a previously unknown devi ce seeks admi ssion to a 6Ti SCH

[ RFC7554] network (to "join"), it first needs to synchronize to the
network. The device then configures its | Pv6 address and

aut henticates itself, and also validates that it is joining the right
network. At this point it can expect to interact with the network to
configure its link-layer keying material. Only then may the node
establish an end-to-end secure session with an Internet host using
DTLS [ RFC6347] or OSCOAP [I-D.ietf-core-object-security]. Once the
application requirenents are known, the device interacts with its
peers to request additional resources as needed, or to be
reconfigured as the network changes [I-D.ietf-6tisch-6top-protocol].

Thi s docunment describes the mechani snms conprising a mnimal feature
set for a device to join a 6Ti SCH network, up to the point where it
can establish a secure session with an Internet host.

It presunes a network as described by [ RFC7554],
[I-D.ietf-6tisch-6top-protocol], and [I-D.ietf-6tisch-terni nol ogy].
It assumes the joining device pre-configured with either a:

0 pre-shared key (PSK)
o raw public key (RPK),
o or alocally-valid certificate and a trust anchor

As the outcome of the join process, the joining device expects one or
nmore |ink-layer key(s) and optionally a tenporary network identifier

Ter m nol ogy

The reader is expected to be famliar with the terns and concepts
defined in [I-D.ietf-6tisch-term nol ogy], [RFCr252], and
[I-D.ietf-core-object-security]. The entities participating in the
protocol that is specified in this docunent are:

o JN: Joining node - the device attenpting to join a particul ar
6Ti SCH net wor k.

o JCE: Join coordinating entity - central entity responsible for
aut henti cation and authorization of joining nodes.

o JA: Join assistant - the device within radio range of the JN that
gener at es Enhanced Beacons (EBs) and facilitates end-to-end
conmuni cati ons between the JN and JCE
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3.

Join Overvi ew

This section describes the steps taken by a joining node (JN) in a
6Ti SCH network. When a previously unknown devi ce seeks admi ssion to
a 6Ti SCH [ RFC7554] network, the foll owi ng exchange occurs:

1. The IJNIlistens for an Enhanced Beacon (EB) frame
[ EEEB02154-2015]. This frane provides network synchronization
information, and tells the device when it can send a franme to the
node sendi ng the beacons, which plays the role of Join Assistant
(JA) for the JN, and when it can expect to receive a frane.

2. The JIN configures its link-local |IPv6 address and advertises it
to JA

3. The JN sends packets to the JA device in order to securely
identify itself to the network. These packets are directed to
the Join Coordination Entity (JCE), which nay be the JA or
anot her devi ce.

4. The JN receives one or nore packets fromJCE (via the JA) that
sets up one or nmore link-layer keys used to authenticate
subsequent transm ssions to peers.

From the joining node's perspective, mnimal joining is a |loca
phenonmenon - the JN only interacts with the JA, and it need not know
how far it is fromthe DAG root, or howto route to the JCEE Only
after establishing one or nore link-1ayer keys does it need to know
about the particulars of a 6Ti SCH net worKk.

The handshake is shown as a transaction diagramin Figure 1:

I
T —— ENH BEACON (1) -->|

I
<- - Nei ghbor Di scovery (2)-->

I
<----Join request (4a)--|--------- Join request (4)---|
----Join response (5a)--|-------- Join response (5)-->

Figure 1: Message sequence for join protocol

The details of each step are described in the foll ow ng sections.
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3.1. Step 1 - Enhanced Beacon

The JN hears an EB fromthe JA and synchronizes itself to the joining
schedul e using the cells contained in the EB. At this point the JN
MAY proceed to step 2, or continue to listen for additional EBs. |If
nore than one EB is heard, the JN MAY use a nmetric based on DAG rank
and received signal level of the EB, or other factors to deci de which
JA to use for the security handshake in step 3. Details on how a JN
chooses the JA are out of scope of this specification

3.2. Step 2 - Neighbor Discovery

At this point, JN forns its link-local |Pv6 address based on EU 64
and MAY further follow the Nei ghbor Discovery (ND) process described
in Section 5 of [RFC6775].

3.3. Step 3 - Security Handshake

The security handshake between JN and JCE uses Epheneral Diffie-
Hel | man over COSE (EDHOC) [1-D. sel ander-ace-cose-ecdhe] to establish
the shared secret used to encrypt the join request and join response.

The security handshake step is OPTIONAL in case PSKs are used, while
it is REQURED for RPKs and certificates. In case the handshake step
is omtted, the shared secret used for protection of the join request
and join response in the next step is the PSK. This neans that the
protocol trades off perfect forward secrecy for reduced traffic |oad
between JN and JCE. A consequence is that if the long-termPSK is
conprom sed, keying material transferred as part of the join response
is conprom sed as well. Physical conpromi se of the JN, however

woul d al so inply the conproni se of the sanme keying material, as it is
likely to be found in node’s menory.

3.3.1. Pre-Shared Key
The Diffie-Hell man key exchange and the use of EDHOC is optional
when using a pre-shared symetric key. This cuts down on traffic
between JCE and JN, but requires pre-configuration of the shared key
on both devi ces.
It is REQU RED to use uni que PSKs for each JN.

3.3.2. Asymmetric Keys
The Security Handshake step is required, when using asymetric keys.

Bef ore conducting the Diffie-Hell man key exchange usi ng EDHOC
[1-D. sel ander-ace-cose-ecdhe] the JN and JCE need to receive and
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val i date each other’s public key certificate. Wen RPKs are pre-
configured at JN and JCE, they can directly proceed to the handshake.

3.4. Step 4 - Join Request

The join request is sent fromthe JNto the JA using the slot
information fromthe EB, and forwarded to the JCE

The join request is authenticated/ encrypted end-to-end using AES- CCM
16-64-128 algorithmfrom|[I-D.ietf-cose-nsg] and a key derived from
the shared secret fromstep 3. The nonce is derived fromthe shared
secret, JN' s EU 64 and a nonotonically increasing counter initialized
to 0 when first starting.

3.5. Step 5 - Join Response

The join response is sent fromthe JCE to the JN through JA that
serves as a stateless relay. Packet containing the join response
travels on the path fromJCE to JA using pre-established routes in
the network. The JA delivers it to the JN using the slot information
fromthe EB. JA operates as the application-layer proxy and does not
keep any state to relay the nessage. It uses information sent in the
clear within the join response to decide where to forward to.

The join response is authenticated/ encrypted usi ng AES- CCM 16-64-128
algorithmfrom[I-D.ietf-cose-nsg] and a key derived fromthe shared
secret fromstep 3. The nonce is derived fromthe shared secret,
JN's EU 64 and a nonotonically increasing counter matching that of
the join request.

The join response contains one or nore (per-peer) link-layer key(s)
K2 that the JNwill use for subsequent comunication. It optionally
al so contains an | EEE 802. 15.4 short-address [| EEE802154-2015]
assigned to JN by JCE

4. Protocol Specification

The join protocol in Figure 1 is inplenmented over Constrained
Application Protocol (CoAP) [RFC7252]. JN plays the role of a CoAP
client, JCE the role of a CoAP server, while JA inplenents CoAP
forward proxy functionality [RFC7252]. Since JAis likely a
constrai ned device, it does not need to inplenment a cache but rather
process forwarding-rel ated CoAP options and nmake requests on behal f
of JN that is not yet part of the network.

JN and JCE MUST protect their exchange end-to-end (i.e. through the

proxy) using Ooject Security of CoAP ( CSCOAP)
[I-D.ietf-core-object-security].
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4.

4.

4.

1.

1.

2

Proxy Operation of JA

JN designates a JA as a proxy by including in the CoAP requests to
the JA the Proxy-Schene option with val ue "coap" (CoAP-to- CoAP
proxy). JN MUST include the Ui-Host option with its value set to
the well-known JCE' s alias - "6tisch.jce". JN does not need to learn
the actual |Pv6 address of JCE at any time during the join protocol
JA resolves the address by performng a GET request at "/jce"
resource of its parent in the DODAG

Note that the CoAP proxy by default keeps state information in order
to forward the response towards the originator of the request. This
state information conprises CoAP token, but the inplenmentations also
need to keep track of the I Pv6 address of the host, as well as the
correspondi ng UDP source port nunber. |In the setting where the proxy
is a constrained device, as in the case of JA, this nakes it prone to
Deni al of Service (DoS) attacks, due to the limited nenory.

In order to facilitate a statel ess inplenentation of JA proxying, JN
shall encode in the CoAP nessage the information necessary for the JA
to send the response back - "origin_info". For this purpose, JN uses
the "Context Identifier (Cd)" paranmeter of OSCOAP s security context
structure. Context ldentifier is sent in clear, readable by JA and
MUST be echoed back in the response fromJCE. This nakes it possible
to inmplenent JA's CoAP proxy in a stateless manner. It also allows
JCE to look up the right security context for conmunication with a

gi ven JN.

1. Inplenentation of origin_info

The origin_info is inplenented as a CBOR [ RFC7049] array object
cont ai ni ng:

o EU64: IJN s EU 64 address
0 source_port: JN s UDP source port
o token: JN s CoAP token

origin_info = [
EU 64 : bstr,
source_port : uint,
token : uint

]

OSCOAP Security Context Instantiation

The OSCOAP security context MJST be derived at JN and JCE as per
Section 3.2 of [I-D.ietf-core-object-security] using HKDF [ RFC5869]
as the key derivation function.
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0 Context ldentifier (Cd) MJST be the origin_info object wapped as
a byte string (bstr).

0 Algorithm MIST be set to AES- CCM 16-64-128 from
[I-D.ietf-cose-nsg]. CoAP nessages are therefore protected with
an 8-byte CCM authentication tag and the al gorithm uses 13-byte
| ong nonces.

0 Base key (base_key) MJST be the secret generated by the run of
EDHOC, or the PSK in case EDHOC step was onitted.

o Sender ID of JN MIUST be set to 0x00, while the ID of JCE MIST be
set to OxO1.

The hash algorithmthat instantiates HKDF MJUST be SHA-256 [ RFC4231].
The derivation in [I-D.ietf-core-object-security] results in traffic
keys and static 1Vs for each side of the conversation. Nonces are
constructed by XCR ing the static IV with current sequence nunber.
The context derivation process occurs exactly once. |nplenentations
MUST ensure that nultiple CoAP requests to different JCEs result in
the use of the same OSCOAP context so that sequence nunbers are
properly incremented for each request. This rmay happen in a scenario
where there are nultiple 6Ti SCH networks present and the JN tries to
join one network at a tine.

| npl enent ati on of Joi n Request
Joi n Request nessage SHALL be mapped to a CoAP request:

The request method is GET.

The Proxy-Schene option is set to "coap"
The Uri-Host option is set to "6tisch.jce".
The Uri-Path option is set to "j
The object security option SHALL be set according to
[I-D.ietf-core-object-security] and OSCOAP paraneters set as
descri bed above.

Oo0oo0oo0oo

| mpl enent ati on of Join Response

I f OSCOAP processing is a success, Join Response nessage SHALL be a
CoAP response

0 The response Code is 2.05 (Content).
o0 The payload is a CBOR array contai ning, in order

* COSE Key Set [I-D.ietf-cose-nsg]. Each key in the Key Set
SHALL be a symmetric key. A key that is present in the Key Set
and does not have an identifier is assumed to be "K2" I|ink-
| ayer key from[I-D.ietf-6tisch-mninal]. Parameter "kid" of
the COSE Key structure SHALL be used to denote pair-w se keys
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if present, where the value SHALL be set to the address of the
correspondi ng peer.

* Optional byte string representing | EEE 802.15.4 short address
assigned to JN. If the length of the byte string is different
than 2 bytes, the inplenentati on SHOULD i gnhore it.

payl oad = [
COSE_KeySet ,
? short _address : bstr,

]

In case JCE deternmines that JNis not supposed to join the network
(e.g. by failing to find an appropriate security context), it should
respond with a 4.01 Unaut horized error. Upon reception of a 4.01
Unaut hori zed, JN SHALL attenpt to join the next advertised 6Ti SCH
network. If all join attenpts have failed at JN, JN SHOULD signal to
the user by an out-of-band nechani smthe presence of an error
condi ti on.

5. Link-layer requirenents

Al franmes in a 6Ti SCH network MJUST use |ink-layer franme security.
The franme security options MJST include frame authentication, and MAY
i nclude frame encryption

In order for the JNto be able to validate that the Enhanced Beacon
franme is comng froma 6Ti SCH network, EB franmes are authenticated at
the link | ayer using CCOM per [|EEE802154-2015]. Link-layer franes
are protected with a 16-byte key, and a 13-byte nonce constructed
fromcurrent Absolute Slot Nunber (ASN) and the source (the JA for
EBs) address, as shown in Figure 2

Fi gure 2: Link-layer CCM nonce construction

The JN uses the initial key KL [I-D.ietf-6tisch-mnimal] until it is
configured with a new |link-layer key K2 as described above. JA
SHOULD secure/verify DATA and ACKNOALEDGVENT frames desti ned/
originated at JNwith KL only during the duration of the join
process. How JA |l earns whether the join process is ongoing is out of
scope of this specification

As the EB itself does not contain security information, where the

link key is known, an attacker nay craft a frane that appears to be a
valid EB, since the JN can neither know the ASN a priori nor verify
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the address of the JA. This permits a Denial of Service (DoS) attack
at the JN. Beacon authentication keys are discussed in Section 5.1
and Section 5. 2.

5.1. Well-known beacon authentication key

For zero-touch operation, where any 6Ti SCH device can attenpt to join
any 6Ti SCH network out of the box, a well-known EB |ink-I|ayer key
MUST be used. The value of this key is specified in
[I-D.ietf-6tisch-mninmal].

5.2. Private beacon authentication key

Some pre-configuration MAY be done when the device is manufactured or
designated for a specific network (i.e. the network is one-touch) or
a network operator may not wish to allow arbitrary devices to try to
join. A private (per-vendor, or per-installation) EB |ink-layer key
MAY be used in place of a well-known key to create a private network

6. Asynmetric Keys

Certificates or pre-configured RPKs nay be used to exchange public
keys between the JN and JCE. The key pair is generated using
elliptic curve secp256rl, and the certificate containing the public
key is signed using ECDSA. The certificate itself may be a conpact
representation of an X 509 certificate, or a full X 509 certificate.
Conpact representation of X 509 certificates is out of scope of this
specification. The certificate is signed by a root CA whose
certificate is installed on all nodes participating in a particul ar
6Ti SCH network, allowi ng each node to validate the certificate of the
JCE or JN as appropriate.

7. Security Considerations

In case PSKs are used, this docunent mandates that JN and JCE are
pre-configured with uni que keys. The uni queness of generated nonces
i s guaranteed under the assunption of unique EU 64 identifiers for
each JN. Note that the address of the JCE does not take part in
nonce construction. Therefore, even under the assunption of a PSK
shared by a group of nodes, the nonces constructed as part of the

di fferent responses are unique. The design differentiates between
nonces constructed for requests and nonces constructed for responses
by different sender identifiers (0x00 for JN and 0x01 for JCE)

Being a stateless relay, JA blindly forwards the join traffic into
the network. Wile the exchange between JN and JA takes place over a
shared cell, join traffic is forwarded using dedicated cells on the
JA to JCE path. In case of distributed scheduling, the join traffic
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may therefore cause internediate nodes to request additiona

bandwi dth. Because the relay operation of JAis inplenented at the
application layer, JAis the only hop on the JA-6LBR path that can
distinguish join traffic fromregular IP traffic in the network. It
is therefore pernitted to inplenent rate limting at JA

The shared nature of the "minimal" cell used for join traffic makes
the network prone to DoS attacks by congesting the JA with bogus
radio traffic. As such an attacker is limted by emtted radio
power, redundancy in the nunber of deployed JAs alleviates the issue
and al so gives JN a possibility to use the best available link for
join. How a network node decides to become a JA is out of scope of
this specification.

Because the wel | - known beacon aut hentication key does not provide any
security, it is feasible for an attacker to generate EBs that wll

get accepted at JN. At the tine of the join, JN has no neans of
verifying the content in the EB and has to accept it at "face val ue"
As the join response nessage in such cases will either fail the
security check or time out, JN may inplenent a blacklist in order to
filter out undesired beacons and try to join the next seemingly valid
network. The blacklist alleviates the issue but is effectively
limted by the node’'s avail able nmenory. Such bogus beacons will
prolong the join tine of JN and so the tine spent in "niniml"
[I-D.ietf-6tisch-minimal] duty cycle node. The permitted practice is
to use a private, per-installation beacon authentication key.

8. Privacy Considerations

This specification relies on the uni queness of EU 64 that is
transferred in clear as part of the security context identifier
Privacy inplications of using such long-termidentifier are di scussed
in [RFC7721] and conprise correlation of activities over tine,

| ocation tracking, address scanning and device-specific vulnerability
exploitation. Since the join protocol is executed rarely conpared to
the network lifetime, long-termthreats that arise from using EU 64
are minimal. |In addition, the join response nessage contains an
optional short address which can be assigned by JCE to JN. Short
address is independent of the long-termidentifier EU 64 and is
encrypted in the response. For that reason, it is not possible to
correlate the short address with the EU 64 used during the join. Use
of short addresses once the join protocol conpletes nmitigates the

af orementi oned privacy risks. In addition, EDHOC nay be used for
identity protection during the join protocol by generating a random
context identifier in place of the EU 64

[1-D. sel ander-ace-cose-ecdhe].
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Appendi x A.  Exanpl e

Figure 3 illustrates a join protocol exchange in case PSKs are used.
JN instantiates the OSCOAP context and derives the traffic keys and
nonces fromthe PSK. It uses the instantiated context to protect the

CoAP request addressed with Proxy-Schene option and wel |l -known host
nane of JCE in the Uri-Host option. The exanple assunes a JA that is
al ready aware of JCE' s | Pv6 address and does not need to resolve the
wel | - known "6tisch.jce" host name. Triggered by the presence of

Pr oxy- Schene option, JA forwards the request to the JCE. Once JCE
receives the request, it looks up the correct context based on the
context identifier (cid) field. It reconstructs OSCOAP s external
Addi tional Authenticated Data (AAD) needed for verification based on

Version field of the recei ved CoAP header

Code field of the recei ved CoAP header

Al gorithm bei ng the AES- CCM 16-64-128 from[I-D.ietf-cose-nsq].
Request URI reconstructed foll ow ng
[I-D.ietf-core-object-security].

O o0Oo0oOo

Replay protection is ensured by OSCOAP and the tracking of sequence
nunbers at each side. 1n the exanple below, the response contains
sequence nunber 7 neaning that there have al ready been sone attenpts
to join under a given context, not comng fromthe JN. Once JA
receives the response, it | ooks up and decodes the cid field in order
to decide where to forward it. JA constructs the CoAP response to JN
by setting the CoAP token to the val ue decoded fromcid and
constructs the link-local |Pv6 address of JN fromthe EU 64 address
found in the cid. Note that JA does not posses the key to decrypt
the COSE object present in the payload so the join_response object is
opaque to it. The response is matched to the request and verified
for replay protection at JN using OSCOAP processing rules. Nanely,
to verify the response JN reconstructs the AAD based on:

o Version field of the recei ved CoAP header
0 Code field of the recei ved CoAP header
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o Algorithmbeing the AES-CCM 16-64-128 from [I-D.ietf-cose-nsg].

o Transaction identifier (Tid) of the correspondi ng CoAP request.
Tid contains the context identifier (origin_info object), Sender
I D (0x00 for JN), and Sender Sequence nunber (set to 1 in the
exanpl e).

In addition to AAD, JN al so uses the explicit, protected fields in
the COSE nmessage, present in the payload of the response. For nore
details, see [I-D.ietf-core-object-security] and [I-D.ietf-cose-nsqg].

<- - E2E OSCOAP- - >
Cient Proxy Server
JN JA JCE
I I
Code: [0.01] (GET)
Token: 0x8c
Pr oxy- Schene: [ coap]
Uri-Host: [6tisch.jce]
bj ect-Security: [cid:origin_info, seq:1
{Uri-Path:"j"},

bj ect-Security: -
Payl oad: [cid: origin_info, seq:7,
{join_response}, <Tag>]

I
|
I I
I I
I I
I I
I I
| | <Tag>]
[ [ Payl oad: -
I I
| oo - >| Code: [0.01] (GET)
| | GET | Token: Ox7b
| | | Uri-Host: [6tisch.jce]
| | | Object-Security: [cid:origin_info, seq:1
[ [ [ {Uri-Path:"j"},
I I I <Tag>]
| | | Payl oad: -
I I I
| | <----- + Code: [2.05] (Content)
| | 2.05 | Token: Ox7b
[ [ | Ooject-Security: -
| | | Payl oad: [cid: origin_info, seq:7,
| | | {join_response}, <Tag>]
I I I
| <----- + | Code: [2.05] (Content)
| 2.05 | Token: 0x8c
I I
I I
I I
I I

Figure 3: Exanple of a join protocol exchange with a PSK. {} denotes
encryption and aut hentication, [] denotes authentication
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Where origin_info and join_response are as foll ows.
ori gi n_i nfo:

h’ 00170d00060d9f 0e’, / IJN s EUI 64 /
49152, / JN s UDP source port /
0x8c / JN s CoAP token /

]
Encodes to h’' 834800170d00060d9f 0e19c000188c’ with a size of 15 bytes.

j 0i n_response:

[
[ /| COSE Key Set array with a single key /

1:4, /| key type symetric /
-1:h’ e6bf 4287c2d7618d6a9687445f f d33e6’ / key val ue /
}
] il

h' af 93' / assigned short address /
]

Encodes to h’'8281a201042050e6bf 4287c2d7618d6a9687445f f d33e642af 93
with a size of 26 bytes.
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