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Abst ract

Thi s docunent describes a Frane Marki ng RTP header extension used to
convey information about video frames that is critical for error
recovery and packet forwarding in RTP m ddl eboxes or network nodes.
It is nmost useful when nedia is encrypted, and essential when the

m ddl ebox or node has no access to the nedia encryption keys. It is
al so useful for codec-agnostic processing of encrypted or unencrypted
media, while it also supports extensions for codec-specific

i nformati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 4, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Many wi dely depl oyed RTP [ RFC3550] topol ogies used in nodern voice
and video conferencing systenms include a centralized conponent that
acts as an RTP switch. It receives voice and video streanms from each
partici pant, which nmay be encrypted using SRTP [ RFC3711], or
extensions that provide participants with private nedia via end-to-
end encryption that excludes the switch. The goal is to provide a
set of streans back to the participants which enable themto render

the right nmedia content. |In a sinple video configuration, for
exanple, the goal will be that each partici pant sees and hears j ust
the active speaker. |In that case, the goal of the switch is to

receive the voice and video streans from each partici pant, determ ne
the active speaker based on energy in the voice packets, possibly
using the client-to-m xer audi o | evel RTP header extension, and

sel ect the corresponding video stream for transm ssion to
participants; see Figure 1.

In this docunent, an "RTP switch" is used as a commopn short term for
the ternms "switching RTP m xer", "source projecting m ddl ebox",
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"source forwardi ng unit/m ddl ebox" and "video sw tching MU' as
di scussed in [ RFC7667] .

+- - -+ T + +- - -+

| Aj<--->] |<----> B|

+---+ | | +---+
| RTP I

+---+ | Switch | +---+

| Cl<---->] | <----> D|

+- - -+ T + +- - -+

Figure 1: RTP switch

In order to properly support switching of video streanms, the RTP

switch typically needs sone critical information about video franes

in order to start and stop forwardi ng streans.

0 Because of inter-frame dependencies, it should ideally sw tch
video streans at a point where the first frame fromthe new
speaker can be decoded by recipients without prior frames, e.g
switch on an intra-frane.

o0 |In many cases, the switch may need to drop frames in order to
realize congestion control techniques, and needs to know which
frames can be dropped with nmininmal inpact to video quality.

o0 Furthermore, it is highly desirable to do this in a way which is
not specific to the video codec. Nearly all nodern video codecs

share comon concepts around frane types.
0 It is also desirable to be able to do this for SRTP wi t hout
requiring the video switch to decrypt the packets. SRTP will

encrypt the RTP payload format contents and consequently this data
is not usable for the switching function without decryption, which
may not even be possible in the case of end-to-end encryption of

private nedia.

A conpr ehensi ve di scussion of SFU consi derations around codec
agnostic selective forwarding of RTP nmedia is described in
[1-D. aboba-avtcore-sfu-rtp].

By providing neta-information about the RTP streans outside the
encrypted nedi a payl oad an RTP switch can do sel ective forwarding

wi t hout decrypting the payload. This document provides a solution to

this probl em
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2.

3.

Key Wrds for Normative Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Frame Marki ng RTP Header Extension

The sol ution uses RTP header extensions as defined in [RFC5285]. A
subset of neta-information fromthe video streamis provided as an
RTP header extension to allow an RTP switch to do generic selective
forwardi ng of video streanms encoded with potentially different video
codecs.

The Frame Marking RTP header extension is encoded using the one-byte
header or two-byte header as described in [RFC5285]. The one-byte
header format is used for exanples in this neno. The two-byte header
format is used when other two-byte header extensions are present in
the sane RTP packet, since nixing one-byte and two-byte extensions is
not possible in the same RTP packet.

1. Extension for Non-Scal abl e Streans
The foll owi ng RTP header extension is used for non-scal abl e streans.

The ID is assigned per [RFC5285], and the length is encoded as L=0
whi ch indicates 1 octet of data.

0 1
0123456789012345

T S S i SN SN S
| ID=? | L=0 |S|EI|DOO0O0 Q]
B i T S e i S S S

The following infornation are extracted fromthe nedi a payl oad and
sent in the Frame Marking RTP header extension.

o S Start of Frame (1 bit) - MIST be 1 in the first packet in a
frame; otherwi se MUST be O.

o E End of Frame (1 bit) - MJST be 1 in the |ast packet in a frane;
ot herwi se MUST be 0.

o |: Independent Frame (1 bit) - MJST be 1 for frames that can be
decoded i ndependent of prior franes, e.g. intra-frame, VPX
keyfrane, H 264 |IDR [ RFC6184], H. 265 | DR/ CRA/ BLA/ RAP [ RFC7798] ;
ot herwi se MUST be 0.
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3.

2.

o D Discardable Frame (1 bit) - MJST be 1 for frames that can be
di scarded, and still provide a decodable media stream otherw se
MJUST be O.

o0 The remaining (4 bits) - MJST be 0 for non-scal abl e streans.

Ext ensi on for Scal abl e Streans

The followi ng RTP header extension is used for scalable streans. The
IDis assigned per [RFC5285], and the length is encoded as L=2 which
indi cates 3 octets of data.

0 1 2 3
01234567890123456789012345678901
T T S o T S S B i i T S S SUR R S S S S
| ID=? | L=2 |S|E!I|DBl TID| LID | TLOPI CI DX |
T T e S S i e Sup

The following information are extracted fromthe nmedi a payl oad and
sent in the Frame Marking RTP header extension

o S Start of Frane (1 bit) - MJST be 1 in the first packet in a
frame within a layer; otherwi se MJST be O.

o E End of Frame (1 bit) - MJST be 1 in the |ast packet in a frane
within a | ayer; otherwi se MIST be O.

o |: Independent Franme (1 bit) - MJST be 1 for franes that can be
decoded i ndependent of prior franes, e.g. intra-frame, VPX
keyfrane, H 264 |1DR [ RFC6184], H. 265 | DR/ CRA/ BLA/ RAP [ RFC7798] ;
ot herwi se MUST be 0.

o D Discardable Frame (1 bit) - MJST be 1 for frames that can be

di scarded, and still provide a decodable nmedia stream otherw se
MUST be O.

0 B: Base Layer Sync (1 bit) - MIST be 1 if this frane only depends
on the base layer; otherwise MJST be 0. |If no scalability is

used, this MJST be O.
o TID Tenporal ID (3 bits) - The base tenporal |ayer starts with O,

and increases with 1 for each higher tenmporal |ayer/sub-layer. |If
no scalability is used, this MJST be O.

0 LID Layer ID (8 bits) - Identifies the spatial and quality |ayer
encoded. If no scalability is used, this MJST be 0 or onmitted.

When onitted, TLOPICI DX MJUST al so be onitted.

0 TLOPICIDX: Tenporal Layer O Picture Index (8 bits) - Running index
of base temporal layer O frames when TIDis 0. Wen TIDis not O,
this indicates a dependency on the given index. |If no scalability
is used, this MJST be O or onitted. Wen omtted, LID MJST al so
be onitted.
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The layer information contained in TID and LID convey useful aspects
of the layer structure that can be utilized in selective forwarding.
Wthout further information about the |ayer structure, these
identifiers can only be used for relative priority of layers. They
convey a |layer hierarchy with TID=0 and LI D=0 identifying the base

| ayer. Higher values of TID identify higher tenporal |ayers with

hi gher frame rates. Hi gher values of LID identify higher spatia
and/or quality layers with higher resolutions and/or bitrates.

Wth further information, for exanple, possible future RTCP SDES
itenms that convey full layer structure information, it nmay be
possible to map these TIDs and LIDs to specific frane rates,
resolutions and bitrates. Such additional |ayer information may be
useful for forwarding decisions in the RTP switch, but is beyond the
scope of this neno. The relative layer information is still useful
for many sel ective forwardi ng deci sions even wi thout such additional
| ayer information.

3.2.1. Layer | D Mappings for Scal able Streans
3.2.1.1. H265 LI D Mappi ng

The following shows the H265 [ RFC7798] LayerI D (6 bits) nmapped to the
generic LID field.

0 1 2 3

01234567890123456789012345678901
B T S i T S S S S
| ID=2 | L=2 |S|EI|DB TID|0l0 LayerlD | TLOPI CI DX |
T S T S T S e T S S S s R

3.2.1.2. VP9 LID Mapping

The followi ng shows VP9 Layer encoding information (4 bits for
spatial and quality) napped to the generic LID field.

0 1 2 3

01234567890123456789012345678901
T T T i T S T S s
| I1D=2| L=2 |S|EI|DB TID|0]0]0]0] RS RQ TLOPICI DX |
B o 2T e T T i S . T S S S S S

3.2.1.3. VP8 LID Mapping

The followi ng shows the header extension for VP8 that contains only
tenporal |ayer information.
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0 1 2 3

01234567890123456789012345678901
T T T i T S T S s
| I1D=2| L=2 |S|EI|DBl TID]|O|O0|O0|O0|O0]0|O0]O| TLOPICI DX |
R o 2 e T T i o S S T S

3.2.1.4. H264-SVC LI D Mappi ng

The foll owi ng shows H264- SVC [ RFC6190] Layer encoding information (3
bits for spatial and 4 bits quality) nmapped to the generic LID field.

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| ID=2| L=2 |S|E!I|DB TID|O] DD| QD | TLOPI CI DX |
T T T S S T S S

3.2.1.5. H264 (AVC) LID Mapping

The followi ng shows the header extension for H264 (AVC) that contains
only tenporal |ayer information.

0 1 2 3

01234567890123456789012345678901
T I T S i T i S S S i T i S S S S S S S
| I1D=2| L=2 |S|E!I|DBl TID]|O0|O0|O0|O0|O0]0|O0]O| TLOPICI DX |
T e o T T T S

3.3. Signaling information
The URI for declaring this header extension in an extmap attribute is
"urn:ietf:parans:rtp-hdrext:framemarking”. |t does not contain any
extension attributes.
An exanple attribute line in SDP;
a=extmap: 3 urn:ietf:parans:rtp-hdrext:framemarking

3.4. Considerations on use

The header extension values MJST represent what is already in the RTP
payl oad.

Wien a RTP switch needs to discard a received video frane due to

congestion control considerations, it is RECOWENDED that it
preferably drop franes narked with the "di scardable" bit.
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When a RTP switch wants to forward a new video streamto a receiver,
it is RECOWENDED to sel ect the new video streamfromthe first
switching point (I bit set) and forward the same. A RTP switch can
request a nedia source to generate a switching point for H 264 by
sending Full Intra Request (RTCP FIR) as defined in [RFC5104], for
exanpl e.

4. Security Considerations

In the Secure Real -Tine Transport Protocol (SRTP) [RFC3711], RTP
header extensions are authenticated but not encrypted. Wen header
extensions are used sone of the payload type information are exposed
and is visible to nmiddl e boxes. The encrypted nedia data is not
exposed, so this is not seen as a high risk exposure.
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6. | ANA Consi der ations

Thi s docunent defines a new extension URI to the RTP Conpact
Header Ext ensi ons sub-regi stry of the Real -Tine Transport Protocol
(RTP) Paraneters registry, according to the foll ow ng data:

Extension URI: urn:ietf:paranms:rtp-hdrext:framenmarkingi nfo
Description: Frame marking information for video streans
Contact: nzanaty@i sco.com

Ref erence: RFC XXXX

Note to RFC Editor: please replace RFC XXXX with the nunber of this
RFC.
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