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Abstract

Thi s docunent describes a feedback nmessage intended to enabl e
congestion control for interactive real-tinme traffic. The RTP Media
Congesti on Avoi dance Techni ques (RMCAT) Working Group forned a design
teamto anal yze feedback requirenents from vari ous congestion contro
algorithnms and to design a generic feedback message to hel p ensure
interoperability across those algorithns. The feedback nessage is
desi gned for a sender-based congestion control, which nmeans the
receiver of the nmedia will send necessary feedback to the sender of
the media to performthe congestion control at the sender
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1. I nt roduction

For interactive real-tine traffic the typical protocol choice is
Real ti me Transport Protocol (RTP) over User Datagram Protocol (UDP).
RTP does not provide any guarantee of Quality of Service (QS),
reliable or tinely delivery and expects the underlying transport
protocol to do so. UDP alone certainly does not neet that
expectation. However, RTP Control Protocol (RTCP) provides a
mechanismto periodically send transport and nedia netrics to the
medi a sender which can be utilized and extended for the purposes of
RMCAT congestion control. For a congestion control al gorithm which
operates at the media sender, RTCP nessages can be transmtted from
the medi a receiver back to the nedia sender to enabl e congestion
control. In the absence of standardi zed nmessages for this purpose,
the congestion control algorithm designers have desi gned proprietary
RTCP nessages that convey only those paraneters required for their
respective designs. As a direct result, the different congestion
control (a.k.a. rate adaptation) designs are not interoperable. To
enabl e algorithmevolution as well as interoperability across designs
(e.g., different rate adaptation algorithns), it is highly desirable
to have generic congestion control feedback fornmat.
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To hel p achieve interoperability for unicast RTP congestion control
this meno proposes a common RTCP feedback format that can be used by
NADA [I-D.ietf-rncat-nada], SCReAM [I-D.ietf-rntat-screamcc], Google
Congestion Control [I-D.ietf-rntat-gcc] and Shared Bottl eneck
Detection [I-D.ietf-rntat-sbhd], and hopefully future RTP congestion
control algorithnms as well.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

In addition the term nol ogy defined in [ RFC3550], [RFC3551],
[ RFC3611], [RFC4585], and [ RFC5506] appli es.

3. Feedback Message

The design team anal yzed the feedback requirenents fromthe different
proposed candidate in RMCAT Wa  The anal ysis showed sone
commonal iti es between the proposed sol ution candi date and sonme can be
derived fromother information. The design team has agreed to have
foll owi ng packet information block in the feedback nessage to satisfy
di fferent requirenment anal yzed.

0 Packet ldentifier : RTP sequence nunber. The RTP packet header
i ncludes an increnental packet sequence nunber that the sender
needs to correl ate packets sent at the sender with packets
recei ved at the receiver

0 Packet Arrival Tinme : Arrival time stanp at the receiver of the
medi a. The sender requires the arrival time stanmp of the
respective packet to determne delay and jitter the packet had
experienced during transmission. |In a sender based congestion
control solution the sender requires to keep track of the sent
packets - usually packet sequence nunber, packet size and packet
send time. Wrth the packet arrival tine the sender can detect the
delay and jitter information. Along with packet |oss and del ay
i nformati on the sender can estimate the avail abl e bandw dt h and
thus adapt to the situation

0 Packet Explicit Congestion Notification (ECN) Marking : |If ECN
[ RFC3168] is used, it is necessary to report on the 2-bit ECN mark
in received packets, indicating for each packet whether it is
mar ked not - ECT, ECT(0), ECT(1), or ECN-CE. |If the path on which
the media traffic traversing is ECN capabl e then the sender can
use the Congestion Experienced (ECN-CE) marking information for
congestion control. It is inportant that the receiver sends the
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ECN- CE mar ki ng i nformati on of the packet back to the sender to
take the advantages of ECN marking. Note that how the receiver
gets the ECN marking information at application |ayer is out of
the scope of this design team Additional information for ECN use
with RTP can be found at [RFC6679].

The feedback nessages can have one or nore of the above information
bl ocks. For RTCP based feedback nessage the packet information bl ock
wi Il be grouped by Synchronization Source (SSRC) identifier

As a practical matter, we note that host Operating System (QOS)
process interruptions can occur at inopportune tines. Thus, the
recording of the sent times at the sender and arrival times at the
recei ver should be made with deliberate care. This is because the
time duration of host OS interruptions can be significant relative to
the precision desired in the one-way delay estimates. Specifically,
the send tine should be recorded at the | atest opportunity prior to
outputting the nmedia packet at the sender (e.g., socket or RTP API)
and the arrival tine at the receiver (e.g., socket or RTP APlI) should
be recorded at the earliest opportunity available to the receiver.

3.1. RITCP Congestion Control Feedback Report

Congestion control feedback can be sent as part of a regular
schedul ed RTCP report, or in an RTP/ AVPF early feedback packet. If
sent as early feedback, congestion control feedback MAY be sent in a
non- conpound RTCP packet [RFC5506] if the RTP/ AVPF profil e [ RFC4585]
or the RTP/ SAVPF profile [RFC5124] is used.

Irrespective of howit is transported, the congestion contro

feedback is sent as a Transport Layer Feedback Message (RTCP packet
type 205). The format of this RTCP packet is as follows:

Sar ker, et al. Expires April 30, 2018 [ Page 4]



Internet-Draft Congestion Control Feedback in RTCP Cct ober 2017
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L|ECN] Arrival time offset | ... .
T T s e e o e i e S e s

- 4 4=
205

- 4 +-
a

+
+
(0]

+— +

B T i it T s i S e i SR SR
| SSRC of nth nedia source |
e e e e i e s S e R CE o o R
| begi n_seq | end_seq |
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| L] ECN] Arrival tinme offset | ... [

i T e o o s T e e et e ok o Sl e
| Report Timestanmp (32bits) |
B i S S T s i S T st i S S S S S S S S i

The first 8 octets are the RTCP header, with PT=205 and FMIr=CCFB
specifying the remainder is a congestion control feedback packet, and
i ncluding the SSRC of the packet sender. (NOTE TO RFC EDI TOR pl ease
repl ace CCFB here and in the above diagramwi th the | ANA assi gned
RTCP feedback packet type)

Section 6.1 of [RFC4585] requires the RTCP header to be foll owed by
the SSRC of the media source being reported upon. Accordingly, the
RTCP header is followed by a report for each SSRC received, followed
by the Report Ti mestanp.

The report for each SSRC received starts with the SSRC of that nedia
source. Then, each sequence nunber between the begi n_seq and end_seq
(both inclusive) is represented by a packet netric block of 16-bits
that contains the L, ECN, and ATO fields. |If an odd nunber of
reports are included, i.e., end_seq - begin_seq is odd then 16 bits
of zero paddi ng MJST be added after the last report, to align the
RTCP packet to a four (4) bytes boundary. The L, ECN, and ATO fields
are as follows:
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o L (1 bit): is a boolean to indicate if the packet was received. O
represents that the packet was not yet received and all the
subsequent bits (ECN and ATO) are also set to 0. 1 represent the
packet was received and the subsequent bits in the block need to
be parsed

0 ECN (2 bits): is the echoed ECN mark of the packet. These are set
to 00 if not received, or if ECN is not used.

o Arrival tine offset (ATO 13 bits): it the relative arrival tine
of the RTP packets at the receiver before this feedback report was
generated neasured in mlliseconds. It is calculated by
subtracting the reception tinmestanp of the RTP packet denoted by
this 16bit bl ock and the timestanp (RTS) of this report. If the
measured value is greater than 8.189 seconds (the value that would
be coded as Ox1FFD), the value Ox1FFE MJUST be reported to indicate
an over-range positive nmeasurenent. |f the nmeasurenent is
unavai l abl e, the val ue Ox1FFF MUST be reported.

Report Tinmestanmp (RTS, 32 bits): represents the tinestanp when this
report was generated. The sender of the feedback nessage deci des on
the wall-clock. Usually, it should be derived fromthe sane wall -

clock that is used for tinestanping RTP packets arrival . Consistency
inthe unit and resolution (10th of nillisecond should be good enough
) is inportant here. |In addition, the nmedia sender can ask for a

specific resolution it wants.
4. Feedback Frequency and Over head

There is a trade-off between speed and accuracy of reporting, and the
overhead of the reports. [I-D.ietf-rntat-rtp-cc-feedback] discusses
this trade-off, and the possible rates of feedback

It is a general understanding that the congestion control algorithns
will work better with nore frequent feedback - per packet feedback
However, RTCP bandwi dth and transm ssion rules put sonme upper linmts
on how frequently the RTCP feedback nessages can be send fromthe
medi a receiver to the nmedia sender. |t has been shown
[I-D.ietf-rncat-rtp-cc-feedback] that in nost cases a per frane
feedback is a reasonabl e assunption on how frequent the RTCP feedback
messages can be transmitted. The design team al so have noted that
even if a higher frequency of feedback is desired it is not viable if
the feedback nmessages starts to conpete against the nedia traffic on
the feedback path during congestion period. Analyzing the feedback
interval requirement [feedback-requirenents] it can be seen that the
candidate algorithns can performw th a feedback interval range of
50-200ns. A value within this range need to be negotiated at session
set up.
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5.

Desi gn Rational e

The primary function of RTCP Sender Report (SR) / Receiver Report
(RR) is to report the reception quality of nedia. The regular SR/
RR reports contain informati on about observed jitter, fractiona
packet | oss and cunul ative packet |oss. The original intent of this
informati on was to assist flow and congestion control nechanisns.
Even though it is possible to do congestion control based on
information provided in the SRRRR reports it is not sufficient to
design an efficient congestion control algorithmfor interactive
real -tinme communi cation. An efficient congestion control algorithm
requires nore fine grain informati on on per packet (see Section 3) to
react to the congestion or to avoid funder congestion on the path.

Codec Control Message for AVPF [ RFC5104] defines Tenporary Maxi mum
Media Bit Rate (TMVBR) nessage which conveys a tenporary maxi num
bitrate limtation fromthe receiver of the media to the sender of
the media. Even though it is not designed to replace congestion
control, TMMBR has been used as a neans to do receiver based
congestion control where the session bandwi dth is high enough to send
frequent TMVBR nessages especially with reduced sized reports

[ RFC5506]. This requires the receiver of the nedia to analyze the
data reception, detect congestion |level and recomend a nmaxi mum
bitrate suitable for current avail abl e bandwi dth on the path with an
assunption that the sender of the nedia always honors the TMVBR
message. This requirement is conpletely opposite of the sender based
congestion control approach. Hence, TMVBR cannot be as a signaling
means for a sender based congestion control nechanism However,
TMMBR shoul d be viewed a conplinmentary signaling nechanismto
establish receiver’s current view of acceptable maxi mum bitrate which
a sender based congestion control should honor

There are nunmber of RTCP eXtended Report (XR) bl ocks have been
defined for reporting of delay, loss and ECN marking. It is possible
to conbi ne several XR blocks to report the I oss and ECN nmarki ng at
the cost of overhead and conplexity. However, there is no existing
RTCP XR bl ock to report packet arrival tine.

Consi dering the issues discussed here it is rational to design a new
congestion control feedback signaling nechani smfor sender based
congestion control al gorithm
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7.

9.

9.

| ANA Consi der ati ons

I ANA is requested to assign a new value in the "FMI Val ues for RTPFB
Payl oad Types" registry for the CCFB transport |ayer feedback packet
described in Section 3.1.

Security Considerations

There is a risk of causing congestion if an on-path attacker nodifies
the feedback nessages in such a nanner to nake avail abl e bandwi dth
greater than it is inreality. [Mre on security consideration TBD.]
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