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Abstract

Thi s docunent describes the use of BGP as a control plane for

net wor ks that support Service Function Chaining (SFC). The docunent
i ntroduces a new BGP address fanmily called the SFC AFlI/SAFI with two
route types. One route type is originated by a node to advertise
that it hosts a particular instance of a specified service function.
This route type also provides "instructions" on how to send a packet
to the hosting node in a way that indicates that the service function
has to be applied to the packet. The other route type is used by a
Controller to advertise the paths of "chains" of service functions,
and to give a unique designator to each such path so that they can be
used in conjunction with the Network Service Header.

Thi s docunent adopts the SFC architecture described in RFC 7665.
Requi renment s Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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As described in [ RFC7498], the delivery of end-to-end services can
require a packet to pass through a series of Service Functions (SFs)

(e.g., classifiers, firewalls, TCP accelerators, and server |oad
bal ancers) in a specified order: this is terned "Service Function

Chai ning" (SFC). There are a nunber of issues associated with

depl oyi ng and nai ntai ning service function chaining in production

net wor ks, which are descri bed bel ow.

Conventionally, if a packet needs to travel through a particul ar

service chain, the nodes hosting the service functions of that chain

are placed in the network topology in such a way that the packet

cannot reach its ultimte destination w thout first passing through
all the service functions in the proper order. This need to place
the service functions at particular topological locations limts the

ability to adapt a service function chain to changes in network
topol ogy (e.g., link or node failures), network utilization, or

of fered service |load. These topological restrictions on where the

service functions can be placed raise the follow ng issues:

1. The process of configuring or nodifying a service function chain
is operationally conplex and may require changes to the network

t opol ogy.

2. Alternate or redundant service functions nmay need to be co-
| ocated with the primary service functions.
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3. Wen there is nore than one path between source and destination
forwardi ng may be asymetric and it may be difficult to support
bi directional service function chains using sinple routing
met hodol ogi es and protocols without addi ng nechanisns for traffic
steering or traffic engineering.

In order to address these issues, the SFC architecture includes
Service Function Chains that are built in their own overlay network
(the service function overlay network), coexisting with other overlay
net wor ks, over a common underlay network [ RFC7665]. A Service
Function Chain is a sequence of Service Functions through which
packet flows satisfying specified criteria will pass.

Thi s docunment describes the use of BGP as a control plane for

net wor ks that support Service Function Chaining (SFC). The docunent

i ntroduces a new BGP address famly called the SFC AFl/SAFI with two

route types. One route type is originated by a node to advertise

that it hosts a particular instance of a specified service function

This route type al so provides "instructions" on how to send a packet

to the hosting node in a way that indicates that the service function

has to be applied to the packet. The other route type is used by a

Controller to advertise the paths of "chains" of service functions,

and to give a unique designator to each such path so that they can be

used in conjunction with the Network Service Header

Thi s docunment adopts the SFC architecture described in [ RFC7665].
1.1. Term nol ogy

This docunment uses the following terns from|[RFC7665]:

o Bidirectional Service Function Chain

0 Cassifier

0 Service Function (SF)

0 Service Function Chain (SFQ)

0 Service Function Forwarder (SFF)

0 Service Function Instance (SFI)

0 Service Function Path (SFP)

0 SFC branching
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Additionally, this docunent uses the following ternms from
[I-D.ietf-sfc-nsh]:

0 Network Service Header (NSH)
0 Service Index (SI)
0 Service Path lIdentifier (SPl)
Thi s docunent introduces the follow ng terns:
0 Service Function |Instance Route (SFIR)
0 Service Function Overlay Network
0 Service Function Path Route (SFPR)
0 Service Function Type (SFT)
2. Overview
2.1. Functional Overview

In [I-D.ietf-sfc-nsh] a Service Function Chain (SFC) is an ordered
list of Service Functions (SFs). A Service Function Path (SFP) is an
i ndi cation of which instances of SFs are acceptable to be traversed
in an instantiation of an SFC in a service function overlay network.
The Service Path ldentifier (SPI) is a 24-bit nunber that identifies
a specific SFP, and a Service Index (SI) is an 8-bit nunber that
identifies a specific point in that path. 1In the context of a
particular SFP (identified by an SPl), an Sl represents a particul ar
Service Function, and indicates the order of that SF in the SFP

In fact, each SI is mapped to one or nore SFs that are inplenented by
one or nore Service Function Instances (SFlIs) that support those
specified SFs. Thus an SI may represent a choice of SFIs of one or
nore Service Function Types. By deploying nultiple SFlIs for a single
SF, one can provide | oad bal anci ng and redundancy.

A special Service Function, called a Cassifier, is |located at each
ingress point to a service function overlay network. It assigns the
packets of a given packet flowto a specific Service Function Path.
This may be done by comparing specific fields in a packet’s header
with local policy, which may be custoner/network/service specific.
The cl assifier picks an SFP and sets the SPI accordingly it then sets
the SI to the value of the SI for the first hop in the SFP and then
prepending a Network Services Header (NSH) [I-D.ietf-sfc-nsh], to

t hat packet containing the assigned SPI/SI. Note that the Cassifier
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and the node that hosts the first Service Function in a Service
Function Path need not be |ocated at the same point in the service
function overlay network.

Note that the presence of the NSH can nmake it difficult for nodes in
the underlay network to |locate the fields in the original packet that
woul d normally be used to constrain equal cost nultipath (ECWP)
forwarding. Therefore, it is recomended, as described in

Section 7.1, that the node prepending the NSH al so provi de sonme form
of entropy indicator that can be used in the underl ay network.

The Service Function Forwarder (SFF) receives a packet fromthe
previous node in a Service Function Path, renoves the packet’s |ink

| ayer or tunnel encapsul ati on and hands the packet and the NSH to the
Servi ce Function Instance for processing.

When the SFF receives the packet and the NSH back fromthe SFI it
must sel ect the next SFI along the path using the SPI and SI in the
NSH and potentially choosing between nultiple SFIs (possibly of
different Service Function Types) as described in Section 5. 1In the
normal case the SPI remains unchanged and the SI will have been
decrenented to indicate the next SF along the path. But other
possibilities exist if the SF nakes other changes to the NSH t hrough
a process of re-classification:

o The SI in the NSH may i ndicate:
* A previous SF in the path: known as "l ooping" (see Section 6).

* An SF further down the path: known as "junping" (see al so
Section 6).

o The SPI and the SI may point to an SF on a different SFP: known as
"branchi ng" (see al so Section 6).

Such nodifications are linmted to within the sane service function
overlay network. That is, an SPI is known within the scope of
service function overlay network. Furthernmore, the new Sl value is
interpreted in the context of the SFP identified by the SPI, and S
val ues that do not formpart of the definition of the path are

i nval id.

An unknown or invalid SPI/SI conbination SHALL be treated as an error
and the SFF MJST drop the packet. Such errors SHOULD be | ogged, and
such | ogs MJST be subject to rate limts. See [I-D.ietf-sfc-nsh] for
nore details of handling this situation in received NSH packets.
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The SFF then selects an SFI that provides the SF denoted by the SPI/
SI, and forwards the packet to the SFF that supports that SFI

2.2. Control Plane Overview

To acconplish the function described in Section 2.1, this docunent

i ntroduces a new BGP AFI/SAFI [values to be assigned by | ANA] for
"SFC Routes". Two SFC Route Types are defined by this docunent: the
Servi ce Function Instance Route (SFIR), and the Service Function Path
Route (SFPR). As detailed in Section 3, the route type is indicated
by a sub-field in the NLRI.

o The SFIR is advertised by the node hosting the service function
instance. The SFIR describes a particular instance of a
particul ar Service Function and the way to forward a packet to it
through the underlay network, i.e., | P address and encapsul ation
i nformation.

0 The SFPRs are originated by Controllers. One SFPR is originated
for each Service Function Path. The SFPR specifies:

A. the SPI of the path
B. the sequence of SFTs and/or SFls of which the path consists

C. for each such SFT or SFI, the SI that represents it in the
identified path.

Thi s approach assunes that there is an underlay network that provides
connectivity between SFFs and Controllers, and that the SFFs are
grouped to formone or nore service function overlay networks through
which SFPs are built. W assume BGP connectivity between the
Controllers and all SFFs within each service function overlay

net wor K.

In addition, we also introduce the Service Function Type (SFT) that
is the category of SF that is supported by an SFF (such as
"firewal1"). An I ANA registry of Service Function Types is

i ntroduced in Section 10. An SFF may support SFs of multiple
different SFTs, and may support nultiple SFls of each SF.

When choosing the next SFI in a path, the SFF uses the SPI and SI as
well as the SFT to choose anbng the SFIs, applying, for exanple, a

| oad bal ancing al gorithmor direct know edge of the underlay network
topol ogy as described in Section 4.
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The SFF then encapsul ates the packet using the encapsul ation
specified by the SFIR of the selected SFI and forwards the packet.
See Figure 1.

Thus the SFF can be seen as a portal in the underlay network through
which a particular SFI is reached.

Packet s
|11
| ||
[
|
| dassifier |
| |
|
|
| | Tunnel | |
| SFF | | SFF |=========== . ........
| | | | # SFT
| | - - -+ A
| | / \ # | SFI |
| . [ Vo # -
| | / \ # .
| | e ’ |
| | | SFI | | SFI | # s
| | __________ —=== o=
[ [ | SFF |[--- Dests
| | ----- —=== |---
| | | SFI | g e
| | e ’
| | SFT | #
| | [ oot #
| | | #
| | | #
| | St #
| | | | #
| | | SFF | ——=—=—=—=—=—====

Figure 1: The SFC Architecture Reference Mbdel
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3. BGP SFC Rout es

Thi s docunment defines a new AFlI/SAFI for BGP, known as "SFC', with an
NLRI that is described in this section.

The format of the SFC NLRI is shown in Figure 2.

o mmm e e e e e e e e e e e e e e mm e e aa oo +
| Route Type (2 octets) [
. +
| Length (2 octets) [
e +
| Route Type specific (variable) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +

Fi gure 2: The Format of the SFC NLR

The Route Type field determ nes the encoding of the rest of the route
type specific SFC NLRI.

The Length field indicates the length in octets of the route type
specific field of the SFC NLRI.

Thi s docunment defines the foll ow ng Route Types:
1. Service Function Instance Route (SFIR)
2. Service Function Path Route (SFPR)

A Service Function Instance Route (SFIR) is used to identify an SFI.
A Service Function Path Route (SFPR) defines a sequence of Service

Functions (each of which has at | east one instance advertised in an
SFIR) that form an SFP.

The detail ed encodi ng and procedures for these Route Types are
descri bed i n subsequent sections.

The SFC NLRI is carried in BGP [ RFC4271] using BGP Ml ti protocol

Ext ensi ons [ RFC4760] with an Address Family Identifier (AFlI) of TBD1
and a Subsequent Address Fanmily ldentifier (SAFl) of TBD2. The NLRI
field in the MP_REACH NLRI/ MP_UNREACH NLRI attribute contains the SFC
NLRI, encoded as specified above.

In order for two BGP speakers to exchange SFC NLRI's, they nust use

BGP Capabilities Advertisenents to ensure that they both are capabl e
of properly processing such NLRIs. This is done as specified in
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[ RFCA760], by using capability code 1 (Multiprotocol BGP) with an AF
of TBD1 and a SAFI of TBD2.
3.1. Service Function Instance Route (SFIR)

Figure 3 shows the Route Type specific NLRI of the SFIR

o mm e e e e e e e e e e e e e e e e e e e e e e +
| Route Distinguisher (RD) (8 octets) [
oo e e e e e e e e e e e e e e e ee e eeao o +
| Service Function Type (2 octets) |
o +

Figure 3: SFIR Route Type specific NLR

Per [RFC4364] the RD field conprises a two byte Type field and a six
byte Value field. Two SFIs of the same SFT nust be associated with
different RDs, where the association of an SFI with an RDis

determ ned by provisioning. If two SFIRs are originated from
different administrative domains, they nust have different RDs. In
particular, SFIRs fromdifferent VPNs (for different service function
overlay networks) nust have different RDs, and those RDs nust be
different from any non- VPN SFI Rs.

The Service Function Type identifies a service function, e.g.
classifier, firewall, |oad balancer, etc. There may be several SFIs
that can performa given Service Function. Each node hosting an SFI
must originate an SFIR for each SFI that it hosts. The SFIR
representing a given SFI will contain an NLRI with RD field set to an
RD as specified above, and with SFT field set to identify that SFI’'s
Servi ce Function Type. The values for the SFT field are taken froma
registry admnistered by | ANA (see Section 10). A BGP Update
containing one or nore SFIRs will also include a Tunnel Encapsul ation
attribute [I-D.ietf-idr-tunnel-encaps]. |f a data packet needs to be
sent to an SFlI identified in one of the SFIRs, it will be

encapsul ated as specified by the Tunnel Encapsul ation attribute, and
then transmtted through the underl ay network.

3.2. Service Function Path Route (SFPR)

Figure 4 shows the Route Type specific NLRI of the SFPR
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T T e +
| Route Distinguisher (RD) (8 octets) |
o mm e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
| Service Path Identifier (SPI) (3 octets) [
. +

Figure 4: SFPR Route Type Specific NLR

Per [RFC4364] the RD field conprises a two byte Type field and a six
byte Value field. Al SFPs nust be associated with different RDs.
The association of an SFP with an RD is determ ned by provisioning.

If two SFPRs are originated fromdifferent Controllers they nust have
different RDs. Additionally, SFPRs fromdifferent VPNs (i.e., in
different service function overlay networks) nust have different RDs,
and those RDs nust be different fromany non-VPN SFPRs.

The Service Path lIdentifier is defined in [I-D.ietf-sfc-nsh] and is
the value to be placed in the Service Path Identifier field of the
NSH header of any packet sent on this Service Function Path. It is
expected that one or nore Controllers will originate these routes in
order to configure a service function overlay network

The SFP is described in a new BGP Path attribute, the SFP attri bute.
Section 3.2.1 shows the format of that attri bute.

3.2.1. The SFP Attribute
[ RFC4271] defines the BGP Path attribute. This docunent introduces a
new Path attribute called the SFP attribute with value TBD3 to be
assigned by 1ANA.  The first SFP attribute MJUST be processed and
subsequent instances MJST be ignored.

The common fields of the SFP attribute are set as foll ows:

0 Optional bit is set to 1 to indicate that this is an optiona
attribute.

o The Transitive bit is set to 1 to indicate that this is a
transitive attri bute.

0 The Extended Length bit is set according to the length of the SFP
attribute as defined in [ RFC4271].

o0 The Attribute Type Code is set to TBD3.
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The content of the SFP attribute is a series of Type-Length-Variable
(TLV) constructs. Each TLV may include sub-TLVs. Al TLVs and sub-
TLVs have a conmon format that is:

0 Type: Asingle octet indicating the type of the SFP attribute TLV.
Val ues are taken fromthe registry described in Section 10. 3.

0 Length: Atw octet field indicating the length of the data
followi ng the Length field counted in octets.

o Value: The contents of the TLV.

The formats of the TLVs defined in this docunent are shown in the
foll owi ng sections. The presence rules and neanings are as foll ows.

0 The SFP attribute contains a sequence of zero or nore Association
TLVs. That is, the Association TLV is optional. Each Association
TLV provi des an associ ation between this SFPR and anot her SFPR
Each associated SFPR is indicated using the RDwith which it is
advertised (we say the SFPR-RD to avoid anbiguity).

o0 The SFP attribute contains a sequence of one or nore Hop TLVs.
Each Hop TLV contains all of the information about a single hop in
t he SFP.

o Each Hop TLV contains an Sl value and a sequence of one or nore
SFT TLVs. Each SFT TLV contains an SFlI reference for each
instance of an SF that is allowed at this hop of the SFP for the
specific SFT. Each SFI is indicated using the RDwith which it is
advertised (we say the SFIR-RD to avoid anbiguity).

3.2.1.1. The Association TLV
The Association TLV is an optional TLV in the SFP attribute. It may
be present multiple tinmes. Each occurrence provides an associ ation

with another SFP as advertised in another SFPR  The format of the
Association TLV is shown in Figure 5
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e +
| Type =1 (1 octet) |
| length (2 octets) T |
| hssociation Type (L octet) |
| hssociated SFPRRD (8 octets) |
| hssociated SPI (3 octets) |
o o o +

Figure 5: The Format of the Association TLV
The fields are as foll ows:
Type is set to 1 to indicate an Association TLV.

Length indicates the length in octets of the Association Type and
Associ ated SFPR-RD fields. The value of the Length field is 12

The Association Type field indicate the type of association. The
val ues are tracked in an | ANA registry (see Section 10.4). Only
one value is defined in this docunent: type 1 indicates
association of two unidirectional SFPs to forma bidirectiona
SFP. An SFP attribute SHOULD NOT contain nore than one

Associ ation TLV with Association Type 1. if nore than one is
present, the first one MJUST be processed and subsequent instances
MUST be ignored. Note that documents that define new Associ ation
Types nust al so define the presence rules for Association TLVs of
the new type.

The Associ at ed SFPR-RD contains the RD of sone ot her SFPR
advertisenent that contains the SFP with which this SFP is
associ at ed.

The Associated SPI contains the SPI of the associated SFP as
advertised in the SFPR indicated by the Associated SFPR-RD fi el d.

Associ ation TLVs with unknown Associ ati on Type val ues SHOULD be

i gnored. Association TLVs that contain an Associ ated SFPR-RD val ue
equal to the RD of the SFPR in which they are contai ned SHOULD be
ignored. If the Associated SPI is not equal to the SPI advertised in
the SFPR indicated by the Associated SFPR-RD then the Association TLV
SHOULD be i gnor ed.
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Not e that when two SFPRs reference each other using the Association
TLV, one SFPR advertisement will be received before the other.
Theref ore, processing of an association MJUST NOT be rejected sinply
because the Associated SFPR-RD i s unknown.

Furt her discussion of correlation of SFPRs is provided in
Section 7. 2.

3.2.1.2. The Hop TLV
There is one Hop TLV in the SFP attribute for each hop in the SFP

The format of the Hop TLV is shown in Figure 6. At |east one Hop TLV
must be present in an SFP attribute.

e +
| Type = 2 (1 octet) |
T T |
| Length (2 octets) [
S |
| Service Index (1 octet) |
o mm o e e e e e e e e e e e e e e e e e e e eo— - [
| Hop Details (variable) |
o +

Figure 6: The Format of the Hop TLV
The fields are as foll ows:
Type is set to 2 to indicate a Hop TLV.

Length indicates the length in octets of the Service | ndex and Hop
Details fields.

The Service Index is defined in [I-D.ietf-sfc-nsh] and is the
value found in the Service Index field of the NSH header that an
SFF will use to | ookup to which next SFI a packet should be sent.
The Hop Details consist of a sequence of one or nore SFT TLVs.
3.2.1.3. The SFT TLV
There is one or nore SFT TLV in each Hop TLV. There is one SFT TLV

for each SFT supported in the specific hop of the SFP. The format of
the SFT TLV is shown in Figure 7
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3.

2

o m e e e +
| Type = 3 (1 octet) |
e |
| Length (2 octets) [
S IS |
| Service Function Type (2 octets) |
. |
| SFIRRD List (variable) |
o mm e e e e e e e e e e e e e e e e e e e e e e +

Figure 7: The Format of the SFT TLV

The fields are as foll ows:

It
in

(0]

2

Type is set to 3 to indicate an SFT TLV.

Length indicates the length in octets of the Service Function Type
and SFIR-RD List fields.

The Service Function Type is used to identify a Service Function
Instance Route in the service function overlay network which, in
turn, will allow | ookup of routes to SFIs inplenenting the SF.
SFT values in the range 1-31 are Special Purpose SFT val ues and
have neani ngs defined by the docunents that describe them- the
val ue ' Change Sequence’ is defined in Section 6.1 of this
docunent .

The SFIR-RD List is nade up of one or nore SFIR-RD values fromthe
advertisements of SFIs in SFIRs. An SFIR RD of val ue zero has
speci al nmeaning as described in Section 5. Each entry in the |ist
is 8 octets long, and the nunber of entries in the list can be
deduced fromthe value of the Length field.

Ceneral Rules For The SFP Attribute

is possible for the sanme SFI, as described by an SFIR to be used
mul ti pl e SFPRs.

When two SFPRs have the sanme SPI but different SFPR-RDs there can be
t hree cases:

Two or nore Controllers are originating SFPRs for the sane SFP.
In this case the content of the SFPRs is identical and the
duplication is to ensure receipt and to provide Controller

r edundancy.
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o There is a transition in content of the advertised SFP and the
advertisenents may originate fromone or nore Controllers. In
this case the content of the SFPRs will be different.

0 The reuse of an SPI may result froma configuration error

In all cases, there is no way for the receiving SFF to know which
SFPR to process, and the SFPRs could be received in any order. At
any point in time, when nultiple SFPRs have the sane SPI but
different SFPR-RDs, the SFF MJST use the SFPR with the nunerically
| owest SFPR-RD. The SFF SHOULD |l og this occurrence to assist with
debuggi ng.

Furthermore, a Controller that wants to change the content of an SFP
i's RECOVWENDED to use a new SPI and so create a new SFP onto which
the Classifiers can transition packet flows before the SFPR for the
old SFP is withdrawn. This avoids any race conditions with SFPR
advertisenments.

Additionally, a Controller SHOULD NOT re-use an SPI after it has
wi thdrawn the SFPR that used it until at |east a configurable anount
of tinme has passed. This tinmer SHOULD have a default of one hour

4. Mode of Qperation

Thi s docunent describes the use of BGP as a control plane to create
and manage a service function overlay network.

4.1. Route Targets

The main feature introduced by this docunent is the ability to create
mul tiple service function overlay networks through the use of Route
Targets (RTs) [ RFC4364].

Every BGP UPDATE containing an SFIR or SFPR carries one or nore RTs.
The RT carried by a particular SFIR or SFPR is determi ned by the
provi sioning of the route’ s originator

Every node in a service function overlay network is configured with
one or nore inport RTs. Thus, each SFF will inport only the SFPRs
with matching RTs allowing the construction of multiple service
function overlay networks or the instantiation of Service Function
Chains within an L3VPN or EVPN instance (see Section 7.3). An SFF
that has a presence in multiple service function overlay networks
(i.e., inmports nore than one RT) may find it helpful to maintain
separate forwarding state for each overlay network.
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Servi ce Function |Instance Routes

The SFIR (see Section 3.1) is used to advertise the existence and
| ocation of a specific Service Function Instance and consists of:

0 The RT as just described.

0 A Service Function Type (SFT) that is the category of Service
Function that is provided (such as "firewall").

0 A Route Distinguisher (RD) that is unique to a specific instance
of a service function

Servi ce Function Path Routes

The SFPR (see Section 3.2) describes a specific path of a Service
Function Chain. The SFPR contains the Service Path Identifier (SPI)
used to identify the SFP in the NSH in the data plane. It also
contains a sequence of Service |Indexes (SIs). Each Sl identifies a
hop in the SFP, and each hop is a choice between one of nore SFIs.

As described in this docunent, each Service Function Path Route is
identified in the service function overlay network by an RD and an
SPI. The SPI is unique across all service function overlay networks
supported by the underlay network.

The SFPR advertisenment conprises:
0 An RT as described in Section 4.1.
o Atuple that identifies the SFPR
* An RD that identifies an advertisenent of an SFPR

* The SPI that uniquely identifies this path within all service
function overlay networks supported by the underlay network
This SPI al so appears in the NSH

0 A series of Service Indexes. Each Sl is used in the context of a
particular SPI and identifies one or nore SFs (distinguished by
their SFTs) and for each SF a set of SFIs that instantiate the SF.
The values of the SI indicate the order in which the SFs are to be
executed in the SFP that is represented by the SPI

o The Sl is used in the NSHto identify the entries in the SFP
Note that the SI val ues have neaning only relative to a specific
path. They have no semantic other than to indicate the order of
Service Functions within the path and are assuned to be
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nmonot oni cal ly decreasing fromthe start to the end of the path
[I-D.ietf-sfc-nsh].

0 Each Service Index is associated with a set of one or nore Service
Function I nstances that can be used to provide the i ndexed Service
Function within the path. Each nenber of the set conprises:

* The RD used in an SFIR adverti senment of the SFI

* The SFT that indicates the type of function as used in the sane
SFI R advertisenment of the SFI

This may be summari zed as foll ows where the notations "SFPR-RD' and
"SFIR-RD' are used to distinguish the two different RDs:

RT, {SFPR-RD, SPI}, m* {SI, {n * {SFT, p * SFIR-RD} } }
VWher e:
RT: Route Target

SFPR-RD: The Route Descriptor of the Service Function Path Route
adverti senent

SPI: Service Path Identifier used in the NSH
m The nunber of hops in the Service Function Path

n: The nunber of choices of Service Function Type for a specific
hop

p: The number of choices of Service Function Instance for given
Servi ce Function Type in a specific hop

Sl: Service Index used in the NSH to indicate a specific hop

SFT: The Service Function Type used in the same adverti senent of
the Service Function Instance Route

SFI R-RD: The Route Descriptor used in an advertisenent of the
Servi ce Function |Instance Route

Note that the values of SI are fromthe set {255, ..., 1} and are
nmonot oni cal |y decreasing within the SFP. Sls MJST appear in order
within the SFPR (i.e., nonotonically decreasing) and MJUST NOT appear
nore than once. Malforned SFPRs MUST be di scarded and MJST cause any
previous instance of the SFPR (sane SFPR-RD and SPI) to be discarded.
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The choice of SFI is explained further in Section 5. Note that an
SFI R-RD val ue of zero has special neaning as described in that
Secti on.

4.4, Cassifier Qperation

As shown in Figure 1, the Classifier is a special Service Function
that is used to assign packets to an SFP

The Classifier is responsible for determning to which packet flow a
packet bel ongs (usually by inspecting the packet header), inposing an
NSH, and initializing the NSH to include the SPI of the sel ected SFPR
and to include the SI fromfirst hop of the selected SFP

The C assifier may al so provide an entropy indicator as described in
Section 7.1.

4.5. Service Function Forwarder Operation

Each packet sent to an SFF is transnmitted encapsul ated in an NSH
The NSH i ncludes an SPI and SI: the SPI indicates the SFPR

adverti senent that announced the Service Function Path; the tuple
SPI/SI indicates a specific hop in a specific path and maps to the
RDY SFT of a particular SFIR advertisement.

When an SFF gets an SFPR advertisenment it will first determ ne
whether to inmport the route by examining the RT. If the SFPR is

i mported the SFF then determnes whether it is on the SFP by | ooking
for its own SFIR-RDs in the SFPR. For each occurrence in the SFP
the SFF creates forwarding state for incom ng packets and forwarding
state for outgoing packets that have been processed by the specified
SFI .

The SFF creates |local forwarding state for packets that it receives
fromother SFFs. This state nakes the association between the SPI/ S
in the NSH of the received packet and one or nore specific local SFls
as identified by the SFIRRRD SFT. |If there are nultiple local SFIs
that match this is because a single adverti senent was nmade for a set
of equivalent SFIs and the SFF may use | ocal policy (such as |oad

bal ancing) to determine to which SFI to forward a received packet.

The SFF al so creates next hop forwarding state for packets received
back fromthe local SFI that need to be forwarded to the next hop in
the SFP. There may be a choice of next hops as described in

Section 4.3. The SFF could install forwarding state for al

potential next hops, or it could choose to only install forwarding
state to a subset of the potential next hops. |If a choice is nmade
then it will be as described in Section 5.
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The installed forwarding state may change over tinme reacting to
changes in the underlay network and the availability of particul ar
SFI s.

Note that SFFs only create and store forwarding state for the SFPs on
whi ch they are included. They do not retain state for all SFPs
adverti sed.

An SFF may also install forwarding state to support |ooping, junping,
and branching. The protocol nmechanismfor explicit control of

| oopi ng, junping, and branching is described in Section 6.1 using a
special value of the SFT within an entry in an SFPR

5. Selection in Service Function Paths

As described in Section 2 the SPI/SI in the NSH passed back from an
SFI to the SFF nay | eave the SFF with a choice of next hop SFTs, and
a choice of SFIs for each SFT. That is, the SPI indicates an SFPR,
and the Sl indicates an entry in that SFPR  Each entry in an SFPR is
a set of one or nmore SFT/SFIR-RD pairs. The SFF nmust choose one of
these, identify the SFF that supports the chosen SFI, and send the
packet to that next hop SFF.

In the typical case, the SFF chooses a next hop SFF by | ooking at the
set of all SFFs that support the SFs identified by the SI (that set
havi ng been advertised in individual SFIR advertisenents), finding
the one or nore that are "nearest” in the underlay network, and
choosi ng bet ween next hop SFFs using its own | oad-bal anci ng

al gorithm

An SFI may influence this choice process by passing additiona

i nformati on back along with the packet and NSH. This information may
i nfluence local policy at the SFF to cause it to favor a next hop SFF
(perhaps selecting one that is not nearest in the underlay), or to

i nfluence the | oad-bal ancing al gorithm

This selection applies to the normal case, but also applies in the
case of | ooping, junping, and branching (see Section 6).

Suppose an SFF in a particular service overlay network (identified by
a particular inport RT, RT-z) needs to forward an NSH encapsul at ed
packet whose SPI is SPI-x and whose Sl is Sl-y. It does the

fol | owi ng:

1. It looks for an installed SFPR that carries RT-z and that has
SPI-x inits NLRI. If there is none, then such packets cannot be
f orwar ded
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2. Fromthe SFP attribute of that SFPR, it finds the Hop TLV with S
value set to Sl-y. |If there is no such Hop TLV, then such
packets cannot be forwarded.

3. It then finds the "relevant" set of SFIRs by going through the
list of of SFT TLVs contained in the Hop TLV as foll ows:

A An SFIRis relevant if it carries RT-z, the SFT in its NLR
mat ches the SFT value in one of the SFT TLVs, and the RD
value in its NLRI matches an entry in the list of SFIR-RDs in
that SFT TLV.

B. If an entry in the SFIR-RD list of an SFT TLV contains the
val ue zero, then an SFIRis relevant if it carries RT-z and
the SFT in its NLRI matches the SFT value in that SFT TLV.
l.e., any SFIR in the service function overlay network
defined by RT-z and with the correct SFT is rel evant.

Each of the relevant SFIRs identifies a single SFI, and contains a
Tunnel Encapsul ation attribute that specifies how to send a packet to
that SFI. For a particul ar packet, the SFF chooses a particul ar SFI
fromthe set of relevant SFIRs. This choice is nade according to

| ocal policy.

A typical policy mght be to figure out the set of SFIs that are
cl osest, and to | oad bal ance anong them But this is not the only
possi bl e policy.

6. Looping, Junping, and Branching

As described in Section 2 an SFl or an SFF may cause a packets to
"l oop back" to a previous SF on a path in order that a sequence of
functions may be re-executed. This is sinply achieved by repl acing
the SI in the NSH with a higher value instead of decreasing it as
would normally be the case to deternmine the next hop in the path.

Section 2 al so describes how an SFI or an SFF nay cause a packets to
"jump forward" to an SF on a path that is not the innmedi ate next SF
inthe SFP. This is sinply achieved by replacing the SI in the NSH
with a | ower value than woul d be achi eved by decreasing it by the
nor mal amount .

A nore conplex option to nmove packets fromone SFP to another is
described in [I-D.ietf-sfc-nsh] and Section 2 where it is terned
"branching”. This nechanismallows an SFI or SFF to nmake a choice of
downstreamtreatnents for packets based on |ocal policy and output of
the local SF. Branching is achieved by changing the SPI in the NSH
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to indicate the new path and setting the SI to indicate the point in
the path at which the packets should enter.

Note that the NSH does not include a marker to indicate whether a
speci fic packet has been around a | oop before. Therefore, the use of
NSH net adata may be required in order to prevent infinite | oops.

6.1. Protocol Control of Looping, Jumping, and Branching

If the SFT value in an SFT TLV in an SFPR has the Special Purpose SFT
val ue "Change Sequence" (see Section 10) then this is an indication
that the SFF may make a | oop, junp, or branch according to |oca
policy and information returned by the | ocal SFI

In this case, the SPI and SI of the next hop is encoded in the eight
bytes of an entry in the SFIRRD |ist as foll ows:

3 bytes SPI
2 bytes Sl
3 bytes Reserved (SHOULD be set to zero and i gnored)

If the SI in this encoding is not part of the SFPR indicated by the
SPI in this encoding, then this is an explicit error that SHOULD be
detected by the SFF when it parses the SFPR. The SFPR SHOULD NOT
cause any forwarding state to be installed in the SFF and packets
received with the SPI that indicates this SFPR SHOULD be silently
di scarded

If the SPI in this encoding is unknown, the SFF SHOULD NOT i nst al
any forwarding state for this SFPR but MAY hold the SFPR pending
recei pt of another SFPR that does use the encoded SPI

If the SPI matches the current SPI for the path, this is a |loop or

junp. In this case, if the SI is greater than to the current Sl it
is aloop. If the SPI matches and the Sl is less than the next Sl
it is a junp.

If the SPI indicates anther path, this is a branch and the S
i ndi cates the point at which to enter that path

The Change Sequence SFT is just another SFT that may appear in a set
of SFI/SFT tuples within an SI and is selected as described in
Section 5.

Not e that Special Purpose SFTs MJUST NOT be advertised in SFIRs.
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6.2. Inplications for Forwarding State

Support for |ooping and junping requires that the SFF has forwarding
state established to an SFF that provides access to an instance of
the appropriate SF. This nmeans that the SFF nust have seen the

rel evant SFIR advertisenents and known that it needed to create the
forwarding state. This is a matter of |ocal configuration and

i mpl ementation: for exanple, an inplenmentation could be configured to
install forwarding state for specific |ooping/junping.

Support for branching requires that the SFF has forwarding state
established to an SFF that provides access to an instance of the
appropriate entry SF on the other SFP. This neans that the SFF nust
have seen the relevant SFIR and SFPR adverti senents and known that it
needed to create the forwarding state. This is a matter of |oca
configuration and inplenmentation: for exanple, an inplenentation
could be configured to install forwarding state for specific
branching (identified by SPI and SI).

7. Advanced Topics

This section highlights several advanced topics introduced el sewhere
in this document.

7.1. Preserving Entropy

Forwar di ng decisions in the underlay network in the presence of equa
cost nmultipath (ECMP) are usually nade by inspecting key invariant
fields in a packet header so that all packets fromthe sane packet
flow receive the sane forwarding treatnment. However, when an NSH is
included in a packet, those key fields may be inaccessible. For
exanple, the fields may be too far inside the packet for a forwarding
engine to quickly find them and extract their values, or the node
perform ng the exam nation may be unaware of the format and neani ng
of the NSH and so unable to parse far enough into the packet.

Vari ous nechani sns exi st within forwardi ng technol ogies to include an
"entropy indicator” within a forwarded packet. For exanple, in MPLS
there is the entropy |abel [RFC6790], while for encapsul ations in UDP
the source port field is often used to carry an entropy indicator
(such as for MPLS in UDP [ RFC7510]).

I mpl ement ati ons of this specification are RECOMWENDED to include an
entropy indicator within the packet’s underlay network header, and
SHOULD preserve any entropy indicator froma received packet for use
on the sane packet when it is forwarded al ong the path but MAY choose
to generate a new entropy indicator so long as the nethod used is
constant for all packets. Note that preserving per packet entropy
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may require that the entropy indicator is passed to and returned by
the SFI to prevent the SFF from having to maintain per-packet state.

7.2. Correlating Service Function Path |nstances

It is often useful to create bidirectional SFPs to enabl e packet
flows to traverse the sane set of SFs, but in the reverse order
However, packets on SFPs in the data plane (per [I-D.ietf-sfc-nsh])
do not contain a direction indicator, so each direction nust use a
different SPI.

As described in Section 3.2.1.1 an SFPR can contain one or nore
correlators encoded in Association TLVs. |f the Association Type

i ndicates "Bidirectional SFP" then the SFP advertised in the SFPR is
one direction of a bidirectional pair of SFPs where the other in the
pair is advertised in the SFPRwith RD as carried in the Associ ated
SFPR-RD field of the Association TLV. The SPI carried in the
Associated SPI field of the Association TLV provides a cross-check
and should match the SPI advertised in the SFPRwith RD as carried in
the Associated SFPR-RD field of the Association TLV.

As noted in Section 3.2.1.1 SFPRs reference each ot her one SFPR
advertisenent will be received before the other. Therefore
processing of an association will require that the first SFPR is not
rejected sinply because the Associated SFPR-RD it carries is unknown.
However, the SFP defined by the first SFPR is valid and SHOULD be
avail able for use as a unidirectional SFP even in the absence of an
advertisenent of its partner.

Furthernmore, in error cases where SFPR-a associates with SFPR-b, but
SFPR-b associates with SFPR-c such that a bidirectional pair of SFPs
cannot be formed, the individual SFPs are still valid and SHOULD be
avail abl e for use as unidirectional SFPs. An inplenentation SHOULD
log this situation because it represents a Controller error

Usage of a bidirectional SFP nay be progranmed into the Cassifiers
by the Controller. Alternatively, a Cassifier may | ook at incom ng
packets on a bidirectional packet flow, extract the SPI fromthe
received NSH, and | ook up the SFPR to find the reverse direction SFP
to use when it sends packets.

See Section 8 for an exanple of how this works.
7.3. VPN Considerations and Private Service Functions
Li kel y depl oynents include reserving specific instances of Service

Functions for specific custoners or allow ng custonmers to depl oy
their own Service Functions within the network. Building Service
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Functions in such environments requires that suitable identifiers are
used to ensure that SFFs distinguish which SFIs can be used and which
cannot .

This problemis simlar to how VPNs are supported and is solved in a
simlar way. The RT field is used to indicate a set of Service
Functions fromwhich all choices nust be made.

8. Examples

Assunme we have a service function overlay network with four SFFs
(SFF1, SFF3, SFF3, and SFF4). The SFFs have addresses in the
underl ay network as foll ows:

SFF1 192.0.2
SFF2 192. 0. 2.
SFF3 192.0. 2
SFF4 192.0. 2

Each SFF provi des access to sone SFIs fromthe four Service Function
Types SFT=41, SFT=42, SFT=43, and SFT=44 as foll ows:

SFF1 SFT=41 and SFT=42
SFF2 SFT=41 and SFT=43
SFF3 SFT=42 and SFT=44
SFF4 SFT=43 and SFT=44

The service function network also contains a Controller with address
198. 51. 100. 1.

This exanpl e service function overlay network is shown in Figure 8.
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| Controller |

| 198.51.100.1 |  ------ ------ oo oo
—————————————— | SFI | | SFI | | SFI | | SFI |
| SFT=41| | SFT=42| | SFT=41| | SFT=43|
\ / \ /
—————————— | SFF1 | | SFF2 |
Packet --> | | ]192.0.2.1] | 192. 0. 2. 2|
Flows -->|Cdassifier| --------- = --------- - - >Dest
I I -->
| SFF3 | | SFF4
| 192. 0. 2. 3| | 192. 0. 2. 4|
/ \ / \
| SFI | | SFI | | SFI | | SFI |
| SFT=42| | SFT=44| | SFT=43| | SFT=44|

Fi gure 8: Exanple Service Function Overlay Network

The SFFs advertise routes to the SFIs they support. So we see the
foll owi ng SFI Rs:

RD = 192.0.2.1,1, SFT = 41
RD = 192.0.2.1,2, SFT = 42
RD = 192.0.2.2,1, SFT = 41
RD = 192.0.2.2,2, SFT = 43
RD = 192.0.2.3,7, SFT = 42
RD = 192.0.2.3,8, SFT = 44
RD = 192.0.2.4,5, SFT = 43
RD = 192.0.2.4,6, SFT = 44

Not e that the addressing used for comuni cating between SFFs is taken
fromthe Tunnel Encapsulation attribute of the SFIR and not fromthe
SFI R- RD.

8.1. Exanple Explicit SFP Wth No Choices

Consi der the foll owi ng SFPR
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SFP1: RD = 198.51.100.1, 101, SPI = 15,
[ S 255, SFT = 41, RD = 192.0.2.1, 1],
[ S 250, SFT = 43, RD = 192.0. 2. 2, 2]

The Service Function Path consists of an SF of type 41 |ocated at
SFF1 foll owed by an SF of type 43 located at SFF2. This path is
fully explicit and each SFF is offered no choice in forwardi ng packet
al ong the path.

SFF1 will receive packets on the path fromthe Cassifier and wll
identify the path fromthe SPI (15). The initial SI will be 255 and
so SFF1 will deliver the packets to the SFI for SFT 41.

When the packets are returned to SFF1 by the SFI the SI wll be
decreased to 250 for the next hop. SFF1 has no flexibility in the
choi ce of SFF to support the next hop SFI and will forward the packet
to SFF2 which will send the packets to the SFI that supports SFT 43
before forwardi ng the packets to their destinations.

8.2. Exanple SFP Wth Choice of SFIs

SFP2: RD = 198.51.100. 1,102, SPl = 16,
[SI = 255 SFT =41, RD = 192.0.2.1,],
[SI = 250, SFT = 43, {RD = 192.0.2.2, 2,

RD = 192.0.2.4,5 } ]

In this exanple the path also consists of an SF of type 41 |ocated at
SFF1 and this is followed by an SF of type 43, but in this case the
SI = 250 contains a choice between the SFI |ocated at SFF2 and the
SFI | ocated at SFF4.

SFF1 will receive packets on the path fromthe Cassifier and wll
identify the path fromthe SPI (16). The initial SI will be 255 and
so SFF1 will deliver the packets to the SFI for SFT 41.

When the packets are returned to SFF1 by the SFI the SI will be
decreased to 250 for the next hop. SFF1 now has a choice of next hop
SFF to execute the next hop in the path. It can either forward
packets to SFF2 or SFF4 to execute a function of type 43. It uses
its local load balancing algorithmto nmake this choice. The chosen
SFF will send the packets to the SFI that supports SFT 43 before
forwardi ng the packets to their destinations.
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8.3. Exanple SFP Wth Open Choice of SFIs

SFP3: RD = 198.51.100.1, 103, SPI = 17,
[SI = 255, SFT = 41, RD = 192.0.2.1,1],
[SI = 250, SFT = 44, RD = 0]

In this exanple the path al so consists of an SF of type 41 |ocated at
SFF1 and this is followed by an SI with an RD of zero and SF of type
44, This nmeans that a choice can be nade between any SFF that
supports an SFI of type 44.

SFF1 will receive packets on the path fromthe Cassifier and wll
identify the path fromthe SPI (17). The initial SI will be 255 and
so SFF1 will deliver the packets to the SFI for SFT 41.

When the packets are returned to SFF1 by the SFI the SI will be
decreased to 250 for the next hop. SFF1 now has a free choice of
next hop SFF to execute the next hop in the path sel ecting between
all SFFs that support SFs of type 44. Looking at the SFIRs it has
recei ved, SFF1 knows that SF type 44 is supported by SFF3 and SFF4.
SFF1 uses its local |oad balancing algorithmto nake this choice.
The chosen SFF will send the packets to the SFI that supports SFT 44
before forwardi ng the packets to their destinations.

8.4. Exanple SFP Wth Choice of SFTs

SFP4: RD = 198.51.100.1, 104, SPI = 18,

[SI = 255, SFT = 41, RD = 192.0.2.1, 1],
[SI = 250, {SFT = 43, RD = 192.0.2.2,2
SFT = 44, RD = 192.0.2.3,8 } ]

Thi s exanpl e provides a choice of SF type in the second hop in the
path. The SI of 250 indicates a choice between SF type 43 | ocated
through SF2 and SF type 44 | ocated at SF3.

SFF1 will receive packets on the path fromthe Cassifier and wll
identify the path fromthe SPI (18). The initial SI will be 255 and
so SFF1 will deliver the packets to the SFI for SFT 41.

When the packets are returned to SFF1 by the SFI the SI will be
decreased to 250 for the next hop. SFF1 now has a free choice of
next hop SFF to execute the next hop in the path sel ecting between
all SFF2 that support an SF of type 43 and SFF3 that supports an SF
of type 44. These may be conpletely different functions that are to
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8.

8.

be executed dependent on specific conditions, or may be simlar
functions identified with different type identifiers (such as
firewalls fromdifferent vendors). SFF1 uses its |local policy and
| oad bal ancing algorithmto nake this choice, and nay use additiona
i nformati on passed back fromthe local SFI to help informits

sel ection. The chosen SFF will send the packets to the SFI that
supports the chose SFT before forwardi ng the packets to their
destinations.

5. Exanple Correlated Bidirectional SFPs

SFP5: RD = 198.51.100. 1, 105, SPI = 19,

Assoc- Type = 1, Assoc-RD = 198.51.100.1, 106, Assoc-SPI = 20,
[SI = 255, SFT = 41, RD = 192.0.2.1,1],
[SI = 250, SFT = 43, RD = 192.0.2. 2, 2]

SFP6: RD = 198.51.100.1, 106, SPI = 20,
Assoc- Type = 1, Assoc-RD = 198.51.100.1, 105, Assoc-SPI = 19,
[SI = 254, SFT = 43, RD = 192.0.2.2,2],
[SI =249, SFT = 41, RD = 192.0.2.1, 1]

Thi s exanpl e denonstrates correlation of two SFPs to forma
bi directional SFP as described in Section 7.2.

Two SFPRs are advertised by the Controller. They have different SPIs
(19 and 20) so they are known to be separate SFPs, but they both have
Associ ation TLVs with Association Type set to 1 indicating
bidirectional SFPs. Each has an Associated SFPR-RD fiel ds containing
the value of the other SFPR-RD to correlated the two SFPs as a
bidirectional pair.

As can be seen fromthe SFPRs in this exanple, the paths are
symretric: the hops in SFP5 appear in the reverse order in SFP6.

6. Exanple Correlated Asymetrical Bidirectional SFPs
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SFP7: RD = 198.51.100. 1, 107, SPI = 21,

Assoc- Type = 1, Assoc-RD = 198.51.100.1, 108, Assoc-SPl = 22
[SI = 255, SFT = 41, RD = 192.0.2.1, 1],
[SI =250, SFT = 43, RD = 192.0. 2. 2, 2]

SFP8: RD = 198.51.100.1,108, SPI = 22
Assoc- Type = 1, Assoc-RD = 198.51.100.1, 107, Assoc-SPl = 21
[SI = 254, SFT = 44, RD = 192.0. 2.4, 6],
[SI = 249, SFT = 41, RD = 192.0. 2.1, 1]

Asymmetric bidirectional SFPs can also be created. This exanple
shows a pair of SFPs with distinct SPIs (21 and 22) that are
correlated in the same way as in the exanple in Section 8.5.

However, unlike in that exanple, the SFPs are different in each
direction. Both paths include a hop of SF type 41, but SFP7 incl udes
a hop of SF type 43 supported at SFF2 while SFP8 includes a hop of SF
type 44 supported at SFF4.

8.7. Exanple Looping in an SFP

SFP9: RD = 198.51.100.1, 109, SPI = 23,

[SI = 255, SFT = 41, RD = 192.0.2.1, 1],
[SI = 250, SFT = 44, RD = 192.0.2.4, 5],
[SI = 245, SFT = 1, RD = {SPI =23, S| =255, Rsv=0}],
[SI = 245, SFT = 42, RD = 192.0. 2.3, 7]

Loopi ng and junping are described in Section 6. This exanple shows
an SFP that contains an explicit |oop-back instruction that is
presented as a choice within an SFP hop.

The first two hops in the path (SI = 255 and SI = 250) are nornal.
That is, the packets will be delivered to SFF1 and SFF4 in turn for
execution of SFs of type 41 and 44 respectively.

The third hop (SI = 245) presents SFF4 with a choice of next hop. It
can either forward the packets to SFF3 for an SF of type 42 (the
second choice), or it can |oop back.

The | oop-back entry in the SFPR for SI = 245 is indicated by the
speci al purpose SFT value 1 ("Change Sequence"). Wthin this hop
the RDis interpreted as encoding the SPI and SI of the next hop (see
Section 6.1. In this case the SPI is 23 which indicates that this is
| oop or branch: i.e., the next hop is on the same SFP. The Sl is set
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to 255: this is a higher nunber than the current SI (245) indicating
a | oop.

SFF4 nmust nake a choice between these two next hops. Either the
packets will be forwarded to SFF3 with the NSH SI decreased to 245 or
| ooped back to SFF1 with the NSH SI reset to 255. This choice wll
be made according to | ocal policy, information passed back by the

I ocal SFI, and details in the packets’ netadata that are used to
prevent infinite |ooping.

8.8. Exanple Branching in an SFP

SFP10: RD = 198.51.100.1, 110, SPl = 24,
[SI = 254, SFT = 42, RD = 192.0.2.3,7],
[SI = 249, SFT = 43, RD = 192.0.2. 2, 2]
SFP11: RD = 198.51.100.1, 111, SPl = 25,
[SI = 255, SFT = 41, RD = 192.0.2.1, 1],
[SI = 250, SFT = 1, RD = {SPI =24, S| =254, Rsv=0}]

Branching follows a sinmilar procedure to that for |ooping (and
junping) as shown in Section 8.7 however there are two SFPs invol ved.

SFP10 shows a nornmal path with packets forwarded to SFF3 and SFF2 for
execution of service functions of type 42 and 43 respectively.

SFP11 starts as nornmal (SFF1 for an SF of type 41), but then SFF1
processes the next hop in the path and finds a "Change Sequence"
Speci al Purpose SFT. The SFIRRD field includes an SPI of 24 which

i ndi cates SFP10, not the current SFP. The SI in the SFIR-RD is 254,
so SFF1 knows that it nust set the SPI/SI in the NSH to 24/ 254 and
send the packets to the appropriate SFF as advertised in the SFPR for
SFP10 (that is, SFF3).

9. Security Considerations

This docunment inherits all the security considerations discussed in
the docunents that specify BGP, the docunents that specify BGP

Mul ti protocol Extensions, and the docunents that define the
attributes that are carried by BGP UPDATEs of the SFC AFI/SAFI. For
nmore information look in [ RFC4271], [RFC4760], and
[I-D.ietf-idr-tunnel-encaps].

Servi ce Function Chaining provides a significant attack opportunity:

packets can be diverted fromtheir normal paths through the network,
can be made to execute unexpected functions, and the functions that
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10.

10.

10.

10.

are instantiated in software can be subverted. However, this
speci ficati on does not change the existence of Service Function
Chai ning and security issues specific to Service Function Chaining
are covered in [RFC7665] and [I-D.ietf-sfc-nsh].

Thi s docunent defines a control plane for Service Function Chaining.
Clearly, this provides an attack vector for a Service Function

Chai ni ng system as an attack on this control plane could be used to
make the system m sbehave. Thus, the security of the BGP systemis
critically inportant to the security of the whole Service Function
Chai ni ng system

| ANA Consi der ati ons
1. New BGP AF/ SAFI

I ANA nmaintains a registry of "Address Fanmily Nunbers". [|ANA is
requested to assign a new Address Fanily Nunber fromthe " Standards
Action" range called "BGP SFC' (TBD1 in this docunent) with this
docunent as a reference.

I ANA maintains a registry of "Subsequent Address Fanily ldentifiers
(SAFI) Paraneters”". |1ANA is requested to assign a new SAFl val ue
fromthe "Standards Action" range called "BG SFC' (TBD2 in this
docunent) with this docunment as a reference.

2. New BGP Path Attribute

| ANA naintains a registry of "Border Gateway Protocol (BGP)
Paraneters" with a subregistry of "BGP Path Attributes". I1ANA s
requested to assign a new Path attribute called "SFP attribute" (TBD3
in this docunent) with this document as a reference.

3. New SFP Attribute TLVs Type Registry

| ANA naintains a registry of "Border Gateway Protocol (BGP)
Paranmeters”. |ANA is request to create a new subregistry called the
"SFP Attribute TLVS" registry.

Valid values are in the range 0 to 65535.

o Values 0 and 65535 are to be nmarked "Reserved, not to be
al | ocat ed".

o Values 1 through 65524 are to be assigned according to the "First
Cone First Served" policy [ RFC5226].

Thi s docunment should be given as a reference for this registry.
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The new registry should track

o Type

o Name

0 Reference Docunent or Contact
0 Registration Date

The registry should initially be populated as foll ows:

Type | Nanme | Reference | Date

------ e TSy
1 | Association TLV | [This.I-D] | Date-to-be-set
2 | Hop TLV | [This.I-D | Date-to-be-set
3 | SFT TLV | [This.I-D | Date-to-be-set

4. New SFP Associ ation Type Registry

| ANA naintains a registry of "Border Gateway Protocol (BGP)
Paranmeters”. |ANA is request to create a new subregistry called the
"SFP Associ ation Type" registry.

Valid values are in the range 0 to 65535.

o Values 0 and 65535 are to be narked "Reserved, not to be
al | ocat ed".

o Values 1 through 65524 are to be assigned according to the "First
Cone First Served" policy [RFC5226].

Thi s docunent should be given as a reference for this registry.
The new registry should track

0 Association Type

o Name

0 Reference Docunent or Contact

0 Registration Date

The registry should initially be populated as foll ows:
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Associ ation Type | Name | Reference | Date

1 | Bidirectional SFP | [This.1-D] | Date-to-be-set

10.5. New Service Function Type Registry

I ANA is request to create a new top-level registry called "Service
Functi on Chai ning Service Function Types".

Valid values are in the range 0 to 65535.

o Values 0 and 65535 are to be nmarked "Reserved, not to be
al | ocat ed".

0 Values 1 through 31 are to be assigned by "Standards Action”
[ RFC5226] and are referred to as the Special Purpose SFT val ues.

0 Oher values (32 through 65534) are to be assigned according to
the "First Come First Served" policy [ RFC5226].

Thi s docunent should be given as a reference for this registry.
The new registry should track

o Value

0 Name

0 Reference Docunment or Contact

0 Registration Date

The registry should initially be popul ated as foll ows:

1 | Change Sequence | [This.Il-D | Date-to-be-set
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