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Abst ract

Thi s docunment extends the definition of the DHCPFORCERENEW nessage
for paraneter reconfiguration in DHCPv4. This extension nmakes the
DHCPFORCERENEW nessage nore suitable to reconfigure configuration
paraneters other than |P addresses, and aligns the behavior of the
reconfiguration procedure in DHCPv4 to the correspondi ng behavior in
DHCPV 6.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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1. Introduction

Net wor k and cl oud operators increasingly use DHCP to distribute not
just | P addresses, but also a variety of other configuration
paraneters to the clients. The DHCP servers may need to reconfigure
such other configuration paraneters in the clients in isolation
i.e., without reconfiguring | P addresses. In the case of
reconfiguration of only configuration paraneters other than IP
addresses, it is especially inportant that service interruptions be
avoi ded. Towards this goal, it is desirable for a DHCP client, when
receiving a reconfiguration request fromthe DHCP server, to be nade
awar e of whet her such a request includes reconfiguration of IP
addresses or only pertains to other configuration paraneters, and
have the client adapt its behavior to each situation. Currently, this
is achieved in DHCPv6, but not in DHCPv4. This draft proposes an

ext ensi on of the FORCERENEW nessage in DHCPv4 to provide this

addi tional desired client behavior.

For historical reasons, the procedure for server-initiated

reconfiguration of configuration paraneters uses a different
mechani sm and produces a different behavior in DHCPv4 and in DHCPv6.
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This is especially noticeable in the case of reconfiguration of
paraneters other than |IP addresses.

In DHCPv6 [ RFC3315] [I-D. draft-ietf-dhc-rfc3315hbis], the DHCP server
sends a Reconfigure nmessage to a client to informthe client that the
server has new or updated configuration paranmeters. The Reconfigure
message allows the client to distinguish whether the reconfiguration
pertains to the I P addresses, in which case the client initiates a
Renew Reply, or it pertains to other paraneters, in which case the
client initiates an Information-request/Reply. In addition, the
DHCPv6 reconfiguration procedure includes a way for the client to
decline the reconfiguration attenpt.

In DHCPv4 [ RFC2131], the server-initiated reconfiguration procedure
relies on the use of the DHCPFORCERENEW nessage [ RFC3203] and is |ess
granular than its I Pv6 counterpart, which can result in service
interruptions that could be otherw se avoi ded when the
reconfiguration only involves paraneters other than | P addresses.

This is the consequence of two differences with respect to the
reconfiguration procedure in DHCPv6.

1. The DHCPFORCERENEW nessage does not contain any indication for the
client to distinguish a reconfiguration of |IP addresses froma
reconfiguration of some other configuration information. As a
result, the client always initiates a Renew Reply transaction wth
the server, which typically lead to service interruptions.

2. In DHCPv4, there is no easy way for the client to decline a
server-initiated reconfiguration request. The ability for a client
to decline server-initiated reconfiguration may turn useful in the
case of configuration information reconfiguration

It should be noted that [RFC7341] specifies DHCPv4 over DHCPv6, thus
making it possible to use the DHCPv6 reconfigure function to
reconfigure parameters in DHCPv4. However, [RFC7341] is only
applicable to a | Pv6 core network. Thus, achieving simlar
reconfigurati on behavior as DHCPv6 on a | Pv4 network requires an
extension to the DHCPFORCERENEW nessage.

In this docunment, we extend the DHCPFORCERENEW nessage used in DHCPv4
by introducing a new Message Type DHCPFORCEI NFORENEW t o di sti ngui sh
reconfiguration of |IP addresses fromreconfiguration of other
information. In the |atter case, we use the usual option nechanismto
di stribute new or updated paraneters to the client.

We al so introduce a way for the client to decline the reconfiguration
request.
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Any server-initiated reconfiguration requires authentication. The

ext ended DHCPFORCERENEW nessage nust be used with the security
mechani sms descri bed in [RFC6704], which aligns DHCPv4 aut hentication
with DHCPv6 aut hentication described in [I-D. draft-ietf-dhc-
rfc3315bi s].

The extended DHCPFORCENEW nmessage described in this docunent aligns
t he behavior of server-initiated reconfiguration in DHCPv4 with the
correspondi ng behavi or i n DHCPv6.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunent, we use the term nology defined in [ RFC3203] and in
[1-D. draft-ietf-dhc-rfc3315bis].

2. Extended DHCPFORCERENEW Message for DHCPv4
2.1 DHCPFORCERENEW Pr ocedur e
This is the DHCPFORCERENEW procedure defined in [ RFC3203].

The DHCP server sends a uni cast DHCPFORCERENEW nessage to the client.
Upon recei pt of the unicast DHCPFORCERENEW nessage, the client enters
a Renew/ Reply transaction with the server to try to renew its |ease
according to normal DHCP procedures. |If the server wants to assign a
new | P address to the client, it replies to the DHCPREQUEST with a
DHCPNAK. The client then goes back to the init state and broadcasts a
DHCPDI SCOVER nessage. The server can now assign a new | P address to
the client by replying with a DHCPOFFER. |f the DHCPFORCERENEW
message is lost, the DHCP server does not receive a DHCPREQUEST from
the client and retransmts the DHCPFORCERENEW nessage usi ng an
exponential backoff algorithm

The DHCPFORCERENEW nessage nakes use of the normal DHCP nessage
format with DHCP option 53 (DHCP nmessage type) val ue equal to
DHCPFORCERENEW ( 9) .

As recogni zed in [ RFC3203], usage of the DHCPFORCERENEW nessage to
reconfigure |ocal configuration parameters other than |IP addresses
can lead to the unnecessary interruption of active sessions. Thus, a
nmodi fi cation of the DHCPFORCERENEW nessage is desirable to avoid
service interruptions in such increasingly comobn situations.

2. 2 DHCPFORCEI NFORENEW Ext ended DHCPFORCERENEW Message
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The ext ended FORCERENEW nessage nakes use of the normal DHCP nessage
format with DHCP option 53 (nmessage type) value equal to
DHCPFORCEI NFORENEW ( TBD, see | ANA consi derations bel ow).

Upon recei pt of a DHCPFORCEI NFORENEW the client sends a DHCPI NFORM
nmessage to the server to request and obtain new configuration
i nformati on.

I f the DHCPFORCEI NFORENEW nessage is |ost, the DHCP server does not
receive a DHCPINFORM fromthe client and retransmts the
DHCPFORCEI NFORENEW nmessage usi ng an exponenti al backoff al gorithm

In order to assure backward conpatibility with DHCP clients not
supporting the extended DHCPFORCERENEW nessage, if no DHCPI NFORM i s
recei ved once the backoff expires, the DHCP server SHOULD send a
DHCPFORCERENEW nessage to brute force the reconfiguration by
reverting to the conventional DHCPv4 reconfiguration nechani sm

The fact that the DHCP server ultimately reverts to the
DHCPFORCERENEW nessage, however, conplicates the ability of the
client to decline the FORCEI NFORENEW nessage, as di scussed in the
next section.

2. 3 DHCPFORCEI NFORENEW C i ent Decl i ne

It is desirable to introduce a way to allow the client to decline the
DHCPFORCEI NFORENEW r equest fromt he server.

Because of the server behavior defined in the previous section,

nmoti vated by the objective of achieving backward conpatibility with
clients not supporting the extended DHCPFORCERENEW nessage, the DHCP
client can't sinmply ignore the request, since that would eventually
result in a DHCPFORCERENEW nessage to be sent by the server.

One obvious solution is to forego backward conpatibility and have the
DHCP server sinply abandon the reconfiguration procedure at the end
of the DHCPI NFOFORCERENEW r econfi gurati on procedure.

3. Security Considerations
The reconfiguration procedure using extended DHCPFORCERENEW nessage
described in this draft MJST be authenticated with the procedures
described in [RFC3118] or [RFC6704].
The security considerations relating to the DHCPFORCElI NFORENEW

message are the sanme as for DHCPFORCERENEW nessage di scussed in
[ RFC3203] and [ RFC6704].
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4. | ANA Consi derations

I ANA is requested to assign a new val ue for DHCP option 53 (DHCP
message type) [RFC2939] for the DHCPFORCEI NFORENEW nessage fromthe
registry "DHCP Message Type 53 Val ues" nmintai ned at

http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet er s/ boot p- dhcp-
par anet ers. xht m
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