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Abstract

Thi s docunment describes the Dynanic Host Configuration Protocol for
| Pv6 (DHCPv6): an extensible mechanismfor configuring nodes with
networ k configuration paraneters, |P addresses, and prefixes.
Paranmeters can be provided statelessly, or in combination with
stateful assignment of one or nore | Pv6 addresses and/or |Pv6
prefixes. DHCPv6 can operate either in place of or in addition to
statel ess address autoconfiguration (SLAAC

Thi s docunment updates the text from RFC3315, the origi nal DHCPv6
speci fication, and incorporates prefix del egati on (RFC3633),

statel ess DHCPv6 (RFC3736), an option to specify an upper bound for
how long a client should wait before refreshing information
(RFC4242), a mechanismfor throttling DHCPv6 clients when DHCPv6
service is not available (RFC7083), incorporates relay agent handling
of unknown nessages (RFC7283), and clarifies the interactions between
nmodes of operation (RFC7550). As such, this docunent obsol etes
RFC3315, RFC3633, RFC3736, RFC4242, RFC7083, RFC7283, and RFC7550.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on COctober 9, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunment may contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
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1. Introduction

Thi s docunment describes DHCP for |1 Pv6 (DHCPv6), a client/server
protocol that provides managed configuration of devices. The basic
operation of DHCPv6 provides configuration for clients connected to
the sane link as the server. Relay agent functionality is also
defined for enabling conmuni cati on between clients and servers that
are not on the sane |ink.

DHCPv6 can provide a device with addresses assigned by a DHCPv6
server and other configuration information, which are carried in
options. DHCPv6 can be extended through the definition of new
options to carry configuration informati on not specified in this
docunent .

DHCPv6 al so provides a nechanism for automated del egation of |Pv6
prefixes using DHCPv6, originally specified in [RFC3633]. Through
this mechanism a del egating router can del egate prefixes to
requesting routers. Use of this nmechanismis specified as part of
[ RFC7084] and by [TR-187].

DHCP can al so be used just to provide other configuration options
(i.e., no addresses or prefixes). That inplies that the server does
not have to track any state, and thus this node is called statel ess
DHCPv6. Mechani snms necessary to support statel ess DHCPv6 are nuch
smal l er than to support stateful DHCPv6 ([ RFC3736] was witten to
docunent just those portions of DHCPv6 needed to support DHCPv6
statel ess operation).

The renmai nder of this introduction sumrmarizes the relationship to the
previ ous DHCPv6 standards in Section 1.1 and clarifies the stance
with regards to DHCPv4 in Section 1.2. Section 5 describes the
message exchange nechanisns to illustrate DHCP operation rather than
provi de an exhaustive list of all possible interactions and Section 6
provi des an overvi ew of conmmon operational nodels. Section 18
explains client and server operation in detail
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1.1. Relation to Previous DHCPv6 standards

The initial specification of DHCPv6 was defined in [RFC3315] and a
nunber of foll ow up docunents were published over the years: |Pv6
Prefix Options for Dynam ¢ Host Configuration Protocol (DHCP) version
6 [ RFC3633], Stateless Dynamic Host Configuration Protocol (DHCP)
Service for | Pv6s [ RFC3736], Information Refresh Tine Option for
Dynami ¢ Host Configuration Protocol for |Pv6 (DHCPv6) [ RFC4242],

Modi fication to Default Values of SOL_MAX RT and | NF_MAX RT

[ RFC7083], Handling Unknown DHCPv6 Messages [ RFC7283], and |ssues and
Recommendations with Multiple Stateful DHCPv6 Options [ RFC7550].

Thi s docunent provides a unified, corrected, and cl eaned up
definition of DHCPv6 that al so covers all errata filed agai nst ol der
RFCs (see list in Appendix A). As such, it obsoletes a nunber of the
af orementi oned RFCs. And, there are a small nunber of mechani snms
that were obsoleted, listed in Section 25. Also see Appendi x A

1. 2. Rel ation to DHCP in | Pv4

The operational nodels and rel evant configuration information for
DHCPv4 ([ RFC2131] and [RFC2132]) and DHCPv6 are sufficiently
different that integration between the two services is not included
in this docunent. [RFC3315] suggested that future work mght be to
extend DHCPv6 to carry | Pv4 address and configuration information.
However, the current consensus of the |ETF is that DHCPv4 shoul d be
used rather than DHCPv6 when conveying | Pv4 configuration information
to nodes. For |Pv6-only networks, [RFC7341] describes a transport
mechani smto carry DHCPv4 nmessages using the DHCPv6 protocol for the
dynani ¢ provisioning of |Pv4 address and configuration information.

Mer gi ng DHCPv4 and DHCPv6 configuration is out of scope of this
docunent. [RFC4477] discusses sone issues and possible strategies
for runni ng DHCPv4 and DHCPv6 services together. \hile this docunent
is a bit dated, it provides a good overview of the issues at hand.

2. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunment al so nakes use of internal conceptual variables to
descri be protocol behavior and external variables that an

i npl ementation nust allow system admi nistrators to change. The

specific variabl e names, how their val ues change, and how their

settings influence protocol behavior are provided to denonstrate
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4.

4.

prot ocol behavior. An inplenentation is not required to have themin
the exact form described here, so long as its external behavior is
consistent with that described in this docunent.

Backgr ound

The 1 Pv6 Specification provides the base architecture and design of
IPv6. Related work in IPv6 that would best serve an inplementer to
study includes the | Pv6 Specification [RFC8200], the | Pv6 Addressing
Architecture [ RFC4291], | Pv6 Statel ess Address Autoconfiguration

[ RFC4862], and | Pv6 Nei ghbor Discovery Processing [ RFC4861]. These
specifications enable DHCP to build upon the IPv6 work to provide
robust stateful autoconfiguration.

The 1 Pv6 Addressing Architecture specification [ RFC4291] defines the
address scope that can be used in an I Pv6 inplenentation, and the
various configuration architecture guidelines for network designers
of the I Pv6 address space. Two advantages of |Pv6 are that support
for multicast is required and nodes can create |ink-local addresses
during initialization. The availability of these features neans that
a client can use its link-1ocal address and a well-known nulticast
address to discover and communicate with DHCP servers or relay agents
on its link.

| Pv6 Statel ess Address Autoconfiguration [ RFC4862] specifies
procedures by which a node may autoconfigure addresses based on
router advertisements [ RFC4861], and the use of a valid lifetinme to
support renunbering of addresses on the Internet. Conpatibility with
statel ess address autoconfiguration is a design requirenent of DHCP

| Pv6 Nei ghbor Discovery [RFC4861] is the node discovery protocol in
I Pv6 which repl aces and enhances functions of ARP [ RFC0826]. To
understand | Pv6 and statel ess address autoconfiguration, it is
strongly recommended that inplenenters understand | Pv6 Nei ghbor

Di scovery.

Ter i nol ogy

This section defines term nology specific to | Pv6 and DHCP used in
thi s docunent.

1. | Pv6 Term nol ogy
I Pv6 ternminology relevant to this specification fromthe | Pv6

Prot ocol [RFC8200], |Pv6 Addressing Architecture [ RFC4291], and | Pv6
St at el ess Address Autoconfiguration [ RFC4862] is included bel ow
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host
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prefix
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An | P layer identifier for an interface or
a set of interfaces.

Any node that is not a router

Internet Protocol Version 6 (I1Pv6). The
terms 1Pv4 and | Pv6 are used only in
contexts where it is necessary to avoid
anbi guity.

A node’s attachnent to a |ink.

A comuni cation facility or medi um over

whi ch nodes can comuni cate at the link

| ayer, i.e., the layer imediately bel ow

I P. Exanples are Ethernet (sinple or
bridged); PPP and PPPoE |inks; and |nternet
(or higher) layer "tunnels", such as
tunnel s over IPv4 or IPv6 itself.

A link-layer identifier for an interface.
For exanple, | EEE 802 addresses for
Et hernet or Token Ring network interfaces.

An | Pv6 address having a |ink-only scope,

i ndi cated by having the prefix (fe80::/10),
that can be used to reach nei ghboring nodes
attached to the sane link. Every |Pv6
interface has a |ink-1ocal address.

An identifier for a set of interfaces
(typically belonging to different nodes).
A packet sent to a nulticast address is
delivered to all interfaces identified by
t hat address

A node attached to the same |ink.

A device that inplenents IP

An | P header plus payl oad.

The initial bits of an address, or a set of
| P addresses that share the sane initial
bits.

The nunber of bits in a prefix.

Expi res Cctober 9, 2018 [ Page 9]
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router

uni cast address

4.2. DHCP Term nol ogy
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A node that forwards | P packets not
explicitly addressed to itself.

An identifier for a single interface. A
packet sent to a unicast address is
delivered to the interface identified by
t hat address

Term nol ogy specific to DHCP can be found bel ow.

appropriate to the link

bi ndi ng

configuration paraneter

cont ai ner option

M ugal ski ,

et al.

An address is "appropriate to the |ink"
when the address is consistent with the
DHCP server’s know edge of the network

topol ogy, prefix assignnent and address
assi gnnent policies.

A binding (or, client binding) is a group
of server data records containing the

i nformati on the server has about the
addresses or del egated prefixes in an I A or
configuration information explicitly
assigned to the client. Configuration
information that has been returned to a
client through a policy, such as the
information returned to all clients on the
same |link, does not require a binding. A
bi ndi ng containing informati on about an | A
is indexed by the tuple <DU D, |A-type,

| AlD> (where I A-type is the type of |ease
inthe IA; for exanple, temporary). A

bi ndi ng cont ai ni ng configuration
information for a client is indexed by

<DUI D>. See below for definitions of DU D
IA and | AlD.

An el enent of the configuration information
set on the server and delivered to the
client using DHCP. Such paraneters nmay be
used to carry information to be used by a
node to configure its network subsystem and
enabl e comuni cation on a link or

i nternetwork, for exanple.

An option that encapsul ates other options
(for exanple, the 1A NA option, see
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del egating router

DHCP client (or client)

DHCP donai n
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Section 21.4, may contain | A Address
options, see Section 21.6).

The router that acts as a DHCP server, and
responds to requests for del egated
prefixes. This docunent prinmarily uses the
term "DHCP server" or "server" when

di scussing the "del egating router™
functionality of prefix del egation (see
Section 1).

Dynani ¢ Host Configuration Protocol for

| Pv6. The ternms DHCPv4 and DHCPv6 are used
only in contexts where it is necessary to
avoi d anbiguity.

A node that initiates requests on a link to
obtain configuration paranmeters from one or
nmore DHCP servers. The node may act as a
requesting router (see below) if it
supports prefix del egation

A set of |inks nmanaged by DHCP and operat ed
by a single administrative entity.

DHCP rel ay agent (or relay agent) A node that acts as an

DHCP server (or server)

encapsul ated option

M ugal ski ,

et al.

intermediary to deliver DHCP nessages
between clients and servers. |In certain
configurations there nay be nore than one
rel ay agent between clients and servers, so
a relay agent may send DHCP nessages to
anot her relay agent.

A node that responds to requests from
clients, and may or may not be on the sane
link as the client(s). Depending on its
capabilities, it nmay also feature the
functionality of delegating router, if it
supports prefix del egation

A DHCP Unique IDentifier for a DHCP
partici pant; each DHCP client and server
has exactly one DU D. See Section 11 for
details of the ways in which a DU D nmay be
const ruct ed.

A DHCPv6 option that is usually only
contai ned i n anot her option. For exanple,
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I A option(s)

I Al D

A TA

| A_PD
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the I A Address option is contained in | A_NA
or |A TA options (see Section 21.5). See
Section 9 of [RFC7227] for a nore conplete
definition.

Identity Association: A collection of

| eases assigned to a client. Each | A has
an associated | AID (see below). A client
may have nore than one | A assigned to it;
for exanple, one for each of its
interfaces. Each I A holds one type of

| ease; for exanple, an identity association
for tenporary addresses (1A _TA) hol ds
tenporary addresses and identity
association for prefix delegation (1A _PD)
hol ds del egated prefixes. Throughout this
document, "IA" is used to refer to an
identity association w thout identifying
the type of a lease in the AL At the tinme
of witing this docunent, there are three

| A types defined: A NA |IA TA and | A PD.
New | A types may be defined in the future.

At the time of witing this docunent, one
or nore |ANA, 1A TA and/or | A PD options.
New | A types nmay be defined in the future.

Identity Association IDentifier: An
identifier for an 1A chosen by the client.
Each | A has an | AID, which is chosen to be
uni que among | AIDs for I As of a specific
type, belonging to that client.

Identity association for Non-tenporary
Addresses: An | A that carries assigned
addresses that are not tenporary addresses
(see "I A TA"). See Section 21.4 for
details on the 1 A NA option.

Identity Association for Tenporary
Addresses: An | A that carries tenporary
addresses (see [RFC4941]). See

Section 21.5 for details on the 1A TA
opti on.

Identity Association for Prefix Del egation:
An | A that carries delegated prefixes. See
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Section 21.21 for details on the |A_PD
opti on.

A contract by which the server grants the
use of an address or del egated prefix to
the client for a specified period of tine.

A unit of data carried as the payload of a
UDP dat agram exchanged anong DHCP servers
rel ay agents and clients.

A key supplied to a client by a server used
to provide security for Reconfigure
messages (see Section 7.3).

A DHCP rel ay agent relays DHCP nessages
bet ween DHCP parti ci pants.

The router that acts as a DHCP client and
is requesting prefix(es) to be assigned.
This docunment primarily uses the term " DHCP
client"” or "client" when discussing the
"requesting router"” functionality of prefix
del egation (see Section 1).

Anot her attenpt to send the same DHCP
message by a client or server, as a result
of not receiving a valid response to the
previously sent nessages. The
retransmtted nessage is typically nodified
prior to sending, as required by the DHCP
specifications. In particular, the client
updates the val ue of the El apsed Tine
option in the retransmtted nessage.

The Reconfiguration Key Authentication
Protocol, see Section 20. 4.

An option that is allowed to appear only
once as a top-level option or at any
encapsul ation level. Mst options are
si ngl et ons.

The tinme interval after which the client is
expected to contact the server that did the
assignnent to extend (renew) the lifetines
of the addresses assigned (via | A NA
option(s)) and/or prefixes delegated (via
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IA PDoption(s)) to the client. T1is
expressed as an absol ute value in nessages
(in seconds), is conveyed within A
containers (currently the A NA and I|A PD
options), and is interpreted as a tine
interval since the packet’'s reception. The
val ue stored in the Tl field in | A options
is referred to as the T1 value. The actua
time when the tiner expires is referred to
as the T1 tine.

The tine interval after which the client is
expected to contact any avail able server to
extend (rebind) the lifetinmes of the
addresses assigned (via I A NA option(s))
and/ or prefixes delegated (via |A PD
option(s)) to the client. T2 is expressed
as an absolute value in nmessages (in
seconds), is conveyed within | A containers
(currently the 1A NA and | A PD options),
and is interpreted as a tinme interval since
the packet’'s reception. The value stored
inthe T2 field in | A options is referred
to as the T2 value. The actual time when
the timer expires is referred to as the T2
time.

An option conveyed in a DHCP nessage
directly, i.e., not encapsulated in any
other option, as described in Section 9 of
[ RFC7227] .

An opaque val ue used to match responses
with replies initiated either by a client
or server.

Clients and servers exchange DHCP nmessages using UDP [ RFC0768] BCP
145 [RFCB085]. The client uses a |ink-local address or addresses
det ermi ned through ot her nechanisns for transmitting and receiving

DHCP nessages.

A DHCP client sends nost messages using a reserved, |ink-scoped
mul ti cast destination address so that the client need not be
configured with the address or addresses of DHCP servers.

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 14]



Internet-Draft DHCP for | Pv6 April 2018

To allow a DHCP client to send a nessage to a DHCP server that is not
attached to the same link, a DHCP relay agent on the client’s link
will relay nessages between the client and server. The operation of
the relay agent is transparent to the client and the di scussion of
nmessage exchanges in the renmi nder of this section will onit the
description of message relaying by relay agents.

Once the client has deternined the address of a server, it may under
some circumnstances send nessages directly to the server using
uni cast .

5.1. dient-server Exchanges Involving Two Messages

When a DHCP client does not need to have a DHCP server assign it IP
addresses or del egated prefixes, the client can obtain other
configuration information such as a |ist of available DNS servers

[ RFC3646] or NTP servers [ RFC4075] through a single nmessage and reply
exchange with a DHCP server. To obtain other configuration
information the client first sends an Information-request nessage to
the Al _DHCP_Rel ay_Agents_and_Servers multicast address. Servers
respond with a Reply message containing the other configuration
information for the client.

A client may al so request the server to expedite address assignnent
and/ or prefix delegation by using a two nessage exchange instead of
the normal four nessage exchange as discussed in the next section
Expedi t ed assi gnnent can be requested by the client, and servers nmay
or may not honor the request (see Section 18.3.1 and Section 21.14
for nore details and why servers nmay not honor this request).
Clients may request this expedited service in environments where it
is likely that there is only one server available on a Iink and no
expectation that a second server woul d becone avail able, or when
compl eting the configuration process as quickly as possible is a
priority.

To request the expedited two nessage exchange, the client sends a
Solicit message to the All _DHCP_Rel ay_Agents_and_Servers nul ticast
address requesting the assignment of addresses and/or del egated
prefixes and other configuration information. This nmessage includes
an indication (the Rapid Commt option, see Section 21.14) that the
client is willing to accept an i medi ate Reply nessage fromthe
server. The server that is willing to commit the assignnent of
addresses and/ or del egated prefixes to the client inmrediately
responds with a Reply nmessage. The configuration information and the
addresses and/or del egated prefixes in the Reply nmessage are then

i medi ately avail able for use by the client.
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Each address or del egated prefix assigned to the client has

associ ated preferred and valid lifetines specified by the server. To
request an extension of the lifetimes assigned to an address or

del egated prefix, the client sends a Renew nessage to the server
The server sends a Reply nessage to the client with the new
lifetimes, allowing the client to continue to use the address or
del egated prefix without interruption. |f the server is unable to
extend the lifetine of an address or delegated prefix, it indicates
this by returning the address or delegated prefix with lifetines of
0. At the sane tinme, the server nmay assign other addresses or

del egat ed prefi xes.

There are additional two nmessage exchanges between the client and
server described later in this docunent.

5.2. dient-server Exchanges I nvol ving Four Messages

To request the assignnent of one or nore addresses and/or del egated
prefixes, a client first |locates a DHCP server and then requests the
assi gnnent of addresses and/or del egated prefixes and ot her
configuration information fromthe server. The client sends a
Solicit nmessage to the All _DHCP_Rel ay Agents_and_Servers nul ticast
address to find avail able DHCP servers. Any server that can neet the
client’s requirenments responds with an Adverti se nmessage. The client
then chooses one of the servers and sends a Request nessage to the
server asking for confirnmed assignment of addresses and/or del egated
prefixes and other configuration information. The server responds
with a Reply nessage that contains the confirned addresses, del egated
prefixes, and configuration.

As described in the previous section, the client can request an
extension of the lifetimes assigned to addresses or del egated
prefixes (this is a two nessage exchange).

5.3. Server-client Exchanges

A server that has previously comunicated with a client and
negotiated for the client to listen for Reconfigure nessages, nmay
send the client a Reconfigure nessage to initiate the client to
update its configuration by sending an Information-request, Renew, or
Rebi nd nessage. The client then perforns the two nmessage exchange as
described earlier. This can be used to expedite configuration
changes to a client, such as the need to renunber a network (see

[ RFC6879]) .
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6

6

6

1.

2

Oper ational Mdel s

This section describes some of the current nost conmon DHCP
operational nodels. The described nodels are not nutually excl usive
and are sonetines used together. For exanple, a device nay start in
stateful nopde to obtain an address, and at a later tine when an
application is started, request additional paraneters using stateless
node.

Thi s docunent assumes that the DHCP servers and the client,
communi cating with the servers via a specific interface, belong to a
singl e provi si oni ng donai n.

DHCP may be extended to support additional stateful services that may
interact with one or nore of the nodels described below. Such

i nteraction should be considered and docunented as part of any future
pr ot ocol extension.

St at el ess DHCP

Stat el ess DHCP [ RFC3736] is used when DHCP is not used for obtaining
a | ease, but a node (DHCP client) desires one or nore DHCP "ot her
configuration" paraneters, such as a list of DNS recursive nane
servers or DNS donain search lists [ RFC3646]. Statel ess DHCP nay be
used when a node initially boots or at any time the software on the
node requires some mssing or expired configuration information that
is avail abl e via DHCP

This is the sinplest and nost basic operation for DHCP and requires a
client (and a server) to support only two nessages - |Information-
request and Reply. Note that DHCP servers and relay agents typically
al so need to support the Relay-forward and Rel ay-reply nmessages to
acconmodat e operation when clients and servers are not on the sane
l'ink.

DHCP for Non- Tenporary Address Assi gnnent

This nmodel of operation was the original notivation for DHCP. It is
appropriate for situations where statel ess address autoconfiguration
alone is insufficient or inpractical, e.g., because of network
policy, additional requirenents such as dynanic updates to the DNS
or client-specific requirenents.

The nmodel of operation for non-tenporary address assignnent is as
follows. The server is provided with prefixes fromwhich it may

al | ocate addresses to clients, as well as any rel ated network

topol ogy informati on as to which prefixes are present on which |inks.
A client requests a non-tenporary address to be assigned by the
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server. The server allocates an address or addresses appropriate for
the link on which the client is connected. The server returns the
al l ocated address or addresses to the client.

Each address has an associated preferred and valid lifetine, which
constitutes an agreenent about the length of tinme over which the
client is allowed to use the address. A client can request an
extension of the lifetimes on an address and is required to term nate
the use of an address if the valid lifetime of the address expires.

Typically clients request other configuration paraneters, such as the
DNS nane server addresses and donmmin search lists, when requesting
addr esses.

Clients can al so request nore than one address or set of addresses
(see Section 6.6 and Section 12).

6.3. DHCP for Prefix Delegation

The prefix del egati on mechanism originally described in [ RFC3633],

i s another stateful node of operation and was originally intended for
simpl e del egation of prefixes froma del egating router (DHCP server)
to requesting routers (DHCP clients). It is appropriate for
situations in which the delegating router does not have know edge
about the topology of the networks to which the requesting router is
attached, and the del egating router does not require other
information aside fromthe identity of the requesting router to
choose a prefix for delegation. For exanple, these options would be
used by a service provider to assign a prefix to a Custoner Edge
Rout er device acting as a router between the subscriber’s interna
network and the service provider’s core network.

The design of this prefix delegation nechani smneets the requiremnments
for prefix delegation in [RFC3769].

Whi | e [ RFC3633] assumed that the DHCP client is a router (hence the
use of "requesting router") and that the DHCP server was a router
(hence the use of "delegating router"), DHCP prefix del egation itself
does not require that the client forward I P packets not addressed to
itself, and thus does not require that the client (or server) be a
router as defined in [RFC8200]. Also, in many cases (such as
tethering or hosting virtual nachines), hosts are already forwarding
| P packets and thus operating as routers as defined in [ RFC8200].
Therefore, this docunment nostly replaces "requesting router” wth
client and "del egating router” with server

The nodel of operation for prefix delegation is as follows. A server
is provisioned with prefixes to be delegated to clients. A client
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requests prefix(es) fromthe server, as described in Section 18. The
server chooses prefix(es) for delegation, and responds wth
prefix(es) to the client. The client is then responsible for the

del egated prefix(es). For exanple, the client m ght assign a subnet
froma delegated prefix to one of its interfaces, and begin sending
router advertisements for the prefix on that |ink

Each prefix has an associated valid and preferred lifetime, which
constitutes an agreenment about the length of time over which the
client is allowed to use the prefix. A client can request an
extension of the lifetinmes on a delegated prefix and is required to
term nate the use of a delegated prefix if the valid lifetime of the
prefix expires.

This prefix del egation nmechanismis appropriate for use by an ISP to
del egate a prefix to a subscriber, where the del egated prefix would
possi bly be subnetted and assigned to the links within the
subscriber’s network. [RFC7084] and [ RFC7368] describe in detai
such use

Figure 1 illustrates a network architecture in which prefix
del egation coul d be used.
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Figure 1: Prefix Del egati on Network

In this exanple, the server (delegating router) is configured with a
set of prefixes to be used for assignment to custonmers at the tine of
each customer’s first connection to the ISP service. The prefix

del egati on process begins when the client (requesting router)
requests configuration information through DHCP. The DHCP nessages
fromthe client are received by the server in the aggregation device.
When the server receives the request, it selects an available prefix
or prefixes for delegation to the client. The server then returns
the prefix or prefixes to the client.

The client subnets the del egated prefix and assigns the |onger
prefixes to links in the subscriber’s network. In a typical scenario
based on the network shown in Figure 1, the client subnets a single
del egated /48 prefix into /64 prefixes and assigns one /64 prefix to
each of the links in the subscriber network.

The prefix del egation options can be used in conjunction with other
DHCP options carrying other configuration infornmation to the client.
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The client may, in turn, provide DHCP service to nodes attached to
the internal network. For exanmple, the client may obtain the
addresses of DNS and NTP servers fromthe | SP server, and then pass
that configuration infornmation on to the subscriber hosts through a
DHCP server in the client (requesting router).

If the client uses a delegated prefix to configure addresses on
interfaces on itself or other nodes behind it, the preferred and
valid lifetimes of those addresses MJUST be no |l arger than the
remaining preferred and valid lifetines, respectively, for the

del egated prefix at any tine. |In particular, if the delegated prefix
or a prefix derived fromit is advertised for statel ess address

aut oconfiguration [ RFC4862], the advertised preferred and valid
lifetimes MJUST NOT exceed the corresponding remaining lifetimes of
the del egated prefix.

6.4. DHCP for Custoner Edge Routers

The DHCP requirements and network architecture for Customer Edge
Routers are described in [RFC7084]. This nodel of operation combines
address assignnent (see Section 6.2) and prefix del egation (see
Section 6.3). In general, this nodel assunes that a single set of
transacti ons between the client and server will assign or extend the
client’s non-tenporary addresses and del egated prefixes.

6.5. DHCP for Tenporary Addresses

Tenporary addresses were originally introduced to avoid privacy
concerns with statel ess address autoconfiguration, which based
64-bits of the address on the EU -64 (see [RFC4941]. They were added
to DHCP to provide conpl ementary support when stateful address
assignnent is used.

Tenporary address assignnent works nostly |ike non-tenporary address
assi gnnent (see Section 6.2), however these addresses are generally
i ntended to be used for a short period of time and not to have their
lifetimes extended, though they can be if required.

6.6. Miltiple Addresses and Prefixes

The protocol allows a client to receive nultiple addresses. During
typical operation, a client sends one instance of an I A NA option and
the server assigns at nost one address from each prefix assigned to
the link the client is attached to. |In particular, the server can be
configured to serve addresses out of nmultiple prefixes for a given
link. This is useful in cases such as when a network renunbering
event is in progress. |In a typical deploynment the server will grant
one address per each | A NA option (see Section 21.4).
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A client can explicitly request nultiple addresses by sending
multiple A NA options (and/or | A TA options, see Section 21.5). A
client can send multiple 1A NA (and/or 1A TA) options inits initia
transmissions. Alternatively, it can send an extra Request nessage
with additional new | A NA (and/or A TA) options (or include themin
a Renew nessage).

The sane principle also applies to Prefix Delegation. In principle
the protocol allows a client to request new prefixes to be del egated
by sending additional | A PD options (see Section 21.21). However, a
typical operator usually prefers to delegate a single, |arger prefix.
In most deploynents it recommended for the client to request a |arger
prefix inits initial transm ssions rather than request additiona
prefixes later on.

The exact behavior of the server (whether to grant additiona
addresses and prefixes or not) is up to the server policy and is
out si de of scope of this docunent.

For nmore information on how the server distinguishes between | A
option instances, see Section 12.

7. DHCP Constants

This section describes various program and networki ng constants used
by DHCP

7.1. Milticast Addresses
DHCP nakes use of the follow ng nmulticast addresses:

Al'l _DHCP_Rel ay_Agents_and_Servers (ff02::1:2) A link-scoped
mul ti cast address used by a client to comunicate
with neighboring (i.e., on-link) relay agents and
servers. Al servers and relay agents are nenbers of
this multicast group.

Al _DHCP_Servers (ff05::1:3) A site-scoped nmulticast address used by
a relay agent to communicate with servers, either
because the relay agent wants to send nessages to all
servers or because it does not know the unicast
addresses of the servers. Note that in order for a
relay agent to use this address, it must have an
address of sufficient scope to be reachable by the
servers. All servers within the site are nmenbers of
this nmulticast group on the interfaces which are
within the site.
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Clients listen for DHCP nessages on UDP port 546. Servers and rel ay
agents listen for DHCP nessages on UDP port 547.

7.3. DHCP Message Types

DHCP defines the foll ow ng message types. More detail on these
message types can be found in Section 8 and Section 9. Additiona
message types have been defined and nay be defined in the future -
see https://ww.iana. org/assi gnnents/dhcpv6é-paraneters. The nuneric
encodi ng for each nessage type is shown in parentheses.

SOLICIT (1)

ADVERTI SE ( 2)

REQUEST (3)

CONFI RM ( 4)

RENEW ( 5)

REBI ND ( 6)

REPLY (7)

M ugal ski, et al

A client sends a Solicit message to | ocate servers.

A server sends an Advertise nessage to indicate that
it is available for DHCP service, in response to a
Solicit message received froma client.

A client sends a Request nmessage to request
configuration paraneters, including addresses and/or
del egated prefixes, froma specific server

A client sends a Confirmmessage to any avail able
server to determ ne whether the addresses it was
assigned are still appropriate to the link to which
the client is connected.

A client sends a Renew nessage to the server that
originally provided the client’s | eases and
configuration paraneters to extend the lifetines on
the | eases assigned to the client and to update ot her
configuration parameters

A client sends a Rebind nessage to any avail abl e
server to extend the lifetines on the | eases assigned
to the client and to update other configuration
paraneters; this nessage is sent after a client
receives no response to a Renew message

A server sends a Reply nmessage containi ng assi gned

| eases and configuration paraneters in response to a
Solicit, Request, Renew, or Rebind nessage received
froma client. A server sends a Reply nessage

contai ning configuration paraneters in response to an
I nformati on-request nessage. A server sends a Reply
message in response to a Confirm nessage confirmnng
or denying that the addresses assigned to the client
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are appropriate to the link to which the client is
connected. A server sends a Reply nessage to
acknow edge recei pt of a Rel ease or Decline message.

RELEASE ( 8) A client sends a Rel ease nessage to the server that
assigned |eases to the client to indicate that the
client will no I onger use one or nore of the assigned
| eases.

DECLI NE (9) A client sends a Decline nessage to a server to

indicate that the client has determ ned that one or
nmor e addresses assigned by the server are already in
use on the link to which the client is connected.

RECONFI GURE (10) A server sends a Reconfigure nessage to a client to
informthe client that the server has new or updated
configuration paraneters, and that the client is to
initiate a Renew Reply or Infornmation-request/Reply
transaction with the server in order to receive the
updat ed i nformation

| NFORMVATI ON- REQUEST (11) A client sends an Information-request
message to a server to request configuration
paraneters w thout the assignnment of any |eases to
the client.

RELAY- FORW (12) A relay agent sends a Rel ay-forward nessage to rel ay
messages to servers, either directly or through
anot her relay agent. The received nessage, either a
client message or a Relay-forward nessage from
another relay agent, is encapsulated in an option in
the Rel ay-forward nessage.

RELAY- REPL (13) A server sends a Relay-reply nessage to a relay agent
contai ning a nessage that the relay agent delivers to
a client. The Relay-reply nessage nmay be rel ayed by
other relay agents for delivery to the destination
rel ay agent.

The server encapsul ates the client nessage as an
option in the Relay-reply nessage, which the relay
agent extracts and relays to the client.
7.4. DHCP Option Codes
DHCP nakes extensive use of options in nessages and sone of these are

defined later in Section 21. Additional options are defined in other
docunents or nmay be defined in the future
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7.5. Status Codes

DHCP uses status codes to comuni cate the success or failure of
operations requested in nessages fromclients and servers, and to
provi de additional infornmation about the specific cause of the
failure of a nessage. The specific status codes are defined in
Section 21.13.

If the Status Code option (see Section 21.13) does not appear in a
message in which the option could appear, the status of the nessage
is assuned to be Success.

7.6. Transm ssion and Retransni ssion Paraneters

This section presents a table of values used to describe the nessage

transm ssion behavior of clients and servers. Sone of the values are
adj usted by a random zation factor and backoffs (see Section 15) and

transm ssions nmay also be influenced by rate limting (see

Section 14.1).
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SOL_MAX_DELAY
SOL_TI MEQUT
SOL_MAX_RT
REQ_TI MEOQUT
REQ MAX_RT
REQ MAX_RC
CNF_MAX_DELAY
CNF_TI MEQUT
CNF_MAX_RT
CNF_MAX_RD
REN_TI MEOUT
REN_MAX_RT
REB_TI MEOUT
REB_MAX_RT

| NF_MAX_DELAY

| NF_TI MEOUT
| NF_MAX_RT

REL_TI MEOUT
REL_MAX_RC
DEC_TI MEQUT
DEC_MAX_RC
REC_TI MEQUT
REC_MAX_RC

HOP_COUNT LIM T

| RT_DEFAULT

| RT_M NI MUM
MAX_WAI T_TI ME

o e e e e oo - o e e e e oo - oo e e e e e e e ao oo - +
Tabl e 1: Transni ssion and Retransm ssion Paraneters

7.7. Representation of Tinme Values and "Infinity" as a Tine Val ue
Al tinme values for lifetimes, T1l, and T2 are unsigned 32-bit
integers and are expressed in seconds. The value Oxffffffff is taken
to nean "infinity" when used as a lifetine (as in [ RFC4861]) or a
value for T1 or T2.
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1 sec
3600 secs
1 sec

30 secs
10

1 sec

1 sec

4 secs
10 secs
10 secs
600 secs
10 secs
600 secs
1 sec

1 sec
3600 secs

1 sec
4

1 sec
4

2 secs
8

8

86400 secs (24
hour s)

600 secs

60 secs

| Pv6 April 2018
............................... +

Descri ption |
_______________________________ +

Max delay of first Solicit
Initial Solicit timeout

Max Solicit timeout val ue
Initial Request tineout

Max Request timeout val ue
Max Request retry attenpts
Max delay of first Confirm
Initial Confirmtimeout
Max Confirm ti meout

Max Confirm duration
Initial Renew tinmeout

Max Renew ti nmeout val ue
Initial Rebind timeout

Max Rebi nd timeout val ue
Max delay of first

I nf or mat i on-r equest

Initial Information-request
ti meout

Max | nfornation-request

ti meout val ue

Initial Release tineout

MAX Rel ease retry attenpts
Initial Decline timeout

Max Decline retry attenpts
Initial Reconfigure tineout
Max Reconfigure attenpts
Max hop count in a Rel ay-
forward nessage

Default information refresh
time

Mn information refresh tine

Maxi mumrequired tinme to wait

for a response
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Setting the valid lifetime of an address or a delegated prefix to
Ooxffffffff ("infinity") amunts to a pernmanent address or del egation
of the prefix to a client and should only be used in cases were

per manent assi gnnents are desired.

Care should be taken in setting T1 or T2 to Oxffffffff ("infinity").
Aclient will never attenpt to extend the lifetines of any addresses
inan lAwith Tl set to Oxffffffff. A client will never attenpt to
use a Rebind nmessage to locate a different server to extend the
lifetinmes of any addresses in an A with T2 set to Oxffffffff.

8. dient/Server Message Formats

Al'l DHCP messages sent between clients and servers share an identica
fixed format header and a variable format area for options.

Al'l values in the nmessage header and in options are in network byte
or der.

Options are stored serially in the options field, with no padding
between the options. Options are byte-aligned but are not aligned in
any other way such as on 2 or 4 byte boundari es.

The following diagramillustrates the fornmat of DHCP nessages sent
between clients and servers:

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ neg-type | transaction-id |
R R e R e s s e o S S e R e o o
I I
. options .
. (vari abl e) .
I I
B E e r e s i s i o T T s S S S S 2

Figure 2: dient/Server nmessage format
nsg-type Identifies the DHCP nessage type; the
avai | abl e nessage types are listed in
Section 7.3. A one octet long field.

transaction-id The transaction ID for this nmessage exchange.
A three octets long field.

options Options carried in this nessage; options are
described in Section 21. A variable length
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9.

field (4 octets less than the size of the
nmessage) .

Rel ay Agent/ Server Message Fornats

Rel ay agents exchange nessages with other relay agents and servers to
rel ay messages between clients and servers that are not connected to
the sane I|ink.

Al'l values in the nessage header and in options are in network byte
order.

Options are stored serially in the options field, with no padding
between the options. Options are byte-aligned but are not aligned in
any other way such as on 2 or 4 byte boundari es.

There are two relay agent nessages, which share the follow ng format:

0 1 2 3
01234567890123456789012345678901
B I S i e S i S S i S S I i i S o
[ nsg-type [ hop- count [
B e o T o e e e S e

| i nk- addr ess

i S T o S S S S 2

B o T S S i ik S o S

peer - addr ess
B T s I S S i S S S

B o T S S i ik S o S

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I

I
I
I
I
I
+-
I
I
I
I
I
+-

options (variable nunber and | ength) .
I

B i S S T s i S T st i S S S S S S S S i
Figure 3: Relay Agent/Server nessage fornat

The follow ng sections describe the use of the Relay Agent nessage
header.

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 28]



Internet-Draft

9.1. Relay-forward Message

The follow ng table defi
forward nessage

nmsg-type

hop- count

| i nk- addr ess

peer - addr ess

options

See Section 13.1 for an
9.2. Relay-reply Message

The follow ng table defi
reply nessage.

nmsg-type

hop- count

| i nk- addr ess

peer - addr ess

DHCP for |Pv6 April 2018

nes the use of nessage fields in a Relay-

RELAY- FORW (12). A one octet long field.

Nunmber of relay agents that have al ready
rel ayed this message. A one octet |ong
field.

An address that nay be used by the server to
identify the link on which the client is

|l ocated. This is typically a globally unique
address (including unique |ocal address,

[ RFC4193] ), but see discussion in

Section 19.1.1. A 16 octets long field

The address of the client or relay agent from
whi ch the nmessage to be rel ayed was received
A 16 octets long field.

MUST i nclude a Relay Message option (see
Section 21.10); MAY include other options,
such as the Interface-1d option (see

Section 21.18), added by the relay agent. A
variable length field (34 octets |ess than
the size of the nessage).

expl anation how |ink-address is used.

nes the use of nessage fields in a Relay-

RELAY- REPL (13). A one octet long field.

Copi ed fromthe Rel ay-forward nmessage. A one
octet long field.

Copi ed fromthe Relay-forward nessage. A 16
octets long field.

Copied fromthe Relay-forward nessage. A 16
octets long field.
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10.

11.

options MUST include a Relay Message option (see
Section 21.10); MAY include other options,
such as the Interface-1d option (see
Section 21.18). A variable length field (34
octets less than the size of the nessage).

Representati on and Use of Donain Nanes

So that domai n nanes may be encoded uniformy, a domain nane or a
list of domain nanes is encoded using the technique described in
section 3.1 of [RFCL035]. A donmmin nane, or list of domain nanmes, in
DHCP MUST NOT be stored in conpressed form as described in section
4.1.4 of [RFC1035].

DHCP Uni que ldentifier (DU D)

Each DHCP client and server has a DU D. DHCP servers use DU Ds to
identify clients for the selection of configuration parameters and in
the association of IAs with clients. DHCP clients use DU Ds to
identify a server in messages where a server needs to be identified.
See Section 21.2 and Section 21.3 for the representation of a DU D in
a DHCP nessage

Clients and servers MJST treat DU Ds as opaque val ues and MJST only
conmpare DU Ds for equality. dients and servers SHOULD NOT in any
other way interpret DU Ds. Cients and servers MJST NOT restrict

DU Ds to the types defined in this docunent, as additional DU D types

may be defined in the future. It should be noted that an attenpt to
parse a DU Dto obtain a client’s link-layer address is unreliable as
there is no guarantee that the client is still using the sanme |ink-

| ayer address as when it generated its DU D. And, such an attenpt
will be nore and nore unreliable as nmore clients adopt privacy
measures, such as those defined in [RFC7844]. It is recomended to

rely on the nechani smdefined in [ RFC6939].

The DU D is carried in an option because it may be variable in length
and because it is not required in all DHCP messages. The DU D is
designed to be unique across all DHCP clients and servers, and stable
for any specific client or server - that is, the DU D used by a
client or server SHOULD NOT change over tine if at all possible; for
exanpl e, a device's DU D should not change as a result of a change in
the device's network hardware. The stability of the DU D incl udes
changes to virtual interfaces, such as |ogical PPP (over Ethernet)
interfaces that may come and go in Customer Prem se Equi pnent

routers. The client may change its DU D as specified in [ RFC7844].

The notivation for having nore than one type of DUIDis that the DU D
must be globally unique, and nust al so be easy to generate. The sort

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 30]



Internet-Draft DHCP for | Pv6 April 2018

11.

11.

of gl obally-unique identifier that is easy to generate for any given
device can differ quite widely. Al so, some devices may not contain

any persistent storage. Retaining a generated DU D in such a device
is not possible, so the DU D schene nust accommobdate such devi ces.

1. DU D Contents

A DU D consists of a two octets type code represented in network byte
order, followed by a variable nunber of octets that make up the
actual identifier. The length of the DU D (not including the type
code) is at least 1 octet and at nobst 128 octets. The follow ng
types are currently defined:

Fomm - - - o mm m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e am o +
| Type | Description |
Homm - - - o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo +
| 1 | Link-layer address plus tine |
| 2 | Vendor-assigned unique I D based on Enterprise Number |
| 3 | Link-1ayer address |
| 4 | Universally Unique IDentifier (UUD) - see [ RFC6355] |

Tabl e 2: DU D Types

Formats for the variable field of the DU D for the first three of the
above types are shown below. The fourth type, DU D UU D [ RFC6355],
can be used in situations where there is a UU D stored in a device's
firmvare settings.

2. DU D Based on Link-layer Address Plus Tine, DU D LLT

This type of DU D consists of a two octets type field containing the
value 1, a two octets hardware type code, four octets containing a
tinme value, followed by |ink-layer address of any one network
interface that is connected to the DHCP device at the time that the
DU D is generated. The tinme value is the tine that the DUD is
generated represented in seconds since nidnight (UTC), January 1
2000, nodul o 27232. The hardware type MJST be a valid hardware type
assigned by | ANA, see [| ANA- HARDWARE- TYPES]. Both the time and the
hardware type are stored in network byte order. For Ethernet
hardware types, the link-layer address is stored in canonical form
as described in [ RFC2464] .

The following diagramillustrates the format of a DU D LLT:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ DU D Type (1) [ hardware type (16 bits) [
B i i S S i I e i S S R L e e e e
[ tinme (32 bits) [
R R e R e s s e o S S e R e o o

Iink-1ayer address (variable |ength)
o e e e e e e e e e e b e e e e e e e e b e e e e e e e e e e e 4
Figure 4: DU D-LLT format

The choice of network interface can be conpletely arbitrary, as |ong
as that interface provides a globally unique link-layer address for
the link type, and the sanme DU D-LLT SHOULD be used in configuring
all network interfaces connected to the device, regardl ess of which
interface’s link-layer address was used to generate the DU D-LLT.

Clients and servers using this type of DU D MIST store the DU D-LLT
in stable storage, and MJST continue to use this DU D-LLT even if the
network interface used to generate the DU D-LLT is renoved. dients
and servers that do not have any stable storage MJUST NOT use this
type of DU D.

Clients and servers that use this DU D SHOULD attenpt to configure
the tine prior to generating the DUID, if that is possible, and MJST
use sone sort of tinme source (for exanple, a real-tine clock) in
generating the DU D, even if that time source could not be configured
prior to generating the DU D. The use of a time source makes it
unlikely that two identical DU D LLTs will be generated if the
network interface is renoved fromthe client and another client then
uses the sane network interface to generate a DU D LLT. A collision
between two DU D-LLTs is very unlikely even if the cl ocks have not
been configured prior to generating the DU D

This method of DU D generation is recomrended for all general purpose
computi ng devi ces such as desktop computers and | aptop conmputers, and
al so for devices such as printers, routers, and so on, that contain
some formof witable non-volatile storage.

It is possible that this algorithmfor generating a DU D could result
inaclient identifier collision. A DHCP client that generates a
DUl D- LLT using this mechani sm MUST provide an administrative
interface that replaces the existing DU D with a new y-generated

DU D- LLT.
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11.3. DU D Assigned by Vendor Based on Enterprise Nunber, DU D EN

This formof DU D is assigned by the vendor to the device. It
consists of the four octet vendor’'s registered Private Enterprise
Nunber as nmaintained by 1 ANA [| ANA-PEN] followed by a unique
identifier assigned by the vendor. The follow ng di agram sunmari zes
the structure of a DU D EN

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
[ DU D Type (2) [ ent erpri se- nunmber [
T T e e s i e S S e o Tk o S e
| ent er pri se- nunber (contd) | |
B i S S S i i T S N S |
identifier
(variabl e | ength)

B e e i S R S e S e e e S T e e S e i o ol i i i T
Figure 5: DU D EN format

The source of the identifier is left up to the vendor defining it,

but each identifier part of each DU D-EN MJUST be unique to the device
that is using it, and MJUST be assigned to the device no later than at
the first usage and stored in sone form of non-volatile storage.

This typically nmeans being assigned during manufacture process in
case of physical devices or when the inage is created or booted for
the first tinme in case of virtual nmachines. The generated DU D
SHOULD be recorded in non-erasable storage. The enterprise-nunber is
the vendor’s registered Private Enterprise Nunber as naintai ned by

| ANA [1 ANA-PEN]. The enterprise-nunber is stored as an unsigned 32
bit nunber.

An exanple DU D of this type m ght | ook Iike this:

e e e e e e e
| ol 2] 0] 0] 0] 9 12/192|
S
|132211] 3| 0| 9| 18|
o e e e e -+

Fi gure 6: DU D-EN exanpl e
This exanple includes the two octets type of 2, the Enterprise Nunber

(9), followed by eight octets of identifier data
(0x0CC084D303000912) .
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11.4. DU D Based on Link-layer Address, DU D LL

This type of DU D consists of two octets containing the DU D type 3,
a two octets network hardware type code, followed by the |ink-Iayer
address of any one network interface that is pernanently connected to
the client or server device. For exanple, a node that has a network
interface inplenented in a chip that is unlikely to be renoved and
used el sewhere could use a DU D-LL. The hardware type MJST be a
valid hardware type assigned by | ANA, see [| ANA- HARDWARE- TYPES]. The
hardware type is stored in network byte order. The Iink-Iayer
address is stored in canonical form as described in [ RFC2464]. The
following diagramillustrates the format of a DU D-LL:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| DUl D- Type (3) | hardware type (16 bits) |
B E e r e s i s i o T T s S S S S 2

i nk-1ayer address (variable |ength)
:I-— B T i S i i T S S S S S i +-:+
Figure 7: DU D-LL format

The choice of network interface can be conpletely arbitrary, as |ong
as that interface provides a unique link-layer address and is
permanently attached to the device on which the DUD-LL is being
generated. The sanme DU D-LL SHOULD be used in configuring all
network interfaces connected to the device, regardl ess of which
interface’s link-layer address was used to generate the DU D.

DU D-LL is recomended for devices that have a permanentl|y-connected
network interface with a link-layer address, and do not have

nonvol atile, witable stable storage. DU D-LL SHOULD NOT be used by
DHCP clients or servers that cannot tell whether or not a network
interface is permanently attached to the device on which the DHCP
client is running.

11.5. DU D Based on Universally Unique IDentifier (UU D), DU D UU D
This type of DU D consists of 16 octets containing a 128-bit UUl D.

[ RFC6355] details when to use this type, and how to pick an
appropriate source of the UU D.
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0 1 2 3
01234567890123456789012345678901
B T s S o i et T S S e i Tk s S S S S S A
[ DU D- Type (4) [ UUI D (128 bits) [
B T D T sl i S S Y S S S S |
I I
I I
| +
I
+-

B T T i S e i i S S

B o o ol ok T S SR S S S R S
Fi gure 8: DU D-UU D for nat
12. Identity Association

An "identity-association" (1A) is a construct through which a server
and a client can identify, group, and nanage a set of related |IPv6
addresses or del egated prefixes. Each |IA consists of an | AID and
associ ated configuration infornmation.

The 1AID uniquely identifies the I A and MUST be chosen to be uni que
anong the 1AIDs for that 1A type on the client (i.e., TANAWth IAD
O is unique fromlIATAwith IAIDO0). The IAIDis chosen by the
client. For any given use of an A by the client, the AID for that

I A MUST be consistent across restarts of the DHCP client. The client
may mai ntain consistency either by storing the IAID in non-volatile
storage or by using an algorithmthat will consistently produce the
same |AID as long as the configuration of the client has not changed.
There nay be no way for a client to nmaintain consistency of the | AlDs
if it does not have non-volatile storage and the client’s hardware
configuration changes. |If the client uses only one IAID, it can use
a well -known value, e.g., zero.

If the client wishes to obtain a distinctly new address or prefix and
deprecate the existing one, the client sends a Rel ease nessage to the
server for the IAs using the original IAID. Then the client creates
a new |AID, to be used in future nessages to obtain |l eases for the
new | A

12.1. ldentity Associations for Address Assi gnnent

A client nust associate at |least one distinct lAwith each of its
network interfaces for which it is to request the assignnent of |Pv6
addresses froma DHCP server. The client uses the | As assigned to an
interface to obtain configuration information froma server for that
interface. Each such | A nust be associated with exactly one

i nterface.
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12.

13.

13.

The configuration information in an | A NA option consists of one or
more | Pv6 addresses along with the Tl and T2 values for the 1A See
Section 21.4 for the representation of an 1A NA in a DHCP nessage

The configuration information in an | A TA option consists of one or
nore | Pv6 addresses. See Section 21.5 for the representation of an
IA TA in a DHCP nessage

Each address in an I A has a preferred lifetine and a valid lifetine,
as defined in [ RFC4862]. The lifetines are transnmitted fromthe DHCP
server to the client in the I A Address option (see Section 21.6).

The lifetimes apply to the use of addresses, as described in section
5.5.4 of [RFC4862].

2. ldentity Associations for Prefix Del egation

An A PDis different froman |IA for address assignnent, in that it
does not need to be associated with exactly one interface. One |A PD
can be associated with the client, with a set of interfaces or with
exactly one interface. A client configured to request del egated
prefixes nmust create at |east one distinct |APD. It may associate a
distinct A PDwth each of its downstream network interfaces and use
that A PDto obtain a prefix for that interface fromthe server

The configuration information in an | A PD option consists of one or
more prefixes along with the T1 and T2 values for the A PD. See
Section 21.21 for the representation of an A PD in a DHCP nessage.

Each del egated prefix in an A has a preferred lifetime and a valid
lifetime, as defined in [RFC4862]. The lifetines are transnitted
fromthe DHCP server to the client in the A Prefix option (see
Section 21.22). The lifetines apply to the use of del egated
prefixes, as described in section 5.5.4 of [RFC4862].

Assignnent to an I A
1. Selecting Addresses for Assignment to an | A_NA
A server selects addresses to be assigned to an I A NA according to
the address assignment policies determ ned by the server
adm nistrator and the specific informati on the server deternines
about the client from sonme conbination of the follow ng sources:

- The link to which the client is attached. The server determ nes
the link as foll ows:

* |f the server receives the nessage directly fromthe client and
the source address in the |IP datagramin which the nessage was
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received is a link-local address, then the client is on the
same link to which the interface over which the nessage was
received is attached.

* |f the server receives the nessage froma forwardi ng rel ay
agent, then the client is on the sane Iink as the one to which
the interface, identified by the link-address field in the
message fromthe relay agent, is attached. According to
[ RFC6221], the server MJST ignore any |ink-address field whose
value is zero. The link-address in this case nmay cone from any
of the Relay-forward nessages encapsulated in the received
Rel ay-forward, and in general the nobst encapsul ated (cl osest
Rel ay-forward to the client) has the nost useful val ue.

* |f the server receives the nmessage directly fromthe client and
the source address in the |IP datagramin which the nessage was
received is not a link-local address, then the client is on the
link identified by the source address in the | P datagram (note
that this situation can occur only if the server has enabled
the use of unicast nessage delivery by the client and the
client has sent a nmessage for which unicast delivery is
al | owed).

- The DU D supplied by the client.

- Oher information in options supplied by the client, e.g., IA
Address options (see Section 21.6) that include the client’s
requests for specific addresses.

- Oher information in options supplied by the relay agent.

By default, DHCP server inplenentations SHOULD NOT generate
predi ct abl e addresses (see Section 4.7 of [RFC7721]). Server

i npl ementers are encouraged to review [ RFC4941], [ RFC7824], and
[ RFC7707] as to possible considerations for how to generate
addr esses.

A server MJST NOT assign an address that is otherw se reserved for
some ot her purpose. For example, a server MJST NOT assign addresses
that use a reserved IPv6 Interface ldentifier ([RFC5453], [RFC7136],
[ 1 ANA- RESERVED- 11 D)) .

See [ RFC7969] for a nore detail ed di scussion on how servers detern ne
a client’s location on the network.
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13.

2. Assignnent of Tenporary Addresses

A client may request the assignnment of tenporary addresses (see
[ RFC4941] for the definition of tenporary addresses). DHCP handling
of address assignnent is no different for tenporary addresses.

Clients ask for tenporary addresses and servers assign them
Tenporary addresses are carried in the ldentity Association for
Tenporary Addresses (I A TA) option (see Section 21.5). Each IA TA
option typically contains at |east one tenporary address for each of
the prefixes on the link to which the client is attached.

The lifetime of the assigned tenporary address is set in the IA
Address option (see Section 21.6) encapsulated in the I A TA option
It is RECOWENDED to set short lifetimes, typically shorter than
TEMP_VALI D_LI FETI ME and TEMP_PREFERRED LI FETI ME (see Section 5,

[ RFC4941]) .

A DHCP server inplenentation MAY generate tenporary addresses
referring to the algorithmdefined in Section 3.2.1, [RFC4941], with
the additional condition that any new address is not the same as any
assi gned address.

The server MAY update the DNS for a tenporary address, as descri bed
in section 4 of [RFC4941].

On the clients, by default, tenporary addresses are preferred in
source address selection, according to Rule 7, [RFC6724]. However,
this policy is overridable.

One of the nost inportant properties of a tenmporary address is to
make it difficult to link the address to different actions over tine.
So, it is NOI RECOMMENDED for a client to renew tenporary addresses,
t hough DHCP provides for such a possibility (see Section 21.5).

3. Assignnent of Prefixes for A PD

The mechani smt hrough which the server selects prefix(es) for

del egation is not specified in this docunent. Exanples of ways in
whi ch the server mght select prefix(es) for a client include: static
assi gnnent based on subscription to an | SP; dynam ¢ assignnment froma
pool of avail able prefixes; selection based on an external authority
such as a RADIUS server using the Framed-|Pv6-Prefix option as
described in [ RFC3162].
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14.

Transm ssi on of Messages by a Cient

Unl ess ot herwi se specified in this docunent, or in a docunent that
describes how IPv6 is carried over a specific type of link (for link
types that do not support nulticast), a client sends DHCP nessages to
the Al _DHCP_Rel ay_Agents_and_Servers mul ti cast address.

DHCP servers SHOULD NOT care if the layer-2 address used was
mul ticast or not, as long as the | ayer-3 address was correct.

A client uses nulticast to reach all servers or an individual server
An individual server is indicated by specifying that server’s DU D in
a Server ldentifier option (see Section 21.3) in the client’s nmessage
(all servers will receive this nmessage but only the indicated server
will respond). Al servers are indicated by not supplying this
option.

A client may send sonme nessages directly to a server using unicast,
as described in Section 21.12.

1. Rate Limting

In order to avoid prolonged nessage bursts that nmay be caused by
possible logic |oops, a DHCP client MUST |imt the rate of DHCP
nmessages it transmits or retransnits. One exanple is that a client
obt ai ns an address or del egated prefix, but does not like the
response; so it reverts back to Solicit procedure, discovers the sane
(sole) server, requests an address or del egated prefix and gets the
same address or del egated prefix as before (as the server has this
previously requested | ease assigned to this client). This |oop can
repeat infinitely if there is not a quit/stop mechanism Therefore,
a client nust not initiate transm ssions too frequently.

A recommended nethod for inplenmenting the rate limting functionis a
token bucket, limting the average rate of transnission to a certain
number in a certain time interval. This method of bounding
burstiness al so guarantees that the long-termtransm ssion rate will
not be exceeded.

TRT Transm ssion Rate Limt

The Transmi ssion Rate Limt paraneter (TRT) SHOULD be configurabl e.
A possible default could be 20 packets in 20 seconds.

For a device that has multiple interfaces, the limt MJST be enforced
on a per interface basis.
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15.

Rate limting of forwarded DHCP nmessages and server-si de nessages are
out of scope of this specification

2. dient Behavior when T1 and/or T2 are O

In certain cases, Tl and/or T2 values may be set to zero. Currently
there are three such cases:

1. a client received an | A NA option (see Section 21.4) with a
zero val ue

2. a client received an | A PD option (see Section 21.21) with a
zero val ue

3. a client received an | A TA option (see Section 21.5) (which
does not contain T1 and T2 fields and are not generally
r enewed)

This is an indication that the renew and rebind times are left at the
client’s discretion. However, they are not conpletely discretionary.

When T1 and/or T2 values are set to zero, the client MJST choose a

time to avoid packet storns. In particular, it MJST NOT transmit
imediately. |If the client received nultiple A options, it SHOULD
pi ck renew and/or rebind transmission tinmes so all | A options are

handl ed i n one exchange, if possible. The client MJST choose renew
and rebind tinmes to not violate rate limting restrictions, defined
in Section 14.1.

Reliability of Cient Initiated Message Exchanges

DHCP clients are responsible for reliable delivery of messages in the
client-initiated nessage exchanges described in Section 18. |If a
DHCP client fails to receive an expected response froma server, the
client nmust retransmt its nessage according to the retransni ssion
strategy described in this section

Note that the procedure described in this section is slightly
nmodi fi ed when used with the Solicit nmessage. The nodified procedure
is described in Section 18.2.1

The client begins the message exchange by transmitting a nessage to
the server. The nessage exchange term nates when either the client
successfully receives the appropriate response or responses froma
server or servers, or when the nessage exchange is considered to have
failed according to the retransm ssion nechani sm descri bed bel ow
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The client MJST update an "el apsed-tine" value within an El apsed Tine
option (see Section 21.9) in the retransmtted nessage. |n some
cases, the client may al so need to nodify values in | A Address (see
Section 21.6) or | A Prefix options (see Section 21.22) if a valid
lifetime for any of the client’'s | eases expires before

retransm ssion. Thus, whenever this docunent refers to a

"retransm ssion" of a client’s nessage, it refers to both nodifying
the original nessage and sending this new nessage instance to the
server.

The client retransm ssion behavior is controlled and described by the
foll owi ng vari abl es:

RT Ret ransmi ssi on ti meout

| RT Initial retransm ssion tine
MRC Maxi mum r et ransmi ssi on count
VRT Maxi mum retransm ssion time
MRD Maxi mum r et ransm ssi on duration
RAND Random zati on factor

Specific values for each of these paraneters relevant to the various
messages are given in the sub-sections of Section 18.2 using val ues

defined in Table 1 in Section 7.6. The algorithmfor RAND is conmon
across all nmessage transm ssions.

Wth each nessage transm ssion or retransmi ssion, the client sets RT

according to the rules given below |If RT expires before the nmessage
exchange terninates, the client recomputes RT and retransmits the
nessage.

Each of the conputations of a new RT include a randoni zation factor
(RAND), which is a random nunber chosen with a uniformdistribution
between -0.1 and +0.1. The random zation factor is included to

m ni m ze synchroni zati on of nessages transmtted by DHCP clients.

The al gorithm for choosing a random nunber does not need to be
cryptographically sound. The al gorithm SHOULD produce a different
sequence of random nunmbers from each invocation of the DHCP client.
RT for the first nmessage transmi ssion is based on IRT

RT = I RT + RAND*| RT
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RT for each subsequent nessage transm ssion is based on the previous
val ue of RT:

RT = 2*RTprev + RAND*RTprev

MRT specifies an upper bound on the value of RT (disregarding the
randoni zati on added by the use of RAND). If MRT has a value of O,
there is no upper linmt on the value of RT. O herw se:

if (RT > MRT)
RT = MRT + RAND* NRT

MRC specifies an upper bound on the number of tinmes a client may
retransmt a message. Unless MRC is zero, the nmessage exchange fails
once the client has transnmtted the message MRC ti nes.

MRD specifies an upper bound on the length of time a client nmay
retransmt a nmessage. Unless MRD is zero, the nessage exchange fails
once MRD seconds have el apsed since the client first transmitted the
nessage

If both MRC and MRD are non-zero, the nessage exchange fails whenever
either of the conditions specified in the previous two paragraphs are
met .

If both MRC and MRD are zero, the client continues to transmt the
message until it receives a response.

A client is not expected to listen for a response during the entire
RT period and may turn off listening capabilities after waiting at

| east the shorter of RT and MAX_WAIT_TI ME due to power consunption
saving or other reasons. O course, a client MIST listen for a
Reconfigure if it has negotiated for its use with the server

Message Val i dation

Thi s section describes which options are valid in which kinds of
message types. Should a client or server receive nmessages which
contain known options which are invalid for the nessage, this section
expl ains how to process it. For exanple, an I A option is not allowed
to appear in an Infornmation-request nessage.

Clients and servers MAY choose either to extract information from
such a nmessage if the information is of use to the recipient, or to
i gnore such nessage conpletely and just discard it.

If a server receives a nessage that it considers invalid, it MAY send
a Reply (or Advertise as appropriate) with a Server ldentifier option
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(see Section 21.3), a Cient ldentifier option (see Section 21.2) if
one was included in the message and a Status Code option (see
Section 21.13) with status UnspecFail

Clients, relay agents and servers MJST NOT discard nessages that
contai n unknown options (or instances of vendor options w th unknown
enterprise-nunbers). These should be ignored as if they were not
present. This is critical to provide for |ater extension of the DHCP
pr ot ocol

A server MJST discard any Solicit, Confirm Rebind or Information-
request nessages it receives with a | ayer-3 unicast destination
addr ess.

A client or server MJST discard any received DHCP nessages with an
unknown nessage type.

1. Use of Transaction |Ds

The "transaction-id" field holds a value used by clients and servers
to synchroni ze server responses to client nessages. A client SHOULD
generate a random nunber that cannot easily be guessed or predicted
to use as the transaction ID for each new nessage it sends. Note
that if a client generates easily predictable transaction
identifiers, it may beconme nore vul nerable to certain kinds of
attacks fromoff-path intruders. A client MJIST | eave the transaction
I D unchanged in retransm ssions of a message.

2. Solicit Message

Clients MJST discard any received Solicit nmessages.

Servers MJST discard any Solicit nessages that do not include a
Client Identifier option or that do include a Server ldentifier
option.

3. Advertise Message

Clients MJST discard any received Adverti se nessage that neets any of
the follow ng conditions:

- the message does not include a Server ldentifier option (see
Section 21.3).

- the message does not include a Cient ldentifier option (see
Section 21.2).
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- the contents of the Cient Identifier option does not match the
client’s DU D.

- the "transaction-id" field val ue does not match the val ue the
client used inits Solicit nessage.

Servers and relay agents MJST discard any received Advertise
messages.

4. Request Message
Clients MJST discard any recei ved Request nessages.

Servers MJST discard any recei ved Request nmessage that neets any of
the follow ng conditions:

- the nmessage does not include a Server ldentifier option (see
Section 21.3).

- the contents of the Server Identifier option do not match the
server’s DUl D

- the message does not include a Cient Identifier option (see
Section 21.2).

5. Confirm Message

Clients MJST discard any received Confirm nessages.

Servers MJST di scard any received Confirm nmessages that do not
include a Client Identifier option (see Section 21.2) or that do
include a Server ldentifier option (see Section 21.3).

6. Renew Message

Clients MJST discard any recei ved Renew nessages.

Servers MJST discard any recei ved Renew nessage that neets any of the
foll owi ng conditions:

- the message does not include a Server ldentifier option (see
Section 21.3).

- the contents of the Server Identifier option does not match the
server’s identifier.

- the message does not include a Cient Identifier option (see
Section 21.2).
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16.7. Rebind Message

Clients MJST discard any recei ved Rebi nd nessages.

April 2018

Servers MJST di scard any recei ved Rebi nd nessages that do not include
a dient Identifier option (see Section 21.2) or that do include a

Server ldentifier option (see Section 21.3).

16.8. Decline Messages

Clients MJST discard any received Decline nessages.

Servers MJST di scard any received Decline nessage that neets any of

the follow ng conditions:

- the nmessage does not include a Server ldentifier option (see

Section 21.3).

- the contents of the Server Identifier option does not match the

server’'s identifier.

- the nmessage does not include a Cient Identifier option (see

Section 21.2).

16.9. Rel ease Message

Clients MJST discard any recei ved Rel ease nessages.

Servers MJST di scard any recei ved Rel ease nessage that neets any of

the follow ng conditions:

- the message does not include a Server ldentifier option (see

Section 21.3).

- the contents of the Server Identifier option does not match the

server’'s identifier.

- the message does not include a Cient ldentifier option (see

Section 21.2).

16.10. Reply Message

Clients MJST discard any received Reply nmessage that neets any of the

foll owi ng conditions:

- the nmessage does not include a Server ldentifier option (see

Section 21.3).
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- the "transaction-id" field in the nessage does not match the val ue
used in the original message.

If the client included a Cient Identifier option (see

Section 21.2)in the original nessage, the Reply nessage MJST i ncl ude
a Client Identifier option and the contents of the Cient Identifier
option MJUST match the DU D of the client; OR if the client did not
include a Client Identifier option in the original nessage, the Reply
message MJST NOT include a Client ldentifier option

Servers and relay agents MJST discard any received Reply nessages.

11. Reconfigure Message

Servers and relay agents MJST discard any recei ved Reconfigure
nessages.

Clients MJST discard any Reconfigure nessage that neets any of the
foll owi ng conditions:

- the message was not unicast to the client.

- the message does not include a Server ldentifier option (see
Section 21.3).

- the message does not include a Cient ldentifier option (see
Section 21.2) that contains the client’s DU D

- the message does not include a Reconfigure Message option (see
Section 21.19).

- the Reconfigure Message option nsg-type is not a valid val ue.

- the message does not include authentication (such as RKAP, see
Section 20.4) or fails authentication validation.

12. Information-request Message
Clients MJST discard any received |Information-request nessages.

Servers MJST di scard any received | nformation-request nessage that
nmeets any of the foll owi ng conditions:

- The message includes a Server ldentifier option (see Section 21.3)
and the DU D in the option does not match the server’s DU D.

- The nmessage includes an | A option.

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 46]



Internet-Draft DHCP for | Pv6 April 2018

16.

16.

17.

17.

17.

13. Relay-forward Message

Clients MJST discard any received Rel ay-forward nessages.

14. Relay-reply Message

Clients and servers MJUST discard any received Rel ay-reply nessages.
Client Source Address and Interface Sel ection

Client’s behavior regarding interface selection is different
dependi ng on the purpose of the configuration

1. Address, Interface Selection for Address Assignnent

When a client sends a DHCP nessage to the

Al'l _DHCP_Rel ay_Agents_and _Servers nulticast address, it SHOULD send
the nmessage through the interface for which configuration infornmation
(including the addresses) is being requested. However, the client
MAY send the nessage through another interface if the interface which
configuration is being requested for is a logical interface wthout
direct link attachnent or the client is certain that two interfaces
are attached to the sane |ink.

When a client sends a DHCP nessage directly to a server using unicast
(after receiving the Server Unicast option, see Section 21.12, from
that server), the source address in the header of the |IPv6 datagram
MUST be an address assigned to the interface for which the client is
interested in obtaining configuration and which is suitable for use
by the server in responding to the client.

2. Address, Interface Selection for Prefix Del egation

Del egated prefixes are not associated with a particular interface in
the sane way as addresses are for address assignnment, as nentioned in
Section 17.1 above.

When a client sends a DHCP nessage for the purpose of prefix

del egation, it SHOULD be sent on the interface associated with the
upstreamrouter (typically, connected to an ISP network); see

[ RFC7084]. The upstreaminterface is typically determ ned by
configuration. This rule applies even in the case where a separate
IA PDis used for each downstreaminterface

When a client sends a DHCP nessage directly to a server using unicast
(after receiving the Server Unicast option, see Section 21.12, from
that server), the source address SHOULD be an address fromthe
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upstreaminterface and which is suitable for use by the server in
responding to the client.

18. DHCP Confi guration Exchanges

Aclient initiates a nessage exchange with a server or servers to
acquire or update configuration information of interest. A client
has many reasons to initiate the configuration exchange. Some of the
nore common ones are:

1. as part of the operating system configuration/bootstrap
process,
2. when requested to do so by the application |ayer (through an

operating system specific APl),

3. when Router Advertisenent indicates DHCPv6 is avail able for
address configuration (see Section 4.2 of [RFC4861]),

4. as required to extend the lifetine of address(es) and/or
del egated prefix(es), using Renew and Rebi nd nessages,

5. or when requested to do so by a server - upon the receipt of a
Reconfi gure nessage

The client is responsible for creating | As and requesting that a
server assign addresses and/or del egated prefixes to the IAs. The
client first creates the IAs and assigns IAIDs to them The client
then transmits a Solicit nessage containing the | A options describing
the 1As. The client MJST NOT be using any of the addresses or

del egated prefixes for which it tries to obtain the bindings by
sending the Solicit message. In particular, if the client had some
valid bindings and has chosen to start the server discovery process
to obtain the sane bindings froma different server, the client MJST
stop using the addresses and del egated prefixes for the bindings it
had obtai ned fromthe previous server (see Section 18.2.7 for nore
details on what stop using neans), and which it is nowtrying to
obtain froma new server.

A DHCP client that does not need to have a DHCP server assign it IP
addresses or del egated prefixes, can obtain configuration information
such as a list of available DNS servers [RFC3646] or NTP servers

[ RFC4075] through a single nessage and reply exchange with a DHCP
server. To obtain configuration information the client first sends
an I nformation-request message (see Section 18.2.6) to the

Al'l _DHCP_Rel ay_Agents_and Servers nulticast address. Servers respond
with a Reply nessage containing the configuration information for the
client (see Section 18.3.6).

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 48]



Internet-Draft DHCP for | Pv6 April 2018

To request the assignnent of one or nore addresses or del egated
prefixes, a client first |ocates a DHCP server and then requests the
assi gnnent of addresses/prefixes and other configuration information
fromthe server. The client does this by sending the Solicit nessage
(see Section 18.2.1) to the Al _DHCP_Rel ay Agents_and_Servers
mul ti cast address and collecting Adverti se nessages fromthe servers
whi ch respond to the client’s nmessage and sel ects a server from which
it wants to obtain configuration information. This process is
referred to as server discovery. Wen the client has selected the
server it sends a Request nessage to this server as described in
Section 18.2.2.

Aclient willing to performthe Solicit/Reply nmessage exchange
described in Section 18.2.1 includes a Rapid Cormit option (see
Section 21.14) in its Solicit message.

Servers that can assign addresses or del egated prefixes to the I As
respond to the client with an Advertise nessage or Reply nessage if
the client included a Rapid Commit option and the server is
configured to accept it.

If the server responds with an Advertise nessage, the client
initiates a configuration exchange as described in Section 18.2.2.

A server may initiate a nessage exchange with a client by sending a
Reconfi gure nmessage to cause the client to send a Renew, Rebind or

I nf ormati on-request nmessage to refresh its configuration information
as soon as the Reconfigure nessage is received by the client.

Figure 9 shows a tineline diagramof the nessages exchanged between a
client and two servers for the typical lifecycle of one or nore

| eases. This is a conbination of the 4-nmessage exchange (to select a
server and assign the |ease(s) to the client) foll owed by two
2-nmessage exchanges (to extend the lifetine on the | ease(s) and
eventual ly rel ease the | ease(s)).

Det er mi nes
configuration

Det er mi nes
configuration

Server Server
(not sel ect ed) dient (sel ect ed)

v v v

I I I

| Begins initialization |

I I I
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18.1. A Single Exchange for Miultiple I A Options

Thi s docunment assumes that a client SHOULD use a single transaction
for all of the A options required on an interface as this sinplifies
the client inplenentation and reduces the potential nunber of
transactions required (for the background on this design choice,

refer to Section 4 of [RFC7550]). To facilitate a client’s use of a
single transaction for all | A options, servers MJST return the same
T1/ T2 values for all A options in a Reply (see Section 18. 3. 2,
Section 18.3.4, and Section 18.3.5), so that the client will generate
a single transaction when renewing or rebinding its | eases. However,
because sone servers may not yet conformto this requirenent, a
client MJUST be prepared to select appropriate T1/ T2 tinmes as
described in Section 18. 2. 4.

18.2. dient Behavior

A client uses the Solicit message to discover DHCP servers configured
to assign leases or return other configuration paranmeters on the link
to which the client is attached.

A client uses Request, Renew, Rebind, Release and Decline nessages
during the normal life cycle of addresses and del egated prefixes.
When a client detects it may have noved to a new link, it uses
Confirmif it only has addresses and Rebind if it has del egated
prefixes (and addresses). It uses Information-request nmessages when
it needs configuration information but no addresses and no prefixes.

When a client requests multiple A option types or nultiple instances
of the sane A types in a Solicit, Request, Renew, or Rebind, it is
possi bl e that the avail able server(s) may only be configured to offer
a subset of them \When possible, the client SHOULD use the best
configuration available and continue to request the additional [As in
subsequent nessages. This allows the client to maintain a single
session and state nmachine. |In practice, especially in the case of
handling I A_NA and | A PD requests [RFC7084], this situation should be
rare or a result of a tenporary operational error. Thus, it is nore
likely for the client to get all configuration if it continues, in
each subsequent configuration exchange, to request all the
configuration information it is progranmmed to try to obtain,

i ncluding any stateful configuration options for which no results
were returned in previous message exchanges.

Upon recei pt of a Reconfigure nmessage fromthe server, a client
responds with a Renew, Rebind or an Information-request nessage as

i ndi cated by the Reconfigure Message option (see Section 21.19). The
client SHOULD be suspicious of the Reconfigure nessage (they may be
faked), and it MJST NOT abandon any resources it night have al ready
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obtained. The client SHOULD treat the Reconfigure nessage as if the
T1 timer had expired. The client will expect the server to send | As
and/ or other configuration information to the client in a Reply
nessage.

If the client has a source address of sufficient scope that can be
used by the server as a return address, and the client has received a
Server Unicast option (see Section 21.12) fromthe server, the client
SHOULD uni cast any Request, Renew, Rel ease and Decline nmessages to

t he server.

Use of unicast may avoid del ays due to the relaying of nessages by
relay agents, as well as avoid overhead on servers due to the
delivery of client nessages to multiple servers. However, requiring
the client to relay all DHCP nessages through a relay agent enables
the inclusion of relay agent options in all nessages sent by the
client. The server should enable the use of unicast only when rel ay
agent options will not be used.

2.1. Creation and Transmi ssion of Solicit Messages

The client sets the "nsg-type" field to SOLICIT. The client
generates a transaction ID and inserts this value in the
"transaction-id" field.

The client MUST include a Cient ldentifier option (see Section 21.2)
to identify itself to the server. The client includes | A options for
any 1As to which it wants the server to assign | eases

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how I ong the client has been trying to conplete the current
DHCP nessage exchange

The client uses I A NA options (see Section 21.4) to request the

assi gnnent of non-tenporary addresses, |A TA options (see

Section 21.5) to request the assignnent of tenporary addresses, and

| A PD options (see Section 21.21) to request prefix del egation

Either A NA, IA TA or A PD options, or a conbination of all, can be
included in DHCP nessages. In addition, nultiple instances of any I A
option type can be incl uded.

The client MAY include addresses in | A Address options (see
Section 21.6) encapsulated within A NA and |A TA options as hints to
the server about the addresses for which the client has a preference.

The client MAY include values in | A Prefix options (see
Section 21.22) encapsulated within | A PD options as hints for the
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del egated prefix and/or prefix length for which the client has a
preference. See Section 18.2.4 for nore on prefix length hints.

The client MJUST include an Option Request option (see Section 21.7)
to request the SOL_MAX RT option (see Section 21.24) and any ot her
options the client is interested in receiving. The client MAY
additionally include instances of those options that are identified
in the Option Request option, with data values as hints to the server
about parameter values the client would |ike to have returned.

The client includes a Reconfigure Accept option (see Section 21.20)
if the client is willing to accept Reconfigure nmessages fromthe
server.

The client MJST NOT include any other options in the Solicit message,
except as specifically allowed in the definition of individua
options.

The first Solicit message fromthe client on the interface SHOULD be
del ayed by a random anount of tinme between 0 and SOL_MAX DELAY. This
random del ay hel ps desynchroni ze clients which start a DHCP session
at the sane tine, such as after recovery froma power failure or
after a router outage after seeing that DHCP is available in Router
Advertisenent nmessages (see Section 4.2 of [RFC4861]).

The client transmts the message according to Section 15, using the
foll owi ng paraneters:

| RT SOL_TI MEQUT
VRT SOL_MAX_RT
MRC 0

MRD 0

A client that wishes to use the Rapid Conmit 2-nmessage exchange
includes a Rapid Commit option (see Section 21.14) in its Solicit
message. The client may receive a nunber of different replies from
different servers. The client will nmake note of any valid Advertise
messages that it receives. The client will discard any Reply
messages that do not contain the Rapid Conmit option

Upon receipt of a valid Reply with the Rapid Conmit option, the
client processes the nessage as described in Section 18.2.10
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At the end of the first RT period, if no suitable Reply nessages are
received, but the client has valid Advertise nessages, then the
client processes the Advertise as described in Section 18.2.9.

If the client subsequently receives a valid Reply nessage that
includes a Rapid Cormit option, it either

- processes the Reply nessage as described in Section 18.2.10, and
di scards any Reply nessages received in response to the Request
nessage, or

- processes any Reply nessages received in response to the Request
message and di scards the Reply nessage that includes the Rapid
Conmit option.

If the client is waiting for an Adverti se nessage, the nechanismin
Section 15 is nodified as follows for use in the transm ssion of
Solicit messages. The nessage exchange is not terninated by the
recei pt of an Advertise before the first RT has el apsed. Rather, the
client collects valid Advertise nessages until the first RT has

el apsed. Also, the first RT MIST be selected to be strictly greater
than | RT by choosing RAND to be strictly greater than O.

A client MIUST collect valid Advertise messages for the first RT
seconds, unless it receives a valid Advertise nessage with a
preference value of 255. The preference value is carried in the
Preference option (see Section 21.8). Any valid Advertise that does
not include a Preference option is considered to have a preference
value of 0. |If the client receives a valid Adverti se nessage that
includes a Preference option with a preference value of 255, the
client imediately begins a client-initiated message exchange (as
described in Section 18.2.2) by sending a Request nmessage to the
server from which the Advertise nessage was received. |If the client
receives a valid Advertise nmessage that does not include a Preference
option with a preference value of 255, the client continues to wait
until the first RT elapses. |If the first RT el apses and the client
has received a valid Adverti se nessage, the client SHOULD conti nue
with a client-initiated nessage exchange by sendi ng a Request
nessage.

If the client does not receive any valid Advertise nessages before
the first RT has elapsed, it begins the retransni ssion mechani sm
described in Section 15. The client terninates the retransnission
process as soon as it receives any valid Advertise nessage, and the
client acts on the received Advertise nessage w thout waiting for any
addi ti onal Advertise nessages.
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A DHCP client SHOULD choose MRC and MRD to be 0. |If the DHCP client
is configured with either MRC or MRD set to a value other than 0, it
MUST stop trying to configure the interface if the nmessage exchange
fails. After the DHCP client stops trying to configure the
interface, it SHOULD restart the reconfiguration process after sone
external event, such as user input, systemrestart, or when the
client is attached to a new link.

2.2. Creation and Transm ssion of Request Messages

The client uses a Request nessage to populate IAs with | eases and
obtain other configuration information. The client includes one or
more | A options in the Request nmessage. The server then returns

| eases and other information about the |As to the client in A
options in a Reply nessage.

The client generates a transaction ID and inserts this value in the
"transaction-id" field.

The client MJUST include the identifier of the destination server in a
Server ldentifier option (see Section 21.3).

The client MUST include a Cient ldentifier option (see Section 21.2)
toidentify itself to the server. The client adds any ot her
appropriate options, including one or nore | A options.

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how long the client has been trying to conplete the current
DHCP nessage exchange

The client MJST include an Option Request option (see Section 21.7)
to request the SOL_MAX RT option (see Section 21.24) and any ot her
options the client is interested in receiving. The client MAY
additionally include instances of those options that are identified
in the Option Request option, with data values as hints to the server
about paraneter values the client would |ike to have returned.

The client includes a Reconfigure Accept option (see Section 21.20)
if the client is willing to accept Reconfigure nmessages fromthe
server.

The client transmts the nmessage according to Section 15, using the
foll owi ng paraneters

I RT REQ_TI MEQUT

MRT REQ MAX_RT
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MRC REQ MAX RC
MRD 0
If the nessage exchange fails, the client takes an action based on

the client’s local policy. Exanples of actions the client mght take
i ncl ude:

Sel ect another server froma list of servers known to the client;
for exanple, servers that responded with an Adverti se nessage

Initiate the server discovery process described in Section 18.

Term nate the configuration process and report failure.
2.3. Creation and Transm ssion of Confirm Messages

The client uses a Confirm nessage when it has only addresses (no

del egated prefixes) assigned by a DHCP server to determine if it is
still connected to the sanme |ink when the client detects a change in
network information as described in Section 18.2.12

The client sets the "nsg-type" field to CONFIRM The client
generates a transaction ID and inserts this value in the
"transaction-id" field.

The client MJUST include a Cient ldentifier option (see Section 21.2)
to identify itself to the server

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how I ong the client has been trying to conplete the current
DHCP nessage exchange

The client includes I A options for all of the I As assigned to the
interface for which the Confirmnessage is being sent. The IA
options include all of the addresses the client currently has
associ ated with those IAs. The client SHOULD set the T1 and T2
fields in any 1A NA options (see Section 21.4) and the preferred-
lifetime and valid-lifetine fields in the I A Address options (see
Section 21.6) to 0, as the server will ignore these fields.

The first Confirm message fromthe client on the interface MJST be
del ayed by a random anmount of tinme between 0 and CNF_MAX_DELAY. The
client transnts the nmessage according to Section 15, using the

foll owi ng paraneters:

I RT CNF_TI MEQUT

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 56]



Internet-Draft DHCP for | Pv6 April 2018

18.

MRT CNF_MAX_RT
MRC 0
MRD CNF_MAX_RD

If the client receives no responses before the nessage transni ssion
process term nates, as described in Section 15, the client SHOULD
continue to use any |leases, using the last known lifetinmes for those
| eases, and SHOULD continue to use any other previously obtained
configuration paraneters

2.4. Creation and Transni ssion of Renew Messages

To extend the valid and preferred lifetines for the | eases assigned
to the I As and obtain new addresses or del egated prefixes for |As,
the client sends a Renew nessage to the server fromwhich the | eases
wer e obtai ned, which includes | A options for the | As whose | ease
lifetimes are to be extended. The client includes | A Address options
(see Section 21.6) within IA NA (see Section 21.4) and | A TA (see
Section 21.5) options for the addresses assigned to the IAs. The
client includes | A Prefix options (see Section 21.22) within A PD
options (see Section 21.21) for the del egated prefixes assigned to
the | As.

The server controls the time at which the client should contact the
server to extend the lifetines on assigned | eases through the T1 and
T2 val ues assigned to an IA.  However, as the client SHOULD renew
rebind all IAs fromthe server at the same tinme, the client MJST
select T1 and T2 tines fromall | A options that will guarantee the
client initiates transm ssions of Renew Rebind nessages not |ater
than at the T1/T2 tinmes associated with any of the client’s bindings
(earliest T1/T2).

At time T1, the client initiates a Renew Reply nessage exchange to
extend the lifetimes on any |leases in the I A

A client MIST also initiate a Renew Reply nessage exchange before
time T1 if the client’s link-local address used in previous
interactions with the server is no longer valid and it is willing to
recei ve Reconfigure nessages.

If T1 or T2 had been set to O by the server (for an 1A NA or | A _PD)
or there are no T1 or T2 tinmes (for an A TA) in a previous Reply,
the client may send a Renew or Rebi nd message, respectively, at the
client’s discretion. The client MIUST follow the rules defined in
Section 14. 2.
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The client sets the "nsg-type" field to RENEW The client generates
a transaction ID and inserts this value in the "transaction-id"
field.

The client MUST include a Server ldentifier option (see Section 21.3)
in the Renew nessage, identifying the server with which the client
nmost recently comuni cat ed

The client MJUST include a Cient ldentifier option (see Section 21.2)
to identify itself to the server. The client adds any appropriate
options, including one or nore | A options.

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how |l ong the client has been trying to conplete the current
DHCP nessage exchange

For 1 As to which | eases have been assigned, the client includes a
corresponding | A option containing an | A Address option for each
address assigned to the A and | A Prefix option for each prefix
assigned to the A The client MJST NOT include addresses and
prefixes in any I A option that the client did not obtain fromthe
server or that are no longer valid (that have a valid lifetine of 0).

The client MAY include an | A option for each binding it desires but
has been unable to obtain. 1In this case, if the client includes the
IA PD option to request prefix delegation, the client MAY include the
I A Prefix option encapsulated within the A PD option, with the

| Pv6-prefix field set to 0 and the "prefix-length" field set to the
desired length of the prefix to be del egated. The server MAY use
this value as a hint for the prefix length. The client SHOULD NOT
include 1A Prefix option with the | Pv6-prefix field set to O unless
it is supplying a hint for the prefix |ength.

The client includes Option Request option (see Section 21.7) to
request the SOL_MAX RT option (see Section 21.24) and any other
options the client is interested in receiving. The client MAY
i nclude options with data values as hints to the server about
paraneter values the client would Iike to have returned.

The client transmts the nessage according to Section 15, using the
foll owi ng paraneters

| RT REN_TI MEQUT
MRT REN_MAX_RT
MRC 0
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MRD Remaining tine until earliest T2

The message exchange is termi nated when earliest time T2 is reached.
If the client is responding to a Reconfigure, the client ignores and
di scards the Reconfigure nessage. In this case, the client continues
to operate as if Reconfigure nessage was not received, i.e., it uses
T1/ T2 times associated with the client’s | eases to deternine when it
shoul d send Renew or Rebind to the server. The client begins a
Rebi nd nmessage exchange (see Section 18.2.5) when the earliest tine
T2 is reached.

2.5. Creation and Transni ssion of Rebi nd Messages

At time T2 (which will only be reached if the server to which the
Renew message was sent starting at time Tl has not responded), the
client initiates a Rebind/ Reply nessage exchange with any avail abl e
server.

A Rebind is also used to verify del egated prefix bindings but with
different retransni ssion paraneters as described in Section 18.2. 3.

The client constructs the Rebind nessage as described in
Section 18.2.4 with the follow ng differences:

- The client sets the "nmsg-type" field to REBI ND.

- The client does not include the Server ldentifier option (see
Section 21.2) in the Rebind nessage.

The client transmts the nmessage according to Section 15, using the
foll owi ng parameters

| RT REB_TI MEQUT

MRT REB_MAX_RT

MRC 0

VRD Remaining time until valid lifetimes of all |eases in al

| As have expired

If all leases for an | A have expired, the client may choose to
include this I Ain subsequent Rebind nmessages to indicate that the
client is interested in assignnent of the leases to this I A

The nmessage exchange is terninated when the valid lifetines of all
| eases across all |1 As have expired, at which tinme the client uses the
Solicit message to |ocate a new DHCP server and sends a Request for
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the expired IAs to the new server. |If the termninated Rebind exchange
was initiated as a result of receiving a Reconfigure nessage, the
client ignores and discards the Reconfigure message.

18.2.6. Creation and Transni ssion of |Infornmation-request Messages

The client uses an Information-request nmessage to obtain
configuration information w thout having addresses and/or del egated
prefixes assigned to it.

The client sets the "nsg-type" field to | NFORVATI ON REQUEST. The
client generates a transaction ID and inserts this value in the
"transaction-id" field.

The client SHOULD include a Client ldentifier option (see

Section 21.2) to identify itself to the server (see section 4.3.1 of
[ RFC7844] for reasons why a client may not want to include this
option). If the client does not include a Client Identifier option
the server will not be able to return any client-specific options to
the client, or the server may choose not to respond to the nessage at
all.

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how I ong the client has been trying to conplete the current
DHCP message exchange

The client MJST include an Option Request option (see Section 21.7)
to request the | NF_MAX RT option (see Section 21.25), the Infornmation
Refresh Tine option (see Section 21.23), and any other options the
client is interested in receiving. The client MAY include options
with data values as hints to the server about paraneter values the
client would like to have returned.

When responding to a Reconfigure, the client includes a Server
Identifier option (see Section 21.3) with the identifier fromthe
Reconfigure nessage to which the client is respondi ng.

The first Information-request nmessage fromthe client on the

i nterface MJUST be del ayed by a random amount of tinme between 0 and
I NF_MAX DELAY. The client transmts the nessage according to
Section 15, using the follow ng paraneters:

| RT | NF_TI MEOUT
MRT | NF_MAX_RT
MRC 0
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VMRD 0
18.2.7. Creation and Transm ssion of Rel ease Messages

To rel ease one or nore |leases, a client sends a Rel ease nessage to
the server.

The client sets the "nsg-type" field to RELEASE. The client
generates a transaction ID and places this value in the "transaction-
id" field.

The client places the identifier of the server that allocated the
| ease(s) in a Server ldentifier option (see Section 21.3).

The client MJUST include a Cient ldentifier option (see Section 21.2)
to identify itself to the server

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how I ong the client has been trying to conplete the current
DHCP nessage exchange

The client includes options containing the IAs for the leases it is
releasing in the "options" field. The |eases to be released MIST be
included in the IAs. Any leases for the IAs the client wishes to
continue to use MUST NOT be added to the IAs.

The client MJST stop using all of the | eases being rel eased before
the client begins the Rel ease nessage exchange process. For an
address, this neans the address MJST have been renoved fromthe
interface. For a delegated prefix, this neans the prefix MJST have
been advertised with a Preferred Lifetine and a Valid Lifetime of
zero in a Router Advertisenment nessage as described in (e) of
Section 5.5.3 of [RFC4862] - also see L-13 in Section 4.3 of

[ RFC7084] .

The client MJUST NOT use any of the addresses it is releasing as the
source address in the Rel ease nessage or in any subsequently
transmtted nmessage.

Because Rel ease nessages may be lost, the client should retransmt
the Release if no Reply is received. However, there are scenarios
where the client may not wish to wait for the normal retransmi ssion
ti meout before giving up (e.g., on power down). |nplenentations
SHOULD retransmt one or nore times, but MAY choose to terminate the
retransm ssi on procedure early.

The client transmts the nessage according to Section 15, using the
foll owi ng parameters
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| RT REL_TI MEOUT
MRT 0

MRC REL_MAX_RC
MRD 0

If |eases are released but the Reply froma DHCP server is lost, the
client will retransmt the Rel ease nessage, and the server may
respond with a Reply indicating a status of NoBi nding. Therefore,
the client does not treat a Reply nessage with a status of NoBi ndi ng
in a Rel ease nmessage exchange as if it indicates an error

Note that if the client fails to release the | ease, each | ease
assigned to the A wll be reclainmed by the server when the valid
lifetinme of that |ease expires

2.8. Creation and Transni ssion of Decline Messages

If aclient detects that one or nore addresses assigned to it by a
server are already in use by another node, the client sends a Decline
message to the server to informit that the address is suspect.

The Decline nmessage is not used in prefix delegation and thus the
client MJUST NOT include | A PD options (see Section 21.21) in the
Decl i ne nessage.

The client sets the "nsg-type" field to DECLINE. The client
generates a transaction ID and places this value in the "transaction-
id" field.

The client places the identifier of the server that allocated the
address(es) in a Server ldentifier option (see Section 21.3).

The client MUST include a Client Identifier option (see Section 21.2)
to identify itself to the server

The client MJST include an El apsed Tine option (see Section 21.9) to
i ndi cate how long the client has been trying to conplete the current
DHCP nessage exchange

The client includes options containing the |As for the addresses it
is declining in the "options" field. The addresses to be declined
MUST be included in the IAs. Any addresses for the I As the client
wi shes to continue to use should not be in added to the |As.
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The client MJUST NOT use any of the addresses it is declining as the
source address in the Decline nessage or in any subsequently
transmtted nmessage.

The client transmts the nessage according to Section 15, using the
foll owi ng parameters

| RT DEC_TI MEQUT
MRT 0

MRC DEC_MAX_RC
MRD 0

I f addresses are declined but the Reply froma DHCP server is |ost,
the client will retransmt the Decline nessage, and the server nay
respond with a Reply indicating a status of NoBi nding. Therefore,
the client does not treat a Reply nmessage with a status of NoBi ndi ng
in a Decline message exchange as if it indicates an error.

The client SHOULD NOT send a Rel ease nessage for other bindings it
may have received just because it sent a Decline nessage. The client
SHOULD retain the non-conflicting bindings. The client SHOULD treat
the failure to acquire a binding as a result of the conflict, to be
equi val ent to not having received the binding, insofar as it behaves
when sendi ng Renew and Rebi nd nessages.

2.9. Receipt of Advertise Messages

Upon recei pt of one or nore valid Advertise nessages, the client
sel ects one or nore Advertise nessages based upon the foll ow ng
criteria.

- Those Advertise nessages with the highest server preference val ue
SHOULD be preferred over all other Advertise nmessages. The client
MAY choose a |l ess-preferred server if that server has a better set
of advertised paraneters, such as the available set of |As, as
wel|l as the set of other configuration options adverti sed.

- Wthin a group of Advertise nessages with the sane server
preference value, a client MAY select those servers whose
Advertise nmessages advertise information of interest to the
client.

Once a client has selected Advertise nessage(s), the client wll
typically store information about each server, such as server
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preference val ue, addresses advertised, when the advertisenent was
recei ved, and so on.

In practice, this neans that the client will maintain i ndependent
per-1 A state nmachi nes per each sel ected server

If the client needs to select an alternate server in the case that a
chosen server does not respond, the client chooses the next server
according to the criteria given above.

The client MJST process any SOL_MAX RT option (see Section 21.24) and
I NF_MAX_RT option (see Section 21.25) present in an Advertise
message, even if the message contains a Status Code option (see
Section 21.13) indicating a failure, and the Advertise nmessage wl|l
be discarded by the client. A client SHOULD only update its
SOL_MAX RT and I NF_MAX RT values if all received Advertise nessages
that contained the corresponding option specified the same val ue,
otherwi se it should use the default value (see Section 7.6).

The client MJST ignore any Advertise nessage that contains no
addresses (| A Address options, see Section 21.6 encapsulated in

I A NA see Section 21.4, or A TA, see Section 21.5, options) and no
del egated prefixes (1A Prefix options, see Section 21.22

encapsul ated in | A PD options, see Section 21.21) with the exception
that the client:

- MJST process an included SOL_MAX_RT option and
- MJST process an included | NF_MAX RT option

A client can display any associ ated status nmessage(s) to the user or
activity | og.

The client ignoring an Advertise nessage MJUST NOT restart the Solicit
retransm ssion tinmer.

2.10. Receipt of Reply Messages

Upon the receipt of a valid Reply nessage in response to a Solicit
with a Rapid Commit option (see Section 21.14), Request, Confirm
Renew, Rebind, or Information-request nessage, the client extracts
the top-level Status Code option (see Section 21.13) if present.

The client MJST process any SOL_MAX RT option (see Section 21.24) and
I NF_MAX RT option (see Section 21.25) present in a Reply nessage,
even if the nmessage contains a Status Code option indicating a
failure.
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If the client receives a Reply nessage with a status code of
UnspecFail, the server is indicating that it was unable to process
the client’s nmessage due to an unspecified failure condition. |If the
client retransmts the original nessage to the sane server to retry
the desired operation, the client MIST linit the rate at which it
retransmts the message and linmit the duration of the time during
which it retransmts the nmessage (see Section 14.1).

If the client receives a Reply nessage with a status code of

UseMul ticast, the client records the receipt of the nessage and sends
subsequent nessages to the server through the interface on which the
message was received using rmulticast. The client resends the
original message using mnulticast.

O herwi se (no status code or another status code), the client
processes the Reply as described bel ow based on the original nessage
for which the Reply was received

The client MAY choose to report any status code or message fromthe
Status Code option in the Reply nessage

When a client received a configuration option in an earlier Reply,
then sends a Renew, Rebind or Information-request and the requested
option is not present in the Reply, the client SHOULD stop using the

previously received configuration information. |In other words, the
client should behave as if it never received this configuration
option and return to the relevant default state. |If there is no

viabl e way to stop using the received configuration infornmation, the
val ues received/configured fromthe option MAY persist if there are
no ot her sources for that data and they have no external inpact. For
exanple, a client that previously received a Cient FQDN option (see
[ RFCA704]) and used it to set up its hostnane is allowed to continue
using it if there is no reasonable way for a node to unset its
hostnane and it has no external inpact. As a counter exanple, a
client that previously received an NTP server address fromthe DHCP
server and does not receive it any nore, MJST stop using the
configured NTP server address. The client SHOULD be open to other
sources of the sanme configuration information. This behavior does
not apply to any I A options, as their processing is described in
detail in the next section

When a client receives a requested option that has an updated val ue

from what was previously received, the client SHOULD nake use of that
updat ed val ue as soon as possible for its configuration informtion
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18.2.10.1. Reply for Solicit (with Rapid Conmit), Request, Renew or
Rebi nd

If the client receives a NotOnLink status fromthe server in response
to a Solicit (with a Rapid Comrit option, see Section 21.14) or a
Request, the client can either re-issue the nessage w thout

speci fying any addresses or restart the DHCP server discovery process
(see Section 18).

If the Reply was received in response to a Solicit (with a Rapid
Conmit option), Request, Renew, or Rebind nmessage, the client updates
the information it has recorded about 1As fromthe | A options

contai ned in the Reply nessage:

- Calculate T1 and T2 tines (based on T1 and T2 val ues sent in the
packet and the packet reception tine), if appropriate for the IA

t ype.

- Add any new leases in the | A option to the | A as recorded by the
client.

- Update lifetimes for any leases in the | A option that the client
al ready has recorded in the I A

- Discard any leases fromthe | A as recorded by the client, that
have a valid lifetime of O in the IA Address or | A Prefix option

- Leave unchanged any informati on about | eases the client has
recorded in the A but that were not included in the A fromthe
server.

If the client can operate with the addresses and/or prefixes obtained
fromthe server:

- The client uses the addresses, del egated prefixes, and other
information fromany |As that do not contain a Status Code option
with the NoAddrsAvail or NoPrefixAvail status code. The client
MAY include the I1As for which it received the NoAddrsAvail or
NoPrefi xAvai |l status code, with no addresses or prefixes, in
subsequent Renew and Rebi nd nessages sent to the server, to retry
obt ai ning the addresses or prefixes for these |As.

- The client MJST performduplicate address detection as per
[ RFCA862] Section 5.4, which does |list sone exceptions, on each of
the received addresses in any I As, on which it has not perforned
duplicate address detection during processing of any of the
previ ous Reply nessages fromthe server. The client perforns the
duplicate address detection before using the received addresses
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for any traffic. |If any of the addresses are found to be in use
on the Iink, the client sends a Decline nessage to the server for
t hose addresses as described in Section 18. 2. 8.

- For each assigned address, which does not have any associ at ed
reachability information, in order to avoid the problens described
in [ RFC4943], the client MUST NOT assune that any addresses are
reachabl e on-link as a result of receiving an A NA or 1A TA
Addresses obtained fromIA NA or 1A TA MJST NOT be used to form an
inmplicit prefix with a length other than 128.

-  For each del egated prefix, the client assigns a subnet to each of
the links to which the associated interfaces are attached.

When a client subnets a delegated prefix, it nust assign
additional bits to the prefix to generate unique, |onger prefixes.
For exanple, if the client in Figure 1 were del egated

2001: db8:0::/48, it m ght generate 2001:db8:0:1::/64 and
2001: db8: 0: 2:: /64 for assignnent to the two links in the

subscri ber network. If the client were del egated 2001: db8: 0::/48
and 2001:db8:5::/48, it might assign 2001:db8:0:1::/64 and
2001:db8:5:1::/64 to one of the links, and 2001: db8:0:2::/64 and
2001: db8:5:2::/64 for assignnent to the other |ink

If the client uses a delegated prefix to configure addresses on
interfaces on itself or other nodes behind it, the preferred and
valid lifetimes of those addresses MJUST be no |l arger than the
remaining preferred and valid lifetines, respectively, for the
del egated prefix at any tinme. |In particular, if the del egated
prefix or a prefix derived fromit is advertised for statel ess
address aut oconfiguration [ RFC4862], the advertised valid and
preferred lifetimes MJUST NOT exceed the correspondi ng remai ni ng
lifetimes of the del egated prefix.

Managenment of the specific configuration information is detailed in
the definition of each option in Section 21

If the Reply nessage contains any | As, but the client finds no usable
addresses and/or del egated prefixes in any of these |As, the client
may either try another server (perhaps restarting the DHCP server

di scovery process) or use the Infornmation-request nessage to obtain
ot her configuration infornmation only.

When the client receives a Reply nessage in response to a Renew or
Rebi nd message, the client:

- Sends a Request nessage to the server that responded if any of the
I As in the Reply message contains the NoBi nding status code. The

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 67]



Internet-Draft DHCP for | Pv6 April 2018

18.

18.

18.

client places A options in this nessage for all 1As. The client
continues to use other bindings for which the server did not
return an error.

- Sends a Renew/ Rebind if any of the IAs are not in the Reply
message, but as this likely indicates the server that responded
does not support that | A type, sending immediately is unlikely to
produce a different result. Therefore, the client MIST rate limt
its transm ssions (see Section 14.1) and MAY just wait for the
normal retransmission tine (as if the Reply nessage had not been
received). The client continues to use other bindings for which
the server did return infornmation.

- Otherw se accepts the information in the I A

Whenever a client restarts the DHCP server discovery process or

sel ects an alternate server, as described in Section 18.2.9, the
client SHOULD stop using all the addresses and del egated prefixes for
which it has bindings and try to obtain all required | eases fromthe
new server. This facilitates the client using a single state machine
for all bindings.

2.10.2. Reply for Rel ease and Decline

When the client receives a valid Reply nessage in response to a

Rel ease nessage, the client considers the Rel ease event conpl eted,
regardl ess of the Status Code option (see Section 21.13) returned by
the server.

When the client receives a valid Reply nessage in response to a
Decl i ne nessage, the client considers the Decline event conpleted,
regardl ess of the Status Code option(s) returned by the server.

2.10.3. Reply for Confirm

If the client receives any Reply nmessages that indicate a success
status (explicit or inplicit), the client can use the addresses in
the 1A and ignore any nmessages that indicate a NotOnLink status.
When the client only receives one or nore Replies with the Not OnLi nk
status in response to a Confirm nessage, the client perforns DHCP
server discovery as described in Section 18.

2.10.4. Reply for Information-request
Refer to Section 21.23 for details on how the Informati on Refresh

Time option (whether or not present in the Reply) should be handl ed
by the client.
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2.11. Receipt of Reconfigure Messages

A client receives Reconfigure nmessages sent to the UDP port 546 on
interfaces for which it has acquired configuration information
through DHCP. These nessages nmay be sent at any tinme. Since the
results of a reconfiguration event nmay affect application |ayer
programs, the client SHOULD | og these events, and MAY notify these
prograns of the change through an inplenmentation-specific interface.

Upon recei pt of a valid Reconfigure nessage, the client responds with
either a Renew nessage, a Rebind nessage, or an Infornation-request
message as indicated by the Reconfigure Message option (see

Section 21.19). The client ignores the transaction-id field in the
recei ved Reconfigure nmessage. Wile the transaction is in progress,
the client discards any Reconfigure nessages it receives.

The Reconfigure nessage acts as a trigger that signals the client to
compl ete a successful nessage exchange. Once the client has received
a Reconfigure, the client proceeds with the nmessage exchange
(retransmitting the Renew, Rebind, or Information-request nessage if
necessary); the client MJST ignore any additional Reconfigure
messages until the exchange is conplete.

Duplicate nessages will be ignored because the client will begin the
exchange after the receipt of the first Reconfigure. Retransmitted
messages will either trigger the exchange (if the first Reconfigure
was not received by the client) or will be ignored. The server MNAY
di scontinue retransm ssi on of Reconfigure nessages to the client once
the server receives the Renew, Rebind or |Information-request nessage
fromthe client.

It might be possible for a duplicate or retransnitted Reconfigure to
be sufficiently delayed (and delivered out of order) to arrive at the
client after the exchange (initiated by the original Reconfigure) has
been conpleted. In this case, the client would initiate a redundant
exchange. The likelihood of delayed and out of order delivery is
smal | enough to be ignored. The consequence of the redundant
exchange is inefficiency rather than incorrect operation

2.12. Refreshing Configuration Information

Whenever a client may have noved to a new link, the prefixes/
addresses assigned to the interfaces on that link nmay no | onger be
appropriate for the link to which the client is attached. Exanples
of times when a client may have noved to a new link include:

o The client reboots (and has stabl e storage and persisted DHCP
state).
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o The client is reconnected to a link on which it has obtai ned
| eases.

o0 The client returns from sl eep node.

o The client changes access points (such as if using a wireless
t echnol ogy) .

When the client detects that it nay have noved to a new link and it
has obtai ned addresses and no del egated prefixes froma server, the
client SHOULD initiate a Confirnf Reply nessage exchange. The client
i ncludes any | As assigned to the interface that may have noved to a
new | ink, along with the addresses associated with those IAs, inits
Confirm message. Any responding servers will indicate whether those
addresses are appropriate for the link to which the client is
attached with the status in the Reply nmessage it returns to the
client.

If the client has any valid del egated prefixes obtained fromthe DHCP
server, the client MIST initiate a Rebind/ Reply nessage exchange as
described in Section 18.2.5, with the exception that the
retransm ssi on paraneters should be set as for the Confirm nessage
(see Section 18.2.3). The client includes A NAs, |A TAs, and

| A PDs, along with the associated |leases, in its Rebind nessage.

If the client has only obtained network information using

I nf ormati on-request/ Reply nessage exchanges, the client MIJST initiate
a Information-request/Reply nmessage exchange as described in

Section 18.2.6.

If not associated with one of the above nentioned conditions, a
client SHOULD initiate a Renew Reply exchange (as if the T1 time
expired) as described in Section 18.2.4 or an Information-request/
Reply exchange as described in Section 18.2.6 if the client detects a
significant change regarding the prefixes available on the Iink (when
new are added or existing are deprecated) as this nmay indicate a
configuration change. However, a client MUST rate linmit such
attenpts to avoid flooding a server with requests when there are |ink
i ssues (for exanple, only doing one of these at nost every 30
seconds).

3. Server Behavi or
For this discussion, the Server is assuned to have been configured in

an inplenmentation specific manner with configuration of interest to
clients.
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A server sends an Advertise nmessage in response to each valid Solicit
message it receives to announce the availability of the server to the
client.

In nost cases, the server will send a Reply in response to a Request,
Confirm Renew, Rebind, Decline, Release, and |Infornation-request
nmessages sent by a client. The server will also send a Reply in
response to a Solicit with a Rapid Cormit option (see Section 21.14),
when the server is configured to respond with conmitted | ease

assi gnnents.

These Advertise and Reply nessages MJST al ways contain the Server
Identifier option (see Section 21.3) containing the server’s DU D and
the Client Identifier option (see Section 21.2) fromthe client
message if one was present.

In nost response nessages, the server includes options containing
configuration information for the client. The server nust be aware
of the recommendati ons on packet sizes and the use of fragnentation
in section 5 of [RFC8200]. |If the client included an Option Request
option (see Section 21.7) in its nmessage, the server includes options
in the response nessage containing configuration paraneters for al

of the options identified in the Opti on Request option that the
server has been configured to return to the client. The server MAY
return additional options to the client if it has been configured to
do so.

Any message sent froma client may arrive at the server encapsul ated
in one or nore Relay-forward nessages. The server MJST use the
recei ved nessage to construct the proper Relay-reply nessage to all ow
the response to the received nessage to be relayed through the sane
relay agents (in reverse order) as the original client nessage; see
Section 19.3 for nore details. The server may al so need to record
this information with each client in case it is needed to send a
Reconfi gure nessage at a later time unless the server has been
configured with addresses that can be used to send Reconfigure
messages directly to the client (see Section 18.3.11). Note that
servers that support |easequery [RFC5007] also need to record this

i nformati on.

The server MAY initiate a configuration exchange, by sending

Reconfi gure nessages, to cause DHCP clients to obtain new addresses,
prefixes and other configuration information. For exanple, an

adm nistrator may use a server-initiated configuration exchange when
links in the DHCP domain are to be renunbered or when ot her
configuration options are updated, perhaps because servers are noved,
added, or renoved.
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When a client receives a Reconfigure nessage fromthe server, the
client initiates sending a Renew, Rebind or |nformation-request
message as indicated by nsg-type in the Reconfigure Message option
(see Section 21.19). The server sends | As and/or other configuration
information to the client in a Reply nessage. The server MAY incl ude
options containing the I As and new val ues for other configuration
paraneters in the Reply nessage, even if those | As and paraneters
were not requested in the client’s nmessage.

3.1. Receipt of Solicit Messages

See Section 18.4 for handling Solicit nessage received via unicast.
Uni cast transmission of Solicit is not allowed, regardl ess of whether
the Server Unicast option (see Section 21.12) is configured or not.

The server determines the information about the client and its

| ocation as described in Section 13 and checks its adm nistrative
policy about responding to the client. |f the server is not
permitted to respond to the client, the server discards the Solicit
message. For exanple, if the administrative policy for the server is
that it may only respond to a client that is willing to accept a
Reconfigure nessage, if the client does not include a Reconfigure
Accept option (see Section 21.20) in the Solicit nessage, the server
di scards the Solicit nessage.

If the server is permitted to respond to the client, the client has
not included a Rapid Conmit option (see Section 21.14) in the Solicit
message or the server has not been configured to respond with
conmitted assignment of |eases and other resources, the server sends
an Advertise nessage to the client as described in Section 18.3.09.

If the client has included a Rapid Conmit option in the Solicit
message and the server has been configured to respond with committed
assi gnnents of | eases and other resources, the server responds to the
Solicit with a Reply nessage. The server produces the Reply nessage
as though it had received a Request nessage, as described in

Section 18.3.2. The server transnmts the Reply nessage as descri bed
in Section 18.3.10. The server MJST conmit the assignnent of any
addresses and del egated prefixes or other configuration information
before sending a Reply nessage to a client. |In this case the server
includes a Rapid Commit option in the Reply nessage to indicate that
the Reply is in response to a Solicit message.

DI SCUSSI ON
When using the Solicit/Reply nessage exchange, the server comits

the assignment of any | eases before sending the Reply nessage.
The client can assune it has been assigned the |leases in the Reply

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 72]



Internet-Draft DHCP for | Pv6 April 2018
message and does not need to send a Request nessage for those
| eases.

Typically, servers that are configured to use the Solicit/Reply
message exchange will be deployed so that only one server wll

respond to a Solicit nmessage. |If nore than one server responds,
the client will only use the | eases fromone of the servers, while
the | eases fromthe other servers will be comritted to the client

but not used by the client.
18.3.2. Receipt of Request Messages
See Section 18.4 for handling Request nessage received via unicast.

When the server receives a valid Request nessage, the server creates
the bindings for that client according to the server’s policy and
configuration information and records the | As and ot her infornation
requested by the client.

The server constructs a Reply message by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Request nessage
into the transaction-id field.

The server MJST include a Server ldentifier option (see Section 21.3)
containing the server’s DU D and the Cient ldentifier option (see
Section 21.2) fromthe Request nessage in the Reply nessage.

The server exanines all IAs in the nmessage fromthe client.

For each I A NA option (see Section 21.4) and | A TA option (see
Section 21.5) in the Request nessage the server checks if the
prefixes of included addresses are appropriate for the link to which
the client is connected. |If any of the prefixes of the included
addresses is not appropriate for the link to which the client is
connected, the server MIST return the IAto the client with a Status
Code option (see Section 21.13) with the value NotOnLink. [If the
server does not send the Not OnLink status code but it cannot assign
any | P addresses to an | A the server MIST return the 1A option in
the Reply nmessage with no addresses in the I A and a Status Code
option containing status code NoAddrsAvail in the I A

For any | A PD option (see Section 21.21) in the Request nessage, to
whi ch the server cannot assign any del egated prefixes, the server
MUST return the 1A PD option in the Reply nessage with no prefixes in
the 1A PD and with a Status Code option containing status code
NoPrefi xAvail in the I A PD.
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The server MAY assign different addresses and/or del egated prefixes
to an 1A than those included within the A of the client’s Request
nmessage.

For all 1As to which the server can assign addresses or del egated
prefixes, the server includes the |As with addresses (for | A NA and
I A TA), prefixes (for IA_PD) and other configuration paraneters, and
records the A as a new client binding. The server MJST NOT incl ude
any addresses or delegated prefixes in the | A which the server does
not assign to the client.

The T1/ T2 tinmes set in each applicable A option for a Reply MJST be
the same values across all |As. The server MJST deternine the T1/T2
times across all of the applicable client’s bindings in the Reply.
This facilitates the client being able to renew all of the bindings
at the sane tine.

The server SHOULD i nclude a Reconfigure Accept option (see

Section 21.20) if the server policy enables reconfigure mechani smand
the client supports it. Currently sending this option in a Reply is
technically redundant, as the use of the reconfiguration nmechani sm
requires authentication and currently the only defined one is the
Reconfi gure Key Authentication Protocol (see Section 20.4) and the
presence of the reconfigure key signals support for Reconfigure
acceptance. However, there may be better security nechani sns defined
in the future that woul d cause RKAP to not be used anynore.

The server includes other options containing configuration
information to be returned to the client as described in
Section 18. 3.

If the server finds that the client has included an I Ain the Request
message for which the server already has a binding that associates
the IAwith the client, the server sends a Reply nessage with

exi sting bindings, possibly with updated lifetinmes. The server nmay
updat e the bindings according to its local policies, but the server
SHOULD generate the response again and not sinply retransnit
previously sent information, even if the transaction-id matches a
previ ous transm ssion. The server MJST NOT cache its responses.

DI SCUSSI ON

The reason why cached replies are bad is because lifetinmes need to be
updated (either decrease the tiners by the anpbunt of tinme el apsed
since the original transm ssion or keep the lifetinme values and
update the lease information in the server’'s database). Also, if the
message uses any security protection (such as RDM described in
Section 20.3), its value nust be updated. Additionally, any digests
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nmust be updated. G ven all of the above, caching replies is far nore
compl ex than sinmply sending the sanme buffer as before and it is easy
to m ss sone of those steps.

3.3. Receipt of Confirm Messages

See Section 18.4 for handling Confirm nmessage received via unicast.
Uni cast transm ssion of Confirmis not allowed, regardl ess of whether
the Server Unicast option (see Section 21.12) is configured or not.

When the server receives a Confirm nmessage, the server determ nes
whet her the addresses in the Confirm nessage are appropriate for the
link to which the client is attached. |If all of the addresses in the
Confirm message pass this test, the server returns a status of
Success. |If any of the addresses do not pass this test, the server
returns a status of NotOnLink. |If the server is unable to perform
this test (for exanple, the server does not have infornmation about
prefixes on the Iink to which the client is connected), or there were
no addresses in any of the I As sent by the client, the server MJST
NOT send a Reply to the client.

The server ignores the Tl and T2 fields in the I A options and the
preferred-lifetinme and valid-lifetinme fields in the | A Address
options (see Section 21.6).

The server constructs a Reply message by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Confirm nessage
into the transaction-id field.

The server MJST include a Server ldentifier option (see Section 21.3)
containing the server’s DU D and the Cient ldentifier option (see
Section 21.2) fromthe Confirm message in the Reply nessage. The
server includes a Status Code option (see Section 21.13) indicating
the status of the Confirm nessage.

3.4. Receipt of Renew Messages
See Section 18.4 for handling Renew nmessage received via unicast.

For each IA in the Renew nessage froma client, the server |ocates
the client’s binding and verifies that the information in the I A from
the client nmatches the information stored for that client.

If the server finds the client entry for the IA the server sends
back the Ato the client with newlifetines and, if applicable, T1/
T2 tinmes. |If the server is unable to extend the lifetinmes of an
address or delegated prefix in the A the server MAY choose not to
include the | A Address option (see Section 21.6) for that address or
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I A Prefix option (see Section 21.22) for that delegated prefix. |If
the server chooses to include the | A Address or I A Prefix option for
such an address or del egated prefix, the server SHOULD set T1l and T2
values to the valid lifetime for the I A option unless the server also
i ncl udes ot her addresses or del egated prefixes which the server is
able to extend for the A Setting Tl and T2 to val ues equal to
valid lifetime informs the client that the | eases associated with
said A will not be extended, so there is no point in trying. Also,
it avoids generating unnecessary traffic as the remaining lifetine
approaches 0.

The server nmay choose to change the list of addresses or del egated
prefixes and the lifetines in |As that are returned to the client.

If the server finds that any of the addresses in the I A are not
appropriate for the link to which the client is attached, the server
returns the address to the client with lifetinmes of O.

If the server finds that any of the delegated prefixes in the A are
not appropriate for the link to which the client is attached, the
server returns the delegated prefix to the client with lifetines of
0.

For each I A for which the server cannot find a client entry, the
server has the follow ng choi ces depending on the server’s policy and
configuration information:

- |If the server is configured to create new bindings as a result of
processi ng Renew nessages, the server SHOULD create a bindi ng and
return the A with assigned addresses or del egated prefixes with
lifetimes and, if applicable, T1/T2 times and other information
requested by the client. |If the client included the I A Prefix
option within the 1A PD option (see Section 21.21) with zero val ue
inthe "IPv6 prefix" field and non-zero value in the "prefix-

Il ength" field, the server MAY use the "prefix-length" value as a
hint for the Iength of the prefixes to be assigned (see [ RFC8168]
for further details on prefix length hints).

- If the server is configured to create new bindings as a result of
processi ng Renew nessages, but the server will not assign any
| eases to an | A the server returns the | A option containing a
Status Code option (see Section 21.13) with the NoAddrsAvail or
NoPrefi xAvai |l status code and a status nessage for a user

- If the server does not support creation of new bindings for the

client sending a Renew nessage, or if this behavior is disabled
according to the server's policy or configuration information, the
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server returns the | A option containing a Status Code option with
the NoBi ndi ng status code and a status nmessage for a user.

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY and copying the transaction ID fromthe Renew nessage into
the "transaction-id" field.

The server MJST include a Server ldentifier option (see Section 21.3)
containing the server’s DU D and the Cient ldentifier option (see
Section 21.2) fromthe Renew nmessage in the Reply nessage.

The server includes other options containing configuration
information to be returned to the client as described in
Section 18. 3.

The server MAY include options containing the IAs and val ues for
other configuration paraneters, even if those paraneters were not
requested in the Renew nessage

The T1/ T2 values set in each applicable I A option for a Reply MJST be
the sanme across all 1As. The server MJST determ ne the T1/ T2 val ues
across all of the applicable client’s bindings in the Reply. This
facilitates the client being able to renew all of the bindings at the
sane tine.

3.5. Receipt of Rebind Messages

See Section 18.4 for handling Rebind nessage received via unicast.
Uni cast transnission of Rebind is not allowed, regardl ess of whether
the Server Unicast option (see Section 21.12) is configured or not.

When the server receives a Rebind nmessage that contains an | A option
froma client, it locates the client’s binding and verifies that the
information in the A fromthe client natches the information stored
for that client.

If the server finds the client entry for the 1A and the server
determ nes that the addresses or delegated prefixes in the 1A are
appropriate for the link to which the client’s interface is attached
according to the server’'s explicit configuration information, the
server SHOULD send back the A to the client with new lifetinmes and,
if applicable, T1/T2 values. |If the server is unable to extend the
lifetimes of an address in the IA the server MAY choose not to
include the | A Address option (see Section 21.6) for this address.

If the server is unable to extend the lifetines of a del egated prefix
inthe IA the server MAY choose not to include the I A Prefix option
(see Section 21.22) for this prefix.
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If the server finds that the client entry for the 1A and any of the
addresses or del egated prefixes are no | onger appropriate for the
link to which the client’s interface is attached according to the
server’'s explicit configuration information, the server returns the
address or delegated prefix to the client with lifetines of O.

If the server cannot find a client entry for the I A the server
checks if the | A contains addresses (for 1A NA and | A TA) or

del egated prefixes (for A PD). The server checks if the addresses
and del egated prefixes are appropriate for the link to which the
client’s interface is attached according to the server’'s explicit
configuration information. For any address which is not appropriate
for the link to which the client’s interface is attached, the server
MAY include the I A Address option with the lifetinmes of 0. For any
del egated prefix which is not appropriate for the link to which the
client’s interface is attached, the server MAY include the I A Prefix
option with the lifetines of 0. The Reply with lifetinmes of 0
constitutes an explicit notification to the client that the specific
addresses and del egated prefixes are no longer valid and MJUST NOT be
used by the client. |If the server chooses to not include any |As
containing | A Address or I A Prefix options with lifetinmes of 0 and
the server does not include any other 1As with | eases and/or status
codes, the server does not send a Reply nessage. In this situation
the server discards the Rebind nessage

O herwi se, for each I A for which the server cannot find a client
entry, the server has the follow ng choices depending on the server’s
policy and configuration information

- If the server is configured to create new bindings as a result of
processi ng Rebi nd nessages (al so see the note about the Rapid
Conmit option (see Section 21.14) below), the server SHOULD create
a binding and return the A with allocated | eases with lifetines
and, if applicable, T1/T2 val ues and other information requested
by the client. The server MJUST NOT return any addresses or
del egated prefixes in the | A which the server does not assign to
the client.

- If the server is configured to create new bindings as a result of
processi ng Rebi nd nmessages, but the server will not assign any
| eases to an | A the server returns the | A option containing a
Status Code option (see Section 21.13) with the NoAddrsAvail or
NoPrefi xAvai |l status code and a status nessage for a user

- If the server does not support creation of new bindings for the

client sending a Rebind nessage, or if this behavior is disabled
according to the server's policy or configuration information, the
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server returns the | A option containing a Status Code option with
the NoBi ndi ng status code and a status nmessage for a user.

When the server creates new bindings for the 1A it is possible that
other servers also create bindings as a result of receiving the sane
Rebi nd nmessage - see the Discussion in Section 21.14. Therefore, the
server SHOULD only create new bindings during processing of a Rebind
message if the server is configured to respond with a Reply message
to a Solicit message containing the Rapid Commit option

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY and copying the transaction ID fromthe Rebind nmessage into
the "transaction-id" field.

The server MJST include a Server ldentifier option (see Section 21.3)
containing the server’s DU D and the Cient ldentifier option (see
Section 21.2) fromthe Rebind nessage in the Reply nessage

The server includes other options containing configuration
information to be returned to the client as described in
Section 18. 3.

The server MAY include options containing the IAs and val ues for
ot her configuration paranmeters, even if those | As and paraneters were
not requested in the Rebind nessage.

The T1 values set in each applicable I A option for a Reply MIST be
the sane values across all 1As. The T2 values set in each applicable
I A option for a Reply MJUST be the sane val ues across all | As. The
server MJST deternine the Tl values across all of the applicable
client’s bindings in the Reply. The server MJST deternine the T2

val ues across all of the applicable client’s bindings in the Reply.
This facilitates the client being able to renew all of the bindings
at the sane tine.

3.6. Receipt of Information-request Messages

See Section 18.4 for handling Information-request nessage received
via uni cast.

When the server receives an I nformation-request nessage, the client
is requesting configuration information that does not include the
assi gnnent of any | eases. The server determnes all configuration
paraneters appropriate to the client, based on the server
configuration policies knowm to the server

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 79]



Internet-Draft DHCP for | Pv6 April 2018

18.

The server constructs a Reply nmessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Infornation-request
message into the transaction-id field.

The server MUST include a Server ldentifier option (see Section 21.3)
containing the server’s DUD in the Reply nessage. |f the client
included a dient Identifier option (see Section 21.2) in the

I nf ormati on-request nmessage, the server copies that option to the
Reply message

The server includes options containing configuration information to
be returned to the client as described in Section 18.3. The server
MAY i nclude additional options that were not requested by the client
in the Information-request nessage.

If the Information-request nessage received fromthe client did not
include a Client Identifier option, the server SHOULD respond with a
Repl y message containing any configuration paraneters that are not
determined by the client’s identity. |If the server chooses not to
respond, the client may continue to retransmt the Information-
request message indefinitely.

3.7. Receipt of Release Messages
See Section 18.4 for handling Rel ease nmessage received via unicast.

The server constructs a Reply message by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Rel ease nessage
into the transaction-id field.

Upon the receipt of a valid Rel ease nessage, the server exam nes the
IAs and the leases in the IAs for validity. |If the IAs in the
message are in a binding for the client, and the leases in the I As
have been assigned by the server to those | As, the server deletes the
| eases fromthe I As and nakes the | eases available for assignnent to
other clients. The server ignores |eases not assigned to the IA,

al though it may choose to log an error

After all the | eases have been processed, the server generates a
Reply message and includes a Status Code option (see Section 21.13)
with val ue Success, a Server l|ldentifier option (see Section 21.3)
with the server’s DU D, and a Client Identifier option (see
Section 21.2) with the client’s DUD. For each IAin the Rel ease
message for which the server has no binding information, the server
adds an | A option using the 1AID fromthe Rel ease nessage, and

i ncludes a Status Code option with the value NoBinding in the IA
option. No other options are included in the I A option
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A server may choose to retain a record of assigned | eases and |As
after the lifetimes on the | eases have expired to allow the server to
reassign the previously assigned | eases to a client.

3.8. Receipt of Decline Messages
See Section 18.4 for handling Decline nessage received via unicast.

Upon the receipt of a valid Decline nessage, the server exam nes the
IAs and the addresses in the IAs for validity. |If the IAs in the
message are in a binding for the client, and the addresses in the | As
have been assigned by the server to those | As, the server deletes the
addresses fromthe I As. The server ignores addresses not assigned to
the 1A (though it may choose to log an error if it finds such an

addr ess).

The client has found any addresses in the Decline nessages to be
already in use on its link. Therefore, the server SHOULD mark the
addresses declined by the client so that those addresses are not
assigned to other clients, and MAY choose to make a notification that
addresses were declined. Local policy on the server determ nes when
the addresses identified in a Decline nessage nay be nade avail abl e
for assignnent.

After all the addresses have been processed, the server generates a
Reply message by setting the "nsg-type" field to REPLY, and copying
the transaction ID fromthe Decline nmessage into the transaction-id
field. The client includes a Status Code option (see Section 21.13)
with the value Success, a Server ldentifier option (see Section 21.3)
with the server’s DU D, and a Client Identifier option (see

Section 21.2) with the client’s DUD. For each |Ain the Decline
message for which the server has no binding information, the server
adds an | A option using the 1AID fromthe Decline nessage and

i ncludes a Status Code option with the value NoBinding in the IA
option. No other options are included in the I A option

3.9. Creation of Advertise Messages

The server sets the "nsg-type" field to ADVERTI SE and copi es the
contents of the transaction-id field fromthe Solicit nessage
received fromthe client to the Adverti se nessage. The server
includes its server identifier in a Server ldentifier option (see
Section 21.3) and copies the Cient Identifier option (see
Section 21.2) fromthe Solicit message into the Advertise nmessage.

The server MAY add a Preference option (see Section 21.8) to carry
the preference value for the Advertise nessage. The server
i mpl ementation SHOULD all ow the setting of a server preference val ue
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by the administrator. The server preference value MJST default to
zero unl ess otherw se configured by the server administrator.

The server includes a Reconfigure Accept option (see Section 21.20)
if the server wants to indicate it supports Reconfigure nmechani sm
This information may be used by the client during the server

sel ection process.

The server includes the options the server will return to the client
in a subsequent Reply nessage. The information in these options may
be used by the client in the selection of a server if the client
recei ves nore than one Advertise nessage. The server MJIST incl ude
options in the Adverti se nessage containing configuration paraneters
for all of the options identified in the Option Request option (see
Section 21.7) in the Solicit message that the server has been
configured to return to the client. [If the Option Request option

i ncludes a container option the server MJIST include all the options
that are eligible to be encapsulated in the container. The Option
Request option MAY be used to signal support for a feature even when
that option is encapsulated as in the case of the Prefix Exclude
option [RFC6603]. 1In this case, special processing is required by
the server. The server MAY return additional options to the client
if it has been configured to do so.

The server MUST include | A options in the Advertise nessage
cont ai ni ng any addresses and/or del egated prefixes that would be
assigned to I As contained in the Solicit message fromthe client. |If
the client has included addresses in the | A Address options (see
Section 21.6) in the Solicit nessage, the server MAY use those
addresses as hints about the addresses that the client would like to
receive. |If the client has included I A Prefix options (see

Section 21.22), the server MAY use the prefix contained in the

| Pv6-prefix field and/or the prefix length contained in the "prefix-
length" field as a hints about the prefixes the client would like to
receive. |If the server is not going to assign an address or

del egated prefix received as a hint in the Solicit nessage, the
server MJUST NOT include this address or delegated prefix in the
Advertise message

If the server will not assign any addresses to an A NAor ATA in
subsequent Request fromthe client, the server MJST include the IA
option in the Advertise nessage with no addresses in that A and a
Status Code option (see Section 21.13) encapsulated in the | A option
cont ai ni ng status code NoAddrsAvail .

If the server will not assign any prefixes to an | A PD in subsequent

Request fromthe client, the server MJIST include the | A PD option
(see Section 21.21) in the Advertise nessage with no prefixes in the
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I A PD option and a Status Code option encapsulated in the A PD
cont ai ni ng status code NoPrefixAvail .

Transm ssion of the Advertise nessage is described in the next
section.

3.10. Transnission of Advertise and Reply Messages

If the original nessage was received directly by the server, the
server unicasts the Advertise or Reply nessage directly to the client
using the address in the source address field fromthe I P datagramin
whi ch the original nessage was received. The Advertise or Reply
message MJST be unicast through the interface on which the origina
message was received

If the original message was received in a Relay-forward nessage, the
server constructs a Relay-reply nessage with the Reply nessage in the
payl oad of a Relay Message option (see Section 21.10). |If the Rel ay-
forward nessages included an Interface-1d option (see Section 21.18),
the server copies that option to the Relay-reply nessage. The server
uni casts the Relay-reply nessage directly to the relay agent using
the address in the source address field fromthe | P datagramin which
the Rel ay-forward nessage was received. See Section 19.3 for nore
details on the construction of Relay-reply messages.

3.11. Creation and Transnission of Reconfigure Messages

The server sets the "nsg-type" field to RECONFI GURE. The server sets
the transaction-id field to 0. The server includes a Server
Identifier option (see Section 21.3) containing its DU D and a dient
Identifier option (see Section 21.2) containing the client’s DUD in
t he Reconfigure nessage

Because of the risk of denial of service attacks agai nst DHCP
clients, the use of a security nmechanismis mandated in Reconfigure
nmessages. The server MJST use DHCP authentication in the Reconfigure
nmessage (see Section 20.4).

The server MJST include a Reconfigure Message option (see
Section 21.19) to select whether the client responds with a Renew
message, a Rebind nessage, or an Infornmation-request nessage.

The server MJUST NOT include any other options in the Reconfigure
except as specifically allowed in the definition of individua
options.

A server sends each Reconfigure nessage to a single DHCP client,
using an | Pv6 uni cast address of sufficient scope belonging to the
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DHCP client. |If the server does not have an address to which it can
send the Reconfigure nessage directly to the client, the server uses
a Rel ay-reply nessage (as described in Section 19.3) to send the
Reconfigure nmessage to a relay agent that will relay the nessage to
the client. The server nay obtain the address of the client (and the
appropriate relay agent, if required) through the information the
server has about clients that have been in contact with the server
(see Section 18.3), or through sone external agent.

To reconfigure nore than one client, the server unicasts a separate
message to each client. The server nay initiate the reconfiguration
of multiple clients concurrently; for exanple, a server nay send a
Reconfigure nessage to additional clients while previous
reconfigurati on message exchanges are still in progress.

The Reconfigure nessage causes the client to initiate a Renew Reply,
a Rebi nd/ Reply, or Information-request/Reply nmessage exchange with
the server. The server interprets the receipt of a Renew, a Rebind,
or Information-request nmessage (whi chever was specified in the
ori gi nal Reconfigure nmessage) fromthe client as satisfying the
Reconfi gure nessage request.

When transmitting the Reconfigure nessage, the server sets the
retransm ssion time (RT) to REC TIMEQUT. |If the server does not
receive a Renew, Rebind, or Information-request nmessage fromthe
client before the RT el apses, the server retransnmts the Reconfigure
message, doubles the RT value, and waits again. The server continues
this process until REC MAX RC unsuccessful attenpts have been nmde,

at which point the server SHOULD abort the reconfigure process for
that client.

Default and initial values for REC TI MEOUT and REC MAX RC are
docunented in Section 7.6.

4. Reception of Unicast Messages

Unl ess ot herwi se stated in sections dedicated to specific nessages
reception (see dedicated sections in Section 18.3), the server is not
supposed to accept unicast traffic when it is not explicitly
configured to do so. For some nessages (Solicit, Rebind, and
Confirm wunicast transmission is not allowed, even if Server Unicast
option (see Section 21.12) is configured. For Request, Renew,

I nf or mat on-request, Rel ease, and Decline nmessages, it is allowed only
if Server Unicast option is configured.

When the server receives a nessage via unicast froma client to which
the server has not sent a Server Unicast option (or is not currently
configured to send a Server Unicast option to the client), the server
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di scards that nessage and responds with an Advertise (when responding
to Solicit) or Reply (when responding to any other messages) nessage
containing a Status Code option (see Section 21.13) with val ue

UseMul ticast, a Server ldentifier option (see Section 21.3)
containing the server’s DU D, the dient Identifier option (see
Section 21.2) fromthe client message (if any), and no other options.

Rel ay Agent Behavi or

The relay agent SHOULD be configured to use a list of destination
addresses, which include unicast addresses. The |ist of destination
addresses MAY include the All _DHCP_Servers nulticast address or other
addresses selected by the network adninistrator. |If the relay agent
has not been explicitly configured, it MJST use the Al _DHCP_Servers
mul ti cast address as the default.

If the relay agent relays nessages to the All _DHCP_Servers mul ticast
address or other nulticast addresses, it sets the Hop Limt field to
8.

If the relay agent receives a nessage other than Rel ay-forward and
Rel ay-reply and the relay agent does not recognize its nessage type,
it MUST forward them as described in Section 19.1.1

1. Relaying a dient Message or a Relay-forward Message

A relay agent relays both nessages fromclients and Rel ay-forward
messages fromother relay agents. When a relay agent receives a

Rel ay-forward nessage, a recogni zed nessage type for which it is not
the intended target, or an unrecogni zed nessage type ([RFC7283]), it
constructs a new Rel ay-forward message. The relay agent copies the
source address fromthe header of the I P datagramin which the
message was received into the peer-address field of the Relay-forward
message. The relay agent copies the received DHCP nessage (excluding
any | P or UDP headers) into a Relay Message option (see

Section 21.10) in the new nessage. The relay agent adds to the

Rel ay-forward nmessage any other options it is configured to include.

[ RFC6221] defines a Lightweight DHCPv6 Rel ay Agent (LDRA) that allows
relay agent information to be inserted by an access node that
perfornms a link-layer bridging (i.e., non-routing) function

1.1. Relaying a Message froma dient

If the relay agent received the message to be relayed froma client,
the relay agent places a global address (including unique |oca
address, [RFC4193]) with a prefix assigned to the link on which the
client should be assigned |leases into the link-address field. |If
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such an address is not available, the relay agent may set the I|ink-
address field to a link-local address fromthe interface the origina
message was received on. That is not recommended as it may require
additional information to be provided in the server configuration.
See Section 3.2 of [RFC7969] for a detail ed di scussion

This address will be used by the server to deternine the link from
whi ch the client should be assigned | eases and ot her configuration
i nformation.

The hop-count in the Relay-forward nmessage is set to O.

If the relay agent cannot use the address in the |ink-address field
to identify the interface through which the response to the client
will be relayed, the relay agent MJST include an Interface-1d option
(see Section 21.18) in the Relay-forward nessage. The server will
include the Interface-1d option in its Relay-reply nessage. The
relay agent sets the link-address field as described in the earlier
par agr aphs regardl ess of whether the relay agent includes an
Interface-1d option in the Rel ay-forward nessage.

1.2. Relaying a Message froma Rel ay Agent

If the nmessage received by the relay agent is a Relay-forward nessage
and the hop-count in the nessage is greater than or equal to
HOP_COUNT_LIMT, the relay agent discards the received nessage

The relay agent copies the source address fromthe I P datagramin
whi ch the nessage was received fromthe relay agent into the peer-
address field in the Rel ay-forward nessage and sets the hop-count

field to the value of the hop-count field in the received nessage
increnmented by 1.

If the source address fromthe | P datagram header of the received
message is a global address (including unique |ocal address,

[ RFC4193]), the relay agent sets the link-address field to O;
otherwi se the relay agent sets the link-address field to a gl oba
address (including unique |ocal address) assigned to the interface on
whi ch the nessage was received, or includes an Interface-l1d option
(see Section 21.18) to identify the interface on which the nessage
was received.

1.3. Relay Agent Behavior with Prefix Del egation

A relay agent forwards nmessages containing Prefix Del egation options
in the sane way as described earlier in this section
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If a server communicates with a client through a relay agent about
del egated prefixes, the server may need a protocol or other out-of-
band communi cation to configure routing information for del egated
prefixes on any router through which the client may forward traffic.

2. Relaying a Relay-reply Message

The relay agent processes any options included in the Relay-reply
message in addition to the Relay Message option (see Section 21.10).

The relay agent extracts the nessage fromthe Relay Message option
and relays it to the address contained in the peer-address field of
the Relay-reply nessage. Relay agents MJST NOT nodify the message.

If the Relay-reply message includes an Interface-1d option (see
Section 21.18), the relay agent relays the nessage fromthe server to
the client on the link identified by the Interface-1d option

O herwise, if the link-address field is not set to zero, the relay
agent relays the nessage on the link identified by the |ink-address
field.

If the relay agent receives a Relay-reply nessage, it MJST process
the nmessage as defined above, regardl ess of the type of nessage
encapsul ated in the Relay Message option

3. Construction of Relay-reply Messages

A server uses a Relay-reply nessage to return a response to a client
if the original nessage fromthe client was relayed to the server in
a Rel ay-forward nessage or to send a Reconfigure nessage to a client
if the server does not have an address it can use to send the nessage
directly to the client.

A response to the client MJUST be rel ayed through the sane rel ay
agents as the original client nessage. The server causes this to
happen by creating a Relay-reply nessage that includes a Rel ay
Message option (see Section 21.10) containing the nessage for the
next relay agent in the return path to the client. The contained

Rel ay-reply nmessage contai ns anot her Rel ay Message option to be sent
to the next relay agent, and so on. The server nust record the
contents of the peer-address fields in the received nessage so it can
construct the appropriate Relay-reply nessage carrying the response
fromthe server.

For exanple, if client C sent a message that was rel ayed by rel ay
agent A to relay agent B and then to the server, the server would
send the followi ng Relay-reply nessage to relay agent B
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nsg-type: RELAY- REPLY

hop- count : 1

I i nk- addr ess: 0

peer - addr ess: A

Rel ay Message option, containing:
msg- t ype: RELAY- REPLY
hop- count : 0

|l i nk-address: address fromlink to which Cis attached
peer-address: C
Rel ay Message option: <response from server>

Figure 10: Rel ay-reply Exanple

When sending a Reconfigure nmessage to a client through a relay agent,
the server creates a Relay-reply nessage that includes a Relay
Message option containing the Reconfigure nessage for the next relay
agent in the return path to the client. The server sets the peer-
address field in the Relay-reply nmessage header to the address of the
client, and sets the link-address field as required by the rel ay
agent to relay the Reconfigure nmessage to the client. The server
obt ai ns the addresses of the client and the relay agent through prior
interaction with the client or through sone external mechani sm

4. Interaction between Relay Agents and Servers

Each time a packet is relayed by a relay agent towards a server, a
new encapsul ation | evel is added around the packet. Each relay is
all owed to insert additional options on the encapsulation level it
added, but MJUST NOT change anything in the packet being encapsul at ed.
If there are nultiple relays between a client and a server, nultiple
encapsul ati ons are used. Although it nakes packet processing
slightly nore conplex, it has a big advantage of having cl ear

i ndi cation which relay inserted which option. The response packet is
expected to travel through the same relays, but in reverse order

Each tinme a response packet is relayed back towards a client, one
encapsul ati on | evel is renoved.

In certain cases relays can add one or nore options. These options
can be added for several reasons. First, relays can provide

addi tional information about the client. That source of information
is usually nore trusted by a server administrator as it conmes from
the network infrastructure rather then the client and cannot be
easily spoofed. These options can be used by the server to determne
its allocation policy.

Second, a relay may need sone information to send a response back to
the client. Relay agents are expected to be stateless (not retain
any state after a packet has been processed). A relay agent nmay
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include the Interface-1d option (see Section 21.18), which will be
echoed back in the response. It can include other options and ask
the server to echo one or nore of the options back in the response.
These options can then be used by the relay agent to send the
response back to the client or for other needs. The client wll
never see these options. See [RFC4994] for details.

Third, sometines a relay is the best device to provide val ues for
certain options. A relay can insert an option into the packet being
forwarded to the server and ask the server to pass that option back
to the client. The client will receive that option. It should be
noted that the server is the ultimate authority here and dependi ng on
its configuration, it may send the option back to the client or not.
See [ RFC6422] for details.

Servers may need to retain the relay infornmation after the packet
processing is conpleted for various reasons. One is a bulk

| easequery nmechani smthat may ask for all addresses and/or prefixes
that were assigned via a specific relay. A second is for the
reconfigure nechanism The server may chose to not send the
Reconfigure nmessage directly to the client, but rather send it via
relays. This particular behavior is considered an inplenentation
detail and is out of scope for this docunent.

Aut henti cati on of DHCP Messages

Wthin this docunent, two security mechanisns are introduced for the
aut henti cation of DHCP nessages: authentication (and encryption) of
messages sent between servers and relay agents using | Psec, and
protection against msconfiguration of a client caused by a

Reconfi gure nessage sent by a nalicious DHCP server

The del ayed aut hentication protocol, defined in [RFC3315], has been
obsol eted by this docunent (see Section 25).

1. Security of Messages Sent Between Servers and Rel ay Agents

Rel ay agents and servers that exchange nessages can use | Psec as
detailed in [ RFC8213].

2. Summary of DHCP Aut hentication

Aut henti cati on of DHCP nessages is acconplished through the use of
the Authentication option (see Section 21.11). The authentication
information carried in the Authentication option can be used to
reliably identify the source of a DHCP nessage and to confirmthat
the contents of the DHCP nessage have not been tanpered with.
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The Aut hentication option provides a framework for multiple

aut henti cation protocols. One such protocol, the Reconfigure key

aut hentication protocol, is defined in Section 20.4. Oher protocols
defined in the future will be specified in separate docunents.

Any DHCP message MJST NOT include nore than one Authentication
opti on.

The protocol field in the Authentication option identifies the
specific protocol used to generate the authentication infornmation
carried in the option. The algorithmfield identifies a specific
algorithmw thin the authentication protocol; for exanple, the
algorithmfield specifies the hash algorithmused to generate the
message aut hentication code (MAC) in the authentication option. The
replay detection nethod (RDM field specifies the type of replay
detection used in the replay detection field.

3. Replay Detection

The Replay Detection Method (RDM field of the Authentication option
(see Section 21.11) determ nes the type of replay detection used in
the Replay Detection field.

If the RDMfield contains 0x00, the replay detection field MJST be
set to the value of a strictly nonotonically increasing 64-bit

unsi gned i nteger (nmodul o 2764). Using this technique can reduce the
danger of replay attacks. This nethod MJST be supported by al

Aut hentication option protocols. One choice night be to use the
64-bit NTP Tinmestanp fornmat [ RFC5905]).

A client that receives a message with the RDOMfield set to Ox00 MJST
compare its replay detection field with the previous val ue sent by
that same server (based on the Server ldentifier option, see

Section 21.3). |If this is the first time a client processes an

Aut hentication option sent by a server, the client MJST record the
replay detection value, but otherw se skip the replay detection
check.

Servers that support the reconfigure mechani sm MJST ensure the replay
detection value is retai ned between restarts. Failing to do so may
cause clients to refuse Reconfigure nessages sent by the server
effectively rendering the reconfigure nechani sm usel ess.

4. Reconfigure Key Authentication Protoco
The Reconfigure key authentication protocol provides protection

agai nst m sconfiguration of a client caused by a Reconfigure nessage
sent by a nalicious DHCP server. In this protocol, a DHCP server
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sends a Reconfigure Key to the client in the initial exchange of DHCP
messages. The client records the Reconfigure Key for use in

aut henti cati ng subsequent Reconfigure nmessages fromthat server. The
server then includes an HVAC conputed fromthe Reconfigure Key in
subsequent Reconfi gure nessages.

Both the Reconfigure Key sent fromthe server to the client and the
HVAC i n subsequent Reconfigure nessages are carried as the

Aut hentication information in an Authentication option (see

Section 21.11. The format of the Authentication information is
defined in the foll owing section.

The Reconfigure Key protocol is used (initiated by the server) only
if the client and server have negotiated to use Reconfigure nessages.

4.1. Use of the Authentication Option in the Reconfigure Key
Aut henti cation Protoco

The following fields are set in an Authentication option (see
Section 21.11 for the Reconfigure Key Authentication Protocol

pr ot ocol 3
algorithm 1
RDM 0

The format of the authentication information for the Reconfigure Key
Aut hentication Protocol is:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Val ue (128 bits) [
R o ol o I S |

B S S N

e i S T i S S i i s e

Figure 11: RKAP Authentication Information

Type Type of data in the Value field carried in this
option:
1 Reconfi gure Key value (used in Reply
nmessage) .
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2 HVAC- MD5 di gest of the nessage (used in
Reconfi gure nmessage).

A one octet long field.

Val ue Data as defined by the Type field. A 16 octets
long field.

20.4.2. Server Considerations for Reconfigure Key Authentication

20.

Pr ot ocol

The server selects a Reconfigure Key for a client during the Request/
Reply, Solicit/Reply or Information-request/Reply nessage exchange.
The server records the Reconfigure Key and transnits that key to the
client in an Authentication option (see Section 21.11) in the Reply
nmessage.

The Reconfigure Key is 128 bits long, and MJUST be a cryptographically
strong random or pseudo-random nunber that cannot easily be
pr edi ct ed.

To provide authentication for a Reconfigure nessage, the server

sel ects a replay detection value according to the RDM sel ected by the
server, and conputes an HVAC-MD5 of the Reconfigure nmessage using the
Reconfigure Key for the client. The server conputes the HVAC MD5
over the entire DHCP Reconfigure nessage, including the

Aut henti cation option; the HVAC-MD5 field in the Authentication
option is set to zero for the HVAC-MD5 conputation. The server

i ncludes the HVAC-MD5 in the authentication information field in an
Aut henti cation option included in the Reconfigure nessage sent to the
client.

4.3. Cient Considerations for Reconfigure Key Authentication
Pr ot ocol

The client will receive a Reconfigure Key fromthe server in an

Aut hentication option (see Section 21.11) in the initial Reply
message fromthe server. The client records the Reconfigure Key for
use in authenticating subsequent Reconfigure nessages.

To authenticate a Reconfigure nmessage, the client conputes an HVAC
MD5 over the Reconfigure message, with zeroes substituted for the
HVAC- MD5 field, using the Reconfigure Key received fromthe server
If this conputed HVAC- MD5 natches the value in the Authentication
option, the client accepts the Reconfigure nessage.
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21. DHCP Options

Options are used to carry additional information and parameters in
DHCP nessages. Every option shares a common base format, as
described in Section 21.1. Al values in options are represented in
net wor k byte order

Thi s docunment describes the DHCP options defined as part of the base
DHCP specification. Oher options may be defined in the future in
separate docunents. See [RFC7227] for guidelines regarding new
options definition. See Section 24 for additional infornation about
a registry maintained by | ANA

Unl ess ot herwi se noted, each option may appear only in the options
area of a DHCP message and nay appear only once. [|f an option does
appear nultiple tinmes, each instance is considered separate and the
data areas of the options MJUST NOT be concatenated or otherw se
conbi ned.

Options that are allowed to appear only once are called singleton
options. The only non-singleton options defined in this docunent are
I A NA (see Section 21.4), | A TA (see Section 21.5), Vendor O ass (see
Section 21.16), Vendor-specific Information (see Section 21.17), and
| A PD (see Section 21.21) options. Also, |A Address (see

Section 21.6) and | A Prefix (see Section 21.22) may appear in their
respective | A options nore than once.

21.1. Format of DHCP Options
The format of DHCP options is:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| opti on-code | option-len |
T T e o e s S S e R
| option-data |
| (option-len octets) |
B i S S T s i S T st i S S S S S S S S i

Figure 12: Option Fornat
opti on-code An unsigned integer identifying the specific

option type carried in this option. A two
octets long field.
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option-Ilen An unsigned integer giving the length of the
option-data field in this option in octets.
A two octets long field.

option-data The data for the option; the fornmat of this
data depends on the definition of the option.
A variable length field (the Iength, in
octets, is specified by option-len).

DHCP options are scoped by using encapsul ation. Sone options apply
generally to the client, sone are specific to an | A and sone are
specific to the addresses within an A These latter two cases are
di scussed in Section 21.4 and Section 21.6.

2.

Client Identifier Option

The Client Identifier option is used to carry a DU D (see Section 11)
identifying a client between a client and a server. The format of
the Client ldentifier option is:

3.

0 1 2 3

01234567890123456789012345678901
B T i it T s i S e i SR SR
[ OPTI ON_CLI ENTI D [ option-Ilen [
T o o s S e e et o ok o S

DUl D
(variabl e | ength)

T I T S S T i T S S M T s

Figure 13: Client Identifier Option Format

option-code OPTION_CLIENTID (1).
option-Ilen Length of DU D in octets.
DUl D The DUID for the client.

Server ldentifier Option

The Server ldentifier option is used to carry a DU D (see Section 11)
identifying a server between a client and a server. The format of
the Server Identifier option is:
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_SERVERI D [ option-len [
B i i S S i I e i S S R L e e e e

DU D
(variabl e | ength)

B S T S S e T A i i i S S

Figure 14: Server ldentifier Option Fornat

option-code OPTI ON_SERVERI D (2).
option-len Length of DU D in octets.
DUl D The DUI D for the server.

21.4. ldentity Association for Non-tenporary Addresses Option

The ldentity Association for Non-tenporary Addresses option (I A NA
option) is used to carry an A NA the paraneters associated with the
I A NA and the non-tenporary addresses associated with the | A NA

Addr esses appearing in an | A NA option are not tenporary addresses
(see Section 21.5).

The format of the A NA option is:

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ONLI A_NA [ option-len [
B e i i e o e e S T S e e s i i TR S
| IAID (4 octets) I
B e o i T o S e i T e e e S i s ot o S R TR S
| T1 I
B i S S T s i S T st i S S S S S S S S i
| T2 I
B e i i e o e e S T S e e s i i TR S
I I
. I A_NA-options .
B i S S T s i S T st i S S S S S S S S i

Figure 15: ldentity Association for Non-tenporary Addresses Option
For mat
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opti on-code OPTIONLI A_NA (3).
option-Ilen 12 + length of A NA-options field
I AID The unique identifier for this A NA the

I Al D nmust be unique anmong the identifiers for
all of this client’s A NAs. The nunber
space for A NAIAIDs is separate fromthe
nunber space for other | A option types (i.e.
IATA and A PD). A four octets long field
contai ni ng an unsi gned i nteger.

T1 The time interval after which the client
shoul d contact the server from which the
addresses in the 1A NA were obtained to
extend the lifetines of the addresses
assigned to the TANA Tl is a tinme duration
relative to the current tine expressed in
units of seconds. A four octets long field
cont ai ni ng an unsi gned i nteger.

T2 The time interval after which the client
shoul d contact any avail able server to extend
the lifetinmes of the addresses assigned to
the TANA;, T2 is a tine duration relative to
the current tinme expressed in units of
seconds. A four octets long field containing
an unsi gned i nteger.

I A_NA-options Options associated with this A NA A
variable length field (12 octets |less than
the value in the option-len field).

The 1A NA-options field encapsul ates those options that are specific
to this A NA  For exanple, all of the | A Address options (see
Section 21.6) carrying the addresses associated with this A NA are
in the A NA-options field.

Each A NA carries one "set" of non-tenporary addresses; it is up to
the server policy to determ ne how nany addresses are assigned, but
typically at nost one address is assigned fromeach prefix assigned
to the link to which the client is attached to.

An | A NA option may only appear in the options area of a DHCP

message. A DHCP nessage may contain rmultiple I A NA options (though
each nust have a unique [AID).
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The status of any operations involving this A NAis indicated in a
Status Code option (see Section 21.13) in the | A NA-options field.

Note that an A NA has no explicit "lifetinme" or "lease |length" of
its own. When the valid lifetines of all of the addresses in an

I A_NA have expired, the A_NA can be considered as having expired.
Tl and T2 are included to give servers explicit control over when a
client recontacts the server about a specific | A NA

In a nessage sent by a client to a server, the Tl and T2 fields
SHOULD be set to 0. The server MJST ignore any values in these
fields in messages received froma client.

In a nessage sent by a server to a client, the client MJST use the
values in the Tl and T2 fields for the Tl and T2 tines, unless those
values in those fields are 0. The values in the Tl and T2 fields are
t he nunber of seconds until T1 and T2 and are cal cul ated since
reception of the nessage.

As per Section 7.7, the value Oxffffffff is taken to nean "infinity"
and shoul d be used carefully.

The server selects the T1 and T2 values to allow the client to extend
the lifetimes of any addresses in the | A NA before the lifetines
expire, even if the server is unavailable for some short period of
time. Reconmmended values for T1 and T2 are .5 and .8 tines the
shortest preferred lifetime of the addresses in the | A that the

server is willing to extend, respectively. |If the "shortest"
preferred lifetinme is Oxffffffff ("infinity"), the recommended T1 and
T2 values are also Oxffffffff. |If the tinme at which the addresses in

an A NA are to be renewed is to be left to the discretion of the
client, the server sets Tl and T2 values to 0. The client MJST
follow the rules defined in Section 14. 2.

If aclient receives an |A NAwith Tl greater than T2, and both T1
and T2 are greater than 0, the client discards the I A NA option and
processes the remai nder of the nmessage as though the server had not
included the invalid I A NA option

5. ldentity Association for Tenporary Addresses Option

The ldentity Association for the Tenporary Addresses (I A TA) option
is used to carry an | A TA, the paraneters associated with the | A TA
and the addresses associated with the A TA Al of the addresses in
this option are used by the client as tenporary addresses, as defined
in [RFC4941]. The format of the I A TA option is:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTIONLI A TA [ option-len [
B e i i e o e e S T S e e s i i TR S
| IAID (4 octets) I
B e o i T o S e i T e e e S i s ot o S R TR S
I I
. | A TA-options .
:I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:I-

Figure 16: ldentity Association for Tenporary Addresses Option Format

opti on-code OPTION_I A TA (4).
option-len 4 + length of 1A TA-options field
I Al D The unique identifier for this A TA the

I AID nust be uni que anpong the identifiers for
all of this client’s A TAs. The nunber
space for A TAIADs is separate fromthe
nunber space for other | A option types (i.e.
IA NA and |A PD). A four octets long field
cont ai ni ng an unsi gned i nteger.

| A TA-options Options associated with this A TA A
variable length field (4 octets less than the
value in the option-len field).

The 1A TA-Options field encapsul ates those options that are specific
to this A TA. For exanple, all of the | A Address options (see
Section 21.6) carrying the addresses associated with this A TA are
inthe A TA-options field.

Each | A TA carries one "set" of tenporary addresses. It is up to the
server policy to determ ne how many addresses are assigned.

An | A TA option may only appear in the options area of a DHCP
message. A DHCP nessage may contain nultiple | A TA options (though
each nust have a unique | A D).

The status of any operations involving this A TAis indicated in a
Status Code option (see Section 21.13) in the |A TA-options field.

Note that an I A has no explicit "lifetinme" or "lease length" of its

own. Wien the valid lifetines of all of the addresses in an | A TA
have expired, the I A can be considered as havi ng expired.
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An | A TA option does not include values for Tl and T2. A client MAY
request that the valid lifetime on tenporary addresses be extended by
including the addresses in a | A TA option sent in a Renew or Rebind
message to a server. For exanple, a client would request an
extension on the valid lifetinme of a tenporary address to all ow an
application to continue to use an established TCP connecti on.
Extending only the valid, but not the preferred lifetinme neans the
address will end up in deprecated state eventually. Existing
connections could continue, but no new ones would be created using
that address

The client obtains new tenporary addresses by sending an | A TA option
with a new |AID to a server. Requesting new tenporary addresses from
the server is the equival ent of generating new tenporary addresses as
described in [RFC4941]. The server will generate new tenporary
addresses and return themto the client. The client should request
new tenporary addresses before the lifetines on the previously

assi gned addresses expire.

A server MJST return the sane set of tenporary address for the sane
IA TA (as identified by the AID) as long as those addresses are
still valid. After the lifetines of the addresses in an | A TA have
expired, the AID nay be reused to identify a new |A TA with new
tenporary addresses.

6. | A Address Option

The I A Address option is used to specify an address associated with
an A NA or an A TA. The | A Address option nust be encapsulated in
the Options field of an | A NA (see Section 21.4) or |A TA (see
Section 21.5) option. The | Aaddr-options fields encapsul ates those
options that are specific to this address.

The format of the | A Address option is:
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1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
OPTI ON_I AADDR [ option-len [

B e i i S e S i e S T S R S e o o T S s

I
| Pv6- addr ess |
I
|

preferred-lifetine |

T

I
+-
I

I

I

|
B S T S S e s i S S S S S o S R S S i S S
I
+-
I
+-

valid-lifetine |

B S T o S S S e S R ks S S S S S S A e T

| Aaddr - opti ons

T I T S S T i T S S M T s

Figure 17: |1 A Address Option Format

option-code
option-len

| Pv6- addr ess

preferred-lifetime

valid-lifetine

| Aaddr - opti ons

M ugal ski, et al.

OPTI ON_I AADDR (5) .
24 + length of | Aaddr-options field.

An | Pv6 address. A client MJST NOT form an
inmplicit prefix with a length other than 128
for this address. And, a client MJST NOT
assune any length of prefix that natches this
address is on-link (see [RFC7421]). A 16
octets long field.

The preferred lifetime for the address in the
option, expressed in units of seconds. A
four octets long field containing an unsi gned
i nteger.

The valid lifetine for the address in the
option, expressed in units of seconds. A
four octets long field containing an unsi gned
i nteger.

Options associated with this address. A
variable length field (24 octets |less than
the value in the option-len field).
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In a nessage sent by a client to a server, the preferred and valid
lifetime fields SHOULD be set to 0. The server MJST ignore any
recei ved val ues.

The client SHOULD NOT send the | A Address option with an unspecified
address (::).

In a nessage sent by a server to a client, the client MJST use the
values in the preferred and valid lifetine fields for the preferred
and valid lifetimes. The values in the preferred and valid lifetines
are the nunber of seconds remaining in each lifetine.

The client MJST discard any addresses for which the preferred
lifetime is greater than the valid lifetine.

As per Section 7.7, the valid lifetine of an address Oxffffffff is
taken to nmean "infinity" and should be used carefully.

More than one | A Address option can appear in an | A NA option or an
I A TA option.

The status of any operations involving this | A Address is indicated
in a Status Code option in the | Aaddr-options field, as specified in
Section 21.13.

7. Option Request Option

The Option Request option is used to identify a list of options in a
message between a client and a server. The format of the Option
Request option is:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| OPTI ON_ORO | option-len |
B E e r e s i s i o T T s S S S S 2
| request ed- opti on- code-1 | request ed- opti on- code- 2 |

B i s T T S T et S S T S I T s sl s ol ST S S S

L- B i el i e S N S o +.- +- B i el i e S N S o +-L
Figure 18: Option Request Option Fornat

opti on-code OPTI ON_ORO (6) .

option-len 2 * nunber of requested options.
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request ed- opti on-code-n The option-code for an option requested
by the client. Each option-code is a two
octets long field containing an unsi gned
i nteger.

A client MJST include an Option Request option in a Solicit, Request,
Renew, Rebind, or Information-request nessage to informthe server
about options the client wants the server to send to the client. For
certain nmessage types, sone option codes MJST be included in the
Option Request option, see Table 4 for details.

The Option Request option MJST NOT include the follow ng options:
Client Identifier (see Section 21.2), Server ldentifier (see
Section 21.3), 1A NA (see Section 21.4), |IA TA (see Section 21.5),
| A PD (see Section 21.21), |A Address (see Section 21.6), |IA Prefix
(see Section 21.22), Option Request, El apsed Tine (see

Section 21.23), Preference (see Section 21.8), Relay Message (see
Section 21.9), Authentication (see Section 21.11), Server Unicast
(see Section 21.12), Status Code (see Section 21.13), Rapid Conmit
(see Section 21.14), User Cass (see Section 21.15), Vendor d ass
(see Section 21.16), Interface-1d (see Section 21.17), Reconfigure
Message (see Section 21.19), and Reconfigure Accept (see

Section 21.20). Oher top-level options MJIST appear in the Option
Request option or they will not be sent by the server. Only top-

| evel options MAY appear in the Option Request option. Options
encapsul ated in a container opti on SHOULD NOT appear in an Option
Request option; see [RFC7598] for an exanple of container options.
However, options MAY be defined which specify exceptions to this
restriction on including encapsul ated options in an Opti on Request
option. For exanple, the Option Request option MAY be used to signha
support for a feature even when that option is encapsulated, as in
the case of the Prefix Exclude option [RFC6603]. See Table 4.

8. Preference Option

The Preference option is sent by a server to a client to affect the
sel ection of a server by the client.

The format of the Preference option is:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTl ON_PREFERENCE [ option-len [
B i i S S i I e i S S R L e e e e
| pref-value [
+o e e e e e e -+

Figure 19: Preference Option Format

option-code OPTI ON_PREFERENCE (7).
option-len 1.
pref -val ue The preference value for the server in this

message. A one-octet unsigned integer

A server MAY include a Preference option in an Advertise nessage to
control the selection of a server by the client. See Section 18.2.9
for the use of the Preference option by the client and the
interpretation of Preference option data val ue.

21.9. Elapsed Tine Option

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_ELAPSED_TI ME [ option-len [
B i i S S i I e i S S R L e e e e
| el apsed-tinme |
B o I NI S R S S R T S T S S

Fi gure 20: El apsed Tinme Option Format

option-code OPTI ON_ELAPSED TI ME (8).
option-len 2.
el apsed-time The amount of tine since the client began its

current DHCP transaction. This tine is
expressed in hundredths of a second (107-2
seconds). A two octets long field containing
an unsigned integer.

A client MJST include an El apsed Tinme option in nessages to indicate
how | ong the client has been trying to conplete a DHCP nessage
exchange. The elapsed tine is neasured fromthe tine at which the
client sent the first nessage in the nessage exchange, and the
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el apsed-tinme field is set to O in the first nmessage in the nessage
exchange. Servers and Relay Agents use the data value in this option
as input to policy controlling how a server responds to a client
message. For exanple, the El apsed Tine option allows a secondary
DHCP server to respond to a request when a primary server has not
answered in a reasonable tine. The elapsed tine value is an
unsigned, 16 bit integer. The client uses the value Oxffff to
represent any el apsed tinme values greater than the |argest time val ue
that can be represented in the El apsed Tine option

10. Relay Message Option

The Rel ay Message option carries a DHCP nessage in a Relay-forward or
Rel ay-reply nessage.

The format of the Relay Message option is:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| OPTI ON_RELAY_MSG | option-Ilen |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
I I
. DHCP-r el ay- nessage .

B S S I T S S e e S S T S S S S i i S S

Figure 21: Relay Message Option Fornat

opti on-code OPTI ON_RELAY_MSG (9).
option-Ilen Lengt h of DHCP-rel ay- nessage.
DHCP-r el ay- nessage In a Relay-forward nessage, the received

message, relayed verbatimto the next relay
agent or server; in a Relay-reply nessage

the message to be copied and relayed to the
rel ay agent or client whose address is in the
peer-address field of the Relay-reply
message. The length, in octets, is specified
by option-Ilen

11. Authentication Option
The Aut hentication option carries authentication information to

authenticate the identity and contents of DHCP nessages. The use of
the Authentication option is described in Section 20. The del ayed
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aut henti cation protocol, defined in [RFC3315], has been obsol eted by
this docunment, due to lack of usage. The format of the
Aut henti cation option is:

0

1 2 3

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| OPTI ON_AUTH | option-Ilen |
B i S S T s i S T st i S S S S S S S S i

pr ot ocol [

I
+-
I
I
I
+-

B e S S e T ik s T S T T S R S
replay detection (64 bits) R i e Rl

B T S S e T A e

algorithm | RDM [

 —,—p——

aut henti cation infornmation
(variabl e | ength) .

T I T S e T i T S e I L i T Np S A

Fi gure 22: Authentication Option Format

option-code

option-len

pr ot ocol

al gorithm

RDM

Repl ay detection

OPTI ON_AUTH (11).

11 + length of authentication information
field.

The aut hentication protocol used in this
aut hentication option. A one-octet unsigned
i nteger.

The al gorithmused in the authentication
protocol. A one-octet unsigned integer.

The replay detection nethod used in this
Aut hentication option. A one-octet unsigned
i nteger.

The replay detection information for the RDM
A 64-bit (8 octets) long field

aut hentication information The authentication information, as

specified by the protocol and al gorithm used
in this Authentication option. A variable
length field (11 octets |less than the val ue
in option-Ilen).

I ANA naintains a registry for the protocol, algorithm and RDM val ues
at https://ww. i ana. org/ assi gnnent s/ aut h- nanespaces.
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21.12. Server Unicast Option

The server sends this option to a client to indicate to the client
that it is allowed to unicast nessages to the server. The format of
the Server Unicast option is:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_UNI CAST [ option-len [
B i i S S i I e i S S R L e e e e

server - addr ess

I I
I I
I I
I I
+- +

B T S S i s S T s sl I S S R S S
Fi gure 23: Server Unicast Option Fornat

opti on-code OPTI ON_UNI CAST (12).

option-len 16.

server - addr ess The 128-bit address to which the client

shoul d send nessages delivered using unicast.

The server specifies the address to which the client is to send

uni cast nmessages in the server-address field. Wen a client receives
this option, where pernissible and appropriate, the client sends
messages directly to the server using the address specified in the
server-address field of the option.

When the server sends a Unicast option to the client, some nessages
fromthe client will not be relayed by relay agents, and will not
include relay agent options fromthe relay agents. Therefore, a
server should only send a Unicast option to a client when rel ay
agents are not sending relay agent options. A DHCP server rejects
any nessages sent inappropriately using unicast to ensure that
messages are relayed by relay agents when relay agent options are in
use.

Detail s about when the client nmay send nessages to the server using
uni cast are in Section 18.
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21.13. Status Code Option

This option returns a status indication related to the DHCP nessage
or option in which it appears. The format of the Status Code option
is:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_STATUS_CODE [ option-len [
B i i S S i I e i S S R L e e e e
| st at us- code | |
B R e R R i e e i S S |

st at us- nessage
T I I S i T i T S S e It L i T S A s

Fi gure 24: Status Code Option Fornmat

opti on-code OPTI ON_STATUS_CODE (13).
option-len 2 + length of status-nessage.
st at us- code The nuneric code for the status encoded in

this option. A two octets long field
cont ai ni ng an unsi gned i nteger.

st at us- nessage A UTF-8 encoded text string suitable for
di splay to an end user, which MJST NOT be
null-termnated. A variable length field (2
octets less than the value in option-Ilen).

A Status Code option may appear in the options field of a DHCP
message and/or in the options field of another option. |If the Status
Code option does not appear in a nessage in which the option could
appear, the status of the nessage is assuned to be Success.

The status-code val ues previously defined by [ RFC3315] and [ RFC3633]
are:
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T [ S, o +
| Nare | Code | Description |
e e e o Homm - - o mm e e e e e e e e e e e e e e e e e e e e e e +
Success 0 Success.
UnspecFai | 1 Failure, reason unspecified; this status

code is sent by either a client or a
server to indicate a failure not
explicitly specified in this docunent.

I I I I
I I I I
I I I I
I I I I
I I I I
| NoAddrsAvai l | 2 | Server has no addresses available to |
[ [ | assign to the 1A(s). [
| NoBi ndi ng | 3 | dient record (binding) unavail abl e. |
| Not OnLi nk | 4 | The prefix for the address is not |
| | | appropriate for the link to which the |
| | | client is attached. |
| UseMulticast | 5] Sent by a server to a client to force the |
[ [ | client to send nessages to the server [
| | | using the |
| | | Al _DHCP Rel ay Agents_and_Servers |
| | | multicast address. |
| NoPrefixAvail | 6 | Server has no prefixes available to assign |
| | | to the A PIs). |
Fom e e e oo Homm - - - o mm o e e e e e e e e e e e e e e e e e e e eo— - +

Tabl e 3: Status Code Definitions

See Section 24 for additional information about the registry
mai ntained by |ANA with the conplete list of status codes.

21.14. Rapid Commit Option

The Rapid Commit option is used to signal the use of the two nessage

exchange for address assignnent. The format of the Rapid Commit

option is:
0 1 2 3
01234567890123456789012345678901
T S i i S S i i S S
| OPTI ON_RAPI D COWM T | 0 |
B i S S T s i S T st i S S S S S S S S i

Figure 25: Rapid Conmmit Option Fornat

opti on-code OPTION_RAPID COWM T (14).

option-Ilen 0.
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A client MAY include this option in a Solicit message if the client
is prepared to performthe Solicit/Reply nessage exchange descri bed
in Section 18.2. 1.

A server MJST include this option in a Reply nessage sent in response
to a Solicit nessage when conpleting the Solicit/Reply nessage
exchange.

DI SCUSSI ON:

Each server that responds with a Reply to a Solicit that includes
a Rapid Commit option will commit the |eases in the Reply nessage
to the client, and will not receive any confirmation that the
client has received the Reply nessage. Therefore, if nore than
one server responds to a Solicit that includes a Rapid Commit
option, sonme servers will commt |eases that are not actually used
by the client, which could result in bad information in the DNS
server if the DHCP server updates DNS [ RFC4704] or in response to
| easequery requests [ RFC5007].

The probl em of unused | eases can be minimzed by designing the
DHCP service so that only one server responds to the Solicit or by
using relatively short lifetinmes for newy assigned | eases.

15. User O ass Option

The User Class option is used by a client to identify the type or
category of user or applications it represents.

The format of the User O ass option is:
0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| OPTI ON_USER_CLASS | option-len |
T T e e e e i s S e N TR E s
user-cl ass-dat a
:I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:I-
Fi gure 26: User C ass Option Fornat
opti on-code OPTI ON_USER_CLASS (15).

option-len Length of user class data field.
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user-cl ass-dat a The user classes carried by the client. The
length, in octets, is specified by option-
| en.

The information contained in the data area of this option is
contained in one or nore opaque fields that represent the user class
or classes of which the client is a nmenber. A server selects
configuration information for the client based on the classes
identified in this option. For exanple, the User C ass option can be
used to configure all clients of people in the accounting departnent
with a different printer than clients of people in the nmarketing
departnent. The user class information carried in this option MJST
be configurable on the client.

The data area of the User C ass option MJST contain one or nore
i nstances of user class data. Each instance of the user class data
is formatted as foll ows:

i T e o o i T e S e I Se R S
| user-cl ass-1len | opaque- dat a
B i S T s i S T st i ST S S o S i S S

Figure 27: User Class Data Fornat

The user-class-len is two octets |Iong and specifies the Iength of the
opaque user class data in network byte order.

A server interprets the classes identified in this option according
to its configuration to select the appropriate configuration
information for the client. A server may use only those user cl asses
that it is configured to interpret in selecting configuration
information for a client and ignore any other user classes. In
response to a nessage containing a User C ass option, a server

i ncludes a User C ass option containing those classes that were
successfully interpreted by the server, so that the client can be

i nformed of the classes interpreted by the server

16. Vendor C ass Option

This option is used by a client to identify the vendor that

manuf actured the hardware on which the client is running. The

i nformati on contained in the data area of this option is contained in
one or nore opaque fields that identify details of the hardware
configuration. The format of the Vendor Cl ass option is:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_VENDOR_CLASS [ option-len [
B T S T i i S e T i e e e o
| ent erpri se- nunber |
B T i S i T S i e S S i T S S

vendor - ¢l ass-dat a
B R e i s T e S T S S N e i i i S S S e T S

Fi gure 28: Vendor C ass Option Format

opti on-code OPTI ON_VENDCR _CLASS (16).
option-len 4 + length of vendor class data field
ent er pri se- nunber The vendor’s registered Enterprise Nunber as

registered with 1ANA [ ANA-PEN]. A four
octets long field containing an unsi gned
i nteger.

vendor - cl ass- dat a The hardware configuration of the node on
which the client is running. A variable
length field (4 octets less than the value in
option-Ilen).

The vendor-cl ass-data is conposed of a series of separate itens, each
of which describes sone characteristic of the client’s hardware
configuration. Exanples of vendor-class-data instances night include
the version of the operating systemthe client is running or the
anount of menory installed on the client.

Each i nstance of the vendor-class-data is formatted as foll ows:

i T e o o i T e S e I Se R S
| vendor - cl ass- 1 en | opaque- dat a
B i S T s i S T st i ST S S o S i S S

Fi gure 29: Vendor O ass Data Fornat

The vendor-class-len is two octets long and specifies the | ength of
t he opaque vendor class data in network byte order.

Servers and clients MJUST NOT include nore than one instance of
OPTI ON_VENDOR CLASS with the sanme Enterprise Nunber. Each instance
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of OPTI ON_VENDOR _CLASS can carry multiple vendor-cl ass-data
i nst ances.

17. Vendor-specific Information Option

This option is used by clients and servers to exchange vendor-
speci fic infornmation.

The format of the Vendor-specific Information option is:

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| OPTI ON_VENDOR_OPTS | option-Ilen |
B i S S T s i S T st i S S S S S S S S i
[ ent erpri se- nunber [
T T e b i i e e s s i I SR S S

vendor - opti on-dat a
B i S S T s i S T st i S S S S S S S S i

Fi gure 30: Vendor-specific Information Option Fornat

opti on-code OPTI ON_VENDOR_OPTS (17).
option-Ilen 4 + length of option-data field
ent er pri se- nunber The vendor’s registered Enterprise Nunber as

registered with 1ANA [I ANA-PEN]. A four
octets long field containing an unsi gned
i nt eger.

vendor-option-data Vendor options, interpreted by vendor-
specific code on the clients and servers. A
variable length field (4 octets |less than the
val ue in option-1en).

The definition of the information carried in this option is vendor
specific. The vendor is indicated in the enterprise-nunber field.
Use of vendor-specific information all ows enhanced operation,
utilizing additional features in a vendor’s DHCP inplenmentation. A
DHCP client that does not receive requested vendor-specific
information will still configure the node device’'s IPv6 stack to be
functi onal

The vendor-option-data field MIST be encoded as a sequence of
code/l ength/value fields of identical format to the DHCP options
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field. The sub-option codes are defined by the vendor identified in
the enterprise-nunber field, and are not managed by | ANA. Each of
the sub-options is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| sub- opt - code | sub-option-1en |
B i S S T s i S T st i S S S S S S S S i
sub-opti on-data

T I T S i T i S S S i T i S S S S S S S

Fi gure 31: Vendor-specific Options Format

sub- opt - code The code for the sub-option. A two octets
long field.
sub-option-1en An unsigned integer giving the length of the

sub-option-data field in this sub-option in
octets. A two octets long field.

sub-opti on-data The data area for the sub-option. The
length, in octets, is specified by sub-
option-Ien.

Mul tiple instances of the Vendor-specific Information option nay
appear in a DHCP nessage. FEach instance of the option is interpreted
according to the option codes defined by the vendor identified by the
Enterprise Nunber in that option. Servers and clients MJST NOT send
nmore t han one instance of Vendor-specific Information option with the
same Enterprise Nunmber. Each instance of Vendor-specific Information
option MAY contain nultiple sub-options.

A client that is interested in receiving a Vendor-specific
I nformation option:

- MJST specify the Vendor-specific Information option in an Option
Request opti on.

- MAY specify an associ ated Vendor C ass option (see Section 21.16).

- MAY specify the Vendor-specific Information option with
appropri ate data.

Servers only return the Vendor-specific Information options if
specified in Option Request options fromclients and:
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- MAY use the Enterprise Nunbers in the associated Vendor C ass
options to restrict the set of Enterprise Nunmbers in the Vendor-
specific Information options returned.

- MAY return all configured Vendor-specific Information options.

- MAY use other information in the packet or in its configuration to
determ ne which set of Enterprise Nunmbers in the Vendor-specific
Information options to return.

21.18. Interface-1d Option

The relay agent MAY send the Interface-1d option to identify the
interface on which the client nmessage was received. |f a relay agent
receives a Relay-reply nessage with an Interface-1d option, the relay
agent relays the nessage to the client through the interface
identified by the option

The format of the Interface-1d option is:
0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ OPTI ON_I NTERFACE_I D [ option-Ilen [
R R e R e s s e o S S e R e o o
interface-id

T I I S i T i T S S e It L i T S A s

Figure 32: Interface-1D Option Format

opti on-code OPTI ON_I NTERFACE | D (18).
option-len Length of interface-id field
interface-id An opaque value of arbitrary | ength generated

by the relay agent to identify one of the
relay agent’s interfaces. The length, in
octets, is specified by option-len

The server MJST copy the Interface-1d option fromthe Rel ay-forward
message into the Relay-reply nessage the server sends to the relay
agent in response to the Relay-forward nessage. This option MJST NOT
appear in any nessage except a Relay-forward or Rel ay-reply nessage.

Servers MAY use the interface-id for paraneter assignment policies
The interface-id SHOULD be consi dered an opaque value, with policies

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 114]



Internet-Draft DHCP for | Pv6 April 2018

21.

21.

based on exact match only; that is, the interface-id SHOULD NOT be
internally parsed by the server. The interface-id value for an
interface SHOULD be stable and remai n unchanged, for exanple, after
the relay agent is restarted; if the interface-id changes, a server
will not be able to use it reliably in paraneter assignnent policies.

19. Reconfigure Message Option

A server includes a Reconfigure Message option in a Reconfigure
message to indicate to the client whether the client responds with a
Renew nmessage, a Rebind nessage, or an Infornation-request nessage.
The format of this option is:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| OPTI ON_RECONF_ MG | option-len |
B E e r e s i s i o T T s S S S S 2
I nmsg-type |

i e

Fi gure 33: Reconfigure Message Option Format

opti on-code OPTI ON_RECONF_MSG (19).
option-Ilen 1.
nsg-type 5 for Renew nessage, 6 for Rebind, 11 for

I nf ormati on-request nmessage. A one-octet
unsi gned i nteger.

The Reconfigure Message option can only appear in a Reconfigure
nessage.

20. Reconfigure Accept Option

A client uses the Reconfigure Accept option to announce to the server
whether the client is willing to accept Reconfigure nessages, and a
server uses this option to tell the client whether or not to accept
Reconfi gure nessages. The default behavior, in the absence of this
option, nmeans unwillingness to accept Reconfigure nessages, or
instruction not to accept Reconfigure nessages, for the client and
server messages, respectively. The following figure gives the fornmat
of the Reconfigure Accept option:
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1 2 3

01234567890123456789012345678901
e I S I i i Sl S S S S S S S S
[ OPTI ON_RECONF_ACCEPT [ 0 [
e T o S L e smpr

Fi gure 34: Reconfigure Accept Option Format

opti on-code

option-len

OPTI ON_RECONF_ACCEPT ( 20) .

0.

21.21. ldentity Association for Prefix Del egati on Option

The 1A PD option is used to carry a prefix delegation identity
associ ation, the paraneters associated with the A PD and the
prefixes associated with it. The format of this option is:

0

1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTION_I A PD [ option-length [
B i i S S i I e i S S R L e e e e

IAID (4 octets) [

T i T S T i T S S S e T e

T1 |

B S T i S S e e s 2 st Sl S S S S S S S S

T2 [

R o T S T S T e T i T S S S S S S S e

| A_PD-options

B S S I T S S e e S S T S S S S i i S S

Ei

opti on-code
option-length

I Al D

M ugal ski, et al.

gure 35: ldentity Association for Prefix Del egation Qption Fornat

OPTION_I A PD (25).
12 + length of A PD-options field.

The unique identifier for this |APD;, the

I Al D nmust be unique anmong the identifiers for
all of this client’s A PDs. The nunber
space for |APDIAIDs is separate fromthe
nunber space for other 1A option types (i.e.,
IANA and IATA). A four octets long field
contai ni ng an unsi gned i nteger.
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T1 The time interval after which the client
shoul d contact the server from which the
prefixes in the 1A PD were obtained to extend
the lifetinmes of the prefixes delegated to
the IAPD, Tl is atine duration relative to
the nmessage reception tine expressed in units
of seconds. A four octets long field
cont ai ni ng an unsi gned i nteger.

T2 The time interval after which the client
shoul d contact any avail able server to extend
the lifetimes of the prefixes assigned to the
IAPD, T2 is a time duration relative to the
message reception tine expressed in units of
seconds. A four octets long field containing
an unsi gned i nteger.

| A PD-options Options associated with this A PD. A
variable length field (12 octets less than
the value in the option-len field).

The 1A PD-options field encapsul ates those options that are specific
to this A PD. For exanple, all of the A Prefix options (see
Section 21.22) carrying the prefixes associated with this |A PD are
in the A PDoptions field.

An | A PD option may only appear in the options area of a DHCP
message. A DHCP nessage may contain nultiple | A PD options (though
each nust have a unique |AlD).

The status of any operations involving this [APDis indicated in a
Status Code option (see Section 21.13) in the |A PD-options field.
Note that an I A PD has no explicit "lifetinme" or "lease |length" of
its owmn. Wien the valid lifetinmes of all of the prefixes in a |A PD
have expired, the I A PD can be considered as having expired. T1 and
T2 fields are included to give the server explicit control over when
a client should contact the server about a specific | A PD

In a nessage sent by a client to a server, the T1 and T2 fields
SHOULD be set to 0. The server MJST ignore any values in these
fields in messages received froma client.

In a nessage sent by a server to a client, the client MJST use the
values in the Tl and T2 fields for the Tl and T2 tiners, unless those
values in those fields are 0. The values in the Tl and T2 fields are
t he nunber of seconds until T1 and T2.
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The server selects the Tl and T2 tines to allowthe client to extend
the lifetimes of any prefixes in the A PD before the lifetines
expire, even if the server is unavailable for sone short period of
time. Recommended values for T1 and T2 are .5 and .8 tinmes the
shortest preferred lifetine of the prefixes in the A PD that the
server is willing to extend, respectively. |If the time at which the
prefixes in an |A PD are to be renewed is to be left to the
discretion of the client, the server sets Tl and T2 to 0. The client
MUST follow the rules defined in Section 14. 2.

If aclient receives an A PDwith Tl greater than T2, and both T1

and T2 are greater than 0, the client discards the IA PD option and
processes the remai nder of the nmessage as though the server had not
i ncluded the 1A PD option

22. 1A Prefix Option

The 1A Prefix option is used to specify a prefix associated with an
A PD. The I A Prefix option nust be encapsulated in the IA PD
options field of an I A PD option (see Section 21.21).

0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
[ OPTI ON_I APREFI X [ option-length [
B i s T T S T et S S T S I T s sl s ol ST S S S
| preferred-lifetime |
B T i S S i S T h T i S S S S e
| valid-lifetine |
T T e o e e S S e e TR E
| prefix-length | [
R e e e s = | Pv6-prefix |
| (16 octets) |
I I
I I
I I
| e o T T o e e S R e E e e R e

L-+-+-+-+-+-+-+-+
| Aprefi x-options

o e e e e e e e e e e b e e e e e e e e b e e e e e e e e e e e
Figure 36: 1A Prefix Option Format
option-code OPTI ON_| APREFI X (26).

option-length 25 + length of |Aprefix-options field

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 118]



Internet-Draft DHCP for | Pv6 April 2018

preferred-lifetinme The preferred lifetime for the prefix in the
option, expressed in units of seconds. A
val ue of OxFFFFFFFF represents "infinity"
(see Section 7.7. A four octets long field
contai ni ng an unsi gned i nteger.

valid-lifetine The valid lifetime for the prefix in the
option, expressed in units of seconds. A
val ue of OxFFFFFFFF represents "infinity". A
four octets long field containing an unsi gned

i nteger.

prefix-length Length for this prefix in bits. A one-octet
unsi gned i nt eger.

| Pv6-prefix An I Pv6 prefix. A 16 octets long field.

| Aprefi x-options Options associated with this prefix. A

variable length field (25 octets less than
the value in the option-len field).

In a nessage sent by a client to a server, the preferred and valid
lifetinme fields SHOULD be set to 0. The server MJST ignore any
received values in these lifetime fields.

The client SHOULD NOT send an I A Prefix option with O in the prefix-
length field (and an unspecified value (::) in the IPv6-prefix
field). A client MAY send a non-zero value in the prefix-length
field and the unspecified value (::) in the IPv6-prefix field to
indicate a preference for the size of the prefix to be del egat ed.
See [RFCB168] for further details on prefix |ength hints.

The client MJST discard any prefixes for which the preferred lifetinme
is greater than the valid lifetine.

The values in the preferred and valid lifetimes are the nunber of
seconds remmining for each lifetine. See Section 18.2.10.1 for nore
details on how these values are used for del egated prefixes.

As per Section 7.7, the preferred and valid lifetine val ues of
Oxffffffff is taken to nmean "infinity" and should be used carefully.

An | A Prefix option may appear only in an | A_PD option. Mre than
one | A Prefix option can appear in a single | A PD option

The status of any operations involving this |A Prefix option is

indicated in a Status Code option (see Section 21.3) in the |Aprefix-
options field.
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21.23. Information Refresh Tine Option

This option is requested by clients and returned by servers to
specify an upper bound for how long a client should wait before
refreshing information retrieved froma DHCP server. It is only used
in Reply nessages in response to Information-request nmessages. In

ot her nessages there will usually be other information that indicates
when the client should contact the server, e.g., T1/T2 times and
lifetimes. This option is useful when the configuration paraneters
change or during renunbering event as clients running in the

statel ess node will be able to update their configuration

The format of the Information Refresh Time option is:

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
| OPTI ON_I NFORMATI ON_REFRESH_TI ME| option-Ilen [
T T e e o i e T S e e ks i (R SR
| i nformati on-refresh-time |
B i S S T s i S T st i S S S S S S S S i

Figure 37: Information Refresh Tine Option Fornat
opti on-code OPTI ON_| NFORVATI ON_REFRESH_TI ME (32).
option-Ilen 4.

information-refresh-time Time duration relative to the current
time, expressed in units of seconds. A four
octets long field containing an unsi gned
i nt eger.

A DHCP client MJST request this option in the Option Request option
(see Section 21.7) when sending Infornation-request nmessages. A
client MJUST NOT request this option in the Option Request option in
any ot her nessages.

A server sending a Reply to an Information-request message SHOULD
include this option if it is requested in the Option Request option
of the Information-request. The option value MJST NOT be snall er
than IRT_MNMJUM This option MIST only appear in the top-Ieve
option area of Reply nessages.

If the Reply to an Information-request nessage does not contain this

option, the client MJST behave as if the option with val ue
| RT_DEFAULT was provi ded.
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A client MIUST use the refresh tine IRT MNIMUM if it receives the
option with a value less than | RT_M N MJM

As per Section 7.7, the value Oxffffffff is taken to nean "infinity"
and inplies that the client should not refresh its configuration data
wi t hout some other trigger (such as detecting novenent to a new
l'ink).

If a client contacts the server to obtain new data or refresh sone
exi sting data before the refresh tine expires, then it SHOULD al so
refresh all data covered by this option

When the client detects that the refresh tinme has expired, it SHOULD
try to update its configuration data by sending an | nformation-
Request as specified in Section 18.2.6, except that the client MJST
del ay sending the first Information-request by a random anount of
tinme between 0 and | NF_MAX DELAY.

A client MAY have a maxi mumval ue for the refresh time, where that

val ue is used whenever the client receives this option with a val ue
hi gher than the maxinum This al so neans that the maxi mum val ue is
used when the received value is "infinity". A nmaxi num val ue m ght
make the client |less vulnerable to attacks based on forged DHCP
messages. Wthout a maxi numvalue, a client nmay be nade to use wong
information for a possibly infinite period of tinme. There may
however be reasons for having a very long refresh time, so it may be
useful for this maxi num val ue to be configurable.

24. SCOL_MAX RT Option

A DHCP server sends the SOL_MAX RT option to a client to override the
default value of SOL_MAX RT. The value of SOL_MAX RT in the option
repl aces the default value defined in Section 7.6. One use for the
SOL_MAX RT option is to set a longer value for SCL_MAX RT, which
reduces the Solicit traffic froma client that has not received a
response to its Solicit messages.

The format of the SO._MAX RT option is:

0 1 2 3
01234567890123456789012345678901
B o i T e e S e S i T S R S e S e e sl S B T S
[ option-code | option-len |
B T o S e i ik S S I i i S Tl i e e
[ SO._MAX_RT val ue |
B o T T e e e i S L e s ol ST S S S S S S S S

Figure 38: SCOL_MAX RT Option Fornmat
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opti on-code OPTI ON_SOL_MAX_RT (82).
option-Ilen 4.
SOL_MAX_RT val ue Overriding value for SOL_MAX RT in seconds;

MUST be in range: 60 <= "val ue" <= 86400 (1
day). A four octets long field containing an
unsi gned i nt eger.

A DHCP client MJST include the SOL_MAX RT option code in any Option
Request option (see Section 21.7) it sends in a Solicit nessage.

The DHCP server MAY include the SOL_MAX RT option in any response it
sends to a client that has included the SO._MAX RT option code in an
Option Request option. The SCOL_MAX RT option is sent as a top-I|evel
option in the nessage to the client.

A DHCP client MJST ignore any SOL_MAX RT option values that are |ess
than 60 or nore than 86400.

If a DHCP client receives a nessage containing a SOL_MAX RT option
that has a valid value for SOL_MAX RT, the client MJUST set its
internal SO._MAX RT paraneter to the value contained in the
SOL_MAX RT option. This value of SOL_MAX RT is then used by the
retransm ssi on nechani smdefined in Section 15 and Section 18.2.1.

The purpose of this mechanismis to give network administrator a way
to avoid large DHCP traffic if all DHCP servers becone unavail abl e.
Therefore this value is expected to be retained for as |long as
practically possible.

Updated SOL_MAX RT val ue applies only to the network interface on
which the client received SO._MAX RT option.

25. | NF_MAX_RT Option

A DHCP server sends the INF_MAX RT option to a client to override the
default value of INF_MAX RT. The value of INF_MAX RT in the option
repl aces the default value defined in Section 7.6. One use for the

I NF_MAX RT option is to set a |longer value for I NF_MAX RT, which
reduces the Information-request traffic froma client that has not
received a response to its Information-request nessages.

The format of the INF_MAX RT option is:
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0 1 2 3

01234567890123456789012345678901
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[ opti on-code [ option-len [
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Figure 39: I NF_MAX_RT Option Format

option-code OPTI ON_I NF_MAX _RT (83).
option-Ilen 4,
I NF_MAX _RT val ue Overriding value for I NF_MAX_RT in seconds;

MUST be in range: 60 <= "val ue" <= 86400 (1
day). A four octets long field containing an
unsi gned i nteger.

A DHCP client MJST include the | NF_MAX_RT option code in any Option
Request option (see Section 21.7) it sends in an Information-request
nessage.

The DHCP server MAY include the INF_MAX RT option in any response it
sends to a client that has included the | NF_MAX_RT option code in an
Option Request option. The INF_MAX RT option is a top-level option
in the nessage to the client.

A DHCP client MJST ignore any | NF_MAX RT option values that are |ess
than 60 or nore than 86400.

If a DHCP client receives a nessage containing an | NF_MAX RT option
that has a valid value for INF_MAX RT, the client MJST set its
internal | NF_MAX RT paraneter to the value contained in the

I NF_MAX RT option. This value of INF_ MAX RT is then used by the
retransm ssi on nechani smdefined in Section 15 and Section 18.2.6.

Updated | NF_MAX RT val ue applies only to the network interface on
which the client received | NF_MAX RT opti on.

Security Considerations

This section discusses security considerations that are not rel ated
to privacy. For dedicated privacy di scussion, see Section 23.

The threat to DHCP is inherently an insider threat (assumng a
properly configured network where DHCP ports are bl ocked on the
peri neter gateways of the enterprise). Regardless of the gateway

M ugal ski, et al. Expi res Cctober 9, 2018 [ Page 123]



Internet-Draft DHCP for | Pv6 April 2018

configuration, however, the potential attacks by insiders and
outsiders are the sane.

DHCP | acks end-to-end encryption between clients and servers, thus

hi j acki ng, tanpering, and eavesdropping attacks are all possible as a
result. Sonme network environments (di scussed bel ow) can be secured

t hrough various nmeans to mnim ze these attacks.

One attack specific to a DHCP client is the establishnent of a
mal i ci ous server with the intent of providing incorrect configuration
information to the client. The notivation for doing so may be to
mount a "man in the middle" attack that causes the client to

conmuni cate with a malicious server instead of a valid server for
some service such as DNS or NTP. The malicious server may al so nount
a denial of service attack through m sconfiguration of the client
that causes all network communication fromthe client to fail

A malicious DHCP server m ght cause a client to set its SOL_MAX RT
and | NF_MAX_RT paraneters to an unreasonably high value with the
SOL_MAX_RT (see Section 21.24) and I NF_MAX RT (see Section 21.25)
options, which may cause an undue delay in a client completing its
DHCP protocol transaction in the case no other valid response is
received. Assunming the client also receives a response froma valid
DHCP server, large values for SOL_MAX_RT and I NF_MAX_RT will not have
any effect.

A malicious server can also send a Server Unicast option (see
Section 21.12) to a client in an Advertise nessage, thus potentially
causing the client to bypass relays and comunicate only with the
mal i ci ous server for subsequent Request and Renew nessages.

There is another threat to DHCP clients from nistakenly or
accidentally configured DHCP servers that answer DHCP client requests
with unintentionally incorrect configuration paraneters.

A DHCP client may al so be subject to attack through the receipt of a
Reconfigure nessage froma nalicious server that causes the client to
obtain incorrect configuration information fromthat server. Note
that although a client sends its response (Renew, Rebind, or

I nf ormati on-request nessage) through a relay agent and, therefore,
that response will only be received by servers to which DHCP nessages
are relayed, a malicious server could send a Reconfigure nessage to a
client, followed (after an appropriate delay) by a Reply nmessage that
woul d be accepted by the client. Thus, a malicious server that is
not on the network path between the client and the server may stil

be able to nount a Reconfigure attack on a client. The use of
transaction IDs that are cryptographically sound and cannot easily be
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predicted will also reduce the probability that such an attack wll
be successful

Because of the opportunity for attack through the Reconfigure
message, a DHCP client MJST discard any Reconfigure nessage that does
not include authentication or that does not pass the validation
process for the authentication protocol

The Reconfigure Key protocol described in Section 20.4 provides
protection against the use of a Reconfigure nessage by a nmali cious
DHCP server to mount a denial of service or man-in-the-mddle attack
on a client. This protocol can be conpronised by an attacker that
can intercept the initial nessage in which the DHCP server sends the
key "in plain text" to the client.

Many of these rogue server attacks can be nitigated by naking use of
t he mechani sm described in [ RFC7610] and [ RFC7513].

The threat specific to a DHCP server is an invalid client
masquerading as a valid client. The notivation for this may be for
theft of service, or to circunvent auditing for any number of

nef ari ous purposes.

The threat common to both the client and the server is the resource
"deni al of service" (DoS) attack. These attacks typically involve

t he exhaustion of avail abl e assigned address or del egatabl e prefixes,
or the exhaustion of CPU or network bandw dth, and are present
anytine there is a shared resource. Sone forns of these exhaustion
attacks can be partially nitigated by appropriate server policy,
e.g., limting the maxi mrum nunber of |eases any one client can get.

The messages exchanged between relay agents and servers may be used
to nount a "man in the mddle" or denial of service attack

Conmuni cati on between a server and a relay agent, and conmmuni cation
bet ween relay agents, can be authenticated and encrypted through the
use of | Psec, as described in [ RFC8213].

However, the use of manually configured pre-shared keys for |Psec

bet ween relay agents and servers does not defend agai nst replayed
DHCP nessages. Repl ayed nessages can represent a DOS attack through
exhaustion of processing resources, but not through nis-configuration
or exhaustion of other resources such as assi gnabl e address and

del egat abl e prefixes.

Various network environnments also offer levels of security if
depl oyed as described bel ow.
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23.

- In enterprise and factory networks, use of [|EEE-802. 1x]
aut henti cation can prevent unknown or untrusted clients from
connecting to the network. However, this does not necessarily
assure that the connected client will be a good DHCP or network
actor.

- For wired networks where clients typically are connected to a
switch port, snooping DHCP nulticast (or unicast traffic) becones
difficult as the switches limt the traffic delivered to a port.
The client’s DHCP nulticast packets (with destination address
fe02::1:2) are only forwarded to the DHCP server’'s (or relay’s)
switch port - not all ports. And the server’'s (or relay’s)
uni cast replies are only delivered to the target client’s port -
not all ports.

- In public networks (such as a WFi network in a coffee shop or
airport), it is possible for others within radi o range to snoop
DHCP and other traffic. But in these environments, there is very
little if anything that can be | earned fromthe DHCP traffic
itself (either fromclient to server, or server to client) if the
privacy consi derations (see Section 23) are foll owed. For devices
that do not follow the privacy considerations, there is al so
little that can be | earned that would not be available from
subsequent comuni cations anyway (such as the device' s nac-
address). O, that cannot be inferred by the bad actor initiating
a DHCP request itself (since all clients will typically receive
simlar configuration details). As mentioned above, one threat is
that the RKAP key for a client can be learned (if the initia
Solicit / Advertise / Request / Reply exchange is nonitored) and
trigger a premature reconfiguration - but this is relatively easy
to prevent by disallowing direct client-to-client comunication on
these networks or using [ RFC7610] and [ RFC7513].

Privacy Consi derations

This section focuses on the server considerations. For extended
di scussi on about privacy considerations for the client, see
[RFC7824]. In particular, Section 3 of that docunent discusses
various identifiers that could be m sused to track the client.
Section 4 discusses existing nechani sns that may have an inpact on
client’s privacy. Finally, Section 5 discusses potential attack
vectors. For recomendati ons how to address or nitigate those

i ssues, see [ RFC7844].

This specification does not define any allocation strategies.

I npl enenters are expected to develop their own algorithmfor the
server to choose a resource out of the avail able pool. Severa
possi ble allocation strategies are nentioned in Section 4.3 of
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[RFC7824]. Please keep in mnd that this list is not exhaustive and
there are certainly other possible strategies. Readers are also
encouraged to read [ RFC7707], in particular Section 4.1.2 that

di scusses the problens with certain allocation strategies.

24. | ANA Consi derati ons

Thi s docunent does not define any new DHCP nane spaces or
definitions.

The publication of this docunent does not change the assignnment rules
for new val ues for nessage types, option codes, DU D types or status
codes.

The list of assigned values used in DHCPv6 is avail abl e at
htt ps://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet ers

| ANA is requested to update the https://ww.iana. org/assi gnments/
dhcpv6-paranmeters page to add a reference to this docunent for
definitions previously created by [ RFC3315], [RFC3633], [RFC4242] and
[ RFC7083] .

I ANA is requested to add two colums to the DHCPv6 Option table at
https://ww.iana. org/ assi gnment s/ dhcpv6- paraneters to indicate which
options are allowed to appear in a client’s Option Request option
(see Section 21.7) and which options are singleton options (only

all oned to appear once as a top-level or encapsul ated option - see
Section 16 of [RFC7227]). Table 4 provides the data for the options
assigned by IANA at the tine of witing.

oo - T T Fommemeeeas +
| Optio | Option Name (OPTION | dient ORO (1) | Singleton |
n | prefix renmoved) | | Option
Fom oo - o m e e e e e oo oo Fom e e e e oo oo [ S +
| 1| CLIENTID | No | Yes |
| 2 | SERVERI D | No | Yes |
[ 3| ITANA | No | No [
[ 41 1A TA | No | No [
[ 5| | AADDR | No | No [
[ 6 | ORO | No | Yes [
| 7 | PREFERENCE | No | Yes |
| 8 | ELAPSED TI ME | No | Yes |
[ 9 | RELAY_MSG | No | Yes [
[ 11 | AUTH | No | Yes [
[ 12 | UNI CAST | No | Yes [
[ 13 | STATUS_CODE | No | Yes [
| 14 | RAPID COWM T | No | Yes |
| 15 | USER_CLASS | No | Yes |
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17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

33
34
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
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VENDOR_CLASS
VENDOR_CPTS

| NTERFACE_| D
RECONF_MBG
RECONF_ACCEPT

S| P_SERVER D

SI P_SERVER A
DNS_SERVERS
DOVAI N_LI ST

| A_PD

| APREFI X

NI S_SERVERS

NI SP_SERVERS

NI S_DOVAI N_NAVE
NI SP_DOVAI N_NAVE
SNTP_SERVERS

I NFORMATI ON_REFRESH_TI M

E

BCMCS_SERVER D
BCMCS_SERVER A
GECCONF_Cl VI C
REMOTE_| D
SUBSCRI BER_I D
CLI ENT_FQDN

PANA AGENT

NEW PGCsSI X_TI MEZONE
NEW TZDB_TI MEZONE
ERO

LQ_QUERY

CLI ENT_DATA
CLT_TI ME

LQ RELAY_DATA

LQ CLI ENT_LI NK
M P6_HNI DF

M P6_VDI NF

V6 _LOST
CAPVWAP_AC V6
RELAY_| D

| Pv6_Addr ess- MbS
| Pv6_FQDN- MbS
NTP_SERVER
V6_ACCESS_DOVAI N
SIP_UA CS LIST
OPT_BOOTFI LE_URL
OPT_BOOTFI LE_PARAM
CLI ENT_ARCH_TYPE
NI |

GECLOCATI ON

DHCP for

Yes

Yes

Yes

Yes

Yes

Required for

I nf or mat i on-request
Yes

Yes

Yes
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No (2)
No (2)
Yes
Yes
Yes
Yes
Yes
Yes
Yes

No

No

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

83

84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
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AFTR_NAME
ERP_LOCAL_DOVAI N_NANE
RSCO

PD_EXCLUDE

VSS

M P6_I DI NF

M P6_UDI NF

M P6_HNP

M P6_HAA

M P6_HAF

RDNSS_SELECTI ON
KRB_PRI NCI PAL_NANME
KRB_REALM NANE

KRB_DEFAULT_REALM NANVE

KRB_KDC
CLI ENT_LI NKLAYER_ADDR
LI NK_ADDRESS

RADI US

SOL_MAX_RT

| NF_MAX_RT

ADDRSEL
ADDRSEL_TABLE
V6_PCP_SERVER
DHCPV4_MBG
DHCP4_ O _DHCP6_SERVER
S46_RULE

S46_BR

S46_DMVR
S46_V4V6BI ND
S46_PORTPARAMS
S46_CONT_MAPE
S46__CONT_MAPT
S46_CONT_LW

4RD

4RD_MAP_RULE
4RD_NON_MAP_RULE
LQ BASE_TI ME

LQ _START_TI ME
LQ END TI ME

DHCP Capti ve- Port al
MPL_ PARAMVETERS
ANl _ATT

ANl _NETWORK_NANME
ANl _AP_NAME

ANl _AP_BSSI D

ANl _OPERATOR | D

DHCP for

FEBEF S 55853553 5585555555

| Pv6

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Required for
Solicit
Required for
I nf or mat i on-request
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Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
No
Yes
Yes
No (3)
No
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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| ANl _OPERATOR REALM | No | Yes [
| S46_PRIORITY | Yes | Yes |
| MUD_URL_V6 (TEMPORARY) | No | Yes |
| V6_PREFI X64 | Yes | No |
| F_BI NDI NG_STATUS | No | Yes [
| F_CONNECT_FLAGS | No | Yes [
| F_DNS_REMOVAL | NFO | No | Yes [
| F_DNS_HOST_ NAME | No | Yes |
| F_DNS_ZONE_NAME | No | Yes |
| F_DNS_FLAGS | No | Yes |
| F_EXPI RATI ON_TI ME | No | Yes [
| F_MAX_UNACKED_BNDUPD | No | Yes |
| F_MCLT | No | Yes |
| F_PARTNER LI FETI ME | No | Yes |
| F_PARTNER LI FETI ME_SENT | No | Yes |
| F_PARTNER _DOM_TI ME | No | Yes |
| F_PARTNER RAWCLT TIME | No | Yes [
| F_PROTOCOL_VERSI ON | No | Yes [
| F_KEEPALI VE_TI ME | No | Yes [
| F_RECONFI GURE_DATA | No | Yes |
| F_RELATI ONSH P_NANMVE | No | Yes |
| F_SERVER FLAGS | No | Yes |
| F_SERVER STATE | No | Yes [
| F_START TIME_OF _STATE | No | Yes |
| F_STATE EXPIRATION.TIME | No | Yes [
| RELAY_PORT | No | Yes |
| 1 Pv6_ADDRESS- ANDSF | Yes | Yes |

e e e e e e i e e o oo Fom e e e e oo oo [ S +

Tabl e 4: Updated Options Table

Not es for Tabl e 4:

(1

(2)

(3)

For the "Cient ORO'" colum: a "Yes" for an option neans that
the client includes this option code in the Option Request
option (see Section 21.7) if it desires that configuration
informati on; a "No" neans that the option MJST NOT be incl uded
(and servers SHOULD silently ignore that option code if it
appears in a client’s Option Request option).

For each enterprise-nunber, there MUST only be a single
i nstance.

See [ RFC7598] for details.

I ANA is requested to correct the range of possible Status Codes in
the Status Codes table at https://ww. iana. org/assi gnnents/
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25.

dhcpv6- paraneters by replacing 23-255 (as Unassigned) with 23-65535
(the codes are 16-bit unsigned integers).

I ANA is requested to update the Al DHCP_Rel ay Agents_and_Servers
(ff02::1:2) and Al _DHCP Servers (ff05::1:3) table entries in the
I Pv6 nulticast address space registry at

https://wmv. i ana. or g/ assi gnnents/i pv6-nul ti cast-addresses to
reference this docunment instead of [RFC3315].

I ANA is requested to add an "Cbsol ete" annotation into the "DHCPv6
Del ayed Authentication" entry in the "Authentication Suboption (val ue
8) - Protocol identifier values" registry at

https://ww. i ana. or g/ assi gnment s/ boot p- dhcp- paranmeters, and to add an
"(bsol ete" annotation into the "Del ayed Authentication" entity in the
"Protocol Nanme Space Val ues" registry at

https://ww. i ana. or g/ assi gnment s/ aut h- nanespaces. [ANA is al so
requested to update these pages to reference this docunent instead of
[ RFC3315] .

I ANA is requested to add a reference to this docunent for the RDM
value of 0 to the "RDM Name Space Val ues" registry at
https://ww. i ana. or g/ assi gnnent s/ aut h- nanespaces

I ANA is requested to update the "Service Nane and Transport Protoco
Port Number Registry" at https://ww.iana. org/assi gnnents/service-
nanes- port-nunbers as foll ows:

546/ udp - Add a reference to this docunent.
547/ udp - Add a reference to this docunent.
547/tcp - Add a reference to [ RFC5460].
647/tcp - Add a reference to [ RFC8156].

(bsol et ed Mechani sns

This specification is nostly a corrected and cl eaned up version of
the original specification, [RFC3315], along with nunerous additions
fromlater RFCs. However, there are a small nunmber of mechani sns
that were not widely depl oyed, were underspecified or had other
operational issues. Those mechani snms are now consi dered deprecated.
Legacy inpl enentati ons MAY support them but inplenmentations
conformant to this document MJST NOT rely on them

The foll ow ng mechani sns are now obsol et e:
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Del ayed Aut hentication. This nmechani smwas underspecified and had
significant operational burden. As a result, after 10 years its
adoption was extremely linmted at best.

Lifetime hints sent by a client. Cdients used to be allowed to send
lifetinme values as hints. This nmechani smwas not w dely inplenented
and there were known misinplementations that sent the remnaining
lifetimes rather than total desired lifetimes. That in turn was
somet i mes m sunderstood by servers as a request for ever decreasing

| ease lifetinmes, which caused i ssues when val ues started approaching
zero. Cients now SHOULD set lifetimes to O in | A Address and | A
Prefix options, and servers MJST ignore any requested lifetine val ue.

T1/ T2 hints sent by a client. These had sinmilar issues to the
lifetime hints. dients now SHOULD set the T1/T2 values to 0 in

IA NA and | A PD options, and servers MJST ignore any client supplied
T1/ T2 val ues.
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Appendi x A, Summary of Changes

Thi s appendi x provides a sunmary of the significant changes made to
this updated DHCPv6 specification.

1.

The Introduction Section 1 was reorgani zed and updated. In
particular, the client/server nessage exchanges were noved into
a new (and expanded) section on their own (see Section 5). And,
new sections were added to discuss the relation to previous
DHCPv6 docunments and al so to DHCPv4.

The Requirenents Section 2 and Background Section 3 had very
m nor edits.

The Termi nol ogy Section 4 had minor edits.

The DHCP Termi nol ogy Section 4.2 was expanded to incorporate
definitions from RFC3633, add T1/T2 definitions, add a few new
definitions useful in a docunent that conbi ned address and
prefix del egation assignnments, and inprove sonme existing
definitions.

The Cient-Server Exchanges Section 5 was added from materi al
previously in the Introduction Section 1 of RFC3315 and was
expanded.

The Qperational Mdels Section 6 is new and provi des information
on the kinds of DHCP clients and how t hey operate.
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10.

11.

12.

13.

14.

15.

16.

The DHCP Constants Section 7 was primarily updated to add
constants from RFC4242 and RFC7083. Note that the
HOP_COUNT_LIMT was reduced from32 to 8

The Cient/Server Message Formats Section 8, Relay Agent/ Server
Message Formats Section 9, and Representation and Use of Donmin
Nanes Section 10 had only very m nor changes.

The DHCP Uni que Identifier (DU D) Section 11 now di scourages,
rat her than disallows, a server to parse the DU D, now includes
some information on the DU D-UU D (RFC6355), and has other mi nor
edits.

The ldentity Association Section 12 was expanded to better
expl ain the concept and al so included prefix del egation

The Assignment to an | A Section 13 incorporates naterial from
two sections (11 and 12) of RFC3315 and al so includes a section
on prefix del egation.

The Transm ssion of Messages by a dient Section 14 was expanded
toinclude rate limting by clients and how clients shoul d
handl e T1 or T2 val ues of 0.

The Reliability of Client Initiated Message Exchanges Section 15
was expanded to clarify that the El apsed Tinme option nust be
updated in retransmtted nessages and that a client is not
required to listen for DHCP traffic for the entire
retransm ssi on period.

The Message Validation Section 16 had minor edits.

The dient Source Address and Interface Sel ection Section 17 was
expanded to include prefix del egation.

The DHCP Configurati on Exchanges Section 18 consol i dates what
used to be in the RFC3315 DHCP Server Solicitation Section 17
DHCP dient-lInitiated Configurati on Exchange Section 18, and
DHCP Server-lInitiated Configurati on Exchange Section 19. This
mat eri al was reorgani zed and enhanced, and incorporates prefix
del egati on from RFC3633 and ot her changes from RFC4242, RFC7083,
and RFC7550. A few changes of note:

1. The Option Request option is no |onger optional for some
messages (Solicit and Information-request) as RFC7083
requires clients to request SOL_MAX RT or | NF_MAX RT
options.
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17.

18.

19.

20.

21.

22.

2. The Reconfigure nessage should no |l onger contain | A NA
IA PD, ORO or other options to indicate to the client what
was reconfigured. The client should request everything it
needs in the response to the Reconfigure.

3. The lifetine and T1/ T2 hints should not be sent by a client
(it should send 0 values in these fields) and any non-zero
val ues shoul d be ignored by the server.

4, Carified that a server may return different addresses in
the Reply than requested by a client in the Request nessage.
Also clarified that a server nust not include addresses that
it will not assign.

Al so, a Refreshing Configuration Information Section 18.2.12 was
added indicating use cases for when a client should try to
refresh network information.

The Rel ay Agent Behavi or Section 19 incorporates [RFC7283] and
had m nor edits. A new section, Interaction between Rel ay
Agents and Servers Section 19.4, was added.

The Aut hentication of DHCP Messages Section 20 had significant
changes: | Psec materials were nostly renoved and replaced with a
reference to [ RFC8213], and the Del ay Authentication Protoco

was renoved (see Section 25). Note that the Reconfigure Key

Aut henti cation Protocol is retained.

The DHCP Options Section 21 was expanded to incorporate the
prefix del egation options from RFC3633, the Information Refresh
Time option from RFC4242, and the SOL_MAX_RT and | NF_MAX_RT
options from RFC7083. In addition, sonme additional edits were
made to clarify option handling, such as which options should
not be in an Option Request option

The Security Considerations Section 22 were updated to expand
the discussion of security threats and incorporate material from
the incorporated docunents, primarily RFC3633.

The new Privacy Considerations Section 23 was added to consi der
privacy issues.

The | ANA Consi derations Section 24 was rewitten to reflect the
changes requested for this document as other documents have

al ready nmade the nessage, option, DU D, and status code
assignnents and this docunent does not add any new assi gnnents.
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23.

24.

25.

26.

27.

28.

The new (bsol et ed Mechani sns Section 25 docunents what this
speci ficati on obsol etes.

The Appearance of Options in Message Types Appendi x B and
Appearance of Options in the Options Field of DHCP Appendix C
were updated to reflect the incorporated options from RFC3633,
RFC4242, and RFC7083.

Where appropriate, informational references have been added to
provi de further background and gui dance throughout the docunent
(as can be noted by the vast increase in references).

Changes were made to incorporate the following errata for

[ RFC3315]: Erratum | Ds 294, 295, 1373, 1815, 2471, 2472, 2509,
2928, 3577; [RFC3633]: Erratum | Ds 248, 1880, 2468, 2469, 2470,
3736; and [ RFC3736]: Erratum I D 3796

General changes to other | Pv6 specifications, such as renoving
the use of site-local unicast addresses and addi ng uni que | oca
addresses, were made to the document. Note that in a few

pl aces, ol der obsol eted RFCs (such as RFC2462 related to M and O
bit handling) are still referenced as the material cited was not
added in the replacenent RFC

It should be noted that this docunent does not refer to al
DHCPv6 functionality and specifications. Readers of this
specification should visit https://ww.iana.org/assignments/
dhcpv6-paraneters and https://datatracker.ietf.org/wy/ dhc/ to

| earn of the RFCs that define DHCPv6 nessages, options, status-
codes, and nore.

Appendi x B. Appearance of Options in Message Types

The following tables indicates with a "*" the options are allowed in
each DHCP nessage type

These tables are informational and should they conflict with text
earlier in this docunent, that text should be consi dered
authoritative.
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£

Client Server
I D

(0]

El ap. Rel ay Server
IAPD ORO Pref Tinme Msg. Auth. Unicast
*

*

W)

T

>

Solicit
Advert.
Request
Confirm
Renew

Rebi nd

Decl i ne
Rel ease
Repl y

Reconf .
I nform
R-f orw.
R-repl.

*

L T I >(-|>
* Ok Ok Ok * %k k|
* Ok Ok Ok k%

LR T R T . e
* Ok 3k *

(see note) * *

NOTE: Server |ID option (see Section 21.3) is only included in
I nf ormati on-request nmessages that are sent in response to a
Reconfigure (see Section 18.2.6).

Info

Status Rap. User Vendor Vendor Inter. Recon. Recon. Refresh
Code Comm dass Class Spec. I D Msg. Accept Tine

Solicit * * * * *

Advert. * * * * *

Request * * * *

Confirm * * *

Renew * * *

Rebi nd * * *

Decl i ne * * *

Rel ease * * *

Repl y * * * * * * *

Reconf . *

I nform * * * *

R-forw.

R-repl.
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SOL_MAX _RT | NF_MAX RT
Solicit
Advert. *
Request
Confirm
Renew
Rebi nd
Decl i ne
Rel ease
Repl y * *
Reconf .
I nform
R-f orw.
R-repl.

Appendi x C. Appearance of Options in the Options Field of DHCP Options

The following table indicates with a "*" where options defined in
this docunment can appear as top-level options or encapsulated in
other options defined in this docunment. Oher RFC s nay define
addi tional situations where options defined in this docunent are
encapsul ated in other options.

This table is informati onal and should it conflict with text earlier
in this docunent, that text should be considered authoritative.
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I A NA/ RELAY- RELAY-
IA TA | AADDR | A PD | APREFI X FORW REPLY
Client |
Server |
A NVIATA *
| AADDR

| A PD *

| APREFI X *
ORO

Pr ef erence

El apsed Ti ne
Rel ay Message * *
Aut henti c.

Server Uni.

St at us Code

Rapi d Comm

User C ass

Vendor d ass
Vendor | nfo.
Interf. ID
Reconf. MSG
Reconf. Accept
Info Refresh Tine
SOL_MAX RT

I NF_MAX_RT

D
D *

* Ok
*

* %k k F F *

* %k Ok *

Not es: Options asterisked in the "Top-Level"” colum appear in the
options field of client nessages (see Section 8). Options asterisked
in the "RELAY- FORW / "RELAY-REPLY" colum appear in the options
field of the Relay-forward and Rel ay-reply nessages (see Section 9).

Aut hors’ Addresses
Tonek M ugal ski
I nternet Systens Consortium Inc.
950 Charter Street
Redwood City, CA 94063
USA

Enmai | : tonmasz. nrugal ski @nail.com
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I nternet Systems Consortium Inc.
950 Charter Street

Redwood City, CA 94063

USA

Emai | : msi odel ski @nail.com

Berni e Vol z

Cisco Systens, Inc.
1414 Massachusetts Ave
Boxbor ough, MA 01719
USA

Email : vol z@i sco. com

Andr ew Yourt chenko
Ci sco Systens, Inc.
De Kl eetlaan, 7

D egem B-1831

Bel gi um

Emai | : ayourtch@i sco.com

M chael C. Richardson
Sandel man Sof t war e Wor ks
470 Dawson Avenue
Otawa, ON Kl1Z 5V7

CA

Emai | : ncr+i et f @andel man. ca
URI : http://ww. sandel man. ca/
Sheng Ji ang

Huawei Technol ogi es Co., Ltd

Ql4, Huawei Canpus, No. 156 Bei qi ng Road
Hai -Dian District, Beijing, 100095

P. R China

Emai | : jiangsheng@uawei . com
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Ted Lenon

Nom num | nc.

800 Bridge St.

Redwood City, CA 94043
USA

Emai | : Ted. Lenbn@oni num com

Tinothy Wnters
Uni versity of New Hanpshire, Interoperability Lab (UNH 1 QL)

Durham NH
USA
Email: twinters@ol. unh. edu
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