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Abst ract

DHCPv4 over DHCPv6 [ RFC7341] describes a nechanismfor dynamically

configuring I Pv4 over an |Pv6-only network.

DHCPv4 over DHCPv6

to function with sonme | Pv4-over-1Pv6 softw re nmechani sns and

depl oynent scenarios, the operator nust
that the client will use as the source of

learn the /128 | Pv6 address
| Pv4-in-1Pv6 tunnel. This

address, in conjunction with the |1 Pv4 address and the Port Set ID
all ocated to the DHCP 406 client are used to create a binding table

entry in the softwire tunne

concentrator.

This nmeno defines two

DHCPv6 options used to comuni cate the source tunnel |Pv6 address

bet ween the DHCP 406 client and server

It al so describes a nethod

for configuring the client with the IPv6 address of the border router

so that the softwire can be established.

is designed to work in

conjunction with the I Pv4 address allocation process.

Status of This Meno

This Internet-Draft is subnmitted in ful
provi sions of BCP 78 and BCP 79.

conformance with the

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts

The list of current |nternet-

Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and nay be updated, replaced,

or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 5, 2017
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Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Determ nistic | Pvd-over-1Pv6 transition technol ogi es require that

el ements are pre-configured with binding rules for routing traffic to
clients. This places a constraint on the location of the client’s
tunnel endpoint: The tunnel endpoint has to be a pre-deternined
prefix which is usually be configured on the home gateway device

[ RFC7597] describes a DHCPv6 based nechani sm for provisioning such
determnistic softwires

A dynani ¢ provisioning nodel, such as using DHCPv4 over DHCPv6

[ RFC7341] allows nuch nore flexibility in the |ocation of the |IPv4-
over-|1Pv6 tunnel endpoint, as the |IPv6 address is dynanically
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signal | ed back to the service provider so that the corresponding
tunnel configuration in the border router (BR) can be created. The
DHCP 406 client and tunnel client could be run on end devices
attached to any routable IPv6 prefix allocated to an end-user,

| ocated anywhere within an arbitrary home network topol ogy. Dynanic
al l ocation also helps to optimize | Pv4 resource usage as only clients
which are currently active are allocated | Pv4 addresses.

Thi s docunment describes a nechanismfor dynam cally provisioning
softwires created using DHCPv4 over DHCPv6 (DHCP 406), including
provisioning the client with the address of the softw re border
router (BR) and informing the service provider of client’s binding
bet ween the dynanmically all ocated | Pv4 address and Port Set |ID and
the 1Pv6 address that the softwire Initiator will use for accessing
| Pv4-over-1Pv6 services.

It is used with DHCP 406 nessage flows to communi cate the binding
over the I Pv6-only network. The service provider can then use this
bi nding i nformati on to provision other functional elenments in their
networ k accordingly, e.g. using the client’s binding information to
synchroni se the binding table in the border router

2. Applicability

The mechani sm described in this docunent is only suitable for use for
provi sioning softwire clients via DHCP 406. The options descri bed
here are only applicable within the DHCP 406 nessage exchange
process. Current softwire technol ogies suitable for extending to

i ncorporate DHCPv4 over DHCPv6 with dynamic | Pv4 address | easing

i nclude [ RFC7597] and [ RFC7596] .

3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

4. Sol ution Overview

The solution in this docunent is intended for the dynanic

establi shnent of |Pv4-over-IPv6 softwires. DHCP 406 [ RFC7341]
supports dynamically allocating (shared) |IPv4 address. For a
softwire to be successfully created, the |IPv4 address has to be
linked to the client’s I Pv6 tunnel source address. Wthin this
process, the DHCP 406 client uses a DHCPv6 option to signal its
tunnel source |IPv6 address to the DHCP 406 server so that the
operator’s provisioning systemcan create the binding and configure
the tunnel concentrator accordingly.
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Two new DHCPv6 options are defined in this neno:

OPTI ON_DHCP406_SADDR _HI NT and OPTI ON_DHCP406_SADDR. They are

i ntended to be used al ongsi de the nornmal DHCPv4 | Pv4 address

al |l ocation nessage flowin the context of DHCP 406. |f a DHCP 406
client supports this nmechanism it MJST include the code of

OPTI ON_DHCP406_SADDR HI NT in the Option Request Option (ORO

[ RFC3315] when requesting | Pv4d configuration through DHCP 406

The conmuni cation of parameters between the client and server is a
two-way process: OPTI ON_DHCP406_SADDR HINT is optionally used by the
DHCP 406 server to indicate to the client a preferred IPv6 prefix for
bi nding the received | Pv4 configuration and sourcing tunnel traffic.
This may be necessary if there are nultiple IPv6 prefixes in use in
the customer network (e.g. ULAs), or if the specific |Pv4-over-1Pv6
transition nechanismrequires the use of a particular prefix for any
reason. Wen the client has selected an | Pv6 address to bind the

| Pv4 configuration to, it passes the address back to the DHCP 406
server using OPTI ON_DHCP406_SADDR

4.1. Provisioning the BR Address

To configure a softwire, the initiator also requires the | Pv6 address
of the BR  Section 4.2 of [RFC7598] defines option 90
(OPTION_S46 _BR) for this purpose, but nandates that the option can
only be used when encapsul ated within one of the softwi re container
options: OPTI ON_S46_CONT_MAPE, OPTI ON_S46_CONT_MAPT or

OPTI ON_S46_CONT_LW  From Section 3 of [RFC7598]:

"Softwi re46 DHCPv6 clients that receive provisioning options that
are not encapsulated in container options MIST silently ignore
t hese options."

Thi s docunment updates [RFC7598] to renove this restriction for DHCPv6
option 90 (OPTION S46 BR) allowing it to appear directly within the
list of options in the client’s ORO request and directly within
subsequent nessages sent by the DHCPv6 server

5. 1Pv6/I1Pv4 Binding Message Fl ow

The follow ng di agram shows the client/server nessage fl ow and how
the options defined in this docunent are used. |In each step, the
rel evant DHCPv4 nessage i s given above the arrow and the rel evant
options below the arrow. Al the DHCPv4 nessages here are

encapsul ated i n DHCPv4-query or DHCPv4-response nessages, and those
options are included in the 'options’ field of the DHCPv4-query or
DHCPv4-response nessage.
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DHCP 406 DHCP 406
dient Ser ver
[ DHCPDI SCOVER ( DHCPv4) |
St ep 1 | ————————————————————————————————————————————————————— >

I
ORO wi th OPTI ON_S46_BR, |

OPTI ON_DHCP406_SADDR_HI NT( DHCPV6) |
I

I

DHCPOFFER ( DHCPv4)
Step 2

I
I
I
I
[ OPTI ON_S46_BR, OPTI ON_DHCP406_SADDR _HI NT [
| (cipve-prefix-hint with service provider’s |
| preferred prefix) (DHCPv6) |
I I
| DHCPREQUEST ( DHCPv4) |
Step 3 |-----mmm e e oo >|
OPTI ON_S46_BR, [
OPTI ON_DHCP406_SADDR (ci pv6-bound-prefix with |
client’s bound /128 | Pv6 address) (DHCPv6) |
I
I

I
I
|
| DHCPACK ( DHCPv4)

Step 4 | <---mmmmmm oo [
[ OPTI ON_S46_BR, [
| OPTI ON_DHCP406_SADDR (ci pv6-bound-prefix with |
| client’s bound /128 | Pv6 prefix) (DHCPv6) |
I I

| Pv6/ | Pv4 Bi ndi ng Message Fl ow

A client attenpting dynam c softwire configuration includes the
option code for OPTI ON_BR PREFI X, OPTI ON_DHCP406_SADDR HI NT in the
DHCPv6 ORO in all DHCPv4-query nessages it sends.

When a DHCP 406 Server replies with a DHCPOFFER nessage, it SHOULD

i nclude OPTION S46_ BRIt MAY al so include

OPTIl ON_DHCP40O6_SADDR _HI NT, which is used to indicate a preferred
prefix that the client should use to bind | Pv4 configuration to. |If
this option is received, the client MIST performa | ongest prefix
mat ch between ci pv6-prefix-hint and all prefixes/addresses in use on
the device. If a match is found, the selected prefix MJST then be
used to bind the received I Pv4 configuration to and source the tunnel
from |If no match is found, or the client doesn’t receive

OPTI ON_DHCP40O6_SADDR _HI NT the client MAY select any valid | Pv6
address to use as the tunnel source.

Once the client has selected which prefix it will use, it MAY use

either an existing |Pv6 address that is already configured on an
interface, or create a new address specifically for use as the
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softwire source address (e.g. using an Interface ldentifier
constructed as per Section 6 of [RFC7597]). |If a new address is
being created, the client MJST conplete configuration of the new
address, perform ng duplicate address detection (if required) before
proceeding to Step 3.

OPTI ON_DHCP4O6_SADDR is used by the client to informthe DHCP 406
Server which | Pv6 address the | Pv4 configuration has been bound to.
The client MJST put the selected | Pv6 softwire source address into
this option and include it in the DHCPv4-response nessage when it
sends t he DHCPREQUEST nessage.

6. DHCPv6 Options
6.1. DHCPv4 over DHCPv6 Source Address Hint Option

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| OPTI ON_DHCP406_SADDR_HI NT | option-length |
B i S S T s i S T st i S S S S S S S S i
| cipv6-hintlen | [
R I S R i e i ci pv6- prefi x-hint .
. (vari abl e | ength) .
i T e o o s T T e et e o o NI e

0 option-code: OPTI ON DHCP406_SADDR HI NT ( TBAL)

o option-length: 1 + length of cipv6-prefix-hint, specified in
byt es.

0 cipv6e-hintlen: 8-bit field expressing the bit nmask [ ength of the
I Pv6 prefix specified in cipv6e-prefix-hint. Valid values are 0 to
128.

0 cipvb-prefix-hint: The IPv6 prefix indicating the preferred prefix
for the client to bind the received |IPv4d configuration to. The
length is (cipve-hintlen + 7) / 8. The field is padded on the
right with zero bits up to the nearest octet boundary when ci pv6-
prefix-hint is not evenly divisible by 8.

OPTI ON_DHCP406_SADDR HI NT is a singleton. Servers MJST NOT send nore
than one instance of the OPTI ON DHCP406_SADDR HI NT option

6.1.1. Cdient Option Validation Behavior

On receipt of the OPTI ON_DHCP406_SADDR HI NT option, the client makes
the follow ng validation checks:

0 The received cipv6-hintlen value is not larger than 128.

Farrer, et al. Expi res August 5, 2017 [ Page 6]



Internet-Draft DHCP 406 SADDR option February 2017

6

7

0 The received cipv6-hintlen value is not |arger than the nunber of
bytes sent in the cipve-prefix-hint field. (e.g. the cipv6-hintlen
is 128 but the cipv6-prefix-hint has only 8 bytes).

For either of these cases the receiver MAY either discard the option
and proceed to attenpt configuration as if the option had not been
received, or attenpt to use the received values for the long prefix
mat ch anyway.

The receiver MIST only use bits the cipv6-prefix-hint field up to the
val ue specified in the cipv6-hintlen when performnm ng the | ongest
prefix match. cipv6-prefix-hint bits beyond this val ue MJST be

i gnor ed.

DHCPv4 over DHCPv6 Source Address Option

The format of DHCPv4 over DHCPv6 Source address option is defined as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| OPTI ON_DHCP406_ SADDR | option-length |
T T e o o i e T S i ki o e e
I I
+ ci pv6- src-address +
. (128 bits) .
B T i S S i S T h T i S S S S e

0 option-code: OPTI ON_DHCPA40O6_SADDR ( TBA2)

option-length: 16.

0 cipvb-src-address: 16 bytes long; The I Pv6 address that the client
has bound the allocated | Pv4 configuration to.

o

Security Considerations

Security considerations which are applicable to [ RFC7341] are al so
appl i cabl e here.

| ANA Consi derati ons
I ANA is requested to allocate a DHCPv6 option code for

OPTI ON_DHCP406_SADDR _HI NT and a DHCPv4 option code for
OPTIl ON_DHCP406_ SADDR
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