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Abst ract

The DHCP Rel ay Agent Assignnent Notification (RAAN) option is sent
froma DHCP server to a DHCP relay agent to informthe relay agent of
| Pv6 addresses that have been assigned or |Pv6 prefixes that have
been del egated to DHCP clients.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on COctober 3, 2017.
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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to this docunent. Code Conponents extracted fromthis docunent nust
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1. Introduction

The DHCP Rel ay Agent Assignnent Notification (RAAN) option

encapsul ates address and prefix options to indicate that an address
or prefix has been assigned. The option may also carry other

i nformati on required by the network el enment for configuration related
to the assigned address or prefix.

For exanple, a relay agent uses the RAAN option to | earn when a
prefix that has been del egated t hrough DHCP prefix del egation (PD) to
a DHCP client. The relay agent notifies the network el enent on which
it is inplemented of the delegation information so the network

el ement can add routing information about the del egated prefix into
the routing infrastructure.

While the practice to date for DHCPv6 has been for the relay agents
to "snoop" the client’s nessage (encapsulated in the received Rel ay
Message option, and which is forwarded to the client), this will no
| onger be possible when clients and servers use
[I-D.ietf-dhc-sedhcpv6] to encrypt their conmunication

Use of the RAAN option has another benefit in that the Reply to a

client’s Rel ease nessage, whi ch does not have any useful information
for the relay agent about the addresses or del egated prefixes the
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client released, can now communicate this information in the RAAN
option to the relay agent.

2. Requirenents Language and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when t hey
appear in ALL CAPS. Wien these words are not in ALL CAPS (such as
"shoul d* or "Should"), they have their usual English neanings, and
are not to be interpreted as [ RFC2119] key words.

The term "DHCP" in this document refers to DHCP for |Pv6, as defined
in [RFC3315]. The ternms "DHCP prefix del egation" and "DHCP PD' refer
DHCP for 1Pv6 prefix del egation, as defined in [ RFC3633].

Additional terns used in the description of DHCP and DHCP prefix
del egation are defined in RFC 3315 and RFC 3633. In this docunent
"assigning" an IPv6 prefix is equivalent to "del egating" a prefix.

3. Option Semantics and Usage

The RAAN option carries infornmation about assigned | Pv6 addresses and
prefixes. |t encapsul ates | A Address options (RFC 3315) and/or | A
Prefix options (RFC 3633), and possibly other options that carry
other information related to the assigned | Pv6 address or prefix.

The DHCP server is responsible for synchronizing any state created by
a node through the use of the RAAN option. For exanple, if a DHCP
server receives a Rel ease nessage for a delegated prefix, it causes
the node to delete any state associated with that prefix by sending a
RAAN option containing an | A Prefix option with the rel eased prefix
and a valid lifetime of zero.

When a DHCP server sends this option to a relay agent, it MJST

include all addresses and prefixes assigned to the client on the link

to which the option refers at the time the option is sent.

Exanpl es of use:

0 Populate an ACL with an assigned |IPv6 address if the network
security policy requires limting |Pv6 forwarding to devices that
have obtai ned an address through DHCP

0 Inject routing information into a routing infrastructure about a
del egated prefix on behalf of a requesting router.
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4.

Rel ay Agent Behavi or

A relay agent that wants information fromthe server in a RAAN option
i ncludes an ORO requesting the RAAN option in its Rel ay- Forw nessage
A relay agent may do this for any relayed nessage, regardl ess of the
nmessage type or the message contents.

When a relay agent receives a Rel ay-Reply nessage containing a RAAN
option, the relay agent may forward that option data to the node in
which the relay agent is instantiated. |If no RAAN option is included
in the Relay-Reply, the relay agent MUST NOT assune anything with
regard to RAAN data and MJUST NOT forward any indication to the node
in which the relay agent is instantiated.

If a node creates state based on the information included in this
option, it MJUST renove that state when the lifetine as specified in
the option expires.

One concern with the RAAN option is that nessages fromthe DHCP
server may be received (or processed) out of order. But this concern
is no different than that for the "snooping” which has been used by
relay agents for many years (both in DHCPv4 and DHCPv6).

| mpl enenters should be aware of this and shoul d consi der naking use
of Leasequery ([ RFC5007]) to resolve conflicts.

Ser ver Behavi or

When a server is responding to a request and the ORO contains an RAAN
option, the server SHOULD i nclude a RAAN option with all of the
addresses and prefixes that have been (or are being assigned) to the
client. |If no addresses or prefixes are assigned, the server SHOULD
send a RAAN option with no addresses or prefixes.

If the DHCP server does include this option in a Relay-Reply nessage,
it MUST include it in the option area of the Rel ay-Reply nessage sent
to the relay agent intended as the recipient of the option

If the message received fromthe client contains no Cient ldentifier
option or the server is otherwi se unable to identify the client or

the client’s link (perhaps because of mssing or invalid data in the
request), the server MJST NOT include a RAAN option in the response.
Option For mat

The RAAN option has the follow ng format:
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Figure 1: Relay Agent Assignnent Notification Option Fornat
option-code OPTI ON_AGENT_NOTI FY (TBD).
option-len Length of encapsul ated options, in octets.

encapsul at ed- opti ons DHCP options to be delivered by the relay agent
Assi gnment Notification option

7. Encapsul ating DHCP Options in the RAAN Option

The contents of options encapsulated in the RAAN option are
interpreted according to the use of those options in the node on
which the relay agent is inplenmented. For the purposes of address
and prefix assignnent, the uses of the DHCP | A Address and | A Prefix
options are defined in this docunent.

Note that the contents of these options are not necessarily the sane
as in the correspondi ng options sent to the DHCP client.

7.1. | A Address Option

The fields in an | A Address option (OPTION | AADDR, option code 5) are
used as foll ows:

| Pv6 address The 1 Pv6 address assigned in this DHCP nessage

preferred-lifetime Not used by the relay agent; the server SHOULD
set this field to the preferred-lifetine of the
correspondi ng | A Address options in the nessage
to be forwarded to the client

valid-lifetine The lifetinme of the information carried in this
| A Address option, expressed in units of
seconds; if the valid-lifetime is 0, the
information is no longer valid
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| Aaddr - opti ons Not used by the relay agent; the server SHOULD
set this field to the | Aaddr-options of the
corresponding | A Address option in the nmessage
to be forwarded to the client

I A Prefix Option

The fields in an I A Prefix option (OPTION_I APREFI X, option code 28)
are used as foll ows:

preferred-lifetine Not used by the relay agent; the server SHOULD

set this field to the preferred-lifetine of the

corresponding | A Prefix options in the message
to be forwarded to the client

valid-lifetine The lifetime of the information carried in this
I A Prefix option, expressed in units of seconds;

if the valid-lifetine is O, the information is
no | onger valid

prefix-length Length for this prefix in bits
| Pv6-prefix The 1 Pv6 prefix assigned in this DHCP nessage
| Aprefi x-options Not used by the relay agent; the server SHOULD

set this field to the | Aprefix-options of the

corresponding | A Prefix option in the nessage to

be forwarded to the client

Requesting Assignnment Information fromthe DHCP Server
If a relay agent requires the DHCP server to provide information
about assi gned addresses and prefixes, it MJST include an Option
Request option, requesting the Assignnent Notification option, as
described in section 22.7 of RFC 3315.

I ANA Consi derati ons
I ANA is requested to assign an option code fromthe "DHCPv6 and
DHCPv6 options" registry http://ww.iana. org/assi gnments/
dhcpv6-paraneters to OPTI ON_AGENT_NOTI FY.

Security Considerations

Security issues related to DHCP are described in RFC 3315 and RFC
3633.
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11.

The RAAN option may be used to nount a denial of service attack by
causing a node to incorrectly populate an ACL or incorrectly
configure routing information for a del egated prefix. This option
may al so be used to insert invalid prefixes into the routing
infrastructure or add invalid | P addresses to ACLs in nodes.
Conmruni cati on between a server and a relay agent, and comruni cation
bet ween relay agents, can be secured through the use of |PSec, as
described in [I-D.ietf-dhc-rel ay-server-security].

Changes Log

If this section is included in the docunent when it is submtted for
publication, the RFC Editor is requested to renove it.

Changes in rev -01:

0 Added section describing use of "Server Reply Sequence Nunber"
option to allow resequenci ng of out-of-order nessages.

Changes in rev -02:

0 Made editorial change in section 1: s/the appropriate routing
protocol s/the routing infrastructure/

0 Updated first paragraph in Section 3 to allow nmultiple IA
Address options and/or | A Prefix options

0 Renaned section 3 to "Options Semantics and Usage"

0 Added paragraph to section "Option Senmantics and Usage"
requi ring that the DHCP server nust include all addresses/
prefixes for the client (on that link) in the RAAN option

0 Added list of use cases to section "Option Semantics and Usage"

0 Added section "Relay Agent Behavior"

0 Added section "Server Behavior"; moved second paragraph of
section "Option Semantics and Usage" to "Server Behavior"

0 Updated reference to draft-ietf-dhc-dhcpv6-srsn-option-00

0o Carified descriptions of various option fields in section
"Encapsul ati ng DHCP options in the RAAN Option"

Changes in rev -03: refreshed after expiration
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Changes in rev -04: all references to the "Server Reply Sequence
Nunmber " option were renmoved fromthe draft.

Changes in rev -05:
0o Converted the -04 text version to xni.

0 Updated introduction to add notivation for option because of
[I-D.ietf-dhc-sedhcpv6], and al so Reply to Rel ease "snoopi ng"
i ssues.

0 Updated security considerations to reference | Psec docunent
([I-D.ietf-dhc-rel ay-server-security]).
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