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Abst ract

Thi s docunment specifies the behavior that is expected fromthe Donmain
Nanme Systemwith regard to DNS queries for names ending with
".honenet.’, and designates this top-level domain as a special -use
domai n nane. The ’'.honenet’ top-level domain replaces '.honme’ as the
default domai n used by the Honme Networking Control Protocol (HNCP).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 19, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Users and devices within a hone network require devices and services
to be identified by names that are unique within the boundaries of
the hone network [RFC7368]. The nani ng nechani sm needs to function
wi t hout configuration fromthe user. Wile it may be possible for a
nane to be del egated by an | SP, home networks nust also function in
the absence of such a delegation. A default name with a scope
limted to each individual home network needs to be used.

The ' . honenet’ top-level donmain replaces '.hone’ which was specified
in [RFC7788] as the default donmai n-nane for hone networks. '.honge’
had been selected as the nost user-friendly option, but evidence
indicates that '.home’ queries frequently | eak out and reach the root
nane servers [I CANN1] [ICANN2]. As a result, the use of '.honme’ has
been deprecated; this docunment updates [RFC7788] to replace ’. hone’
with ' . honmenet’, while another docunent, [I-D.ietf-honenet-redact]
deprecates the use of the '.hone’ TLD

Thi s docunent registers the top-level domain '.honenet.’ as a
speci al -use domai n nane [ RFC6761] and specifies the behavior that is
expected fromthe Domain Nane Systemwi th regard to DNS queries for
nanes whose rightnost non-termnal |abel is 'honenet’. CQueries for
nanes ending with '.honenet.’ are of |ocal significance within the
scope of a honme network, neaning that identical queries will result
in different results fromone home network to another. |n other
words, a nane ending in ’.honmenet’ is not globally unique.
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Ceneral QGui dance

The top-level domain nanme ’.homenet.’ is to be used for nanming within
a hone network. Nanes ending with '.honenet.’” MJST refer to
services that are located within a home network (e.g., a printer, or
a toaster).

DNS queries for nanes ending with ’'.honmenet.’ are resol ved using

| ocal resolvers on the honenet. Such queries MJST NOT be recursively
forwarded to servers outside the |ogical boundaries of the hone

net wor K.

Al t hough home networks nost often provide one or nore service

di scovery mechanisns, it is still expected that sonme users will see,
renenber, and sometines even type, nanmes ending with '.honenet’. It
is therefore desireable that users identify the top-Ilevel domain and
understand that using it expresses the intention to connect to a
service that is specific to the hone network to which they are
connected. Enforcing the fulfillment of this intention is out of
scope for this docunent.

Domai n Nane Reservati on Consi derations

This section defines the behavior of systens involved in domai n nane
resol uti on when serving queries for names ending with ’.honenet.’ (as
per [ RFC6761]).

1. Users can use nanes ending with '.honenet.’ just as they would
use any ot her donmain nane. The ’'.honenet’ nane is chosen to be
readily recogni zed by users as signifying that the name is
addressing a service on the honenet to which the user’s device is
connect ed.

2. Applications SHOULD treat donmmin nanmes ending with . honenet.’

just like any other FQN, and MJST NOT nake any assunption on the

| evel of additional security inplied by its presence.

3. Nane resolution APIs and libraries MJST NOT recogni ze nanes
ending with ' . honenet.’” as special and MJUST NOT treat them
differently. Nanme resolution APls MJUST send queries for such
nanes to their configured caching DNS server(s). Using a caching
server other than the server or servers offered by the home
network will result in failure to correctly resolve queries for
" . honenet .

4. Unless configured otherw se, Caching DNS servers MJST behave as
described in Locally Served Zones ([ RFC6303] Section 3). Caching
DNS Servers that are part of a home network MAY be confi gured
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manual |y or automatically (e.g., for auto-configuration purposes)
to act differently, e.g., by querying another nane server
configured as authoritative for part of the domain, or proxying
the request through a different nechani sm

5. Authoritative DNS Servers SHOULD recogni ze such names as special -
use and SHOULD NOT, by default, attenpt to l ook up NS records for
these nanes. Servers that are part of a honme network or
provi di ng nane resol ution services for a honme network MAY be
configured to act as authoritative for the whole top-level domain
or a part of it.

6. DNS server operators should not configure DNS servers to act as
authoritative for any nane ending in ’.homenet’.

7. DNS Registries/Registrars MIST NOT grant requests to register
".honenet’ in the normal way to any person or entity. '.honenet’
is registered in perpetuity to | ANA

Donmai n Nane: HOVENET

Regi strar: RESERVED- | NTERNET ASSI GNED NUMBERS AUTHORI TY
Whoi s Server: whois.iana.org

Referral URL: http://res-domiana.org

Name Server: A. | ANA- SERVERS. NET

Nane Server: B.|ANA- SERVERS. NET

Status: clientDel et eProhibited

Status: clientTransferProhibited

Status: clientUpdat eProhibited

4. Updates to Hone Networking Control Protoco

The final paragraph of Homenet Considerations Protocol [RFC7788],
section 8, is updated as foll ows:

QLD:

Nanmes and unqualified zones are used in an HNCP network to provide
nam ng and service discovery with | ocal significance. A network-
wi de zone is appended to all single labels or unqualified zones in
order to qualify them ".hone" is the default; however, an

adm ni strator MAY configure the announcenent of a Donmi n- Name TLV
(Section 10.6) for the network to use a different one. |In case
mul ti pl e are announced, the domain of the node with the greatest
node identifier takes precedence.

NEW
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5.

Nanmes and unqualified zones are used in an HNCP network to provide
nam ng and service discovery with | ocal significance. A network-
wi de zone is appended to all single labels or unqualified zones in
order to qualify them ".honenet" is the default; however, an

adm ni strator MAY configure the announcenent of a Donmi n- Name TLV
(Section 10.6) for the network to use a different one. |In case
mul ti pl e are announced, the domain of the node with the greatest
node identifier takes precedence.

The ' . honenet’ special -use nane does not require a special
resol ution protocol. Nanes for which the rightnost non-term na
| abel is 'honenet’ are resolved using the DNS protocol [RFC1035].

Security Considerations

Al though a DNS record returned as a response to a query ending with
".honenet.’ is expected to have local significance and be returned by
a server involved in nanme resolution for the hone network the device
is connected in, such response MJUST NOT be considered nore
trustworthy than would be a simlar response for any other DNS query.
Because '. honenet’ is not globally scoped and cannot be secured using
DNSSEC based on the root donmmin’s trust anchor, there is no way to
tell, using a standard DNS query, in which hone network scope an
answer belongs. Consequently, users may experience surprising
results with such nanes when roanming to different home networks. To
prevent this from happening, it may be useful for the resolver to
identify different home networks on which it has resol ved nanmes, but
this is out of scope for this docunent.

| ANA Consi der ati ons

I ANA is requested to record the top-level domain ".honmenet"” in the
Speci al - Use Dormai n Nanmes registry [ SUDN .

I ANA is requested to set up insecure delegation for '.honenet’ in the
root zone pointing to the AS112 service [RFC7535], to break the
DNSSEC chai n of trust.

Acknowl edgnent s

The authors would like to thank Stuart Cheshire for his prior work on
".home’, as well as the honenet chairs: Mark Townsl ey and Ray Bellis.

Pfister & Lenon Expi res May 19, 2017 [ Page 5]



Internet-Draft dot honenet Novenber 2016

8. References
8. 1. Nor mati ve Ref erences

[ RFC6303] Andrews, M, "Locally Served DNS Zones", BCP 163,
RFC 6303, DO 10.17487/ RFC6303, July 2011,
<http://wwmv rfc-editor.org/info/rfc6303>.

[ RFC6761] Cheshire, S. and M Krochmal, "Special -Use Domai n Names",
RFC 6761, DA 10.17487/ RFC6761, February 2013,
<http://ww.rfc-editor.org/info/rfc6761>.

[ RFC7535] Abley, J., Dickson, B., Kumari, W, and G M chael son,
"AS112 Redirection Using DNAVE', RFC 7535,
DA 10. 17487/ RFC7535, May 2015,
<http://ww.rfc-editor.org/info/rfc7535>.

[I-D.ietf-homenet-redact]
Lenon, T., "Redacting .home from HNCP", draft-ietf-
honenet -redact-00 (work in progress), Septenber 2016.

8.2. Informative References

[ RFC1035] Mbckapetris, P., "Domain names - inplenmentation and
speci fication", STD 13, RFC 1035, DA 10.17487/ RFC1035,
Novenber 1987, <http://www. rfc-editor.org/info/rfcl035>.

[ RFC7368] Chown, T., Ed., Arkko, J., Brandt, A, Troan, O, and J.
Weil, "IPv6e Hone Networking Architecture Principles",
RFC 7368, DO 10.17487/ RFC7368, Cctober 2014,
<http://wwv rfc-editor.org/info/rfc7368>.

[ RFC7788] Stenberg, M, Barth, S., and P. Pfister, "Home NetworKking
Control Protocol", RFC 7788, DO 10.17487/ RFC7788, April
2016, <http://www.rfc-editor.org/info/rfc7788>.

[ 1 CANN1] "New gTLD Collision Risk Mtigation", Cctober 2013,
<https://ww.icann.org/en/systenifiles/files/resolutions-
new- gt | d- annex- 1- 07oct 13- en. pdf >.

[ 1 CANN2] "New gTLD Col l'i sion Occurence Managenent", Cctober 2013,
<https://ww.icann.org/en/systenifiles/files/resolutions-
new- gt | d- annex- 1- 07oct 13- en. pdf >.

[ SUDN]| "Speci al -Use Domai n Nanes Registry", July 2012,

<http://ww. i ana. or g/ assi gnnent s/ speci al - use- donai n- nanes/
speci al - use- donmai n- nanes. xht n >.

Pfister & Lenon Expi res May 19, 2017 [ Page 6]



Internet-Draft dot honenet Novenber 2016

Aut hors’ Addr esses

Pierre Pfister
Cisco Systens
Pari s

France

Email: pierre.pfister@arou.fr

Ted Lenon

Nom num | nc.

800 Bridge Parkway

Redwood City, California 94065
United States of Anerica

Phone: +1 650 381 6000
Email : ted. | enon@on num com

Pfister & Lenon Expi res May 19, 2017 [ Page 7]



