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Abst ract

The objective of this proposal is to introduce the notion of network
identifier (NI) in the ICN architecture. This is in addition to the
existing nanes (i.e., content identifiers, Cl's, or application
identifiers, Als, in general) that are currently used for both namn ng
and routing/forwardi ng purposes. Network identifiers are needed
considering the requirements on future networking architectures such
as: (i) to support persistent nanes (or persistently named objects)
and | arge-scal e and hi gh-speed nobility of any network entity (i.e,
devi ces, services, and content), (ii) to accombdate different types
of Internet of Things (l10T) services, nany of which require | ow

| at ency performance, and enabling edge conputing to support service
virtualization, which will require support for large scale mgration
and replication of named resources, and (iii) to scale the ICN
architecture to future Internet scal e considering the exponentially
i ncreasing named entities. These considerations also require

enabl ing a network based nane resolution service for efficient and
scal abl e routing.

In the current draft, we begin by highlighting the issues associ ated
with I CN networking when utilizing only the Al's, which include
persistently naned content, services, and devices. Next we discuss
the function NI serves, and provide a discussion on the two current

Nl - based proposals, along with their scope and functionalities. This
is with the objective of having a single NI construct for ICN that is
fl exi bl e enough to adapt to different networking contexts.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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1. Introduction

Information centric networking (ICN) is proposed as a future Internet
architecture to evolve the current host-centric design of I|nternet
towards a content-oriented one, where the nanmed object becones the
principle entity in networking. |In doing so, contents, services, and
devi ces becone disentangled fromlocation allowing for efficient use
of the distributed in-netwrk caches and conpute resources with nore
flexi bl e and dynam c packet forwarding techniques. ICN is expected
to offer a scal abl e and secure networking solution to address nany
chal  enges of the current I P architecture. Towards this, we propose
to fornmalize the notion of network identifier (NI) in ICN protocol
that is separate fromcontent nane or application identifier (Cl/Al,
or sinmply Al) used to both name resources and route user requests.

2. Application lIdentifier (Al) vs. Network Identifier (NI) in ICN

Al represent the nanes of service, content, or devices assigned by
the application providers or device manufacturers, and which can be
val i dat ed t hrough appropriate security nechanisns. |CN should
provide flexibility in accormobdating a broad set of identifiers,
within which the two well-known cl asses include hierarchical and fl at
identifiers. While a hierarchical identifier provides contextua
richness for the nanes, a flat identifier offers a fixed predictable
overhead and variable security properties within a given context.

Today, this identifier set is already in the order of billions (wth
hundreds of mllions top-level domain nanmes [VRSGN], and billions of
second-| evel dommin nanes). As tens of billions of devices are

expected to join the network, this identifier set will be further
augnented with the correspondi ng data objects significantly expanding
its size. To decouple applications fromthe underlying network
dynanics, identifiers are expected to be persistent within the scope
of the application and its depl oynent.

NI provides a binding for the Al to the network, at a location and in
a topology relevant manner. N is managed by the network provider to
nane the routers, point of attachnents, servers and end devices. In
addition to ICN nanmes, in an overlay deploynent, N could assume
nanes of the underlay network as well, such as |IP or Ethernet
addresses. The growth of the NI space is proportional to the rate of
growt h of donmain topology, the total nunber of AS, and the end points
(if they are managed by the network), hence, being nuch slower than
the rate of growmh of the named resources in the Al space. Hence if
the objective is to limt the size of the forwarding table and scal e
control plane, it is desirable to route requests on NIs, with the
mappi ng between Al and NI is achieved in a scal able manner using a
net wor k based nane resol uti on system
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Content-centric design used by ICN allows end hosts to make requests
usi ng any type of nane supported by the applications, including

hi erarchi cal (human-readabl e or hash-based) identifiers (as
considered by CCN, NDN[CCN] for both the client application use and
the network use-for routing-), or fixed flat identifiers (as

consi dered by MbilityFirst[ MFRST] in the network for routing). W
refer to an ICN architecture that supports any application namng
format (i.e., human-readable or flat) within the network for routing
as a non-restricted ICN architecture (as in CCN NDN), whereas an | CN
architecture with a fixed namng format for routing within the
network as a restricted ICN architecture (as in MbilityFirst).

As packet forwarding in ICN utilizes nanes or identifiers (associated
with contents, hosts, or services) which are typically nmanaged by
applications, thereby of persistent nature, using such names in
packet forwarding introduces the following list challenges in regards
to routing scalability and forwarding efficiency [ NAMES].

0 Using Al for Routing/Forwarding: Overloading an identifier as a
| ocator can |lead to unstable routing control and forwardi ng pl ane
operations, particularly when replication and nobility of content
or end points are taken into consideration. Applications
typically construct names and replicate contents or services to
optinmize their delivery wi thout any consideration towards network
scalability or efficiency. Hence name aggregation does not help
with scaling the routing and forwarding as originally inagined,
and the cost of this would be quite significant in real world
scenarios, as discussed in [NCWP]. Furthernore, it is also
observed in [QCMP] that, in certain scenarios (such as content
mobi lity), name-based forwardi ng approaches can operate nore
efficiently, if used in conjunction with address-assisted schenes
such as DNS or anchor point based approaches like Mbile IP
[ RFC3220]. Additionally, when nanes are used for network
reachability, nore practical problens such as nane-suffix hole may
arise, as the content requests are forwarded towards non-existent
caches [ MDHT] .

0 Routing/Forwarding Scalability: Routing scalability is typically
achi eved by designing NIs with aggregate-able property, which is
the case for the current I P architecture. However, having such
feature in a non-restricted ICN architecture would lead to
relinqui shing the persistency of the nanes, along with its
security binding such as trust, as the names would involve a
t opol ogi cal conponent for scalability, which can al so suggest
resources to be renaned depending on, for instance, network or
busi ness specs or characteristics. Wen content nanes or
application identifiers use a hierarchical identifier format, we
observe scalability problens in control and data plane operations
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[ SFWD]. Such problens are caused by various factors. For

i nstance, the expl osive growmh observed in nanmespaces can lead to
a simlar growmh in routing/forwarding informati on base or table
sizes [AFVD] [ SPIT][WPI T], even when nanespace aggregation is
enabled, to significantly limt the forwarding efficiency and
forwardi ng capacity. |If ICNrouting with hierarchical nanming is
the accepted form of nami ng, name-aggregation is highly unlikely
to achieve any practical scalability. This is because, naning
ont ol ogy and assignnent typically consider application objectives
of contextualizing nanes, service and content placenent and
replication to better suit the consuners’ needs wi thout

consi dering any network objectives on control and data pl ane
efficiency and scalability.

0 Handling Mbility, Mgration, and Replication: The inpact of
nanespace expansi on on routing/forwarding performance is typically
exacerbated with content nobility, or the use of multi-hom ng and
resource replication due to dimnished aggregate-ability [ NCWP].
The authors in [QCWMP] concludes that, as nore than 20% of end
hosts make nore than 10 network address transitions every day,

t hereby suggesting that nobility should be considered as the norm
rat her than the exception. Furthernore, to achieve | ocation

i ndependent routing based on Al's, each nobility event associated
with a device or a popular content nmay trigger updates on up to
14% of Internet routers.

For the above reasons, restructuring the identifier to directly or
indirectly contain a globally routable conponent becones an inportant
requirenent, especially, to handle nobility at the network |ayer for
architectures that do not restrict names or identifiers to any
specific format. W can refer to such operation as the Application
and Network identifier split (where the NI represents the globally
rout abl e conponent, and the Al represents the persistent nane/
identifier) which enables splitting of the nanespace to support
routabl e, persistent, and hunan-friendly nanes or identifiers. In
such a franmework, nanmes woul d be divided accordingly, i.e., based on
application binding (offering persistent nanes) vs. advertised
network entities (in routing plane) to provide a nore scal abl e
routing architecture. For instance, a persistent name or identifier
[ Provi der/ Type/ Name, which woul d be used to create secure content

obj ects, can be published by multiple content distributors, where it
woul d be mapped to different NI's, such as /Distributor/Region/Zone/
Storage, to resolve content names or identifiers to specific
infrastructure entities. The fundamental requirenents with this form
of splitting is no different than that of MobilityFirst [ MFRST] or

LI SP [ RFC6830], which is the requirenent of a network based nane
resol ution systemto nmap the two nanespaces
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So far, various approaches have been proposed to support the use of

NI in I CN-based networking architectures, depending on how this
information is structured and where it is placed within the Interest
(which may al so determ ne the structuring of Data packets). Next, we
di scuss these solutions by specifically focusing on |abel -based | CN
forwardi ng [ FALDR] [ FWLRP] [ MAAS] and | CN- based Map- and- Encap

[ MPNCP] [ SNAMP]  to provide a general guidance on the use of N in

i nformati on centric networks.

3. N based | CN Forwarding

Al based routing is a feasible solution within certain contexts such
as: (i) when resources are static and routing is limted to |oca
area networks or |ocal domains, such as access networks within the
scal ability considerations of the control and forwarding plane; (ii)
in ad hoc situations where Al can be conbined with suitable suffix
filters to seek content of interest for the applications.

On the other hand, the use of NI becones inportant in the follow ng
situations: (i) when the Interest packet goes outside the |oca
domai n, where routing on Al is optionally supported (i.e., routing
scalability and efficiency seeks precedence); (ii) when the Interest
enters a |ocal donmain, and the domain has specific know edge of an N
associ ated with the resource inside its donain.

Wth the above considerations, with respect to end-to-end networking,
Nl is not a mandatory feature, but an optional one. However, as
significant anount of user traffic fetches resources outside the
requesting host’s local domain, it becomes crucial to provide
architectural support for NI in an ICN protocol. So far, two
solutions for NI in ICN, overall with the same objectives but serving
di fferent purposes, have been proposed. These include the
forwardi ng-| abel proposal [FWDR] and the Link Object described in

[ SNAMP] .  We next summarize these proposals and discuss their

di fferences.

3.1. Label based ICN forwarding

Label -based I CN forwardi ng provides NI capability by encoding a
networ k address along with (optional) security binding attributes
within an Interest packet to guide it towards a content source (which
can be the Producer, a content repository or a cache). W refer to
this label as the forwarding | abel [FWDR], which can be offered as
part of an ICN network service (such as a nane resol ution service
with ICN APIs to register and resolve nanes). For the forwarding

| abel , we have the follow ng i nportant considerations: (i) forwarding
| abel, if present in the Interest packet, takes precedence (over Al)
for routing, (ii) forwarding label is nmutable in the sense that it
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can be swapped or renoved by internedi ate network elenents in the
net wor k based on routing considerations within its domain. Here,
forwarding | abels are not limted to only the ICN nanes, but, in an
overl ay node, they can al so represent nanes from other transport

| ayers as well, for instance, an | P address or a MAC address.

Forwar di ng | abel consists of nultiple conponents, with the N
representing the locator information. Forwarding |abel is enmbedded
within the Interest nessage at the edge router or the end point
within certain trust considerations, if the nanespace supports the
use of an NI to reach a specific destination. For security reasons,
edge routers can validate the | abel based on the trust context or
ignore any |abel inserted by an ICN forwarder at the end hosts, by
renoving the inserted label if the forwarding on | abels is not
supported, or by swapping it with a new one dependi ng on the feedback
fromthe nane resol ution system Such an approach requires no trust
rel ati onshi p anong different domains, as each domain is capabl e of
resol ving content nanespace to a target dommin, and swappi ng the
received |l abel with one to which its resolves

Forwar di ng | abel support for a namespace can be offered at a gl oba
scale (i.e., supported by all the domains) or a |local scale
(supported by a subset of the existing donains). For instance, sone
aut ononous systens can prioritize forwarding solely based on the
content names (or offer linmted support for |abel-based forwardi ng on
speci fi ¢ namespaces). |In such case, forwarding | abels can include
additional service tag (or information on the associ ated service, for
whi ch the use of forwarding | abel m ght be supported in certain

domai ns, such as towards nobility service) for routing packets on the
supported donmains. In doing so, we can strategically forward
requests over dommins that support such service to provide nore
determ ni stic service guarantees.

If forwarding | abel use is supported (or permitted) within a domain,
by default, forwarding |abel is given preference over content
identifiers for packet forwarding. |In such case, to maximze the
forwardi ng efficiency, additional mapping tables can be inpl enented
at the edge or border ICN routers for quick |ongest-prefix matching
(LPM | ookup on content names to determine a (or the) matching
forwardi ng | abel (s), which can then be used by the router to perform
LPM | ookup on the FIB. As forwarding |abel typically represents a
target dommin or router, a single LPMI ookup on the FIB may suffice
to find the outgoing interface for the received Interest. This state
can al so be software-defined based on application requirenments using
an SDN based control plane.
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3.2. Link-object based |ICN forwarding

| CN- based Map-and-Encap utilizes link objects, which include
information on how to retrieve content objects. For instance, link
obj ects can represent domai ns that host the content object, or
direction towards which the requests need to be forwarded to find a
mat chi ng content object. Link objects consist of two optiona
headers: (i) a link header, which includes the potential directives
that can be used for forwarding and is signed by the Producer to
validate its authenticity during forwarding, and (ii) a del egation
header, which is used to represent the link choice utilized by the
previous forwarder. Since del egati ons may change at consecutive hops
dependi ng on the view of forwarders’ network state and forwarding
strategy, delegation header represents a variable conponent that can
be altered during packet forwarding.

The role of link objects is nmainly for guidance, to provide gl oba
routing support on locally defined or routable content identifiers.
Hence, if link objects are inplemented, they are consulted by the I CN
enabl ed routers only when forwardi ng | ookup on content identifiers
returns no match on the forwarding i nformati on base.

3.3. Link Object vs. Forwardi ng Labe

Next we list the major differences between a |ink object and a
forwardi ng | abel

0 Link objects are set by the end host’s forwardi ng daenon with
certain level of trust associated to it, restricting the link
conponent to be imutable during forwarding. Forwarding |abels
are set by the ICN edge routers or the end-host applications, with
the ability of network based nanagement during Interest
forwardi ng, allow ng each domain to perform packet forwarding
according to its admi nistrative and service policies.

o0 Forwarding | abel allows the use of trust association to bind Al to
the NI depending on the context associated with its use, whereas
for the link objects, trust relationship is established by
defaul t.

0 Another difference is related to the processing of forwarding
| abel and link objects at the ICN routers. Link object is
processed only if the router cannot find a matching FIB entry for
the content identifier. On the other hand, forwarding | abel is
processed before a content identifier, if its use is enabl ed.

o0 Forwarding | abel can be enabled as part of a service, linting its
use to the supported nanespaces and requiring its use whenever
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4.

supported. Link object is nore of an application driven conponent
and network service agnostic, allow ng the network to deci de on
its use.

o Forwarding | abel can be considered as an enabler for faster packet
processing at the ICN routers and optim zed routing to a content
source, whereas link object can be considered as a hint towards
where to find the content. Since it is processed after FIB | ookup
on the content identifier fails, it typically leads to | ower
conput ati onal and bandwi dth effi ci ency.

0 As a link object can encode nmultiple routing hints, it can direct
a request towards nultiple identifier locations, giving an | CN
router the option to choose any one of them based on the router’s
forwarding strategy. This selection is shared between consecutive
hosts, but not enforced, which nay |l ead to non-optiml forwarding
pat hs. Forwarding |abel, on the other hand, is enforced
consistently at consecutive hops within a domain whenever its use
i s supported.

Nane Resol ution System Consi derations

To nmanage the Al to NI mappi ng, we need a nane resol ution system
(NRS). In addition to exposing APIs to application to register its
name to the NRS, it should also scale and work efficiently
considering the scale of naned resources that need to be published,
resol ved, renoved, and updated at high frequency, for instance,
correspondi ng to high-speed nobility scenari os.

The followi ng are the design choices for the NRS

0 Hierarchical System Here, Al to NI mapping is managed by the
application providers, but simlar to DNS, the service has to sync
its nanme reachability information with high | evel name resol vers
NDNS i s an exanple of such a system [NDNS]. This designis
typically suitable in cases when resources are static, rather than
for highly dynanic systems such as I CN, where replication and
mobility will be the norm Also, such systemhas to scale to
resol ve informati on objects in contrast to host resol ution, which
represents the current use.

0 Integrated/ Flat System Here, resolution service is integrated
within the ICN infrastructure, where the router contributes a part
of its conpute and storage resources to enable this service. This
integration allows multiple ways of designing a generic name
resol ution service, simlar to the designs for d obal Nane
Resol ution Service (GNRS) in MbilityFirst [GNS] [ASPC] [ GNRS].
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5.

6

6

o Distributed System Conpared to the flat system this type of
architecture preserves the contextual nature of DNS, by using the
context in the nane to identify a home controller, where
respective Al to NI mapping can be resolved. At the sanme tine,
such a systemrenoves the need for hone controllers to sync up
with high level resolvers. For instance, /conpany/content-id
woul d be mapped with a resol ver naned /conpany/resol ver-id.

Differences with respect to Existing |P-based Proposals

To address persistent identity, routing scalability, multihom ng, and
mobility limtations of the current IP, various increnental solutions
have been proposed, anpong which identifier/locator split emerged as
the key solution to address these chall enges [ RFC4984]. Here, we
specifically focus on three of these solutions: (i) Host ldentity
Protocol (HIP) [HIP], (ii) ldentifier-Locator Network Protocol (ILNP)
[ILNP], and Locator/lIdentifier Seperation Protocol (LISP) [RFC6830].
H P and | LNP achi eve I D/l ocator separation and binding at the host

| evel whereas LISP achieves that at the network level (i.e., at the
net wor k edge using service routers).

In H P, public cryptographic keys are used as host identifiers, which
provi de the binding to higher |ayer protocols instead of |P addresses
[ RFC7401]. ILNP divides |IP nanmespace into two distinct nanespaces of
identifiers and | ocators, each of which carrying distinct semantics
with identifier representing the non-topol ogical name for the host
and | ocator representing the topologically bound nane for the network
[ RFC6740]. LISP is a map-and-encap type protocol, which achieves id/
| ocator separation by defining (i) endpoint identifiers, which are
used for routing at the access network and which represent the IP
address for the host, and (ii) routing |locators, which are used for
routing at the core and which represent the |IP address for the egress
routers.

These protocols fundanentally differ fromICN s objective to define a
new network | ayer, where nanme based routing, |ocation independent
caching, nobility, nmultihoming, and nmulti-path routing are the
integral features. Mre specifically, this draft proposes to enable
Al/ NI binding as a network service to allow efficient routing of user
requests depending on the application context.
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