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Abst ract

Thi s docunment describes the traceroute facility for Content-Centric
Net work (CCN), nanmed "Contrace". Contrace investigates: 1) the
forwardi ng path information per nane prefix, device nane, and
function/application, 2) the Round-Trip Tine (RTT) between content
forwarder and consuner, and 3) the states of in-network cache per
nane prefix.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 19, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD License.
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1. Introduction

In Content-Centric Network (CCN) or Naned-Data Network (NDN),
publ i shers provide content through the network, and receivers
retrieve content by name. In this network architecture, routers
forward content requests by nmeans of their Forwarding |Information
Bases (FIBs), which are popul ated by nane-based routing protocols.
CCN/ NDN al so enabl es receivers to retrieve content froman in-network
cache.

In CCNNDN, while consuners do not generally need to know which
content forwarder is transmitting the content to them operators and
devel opers may want to identify the content forwarder and observe the
forwardi ng path information per nane prefix for troubl eshooting or

i nvestigating the network conditions.

Traceroute [5] is a useful tool for analyzing the routing conditions
in|P networks as it provides internediate router addresses along the
pat h between source and destination and the Round-Trip Time (RTT) for
the path. However, this |IP-based network tool cannot trace the nane
prefix paths used in CCN NDN. Moreover, given a source-rooted
forwardi ng path per name prefix, specifying a forwarding source
(i.e., router or publisher) for any content is difficult, because we
do not always know whi ch branch of the source tree the consumer is
on. Additionally, it is not feasible to flood the entire source-
rooted tree to find the path froma source to a consuner.

Furt hernmore, such | P-based network tool does not allow the states of
the in-network cache to be di scovered.

Thi s docunent describes the specification of "Contrace", an active
net wor k measurenent tool for investigating the path and caching
condition in CCN. Contrace is designed based on the work originally
published in [4].
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Contrace consists of the Contrace user conmmand and the Contrace
forwardi ng function inplementation on a content forwarder (e.g.
router). The Contrace user (e.g., consumer) invokes the contrace
command (described in Appendix A) with the nanme prefix of the
content, the device nane, or the function (or application) nane. The
Contrace command initiates the Contrace "Request" nessage (descri bed
in Section 3.1). The Request nessage, for exanple, obtains
forwardi ng path and cache information. Wen an appropriate adjacent
nei ghbor router receives the Request nmessage, it retrieves cache
information. |If the router is not the content forwarder for the
request, it inserts its "Report" bl ock (described in Section 3.1.2)
into the Request nessage and forwards the Request nessage to its
upstream nei ghbor router(s) decided by its FIB. These two nessage
types, Contrace Request and Reply nessages, are encoded in the CCNx
TLV format [1].

In this way, the Contrace Request nessage is forwarded by routers
toward the content publisher, and the Contrace Report record is
inserted by each internmediate router. Wen the Request nessage
reaches the content forwarder (i.e., a router or the publisher who
has the specified cache or content), the content forwarder forns the
Contrace "Reply" nessage (described in Section 3.2) and sends it to
t he downstream nei ghbor router. The Reply nessage is forwarded back
toward the Contrace user in a hop-by-hop manner. This request-reply
message flow, walking up the tree froma consuner toward a publisher
is inspired by the design of the IP nulticast traceroute facility

[6].

Contrace supports nultipath forwardi ng. The Request nessages can be
forwarded to multiple neighbor routers. Wen the Request nessages
forwarded to nultiple routers, the different Reply messages will be
forwarded fromdifferent routers or publisher. To support this case,
PIT entries initiated by Contrace remain until the defined timeout
val ue is expired
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1. Request 2. Request 3. Request 4. Request
(+V (WA ( U+A+B) ( U+A+B+C)
+----+ +----+ +----+ +----+
I I I I I I I I
I v I v I v I v
o m e e oo + o m e e oo + o m e e oo + o m e e oo + TR +
| Contrace|----| Router |----| Router |----| Router |----]|Publisher]
| user | | A I | B I | C I I I
[ SR + [ SR + [ SR + [ SR + Fomm - oo - - +
\
\ S RS +
3. Request \ | Cache |
(UA+B)  \ +--------- + |
v| Caching [----+
| router |
E S +

Figure 1: Request messages forwarded by consunmer and routers.
Contrace user and routers (i.e., Router A B, C) insert their own
Report blocks into the Request nessage and forward the nessage toward
the content forwarder (i.e., caching router and publisher)

3. Reply(CO 2. Reply(CO
4. Reply(P) 3. Reply(P) 2. Reply(P) 1. Reply(P)

+----+ +----+ +----+ +----+
I I I I I I I I
v I v I v I v I
Hom e e oo - + Hom e e oo - + Hom e e oo - + Hom e e oo - + Fomm e - +
| Contrace|----| Router |----| Router |----| Router |----]|Publisher|
| user | | A I | B I | C I I I
F + F + F + F + T +
N
\ [ SR +
1. Reply(QO \ | Cache |
Foemmmmaas + |
\| Caching |----+
| router |
Fomm e oo - +

Figure 2: Reply messages forwarded by publisher and routers. Each

router forwards the Reply nessage, and finally the Contrace user

receives two Reply nessages: one fromthe publisher and the other
fromthe caching router.

Contrace facilitates the tracing of a routing path and provides: 1)
the RTT between content forwarder (i.e., caching router or publisher)
and consuner, 2) the states of in-network cache per name prefix, and
3) the forwarding path information per name prefix.
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In addition, Contrace identifies the states of the cache, such as the
following metrics for Content Store (CS) in the content forwarder: 1)
size of the cached content, 2) nunber of the cached chunks of the
content, 3) nunber of the accesses (i.e., received Interests) per
cache or chunk, and 4) lifetinme and expiration tinme per cache or
chunk. The nunber of received Interests per cache or chunk on the
routers indicates the popularity of the content.

Furt hernmore, Contrace inplements policy-based information

provi sioning that enables adninistrators to "hide" secure or private
i nformati on, but does not disrupt the forwardi ng of nmessages. This
pol i cy-based i nformati on provisioning reduces the depl oynent barrier
faced by operators in installing and running Contrace on their
routers.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [2],
and indicate requirenment |evels for conpliant Contrace

i mpl enent ati ons.

2. 1. Definitions

Since Contrace requests flowin the opposite direction to the data
flow, we refer to "upstreamt and "downstreant with respect to data,
unl ess explicitly specified.

Rout er
It is arouter facilitating name-based content/device/function
nane or characteristic retrieval in the path between consumer and
publ i sher.

Scheme nane
It indicates a URI and protocol such as "ccnx:/" and "ndn:/".
Thi s docunent considers the protocol for name-based
content/devi ce/function nane or characteristic retrieval

Gat eway
It is a router supporting nultiple schene nanes in the path
bet ween consumer and publisher. The router may have multiple
(different) FIBs.

Node
It is a router, gateway, publisher, or consuner.

Cont ent forwarder
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It is either a router or a publisher that holds the cache (or
content) and forwards it to consuners.

Contrace user
It is a node that invokes the contrace command and initiates the
Contrace Request.

I ncom ng face
The face on which data is expected to arrive fromthe specified
nane prefix.

Qut goi ng face
The face to which data fromthe publisher or router is expected to
transmt for the specified nane prefix. It is also the face on
whi ch the Contrace Request nessages are received

3. Contrace Message Formats

Contrace uses two nessage types: Request and Reply. Both nessages
are encoded in the CCN\Nx TLV format ([1], Figure 3). The Request
message consi sts of a fixed header, Request block TLV Figure 7, and
Report block TLV(s) Figure 11. The Reply nessage consists of a fixed
header, Request block TLV, Report block TLV(s), and Reply bl ock/ sub-
bl ock TLV(s) Figure 14.

1 2 3
01234567890123456789012345678901
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +
| Ver si on | Packet Type | Packet Lengt h |
o e oo o e oo o e oo o e oo +

| Packet Type specific fields | HeaderLength

B B B B +
/ Optional Hop-by-hop header TLVs /
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +
| Packet Payl oad TLVs /
o e oo o e oo o e oo o e oo +
/ Optional CCNx ValidationAl gorithm TLV /
B B B B +
/ Optional CCNx ValidationPayl oad TLV (ValidationAl g required) /
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +

Figure 3: Packet format [1]

The Request and Reply Type values in the fixed header are
PT_TRACE_REQ and PT_TRACE REPLY, respectively (Figure 4). These
messages are forwarded in a hop-by-hop manner. Wen the Request
nmessage reaches the content forwarder, the content forwarder turns
the Request nessage into a Reply nessage by changing the Type field
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value in the fixed header from PT_TRACE REQ to PT_TRACE REPLY and
forwards back to the node that has initiated the Request nessage.

Code Type nane

1 PT_I NTEREST [1]
2 PT_CONTENT [1]

3 PT_RETURN [ 1]

4 PT_TRACE_REQ

5 PT_TRACE_REPLY

Fi gure 4: Packet Type Nanespace

Each Contrace message MJST begin with a fixed header with either a
Request or Reply type value to specify whether it is a Request
message or Reply nessage. Following a fixed header, there can be a
sequence of optional hop-by-hop header TLV(s) for a Request nessage.
In the case of a Request nessage, it is followed by a sequence of
Report bl ocks, each froma router on the path toward the publisher or
caching router.

At the begi nning of PacketPayl oad TLVs, one top-level TLV type,

T TRACE (Figure 5), exists at the outernost |evel of a CCNx protoco
nmessage. This TLV indicates that the Name segment TLV(s) and Reply
bl ock TLV(s) would follow in the Request or Reply message.

Code Type name

1 T I NTEREST [1]
2 T_OBJECT [1]

3 T_VALI DATI ON_ALG [ 1]

4 T_VALI DATI ON_PAYLOAD [ 1]
5 T_TRACE

Fi gure 5: Top-Level Type Nanespace

3.1. Request Message

When a Contrace user initiates a trace request (e.g., by contrace
command described in Appendix A), a Contrace Request nessage is
created and forwarded to its upstreamrouter through the Incom ng
face(s) determined by its FIB

The packet format of the Contrace Request nessage is as shown in
Figure 6. It consists of a fixed header, Request block TLV

(Figure 7), Report block TLV(s) (Figure 11), and Nane TLV. The Type
val ue of Top-Level type nanespace is T _TRACE (Figure 5). The Type
val ue for the Report nessage is PT_TRACE REQ
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1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o e e e o +
[ Ver si on | PT_TRACE_REQ | Packet Lengt h [
o e oo o e oo o e oo o e oo +
| HopLi m t | Ret urnCode | Reserved (MBZ) | HeaderLength |
+ + + + +
I I
+ Request bl ock TLV +
L— --------------- o e oo o e oo o e oo L—
/ Report block TLV 1 /
T T T T +
/ Report block TLV 2 /
e e e o e e e o e e e o e e e o +
/ . /
/ . /
o e oo o e oo o e oo o e oo +
/ Report block TLV n /
+ + + + +
| T_TRACE | Messagelengt h |
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +
| T_NAME | Length |
o e oo o e oo o e oo o e oo +
/ Name segnment TLVs (nane prefix specified by contrace command) /
B B B B +

Figure 6: Packet format of the Request nessage
HopLinmit: 8 bits

HopLimt is a counter that is decremented with each hop. It
limts the distance a Request may travel on the network.

ReturnCode: 8 bits
ReturnCode is used for the Reply nmessage. This value is replaced
by the content forwarder when the Request nessage is returned as

the Reply nessage (see Section 3.2). Until then, this field MJST
be transmtted as zeros and ignored on receipt.
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Val ue Nane Descri ption
0x00 NO_ERROR No error
0x01 VRONG | F Contrace Request arrived on an interface

to which this router would not forward for
the specified nane/function toward the

publ i sher.

0x02 I NVALI D REQUEST Invalid Contrace Request is received.

0x03 NO_ROUTE This router has no route for the named prefix
and no way to determne a potential route.

0x04 NO_I NFO This router has no cache information for the
speci fied nanme prefix, device information, or
functi on.

0x05 NO_SPACE There was not enough roomto insert another
Report block in the packet.

0x06 I NFO_HI DDEN Information is hidden fromthis trace because
of sone policy.

OXxOE ADM N _PRCHI B Contrace Request is administratively
pr ohi bi t ed.

0xOF UNKNOAN_REQUEST Thi s router does not support/recognize the
Request message.

0x80 FATAL_ERROR A fatal error is one where the router may
know t he upstreamrouter but cannot forward
the nmessage to it.

Reserved (MBZ): 8 bits

The reserved fields in the Value field MIUST be transmtted as
zeros and ignored on receipt.

3.1.1. Request Bl ock

When a Contrace user transmits the Request nmessage, it MJIST insert
the Request block TLV (Figure 7) and the Report block TLV (Figure 11)
of its own to the Request nessage before sending it through the

I ncoming face(s).

1 2 3
01234567890123456789012345678901
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +
| T _TRACE_REQ | Length |
o e oo o e oo o e oo o e oo +
| ScheneName | Ski pHopCount | Ti meout | Reserved (MBZ) |
B B B B +
| Request 1D | Fl ags |
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +

Figure 7: Request bl ock TLV (hop-by-hop header)
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Code Type name
1 T_INTLI FE [ 1]
2 T_CACHETI ME [ 1]
3 T_MBGHASH [ 1]
4 -7 Reserved [ 1]
8 T_TRACE_REQ
9 T_TRACE_REPORT
% O0FFE T_PAD [ 1]
9% OFFF T_ORG [ 1]
% 1000- % 1FFF Reserved [1]

Fi gure 8: Hop-by-Hop Type Nanespace
Type: 16 bits
Format of the Value field. For the single Request block TLV, the
type value MUST be T TRACE REQ For all the available types for
hop- by-hop type nanmespace, please see Figure 8.

Length: 16 bits

Length of Value field in octets. For the Request block, it MJST
be 4 in the current specification.

ScheneNane: 8 bits

Currently, the followi ng schenme nanmes are defined

Code Schene name
0 cenx: /
1 ndn: /
% 02- %-F Not assi gned

Fi gure 9: Schene Nanes
Ski pHopCount: 8 bits

Nunber of skipped routers. This value MJUST be |ower than the
val ue of HopLinit at the fixed header

Timeout: 8 bits
It is a [Contrace Reply Tineout] value |ater described in
Section 8.1. A Contrace user requests routers along the path to

keep the PIT entry for the Request until this tinmeout val ue
expires. Note that, because of sone security concern
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(Section 10.5), a router along the path may configure the shorter
ti meout value than this requested tinmeout value. In that case,
the Request may be tined out and the Contrace user may not receive
the Reply as expected.

Request ID: 16 bits

This field is used as a unique identifier for this Contrace
Request so that duplicate or del ayed Reply nmessages can be
det ect ed.

Fl ags: 16 bits

The trace conditions specified as the contrace comand options
(described in Appendix A) are transferred in the Flags field. The
trace conditions depend on the specified name (i.e., nane_prefix,
devi ce_nane, or function_nane) as shown in Figure 10. Note that
code %01 and %02 are exclusive options; that is, only one of
them shoul d be turned on at once.

Code Type name

%01 Cache retrieval allowing partial match (nane_prefix)

02 No cache information required (name_prefix)

%04 Publ i sher reachability (nane_prefix and devi ce_nane)

908 Di scovery of gateway supporting specified schene
nane (name_prefix, device_nane, and function_nane)

%16 Function’s or application’ s version nunber retrieva

(function_nane)
U 32- 32768 Not assi gned

Fi gure 10: Codes and types specified in Flags field
3.1.2. Report Block
A Contrace user and each upstreamrouter along the path would insert
its owmn Report block TLV w thout changing the Type field of the fixed
header of the Request nmessage until one of these routers is ready to

send a Reply. 1In the Report block TLV (Figure 11), the Request
Arrival Time and the Node ldentifier MJST be inserted.
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1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o e e e o +
[ T_TRACE_REPORT [ Length [
o o o o +
[ Request Arrival Tine [
o o o o +
/ Node ldentifier /
e e e o e e e o e e e o e e e o +

Figure 11: Report bl ock TLV (hop-by-hop header)
Type: 16 bits

Format of the Value field. For the Request bl ock TLV(s), the type
val ue(s) MJST be T_TRACE_REPORT.

Length: 16 bits
Length of Value field in octets.
Request Arrival Tine: 32 bits

The Request Arrival Time is a 32-bit NTP tinmestanp specifying the
arrival time of the Contrace Request packet at this router. The
32-bit formof an NTP timestanp consists of the mddle 32 bits of
the full 64-bit form that is, the low 16 bits of the integer part
and the high 16 bits of the fractional part.

The followi ng fornula converts froma UNI X tineval to a 32-bit NTP
ti mestanp:

request _arrival _time
= ((tv.tv_sec + 32384) << 16) + ((tv.tv_nsec << 7) [/ 1953125)

The constant 32384 is the nunber of seconds fromJan 1, 1900 to
Jan 1, 1970 truncated to 16 bits. ((tv.tv_nsec << 7) / 1953125)
is a reduction of ((tv.tv_nsec / 1000000000) << 16).

Note that all the routers on the path nmay not have synchroni zed
clocks. In that case, the Contrace user neasures the RTT between
Contrace user and content forwarder. See Section 9.4.

Node Identifier: variable length
This field specifies the Contrace user or the router identifier

(e.g., IPv4 address) of the Inconming face on which packets from
the publisher are expected to arrive, or 0 if unknown or
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3.

2

unnunbered. Note that although it would be necessary to define
the identifier uniqueness (e.g., by specifying the protocol
famly) for this field, defining such uniqueness is [TBD] as we
may not always rely on the | P addressing architecture.
Potentially, this field may be defined as a new TLV. Such

di scussion is also [TBD.

Reply Message

When a content forwarder receives a Contrace Request nessage fromthe
appropri ate adjacent nei ghbor router, it would insert a Reply bl ock
TLV and Reply sub-block TLV(s) of its own to the Request nessage and
turn the Request into the Reply by changing the Type field of the

fi xed header of the Request nmessage from PT_TRACE REQ to
PT_TRACE_REPLY. The Reply message (see Figure 12) would then be
forwarded back toward the Contrace user in a hop-by-hop manner.
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1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o e e e o +
[ Ver si on | PT_TRACE_REPLY | Packet Lengt h [
o e oo o e oo o e oo o e oo +
| HopLi m t | Ret urnCode | Reserved (MBZ) | HeaderLength |
+ + + + +
I I
+ Request bl ock TLV +
L— --------------- o e oo o e oo o e oo L—
/ /
/ . /
/ n Report block TLVs /
/ . /
/ . /
+ + + + +
| T _TRACE | Messagelengt h |
T T T T +
| T_NAME | Length |
e e e o e e e o e e e o e e e o +
/ Name segnent TLVs (nane prefix specified by contrace command) /
o e oo o e oo o e oo o e oo +
/ Reply bl ock TLV /
T T T T +
/ Reply sub-bl ock TLV 1 /
e e e o e e e o e e e o e e e o +
/ Reply sub-bl ock TLV 2 /
o e oo o e oo o e oo o e oo +
/ /
/ /
B B B B +
/ Reply sub-bl ock TLV k /
Fom e e e oo Fom e e e oo Fom e e e oo Fom e e e oo +

Figure 12: Reply message consists of a fixed header, Request bl ock
TLV, Report block TLV(s), Nanme TLV, and Reply bl ock/sub-bl ock TLV(S)
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Code Type name

T_NAME [ 1]
T_PAYLOAD [ 1]
T_KEYI DRESTR [ 1]
T_OBJHASHRESTR [ 1]
T_PAYLDTYPE [ 1]
T_EXPIRY [1]
T_TRACE_REPLY

9 - 12 Reserved [1]

9% OFFE T_PAD [ 1]

Y% OFFF T _ORG [ 1]
%% 1000- % 1FFF Reserved [1]

COOUTWN O

Figure 13: CCNx Message Type Nanespace
3.2.1. Reply Block

The Reply block TLV is an envel ope for Reply sub-block TLV(S)
(explained in Section 3.2.1.1).

1 2 3
01234567890123456789012345678901
o e oo - o e oo - o e oo - o e oo - +
| T_TRACE_REPLY | Lengt h |
Fecmmmm e e e e e e Fecmmmm e e e e e e Fecmmmm e e e e e e ecmmmm e e e e e e +

Figure 14: Reply block TLV (packet payl oad)
Type: 16 bits

Format of the Value field. For the Report block TLV, the type
val ue MUST be T_TRACE_REPLY.

Length: 16 bits

Length of Value field in octets. This length is a total |ength of
Reply sub-bl ock(s).

3.2.1.1. Reply Sub-Bl ock
In addition to the Reply block, a router on the traced path will add
one or nmultiple Reply sub-bl ocks foll owed by the Reply bl ock before
sending the Reply to its nei ghbor router.
The Reply sub-block is flexible for various purposes. For instance,

operators and devel opers nmay want to obtain various characteristics
of content such as content’s ownership and copyright, or other cache
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states and conditions. Various information about device or function
(or application) may be also retrieved by the variety of Reply sub-
bl ocks. In this document, Reply sub-block TLVs for T_TRACE_CONTENT
and T_TRACE_CONTENT_OWMWER (Fi gure 15) and for T_TRACE_GATEWAY
(Figure 16) are defined; other Reply sub-block TLVs are [TBD].

1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o e e e o +
[ Type [ Lengt h [
o e oo o e oo o e oo o e oo +
| Content Size |
T T T T +
| bj ect Count |
e e e o e e e o e e e o e e e o +
[ # Received | nterest [
o e oo o e oo o e oo o e oo +
| First Segnum |
T T T T +
| Last Seqnum |
e e e o e e e o e e e o e e e o +
[ Cache Lifetime [
o e oo o e oo o e oo o e oo +
[ Rermai n Cache Lifetine [
T T T T +
| T_NAME | Length |
e e e o e e e o e e e o e e e o +
/ Nane segnent TLVs (nane prefix partially/exactly matched) /
o e oo o e oo o e oo o e oo +

Fi gure 15: Reply sub-block TLV for T_TRACE_CONTENT and
T_TRACE_CONTENT_OWNER ( packet payl oad)

1 2 3
01234567890123456789012345678901
Fommmmmeeaaaaas Fommmmmeeaaaaas Fommmmmeeaaaaas Fommmmmeeaaaaas +
[ Type [ Length [
B B B B +
| Schene Nane | Reserved (MBZ2) |
S S S S +

Figure 16: Reply sub-block TLV for T _TRACE GATEWAY (packet payl oad)
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Code Type name

T_TRACE_CONTENT
T_TRACE_CONTENT_OWNER
T_TRACE_GATEWAY
T_TRACE_DEVI CE
T_TRACE_FUNCTI ON

Y% OFFF T_ORG
%% 1000- % 1FFF Reserved (Experinental Use)

ArWNRFLO

Figure 17: Contrace Reply Type Nanespace

Type: 16 bits
Format of the Value field. For the Reply sub-block TLV, the type
val ue MUST be one of the type value defined in the Contrace Reply
Type Nanespace (Figure 17). T _TRACE CONTENT is specified when the
cache information is replied froma caching router
T_TRACE_CONTENT_OMNER i s specified when the content information is
replied froma publisher. T_TRACE GATEWAY is used to discover a
gateway that has a FIB for the specified schene nane.

Length: 16 bits
Length of Value field in octets.

Schene Nane: 8 bits
The code of the schene name defined in Figure 9.

Content Size: 32 bits

The total size (MB) of the (cached) content objects. Note that
t he maxi mum si ze expressed by 32 bit field is 65 GB

bj ect Count: 32 bits
The nunber of the (cached) content objects.
# Received Interest: 32 bits

The nunber of the received Interest nessages to retrieve the
content.

First Seqnum 32 bits

The first sequential nunber of the (cached) content objects.
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Last Seqnum 32 bits

The | ast sequential nunber of the (cached) content objects. Above
First Segnum and this Last Segnum do not guarantee the
consecutiveness of the cached content objects.

Cache Lifetinme: 32 bits

The el apsed tinme after the ol dest content object in the cache is
stored. The Cache Lifetinme is a 32-bit NTP tinmestanp, and the
formula converts froma UNIX tinmeval to a 32-bit NTP tinestanp is
sane as that of Section 3.1.2.

Remain Cache Lifetine: 32 bits

The lifetime of a content object, which is renoved first anong the
cached content objects. The Renmamin Cache Lifetine is a 32-bit NTP
ti mest anp.

4. Contrace User Behavi or
4.1. Sending Contrace Request

A Contrace user initiates a Contrace Request by sending the Request
message to the adjacent neighbor router(s) of interest. As a typica
exanpl e, a Contrace user invokes the contrace command (detailed in
Appendi x A) that fornms a Request nessage and sends it to the user’s
adj acent nei ghbor router(s).

When the Contrace user’'s programinitiates a Request nessage, it MJST
insert the necessary val ues, the "Request ID' (in the Request bl ock)
and the "Node Identifier" (in the Report block), in the Request and
Report bl ocks. Contrace user’s program MJST al so record the Request
ID at the corresponding PIT entry. The Request IDis a unique
identifier for the Contrace Request.

A Contrace Request with a schenme nane (e.g., ccnx:/, ndn:/) is used
to discover a router that has the FIB of the specified scheme nane.
In other words, a Contrace user can discover gateway(s) that support
different protocols such as CCN and NDN. (Note that defining the way
to interoperate different protocols is [TBD].) A Contrace Request
with a schene nane nay be forwarded to upstreamrouters being far
fromthe Contrace user (see Section 5.2); therefore, it is
RECOMVENDED t hat the nunber of traced routers is limted for the
Request (e.g., contrace command with "-r" option with small hops, and
repeated by increnenting the hop count if needed). 1t does not
provide other information, e.g., cache infornation.

Asaeda, et al. Expi res May 19, 2017 [ Page 19]



Internet-Draft Contrace Novenber 2016

4.

5.

5.

After the Contrace user’s program sends the Request message, unti
the Reply times out, the Contrace user’s program MJST keep the
followi ng information; Request ID and Fl ags specified in the Request
bl ock, Node Identifier and Request Arrival Tine specified in the
Report bl ock, and HopLimt specified in the fixed header

2. Receiving Contrace Reply

A Contrace user’s programw |l receive one or multiple Contrace Reply
messages fromthe adjacent nei ghbor router that has previously
received and forwarded the Request nessage(s). Wien the program
receives the Reply, it MJST conpare the kept Request |ID and the
Request ID noted in the Reply. If they do not match, the Reply
message SHOULD be silently discarded.

If the nunber of the Report blocks in the received Reply is nore than
the initial HopLimt value (which was inserted in the origina
Request) + 1, the Reply SHOULD be silently ignored.

After the Contrace user has deternined that s/he has traced the whol e
path or as nmuch as s/he can expect to, s/he might collect statistics

by waiting a tineout. Useful statistics provided by Contrace can be

seen in Section 9.

Rout er Behavi or
1. Receiving Contrace Request
Upon receiving a Contrace Request nessage, a router MJST exam ne
whet her the nessage conmes froma valid adjacent nei ghbor node. [If it

is invalid, the Request SHOULD be silently ignored.

When a router receives a Contrace Request nessage with a schene nane
(e.g., ndn:/), the router checks whet her the Request sets both "%%02"

and "%08" bits in the Flag or not. |If not, the router returns a
Reply with the | NVALI D REQUEST return code. The router next checks
whether it has the FIB for the specified schene nane. It the router

has the corresponding FIB, it sends the Reply nessage back to the
Contrace user. For a Request with a schene nane, the router SHOULD
only informthe supported schene nane. See Section 5.3. |If the
router does not have the FIB for the specified schene nane but has
the default nei ghbor router for another scheme nane (e.g., FIB entry
for ccnx:/), it forwards the Request to the default neighbor router
See Section 5.2. If the router does not have the FIB for the
speci fi ed schene nane and does not have the default neighbor router
for another schene nane, the router returns the Reply with the

NO ROUTE return code
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When a router receives a Request nmessage requesting cache
information, the router retrieves the cache information fromits CS
If the router is the caching router that caches the requested
content, it sends the Reply nessage. See Section 5.3. O herwi se,
the router forwards the Request nessage to its upstreamrouter(s).
See Section 5. 2.

If a router cannot continue the Request, it MJST put an appropriate
Ret urnCode in the Request nessage, change the Type field value in the
fixed header from PT_TRACE REQ to PT_TRACE REPLY, and forward the
Reply nmessage back toward the Contrace user. See Section 7.

5.2. Forwardi ng Contrace Request

When a router decides to forward a Request nmessage to its upstream
router(s), it MJIST insert a Report block having the Request Arriva
Time and Node ldentifier to the hop-by-hop TLV header of the Request
message. The router then forwards the Request nessage upstream
toward the publisher or caching router based on the FIB entry.

When the router forwards the Request nessage, it MJIST record the
Request ID at the corresponding PIT entry. The router can |later
decide the PIT entry to correctly forward back the Reply nessage even
if it receives nultiple Reply nessages within the sane tineout

period. (See bel ow. )

Contrace supports mnultipath forwardi ng. The Request nmessages can be
forwarded to nmultiple neighbor routers. Wen the Request nessages
forwarded to nultiple routers, the different Reply nmessages will be
forwarded fromdifferent routers or publisher. To support this case,
PIT entries initiated by Contrace remain until the configured
Contrace Reply Tineout (Section 8.1) passes. In other words, unlike
the ordinary Interest-Data conmunications in CCN, the router SHOULD
NOT renpove the PIT entry created by the Contrace Request before the
ti meout value expires, even if the router receives the Contrace
Reply.

Rout ers can configure the Contrace Reply Timeout Section 8.1, which

is the allowable tinmeout value to keep the PIT entry. 1In order to
avoi d DoS attacks (Section 10.5), routers MAY configure the shorter
ti meout value than the user-configured Contrace tineout value. |If it

is shorter, the Request nmay be tined out and the Contrace user may
not receive the Reply as expected.

Contrace Requests SHOULD NOT result in PIT aggregation in routers
during the Request nessage transm ssion
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5.3. Sending Contrace Reply

When a router decides to send a Reply nessage to its downstream

nei ghbor router or the Contrace user, it MJST insert a Report block
havi ng the Request Arrival Tinme and Node Identifier to the hop-by-hop
TLV header of the Request nessage. And then the router MJST insert
the correspondi ng Reply bl ock and Reply sub-bl ock(s) to the payl oad
if there is no error. The router does not insert any Reply bl ock/
sub-block if there is an error. The router finally changes the Type
field in the fixed header from PT_TRACE REQ to PT_TRACE REPLY and
forwards the nessage back as the Reply toward the Contrace user in a
hop- by- hop manner.

When a router decides to send the Reply nessage for the Request for
the specified scheme nane as seen in Section 5.1, it forns the Reply
message including a Reply block and a Reply sub-block with the

T _TRACE _GATEWAY type value (Figure 16) and the schene name

(Figure 9). After the router puts the NO ERROR return code in the
fixed header, it sends the Reply back toward the Contrace user

When a router decides to send the Reply nessage for the Request for
the cache information, it forns the Reply nessage including a Reply
bl ock and a Reply sub-block with the T _TRACE CONTENT type val ue
(Figure 15) and various cache information. After the router puts the
NO ERROR return code in the fixed header, it sends the Reply back
toward the Contrace user.

5.4. Forwarding Contrace Reply

When the router receives a Contrace Reply whose Request | D matches
the one in the original Contrace Request block TLV froma valid

adj acent nei ghbor node, it MJIST relay the Contrace Reply back to the
Contrace user. |If the router does not receive the correspondi ng
Reply within the [Contrace Reply Tineout] period, then it renobves the
corresponding PIT entry and terninates the trace.

Contrace Replies MJST NOT be cached in routers upon the Reply nessage
transmi ssi on.

6. Publisher Behavior
Upon receiving a Contrace Request nessage, a publisher MJST exam ne
whet her the nmessage conmes froma valid adjacent nei ghbor node. If it
is invalid, the Request SHOULD be silently ignored.
If a publisher cannot accept the Request, it MJST note an appropriate

Ret urnCode in the Request nessage, change the Type field value in the
fixed header from PT_TRACE REQ to PT _TRACE REPLY, and forward the
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message as the Reply back to the Contrace user. See Section 7 for
details.

If a publisher accepts the Request forwarded by a valid adjacent

nei ghbor node, it retrieves the local content information. The Reply
message having a Reply block and Reply sub-block(s) is transnmitted
back to the neighbor node that had forwarded the Request nessage.

7. Contrace Term nation

When perform ng an expandi ng hop-by-hop trace, it is necessary to
determine when to stop expanding. There are several cases an
intermedi ate router mght return a Reply before a Request reaches the
caching router or the publisher.

7.1. Arriving at Publisher or Gateway

A Contrace Request can be deternined to have arrived at the publisher
or gateway.

7.2. Arriving at Router Having Cache

A Contrace Request can be determined to have arrived at the router
havi ng the specified content cache within the specified HopLinit.

7. 3. No Route

If the router cannot determ ne the forwarding paths or nei ghbor
routers for the specified naned prefix, device nane, or function, the
router MUST note a ReturnCode of NO ROUTE in the fixed header of the
message, and forwards the nmessage as the Reply back to the Contrace
user.

7.4. No Information

If the router does not have any information about the specified nanmed
prefix, device nanme, or function, the router MJST note a ReturnCode
of NOINFO in the fixed header of the nmessage, and forwards the
message as the Reply back to the Contrace user

7.5. No Space

I f appendi ng the Report bl ock woul d nake the Contrace Request packet

| onger than the MIU of the Inconing face, or |longer than 1280 bytes
(especially in the situation supporting |Pv6 as the payload [3]), the
router MUST note a ReturnCode of NO SPACE in the fixed header of the
message, and forwards the nmessage as the Reply back to the Contrace
user.
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7.6. Fatal Error

A Contrace Request has encountered a fatal error if the |ast
ReturnCode in the trace has the 0x80 bit set (see Section 3.1).

7.7. Contrace Reply Ti neout

If a Contrace user or a router encounters the Request or Reply
message whose expires its own [Contrace Reply Tinmeout] val ue

(Section 8.1), which is used to tinme out a Contrace Reply such as the
case of Section 7.8.

7.8. Non-Supported Node

Cases will arise in which a router or a publisher along the path does
not support Contrace. 1In such cases, a Contrace user and routers
that forward the Contrace Request will tinme out the Contrace request.

7.9. Adnministratively Prohibited

If Contrace is admnistratively prohibited, a router or a publisher
rejects the Request nessage and its downstreamrouter will reply the
Contrace Reply with the ReturnCode of ADM N _PROH B.

8. Configurations
8.1. Contrace Reply Ti meout

The [Contrace Reply Timeout] value is used to tinme out a Contrace
Reply. Both Contrace users and routers can configure their own
Contrace Reply Tinmeout values. Contrace users, for exanple, can
configure the timeout value by the contrace conmand. The default
[Contrace Reply Timeout] value is 4 (seconds). Routers may want to
configure the short tineout val ues because of sone security concern
e.g., Section 10.5. However, the [Contrace Reply Tineout] val ue
SHOULD NOT be larger than 6 (seconds) and SHOULD NOT be | ower than 3
(seconds).

8.2. HopLimt in Fixed Header
If a Contrace user does not specify the HopLimt value in a fixed
header for a Request nessage as the HopLinit, the HopLinit is set to

32. Note that a Contrace user specifies 0 as the HopLimt, it is an
i nval i d Request and di scarded.
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8.3. Access Contro

A router MAY configure the valid or invalid networks to enable an
access control. The access control can be defined per naned prefix,
such as "who can retrieve which naned prefix". See Section 10. 2.

9. Diagnosis and Anal ysis
9.1. Nunber of Hops

A Contrace Request nessage is forwarded in a hop-by-hop nmanner and
each forwardi ng router appended its own Report block. W can then
verify the nunber of hops to reach the content forwarder or the
publ i sher.

9.2. Caching Router and Gateway ldentification

It is possible to identify the caching routers or a gateway in the
path fromthe Contrace user to the content forwarder, while sone
routers may hide their identifier (with all-zeros) in the Report

bl ocks (Section 10.1).

9.3. TTL or Hop Limt

By taking the HopLimt fromthe content forwarder and forwarding TTL
threshold over all hops, it is possible to discover the TTL or hop
limt required for the content forwarder to reach the Contrace user

9.4. Tinme Delay

If the routers have synchronized clocks, it is possible to estimate
the RTT between Contrace user and successive hops. |If all the
routers on the path do not have synchronized cl ocks, the Contrace
user can estimate the RTT between Contrace user and content
forwarder. Note that this delay includes control processing
overhead, so is not necessarily indicative of the delay that data
traffic woul d experience.

9. 5. Path Stretch

By getting the path stretch "d / P", where "d" is the hop count of
the data and "P" is the hop count fromthe consumer to the publisher
we can neasure the inprovenent in path stretch in various cases, such
as different caching and routing algorithnms. W can then facilitate
i nvestigation of the performance of the protocol
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9.6. Cache Hit Probability

Contrace can show t he nunber of received interests per cache or chunk
on a router. By this, Contrace neasures the content popularity
(i.e., the nunber of accesses for each content/cache), and you can

i nvestigate the routing/caching strategy in networks.

10. Security Considerations
This section addresses sone of the security considerations.
10.1. Policy-Based Information Provisioning for Request

Al t hough Contrace gives excellent troubl eshooting cues, sone network

adm nistrators or operators may not want to di scl ose everything about
their network to the public, or nay wish to securely transmt private
information to specific nenbers of their networks. Contrace provides
pol i cy-based i nformati on provisioning allow ng network adnmi nistrators
to specify their response policy for each router

The access policy regarding "who is allowed to retrieve what kind of
i nformati on" can be defined for each router. The perm ssion, whether
(1) Al (all cache information is disclosed), (2) Partial (cache
information with the particular name prefix can (or cannot) be

di scl osed), or (3) Deny (no cache information is disclosed), is
defined at routers.

On the other hand, we entail that each router does not disrupt
forwardi ng Contrace Request and Reply nessages. Wen a Request
nmessage i s received, the router SHOULD insert Report block. Here,
according to the policy configuration, the Node Identifier field in
the Report bl ock MAY be null (i.e., all-zeros), but the Request
Arrival Tinme field SHOULD NOT be null. At last, the router SHOULD
forward the Request nessage to the upstreamrouter toward the content
forwarder if no fatal error occurs.

10.2. Filtering of Contrace Users Located in Invalid Networks

A router MAY support an access control nechanismto filter out
Requests frominvalid Contrace users. For it, invalid networks (or
domai ns) could, for exanple, be configured via a |ist of allowed/

di sal | owned networks (as seen in Section 8.3). |If a Request is
received fromthe disall owed network (according to the Node
Identifier in the Request block), the Request SHOULD NOT be processed
and the Reply with the ReturnCode of | NFO H DDEN may be used to note
that. The router MAY, however, performrate limted | ogging of such
events.
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10.3. Topol ogy Di scovery
Contrace can be used to discover actively-used topologies. If a
network topology is a secret, Contrace Requests may be restricted at
the border of the donmain, using the ADM N PRCHI B return code

10.4. Characteristics of Content
Contrace can be used to discover what publishers are sending to what
kinds of contents. |If this information is a secret, Contrace
Requests nmay be restricted at the border of the donmain, using the
ADM N_PRCHI B return code

10.5. Shortening Contrace Reply Ti meout

Routers can configure the Contrace Reply Tineout Section 8.1, which

is the allowable tinmeout value to keep the PIT entry. 1In order to
avoi d DoS attacks, routers MAY configure the shorter tinmeout val ue
than the user-configured Contrace tinmeout value. |If it is shorter,

the Request may be tined out and the Contrace user may nhot receive
the Reply as expected.

10.6. Limting Request Rates

A router may linmt Contrace Requests by ignoring some of the
consecutive nessages. The router MAY randomly ignore the received
messages to mnimze the processing overhead, i.e., to keep fairness
in processing requests, or prevent traffic anplification. No error
is returned. The rate limt is left to the router’s inplenentation

10.7. Linmiting Reply Rates

Contrace supporting nultipath forwarding may result in one Request

returning nultiple Reply nessages. In order to prevent abuse, the

routers in the traced path MAY need to rate-limt the Replies. No

error is returned. The rate linmit function is left to the router’s
i mpl enent ati on.

10.8. Adjacency Verification

Contrace Request and Reply nmessages MJST be forwarded by adjacent

nei ghbor nodes or routers. Forwarding Contrace messages given from
non- adj acent nei ghbor nodes/routers MJST be prohibited. Such invalid
messages SHOULD be silently discarded. Note that defining the secure
way to verify the adjacency cannot rely on the way specified in CCNx
message format or semantics, and hence an new TLV for adjacency
verification using hop-by-hop TLV header will be [TBD].
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Appendi x A, Contrace Conmand and Options

The contrace command enabl es the Contrace user to investigate the
forwardi ng path based on the nane prefix of the content (e.g.,
ccnx: / news/today), device name, and function (or application) namne.
The nane prefix, device nane, and function nane (or application nane)
are mandatory but exclusive options; that is, only one of them should
be used with the contrace command at once.

The usage of contrace conmand is as foll ows:

Usage: contrace [-p] [-9] [-n] [-0] [-r hop_count] [-s hop_count] [-w
wait _time] name_prefix; or,

Usage: contrace [-r hop_count] [-s hop_count] [-w wait_tine]
device_nane | function_nane (or application_nane)

Asaeda, et al. Expi res May 19, 2017 [ Page 28]



Internet-Draft Contrace Novenber 2016

name_prefix
Nanme prefix of the content (e.g., ccnx:/news/today) the Contrace

user wants to trace. |If the Contrace user specifies only a schene
nane, e.g., "ccnx:/", s/he nust specify "-g" option (i.e.
contrace -g ccnx:/). In that case, the Contrace user discovers

the router having the FIB of the specified schene name and the RTT
bet ween Contrace user and the router. The -p option allows a
partial match for the name prefix; otherw se, an exact match is
required.

devi ce_nane
Devi ce nanme (e.g., ccnx:/%levice/server-A, ccnx:/%levice/ sensor -
123) the Contrace user wants to trace. Here, we assune the
contrace command with the "%levice" prefix indicates the trace
request for specified device/server/node, but defining the syntax
of device nane specification is [TBD].

function_nane (or application_nane)
Function name (e.g., ccnx:/%unction/firewall,
ccnx: /% unction/transcodi ng/ npeg2-h. 264) or application name
(e.g., ccnx:/%pplication/nmplayer) the Contrace user wants to
trace. Here, we assune the contrace command with the "% unction”
or "%pplication" prefix indicates the trace request for specified
function or application, but defining the syntax of function or
application nane specification is [TBD].

g option
This option can be specified if a Contrace user wants to discover
a gateway that supports specified schene nane and may have
multiple FIBs. Wen a Contrace user specifies only a schene nane,
e.g., "ccnx:/", this option nust be specified and ot her content
nane prefix is ignored.

n option
This option can be specified if a Contrace user only needs the
routing path information to the specified content/cache and RTT
bet ween Contrace user and content forwarder (i.e., cache
information is not given).

0 option
This option can be specified if a Contrace user needs to trace the
path to the content publisher. |If this option is specified, each

router along the path to the publisher only forwards the Request
message; it does not insert each Report bl ock and does not send
Reply even if it caches the specified content. The publisher (who
has the conplete set of content and is not a caching router)
replies the Reply nessage. Specifying only a schenme nanme is not
allowed with this option.
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r option
Nunmber of traced routers. |If the Contrace user specifies this
option, only the specified nunmber of hops fromthe Contrace user
trace the Request; each router inserts its own Report block and
forwards the Request nessage to the upstreamrouter(s), and the
| ast router stops the trace and sends the Reply nmessage back to
the Contrace user. This value is set in the "HopLinmt" field
|l ocated in the fixed header of the Request. For exanple, when the
Contrace user invokes the Contrace command with this option such
as "-r 3", the two upstreamrouters along the path append their
Report blocks in the Request nessage, and the next (and |ast)
router sends back the Reply nessage. |If there is a caching router
within the hop count along the path, the caching router sends back
the Reply nmessage and terminates the trace request. |If the |ast
rout er does not have the correspondi ng cache, it replies the Reply
message with NO INFO return code (described in Section 3.1) with
no Reply block TLV inserted. The Request nessages are termn nated
at publishers; therefore, although the maxi numvalue for this
option a Contrace user can specify is 255, the Request nessages
shoul d be in general reached at the publisher within significantly
| ower than 255 hops.

s option
Nunber of skipped routers. |If the Contrace user specifies this
option, the nunber of hops fromthe Contrace user sinply forward
the Contrace Request nessages without adding its own Report bl ock
and wi thout replying the Request, and the next upstreamrouter
starts the trace. This value is set in the "Ski pHopCount" field
| ocated in the Request block TLV. For exanple, when the Contrace
user invokes the Contrace conmand with this option such as "-s 3"
the three upstreamrouters along the path only forwards the
Request nessage, but does not append their Report blocks in the
hop- by- hop headers and does not send the Reply messages even
t hough they have the correspondi ng cache. The Request nessages
are term nated at publishers; therefore, although the maxi num
value for this option a Contrace user can specify is 255, if the
Request nessages reaches the publisher, the publisher silently
di scards the Request nessage and the request will be timed out.

w option
This option defines the Contrace timeout value (in seconds) that
the Contrace user will wait for the Reply. After the tinmeout, the
Contrace user terminates the Request and silently discards the
Reply message even if s/he receives the Reply. Note that routers
al ong the path can configure the Contrace Reply Ti nmeout
Section 8.1, which is the allowable tineout value to keep the PIT
entry. |In order to avoid DoS attacks Section 10, routers NAY
configure the shorter tinmeout value than the user-configured
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Contrace timeout value. |If it is shorter, the Request nmay be
timed out and the Contrace user nay not receive the Reply as
expect ed.
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