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Abstract

Thi s docunent specifies a chunking protocol for dividing a user
payl oad into CCNx Content Objects. This includes specification for
the nani ng convention to use for the chunked payl oad and a field
added to a Content Object to represent the last chunk of an object.
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1.

1.

I nt roducti on

CCNx Content Objects [CCNSemantics] are sized to anortize

crypt ographi c operations over user data while sinultaneously staying
a reasonabl e size for transport over today's networks. This neans a
Content oject is usually within common UDP or junbo Ethernet size.

If a publisher has a | arger anobunt of data to associate with a single
Nane, the data should be chunked with this chunking protocol. This
protocol uses state in the Name and in an optional field within the
Content nject. A chunked object may al so have an external netadata
content object that describes the original pre-chunked object.

CCNx uses two types of nessages: Interests and Content (bjects

[ CCNSermantics]. An Interest carries the hierarchically structured
vari able-length identifier (HSVLI), or Name, of a Content Object and
serves as a request for that object. If a network el enent sees
multiple Interests for the same nanme, it nay aggregate those
Interests. A network elenent along the path of the Interest with a
mat chi ng Content Object may return that object, satisfying the
Interest. The Content Object follows the reverse path of the
Interest to the origin(s) of the Interest. A Content Object contains
the Nane, the object’s Payload, and the cryptographic infornmation
used to bind the Nane to the payl oad.

This specification adds a new segnment to the Name TLV for conveying
the chunk number. 1t updates [CCNMessages]. It also provides
gui delines for the usage of the Key Locator in chunked objects.

Packets are represented as 32-bit wi de words using ASCII art.

Because of the TLV encoding and optional fields or sizes, there is no
concise way to represent all possibilities. W use the convention
that ASCI1 art fields enclosed by vertical bars "|" represent exact
bit widths. Fields with a forward slash "/" are variabl e bitw dths,
which we typically pad out to word alignnment for picture readability.

1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2

Chunki ng

Chunki ng, as used in this specification, neans serializing user data
into one or nore chunks, each encapsulated in a CCNx Content Object.
A chunk is a contiguous byte range within the user data. One segnent
in the Nanme of that Content Object represents the chunk nunber. A
field in the Content Object - only mandatory in the final chunk -
represents the end of the stream Chunks are denoted by a seria
counter, beginning at 0 and increnenting by 1 for each contiguous
chunk. The chunking ends at the final chunk. No valid user data

exi sts beyond the final chunk, and readi ng beyond the final chunk
MUST NOT return any user data.

Chunki ng MJST use a fixed bl ock size, where only the final chunk MAY
use a smaller block size. This is required to allow a reader to seek
to a specific byte offset once it knows the block size. The

bl ocksize may be inferred fromthe size of the first chunk of user
data. The first chunk of user data may not be chunk O.

Because of the requirenment for a fixed bl ock size, the inclusion of
certain cryptographic fields in the sane content objects as user data
would throw off the ability to seek. Therefore, it is RECOMVENDED
that all required cryptographic data, such as public keys or key nane
links, be included in the | eading chunks before the first byte of
user data. User data SHOULD then run continuously and with the sane
bl ock size through the remai nder of the content objects.

This draft introduces a new Nanme path segnent TLV type, called the
ChunkNunber nanme segnent. The ChunkNunber nane segnent is the serial
order of the chunks. It MJST begin at 0 and MJST be increnented by
1. The ChunkNunber nane segnent is appended to the base name of the
user data, and is usually the |ast nanme segnent.

The new Content Object field is the EndChunkNunber. It MJST be
included in the Content (bject which is the last chunk of user data,
but SHOULD be present at the earliest tinme it is known. The val ue of
t he EndChunkNunber shoul d be the network byte order value of the |ast
ChunkNunber. For example, if 3000 bytes of user data is split with a
1200 byte bl ock size, there will be 3 chunks: 0, 1, and 2. The
EndChunkNunber is 2.

The EndChunkNunber nay be updated in |ater Chunks to a |arger val ue,
as long as it has not yet reached the end. The EndChunkNumber SHOULD

NOT decrease. |If a publisher wi shes to close a stream before
reachi ng the End Chunk, it should publish enpty Content Cbjects to
fill out to the maxi num EndChunkNunber ever published. These padding

chunks MUST contain the true EndChunkNunber.
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2.1. Cryptographic materi al

Chunk O SHOULD include the public key or key name link used to verify
the chunked data. 1t is RECOWENDED to use the sane key for the
whol e set of chunked data. |f a publisher uses nultiple keys, then
the public key or key nane link for all keys SHOULD be in the |eading
chunks before any user data.

The rationel for putting all cryptographic data up front is because
the protocol requires using a fixed block size for all user data to
enabl e seeking in the chunked stream

2.2. Exanples

Here are some exanpl es of chunked Nanes using the Label ed Content
Identifier URI scheme in human readable form (ccnx:).

In this exanple, the content producer publishes a JPG that takes 4
Chunks. The EndChunkNunber is nmissing in the first content object
(Chunk 0), but is known and included when Chunk 1 is published. It
is omtted in Chunk 2, then appears in Chunk 3, where it is

mandat ory.

ccnx: / Narme=par ¢/ Name=pi ct ur e. j pg/ Chunk=0 - -
ccnx: / Name=par ¢/ Name=pi ct ur e. j pg/ Chunk=1 EndChunkNunber =3
ccnx: / Name=par c/ Name=pi ct ur e. j pg/ Chunk=2 - -
ccnx: / Nanme=par c/ Name=pi ct ur e. j pg/ Chunk=3 EndChunkNunber =3

In this exanple, the publisher is witing an audi o streamthat ends
bef ore expected so the publisher fills enpty Content Cbjects out to
t he maxi mum ChunkNunber, stating the correct EndChunkNunber. Chunks
4, 5, and 6 do not contain any new user data.

ccnx: / Narme=par ¢/ Nane=t al k. wav/ Chunk=0 - -

ccnx: / Nanme=par ¢/ Nanme=t al k. wav/ Chunk=1 EndChunkNunber =6
ccnx: / Narme=par c/ Nane=t al k. wav/ Chunk=2 - -

ccnx: / Name=par c/ Nane=t al k. wav/ Chunk=3 EndChunkNunber =3
ccnx: / Name=par c/ Name=t al k. wav/ Chunk=4 EndChunkNunber =3
ccnx: / Name=par c/ Name=t al k. wav/ Chunk=5 EndChunkNunber =3
ccnx: / Nanme=par ¢/ Nanme=t al k. wav/ Chunk=6 EndChunkNunber =3
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3.

3.

3.

3.

1.

1.

2

TLV Types
This section specifies the TLV types used by CCNx chunki ng.
Name Types

CCNx chunki ng uses two new Name types: Chunk Number and Chunk
Met adat a.

%0010 | T_CHUNK | Chunk Number
(Section 3.1.1)

| The current Chunk Nunber, is

| an unsigned integer in |
| network byte order w thout |
| leading zeros. The value of |
| zero is represented as the

| single byte %00. |

Tabl e 1: Nane Types
1. Chunk Number
The current chunk nunber, as an unsigned integer in network byte
order without |eading zeros. The value of zero is represented as the

singl e byte %O00.

In ccnx: URI form it is denoted as " Chunk"

1 2 3
01234567890123456789012345678901
e e e o e e e o e e e o S +
[ T_CHUNK [ Lengt h [
o e oo o e oo o e oo o +
[ variabl e | ength integer /
T T +

Protocol Information

CCNx chunki ng introduces one new TLV for use in a Content bject.
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9% 000C | T_ENDCHUNK | EndChunkNunber
(Section 3.1.1)

| The last Chunk nunber, as

| an unsigned integer in |
| network byte order |
| without |eading zeros. |
| The value of zero is |
| represented as the single

| byte %00. [

Tabl e 2: Content bject Types
3.2.1. EndChunkNunber

The endi ng chunk nunber, as an unsigned integer in network byte order
wit hout |eading zeros. The value of zero is represented as the
singl e byte %O00.

1 2 3
01234567890123456789012345678901
. . . . +
[ T_ENDCHUNK [ Length [
. I . . +
| vari abl e I ength integer /
e e e o e e e o +
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4. Acknow edgenents
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5. 1 ANA Consi derations

The draft adds new types to the CCNx Nanme Segnent Types registry and
the CCNx Content (bject Types registry.
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6. Security Considerations

This draft does not put any requirenments on how chunked data is
signed or validated.
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