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Abst ract
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the keys used to encrypt traffic. An annex provides an exanpl e peer-
to-peer transport protocol for exchangi ng encrypted CCNx
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1.

I nt roducti on

DI SCLAIMER: This is a WP draft of CCNxKE and has not yet seen
rigorous security analysis.

CCNx Key Exchange (CCNxKE) establishes epheneral forward secure keys
between two peers, called the consuner (client) and producer
(server). The underlying cryptography of CCNXKE is simlar to TLS
1.3, though there are some protocol changes due to the |ICN nature of
CCNXKE. CCNxKE al so supports the concept of a MowveToken, which

all ows the authenticating producer to shift a session to one (or
nore) co-operating replicas.

CCNXKE does not specify how the keys are used. It only specifies how
to derive the traffic secret that could be used to encrypt/decrypt
data. The draft [draft-wood-icnrg-tlvencap] specifies one way to use
the traffic secret to carry out comrunications in a session

Annex A al so sketches out an exanple CCNx protocol for exchanging
encrypted nmessages, though it is not part of this standard. O her
protocol s may use CCNxKE.

For exanple, a producer and replica my use CCNXKE to establish a
shared key to use in Move Tokens. Two routers may use CCNxKE to
establi sh MACSEC keys. A consuner and publisher could establish a
symretric key while on-line then publish content later for an off-
line consumer. In short, the use of CCNXKE is not linited to a TLS-
i ke transport protocol

CCNXKE al | ows upper-|ayer data to be returned in Round 3, like TLS
1.3. In this sense, one can achieve 3 RTT (worst case) or 1 RTT
(best case) comuncations. The data put in this response is up to
the protocol using CCNXKE and may or may not be used.

CCNXKE is not a substitue for data authenticity, such as Content

bj ect provenance via signatures, group encryption of cached objects,
or DRM protections. CCNxKE only creates a private, epheneral tunne
bet ween a consuner and a producer. CCNXKE expects that the encrypted
conmuni cations protocol still carries normal CCNx packets wi th nornal
CCNx attributes such as signatures

Sone types of | CN conmmunications require enpheneral, forward secure
encryption. Typical exanples are on-line banking, real-tine voice,
or on-line shopping. GOher applications may need different types of
encryption and thus not use CCNXKE. There is currently no standard
way for CCNx peers to exchange enpheneral, forward secure keys, thus
this RFC specifies the standard nechani smthat should be used by al
CCNx peers for such keys. CCNxKE is built on the CCNx 1.0 protoco
and only relies upon standard Interest and Content Objects as a
vehi cl e for conmuni cati on.
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In this docunment, the term’ CCNXKE session’ refers to the key
exchange session. It does not refer to a transport protocol session
(l'ike TLS) that uses the derived keys.

This protocol has the followi ng four nmain properties:

- Each peer’s identity can be authenticated using asynmetric, or
public key, cryptography (e.g., RSA [RSA], ECDSA [ ECDSA], etc.).
Server authentication is mandatory whereas nutual authentication
i s optional

- The negotiation of a forward-secure shared secret is protected
from eavesdroppers and man-in-the-nmiddle (MTM attacks.

- The negotiation is reliable: no attacker can nodify the
negoti ati on comuni cation w thout being detected by the parties to
t he conmuni cati on

- The state of a CCNxKE session can be securely nigrated between an
endpoi nt perform ng authenticati on and that which provides content
using a "nove token." This allows authentication and
aut hori zation to be separated fromencryption for a session,
enabling different systenms to conplete these steps.

Usage of CCNXKE is entirely independent of upper-layer application
protocols. CCNXKE rmay be used for any purpose that requires producer
aut henti cati on and shared enphemneral forward-secure keys.

CCNXKE al so introduces a new type of cookie based on reverse hash
chains [HASHCHAIN] to help limt the anount of significant server
wor k done in response to a client or consumer Interest. TCP-based
protocol s, such as TLS [TLS13], use the TCP 3-way handshake for such
proof. UDP-based protocols, such as QU C [QUI C] and DILS 1.2

[ DTLS12], use an optional session address token or cookie that nust
be presented by the client (consuner) to prove ownership of an
address during a key exchange procedure. Wthout source addresses,
our cookie technique ensures that the sane entity which requested
server information, e.g., the public configuration data, is the sane
entity that wishes to conplete a key exchange.

The main contribution of this work is adapting key exchange
principles to the pull-based CCNx conmuni cati on nodel. CCNXKE only
assunmes that a consumer knows a first name prefix to initiate the key
exchange. The first Interest does not need to be a CCNXKE packet --
the producer can signal back to the consuner that it requires a
transport protocol using CCNXKE in the response.
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Thi s specification does not subsume other I CN-conpliant key exchange
protocols. Nor does its existence inply that all encryption in an
I CN nust be based on sessions. It was designed specifically to solve
t he probl em of session-based encryption in |ICN

1.1. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].
The following terns are used:

Consuner/dient: The CCN consuner initiating the CCNXKE key exchange
via a first Interest.

Producer/ Server: The CCN producer receiving or accepting the CCNXKE
key exchange request request Interest.

Sender: An endpoint that originates a nessage.

Recei ver: An endpoint that is receiving nessages.

Peer: An endpoint. When discussing a particular endpoint, "peer"
refers to the endpoint that is renote to the primary subject of

di scussi on.

Connection: A network path of n >= 1 hops between the consuner and
producer.

Endpoi nt: Ei ther the consuner or producer of the connection

Handshake: A series of nessage exchanges between two peers that is
used to performa task (e.g., performkey exchange and derivation).

Session: An associ ation between a consuner and a producer resulting
froma CCNxKE handshake.

DH. A Diffie Hell man key exchange procedure [ RFC2631] [DH].

Key Share: One half of the shared-secret provided by one peer
perform ng a DH key exchange.

Forwar d- secure: The property that conprom sing any |long-term secrets

(e.g., cryptographic keys) does not conprom se any session keys
derived fromthose | ong-term secrets.
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CONFIG information: A data structure created by a producer which
contains |ong-term cryptographic material and associated information
needed by a client to initiate a key-exchange with the producer.

HELLO exchange: An exchange between a consuner and producer wherein
the consuner retrieves the CONFIG information fromthe producer.

Payl oad: The payl oad section of a CCNxMessage as defined in
[ CCNxMessages] .

KEPayl| oad: A payload for information used in the CCNXKE protocol
which is a generic key-value store. The KEPayload is not_ the
CCNxMessage payl oad.

CCNxNane: A CCNxNanme as defined in [ CCNxMessages] .
Semi -static: Short-term

Short-term Secret (SS): A secret which is derived fromthe server’s
sem -static DH share and the client’s fresh DH share.

Forwar d- secure Secret (FSK): A secret which is derived fromfresh
(i.e., generated on demand at randon) DH shares from both the
consumer and producer for the given connection.

HKDF: Hash-based key-derivation function [ RFC5869].
2. Goals

The goals of the CCNXKE protocol, in order of priority, are as
fol | ows:

1. Cryptographic security: CCNXKE shoul d be used to securely
establish a session and all related shared secrets between two
peers. Cryptographic properties of interest include: (a)
forward-secure session key derivation and (b) (state and
comput ational) deni al -of-service prevention at the producer (see
[ RFC4987]) that is no worse than DTLS 1.2 [DTLS12]}. For property
(a), different keys (and rel evant al gorithm paraneters such as
IVs) are established for each communication direction, i.e., from
consuner to producer and producer to consuner. For property (b),
we use a new type of stateless cookie inspired by that of DILS
1. 2.

2. Interoperability: Independent programmers should be able to
devel op applications utilizing CCNXKE that can successfully
exchange cryptographi c paraneters w thout know edge of one
anot her’ s code.
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3.

3. Extensibility: CCNXKE seeks to provide a framework into which new
public key and symetric key methods and al gorithns can be
i ncorporated w thout breaking backwards conpatibility or
requiring all clients to inplenent new functionality. Moreover
the protocol should be able to support a variety of peer
aut hentication protocols, e.g., EAP-TLS, EAP-PWD, or a sinple
chal | enge-response protocol

4. Relative efficiency: CCNXKE tries to create sessions with mni mal
conput ation, bandw dth, and nmessage conplexity. |In particular
it seeks to create sessions with as few end-to-end round trips as
possi bl e, and al so provide support for accel erated session
est abli shnent and resunption when appropriate. At nost 2 round-
trip-times (RTTs) should be used to establish a session key, with
the possibility of 1-RTT accelerated starts and resunption

Scope

Thi s docunent and the CCNXKE protocol are influenced by the TLS 1.3
[TLS13], QU C[QUC, and DTLS 1.2 [DTLS12] protocols. The reader,
however, does not need a detail ed understandi ng of those protocols to
understand this docunent. Moreover, where appropriate, references to
rel ated protocols are made for brevity and technical clarity. This
docunment is intended primarily for readers who will be inplenenting
the protocol and for those doing cryptographic analysis of it. The
specification has been witten with this in nmnd and it is intended
to reflect the needs of those two groups.

Unli ke TLS, this docunent does not specify the transport protocol
It specifies the establishnment of a session ID and shared keys.
O her documents specify the use of CCKXKE within a transport

pr ot ocol

This docunent is not intended to supply any details of service
definition or of interface definition, although it does cover select
areas of policy as they are required for the maintenance of solid
security.

Present ati on Language

Thi s docunent uses a presentation | anguage of renote calls (i.e.
packet nessages) similar to the format used by TLS [TLS13].

CCNxKE Overvi ew
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5.1. Connection Establishnment Latency

CCNXKE operates in three rounds, where each round requires a single
RTT to conplete. The full execution of the protocol therefore
requires 2 RTTs before a session is fully established. The ful
version is used when consunmers have no a priori infornmation about the
producer. An accel erated one round version is used when the consumer
has valid configuration information and a source cookie fromthe
producer; this variant requires 1 RTT before a session is

est abl i shed.

5.2. Connection Mgration and Resunption

CCN end hosts lack the notion of addresses. Thus, the producer
endpoint for a given execution of the CCNXKE protocol is one which
can authoritatively serve as the owner of a particul ar namespace.

For exanple, a consuner may wi sh to establish a session with a
producer who owns the /conpany/foo nanespace. The specific end host
whi ch partakes in the protocol instance is not specified, by virtue
of the fact that all CCNXKE nmessages are based on well-defined nanes.
Thi s enabl es the producer end-host which partakes in the protocol to
change based on the nane of the CCNXKE nessages. Consequently, to
mai ntain correctness, it is inportant that a single execution of the
protocol operates within the sane trusted context; this does not mean
that the same producer end-host is required to participate in al
three steps of the protocol. Rather, it nmeans that the end-host
responding to a CCNxKE nessage nust be trusted by the consuner to
conpl ete the exchange. CCNxKE is designed to enable this sort of
producer mgration.

For exanple, a consumer may use an initial name like '/parc/

i ndex. htm’ that works like an I P any cast address and could got to
one of several systenms. CCNXKE allows the respondi ng endpoint to
include a localized nane to ensure that subsequent nessages fromthe
consuner cone back to the same producer. CCNXKE al so allows the key
exchange peer to securely hand-off the session to a content producer
peer via another nanme and session token once the client is

aut henti cated and keying material is exchanged.

5.3. Re-Transm ssions, Tineouts, and Replay Prevention
CCNXKE ti meouts and retransm ssions are handl ed using the approach in
[RFC6347]. One primary difference is that tinmer values may need to

be adjusted (el ongated) due to prefix shifts and the need for a
producer to transfer security information between different machines.
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Repl ay attack prevention is also an optional feature, and if used,
MAY be done using one of the following two approaches at the receiver
(producer):

- | PSec AH [ RFC4302] and ESP [ RFC4303] style replay detection based
on sliding wi ndows and nonotonically increasing sequence nunbers
for windows. Note that the sliding window inherently linmts the
performance of the protocol to the w ndow size, since only a
finite nunber of messages may be received within a given w ndow
(based on the wi ndow size).

- The optimnized anti-replay algorithmof [RFC6479].
Loss Sensitivity

CCNXKE nessages are transferred using standard CCN I nterest and
Content (njects and are therefore subject to | oss as any datagram
This neans that traffic encrypted with keys derived from CCNXKE nust
be statel ess. They cannot depend on in-order arrival. This problem
is solved by two nechanisns: (1) by prohibiting stream ci phers of any
kind and (2) addi ng sequence nunbers to each nessage that allow the
receiver to identify and use the correct cryptographic state to
decrypt the nmessage. Moreover, sequence nunbers pernmit anti-replay
mechani snms simlar to those used in DTLS [ DTLS12] as nentioned above.

The CCNXKE Pr ot oco

This section describes the CCNXKE protocol in detail at the nessage
| evel . The specific encoding of those nessages is given |later
CCNXKE coul d be adapted to different wire format encodi ngs, such as
t hose used by the NDN protocol

The follow ng assunptions are made about peers participating in the
CCNXKE pr ot ocol

- Consumers know t he namespace prefix of the producer for which they
wi sh to execute the CCNxKE protocol

- CCNxKE protocol information is carried in a distinguished field
out side of the payload of CCN nessages. This is done to
di stingui sh key exchange nmaterial with application data in a
message. This is necessary for 1 RTT packets that carry both
keying material and application payl oad.

- CCNxKE does not require any special behavior of internediate
systens to forward packets.
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-  CCNxKE packets generally should not be cached for significant
periods of time, as use normal protocol methods to linmit caching.
Part of this is achieved through the use of consuner-specific
nonces in nanes.

6. 1. Round Overvi ew

CCNXKE i s conposed of three rounds. The purpose of each round is
descri bed bel ow.

- Round 1: Performa bare HELLO exchange to obtain the extensions
(parameters) for the key exchange provided by the producer and a
source cookie to prove ownership of the "source" of the request.

- Round 2: Performthe initial FULL-HELLO exchange to establish a
forward-secure key used for future comunication, i.e., Interest
and Content Object exchanges in the context of the newy
establ i shed session

- Round 3: Send the first bit of application data and (optionally)
transfer resunption cookie(s) fromthe producer to the consuner.

Conceptual ly, there are two secrets established during a single
execution of CCNxKE:

- Static Secret (SS): A secret which is derived in one of two ways
(a) fromthe client and server epheneral key shares and (b) from
the server’'s seni-static share and the client’s epheneral key
share. Keying material derived fromSS in option (a) is not
forward secure.

- Ephemeral Secret (ES): A secret which is derived fromboth the
client and server epheneral key shares.

Dependi ng on the node in which CCNXKE is used, these secrets can be
established in a variety of ways. Key derivation details are
outlined in Section Section 9.

Al'l secrets are derived with the appropriate amount of randomess
[ RFC4086]. An overvi ew of the nessages sent in each of the three
rounds to establish and use these secrets is shown in Figure Figure 1
below. This diagramonits sonme parts of each nessage for brevity.

Consuner Pr oducer
HELLO

+ Sour ceChal | enge
I[/prefix/random 1]
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HELLO REJECT:

+ Ti nmest anp

+ Sour ceCooki e

+ pi nned- prefix*

+ Server Chal | enge*

+ Server Confi guration*

FULL- HELLO
+ C i ent KeyShare
+ Sour ceCooki e
+ Sour cePr oof
+ Ti nmest anp
I [/ pi nned- prefix/random 2]
-------- >
HELLO ACCEPT:
+ Server KeyShar e
+ Sessionl D
+ [Certificat eRequest *]
+ [CertificateVerify*]
+ [ MovePrefi x*, MyveToken)*]
+ [ Fi ni shed]
CJ / pi nned- prefix/random 2]
Cmmm e = -
**key exchange conpl et e**
Payl oad:

+ MoveToken*
+ MovePr oof *
+ [ Consurrer Dat a]

I[/prefix/SessionlD[...]]

+ NewSessi onl D*

+ NewSessi onl DTag*
Payl oad:

[ Producer Dat a]

CO/prefix/SessionlDJ[...]]

Repeat with data <-mmm---- > Repeat with data

* Indicates optional or situation-dependent
messages that are not al ways sent.

{} I'ndicates nessages protected using keys
derived fromthe short-termsecret (SS).
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() I'ndicates nmessages protected using keys
derived fromthe epheneral secret (ES)

[T I'ndicates nessages protected using keys
derived fromthe traffic secret (TS)

Figure 1: High-level nmessage flow for full CCNXKE protocol with a
maxi mum 2- RTT del ay.

In the followi ng sections, we will describe the format of each round
in this protocol in nore detail.

We do not specify the encoding of CCNXKE data sent in Interest and
Content nhject payloads. Any viable encoding will suffice, so |ong
as both parties agree upon the type. For exanple, the payload could
be structured and encoded as a JSON object, e.g.

{ "dientKeyShare" : Oxaa, "SourceCookie" : 0xbb, "SourceProof"
Oxbb, ... }

For now, we assune sone valid encodi ng nechanismis used to give
structure to nessage payl oads. Mbreover, we assune that these
payl oads are carried in a distingui shed CCNxKE payl oad field
contained in the Interest and Content (bjects.

6. 2. Round 1

The purpose of Round 1 is to acquire a cookie to binding the exchange
to the initial consuner and the public configuration infornation
contained in the ServerConfiguration structure. This information is
used in the second round when perforning the actual key exchange. To
that end, the format of the Round 1 nessage is trivial. First, the
client issues an Interest with the foll ow ng nane

[ prefix/random 1

where random 1 is a randomy generated 64-bit nonce. This interest
carries a KEPayl oad with the follow ng information

S o m e o e e e e e e e e e e ee—aa- o [ S +
| HELLO Field | Description | Optional? |
oo o m e e e oo +
| SourceChallenge | A random val ue generated to prove | No |
| | ownership of the consumer’s | |
| | "source" | |
S o m e o e e e e e e e e e e ee—aa- o [ S +
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Upon receipt of this interest, the producer responds with a HELLO
REJECT Content Object whose KEPayl oad has the follow ng fields:

Fom e e e e oo oo o m e e e e e e e e e e e e mo— oo [ S +
| HELLO REJECT Field | Description | Optional? |
o e e e o m e e e e e e e e eeee o oo Fom e e oo - +
| Tinmestanp | Current server tinmestanp | No |
I I I I
| SourceCookie | A cookie that binds the | No |
[ | consuner’s challenge to the [ [
| | current tinmestanp | |
I I I I
| PinnedPrefix | A new prefix that pins the key | Yes |
| | exchange to a particul ar server | |
| | | |
| ServerConfiguration | The public server configuration | Yes [
| | information | |
I I I I
| ServerChall enge | A random value for the consuner | Yes |
| | toinclude inits | |
| | CertificateVerify if the server | |
[ | requires client authentication | [
oo oo e e e e e e e e e eeeo oo R +

The Ti nestanp and SourceCookie are used in Round 2. Their derivation
is described later. |If the server provides a PinnedPrefix then the
consumer nust use this prefix in Round 2 in lieu of the Round 1 nane
prefix. (This is because the PinnedPrefix identifies a particular
endpoint that is capable of conpleting the key exchange.)

The ServerConfiguration information is a seni-static catal og of

i nformati on that consumers may use to conplete future key exchanges
with the producer. The fields of the ServerConfiguration information
are shown bel ow
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Fom e e e oo o m e e e e e e e e e eme— oo - R +
| ServerConfiguration | Description | Optional? |
| Field | | |
Fom e e e e oo oo o m e e e e e e e e e e e e mo— oo [ S +
| KEXS | Supported elliptic-curve key- | No |
| | exchange al gorithns | |
I I I I
| AEAD | Supported AEAD al gorithns | No |
| | | |
| PUBS | List of public values (for key | No [
| | exchange al gorithm) encoded | |
[ | appropriately for the given | |
| B | |
| EXPRY | Expiration timestanp (i.e., | No |
[ | longevity of the [ [
| | ServerConfiguration structure) | |
I I I I
| VER | Version of the CONFIG structure | Yes |
I I I I
| CERT | Server certificate | No |
I I I I
| SIG | Signature produced by the | No |
| | server over the entire | |
| | ServerConfiguration nessage | |
Fom e e e e e e e e oo Fom e e e e e e e e m e e B +

The KEXS is a data structure that enunerates the elliptic curve key-
exchange al gorithns that are supported by the producer (see [QU C
for nmore details). Currently, only the follow ng curves are

support ed:

- Curve25519
- P-256

Sel ection criteria for these curves is given at
http://safecurves.cr.yp.tol.

The AEAD structure enunerates the supported AEAD al gorithns used for
symretri c-key authenticated encryption after the session has been
established. Currently, the only supported al gorithnms are:

- AES-GCM (128,192,256) [GCM: a 12-byte tag is used, where the
first four bytes are taken fromthe FSK key-derivation step and
the last eight are taken fromthe initial consuner nonce.

- Sal sa20 [ SALSA20] (stream cipher) with Pol y1305 (MAC).
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The key sizes and related paraneters are provided with the AEAD tag
in the CONFI G structure.

The PUBS structure contains the public values for the initial key
exchange. Both Curve25519 and P-256 provide their own set of
accepted paraneters. Thus, the only values provided here are the
random curve el enents used in the DH operation

The EXPRY value is an absolute tinmestanp that indicates the |ongevity
of the ServerConfiguration

The CERT and SI G values contain the server’'s certificate and a
signature generated over the entire ServerConfiguration field. This
signature is generated with the correspondi ng private key.

6.3. Round 2

The purpose of Round 2 is to performthe initial FULL-HELLO exchange
to establish a forward-secure key used for future commrunication. It
i s assuned that the consuner already has the ServerConfiguration
information that is provided fromthe producer in Round 1. It is

al so assuned that the consumer has a

Mor eover, assume that nonce2 is a epheneral nonce provided by the
producer in Round 1. Then, the consuner issues an Interest with the
fol | owi ng nane:

[ prefix/random 2

and a KEPayl oad with the follow ng information:

o e e e e e e e e e oo Fom e m e e e e e e e e e e e e am o B +
| FULL-HELLO Field | Description | Optional? |
Fom e e e e oo o e e m e e e e e e e e e e — e oo [ S +
| dientKeyShare | The client’'s key share for the | No |
| | key exchange | |
I I I I
| SourceCookie | SourceCookie provided by the | No |
| | server in Round 1 | |
I I I I
| Sour cePr oof | The SourceCookie construction | No |
| | proof provided by the client | |
I I I I
| Timestanmp | The tinestanp provided by the | No |
| | server in Round 1 | |
I I I I
| ConsunerPrefix | The consuner’s prefix that can | Yes |
I I I I

be used for the producer to
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send interests to the consuner

Pr eShar edKey A pre-shared key that can be Yes
configured between a consuner

and producer

Yes

Resunpt i onCooki e The Resunpti onCooki e derived

froma past session
{MoveChal | enge} A nove chal | enge generated Yes
identically to the

Sour ceChal | enge

{ Al gChoi ce} Al gorithm (KEXS and AEAD)
options choice (a list of tags
echoed fromthe

Server Confi guration)

{Proof}
sorted list of types of proof
the consumer will expect)
{CCs} Conpressed certificate set
that the consumer possesses
{ Consuner Dat a} Application data encrypted Yes
under a key derived from SS

(in a 1-RTT exchange)

Ser ver Nanel ndi cati on A server nane indication (as a | Yes
CCNxNarne) defined in Section 3

of [ RFC6066]

Yes

Certificate The client’s certificate

CertificateVerify A signature generated over the Yes

entire FULL-HELLO nessage

I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
Proof of demand (i.e., a | No |
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I

((TODO provide nore details about each of these fields))

Upon receipt of this interest, the producer perforns the DH
computation to conpute ES and SS, decrypts all protected fields in
the consuner’s KEPayl oad, and validates the al gorithm choice

sel ection (AlgChoice). |If any of these steps fail, the producer
replies with with a HELLO REJECT Content Obj ect whose KEPayl oad
contains a REJ flag and the reason of the error. The REJ flag and
val ue are encrypted by the SS (if possible).
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If the above steps conplete without failure or error, then the
producer responds with a Content Object whose KEPayl oad has the
followi ng fields:

Cl eartext session
identifier

Sessi onl D

Ser ver KeyShar e Server’s key share for the

ES derivation
Addi ti onal extensions Yes
provi ded by the server,
encrypted under ES

{ Ser ver Ext ensi ons}

I

|

I

I

I

I

I

|

I

[ Resunpt i onCooki e] Resunption cookie | Yes
encrypted under a TS- |
derived key |

|

{(MovePrefix, MoveToken)} Third CCNxNane prefix and |

token to use when noving |

I

I

I

|

I

I

I

I

I

to session establishnent

Yes

Server certificate that Yes
mat ches the type of proof

provi ded by the client

CertificateRequest*

CertificateVerify* Si gnat ure generated over Yes
the entire HELLO ACCEPT

nessage

If a MovePrefix and MoveToken tuple is provided then in the HELLO
ACCEPT nessage then a CertificateVerify (signature) MIST al so be
provided in the response.

6. 4. Round 3

In Round 3, the consuner sends interests whose nane and optiona
Payl oad are encrypted using one of the forward-secure keys derived
after Round 2. In nornal operation, the producer will respond with
Content nhjects whose Payl oads are encrypted using a different
forward-secure key. That is, interests and Content Cbjects are
encrypted and authenticated using two separate keys. The producer
may al so optionally provide a new resunption cookie (RC) with a
Content nbject response. This is used to keep the consuner’s
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resunption cookie fresh and to al so support 0O RTT resunption. In
this case, the producer’s Content Cbject response has the foll ow ng
fields:

- Payload: the actual Content (bject payl oad data encrypted with the
producer’s forward-secure key.

- Resunpti onCooki e: A new resunption cookie to be used for resuning
this session in the future.

The producer is free to choose the frequency at which new resunption
cookies are issued to the consuner.

The producer may also reply with a new SessionlD. This is done if
the client presented a MoveToken and MoveProof. A NewSessionl D nust
be acconpanied with a NewSessi onl DTag, which is equal to the HVAC of
NewSessi onl D conputed with the traffic-secret key. A client MJST

t hen use NewSessionlD instead of SessionlD after verifying the
NewSessi onl DTag.

7. Alternative Exchanges

CCNXKE al so supports one-round key exchange and session resunption.
These variants are outlined below The key material differences are
described later. |In these variants, we use nmessage

ExchangeSour ceCooki e to denote the foll ow ng exchange:

Consuner Pr oducer

HELLO
+ Sour ceChal | enge
I [/prefix/random 1]

HELLO- REJECT:
+ Ti nest anp
+ Sour ceCooki e

Server Chal | enge*
Server Confi guration*

CO / prefix/random 1]

Fi gure 2: SourceCooki e exchange -- ExchangeSour ceCooki e.
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7.1. One-RTT Exchange

Consuner Producer
-------- >
ExchangeSour ceCooki e
Cemm e e = =
FULL- HELLO:
+ C i ent KeyShare
+ Sour ceCooki e
+ Sour cePr oof
+ Ti nest anp
+ Certificate*
+ CertificateVerify*
+ { Consurmer Dat a*}
I [/prefix/random 2]
-------- >
HELLO- ACCEPT:
+ Server KeyShar e
+ SessionlD
+ [ Server Ext ensi ons]
+ [ Resunpti onCooki e]
+ [Certificat eRequest *]
+ [CertificateVerify*]
+ [ MovePrefix*, MyveToken*]
+ [ Fi ni shed]
CO / prefix/random 2]
I,
**key exchange conpl et e**
Send encrypted data <-m-m---- > Send encrypted data

* | ndicates optional or situation-dependent
messages that are not always sent.

{} Indicates nessages protected using keys
derived fromthe short-termsecret (SS).

() I'ndicates nmessages protected using keys
derived fromthe epheneral secret (ES).

[T I'ndicates nessages protected using keys
derived fromthe traffic secret (TS).

Fi gure 3: Exchange with 1 RTT.

As with TLS, the initial application data is protected with the
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8. Resunption and PSK Mode

In this node, the client uses its ResunptionCookie to re-create a
previous session. The client also provides a key share in case the
server opts to fall back and establish a fresh key. |[If the server
accepts the ResunptionCookie then it MJST i ssue a new Sessionl D and
Resunpti onCooki e for future use with the client.

Consuner Pr oducer

FULL- HELLO
Cl i ent KeyShare
Sour ceCooki e
Sour cePr oof
Ti nest anp
Pr eShar edKey
Resunpt i onCooki e
I [/ prefix/random 2]

+ 4+ + + 4+

HELLO- ACCEPT:
+ Server KeyShar e
+ SessionlD
+ [ Server Ext ensi ons]
+ [ Resunpti onCooki e]
+ [ MovePrefix*, MoveToken*]

+ [ Fi ni shed]
CO / prefix/random 2]
Cemm e e - =
**key exchange conpl et e**
Send encrypted data <mmmmmm - > Send encrypted data

* Indicates optional or situation-dependent
messages that are not always sent.

{} I'ndicates nessages protected using keys
derived fromthe short-term secret (SS).

() I'ndicates nessages protected using keys
derived fromthe epheneral secret (ES).

[T I'ndicates nmessages protected using keys
derived fromthe traffic secret (TS).

Figure 4: Exchange with 1 RTT.
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9. Secret Derivation

In this section we describe how secrets used in the protocol are
derived. W cover the SourceCooki e, MveToken, SessionlD
Resunpti onCooki e, and the actual traffic keys.

9.1. SourceCookie Derivation

The intention of the SourceCookie is to prove that a client is
sending interests froma legitimate | ocation before any server
conputation is done. Wthout this, a Denial of Service attack could
be carried out by sending interests to the server with the intention
of triggering wasted conputation. TCP-based protocols prevent this
with the SYN-fl ood cookie nechanism Protocols based on UDP use
cookies that bind to the client address [DTLS12]. Since CCN | acks
any notion of a source address, these cookie nechanisns do not apply.
Instead, we need a way for clients to prove that they initiated a key
exchange fromthe "same origin." W now describe the cookie

mechani smthat gives us this guarantee

Instead of a source address, a SourceCookie is conputed using a
chal | enge provided by a consunmer. To create this challenge, a
consuner first generates a a randomly generated 256-bit string X

The consuner then conputes SourceChal | enge = SHA256(X). Upon recei pt
of this challenge, the producer generates a SourceCookie as foll ows:

Sour ceCooki e = HVAC(k, SourceChal |l enge || timestanp)

where tinestanp is the current server tinmestanp and k is the server’s
secret key. To prove ownership of the "source," the consumer then
provi des the SourceCookie and a SourceProof in the round 2 Interest.
The SourceProof is set to the value X used to derive the

Sour ceChal | enge. Upon recei pt of the SourceProof, the server
verifies the follow ng equality:

Sour ceCooki e = HMAC( k, SHA256( SourceProof) || tinmestanp)

If this check passes, then the server continues with the
comput ational ly expensive part of the key exchange protocol

9.2. Mve Derivation
The MoveChal | enge and MoveProof are conmputed identically to the
Sour ceChal | enge and Sour ceProof. The MyveToken, however, is left as

an opaque bit string. Extensions may be specified to describe howto
conpute this val ue.
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9.3. Sessionl D and Resunpti onCooki e Properties, Derivation, and Usage

The purpose of the session identifier SessionlDis to uniquely
identify a single session for the producer and consumer. A Producer
MAY use a random bit string or MAY use the nethod described in this
section or MAY use another proprietary nmethod to distinguish clients.

We provide a nore secure creation of the SessionlD since it is used
with the ResunptionCookie derivation (defined later). Specifically,
the Sessionl D is derived as the encryption of the hash digest of a
server secret, TS, and an optional prefix (e.g., MwvePrefix).

Encryption is done by the using a | ong-term secret key owned by the
server used for only this purpose, i.e., it is not used for consumer
traffic encryption. Mechanically, this derivation is:

Sessionl D = Enc(kl, H(TS || (Prefix3))),
where k1 is the |long-term producer key.

For the resunption cookie, we require that it nust be able to be used
to recover the TS for a given session. Wthout TS, correct session
communi cation is not possible. W derive it as the encryption of the
hash di gest of the server secret, TS, and the optional (MvePrefix,
MoveToken) tuple (if created for the session). The producer mnust use
a long-termsecret key for this encryption. Mechanically, this
derivation is:

Resunpti onCooki e = Enc(k2, TS || ( (Prefix3 || MveToken) )),

where k2 is again a long-term producer key. Note that it nay be the
case that k1 = k2 (see above), though this is not required.

Wth this SessionlD and ResunptionCooki e, the consuner then resunes a
session by providing both the Sessionl D and Resunpti onCookie to the
producer. This is done to prove to the producer that the consuner
who knows the SessionlDis also in possession of the correct

Resunpti onCooki e. The producer verifies this by conputing

(TS || ( (Prefix3 || MowveToken) )) = Dec(k2, ResunptionCooki e)
and checking the followi ng equality

Sessionl D = Enc(kl, H(TS || (Prefix3)))

If equality holds, the producer uses the TS recovered from

ResunptionCookie to re-initialize the previous session with the
consuner.
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CCNxKE adopts the key schedul e and derivation techni ques defined in

TLS 1.3 [TLS13].

Specifically,
common naster secret (MS) and,

fromthat,

These dependenci es are shown bel ow.

[ + [ +
| KE-1 | | KE-2 |
+o- oo - + +o oo+
I I
I I
I I
+---V--+ +----V-+
| SS +---+ +-+ ES |
Homm - - - + [ [ Homm - - - +
I I
I I
+-V----v-|
| M
Ho- oo - - -+
I
I
I
+-vV--+
| TS|
+----+

In this figure,

it uses the SS and ES to establish a
the traffic secret (TS).

KE-1 and KE-2 are two "sources" of keying material.

The followi ng table shows what these two sources are in different key

exchange scenari os.

TSRS o mm e e e e e e e e e aa o n
| Key | KE-1

| Exchange |

oo oo e e e aeooaoo
| Full | dientKeyShare and

| handshake | ServerKeyShare DH

I I

| Handshake | dientKeyShare and

| with 1-RTT | ServerConfiguration public

| | share DH

I I

| PSK | Pre-shared key

G ven the values for SS and ES,
bel ow as defined in [TLS13].

Mosko, et al.
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Cl i ent KeyShare and
Server KeyShare DH

I I
I I
I I
| dientKeyShare and [
| ServerKeyShare DH |
I I
I I
I I

Pre-shared key

the remai ning derivation steps are
They are repeated here for posterity.
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1. xSS = HKDF-Extract (0, SS). Note that HKDF-Extract always
produces a value the sane I ength as the underlying hash function

2. XES = HKDF-Extract(0, ES)

3. nBS = HKDF- Expand- Label (xSS, "expanded static secret",
handshake_hash, L)

4. nES = HKDF- Expand- Label (XES, "expanded epheneral secret”,
handshake hash, L)

5. naster_secret = HKDF- Extract (nSS, nES)

6. traffic_secret_0 = HKDF- Expand-Label (nmaster_secret, "traffic
secret”, handshake_hash, L)

In all conputations, the value "handshake hash" is defined as the
SHA256 hash di gest of all CCNxKE nessages contained up to the point
of derivation. More details are given in Section 7.3.1 of [TLS13].

Updating the traffic secret using the re-key nmessage (defined |ater)
increments traffic _secret Nto traffic_secret (N+1). This update
procedure works as foll ows:

traffic_secret _N+1 = HKDF- Expand- Label (traffic_secret_N, "traffic
secret”, "", L)

9.5. Secret CGeneration and Lifecycle

The secrets (keys and 1Vs) used to encrypt and authenticate traffic
are derived fromthe traffic secret. The explicit derivation
formula, as is defined in [TLS13], is as follows:

secret = HKDF- Expand- Label (Secret, phase + ", " + purpose,
handshake context, key_ | ength)

In this context, secret can be a key or IV. This forrmula is used
when deriving keys based on a non-forward-secure SS and the forward-
secure TS. The follow ng table enunerates the values for "phase”
and "handshake _context" to be used when defining keys for different
pur poses.
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10.

11.

Fommm e T e e e oo o e e e e e meeeoaoaoooo +
| Record Type | Secret | Phase | Handshake Cont ext |
TSRS Fom e e e - - Fom e e e e e o e e e e e e e e oo +
| 1-RTT | xSS | "early handshake | HELLO + [
| Handshake | | key expansion” | ServerConfiguration + |
| | | | Server Certificate |
I I I I I
| 1-RTT Data | XSS | "early | HELLO + |
| | | application data | ServerConfiguration + |
[ [ | key expansion” | Server Certificate [
I I I I I
| Application | TS | "application | HELLO ... Finished |
| Data | | data key | |
| | | expansion” | |
TSRS Fom e e e - - Fom e e e e e o e e e e e e e e oo +

Moreover, the followi ng table indicates the val ues of "purpose" used
in the generation of each secret.

Client Wite Key | "client wite key"

Server Wite Key "server wite key"

I
_ _ L _
Client Wite IV | "client wite I'V'
I
I

Server Wite IV "server wite I'V"

(( TODO should we add examples for each of the above variants? ))
Re- Key Message

Either the client and server can trigger a key update by sending an
Interest or Content Object with a KEPayload field containing the flag
KeyUpdate. The KEPayload will be encrypted by the traffic key. Upon
recei pt, the recipient MIST update the traffic secret as defined
above and re-conpute the traffic encryption and authentication keys.
The previous traffic key nust be securely discarded.

Application Data Protocol

Once traffic keys and the associated |Vs are derived fromthe CCNxKE
protocol, all subsequent Interest and Content CObject nessages are
encrypted. Packet encryption uses the TLV encapsul ati on nechani sm
specified in [TLVENCAP]. For Interest encryption, the Salt in
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12.

13.

13.

[ TLVENCAP] is set to the packet sequence nunber. The sane
substitution is done for Content Object encryption. Simlarly, the
Keyld field is substituted with the Sessionl D derived by the CCNxKE
protocol. Packet sequence nunbers are 64-bit nunbers initialized to
0 when after the traffic secret is calculated. Each nessage

i ncrements and uses the sequence nunber when sendi ng a new dat agram
(Interest). The sequence number for an Interest matches that of the
Cont ent (bj ect response.

Security Considerations

For CCNXKE to be able to provide a secure connection, both the
consumer and producer systens, keys, and applications nmust be secure.
In addition, the inplenmentation nmust be free of security errors.

The systemis only as strong as the weakest key exchange and

aut henti cation al gorithm supported, and only trustworthy

crypt ographi ¢ functions should be used. Short public keys and
anonynous servers should be used with great caution. |nplenentations
and users must be careful when deciding which certificates and
certificate authorities are acceptable; a dishonest certificate
authority can do trenmendous danage.
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