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Abst r act

Thi s docunent specifies the problem statenent for |Pv6-based vehicle-
to-infrastructure networking. Dedicated Short-Range Conmuni cations
(DSRC) is standardized as | EEE 802.11p for the wirel ess nmedia access
in vehicular networks. This docunent addresses the extension of |Pv6
as the network | ayer protocol in vehicular networks and is focused on
the networking i ssues in one-hop conmuni cati on between a Road- Si de
Unit (RSU) and vehicle. The RSU is connected to the Internet and

all ows vehicles to have the Internet access if connected. The mgjor

i ssues of including IPv6 in vehicul ar networks are nei ghbor di scovery
protocol, statel ess address autoconfiguration, and DNS confi guration
for the Internet connectivity over DSRC. Al so, when a vehicle and an
RSU have an internal network, respectively, the docunent discusses
the issues of the internetworking between the vehicle's interna
network and the RSU s internal network, such as prefix discovery,
prefix exchange, and service discovery.

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htmni.
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1.

I nt roducti on

Recently, Vehicular Ad Hoc Networks (VANET) have been focusing on
intelligent services in road networks, such as driving safety,
efficient driving, and entertainnent. For this VANET, Dedicated
Short - Range Comuni cati ons (DSRC) [ DSRC-WAVE] has been standardi zed
as | EEE 802. 11p [I| EEE-802. 11p], which is an extension of |EEE 802.11a
[ EEE-802. 11a] with a consideration of the vehicular network’s
characteristics such as a vehicle’ s velocity and collision avoi dance.

Now t he depl oynent of VANET is demanded into real road environnents
along with the popularity of smart devices (e.g., smartphone and
tablet). Many autonobile vendors (e.g., Benz, BW\ Ford, Honda, and
Toyota) started to consider autonobiles as conputers instead of
mechani cal machi nes since many current vehicles are operating with
many sensors and software. Also, Google nade a great advancenent in
self-driving vehicles with nany special software nodul es and hardware
devi ces to support conputer-vision-based object recognition, nachine-
| ear ni ng- based deci si on-nmaki ng, and GPS navi gati on

Wth this trend, vehicul ar networking has been researched to enable
vehicles to comuni cate with other vehicles and infrastructure nodes
in the Internet by using TCP/IP technol ogies [ID VN Survey], such as
| P address autoconfiguration, routing, handover, and mobility
managenent. | Pv6 [ RFC2460] is suitable for vehicular networks since
the protocol has abundant address space, autoconfiguration features,
and protocol extension ability through extension headers.

This docunent specifies the problemstatenent of |Pv6-based vehicle-
to-infrastructure (V2I) networking, such as | Pv6 addressing

[ RFC4291], nei ghbor discovery [ RFC4861], address autoconfiguration

[ RFC4862], and DNS nam ng service [ RFC6106] [ RFC3646][1 D-DNSNA]. This
docunent al so specifies the problem statement of the internetworking
between a vehicle' s internal network and an RSU s internal network,
such as prefix discovery, prefix exchange, and service discovery, in
the case where the vehicle and the RSU have their own interna
network. In addition, the docunent analyzes the characteristics of
vehi cul ar networks to consider the design of V2I networKking.

Requi renents Language
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

Ter ni nol ogy

Thi s docunment uses the term nol ogy described in [ RFC4861] and
[ RFC4862]. In addition, four new terns are defined bel ow

0 Road-Side Unit (RSU): A node that has a Dedicated Short-Range
Conmruni cati ons (DSRC) device for wireless conmunications with the
vehicles and is connected to the Internet. Every RSU is usually
depl oyed at an intersection so that it can provide vehicles with
the Internet connectivity.

0 Vehicle: A node that has the DSRC device for wreless
conmuni cations with vehicles and RSUs. Every vehicle may al so
have a GPS-navigation systemfor efficient driving.

o Traffic Control Center (TCC: A node that maintains road
infrastructure information (e.g., RSUs and traffic signals),
vehicular traffic statistics (e.g., average vehicle speed and
vehicle inter-arrival tine per road segnent), and vehicle
information (e.g., a vehicle’ s identifier, position, direction
speed, and trajectory). TCCis included in a vehicular cloud for
vehi cul ar net wor ks.

Overvi ew

Thi s docunment specifies the problem statenment of vehicle-to-
infrastructure (V21) networking based on I Pv6. The main focus is
one- hop networki ng between a vehicle and an RSU or between vehicles
via an RSU. However, this docunent does not address nulti-hop
net wor ki ng scenarios of vehicles and RSUs. Also, the problens focus
on the network layer (i.e., |IPv6 protocol stack) rather than the
medi a access control (MAC) |layer and the transport |ayer (e.g., TCP,
UDP, and SCTP).

Figure 1 shows the network configuration for V2l networking in a road
network. The two RSUs (RSUl1 and RSU2) are deployed in the road
network and are connected to the Vehicular doud through the
Internet. The TCC is connected to the Vehicular Coud and the two
vehi cles (Vehiclel and Vehicle2) are wirelessly connected to RSUL,
and the last vehicle (Vehicle3) is wirelessly connected to RSU2.
Vehi cl el can conmuni cate with Vehicle2 via RSUL. Vehiclel can
communi cate with Vehicle3 via RSUL and RSU2.
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Figure 1: The Network Configuration for V21 Networking

Fi gure 2 shows internetworking between the vehicle' s noving network
and the RSU s fixed network. There exists an internal network
(Moving Networkl), which is located inside Vehiclel. Vehiclel has
the DNS Server (RDNSS1), the two hosts (Hostl and Host2), and the two
routers (Routerl and Router2). The internal network (Fi xed Networkl)
is located inside RSUL. RSUL has the DNS Server (RDNSS2), one host
(Host3), the two routers (Router3 and Router4), and the collection of
servers (Serverl to ServerN) for various services in the road

net wor ks, such as the energency notification and navi gation
Vehiclel's Routerl and RSUL's Router3 use 2001:DB8:1:1::/64 for an
external link (e.g., DSRC) for |2V networking.

Thi s docunent addresses the internetworking between the vehicle's
movi ng network and the RSU s fixed network in Figure 2 and the
requi red enhancenment of |Pv6 protocol suite for the V21 networking
servi ce.
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Figure 2: Internetworking between Vehicle Network and RSU Net wor k
5. Internetworking between the Vehicle and RSU Net wor ks

This section discusses the internetworking between the vehicle's
movi ng network and the RSU s fixed network. As shown in Figure 2, it
is assuned that the prefix assignnent for each subnet inside the
vehicle's nobile network and the RSU s fixed network through a prefix
del egation protocol. Problens are a prefix discovery and prefix
exchange. The prefix discovery is defined as how routers in a nmoving
net wor k di scover the prefixes of the subnets in the noving network,
as shown in Figure 2. The prefix exchange is defined as how a
vehicle and an RSU exchange their prefixes with each other. Once
these prefix discovery and prefix exchange are established, the

uni cast of packets should be supported between the vehicle s noving
network and the RSU s fixed network. Also, the DNS nam ng service
shoul d be supported for the DNS nanme resolution for a host or server
in either the vehicle s noving network or the RSU s fixed networKk.
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6. | Pv6 Addressing

This section discusses | P addressing for V21 networking. There are
two policies for I Pv6 addressing in vehicular networks. The one
policy is to use unique local |Pv6 unicast addresses (ULAs) for

vehi cul ar networks [ RFC4193]. The other policy is to use gl obal |Pv6
addresses for the interoperability with the Internet [ RFC4291]. The
fornmer approach is usually used by Mbile Ad Hoc Networks (MANET) for
a separate multi-link subnet. This approach can support the
energency notification service and navigation service in road

networ ks. However, for general Internet services (e.g., enuil

access, web surfing and entertai nnent services), the latter approach
is required

For the global I P addresses, there are two policies, which are a
mul ti-1link subnet approach for nultiple RSUs and a single subnet
approach per RSU. In the multi-link subnet approach, which is
simlar to ULA for MANET, RSUs play a role of L2 switches and the
router interconnected with the RSUs is required. The router

mai ntains the | ocation of each vehicle belonging to an RSU for L2
switching. 1In the single subnet approach per RSU which is simlar
to the legacy subnet in the Internet, RSUs play a role of L3 router

7. Neighbor Discovery

The Nei ghbor Di scovery (ND) is a core part of |IPv6 protocol suite
[ RFC4861]. This section discusses the extension of ND for V2I
networ king. The vehicles are noving fast within the communication
coverage of an RSU. The external |ink between the vehicle and the
RSU can be used for V2| networking, as shown in Figure 2.

ND tine-rel ated paranmeters such as router lifetime and Nei ghbor
Advertisement (NA) interval should be adjusted for high-speed
vehi cl es and vehicle density. As vehicles nove faster, the NA

i nterval shoul d decrease for the NA nessages to reach the nei ghboring
vehicles pronptly. Al so, as vehicle density is higher, the NA
interval should increase for the NA nessages to collide with other NA
messages with lower collision probability.

8. | P Address Autoconfiguration

This section discusses the | P address autoconfiguration for V2I|
networ ki ng. For the I P address autoconfiguration, the high-speed
vehi cl es should al so be considered. The |egacy |IPv6 stateless
address aut oconfiguration [ RFC4862], as shown in Figure 1, nmay not
performwel |l because vehicles can pass through the communication
coverage of the RSU before the address autoconfiguration with the
Rout er Adverti senent and Duplicate Address Detection (DAD)
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procedur es.

To mtigate the inpact of vehicle speed on the address configuration
RSU can perform | P address autoconfiguration includig the DAD
proactively for the sake of the vehicles as an ND proxy. |f vehicles
periodically report their nmobility information (e.g., position
trajectory, speed, and direction) to TCC, TCC can coordi nate RSUs
under its control for the proactive |IP address configuration of the
vehicles with the mobility information of the vehicles. DHCPv6 (or
St at el ess DHCPv6) can be used for the | P address autoconfiguration

[ RFC3315] [ RFC3736] .

In the case of a single subnet per RSU, the delay to change | Pv6
address through DHCPv6 procedure is not suitable since vehicles nove
fast. Some nodifications are required for the high-speed vehicles
that quickly crosses the conmunication coverages of multiple RSUs.
Sone nodifications are required for both statel ess address

aut oconfigurati on and DHCPv6.

9. DNS Nami ng Service

This section discusses a DNS nami ng service for V2l networking. The
DNS nami ng service can consist of the DNS nane resol ution and DNS
name aut oconfi gurati on.

The DNS nane resolution translates a DNS nane into the correspondi ng
| Pv6 address through a recursive DNS server (RDNSS) within the
vehicle's nmoving network and DNS servers in the Internet

[ RFC1034] [ RFC1035], which are distributed in the world. The RDNSSes
can be advertised by RA DNS Option or DHCP DNS Option into the
subnets within the vehicle's noving network.

The DNS nane autoconfiguration makes a uni que DNS nane for hosts
within a vehicle's noving network and registers it into a DNS server
within the vehicle' s noving network [ID-DNSNA]. Wth Vehicle

I dentification Nunber (VIN), a unique DNS suffix can be constructed
as a DNS domain for the vehicle' s noving network. Each host can
generate its DNS nane and register it into the local RDNSS in the
vehi cl e s novi ng net wor k.

10. I P Mbility Managenent

This section discusses an P nobility support in V21 networking. In
a single subnet per RSU, vehicles keep crossing the conmunication
coverages of adjacent RSUs. During this crossing, TCP/UDP sessions
can be maintained through IP nmobility support, such as Mbile |IPv6
(M Pv6) [RFC6275], Proxy M Pv6 [ RFC5213][ RFC5949], and Distributed
Mobi lity Managenent (DMM) [ RFC7333][ RFC7429]. Since vehicl es nove
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fast al ong roadways, this high speed should be considered for a
paraneter configuration in the IP mobility managenent. Wth the
periodic reports of the nobility information fromthe vehicles, TCC
can coordinate RSUs and ot her network conponents under its contro
for the proactive nobility nanagenent of the vehicles along the
nmovenent of the vehicles.

To support the nobility of a vehicle s noving network, Network
Mobility Basic Support Protocol (NEMO) can be used [RFC3963]. Like
Mobil e | Pv6, the high speed of vehicles should be considered for a
paraneter configuration in NEMO

11. Service Discovery

Vehi cl es need to di scover services (e.g., road condition
notification, navigation service, and infotainnent) provided by
infrastructure nodes in a fixed network via RSU, as shown in

Figure 2. During the passing of an intersection or road segnent with
an RSU, vehicles should performthis service discovery quickly.

Since with the existing service discovery protocols, such as DNS-
based Service Discovery (DNS-SD) [ RFC6763] and Multicast DNS ( nDNS)

[ RFC6762], the service discovery will be performed with nessage
exchanges, the discovery delay may hinder the pronpt service usage of
the vehicles fromthe fixed network via RSU. One feasible approach
is a piggyback service discovery during the prefix exchange of
networ k prefixes for the networking between a vehicle s nmoving
network and an RSU s fixed network. That is, the nessage of the
prefix exchange can include service information, such as each
service's | P address, transport |ayer protocol, and port nunber.

I Pv6 ND can be extended for the prefix and service discovery

[ D Vehicular-NDl. Vehicles and RSUs can announce the network
prefixes and services in their internal network via ND nessages
containing ND options with the prefix and service information. Since
it does not need any additional service discovery protocol in the
application layer, this ND based approach can provi de vehicles and
RSUs with the rapid discovery of the network prefixes and services.

12. Security Considerations

The security and privacy are very inportant in secure vehicul ar
networks for V2I networking. Only valid vehicles should be all owed
to use V21 networking in vehicular networks. VIN and a user
certificate along with in-vehicle device's identifier generation can
be used to authenticate a vehicle and the user through a road

i nfrastructure node, such as an RSU connected to an authentication
server in TCC. Also, TLS certificates can be used for secure vehicle

Jeong & Ch Expi res January 20, 2017 [ Page 9]



Internet-Draft V2l Probl em St at enent July 2016

13.

14.

14.

conmmuni cati ons.

A security schenme providing authentication and access control should
be provided in vehicular networks [VN-Security]. Wth this scheng,
the secuirty and privacy can be supported for safe and reliable data
services in vehicul ar networks.

This docunment shares all the security issues of the neighbor
di scovery protocol. This docunent can get benefits from secure
nei ghbor discovery (SEND) [ RFC3971].
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The follow ng changes were nmade from
draft-jeong-its-v2i-probl em statenent-01:

o In Section 11, an extension of IPv6 ND is added for service
di scovery along with prefix discovey.
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