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Abstract

The EST (Enroll nment over Secure Transport) protocol defined a Well-
Known URI (Uniform Resource Identifier): /.well-know/est along with
a nunber of other path conponents that clients use for PKI (Public
Key Infrastructure) services, namely certificate enroll nment (e.g.
/sinpleenroll). This docunent defines a number of other PKI services
as additional path conponents, specifically firmvare and trust
anchors as well as symetric, asymetric, and encrypted keys. This
docunent al so specifies the PAL (Package Availability List), which is
an XM. (Extensible Markup Language) file or JSON (JavaScript Object
Not ati on) object that clients use to retrieve packages avail able and
aut horized for them This document extends the EST server path
conponents to provide these additional services.
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1. Introduction

The
t he

EST (Enroll ment over Secure Transport) protocol [RFC7030] defin
Wel | - Known URI (Uni form Resource ldentifier) /.well-known/est t

support selected PKI (Public Key Infrastructure) rel ated services
with path conponents (PCs) such as sinple enrollment with
/sinpleenroll, rekey or renew with /sinplereenroll, etc. A server
that wishes to support additional PKI-related services and ot her
security-rel ated packages could use the sanme .well-known UR by
defining additional PCs. This docunent defines six such PCs:
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/pal - The PAL (Package Availability List) provides a list of all

known packages avail able and authorized for a client. By
accessing the service provided by this PC first, the client can
wal k t hrough the PAL and downl oad all the packages necessary to
begi n operating securely. The PAL essentially points to other
PCs including the ones defined in this docunent as well as thos
defined in [ RFC7030], which include /cacerts, /sinpleenroll,
/simplereenroll, /fullcnc, /serverkeygen, and /csrattrs. The
/pal PCis described in Section 2.

/eecerts - EE (End-Entity) certificates [ RFC5280] are needed by

the client when they invoke a security protocol for comunicati
with a peer (i.e., they becone operational and do sonething
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Tur ner

meani ngf ul as opposed to just comunicating with the
infrastructure). |If the infrastructure knows the certificate(s)
needed by the client, then providing the peer’s certificate
avoids the client having to discover the peer’'s certificate.
This service is not neant to be a general purpose repository to
which clients query a "repository" and then get a response; this
is purely a push nechanism The /eecerts PCis described in
Section 3.

/crls - CRLs (Certificate Revocation Lists) and Authority
Revocation Lists (ARLs) [RFC5280] are al so needed by the client
when they validate certificate paths. CRLs (and ARLs) from TAs
(Trust Anchors) and internmediate CAs (Certification Authorities)
are needed to validate the certificates used to generate the
client’s certificate or the peer’s certificate, which is provided
by the /eecerts PC, and providing them saves the client from
having to "discover" themand then retrieve them CRL

"di scovery" is greatly aided by the inclusion of the CRL
Distribution Point certificate extension [ RFC5280], but this
extension is not always present in certificates and requires

anot her connection to retrieve them Like the /eecerts PC, this
service is not meant to be a general purpose repository to which
clients query a repository and then get a response; this is
purely a push nmechanism The /crls PCis described in Section 4.

/symretrickeys - In some cases, clients use symmetric keys

[ RFC6031] when comunicating with their peers. |If the client’s
peers are known by the server a priori, then providing them saves
the client or an adninistrator fromlater having to find,
retrieve and install them Like the /eecerts and /crls PCs, this
service is not nmeant to be a general purpose repository to which
clients query a repository and then get a response; this is
purely a push mechani smfor the keys thensel ves. However, things
do not always go as planned and clients need to informthe server
about any errors. If things did go well, then the client, if
requested, needs to provide a receipt [RFC7191]. The

[ symretri ckeys and /symmetrickeys/return PCs are described in
Section 5.

[firmvare - Sone client firmvare and software support autonatic
updat e nechani sns and sone do not. For those that do not, the
/firmvare PC provides a mechanismfor the infrastructure to
informthe client that firmare and software updates [ RFC4108]
are avail able. Because updates do not al ways go as pl anned and
because sonetinmes the server needs to know whether the firmare
was received and processed, this PC al so provides a nechanismto
return errors and receipts. The /firmvare and /firmware/return
PCs are defined in Section 6
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o /tanmp - To control the TAs in client TA databases, servers use
the /tanp PC to request that clients retrieve a TAWP (Trust
Anchor Managenent Protocol) query, update, and adjust packages
[ RFC5934] and clients use the /tanp/return PC to return TAW
response, confirm and error [RFC5934]. The /tanp and
/tanp/return PCs are defined in Section 7

Thi s docunment al so extends the /est/serverkeygen PC [ RFC7030] to
support (see Section 8):

0 Returning asymretric key package receipts and errors [RFC7191].

0 Encapsul ating returned asymetric keys in additional CMS content
types [ RFC7193].

0 Returning server-generated public key pairs encapsul ated in
PKCS#12 [ RFC7292].

While the notivation is to provide packages to clients during
enrol I ment so that they can perform securely after enrollment, the
services defined in this specification can be used after enroll nent.

1.1. Definitions

Familiarity with Using Cryptographic Message Syntax (CM5) to Protect
Fi rmnvar e Packages [ RFC4108], Certificate Managenent over CMS (CMVO)

[ RFC5272], Cryptographic Message Syntax (CMS) Encrypted Key Package
[ RFC6032], Cryptographic Message Syntax (CMS) [ RFC5652] [ RFC6268],
Trust Anchor Managenent Protocol (TAMP) [ RFC5934], Cryptographic
Message Syntax (CMS) Content Constraints Extension [ RFC6010], CMS
Synmetric Key Package Content Type [ RFC6031], Enroll ment over Secure
Transport protocol [RFC7030], CM5 Key Package Recei pt and Error
Content Types [RFC7191] is assunmed. Also, famliarity with the CV5
protecting content types signed data and encrypted data i s assuned;
CMVB signed data and encrypted data are defined in [ RFC5652] and CMS
encrypted key package is defined in [ RFC6032].

In addition to the definitions found in [RFC7030], the foll ow ng
definitions are used in this docunent:

Agent: An entity that perforns functions on behalf of a client.
Agents can service a) one or nore clients on the same network as the
server, b) clients on non-IP based networks, or c) clients that have
a non-electronic air gap [ RFC4949] between thensel ves and the server.

Interactions between the agent and client in the |ast two cases are
beyond the scope of this docunent. Before an agent can service
clients, the agent nust have a trust relationship with the server, be
aut horized to act on behalf of clients.
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Client: A device that ultimtely consunes and uses the packages to
enabl e conmuni cations. In other words, the client is the end-point
for the packages and an agent may have one or nore clients. To avoid
confusion, this docunment henceforth uses the termclient to refer to
both agents and clients.

Package: An object that contains one or nore content types. There
are nunerous types of packages: Asymmretric Keys, Synmetric Keys,
Encrypted Keys, CRLs, Public Key Certificate Managenent, Firnmnare,
Public Key Certificates, and TAMP packages. Al of these packages
are digitally signed by their creator and encapsulated in a CV5
signed data [ RFC5652] [ RFC6268] (except the public key certificates
and CRLs that are already digitally signed by a CA); Firmware

recei pts and errors, TAMWP responses, confirms, and errors, as well as
Key Package receipts and errors that can be optionally signed.
Certificate and CRLs are included in a package that uses signed data,
which is often referred to as a degenerate CV5 or "certs-only" or
"crls-only" message [ RFC5751] [ RFC6268], but no signature or content
is present; hence the name certs-only and crls-only.

Note: As per [RFC7030], the creator may or may not be the EST server
or the EST CA

1.2. Authentication and Authorization
Cient and server authentication as well as client and server
aut hori zation are as defined in [ RFC7030]. The requirenents for each
are discussed in the request and response sections of each of the PCs
defined by this docunent.

The requirenents for the TA databases are as specified in [ RFC7030]
as well.

1.3. TLS G pher Suites

TLS ci pher suite and issues associated with themare as defined in
[ RFC7030] .

1.4. UR Configuration
As specified in Section 3.1 of [RFC7030], the client is configured
with sufficient information to formthe server URI [RFC3986]. Like
EST, this configuration nmechanismis beyond the scope of this
docunent .

1.5. Message Types

Thi s docunment uses existing nedia types for the nmessages as specified
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by "Internet X 509 Public Key Infrastructure Protocol:

[ RFC2585] ,
[ RFC5272] .

For consistency with [ RFC5273],

an HTTP Content-Type header with a specific nedia type.

12, 2017

FTP and HTTP"

"The application/pkcsl0 Media Type" [RFC5967],

The EST nessages and their corresponding nmedia types for each

operation are:

and CMC

each distinct EST nessage type uses

e e e e o n oo e e e e eie oo s e e e e o n +
| Message type | Request nedia type | Request section(s)]|
[ | Response nedia type(s) | Response section |
| (per operation) | Source(s) of types | |
+ + + +
| Locate Avail abl e | NA | Section 2.2 [
| Packages | application/xm or | Section 2.3 [
[ | application/json [ [
[ | [RFC7303] [ RFC7159] [ [
| /pal I I I
+ + + +
| Distribute EE | NA | Section 3.1 [
| Certificates | application/pkcs7-m nme | Section 3.2 |
I | [RFC5751] I I
| /eecerts | | |
+ + + +
| Distribute CRLs | NA | Section 4.1 |
[ | application/pkcs7-m e | Section 4.2 [
I | [RFC5751] I I
| /crls | | |
+ + + +
| Symmetric Key | NA | Section 5.1.1 |
| Distribution | application/cns | Section 5.1.2 |
[ | [RFC7193] [ [
| /synmmetrickeys | | |
+ + + +
| Return Symmretric | application/cns | Section 5.2.1 |
| Key | NA | Section 5.2.2 |
| Receipts/Errors | [RFC7193] | |
I I I I
| /symmetrickeys/ [ [ [
[ return | | |
+ + + +
| Firnware | NA | Section 6.1.1 |
| Distribution | application/cns | Section 6.1.2 |
[ | [RFC7193] [ [
| /firmare | | |
+ + + +
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| Return Firmare | application/cns | Section 6.2.1 |
| Receipts/Errors | NA | Section 6.2.2 |
| | [RFC7193] | |
| /firmvare/return [ [ [
+ + + +
| Trust Anchor | NA | Section 7.1.1 [
| Managenent | application/ | Section 7.1.2 [
| | t anp- st at us- query | |
| | t anp- updat e | |
[ [ t anp- apex- updat e [ [
[ [ tanp- conmuni ty- update | [
[ [ t anp- sequence- adj ust [ [
[ | [ RFC5934] [ [
| /tanp I I I
+ + + +
| Return TAMP | application/ | Section 7.2.1 [
| Responses/ | t anp- st at us- query-response | |
| Confirns/ [ t anp- updat e- confirm [ |
| Errors | t anp- apex- updat e-confirm | |
| | t anp- communi t y- updat e- confirm | |
| | t anp- sequence- adj ust-confirm | |
[ [ tanmp-error [ [
| | NA | Section 7.2.2 |
I | [RFC5934] I I
| /tanp/return | | |
+ + + +
| Server-Side Key | application/pkcsl0 with | Section 8.1 |
| Generation | content type attribute [ [
I | CSR I I
[ | application/cns | Section 8.1 |
| /serverkeygen | [RFC7193] | |
+ + + +
| Return Asymmetric | application/cns | Section 8.2 |
| Key | NA | Section 8.2 [
| Receipts/Errors | [ RFC7193] | |
I I I I
| /serverkeygen/ [ [ [
| return | | |
+ + + +
| Server-Side Key | application/pkcsl0 | Section 8.3.1 [
| Generation: | application/pkcsl2 | Section 8.3.2 |
| PKCS#12 [ [ [
I I I I
| /serverkeygen | [RFC7193] | |
+ + + +

1.6. Key Wirds
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

2. Locate Avail abl e Packages

The PAL (Package Availability List) is either an XM. (Extensible
Mar kup Language) [XM.] or JSON (JavasScript Cbject Notation)

[ RFC7159] object avail able through the /pal PC that furnishes the
following information to clients:

0 Advertisenents for avail abl e packages that can be retrieved from
the server;

o Notifications to begin public key certificate nmanagenent or to
return package receipts and errors; and

o Advertisenent for another PAL.

After being configured (see Section 1.4), the client can use this
service to retrieve their PAL (see Section 2.1) that, if properly
constructed (see Section 2.3), allows the client to determ ne sone or
all of the security-related packages needed for bootstrapping. Each
PAL entry refers to other PCs, defined in this docunent as well as
those defined in [RFC7030], that clients use to retrieve packages,
e.g., CAcertificates, firmvare, trust anchors, symetric keys, and
asymetric keys, available for it or to be notified to initiate
public key certificate enrollnent. PAL entries can also be used to
notify clients they are to return receipts or errors for certain
packages (see Section 2.1.1). Placing these entries after entries
that clients used to retrieve the packages is the sane as requesting
receipts in the originally distributed package. Figure 1 provides a
| adder diagramfor the /pal PC protocol flow. Appendix A provides a
det ai |l ed exanpl e.

Establish TLS
Sessi on

dient Ser ver

Request PAL
(HTTP CET Request)

|

| Deliver PAL [
| (HTTP GET Response) |
I I
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| Request package by

| specified URI |

| (HTTP GET or POST |

| Request) [
I

I
| Deliver requested [
| CM5 package product |
| (HTTP GET or POST [
| Response) [
I I

repeat as necessary
Figure 1 - /pal Message Sequence

PALs are designed to support an arbitrary nunber of entries, but for
PALs that need to be divided for whatever reason there is a special
PAL entry type, which are collectively referred to as PAL Package
Types (see Sections 2.1 and 2.1.1), nunber 0001 is defined that
refers to another PAL. |If present, the 0001 package type is always
| ast because other entries after it are ignored. Al so, the 0001
package type cannot be the only PAL entry to avoid needl essly
dereferencing URIs.

In addition to using the PAL during bootstrapping, clients can be
configured to periodically poll the server to determine if there are
updat ed packages available for it. Note that the nechanismto
configure how often clients poll the server is out-of-scope.

However, there are sone services that support indicating when to
return (e.g., sinple enrollnent and re-enroll responses include the
Retry- After header [RFC7030]).

As noted earlier, the PAL support two variants: XM. and JSON
Clients include the HTTP Accept header [RFC7231] when they connect to
the server to indicate whether they support XM. or JSON

The client MJST authenticate the server as specified in [ RFC7030] and
the client MJUST check the server’s authorization as specified in
[ RFC7030] .

The server MJST authenticate the client as specified in [ RFC7030] and
the server MJST check the client’s authorization as specified in
[ RFC7030] .

PAL support is OPTIONAL. It is shown in figures throughout this

docunent but clients need not support the PAL to access services
of fered by the server
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2. 1.

PAL For mat

Each PAL is conmposed of zero or nore entries. Each entry is conposed
of four fields, type, date, size, and info, whose semantics follow

Note: Both XM el enents and JSON val ues are described bel ow. XM
el ements are enclosed in angle brackets <> and JSON val ues are

encl osed in single quotes

When described together they are

encl osed in brackets [] separated by |

0 [<type> | 'type’'] uniquely identifies each package that a client

(0]

may retrieve fromthe server with a 4-digit string
[<type> | 'type'] MJST be present. The PAL Package Types are
defined in Section 2.1.1.

[<date> | 'date’] either indicates:

* The date and time that the client |ast successfully downl oaded
the identified package fromthe server. [<date> | ’'date’] MJST
be represented as Generalized Time with 20 characters:
YYYY- Mt DDTHH: MM SSZ; <dat e> mat ches the dateTi me production in
"canoni cal representation"” [ XML.SCHEMA]; 'date’ is a string
| mpl enent ati ons SHOULD NOT rely on tinme resolution finer than
seconds and MJUST NOT generate tinme instants that specify | eap
seconds.

* The omission of [<date> | 'date’'] indicates that:

- There is no indication the client has successfully downl oaded
the identified package, or

- The PAL entry corresponds to a pointer to the next PAL or the
server is requesting a package fromthe client (e.g.
certification request, receipt, error).

0 [<size> | 'size'] indicates the size in bytes of the package;

Tur ner

<size> is a nonNegativelnteger and 'size’ is a nunber. A package
size of zero (i.e., "0" without the quotes) indicates that the
client needs to begin a transaction or return an error or

receipt. [<size> | 'size'] MJST be present.

[<info> ]| 'info'] provides either an SKI (Subject Key
Identifier), a DN (D stingui shed Nane), an |Issuer and Seria
Nunmber tuple or a URI, i.e., it is a choice between these four
all of which are defined in [RFC5280]. When a URI [RFC3986] is
included, [<uri> | "uri’] indicates the |ocation where the

i dentified package can be retrieved. Wen a DN, an SKI, or an
| ssuer Nane and Serial Number tuple is included it points to a
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certificate that is the subject of the notification (i.e., the
certificate to be rekeyed or renewed); [<dn> | 'dn’] is encoded
as a string with the format defined in [RFC4514]; <ski> is a
hexBinary and "ski’ is a string of hex digits (i.e., 0-9, a-f,

and A-F); [<iasn> | 'iasn'] includes both [<issuer> | 'issuer’]
and [<serial> | 'serial’'] as a conplexType in XM. and an obj ect
in JSON. [<issuer> | 'issuer’'] is a DN encoded as a string with
the format defined in [ RFC4514]; <serial> is a positivelnteger
and 'serial’ is a nunber. [<info> | 'info'] MJST be present and
[<info> ]| 'info'] MJST include exactly one [<dn> | 'dn’],

[<ski> | 'ski'], [<iasn> | 'iasn'], or [<uri> | "uri'].

Clients are often linmted by the size of objects they can consune,
the PAL is not immune to these linmtations. As opposed to picking a
limt for all clients, a special package type is defined, see Section
2.1.1, to indicate that another PAL is avail able. Servers can use
this value to Iimt the size of the PALs provided to clients. The
mechani sm for servers to know client PAL size linmits is beyond the
scope of the document; one possible solution is through provisioned

i nformati on.

2.1.1. PAL Package Types

Table 1 lists the PAL package types that are defined by this
docunent :

NOTE: CSR is Certificate Signing Request, DS is Digital Signature and
KE i s Key Establishnent.

Package Package Description

Nunber

0000: Reserved

0001: Addi tional PAL val ue present

0002: X.509 CA certificate

0003: X. 509 EE certificate

0004: X. 509 ARL

0005: X. 509 CRL

0006: Start DS certificate enrollment with CSR attribute
0007: Start DS certificate enroll nent

0008: DS certificate enroll nent (success)

0009: DS certificate enrollment (failure)

0010: Start DS certificate re-enroll ment

0011: DS certificate re-enroll ment (success)

0012: DS certificate re-enrollment (failure)

0013: Start KE certificate enrollnent with CSR attribute
0014: Start KE certificate enroll nent

0015: KE certificate enroll nent (success)
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0016: KE certificate enrollment (failure)
0017: Start KE certificate re-enroll nent
0018: KE certificate re-enroll ment (success)
0019: KE certificate re-enrollment (failure)
0020: Asymret ri ¢ Key Package (PKCS#8)

0021: Asymret ri ¢ Key Package (CMS)

0022: Asymmetric Key Package (PKCS#12)

0023: Asymretri ¢ Key Package Receipt or Error
0024: Synmetric Key Package

0025: Symmetric Key Package Receipt or Error
0026: Fi r mvar e Package

0027: Fi rmwar e Package Receipt or Error

0028: TAWP Status Query

0029: TAWP Status Query Response or FError
0030: Trust Anchor Update

0031: Trust Anchor Update Confirmor Error
0032: Apex Trust Anchor Update

0033: Apex Trust Anchor Update Confirmor Error
0034: Conmuni ty Update

0035: Conmuni ty Update Confirmor Error

0036: Sequence Nunber Adj ust

0037: Sequence Nunber Adjust Confirmor Error

Table 1 - PAL Package Types

PAL package types are essentially hints about the type of package the
client is about to retrieve or is asked to return. Savvy clients can
parse the packages to determ ne what has been provided, but in sone
instances it is better to know before retrieving the package. The
hint provided here does not obviate the need for clients to check the
type of package provi ded before they store it possibly in specially
all ocated locations (i.e., some clients m ght store Root ARLs
separately frominternmediate CRLs). For packages provided by the
client, the server is asking the client to provide an enroll nent
package, receipt, response, confirmor error

The PAL package types have the foll ow ng neaning:

NOTE: The senmantics behi nd Codes 0002 and 0006- 0021 are defined in
[ RFC7030] .

0000 Reserved: Reserved for future use

0001 Additional PAL value present: Indicates that this PAL entry
refers to another PAL by referring to another /pal URI, which
is defined in this section. This PAL package type limits the
size of PALs to a nore nanageable size for clients. |If this
PAL Package Type appears it MJST be the last entry in the PAL.
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Additionally, this PAL Package Type MJUST NOT the only entry
to avoi d endl ess dereferencing URIs.

0002 X.509 CA certificate: Indicates that one or nore CA certificates
[ RFC5280] are available for the client by pointing to a
/cacerts URI, which is defined in [ RFC7030].

0003 X. 509 EE certificate: Indicates that one or nore EE certificate
[ RFC5280] is available for the client by pointing to an
/eecerts URI, which is defined in Section 3.

0004 X. 509 ARL: Indicates that one or nore ARL (Authority Revocation
Li st) [RFC5280] is available for the client by pointing to a
/crls URI, which is defined in Section 4.

0005 X. 509 CRL: Indicates that one or nore CRL (Certificate
Revocation List) [RFC5280] is available for the client by
pointing to a /crls URI, which is defined in Section 4.

NOTE: See Section 9 for additional information about PAL and
certificate enrollnment interaction. See Appendix B for additiona
informative i nformation

0006 Start DS (Digital Signature) certificate enrollment with CSR
Indicates that the client begin enrolling their DS certificate
(i.e., those certificates for which the key usage extension
wi Il have digital signature set) using a tenplate provided by
the server with a CSR (Certificate Signing Request) attribute
(see Appendix B). The PAL entry points to a /csrattrs URI
which is defined in [ RFC7030].

0007 Start DS (Digital Signature) certificate enrollnment: Indicates
that the client begin enrolling their DS certificate. The PAL
entry points to a /sinpleenroll URI, which is defined in
[ RFC7030] .

0008 DS certificate enrollment (success): Indicates that the client
retrieve a successful certification response. The PAL entry
points to a /sinpleenroll or a /fullcnc URI, which are both
defined in [ RFC7030].

0009 DS certificate enrollnent (failure): Indicates that the client
retrieve a failed certification response for a DS certificate.
This PAL entry points to a /sinmpleenroll or a /fullcnt URI.

0010 Start DS certificate re-enrollnent: Indicates that the client

rekey or renew a DS certificate. The PAL entry points to a
/sinplereenroll or a /fullcnt URI.
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0011 DS certificate re-enroll ment (success): See PAL package type
0008.

0012 DS certificate re-enrollnment (failure): See PAL package type
0009.

NOTE: The KE (Key Establishment) responses that foll ow use the sanme
URIs as DS certificates except in the requested certificates the key
usage extension request will have only either key agreenment or key
transport set.

0013 Start KE certificate enrollnment with CSR See PAL package type
0006.

0014 Start KE certificate enrollnent: See PAL package type 0007

0015 KE certificate enrollnment (success): See PAL package type 0008.
0016 KE certificate enrollnment (failure): See PAL package type 0009.
0017 Start KE certificate re-enrollnent: See PAL package type 0010.

0018 KE certificate re-enroll ment (success): See PAL package type
0008.

0019 KE certificate re-enrollment (failure): See PAL package type
0009.

NOTE: The variations on the asymetric key packages is due to the
nunber of CMS content types that can be used to protect the
asymetric key; the syntax for the asynmetric key is the sane but
additional ASN.1 is needed to include it in a signed data (i.e., the
ASN. 1 needs to be a CM5 content type not the private key info type).
See Section 8 of this docunent for additional information

0020 Asymmetric Key Package (PKCS#8): |Indicates that an asymetric
key generated by the server is available for the client; the
package is an asymetric key w thout additional encryption as
specified in Section 4.4.2 of [RFC7030]. The PAL entry points
to a /serverkeygen or a /fullcnc URI, which are defined in
[ RFC7030] .

0021 Asymmetric Key Package (CMS): See PAL package type 0020. The
di fference being that the package available is an asymetric
key package [ RFC5958] that is signed and encapsulated in a
signed data content type, as specified in Section 4.4.2 of
[ RFC7030]. Also, see Section 8.1 of this docunent.
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0022

0023

0024

0025

0026

0027

NOTE:

0028

0029

0030

0031

0032

Tur ner

Asymretri ¢ Key Package (PKCS#12): See PAL package type 0020.
The di fference being that the package avail able is PKCS12
[ RFC7292] content type. See Section 8.3 of this docunent.

Asymretri ¢ Key Package Receipt or Error: Indicates that the
server wants the client to return a key package receipt or
error [RFC7191] to the /serverkeygen/return URI, which is
defined in Section 8.

Symmetric Key Package: Indicates that a symmetric key package
[ RFC6031] is available for the client by pointing to a
/[ symretrickeys URI, which is defined in Section 5.

Symretric Key Package Receipt or Error: Indicates that the
server wants the client to return a key package recei pt or an
error [RFC7191] to the /symmetrickeys/return URI, which is
defined in Section 5.

Fi rmnvar e Package: Indicates that a firmware package [ RFC4108] is
available for the client using the /firmvare URI, which is
defined in Section 6

Fi rmnvar e Package Receipt or Error: Indicates that the server
wants the client to return a firmvare package | oad receipt or
error [RFC4108] to the /firmmvare/return URI, which is defined
in Section 6.

The /tanp and tanp/return URIs are defined in Section 7.

TAMP Status Query: Indicates that a TAMP Status Query package
[ RFC5934] is available for the client using the /tanmp URI.

TAMP Status Query Response or Error: Indicates that the server
wants the client to return a TAMP Status Query Response or
Error [RFC5934] to the /tanp/return URI.

Trust Anchor Update: Indicates that a Trust Anchor Update
package [ RFC5934] is available for the client using the /tanp
URI .

Trust Anchor Update Confirmor Error: Indicates that the server
wants the client to return a Trust Anchor Update Confirm or
Error [RFC5934] to the /tanp/return URI.

Apex Trust Anchor Update: Indicates that an Apex Trust Anchor

Updat e package [ RFC5934] is available for the client using the
[tanp URI.
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0033 Apex Trust Anchor Update Confirmor Error: Indicates that the
server wants the client to return an Apex Trust Anchor Update
Confirmor Error [RFC5934] to the /tanmp/return URI

0034 Community Update: Indicates that a Comunity Update package
[ RFC5934] is available for the client using the /tamp URI.

0035 Community Update Confirmor Error: Indicates that the server
wants the client to return a Cormunity Update Confirmor Error
[ RFC5934] to the /tanp/return UR

0036 Sequence Number Adjust: Indicates that a Sequence Number Adj ust
package [ RFC5934] is available for the client using the /tanp
URI .

0037 Sequence Number Adjust Confirmor Error: Indicates that the
server wants the client to return a Sequence Nunber Adj ust
Confirmor Error [RFC5934] to the /tanmp/return URI.

2.1.2. PAL XML Schema

The nane space is specified in Section 11.1. The fields in the
schema were di scussed earlier in Sections 2.1 and 2.1.1

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: pal ="urn:ietf:parans: xm :ns: pal"
t ar get Nanespace="urn:ietf: parans: xm : ns: pal "
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified"
versi on="1.0">
<xsd: annot ati on>
<xsd: docunent ati on>
This schema defines the types and el enents needed
to retrieve client packages fromthe server or for the
client to post packages to the server
</ xsd: docunent ati on>
</ xsd: annot at i on>

<l-- ===== El enent Declarations ===== -->

<xsd: el ement nane="pal" type="pal:PAL" />

<xsd: conpl exType name="PAL" >
<xsd: annot ati on>
<xsd: docunent ati on>
This type defines the Package Availability List (PAL).
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</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement nane="nessage" type="pal: PALEntry"
m nCccur s="0" maxQccur s="unbounded" >
<xsd: annot ati on>
<xsd: docunent ati on>
Contains information about the package and a link that
the client uses to downl oad or post the package.
</ xsd: docunent ati on>
</ xsd: annot at i on>
</ xsd: el emrent >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="PALEntry">
<xsd: annot ati on>
<xsd: docunent at i on>
This type defines a product in the PAL.
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement nane="type" type="pal: PackageType" />
<xsd: el ement nane="date" type="pal: CGeneralizedTi neType"
nm nCccurs="0" />
<xsd: el ement nane="si ze" type="xsd: nonNegati vel nteger">
<xsd: annot ati on>
<xsd: docunent ati on>
I ndi cates the package’s size
</ xsd: docunent ati on>
</ xsd: annot at i on>
<xsd: el ement nane="info" type="pal:Packagel nfoType" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Packagel nf oType" >
<xsd: annot ati on>
<xsd: docunent ati on>
This type allows a choice of X 500 Distingui shed Nane,
Subj ect Key ldentifier, Issuer and Serial Nunber tuple,
or URI.
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: choi ce>

<xsd: el ement nane="dn" type="pal : Di stingui shedNanme" />
<xsd: el ement nane="ski" type="pal: SubjectKeyldentifier" />
<xsd: el ement nane="iasn" type="pal:|ssuerAndSeri al Nunber" />
<xsd: el ement nane="uri" type="pal:ThisUR" />
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</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType nane="I|ssuer AndSeri al Nunber " >
<xsd: annot ati on>
<xsd: docunent at i on>
This type holds the issuer Distinguished Name and
serial nunber of a referenced certificate.
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: sequence>
<xsd: el ement nane="issuer" type="pal: D stingui shedNanme" />
<xsd: el ement nane="serial" type="xsd:positivelnteger" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: si npl eType name="PackageType" >
<xsd: annot ati on>
<xsd: docunent ati on>
Identifies each package that a client nmay retrieve from
the server with a 4-digit string
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: pattern val ue="d{4}" />
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nanme="Ceneral i zedTi neType" >
<xsd: annot ati on>
<xsd: docunent ati on>
I ndicates the date and tinme (YYYY- MM DDTHH: MMt SSZ) t he
client | ast acknow edged successful receipt of the
package or is absent if a) there is no indication
t he package has been downl oaded or b) the PAL entry
corresponds to a pointer to the next PAL.
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd:restriction base="xsd: dat eTi me">
<xsd: pattern val ue=".*:d{2}z2" />
<xsd: m nl ncl usi ve val ue="2013- 05-23T00: 00: 00Z" />
</xsd:restriction>
</ xsd: si mpl eType>

<xsd: si npl eType nane="Di sti ngui shedNane" >
<xsd: annot ati on>

Tur ner Expires April 15, 2018 [ Page 19]



Internet-Draft EST Ext ensi ons Cct ober 12, 2017

<xsd: docunent ati on>
This type holds an X 500 Distingui shed Nare.

</ xsd: docunent at i on>

</ xsd: annot at i on>

<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="1024" />

</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nanme="Subj ect Keyl dentifier">
<xsd: annot ati on>
<xsd: docunent at i on>
This type holds a hex string representing the value of a
certificate' s SubjectKeyldentifier.
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd:restriction base="xsd: hexBi nary">
<xsd: maxLengt h val ue="1024" />
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="Thi sURI ">
<xsd: annot ati on>
<xsd: docunent ati on>
This type holds a URI, but is length |imted.
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:anyURl " />
<xsd: maxLengt h val ue="1024" />
</ xsd: si npl eType>

</ xsd: schema>
2.1.3. PAL JSON Obj ect

The following is an exanple PAL JSON object. The fields in the
obj ect were discussed earlier in Sections 2.1 and 2.1.1

[

{
"type": "0003",
"date": "2016-12-29T09: 28: 00Z"
"size": 1234,
"info":
{,
"uri": "https://ww. exanpl e. conl . wel | -known/ est/eecerts/1234"
}
}1
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{
"type": "0006",
"date": "2016-12-29T09:28: 002"
"size": 1234,
"info":
"iasn":
{
"issuer": "CN=Sean Turner, O=sn3rd, C=US",
"serial": O
}
}
}

]
2.2. Request PAL

Clients request their PAL with an HTTP GET [ RFC7231] using an
operation path of "/pal". dients indicate whether they would prefer
XML or JSON by including the HTTP Accept header [RFC7231] with either
"application/xm" or "application/json", respectively.

2.3. Provide PAL

If the server has a PAL for the client, the server response MJST
contain an HTTP 200 response code with a content-type of
"application/xm" [RFC7303] or "application/json" [RFC7159].

When the server constructs a PAL, an order of precedence for PAL
of ferings is based on the follow ng rational e:

o /cacerts and /crls packages are the nost inportant because they
support validation decisions on certificates used to sign and
encrypt other listed PAL itens.

o0 /csrattrs are the next in inportance, since they provide
i nformation that the server would Iike the client to include in
its certificate enroll ment request.

o /sinpleenroll, /sinplereenroll, and /fullcnt packages itens are
next in inportance, since they can inpact a certificate used by
the client to sign CM5 content or a certificate to establish keys
for encrypting content exchanged with the client.

* A client engaged in a certificate managenent SHOULD accept and

process CA-provided transactions as soon as possible to avoid
undue del ays that might lead to protocol failure.
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o /symmetrickeys, /firnmnvare, /tanp, and /eecerts packages
cont ai ni ng keys and other types of products are |last. Precedence
SHOULD be given to packages that the client has not previously
downl oaded. The itens listed in a PAL nay not identify all of
t he packages avail able for a device. This can be for any of the
foll owi ng reasons

* The server may tenporarily w thhold sone outstanding PAL itens
to sinplify client processing.

* |f a CA has nore than one certificate ready for the client, the
server will provide a notice for one at a tinme. Pending
notices will be serviced in order of the earliest date when the
certificate will be used.

When rejecting a request the server specifies either an HITP 4xx
error, or an HTTP 5xx error

Al'l other return codes are handl ed as specified in Section 4.2.3 of
[ RFC7030] (i.e., 202 handling and all other HITP response codes).

3. Distribute EE Certificates

Nurrer ous nmechani snms exist for clients to query repositories for
certificates. The service provided by the /eecerts PCis different
inthat it is not a general purpose query for client certificates
instead it allows the server to provide peer certificates to a client
that the server knows through an out-of-band nechani smthat the
client will be conmunicating with. For exanple, a router being

provi sioned that connects to two peers can be provisioned with not
only its certificate but also with the peers’ certificates.

The server need not authenticate or authorize the client for
distributing an EE certificate because the package contents are
al ready signed by a CA (i.e., the certificate(s) in a certs-only
message have al ready been signed by a CA). The nessage flowis
simlar to Figure 1 except that the connection need not be HITPS

Establi sh TLS
Sessi on

dient Server

Request PAL

I
I
I
I
|
(HTTP CET Request) |
I

| Deliver PAL |
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(HTTP CET Response)

|
| Request EE Cert(s)
[ (HTTP CET Request)

I

| Deliver EE Cert(s) [
| (HTTP GET Response) |
|

Figure 2 - /eecerts Message Sequence
3.1. EE Certificate Request

Clients request EE certificates with an HITP GET [ RFC7231] using an
operation path of "/eecerts".

3.2. EE Certificate Response

The response and processing of the returned error codes is identica
to that in Section 4.1.3 of [RFC7030] except that the certificate
provided is not the one issued to the client but instead one or nore
client’s peer certificates is returned in the certs-only nmessage.

Clients MJST reject EE certificates that do not validate to an
aut hori zed TA

4, Distribute CRLs and ARLs

CRLs (and ARLs) are needed in many instances to performcertificate
pat h validation [ RFC5280]. They can be obtained fromrepositories if
their location is provided in the certificate. However, the client
needs to parse the certificate and performan additional round trip
to retrieve them Providing CRLs at the tinme of bootstrap obviates
the need for the client to parse certificate and aid those clients
who mi ght be unable to retrieve the CRL. Cdients are free to obtain
CRLs on which they rely from sources other than the server (e.g., a
|l ocal directory). The /crls PC allows servers to distribute CRLs at
the sane tine clients retrieve their certificate(s) and CA
certificate(s) as well as peer certificates.

The server need not authenticate or authorize the client for
distributing a CRL because the package content is already signed by a
CA (i.e., the CRLs in a crls-only nmessage have al ready been signed by
a CA). The nessage flowis as depicted in Figure 2 but with "CRL(sS)"
instead of "EE Cert(s)".

4.1. CRL Request
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Clients request CRLs with an HTTP CET [ RFC7231] using an operation
path of "/crls".

4.2. CRL Response

The response and processing of the response is identical to that in
Section 4.1.3 of [RFC7030] except that instead of providing the

i ssued certificate one of nore CRLs are returned in the crls-only
nmessage.

Clients MJST reject CRLs that do not validate to an authorized TA.
5. Symmetric Keys, Receipts, and Errors

In addition to public keys, clients often need one or nore symetric
keys to conmmunicate with their peers. The /symretrickeys PC all ows
the server to distribute symmetric keys to clients.

Distribution of keys does not always work as planned and clients need
a way to informthe server that something has gone wong; they al so
need a way to informthe server, if asked, that the distribution
process has successfully conpleted. The /symretrickeys/return PC
allows client to provide errors and receipts.

Clients MIUST authenticate the server and clients MJST check the
server’'s authorization.

The server MJUST authenticate clients and the server MJST check the
client’s authorization

HTTP GET [ RFC7231] is used when the server provides the key to the
client (see Section 5.1) using the /symmetrickeys PC, HITP POST

[ RFC7231] is used when the client provides a receipt (see Section
5.2) or an error (see Section 5.2) to the server with the

[ symretri ckeys/return PC.

5.1. Symmetric Keys

Servers use /synmetrickeys to provide clients symetric keys;
symretric key package is defined in [ RFC6031].

As with the /serverkeygen PC defined in [ RFC7030], the default
distribution method of the symetric key uses the encryption node of
the negotiated TLS ci pher suite. Keys are not protected by preferred
key w appi ng met hods such as AES Key Wap [ RFC3394] or AES Key Wap
wi t h Paddi ng [ RFC5649] because encryption of the symmetric key beyond
that provided by TLS is OPTIONAL. Therefore, the cipher suite used
to return the symetric key MJUST offer commensurate cryptographic
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The

ci pher suite used MJUST NOT have NULL encryption algorithmas this

wi | |

di scl ose the unprotected symetric key.

It is strongly

RECOMVENDED t hat servers always return encrypted symetric keys.

The follow ng depicts the protocol

Cient

flow

Establish TLS
Sessi on

Request PAL
(HTTP CET Request)

I
| Deliver PAL |
| (HTTP GET Response) |
I I
| Req Symmetric Key |
| (HTTP CET Request) |

I

I
| Res Synmetric Key |
| (HTTP GET Response) |
I I

Server

Figure 3 - /symmetrickeys Message Sequence

5.1.1.

Distribute Synmetric Keys

Clients request the symetric key fromthe server with an HTTP GET

[ RFC7231] using an operation path of

5.1. 2.

If the request

is successful,

Synmmetric Key Response

"/synmetrickeys".

the server response MJST have an HTTP

200 response code with a Content-Type of application/cns [ RFC7193].

The opti onal

application/cns encapsul ati ngCont ent and i nner Cont ent

paraneters SHOULD be included with the Content-Type to indicate the

protection afforded to the returned symetric key.

content varies:

o |If additional

encryption is not being enpl oyed,

The returned

t he content

associated with application/cnms is a DER-encoded [ X. 690]
symetric key package.

o | f additional

Tur ner

encryption is enpl oyed,
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application/cnms is DER-encoded envel oped data that encapsul ates a
signed data that further encapsulates a symetric key package.

o If additional encryption and origin authentication are enpl oyed,
the content associated with application/cns is a DER-encoded
signed data that encapsul ates an envel oped data that encapsul ates
a signed data that further encapsulates a symmetric key package.

o If CCC (CM5 Content Constraints) [RFC6010] is supported the
content associated with application/cns is a DER-encoded
encrypted key package [ RFC6032]. Encrypted key package provi des
three choices to encapsul ate keys: encrypted data, envel oped
data, and authenticated envel oped data. Prior to enploying one
of these three encryption choices the key package can be
encapsul ated in a signed data.

How t he server knows whether the client supports the encrypted key
package i s beyond the scope of this docunent.

When rejecting a request, the server specifies either an HTTP 4xx
error, or an HITP 5xx error

If a symmetric key package (which night be signed) or an encrypted
key package (which might be signed before and after encryption) is
digitally signed, the client MJST reject it if the digital signature
does not validate back to an authorized TA

Not e: absent a policy on the client side requiring signature, a
mal i ci ous EST server can sinply strip the signature, thus bypassing
that check. In that case, this requirement is merely a sanity check
serving to detect mis-signed packages or misconfigured clients.

[ RFC3370], [RFC5753], [RFC5754], [RFC6033], [RFC6160], and [ RFC6161]
provide algorithmdetails for use when protecting the symetric key
package and encrypted key package.

5.2. Symmetric Key Receipts and Errors

Clients use /synmetrickeys/return to provide symetric key package
recei pts; the key package receipt content type is defined in
[RFC7191]. dients can be configured to autonmatically return
receipts after processing a symetric key package, return receipts
based on processing of the key-package-identifier-and-receipt-request
attribute [RFC7191], or return receipts when pronpted by a PAL entry.

Servers can indicate that clients return a receipt by including the

key- package-identifier-and-receipt-request attribute in a signed data
as a signed attribute. However, this attribute only appears when
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addi tional encryption is enployed (see Section 5.1.2).

Clients al so use /synmetrickeys/return to return symretric key
package errors; the key package error content type is defined in
[RFC7191]. dients can be configured to autonmatically return errors
after processing a symmetric key package or based on a PAL entry.

The follow ng depicts the protocol flow

Establish TLS
Sessi on

dient Server

Request PAL
(HTTP CET Request)

Del i ver PAL
(HTTP CET Response)

I
|
Return Receipt/Error |
(HTTP POST Request) |
I

I

| (HTTP POST Response) |
| status code only |
| no content [
I I

Figure 4 - /symetrickeys/return Message Sequence
.2.1. Provide Symmetric Key Receipt or Error

Clients return symetric key receipts and errors to the server with
an HTTP POST [ RFC7231] using an operation path of
"/synmetrickeys/return”. The returned content varies:

0 The key package receipt is digitally signed [ RFC7191], the
Content-Type is application/cns [RFC7193] and the associ ated
content is signed data, which encapsul ates a key package receipt.

o If the key package error is not digitally signed, the Content-
Type is application/cns and the associated content is key package
error. |If the key package error is digitally signed, the
Content-Type is application/cns and the associated content is
si gned data, which encapsul ates a key package error
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The optional application/cns encapsul ati ngContent and i nner Cont ent
paraneters SHOULD be included with the Content-Type to indicate the
protection afforded to the receipt or error

[ RFC3370], [RFC5753], [RFC5754], and [RFC7192] provide al gorithm
details for use when protecting the key package receipt or key
package error.

5.2.2. Symmetric Key Receipt or Error Response
If the client successfully provides a receipt or error, the server
response has an HTTP 204 response code (i.e., no content is
returned).

When rejecting a request, the server specifies either an HITP 4xx
error, or an HITP 5xx error

If a key package receipt or key package error is digitally signed,
the server MUST reject it if the digital signature does not validate
back to an authorized TA

6. Firmvare, Receipts, and Errors

Servers can distribute object code for cryptographic algorithnms and
software with the firmware package [ RFC4108].

Clients MJST authenticate the server and clients MJST check the
server’s authorizati on.

The server MJST aut henticate the client and the server MJST check the
client’s authorization

The /firnmware PC uses an HITP GET [RFC7231] and the /firmmvare/return
PC uses an HITP POST [ RFC7231]. CET is used when the client
retrieves firmvare fromthe server (see Section 6.1); POST is used
when the client provides a receipt (see Section 6.2) or an error (see
Section 6.2).

6.1. Firmware

The /firmvare URI is used by servers to provide firmvare packages to
clients.

The message flow is as depicted in Figure 3 nodul o replacing
"Symmetric Key" with "Firmnare Package”

6.1.1. Distribute Firmwvare
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Clients request firnware fromthe server with an HTTP CET [ RFC7231]
usi ng an operation path of "/firmware".

6.1.2. Firmnvare Response

If the request is successful, the server response MJST have an HTTP
200 response code with a Content-Type of "application/cnms" [RFC7193].
The optional encapsul ati ngContent and i nner Content paraneters SHOULD
be included with Content-Type to indicate the protection afforded to
the returned firmvare. The returned content varies:

olf the firmvare is unprotected, then the Content-Type is
application/cns and the content is the DER- encoded [ X. 690]
firnmnare package

olf the firmvare is conpressed, then the Content-Type is
application/cns and the content is the DER-encoded [ X. 690]
conpressed data that encapsul ates the firmware package.

olf the firmvare is encrypted, then the Content-Type is
application/cns and the content is the DER-encoded [ X. 690]
encrypted data that encapsul ates the firmware package (which
m ght be conpressed prior to encryption).

olf the firmvare is signed, then the Content-Type is
application/cns and the content is the DER-encoded [ X. 690] signed
data that encapsul ates the firnmnare package (which m ght be
conpressed, encrypted, or conpressed and then encrypted prior to
signature).

How t he server knows whether the client supports the unprotected,
si gned, conpressed and/or encrypted firmnvare package is beyond the
scope of this docunent

When rejecting a request, the server specifies either an HTTP 4xx
error, or an HTTP 5xx error.

If a firmvare package is digitally signed, the client MIST reject it
if the digital signature does not validate back to an authorized TA.

[ RFC3370], [RFC5753], and [ RFC5754] provide algorithmdetails for use
when protecting the firmware package.

6.2. Firmvare Receipts and Errors
Clients use the /firmvare/return PC to provide firmwvare package | oad

receipts and errors [ RFC4108]. dients can be configured to
automatically return receipts and errors after processing a firmware
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package or based on a PAL entry.

The message flow is as depicted in Figure 4 nodul o the receipt or
error is for a firmnare package.

6.2.1. Provide Firmvare Receipt or Error

Clients return firmvare receipts and errors to the server with an
HTTP POST [ RFC7231] using an operation path of "/firmnare/return”
The optional encapsul ati ngContent and i nner Content paraneters SHOULD
be included with Content-Type to indicate the protection afforded to
the returned firnmvare receipt or error. The returned content varies:

olf the firmvare receipt is not digitally signed, the Content-Type
is application/cms [RFC7193] and the content is the DER-encoded
firmvare receipt.

olf the firmvare receipt is digitally signed, the Content-Type is
application/cns and the content is the DER- encoded signed data
encapsul ating the firmwvare receipt.

olf the firmvare error is not digitally signed, the Content-Type
is application/cns and the content is the DER-encoded firmare
error.

olf the firmvare error is digitally signed, the Content-Type is
application/cns and the content is the DER-encoded signed data
encapsul ating the firmvare error

[ RFC3370], [RFC5753], and [ RFC5754] provide algorithmdetails for use
when protecting the firmvare receipt or firmvare error.

6.2.2. Firmwvare Receipt or Error Response

If the request is successful, the server response MJST have an HITP
204 response code (i.e., no content is returned).

When rejecting a request, the server MIST specify either an HTTP 4xx
error, or an HITP 5xx error

If afirmvare receipt or firmvare error is digitally signed, the
server MIUST reject it if the digital signature does not validate back
to an authorized TA.

7. Trust Anchor Managenent Protocol

Servers distribute TAMP packages to nanage TAs in a client’s trust
anchor dat abases; TAMP packages are defined in [RFC5934]. TAMP will
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allow the flexibility for a device to |oad authorities while

mai ntai ni ng an operational state. Unlike other systems that require
new sof tware | oads when new PKI Roots are authorized for use, TAW
al | ows for automated nmanagenent of roots for provisioning or

repl acenent as needed.

Clients MIUST authenticate the server and clients MJST check the
server’'s authori zation.

The server MJUST authenticate the client and the server MJST check the
client’s authorization

The /tanp PC uses an HTTP GET [RFC7231] and the tanp/return PC uses
an HTTP POST [RFC7231]. GET is used when the server requests that
the client retrieve a TAWP package (see Section 7.1); POST is used
when the client provides a confirm (see Section 7.2), provides a
response (see Section 7.2), or provides an error (see Section 7.2)
for the TAMP package.

7.1. TAMP Status Query, Trust Anchor Update, Apex Trust Anchor Update,
Conmuni ty Update, and Sequence Nunber Adj ust

Clients use the /tanp PCto retrieve the TAMP packages: TAMP Status
Query, Trust Anchor Update, Apex Trust Anchor Update, Conmunity
Updat e, and Sequence Nunber Adjust. Cients can be configured to
periodically poll the server for these packages or contact the server
based on a PAL entry.

The nmessage flow is as depicted in Figure 3 nodul o replacing
"Symmetric Key" with the appropriate TAMP nessage.

7.1.1. Request TAMP Packages

Clients request the TAMP packages fromthe server with an HTTP CGET
[ RFC7231] using an operation path of "/tanp".

7.1.2. Return TAMP Packages

If the request is successful, the server response MJST have an HITP
200 response code and a Content-Type of:

0 application/tanp-status-query for TAMP Status Query

o application/tanp-update for Trust Anchor Update

o application/tanp-apex-update for Apex Trust Anchor Update

0 application/tanp-comunity-update for Comunity Update

o application/tanp-sequence-adjust for Sequence Nunber Adj ust

As specified in [ RFC5934], these content types are digitally signed
and clients nmust support validating the packages directly signed by
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TAs. For this specification, clients MJST support validation with a
certificate and clients MIST reject it if the digital signature does
not validate back to an authorized TA

[ RFC3370], [RFC5753], and [ RFC5754] provide algorithmdetails for use
when protecting the TAWP packages

7.2. TAMP Response, Confirm and Errors

Clients return the TAMP Status Query Response, Trust Anchor Update
Confirm Apex Trust Anchor Update Confirm Comunity Update Confirm
Sequence Nunber Adjust Confirm and TAMP Error to servers using the
[tanp/return PC. dients can be configured to automatically return
responses, confirms, and errors after processing a TAMP package or
based on a PAL entry.

The nmessage flow is as depicted in Figure 4 nodul o replacing
"Receipt/Error" with the appropriate TAMP response, confirm or
error.

7.2.1. Provide TAMP Response, Confirm or Error

Clients provide the TAMP responses, confirns, and errors to the
server with an HTTP POST using an operation path of "/tanp/return”
Cont ent - Type i s:

0 application/tanp-status-query-response for TAMP Status Query
Response

o application/tanp-update-confirmfor Trust Anchor Update Confirm

o0 application/tanp-apex-update-confirmfor Apex Trust Anchor Update
Confirm

0 application/tanp-comunity-update-confirmfor Comunity Update
Confirm

0 application/tanp-sequence-adjust-confirmfor Sequence Nunber
Adj ust Confirm

o application/tanp-error for TAMP Error

As specified in [ RFC5934], these content types should be signed. |If
signed, a signed data encapsul ates the TAWMP content.

[ RFC3370], [RFC5753], and [ RFC5754] provide algorithmdetails for use
when protecting the TAWP packages

7.2.2. TAW Response, Confirm and Error Response

If the request is successful, the server response MJST have an HITP
204 response code (i.e., no content is returned).
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When rejecting a request, the server MJST specify either an HTTP 4xx
error, or an HTTP 5xx error.

If the package is digitally signed, the server MIST reject it if
digital signature does not validate back to an authorized TA

8. Asymmetric Keys, Receipts, and Errors

[ RFC7030] defines the /serverkeygen PC to support server-side
generation of asymmetric keys. Keys are returned either as an
unpr ot ect ed PKCS#8 when additional security beyond TLS is not

enpl oyed or as a CM5 asymetric key package content type that is
encapsul ated in a signed data content type that is further

encapsul ated in an envel oped data content type when additiona
security beyond TLS is requested. Sone inplenentations prefer the
use of other CMS content types to encapsul ate the asymmetric key
package; this docunent extends the content types that can be returned
in Section 8. 1.

[ RFC7191] defines content types for key package receipts and errors.
Thi s docunent defines the /serverkeygen/return PC to add support for
returning receipts and errors for asymmetric key packages in Section
8. 2.

PKCS#12 [ RFC7292], sonmetimes referred to as "PFX'" (Persona

i nFormati on eXchange), "P12", and "PKCS#12" files, are often used to
distribute asymetric private keys and the associated certificate.
Thi s docunent extends the /serverkeygen PC to allow servers to

di stribute using PKCS#12 server-generated asymetric private keys and
the associated certificate to clients in Section 8.3.

8.1. Asynmetric Key Encapsul ation

CVB supports a nunber of content types to encapsul ate other CMS
content types; [RFC7030] includes one such possibility; note that
when only relying on TLS the returned key is not a CM5 content type.
Thi s docunment extends the CVS content types that can be returned.

If the client supports CCC [ RFC6010], then the client can indicate
that it supports encapsul ated asymmetric keys in the encrypted key
package [ RFC5958] by including the encrypted key package’s ODin a
content type attribute [RFC2985] in the CSR (Certificate Signing
Request), aka the certification request, it provides to the server
If the client knows a priori that the server supports the encrypted
key package content type, then the client need not include the
content type attribute in the CSR

In all instances defined herein, the Content-Type is
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"application/cns" [RFC7193]. The optional encapsul ati ngContent and
i nner Cont ent paraneters SHOULD be included with Content-Type to
indicate the protection afforded to the returned asymetric key
package

I f additional encryption and origin authentication is enployed, the

content associated with application/cms is a DER-encoded signed data
that encapsul ates an envel oped data that encapsul ates a signed data

that further encapsul ates an asynmetric key package.

If CCC (CM5 Content Constraints) is supported and additiona
encryption is enployed, the content associated with application/cns
is a DER-encoded encrypted key package [ RFC6032] content type that
encapsul ates a signed data that further encapsul ates an asymretric
key package

If CCCis supported and additional encryption and additional origin
aut hentication is enployed, the content associated with
application/cnms is a DER encoded signed data that encapsul ates an
encrypted key package content type that encapsul ates a signed data
that further encapsul ates an asynmetric key package.

Encrypted key package [ RFC6032] provides three choices to encapsul ate
keys, encrypted data, envel oped data, and authenticated data, with
envel oped data being the nmandatory to inpl enent choice.

When rejecting a request, the server specifies either an HTTP 4xx
error, or an HITP 5xx error

If an asymmetric key package or an encrypted key package is digitally
signed, the client MIST reject it if the digital signature does not
val i date back to an authorized TA.

Not e: absent a policy on the client side requiring signature, a
mal i ci ous EST server can sinply strip the signature, thus bypassing
that check. |In that case, this requirement is nmerely a sanity check
serving to detect mis-signed packages or misconfigured clients.

[ RFC3370], [RFC5753], [RFC5754], [RFC6033], [RFC6161], and [ RFC6162]
provide algorithmdetails for use when protecting the asymmetric key
package and encrypted key package.

8.2. Asymmetric Key Package Receipts and Errors
Clients can be configured to automatically return receipts after
processing an asymetric key package, return receipts based on

processi ng of the key-package-identifier-and-receipt-request
attribute [ RFC7191], or return receipts when pronpted by a PAL entry.
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Servers can indicate that clients return a receipt by including the
key- package-identifier-and-receipt-request attribute [RFC7191] in a
signed data as a signed attribute.

The protocol flowis identical to that depicted in Figure 4 nodul o
the receipt or error is for asymetric keys.

The server and client processing is as described in Section 5.2.1 and
5.2.2 nodul o the PC, which for Asymmetric Key Packages is
"/ serverkeygen/return".

8.3. PKCS#12

PFX is widely deployed and supports protecting keys in the same
fashion as CM5 but it does so differently.

8.3.1. Server-Side Key Ceneration Request

Simlar to the other server-generated asynmetric keys provided
t hrough the /serverkeygen PC

0 The certificate request is HITPS PCSTed and is the sane format as
for the "/sinpleenroll"™ and "/sinplereenroll" path extensions
with the sane content-type and transfer encoding.

o In all respects, the server SHOULD treat the CSR as it woul d any
enroll or re-enroll CSR, the only distinction here is that the
server MJST ignore the public key values and signature in the
CSR  These are included in the request only to all ow re-use of
exi sting codebases for generating and parsing such requests.

PBE (password based encryption) shroudi ng of PKCS#12 is supported and
this specification nakes no attenpt to alter this de facto standard.
As such, there is no support of the DecryptKeyldentifier specified in
[ RFC7030] for use with PKCS#12 (i.e., "enveloping" is not supported).

NOTE: Use of PBE requires the password be distributed to the client;
met hods to distribute this password are out-of -scope.

8.3.2. Server-Side Key Ceneration Response
If the request is successful, the server response MJST have an HITP
200 response code with a content-type of "application/pkcsl2" that
consists of a base64-encoded DER-encoded [ X. 690] PFX [ RFC7292].
Note that this response is different than the response returned in

Section 4.4.2 of [RFC7030] because here the private key and the
certificate are included in the same PFX
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When rejecting a request, the server MJST specify either an HTTP 4xx
error or an HITP 5xx error. The response data’'s content-type MAY be
"text/plain" [RFC2046] to convey hunman-readabl e error nmessages.

9. PAL & Certificate Enrol |l nent

The /fullcnc PCis defined in [RFC7030]; the CMC (Certificate
Management over Cryptographi c Message Syntax) requirenments and
packages are defined in [RFC5272], [RFC5273], [RFC5274], and

[ RFC6402]. This section describes PAL interactions.

Under normal circunstances the client-server interactions for PKI
enrol Il ment are as foll ows:

Cient Server

POST req: PKI Request
Cont ent - Type: application/pkcsl0
or
POST req: PKI Request
Cont ent - Type: application/pkcs7-m me
sm nme-t ype=CMC-r equest

PCST res: PKI Response
Cont ent - Type: application/pkcs7-m me
sm me-type=certs-only
or
POST res: PKI Response
Cont ent - Type: application/pkcs7-m nme
sm me-type=CMC-r esponse

if the response is rejected during the sane session:
dient Server

POST req: PKI Request
Cont ent - Type: application/pkcsl0
or

POST req: PKI Request
Cont ent - Type: application/pkcs7-m nme
sm me-t ype=CMC-r equest

POST res: enpty
HTTPS Status Code

or

POST res: PKI Response
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Cont ent - Type: application/pkcs7-m me
sm me-type=CMC-r esponse

if the request is to be filled later
dient Server

POST req: PKI Request
Cont ent - Type: application/pkcsl0
or
POST req: PKI Request
Cont ent - Type: application/pkcs7-m nme
sm me-t ype=CMC-r equest

POST res: enpty
HTTPS St atus Code
+ Retry-After
or
POST res: PKI Response (pendi ng)
Cont ent - Type: application/pkcs7-m me
sm nme-type=CMC-r esponse

POST req: PKI Request (sane request)
Cont ent - Type: application/pkcsl0
or
PCST req: PKIRequest (CMC Status Info only)
Cont ent - Type: application/pkcs7-m nme
sm me-t ype=CMC-r equest

POST res: PKI Response
Cont ent - Type: application/pkcs7-m nme
sm nme-type=certs-only
or
POST res: PKI Response
Cont ent - Type: application/pkcs7-m me
sm me-type=CMC-r esponse

Wth the PAL, the client begins after pulling the PAL and a Start
| ssuance PAL package type essentially adding the follow ng before the
request:

dient Server
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10.

Cem e e e e e e e —— -
GET res: PAL
Cont ent - Type: application/xm
The client then proceeds as above with a sinple PKI Enroll, Full CMC
Enrol | ment, or begin enrollnment assisted with a CSR
dient Server
_____________________ >

Com e e e e e e e e e ==
GET res: PAL
Cont ent - Type: application/csr-attrs
For imredi ately rejected request, CMC works well. [|f the server

prematurely cl oses the connection, then the procedures in Section
8.2.4 of [RFC7231] apply. But, this might |eave the client and
server in a different state. The client could nerely resubnit the
request but anot her option, docunmented herein, is for the client to
i nstead downl oad the PAL to see if the server has processed the
request. Clients mght also use this process when they are unable to
remai n connected to the server for the entire enroll nment process; if
the server does not or is not able to return a PKIData indicating a
status of pending, then the client will not know whether the request
was received. |If a client uses the PAL and reconnects to determ ne
if the certification or rekey or renew request was processed:

o Clients MUST authenticate the server and clients MJST check the
server’'s authorization.

o Server MJST authenticate the client and the server MJST check the
client’s authorization

o Clients retrieve the PAL using the /pal URI
o dients and servers use the operation path of "/sinpleenroll™
"sinmplereenroll™, or "/fullcnc", based on the PAL entry, with an
HTTP GET [RFC7231] to get the success or failure response.
Responses are as specified in [ RFC7030].
Security Considerations
This docunment relies on nmany ot her specifications; however, all of
the security considerations [RFC7030] apply. For HTTP, HITPS, and

TLS security considerations see [RFCr231], [RFC2818], and [ RFC5246];
for URI security considerations see [ RFC3986]; for content type
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11.

11.

11.

security considerations see [ RFC4073], [RFC4108], [RFC5272],

[ RFC5652], [RFC5751], [RFC5934], [RFC5958] [ RFC6031], [RFC6032],

[ RFC6268], [RFC6402], [RFC7191], and [RFC7292]; for algorithms used
to protect packages see [ RFC3370], [RFC5649], [RFC5753], [RFC5754],

[ RFC5959], [RFC6033], [RFC6160], [RFC6161], [RFC6162] and [ RFC7192];
for random nunbers see [ RFC4086]; for server-generated asynmetric key
pairs see [ RFC7030].

| ANA Consi derations
I ANA is requested to create the PAL Package Type registry and perform
three registrations: PAL Nane Space, PAL XM. Schenm, and PAL Package
Types.
1. PAL Name Space

This section registers a new XM. nanespace [ XMLNS],
"urn:ietf:parans: xm :ns:pal" per the guidelines in [ RFC3688]:

URI: wurn:ietf:params:xnm:ns:pa
Regi strant Contact: Sean Turner (sean@n3rd.com
XML:

BEG N

<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN'
"http://ww. w3. org/ TR/ xht m 1/ DTDY xht m 1-strict.dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xm :1ang="en">
<head>
<title>Package Availability List</title>
</ head>
<body>
<hl>Nanespace for Package Availability List</hl>
<h2>urn:ietf:parans: xm : ns: pal </ h2>
<p>See RFC TBD</ p>
</ body>
</htm >
END

2. PAL XML Schemn

This section registers an XML schema as per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm : schema: pa
Regi strant Contact: Sean Turner sean@n3rd.com

XM.: See Section 2.1.2.
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11.

12.

13.

13.

3. PAL Package Types

IANA is kindly requested to create a new regi stry naned: PAL Package
Type. This registry is for PAL Package Types whose initial values
are found in Section 2.1.1. Future PAL Package Types registrations
are to be subject to Expert Review, as defined in RFC 8126 [ RFC8126].
Package types MJST be paired with a nedia type; package types
specify the path conponent to be used that in turn specify the nmedia
type used.
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Appendi x A,  Exanpl e Use of PAL

This is an informative appendix. It includes exanples protocol
flows.

Steps for using a PAL include:
1. Access PAL
2. Process PAL entries

2.1. Get CA Certificates
2.2. Get CRLs
2.3. Get CSR attributes
2.4. Enroll: sinple enrollment, re-enrollnent, or full CMC
2.5. Get Firmvare, TAMP, Symetric Keys, or EE Certificates
Cient Server
--------------------- > -+
GET req: | /pal
Qo m e e e e e oo oo [
CET res: PAL |
I

Cont ent - Type: application/xm
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GET res: Firmvare, TAWP Query
+ Updates, Symmetric Keys
Cont ent - Type: application/cns

/ symret ri ckeys

[firmmvare/ return

[tanp/return

[ symret ri ckeys/
return

POST res: Firmmare Receipts or Errors,
TAMP Response or Confirms or Errors,
Symmetric Key Receipts or Errors,

I
--------------------- > -+
GET req: | /cacerts
Qo m e e e e e oo oo [
GET res: CA Certificates |
Cont ent - Type: application/pkcs7-snmine |
smi me-type=certs-only [
..................... . A
GET req: | /crls
e |
GET res: CRLs [
Cont ent - Type: application/pkcs7-snmine |
sm me-type=crls-only |
..................... . A
GET req: | /csrattrs
Cmmmmmmmmeeeemaaeaaaaa |
GET res: attributes |
--------------------- > -+
POST req: PKI Request | /sinpleenroll &
Cont ent - Type: application/pkcsl0 | /sinplereenrol
I
Cont ent - Type: application/pkcs7-m nme | /fullcnc
sm me-t ype=CMC-r equest |
S |
(success or failure) [
PCST res: PKI Response | /sinpleenrol
Cont ent - Type: application/pkcs7-m nme | /sinplereenrol
sm me-type=certs-only | /fullcnc
I
Cont ent - Type: application/pkcs7-m me | /fullcnc
sm nme-type=CMC-r esponse |
.................... . L
CGET req: | /firmare
R | /tanp
|
I
I
I
-+
I
|
I
I
I
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Cont ent - Type: application/cns

Cem e e e e e — . — -
POST res: enpty
(success or failure)
GET req: / eecerts
Cem e e e e e e e —— -

I
I
|
I
-------------------- > -+
|
CGET res: Oher EE certificates |
Cont ent - Type: application/pkcs7-m nme |
sm nme-type=certs-only |
The figure above shows /eecerts after /*/return, but this is for
illustrative purposes only.

Appendi x B. Additional CSR Attributes
This is an informative appendi x.

In sone cases, the client is severely limted inits ability to
encode and decode ASN.1 objects. |If the client knows a csr tenplate
is being provided during enrollment, then it can peel the returned
csr attribute, generate its keys, place the public key in the
certification request, and then sign the request. To acconplish
this, the server returns a PKCS7PDU attribute [RFC2985] in as part of
the /csrattrs (the following is pseudo ASN.1 and is only nmeant to
show the fields needed to acconplish returning a tenpl ate
certification request):

pKCS7PDU ATTRI BUTE :: = {
W TH SYNTAX Cont ent | nfo
I D pkcs-9-at - pkcs7PDU

}

pkcs-9-at - pkcs7PDU OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
at(25) 5

The Contentinfo is a PKI Data:
PKI Dat a ::= SEQUENCE ({
reqSequence SEQUENCE SI ZE(0.. MAX) OF TaggedRequest,
Wher e TaggedRequest is a choice between the PKCS #10 or CRWVF

requests.

TaggedRequest ::= CHO CE {
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ter [0] TaggedCertifi cati onRequest,
crm [1] Cert RegMsg,
}

O, the Content Info can be a signed data content type that further
encapsul at es a PKI Dat a.
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